®EJEPAJIbHASI CJOYKBA BE3OIIACHOCTH
POCCUHUCKON ®EJAEPAIINN

ITPUKA3

6 aBrycra 2026 roma

06 YTBEPKIAECHUH ITopsinka
B3aMMOJEHCTBHUS onepaTopoB
roCy/1apCTBEHHBIX HH(GOPMAIIMOHHBIX
CHUCTEM, UHBIX HHGOPMAIHOHHBIX
CHUCTEM TOCYIapCTBEHHBIX OpPIaHOB,

rocy1apCTBEHHBIX YHUTAPHBIX
MIPEaNPUATHH, roCy1apCTBEHHBIX
YUPEXKIAEHUU C TOCYyJapCTBEHHOMU
CUCTEMOM oOHapy xeHus,

NpEeNynpexXJeHUss U  JIUKBUAALNH
NOCJIEACTBUM KOMITBIOTEPHBIX aTaK Ha
UH(POPMaIIHOHHBIE pecypchl
Poccuiickoit ®Penepanuu, BKIFOYas
uapopmupoBanne DCB  Poccunu
O  KOMOBIOTEPHBIX  WHLHUOEHTAX,
MOBJIEKIINX HEINPaBOMEPHYIO
nepenavyy cozepixarieics
B  YKa3aHHbIX HH(OPMAIIHOHHEIX
cucteMax UHGpOpMaIUH

B CoOTBEeTCTBHM ¢ 4YacTbIO
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7 cratbu 16 DepepanbHOro 3aKoHa

ot 27 nrons 2006 r. Ne 149-03 «O6 undopmanuu, HHPOPMALMOHHBIX TEXHOIOTHIX

M 0 3amure MHGopmanun» U myHKToM 1 Ilonmoxenus o DepepayibHOM Ciyx0Oe

6esonacHocti Poccuiickoit ®enepaunu, yreepxaenHoro Ykazom IlpesugeHTa

Poccuiickoit @enepanun ot 11 aBrycra 2003 r. Ne 960,



ITIPUKA3BIB AIO:

1. VYrBepnute npunaraemeii Ilopsinok B3auMonelcTBUs —ONepaTOpOB
roCy1apCTBEHHBIX WH(OPMalUHMOHHBIX CHUCTEM, MHBIX WHGOPMAIHOHHBIX CHCTEM
TOCYylapCTBEHHBIX OPraHOB, TOCYJApCTBEHHBIX YHUTApHBIX MPEANPUITH,
rOCYJapCTBEHHBIX YYPEXACHUH C TOCYyJapCTBEHHOM CHCTEMOW OOHapyXeHHS,
OpeayNpeXACHUsT MW JIMKBHAALUMU IIOCIEJCTBUM KOMIBIOTEPHBIX AaTaKk Ha
nHpopmaLHoHHble pecypcbl Poccuiickoit Menepanun, BKIrOYass HHPOPMHUPOBAHHUE
OCb Poccum 0 KOMIBIOTEPHBIX MHIUHUAEHTaX, IMOBIEKIIHX HEIPaBOMEPHYIO
nepegaydy colepixallencs B yka3aHHBIX HHPOPMalMOHHBIX CUCTEMAX HHPOPMAIIHH.

2. Hacrosmuii nprka3s BctynaeT B cuity ¢ 1 ceHTs6ps 2026 r.

Hupextop A.bopTHUKOB



YTBepKIeH

npukazom OCb Poccuu
oT 6 aBrycta 2026r.
No 297

Ilopsinok
B3aMMOJZIEHCTBHS ONEPATOPOB rOCyAapCTBEHHBIX HHMOPMALIMOHHBIX CUCTEM,

UHBIX HHPOPMAIMOHHBIX CUCTEM rOCYJapPCTBEHHBIX OPraHOB, FOCYAapCTBEHHBIX
YHUTapHBIX NPEANPUATUN, TOCYJapCTBEHHBIX YUPEXKACHUHN C rOCYAapCTBEHHOM

CHCTEMOM 0OHapyXeHUs, IpeAyIPexIeHUS U JUKBUAALUY NOCTIECTBUNA
KOMITBIOTEPHBIX aTak Ha HH(popMaLUoHHBIE pecypcbl Poccuiickoii @enepanun,

BKIto4ast uHpopmupoBanue @Cb Poccun 0 KOMOBIOTEPHBIX HHIUACHTAX,

NOBJIEKIINX HEMPABOMEPHYIO IlepeAady ColepkKalleics B yKa3aHHBIX
MH(OPMALIMOHHBIX CHCTEMaX UH(pOpMaIiH

1. B3auMoneicTBUE OMEPaTOpOB TOCYAAPCTBEHHBIX HH(YOPMAIMOHHBIX
CHUCTEM, HHBIX HHQOPMALMOHHBIX CHUCTEM TOCYJAapCTBEHHBIX OpraHoB,
rOCYJ@PCTBEHHBIX YHHUTAPHBIX IPEANPUATHH, TOCYJAPCTBEHHBIX y4YpexIeHuit!
(mnamee — omepatopbl HU HWH(QOPMALIMOHHBIE CHUCTEMBI COOTBETCTBEHHO)
C TOCyHApCTBEHHON CHCTeMOIl OOHapy>KeHHUs, NpPeNyNpeXAeHUs U JTUKBHAALMU
MOCIEACTBUM  KOMIIBIOTEPHBIX  arak’ Ha  MH(OPMALMOHHBIE  PECYpChl
Poccuiickoit ®enepannu (nanee — [NocCOIIKA), Bkimouyas WHQOpPMHpOBaHHUE
®CB PoccuM O KOMIBIOTEPHBIX MHLHMIAEHTax’, MOBJIEKIIMX HENPABOMEPHYIO
nepefady coAepkamieiics B HH(QOPMALMOHHBIX CHUCTeMaX HH(pOpMAIUH,
OCYILIECTBIISAETCS yepes HanvonansHsii KOOpAWHAILMOHHBIN LEHTD
0 KOMIIBIOTEPHBIM HHIMAEHTaM* MOCPEACTBOM IOAKIIOYEHUS K TeXHHYECKOH
nadpactpykrype HKIIKWM, mnpenHasHaueHHOW [Jisi OTIPaBKH, IIOJIyYEHUS,

00pabOTKH M XpaHEHUsl YBEJOMJICHHH W 3allpOCOB B paMKaX WH(POPMAIHOHHOIO

! Yacte 2 crateu 13 @epepanbHoro 3akona ot 27 umions 2006 r. Ne 149-®3 «O6 undopmaum,
MH(POPMaLOHHBIX TEXHOJIOTHAX U O 3awuTe HHGOPMALMKUY.

? TTyHkT 4 cratbu 2 DefepabHOro 3akoHa ot 26 mons 2017 r. Ne 187-®3 «O 6€30MacHOCTH KPUTHYECKO#
uH(opmanuoHHoi HHdpacTpykTypsl Poccuitckoit ®enepaunuy».

3 TTyHkT 5 crathu 2 DenepanbHOro 3akoHa o 26 uons 2017 r. Ne 187-®3 «O 6e30MacHOCTH KPHTHIECKOA
nHpopMaLMOHHOH HHpacTpykTyphl Poccuiickoii Denepauuny.

* Janee — HKUKH. TMonoxenne o HaumoHaNbHOM KOOPIMHALMOHHOM LEHTPE IO KOMIIBIOTEPHBIM
MHIMACHTaM, YTBepxkaeHHoe mnpukazom OCb Poccum or 24 mona 2018 r. Ne 366 (3apeructpupoBan
Muntoctom Poccuu 6 centsabpa 2018 r., peructpauoHHsiit Ne 52109), ¢ H3MEHEHHSMH, BHECEHHBIMU TIPHKA3OM
- ®CBb Poccun ot 24 pexabps 2025 r. Ne 540 (3apeructpuposan Munioctom Poccum 25 pmekabps 2025 r.,
perucrpaunoHHsiit Ne 84777) (nanee — INonoxenune o HKLIKH).



B3aUMOJECHCTBUS c cyOBpeKTaMu KPUTUUYECKON UH()OPMaMOHHOH
MHQPACTPYKTYphI', @ TAKIKE C UHBIMH HE SBJISTIOIMMHUCS CyOBEKTaAMU KPUTHYECKOM
HHGOpPMALIMOHHON MHQPacTpyKTyphl OpraHaMU U OpPTaHHU3aLlMsMM, B TOM 4YHCIIE
MHOCTPaHHBIMH M MEXIYHApOIHbIMU® (majiee — TeXHHYeCKas MHQpPacTpyKTypa
HKIIKH).

2. B3aumonetictBue onepatopoB uHdopmanuoHHbix cucteM ¢ ['ocCOITKA,
Biroyass uHbopMmupoBanue OCBb Poccun 0 KOMIBIOTEPHBIX HWHUUICHTAX,
MOBJCKIINX HEMPaBOMEPHYIO Iepeady conepkalleiics B HHGOPMalMOHHBIX
cHCTeMax UH(pOpMaIUH, OCYIECTBISETCS B LENAX:

HamnpasJyieHus: orepatropamu B HKIIKM mHpopManum o0 KOMIBIOTEPHBIX
HHIUIAEHTaX, CBS3aHHBIX C HapylIeHHEM (YHKLIHOHUPOBAHUS IPUHAUIEKAIUX
UM Ha mnpaBe COOCTBEHHOCTH, apeHAbl WIM MHOM 3aKOHHOM OCHOBaHUU
TEXHUYECKUX CPEACTB MH(POPMAIIMOHHBIX CUCTEM, HCIIOIB3YEMBIX A1 00paboTKH
comepkamieiics B OaszaX [aHHBIX HH(QOPMALMOHHBIX CHCTEM HH(OpMALUH,
U pearupoBaHusl Ha KOMIIbIOTEPHBIE MHIIUEHTBI;

nadopmupoBanuss HKIIKM oneparopoB 06 yrposax ©6e3omacHOCTH
UHPOpMAIMH, B TOM YHUCIE O TOTOBSIIMXCS KOMNBIOTEPHBIX aTaKax M IIPHU3HaKax
KOMITbIOTEPHBIX HHIUACHTOB, CBSI3aHHBIX C (PYHKIIMOHUPOBAHUEM IIPHUHAUIEKALIIX
WM Ha TIpaBe COOCTBEHHOCTHM, apeHAbl HIM MHOM 3aKOHHOM OCHOBaHHH
TEXHHYECKUX CPENICTB MH(POPMALMOHHBIX CHUCTEM, UCIIOIb3YEMBIX A 00paboTku
comepxareiics B 0Ga3ax JaHHBIX HMH(POPMALMOHHBIX CHUCTEM HH(QOpMAlMH,
¥ HEOOXOJIMMBIX MEpax MO IPOTHUBOJACHCTBUIO UM.

3. Omeparopel 00sf3aHbl HAIPaBIATE HHPOPMALKMIO O KOMIBIOTEPHBIX
MHIUAEHTaX U TOJIy4arh MHpopMalywro o6 yrpozax Oe3omacHOCTH HHGOpMAaLUH,
B TOM YHCJI€ O TOTOBSIIINXCS KOMIBIOTEPHBIX aTakaxX U MPU3HAKaX KOMIBIOTEPHBIX
HHIIMIEHTOB, CBSI3aHHBIX ¢ (PYHKIMOHMPOBAHUEM IIPUHAIJIEKALIUX UM Ha IpaBe
COOCTBEHHOCTH, apeHIbl WJIM MHOM 3aKOHHOM OCHOBAHHMM TEXHHYECKHX CPEACTB
MHPOPMALMOHHEIX CHCTEM, HCITONIB3YEMBIX 171 00paboTKu copepixKalekics B 6asax

NaHHBIX HMHGQOPMALMOHHBIX CHCTEM HH(OpPMalMU, W HEOOXOOMMBIX Mepax

! ‘ﬁyHKT 8 cratey 2 QenepanbHoro 3akoHa ot 26 urons 2017 r. Ne 187-3 «O 6e30nacHOCTH KPUTHUECKOH
uHpopMalMoHHOM HHpacTpyKTYphl Poccuiickoit Peaepaunuy.
2 IloanyHkT 4.2 nyHkra 4 Monoxenns o HKUKH.




0 TPOTHBOIAEHCTBUIO MM C HCIOJIb30BaHUEM IIE€PCOHANBHON CTpaHUIBI,
3aperucTpUpPOBaHHOM B TEXHUYECKOHN UH(pacTpyKType HKLKHA
(nanee — nu4HBIA KabuHeT), B cooTBeTCTBMM ¢ omnpeneneHHbiMu HKIKHN
dbopmaramMu  mpeAcTaBlieHHs  MHGOpPMAUMM O  KOMIIBIOTEPHBIX  aTakax
¥ KOMIIBFOTEpHBIX MHIEAeATax B [ocCOIIKA'.

B ciyuyasx TexHuueckux cOoeB U (MJIM) OTCYTCTBHUS CBSI3M C JIMYHBIM
KaOMHETOM HH(pOpPMAaLKs O KOMITBIOTEPHBIX MHIIMACHTAX JOJDKHA ObITh HallpaBlieHa
B HKIIKHM ¢ ucnonp3oBaHHEM pe3epBHBIX KAaHAJIOB CBs3U (IIOYTOBOTO ajpeca U
(unn) agpeca 3JIeKTPOHHOM MOYTH), YKa3aHHBIX ONEpaTopaMy B TUYHOM KabHHETe,
B cooTtBercTBuM ¢ onpenenenHsiMu HKIKW dopmatamu npencraBieHus
uHbOpPMAllMM O KOMIIBIOTEPHBIX aTakax ¢ KOMIIBIOTEPHBIX HWHIMAECHTaX
B 'ocCOITKA?,

4. TlogxmioueHue K JUYHOMY KaOWHETy, OCYIIECTBISIEMOE B LEIAX
B3aMMOJIEHCTBUS, OPTaHU3YETCS IIOCIIE 3aKIIOUEHUS perjlaMeHTa B3auMOACUCTBHSA
HKIIKU u BrapensueB nHGopMauuoHHBIX pecypcoB Poccuiickoit @enepanun npu
undopmupoBannd OCb Poccuum 0 KOMIBIOTEpHBIX aTakax M KOMIBIOTEPHBIX
WHIUJEHTaX, pearupoBaHUM Ha KOMIBIOTEpHbIE HWHLMICHTBHl U HPHUHATHH MeEp
M0 JIMKBUAAIMU MOCIEACTBUA KOMIBIOTEPHBIX aTaK B OTHOLIEHWH 3HAYUMBIX
00BEKTOB  KPUTHYECKOU HH(bopMauHOHHoﬁ UHOpPACTPYKTYphl ¥ HHBIX
uHpOpMaIMOHHBIX pecypcoB Poccuiickoit @enepannu, npuHaIexaliux opraHam
¥ OpraHM3alusIM’,

5. Uadopmanius 0 KOMIBIOTEpHBIX HHLKAEeHTax Hampasisercs B HKIIKU
olepaTopaMU B CPOK He Mo3JHee 24 4acoB C MOMEHTA UX OOHApYKEHHUS.

6. Ilepenaua omnepatopamu B HKIIKWM undopMmaiuu 0 KOMIBIOTEPHBIX
UHIMCHTax MIOATBEPXKAAeTCs IIOCPEACTBOM IPUCBOECHUS HKIKH
KOMIIBIOTEPHOMY MHUMAEHTY UAECHTU(UKATOPA.

Wnentudukarop rnpucBauBaeTCs KOMIIBIOTEPHBIM HHIMAEHTAM B JINYHOM
KaGuHeTe B TedeHHe 24 4YACOB C MOMEHTa MOJIy4eHUsT HMHpOpMau

O KOMIIBIOTCPHOM WHIIWICHTE.

'Tloanynkr 4.9 nynxra 4 TTonoxenus o HKIIKH.
2 MoanyHkT 4.9 nynkra 4 Monoxenus o HKLIKHU.
* MonnyHkT 5.8 nynkra 5 INonoxenus o HKIKH.
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7. OmnepaTopsl BIpaBe MOCPEACTBOM JIMYHOrO KabOWHETa OOpaTUThCS
B HKIUKM nns oxazaHus UM COOEMCTBUS B peardpoBaHUM Ha KOMITBIOTEPHBIE
uHUMAeHTH! U npusieueHus cui ['ocCOIIKA.

8. HKILIKU B uensx UHOOPMUPOBAHMUS OIEPATOPOB, MPEIYCMOTPEHHOTO
nyHKToM 2 Hacrtosiuero Ilopsiika, ¥ oka3aHHS UM COJEHCTBUS B peardpoOBaHUU
Ha KOMIBIOTEPHbIE HMHIMACHTHI, MPEJyCMOTPEHHOIO IIYHKTOM 7 HaCTOSIIETO
ITopsigka, oCyIIeCTBISIETCS:

JIOBEJIeHHEe [0 omnepaTtopoB HHPopMald o006 yrposzax 6e30macHOCTH
uHboOpMalK, B TOM YHUCJIE O FOTOBSIIMXCS KOMITBIOTEPHBIX aTakaxX W IMpH3HaKaX
KOMIIBIOTEPHBIX MHIIMAECHTOB, CBA3aHHBIX C PYHKIIMOHHPOBAHUEM NPHUHAIJIEKATHAX
UM Ha I@paBe COOCTBEHHOCTH, apeHAbl WJIH HHOM 3aKOHHOM OCHOBAaHHH
TEXHUYECKUX CPEICTB MH(POPMAITHOHHBIX CHUCTEM, MCIIOJIB3YEMBIX I 00paboTKH
colepxaieiics B 0a3ax MAaHHBIX HHPOPMALUMOHHBIX CHCTEM HHGOPMAIIHH,
U HEOOXOAMMBIX Mepax Mo MPOTUBOAECHCTBHIO UM,

NOBEICHHE [0 OIepaTopoB HH(OpMaLMH O CpeACTBaX H crocobax
IIPOBEICHUSI KOMITBIOTEPHBIX aTaK U METO/1ax UX 0OHapy >KeHHSI ¥ TIpeIyTIpexIeHHU;

HaIlpaBJI€HUE OIlepaTopaM 3alpoCcOB O MPEACTABIEHHH JOMOJTHHUTEIBHBIX
cBelleHUu 00 yrposax 0e30MmacHOCTH WHQPOpPMALMU, B TOM YHCJIE O IPH3HAKaX
KOMITBIOTEPHBIX HHIHJEHTOB, CBSI3aHHBIX ¢ (YHKIIMOHUPOBAHHEM MTPHHAITIEIKAIIHX
UM Ha IpaBe COOCTBEHHOCTH, apeHJbl WJIH HHOM 3aKOHHOM OCHOBaHMH
TEXHHYECKHMX CPEACTB HH(MOPMAIMOHHBIX CHCTEM, UCIIOIB3yeMBIX 1715 06paGoTKH
cozepialeiics B 6a3ax JaHHBIX HHQOPMAIMOHHBIX CUCTEM WH(GOpPMAIIUH;

pearMpoBaHHe Ha KOMIIBIOTEPHbIE MHIMIEHTHl TIPH HAJIHYUH TaKOM
HEeOOXOUMOCTH;

obecrieyeHHe METOAWYECKOW M OKCIEPTHOM MOMAEPKKH [0 BOIPOCAM
pearMpoBaHHUs Ha KOMITBIOTEPHBIE HHIIUICHTHI.

9. Oneparopel B TeueHHe 24 4acoB ¢ MoMeHTa mojiydenus or HKIIKU
HUH(POPMALIMH O FOTOBSIIUXCS KOMITBIOTEPHBIX aTaKax M IPU3HAKaX KOMIIBIOTEPHBIX
UHIHIEHTOB, CBA3aHHBIX ¢ (YHKIHOHUPOBAHHEM INPHHAIEKALUIMX MM Ha IpaBe

CO6CTB€HHOCTI/I, apCHIbl HJIKM MHOM 3aKOHHOM OCHOBaHHUU TEXHHYECKHUX CPEICTB
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MH(QOPMALIMOHHBIX CUCTEM, UCIIOJIb3YEeMbIX IJIs1 00paboTKU coeprkaleiics B 6azax
OaHHBIX HHQOPMALIMOHHBIX CUCTEM HH(popMauuu, o0s3anbl HampaBuTh B HKIIKHM
MHGOPMALIUIO O IIPOBOAUMBIX MEPOTIPHSATHSIX 110 MX MTPEIYTIPEKICHHIO.

10. B ciydae nmomy4eHus 3ampoca, yKkazaHHOro B ab3alle 4eTBepTOM ITyHKTa
8 Hacrosuero Ilopsaxa, onepaTopel B TeueHue 24 4acoB C MOMEHTA IMOITYYCHHS
yKa3zaHHOro 3ampoca o6s3aHel HampaBuTh B HKIIKW 3ampammiBaeMbie cBeaeHHs
WIN yBEIOMJICHHE O HEBO3MOXXHOCTH UX NPEICTABICHUS B 00O3HAYEHHBIH CPOK,

C YKa3aHHEM IIPUYMH U CPOKA, B KOTOPHIM JaHHbIE CBEeJeHUs OyayT IpeCTaBIIeHEI.




