KODMQ

MHHHCTEPCTBO K)CTHHHH POCCHACKON OEAEPALLIH

3APETHICTPUPOBAHO
Peructpaumonnmii X 2.8 3Z5
o' eecar

OEJIEPAJIBHAS CJOIYXDBA
IO TEXHUYECKOMY H 9KCIIOPTHOMY KOHTPOJIIO
(PCTIK Poccun)
IMIPUKA3
« 74 » despans 2013 r. Mocksa Ne 2]

06 yrBepxaeHun CocTaBa H coepKaAHUSA
OpPraHH3allHOHHbIX H TEXHHYECKHX Mep 1o obecnevyeHHIo 6€30MacCHOCTH
MepCcoOHAIbHBIX JaHHBIX NMPH HX 00paboTKe B HHPOPMALHOHHBIX CHCTEMAaX
NepPCOHAJbHBIX JaHHBIX

B coorserctBHM ¢ uyacteio 4 cratem 19 DepepanbHOro 3aKoHa
or 27 wwona 2006 r. Ne152-@3 «O nepcoHanbHbIXx naHHBIX» (CobOpaHHe
3aKoHozaTenscTBa Poccuiickoit Pepepaunn, 2006, Ne 31, cr. 3451; 2009, Ne 48,
cT. 5716; Ne 52, cT. 6439; 2010, Ne 27, ct. 3407; Ne 31, ct. 4173, cT. 4196; Ne 49,
cT. 6409; 2011, Ne 23, cr. 3263; Ne 31, cT. 4701) u Ilonoxenuem o denepanbHON
ciyxbe Mo TEeXHHYECKOMY H OKCIIOPTHOMY KOHTPONIO, YTBEPXKAEHHBIM YKa3zoM
Ipesnnenta Poccuiickoit Denepauun or 16 asrycra 2004 r. Ne 1085 (CobGpanue
3akoHonarenbcTBa Poccuiickoit Penepaumu, 2004, Ne 34, cr.3541;2006, Ne49,
cT. 5192; 2008, Ne43, c1.4921;Ned47, cr. 5431; 2012, Ne7, cr 818),
IIPUKA3BIBAIO:

1. YTBepaute npunaraemsie CocTaB 4 colepXaHHEe OpPraHHM3aLHMOHHBIX H
TEXHHUYECKUX Mep Nno obecrneyeHH0 0€30MacHOCTH MEPCOHANIbHbIX NaHHBIX MPH HX
obpaboTke B HHQOPMALIHOHHBIX CUCTEMAX MEPCOHANBHBIX JaHHBIX.
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2. IpusHate yrpatuBmkM cury npukas @CTIK Pocenn ot 5 despana 2010 r.
Ne 58 «O6 ytBepxnenuu [TonoxeHHs 0 MeTOOax U Criocobax 3alMTEl HHPOpMaLUH
B HHOOPMALMOHHBIX CHCTEMaX [EPCOHANBHBIX [JaHHBIX» (3aperHCTPHPOBaH
Munoctom Poccuu 19 despais 2010 r., perictpaunoHHsiii Ne 16456).

JUPEKTOP ®EJEPAJBHON CJIYXKEbI
MO TEXHUYECKOMY U 3KCITOPTHOMY KOHTPOJIIO

W B.CEJIUH



YTBEPXIEHbI
npukazoM ®CTIK Poccun
oT « /P » despans 2013 r. Ne 27

CocTaB 4 coaep:kaHHe
OpPraHH3aLHOHHBIX H TEXHHYECKHX Mep 1o olecrneyeHHI0 0e30NaCHOCTH
NepcoHa/IbHBIX JAHHBIX NPH HX 00paboTke B HH(POPMALHOHHBIX CHCTEMAX
NnepcoHATbHBIX JAHHBIX

I. O61mue nosoKeHus

1. Hactosimmit JOKyMEHT pa3paoTaH B COOTBETCTBMM C 4acTbio 4 crtarbu 19
denepanpHoro 3akoHa ot 27 uroas 2006 r. Ne 152-03 «O nmepcoHaIBHBIX AAHHBIX»
(Cobpanue 3akoHopmarenscTa Poccuiickoit Denepauu, 2006, Ne 31, ct. 3451; 2009,
Ne 48, ct. 5716; Ne 52, cT. 6439; 2010, Ne 27, ct. 3407; Ne 31, c1. 4173, cT. 4196; Ne 49,
cT. 6409; 2011, Ne 23, ct. 3263; Ne 31, ct. 4701) ¥ ycraHaBIMBaeT COCTaB H
cofep)KaHHe OPraHM3ALMOHHBIX M TEXHHYECKHX Mep Mo obecrieueHuio 6e30MacHOCTH
MEepCOHANBHBIX JAaHHBIX MpH HX 0OpaboTke B HHQPOPMALMOHHBIX CHCTEMAX
MepCOHANBHBIX JAHHBIX (fanee — Mephl 1o oGecneyeHrIo 6e30MacHOCTH MEPCOHATBHBIX
JAaHHBIX) JUIA Ka&XOOrO H3 YPOBHEH 3allMIIEHHOCTH MEPCOHAIBHBIX IaHHBIX,
ycTaHOBIEHHBIX B Tpe6OBaHUsX K 3allHTe NePCOHATBHEIX JaHHBIX MPH UX 06paboTke B
MH(OPMaLMOHHBIX CHCTEMax IepCOHANBHBIX JIaHHBIX, yTBEepXAEHHBIX
nocranosinenneM IlpaButensctsa Poccuiickoit ®enepauuu ot 1 HosGps 2012 .
Ne 1119 (CoGpanue 3akoHogarenbctBa Poccmiickoit ®enepaumu, 2012, Ne 45,
cT. 6257).

Mepsl o oecriedeHnIo 6€30MaCHOCTH MEPCOHANBHBIX NAaHHBIX MPHHHUMAIOTCS
I 3aIlUUTHl EPCOHABHBIX AAHHBIX OT HEMPaBOMEPHOro WM Cily4aiHOro Jocryna K
HAM, YHMYTOXKEHHS, H3MEHEHHs, OJOKMPOBaHHs, KOMHPOBaHHUS, MpPEJOCTABICHHMS,
pacnpocTpaHeHHs [EepCOHANBHBIX JaHHBIX, a TaKkKe OT HHBIX HEMPaBOMEPHBIX
JIeMCTBHI B OTHOIIICEHHH ITEPCOHAIBHBIX JaHHBIX.

B HacTosiueM [JOKyMEHTE He pacCMaTpHBAIOTCA BOMPOCHl O0ecrevyeH s
6€30MacHOCTH IMEPCOHANBHBIX [aHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM MOPSIKE K
CBEEHUSAM, COCTABJAIONIMM TOCYJ1apCTBEHHYIO TaiHy, a TaKKe Mepbi, CBA3aHHBIC C
[pUMeHeHHeM IHGPOBATBHBIX (KPHITOrpaduYecKyX) CPECTB 3alUThl HHYOPMALIHH.

2. Be3onacHOCTh NEPCOHAIBHBIX JaHHBIX MPH HX 00paboTke B HHPOPMALHOHHOH
CHCTEME MepCOHANBHBIX NaHHBIX (Hanee — HH(QOpMaUMOHHas cucreMa) obecredHBaeT
oriepaTop WM JIMIO, OCYIIECTBIsIOmee 0OpabOTKy MEePCOHAIBHBIX NaHHBIX 110
[OpYYEeHHIO OlepaTopa B COOTBETCTBUH C 3aKOHONATENbCTBOM —PocCHACKOH
Denepauui.

Jns BBINOSHEHHs paboT Mo obecrevyeHH0 6€30MaCHOCTH MEPCOHATIBHBIX JaHHBIX
npu ux 06paboTke B HHHOPMALHOHHON CHCTEME B COOTBETCTBHHU C 3aKOHOAATEIECTBOM
Poccuiickoit Memepauid MOTYT TMpPUBIEKATbCS Ha JIOTOBOPHOM OCHOBE HOPHAMYECKOE
JIMIO WM HHAMBUAYATBHBIN MPeANpUHUMATEND, HMEIOLIME JTHLEH3UIO HaA e TeNbHOCTD
[10 TeXHHUYECKOH 3alIuTe KOHGHISHIHAbHOH HH(pOpMaLHH.
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3. Mepbl o obecniedeHuto 6e30MacHOCTH NEPCOHANBHBIX JaHHBIX PEATH3YIOTCS B
paMKax CHCTEMBI 3allUThl MEepCOHAIbHBIX JAHHBIX, CO3[aBA€MOW B COOTBETCTBHH C
Tpe6GoBaHusMH K 3alWTe€ [EPCOHAIBHBIX MaHHBIX Mpd HMX 00paGoTke B
MH(QOPMaHOHHBIX cucremax HIepCOHAIBHBIX JTaHHBIX, YTBEP>KAC€HHBIMH
noctaHosienueM IlpasurensctBa Poccuiickoit ®eneparmn ot 1 Hoabps 2012 r.
Ne 1119, u pgomkHel OBITH HampaBleHbl HAa HEUTPAIM3alMIO aKTyalbHbIX Yrpo3
0€30MacHOCTH MePCOHANIBHBIX JaHHBIX.

4. Meps! no obecriedeHrI0 6e30MacHOCTH NEPCOHAIBHBIX JaHHBIX Pea3yIoTCs B
TOM YHCJI€ [TOCPEACTBOM MMPUMEHEHHS B HH(QOPMALMOHHON CHUCTEME CPENICTB 3aILMTBHI
MHQOpMalMH, NpOLIEAIMX B YCTAaHOBJIGHHOM IMOpsAAKE TMpOUEAYPY OLEHKH
COOTBETCTBHSA, B Cjy4asX, KOrJa NpPUMEHEHHe TaKuX CpEACTB HeoOXOauMO s
HeWTpalu3aluKi aKTyallbHBIX Yrpo3 6€30M1aCHOCTH NEPCOHAIBHBIX JaHHBIX.

6. Ouenka 3(QQeKTHBHOCTH pealn30BaHHBIX B paMKaxX CHCTEMbI 3alIUThI
IepPCOHANIBHBIX JAHHBIX Mep 1o obecriedeHHI0 6€30MaCHOCTH NMEPCOHANBHBIX NaHHBIX
POBOJMTCS ONMEPATOPOM CaMOCTOSNTENBHO WIM C MpPHBIEYEHHEM HAa JOTOBOPHOH
OCHOBE HOPHIMYECKHUX JIMI M WHAWBHUIYAIBHBIX MPEANpPUHHMATENCH, HMEIOLIHX
JHUEH3MI0 Ha  OCYIUECTBJIEHHE  HEATENIbHOCTH IO  TEXHMYECKOHW  3alluTe
KoH(UIeHUMATPHOH HH(pOpMaLMU. YKa3aHHasd OLEHKA NPOBOIUTCS HE peXe OJHOro
pa3a B 3 roaa.

7. Mepsl mo obecrieyeHu0 O€30MaCHOCTH MMEPCOHANBHBIX JaHHBIX MpH HX
o0paGoTKe B TrocyAapcTBeHHBIX HH(OpPMaNMOHHBIX CUCTEMaxX MPHHAMAIOTCA B
COOTBETCTBHM ¢ TpeOOBaHMSIMH O 3auiuTe MHGOPMALMH, COJEpXKALIEHcs B
roCylapCTBEHHBIX MH(POPMALMOHHBIX cucTeMax, ycraHaBnuBaeMbiMH PCTOK Poccun
B IpelesiaX CBOHMX TOJHOMOYHI B COOTBETCTBHH C 4acCTblO 5 cTaThi 16 ®enepanbHOro
3akoHa oT 27 wmons 2006 r. Ne 149-03 «O6 unHdpopmauuH, HHGOPMALMOHHBIX
TeXHOJOrusX M o 3amute uHdopMauuuy» (CobpaHue 3akoHomarenbcTBa Poccuiickoi
®enepauny, 2006, Ne 31, c1. 3448; 2010, Ne 31, ct. 4196; 2011, Ne 15, ct. 2038; Ne 30,
cT. 4600; 2012, Ne 31, cT. 4328).

II. CocTtaB u cogepxaHie Mep 1o obecredeHnIo 6e30M1aCHOCTH
MePCOHATIBHBIX JaHHBIX

8.B cocraB Mep mo obecnedeHU0 0€30MaCHOCTH MEPCOHABHBIX AaHHBIX,
pealiu3yeMblXx B paMKaX CHCTE€Mbl 3alIMThl [EPCOHAIBHBIX JaHHBIX C Y4YE€TOM
aKTYalIbHbIX Yrpo3 0€30MacHOCTH [EpCOHANbHBIX JAHHBIX W MPHUMEHsAEMBbIX
MH()OPMALIMOHHBIX TEXHOIOIHM, BXOAST:

vaeHTH(GUKALUSA U ayTeHTHDHUKALKS CYOBeKTOB AOCTyIa U 0OBEKTOB HOCTYNa;

yrpaBlieHHEe JOCTYIOM CyOBEKTOB A0CTyNa K 00BEKTaM AOCTYIIa,

orpaHH4eHue MPOrpaMMHOIA Cpeabl;

3alMTa MAIUMHHBIX HOcHTeledl MHQOpMALMH, Ha KOTOPBIX XpaHATCS U (MJIH)
oOpabGaThIBalOTCA  MepCcOHalbHblE JaHHble (Jajlee -~  MallWHHbIE HOCHTENIH
MepCcOHANIbHBIX JaHHBIX);

perucrpanus coObITU 6€30MacHOCTH;

AHTUBHPYCHas 3allUTa;
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oOHapyxeHue (pe1oTBpallieHUE) BTOPXKEHHUH;

KOHTpOJTb (aHAJIN3) 3aIULIEHHOCTH MePCOHAIBHBIX TaHHBIX;

obecrieyeHHe 1EJOCTHOCTH HWHGOPMAIMOHHOW CHCTEMBI M NE€PCOHAIBHBIX
JaHHBIX;

obecreyeHre TOCTYHOCTH MEPCOHAIBHBIX JaHHbIX;

3allUTa CPeJbl BUPTYaJIU3aLIHH;

3al[{UTa TEXHUYECKMX CPEICTB;

3aliMTa MHQOPMAIMOHHON CHUCTEMBI, €€ CpEICTB, CHCTEM CBiI3M U Mepeaayu
JaHHBIX;

BBISBJIEHME WHLMUIEHTOB (OJHOTO COOBITHS WM TPYNIBI COOBITHIA), KOTOpbLIE
MOTYT NpHBECTH K COOSM HJIM HapyLieHUi0 (QyHKIMOHHPOBaHUS HH(OPMAUHOHHOM
CHCTEMBI M (MIM) K BO3HHMKHOBEHHIO Yrpo3 0e30nacHOCTH NEPCOHAIBHBIX NaHHBIX
(nanee — MHLMIOEHTHI), U pearupoBaHUE Ha HHUX;

yrpasjieHHe KOHGUrypauueil MHGOpMaLXOHHOM CHCTEMBI M CHUCTEMBI 3aLMTHI
NIepCOHAIBHBIX JaHHBIX.

CoctaB ¥ colepxaHHe Mep IO obecrieueHHI0 0e30MacHOCTH MMEPCOHANIBHBIX
JaHHBIX, HEOOXOAMMBIX i OOeCHeyeHHUS KaXAOro M3 YpPOBHEH 3alMIICHHOCTH
MepCOHANbHBIX JaHHBIX, IPHUBEEHBI B IPUIOXEHHH K HACTOAIIEMY JOKYMEHTY.

8.1. Mepsl no uaeHTHOUKALUWM M ayTeHTHOHKALMH CyOBEKTOB pocTynma H
06BEKTOB JOCTYNa MOKHBEI OOecreydBaTh IPUCBOeHHE CyOBekTaM H oObeKTaM
JOCTYNa YHHKAQJBHOrO IpH3Haka (WAEHTHPHUKATOpA), CPABHEHHE MPEABIBIAEMOro
cyobekTOM (0OBEKTOM) JOCTyna HAEHTH(UKaTOopa C [EpeYHEM MPHUCBOEHHBIX
MIEHTU(GUKATOPOB, a TAK)Ke MPOBEPKY NPHHAIEKHOCTH CyObekTy (00beKTy) HoCcTyna
NpeabABIEHHOrO UM HAEHTUHKATOpa (IIOATBEPXK/ICHHE MOJTMHHOCTH).

8.2. Mepsl 10 YNpPaBieHHIO HOCTYNOM CyOBEKTOB JOCTyNa K 00BEKTaM [0CTyna
JOKHEI 00ecreurBaTh yIpaBjieHHe IPaBaMH M NPHBHJIETHAMM CyOBEKTOB JOCTYTA,
pasrpaHduYeHHe JocTyna CcyOBEeKTOB JocTyma K o0OBeKTaM [J0CTyna Ha OCHOBE
COBOKYITHOCTH YCTaHOBJIEHHBIX B WH(OPMaLMOHHONW CHCTEME MMPaBUJl pasrpaHH4eHHUs
JOCTYTIa, a TaK)Xe o0ecneynBaTh KOHTPOJIb 32 COOMIONEHHEM ITHX TPABUIL.

8.3.Mepsl 10 OrpaHMYEHHIO MNPOrpPaMMHOM Cpeabl NOMKHBI 00ecrevynBath
YCTAaHOBKY M (WIM) 3amMycK TONBKO Ppa3pellleHHOro K HCMOJb30BaHUIO B
HHOOPMALIMOHHOW  CHCTeMe  MpOorpaMMHOro  obOecne4yeHus WM HCKIIoYaTh
BO3MOXXHOCTh YCTAHOBKH W (WJIM) 3amycKa 3allpellleHHOro K HCIOAb30BaHHIO B
MHGOPMAIIMOHHOM CUCTEME MPOrpaMMHOr0 obecrieyeHus.

8.4. Mepbl 10 3alidTe MALIMHHBIX HOCHTENEH MEepCOHANIbHBIX JaHHBIX (CPEACTB
00paboTku (XpaHeHHs) MEepPCOHATbHBIX [IaHHBIX, CBEMHBIX MALIMHHBIX HOCHTENICH
MEePCOHAIbHBIX JaHHbBIX) AOMKHBI MCKIIOYaTh BO3MOXHOCTbH HECAHKIIHUOHHMPOBAHHOIO
JOCTyNa K MAlIMHHBIM HOCHUTENSAM M XPAHSLIMMCS Ha HHX ME€PCOHAIBHBIM JAaHHBIM, a
TaKKe HECAHKLIMOHMPOBAHHOE HCIMOJIb30BAHHE CBEMHBIX MALIMHHBIX HOCHTENeH
NepCOHAIbHBIX JaHHbIX.

8.5.Mepbl 1o perucTpaudu coObITHI Ge30MacHOCTH OO/DKHBL OfecrievuBarh
cbop, 3anMch, XpaHEHHE M 3AIUMTY HHGOpPMALMU O COOBITHAX O€30MacHOCTH B
MH(QOPMaLIMOHHOMN CHCTEME, @ TAKXKE BO3MOXHOCTB POCMOTPA H aHaIM3a HHGOpMALUH
0 TaKUX COOBITHSAX M pearnpoBaHHe Ha HUX.



4

8.6. Mepsl 10 aHTHBMPYCHOH 3alldTe JOKHBI oOecrnedrBaTh OOHApyXeHue B
UH(GOPMAIIMOHHON CHCTEME KOMIIBIOTEPHBIX MpOrpaMM MO0 HHOW KOMIIBIOTEPHOH
uHpOpMalK, NpeJHa3HaYeHHOH I  HECaHKUMOHHPOBAHHOTO  YHHYTOXEHHA.
6IOKHpOBaHMA, MOAU(HKALWH, KONHUPOBAaHHS KOMIIBIOTEPHOH HHQOpMAUUK WK
HeWTpalu3alik CpPeNCTB 3alMThi HMHGOpMalM{, a TaKkKe peardpoBaHME HA
0OHapyKeHHE ITHX NPOrpaMM H HHGOPMaLUH.

8.7. Mepsl no oOHAapyXeHHIO (NMpefOTBPAIECHHIO) BTOPXKEHUH IOJDKHBI
obecrneunBaTh OOHapyXeHHe ACHCTBHH B MH(MOPMALIMOHHOH CHCTEME, HaIllPaBJIEHHbIX
Ha HECAHKLMOHMPOBAHHBIA NOCTYN K HHGOPMALMH, CHeNMalbHble BO3AEHCTBHUA Ha
UHQOPMALMOHHYIO CHCTeMY M (MJIM) IEpCOHANBHBIE [aHHBIE B LENAX NOOBIBAaHHA,
YVHUYTOXKEHHS, HCKKEHHS M OJIOKMPOBAaHUS [IOCTyNa K MEepPCOHAIBHBIM [IaHHBIM, a
TaK)Ke pearipoBaHUe Ha 3TH JEHCTBHS.

8.8. Mepbl 1o KOHTPOJIO (aHA/lM3y) 3AIUMILEHHOCTH MEPCOHANBHBIX MaHHBIX
JOKHBI O0ecreynBaTh KOHTPOJb YPOBHS 3alLUMIIEHHOCTH [MEPCOHANBHBIX AAaHHBIX,
00pabarbiBaeMbIX B HH)OPMALIMOHHOH CHCTEME, ITyTEM MPOBEAEHHS CHCTEMATHYECKHX
MEpONpUATUN M0 aHaiu3y 3alUIIEHHOCTH WHGOPMAaUMOHHOM  CHCTEMBI H
TECTHPOBaHHUIO pabOTOCTIOCOOHOCTH CHCTEMBI 3AIIMTHI IEPCOHABHBIX JaHHBIX.

8.9. Mepel 10 00ecne4yeHHI0 LENOCTHOCTH HHGOPMALMOHHOW CHUCTEMBI H
MepCOHANTBHBIX  JAHHBIX  JO/KHBI  obecrmeunuBaTh  OOHapyxeHue  (DaKTOB
HECAHKLIHOHUPOBAHHOrO HApYIUEHUs LEJOCTHOCTH HMH(OPMALUMOHHOH CHCTEMBI H
coliepKalMXcs B Hel MepCOHaNbHBIX JaHHBIX, a TAKXKe BO3MOXXHOCTb BOCCTAHOBJICHUS
HHGPOPMALHOHHOM CUCTEMBI U CONEPKALIUXCSl B HEH MEPCOHANIBHBIX IaHHBIX.

8.10. Mepsl 1o oOecreyeHUI0 [OCTYMHOCTH MEPCOHATBHBIX AAHHBIX MOJDKHBI
obecrieunBaTh aBTOPU30BAHHBINA JJOCTYII MOJNb30BaTE/NEH, HMEIOUIMX MpaBa o A0CTyIy,
K MEePCOHAIbHBIM JaHHBIM, COAEPXKALIMMCS B MHPOPMALMOHHOW CHCTEME, B LITATHOM
pexxume QyHKIHMOHHPOBaHUS HHPOPMALIMOHHOH CHCTEMBI.

8.11. Mepsl no 3amlMTe CpeAbl BUPTyald3allMd  JOJDKHBI  MCKIIOYaTh
HEeCAHKIIMOHMPOBAHHBIH JOCTYNl K [€PCOHANBHBIM JaHHbIM, 00pabaTbiBacMbIM B
BHPTyalbHOH HHPPACTPYKTYpe, U K KOMIIOHEHTaM BHPTyaJlbHOH HH(PACTPYKTYphl U
(1K) BO3ZEHCTBHE HA HHMX, B TOM YMCJIE K CPEACTBaM YMpaBJIeHHs BHPTyasbHOH
MH(PACTPyKTypOH, MOHMTOPY BUPTYaJIbHBIX MAIIHH (THIIEPBU30pPY ), CHCTEME XPaHEHHUA
JAHHBIX (BKIIOYas CHCTEMY XpaHeHHs o0pa30B BUPTyallbHOH HH(PAcCTPyKTypbl), CETH
rMepeadd AaHHBIX Yepe3 JEMEHThl BUPTYaIbHOH WM (GU3UIECKOH MHPPAcTPYKTYpBHI,
FOCTEBbIM OIEPallHOHHBIM CHMCTEMaM, BHUPTYaIbHbIM MaluMHaM (KOHTelHepam),
CHCTEME U CeTH PEIUTMKALMH, TEPMHHAIBHBIM U BUPTYaJIbHBIM yCTPOHCTBaM, a TaKXke
CHCTEME PE3EPBHOIO KOMMMPOBAHUSA U CO3/1aBAEMBIM €10 KOMHSM.

8.12. Mepbl 1o  3alllMTe TEXHUYECKMX CPEIACTB  JMO/DKHBI  MCK/IO4aTh
HECAHKIIMOHWPOBAHHBIH  JOCTYNM K CTAaUMOHApHBIM  TEXHHYECKUM  CpENCTBaM,
00pabaThiBalOIMM ~ MEPCOHaNbHble  [JaHHble,  CpeACTBaM,  O0eCreyHBaOLUUM
QYHKIHOHMpOBaHHE HH(OPMALMOHHOM CHCTeMbl (damee — CpeacTsa obecrnedeHHs
(GYHKLIHOHMPOBAHUsI), U B TIOMEILUEHHUsS,, B KOTOPbIX OHH MOCTOSHHO PacloJIOXKEHBI,
3AIIMTY TEXHMYECKHX CpPeACTB OT BHELIHMX BO3JAEHCTBUH, a TaKke 3allUTy
MEPCOHANBHBIX JAHHBIX, NPEICTaBICHHBIX B BHIE MH(GOPMATHUBHBIX JJIEKTPHYECKUX
CUTHAJIOB U (DPHU3UUYECKHX MOJEH.



8.13. Mepsl no 3auute UHGOPMALIHOHHONW CHCTEMBI, €€ CPEJCTB, CUCTEM CBSA3H U
mepefavyd JaHHbIX JOJDKHbI O0O€Cne4YMBaTh 3aLUMTY HEPCOHATBHBIX [aHHBIX MpU
B3aMMOJEHCTBUM UH(POPMALIMOHHOM CUCTEMBI HIIM €€ OTAEIbHBIX CETMEHTOB C WHBIMHU
MHQOPMALIMOHHBIMH ~ CHCTEMaMH ¥ MH()OPMAaLHOHHO-TEJEKOMMYHHUKALOHHBEIMH
CeTMU IIOCPEICTBOM [PUMEHEHHUS apXUTEKTYphl HHQOPMALIMOHHON CHUCTEMBI U
NPOEKTHBIX pELIeHHH, HaMpaBlICHHbIX Ha obecrieueHue 0€30MacHOCTU MEPCOHATBHBIX
JaHHBIX.

8.14. Mepsl MO BBISBICHUIO HHUUAEHTOB M pPEAardpoBaHUI0 Ha HHUX OJIXKHBI
obecrieuuBaTh  OOHapyxeHHe,  HACHTH()HUKALMIO, aHaIW3  WHIMICHTOB B
MHQOPMALMOHHOH CHCTeMe, a TakkKe [PUHATHE Mep [0 YCTPaHEHHIO U
NpeAyNpeX IeHUI0 HHUUACHTOB.

8.15. Mepsl Mo ympaBieHHIO KOHGHrypauueid HHGOPMALMOHHOW CHUCTEMEBI U
CHCTEMBI 3alllMTHl MEPCOHAIbHBIX JaHHBIX JO/DKHBI OO€cCreduBaTh yIpaBlIeHHE
M3MEHEHHUAMH KOH(UIYypalUd WHPOPMAIMOHHOW CHUCTEMBI H CHCTEMBI 3allUThI
MEPCOHANBHBIX  JAHHBIX, AaHAJIM3 TMOTEHLUAJIBHOIO BO3AEHCTBHS I[UIAHHPYEMBIX
U3MEHEHHH Ha ofecrneyeHne 0€30MacHOCTH MEPCOHANBHBIX MJaHHBIX, a TakKKe
JOKyMEHTHPOBaHHUE 3TUX U3MEHEHHUH.

9.Bbibop Mep no ofecrneyeHHr0 ©6e30MaCHOCTH MEPCOHANBHBIX JaHHBIX,
MOJAJEXAIIMX pealu3alid B WHGOPMALMOHHOW CHUCTEME B paMKax CHCTEMbI 3aLUTBI
NepCOHAIbHBIX JaHHBIX, BKIIIOYAET:

onpeneneHde 0a3oBoro Habopa Mep Mo obecnedeHuro Oe30macHOCTH
MEePCOHANILHBIX JaHHBIX ISl YCTAHOBJIEHHOTrO YPOBHS 3alMIIEHHOCTH MEPCOHATBHBIX
JaHHBIX B COOTBETCTBHUU C 0a30BbIMH HabopamMu Mep Mo obecrneueHH0 0e30MacHOCTH
MePCOHAIBHBIX JaHHBIX, TPUBEACHHBIMU B ITPHJIOKEHUH K HACTOSILIEMY 1OKYMEHTY;

ajzantauMio  0asoBoro Habopa Mep 1o obecnedeHHro  0e30MacHOCTU
MEPCOHAIBHBIX AAHHBIX C YYETOM CTPYKTYPHO-QYHKUHOHAIBHBIX XapaKTePUCTHK
MHQOPMALIMOHHONH  CHUCTEMBbI, HMH(MOPMALUMOHHBIX  TEXHOJIOTHH, OCODEHHOCTEMH
(QyHKUHOHUPOBAaHHA WHGOPMALMOHHON CHUCTEMBI (B TOM YHCIIE WCKIIIOUEHHE U3
OazoBoro Habopa Mep, HEMOCPEACTBEHHO CBA3AHHBIX C HH()OPMALMOHHBIMH
TEXHOJIOTHAMH, HE HCIONb3yEMBIMH B MHGOPMALUOHHOH CHUCTEME, HIIK CTPYKTYpPHO-
(GYHKLHOHAJIBHBIMM ~ XapaKTePHUCTHKAMH, He CBOMCTBEHHBIMH HH(MOPMALMOHHOM
CHUCTEME);

YTOYHEHHE aJanTUpPOBaHHOro ©6a3zoBoro Habopa Mep 0o o0ecrneYeHHIo
0€30NacHOCTH MEPCOHANBHBIX JAAHHBIX C YYETOM HEe BhIOpaHHBIX paHee Mep,
MPUBEAEHHBIX B MPUJIOKEHHHM K HACTOsILIEMY [OKyMEHTY, B pe3yJbTare 4ero
ONMpeNeNsoTCss Mepbl Mo obecrneyeHUr0 0e30MacHOCTH MepCOHANbHBIX JaHHBIX,
HampaBjIEeHHbIE HA HEHTPANM3alMIO BCEX AaKTyallbHbIX yrpo3 0€30MacHOCTH
MEPCOHAJIbHBIX JaHHbIX 1151 KOHKPEeTHOH HH(MOPMaUHOHHOH CHCTEMBI,

JOTOJIHEHHE YTOYHEHHOro ajanTupoBaHHoro ©Oa3oBoro Habopa Mmep Mo
obecrieyeHH0 0€30MacHOCTH MEepPCOHANBHBIX AAHHBIX Mepamu, 00ecrne4uBaroLIMMH
BBINIOJIHEHHE TPeOOBaHMI K 3alllMTe MMEePCOHANbHbLIX JAaHHBIX, YCTAHOBIEHHBIMH HHBIMH
HOPMAaTHBHBIMH ITpaBOBbIMH dKTaMH B oOjactu oOecreuyeHus ©e30MacHOCTH
MEePCOHANBHbIX JAHHbIX U 3aLIUThI HHPOPMALHH.
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10. ITpu HEBO3MOXKHOCTH TEXHHYECKOM peatn3aluy OT/AelbHBIX BBIOPaHHBIX Mep
mo obecrieueHU0 0€30MaCHOCTH MMEPCOHANBHBIX HaHHBIX, a TaKkXe C YYEeTOM
3KOHOMHUECKOH 11e71ecO00pa3sHOCTH Ha JTamnax ajantauyd OasoBoro Habopa mep u
(MnM) YTOYHEHHWs aJalTHpPOBaHHOro 0a3oBoro Habopa Mep MOryT pa3padaTbiBaThCs
vHbie (KOMIIEHCHPYIOIIHE) Mepbl, HallpaBIC€HHbIE HAa HEUTPAIM3ALHI0 AKTYaJIbHbBIX
yrpo3 6e30MacHOCTH NEePCOHaIbHBIX JaHHbIX.

B 3TOoM ciyvae B xoze pa3pabOTKM CHCTEMBl 3aLUMTHI MEPCOHATBHBIX JAHHBIX
JIODKHO OBITH MpPOBeAEHO OOOCHOBaHHE INPUMEHEHHS KOMIEHCHPYIOIUX Mep s
oOecrniedeHus 6€30MaCHOCTU NEPCOHANBHBIX JAHHBIX.

11.B cinyyae onpengeneHus B COOTBETCTBUM C TpeOOBaHMSAMM K 3allUTe
MIEPCOHAIBHBIX OpH HMX 00paboTke B HMH(OPMALMOHHBIX CHCTEMax MEPCOHAIbHBIX
NaHHBIX, YTBEPKIEHHBIMU MocTtaHoBiieHreM [IpaButenscTBa Poccuiickoit denepauuu
or | Hoabps 2012 r. Ne1119, B KavecTBe aKTyaJbHBIX yrpo3 0€30MacHOCTH
NepCOHANBHBIX JaHHBIX 1-r0 M 2-r0 TUIOB JOMOJHUTENBHO K MEPAM MO 00ECIIeUEHHIO
0€30MacCHOCTH  MEPCOHAIBHBIX [IaHHBIX, YKa3aHHbIM B IyHKT€ & HACTOALLEro
JIOKYMEHTA, MOTYT NIPUMEHSTHCS CAEAYIOLLIHUE MEPBI:

MpoBEpKA CUCTEMHOro W (WJIM) MNPHMKIAAHOTO MPOrPAMMHOrO obecreveHus.
BKJIFOUAsi TMPOTrPaMMHbIH KO, Ha OTCYTCTBHME HENeKIapHPOBAHHBIX BO3MOXHOCTEH C
MCIIO/E30BaHHEM aBTOMATH3HPOBAHHBIX CPEACTB U (UiIH) 6€3 UCIIONB30BaHUs TAKOBBIX;

TECTUPOBaHHE UHPOPMALIMOHHONH CUCTEMbI HA IPOHUKHOBEHHS,

MCIIOJIL30BaHHE B HH(POPMALMOHHON CHCTEME CUCTEMHOIO H (MIIH) MPUKJIaIHOrO
MporpaMMHOro  ofecrievyeHusi, pa3pabOTaHHOr0 C  HCMOJIb30BaHHEM  METOJ0B
3aIMILEHHOro0 MPOrpaMMHpPOBaHMS.

12. [lpy WCronb30BaHUU B HHGOPMALIHOHHBIX CHCTEMax CepTH(HLUHPOBAHHBIX
o TpeboBaHUsIM Ge30MacHOCTH HHGOPMALIMK CPE/ICTB 3aILHThl HHYOPMALIUH!

a) s obecriewerust | U 2 ypoBHEH 3alMLIEHHOCTH MEPCOHANBHBIX NAHHBIX
MPUMEHSFOTCS:

CpeACTBa BBIYMCIUTEIbHON TEXHUKU HE HMKE 5 Kiacca,

CHCTEMbI OOHAPYXEHHSI BTOPXKEHHH M CPeICTBAa aHTUBUPYCHOH 3aIMTHI HE HHXE
4 knacca;

MEXCETEBBIE IKPAHbl HE HUKE 3 Kjacca B Cilydyae akTyallbHOCTH yrpo3 1-ro uiu
2-ro TUMOB WM B3aUMOJEHCTBHS HH()OPMALUMOHHONW CHCTEMbI C HH(POPMALIMOHHO-
TeIeKOMMYHMKALIHOHHBIMH CETAMH MEXIyHapoAHOro HHGOPMALMOHHOro obOMeHa H
MEKCETeBble JKpaHbl HE HHXe 4 Kjacca B Cilydae aKTyalbHOCTH Yrpo3 3-ro tumna u
OTCYTCTBMS B3aUMOJEHCTBUS HMH(POPMALIMOHHON CHCTEMBI C  MHGOPMALIMOHHO-
TENEKOMMYHHKALIMOHHBIMU CETAMH MEXIyHAPOIHOro HHHOPMaLMOHHOro obMeHa;

0) ais  obecrieyeHus 3 ypOBHS 3alIMILEHHOCTH IE€PCOHANBHBIX JAaHHBIX
MPUMEHSIOTCS:

CpencTBa BbIYMCIUTENBHOW TEXHUKH HE HHXKE S Kjacca,

cucTeMbl OOHAPYKEeHHS BTOPXKEHHUH U CpeicTBa aHTUBHUPYCHOM 3aIMThI HE HUXKE
4 Knacca 3allMThl B ClyYae aKTyalbHOCTH Yrpo3 2-ro THMa WM B3aMMOIAEHCTBHS
HMH(GOPMALMOHHOW CHCTEMBI C HH(POPMALIMOHHO-TEJIEKOMMYHHKALIMOHHBIMU CETAMH
MeXIyHapOAHOro HHGOPMALMOHHOrO OOMEHA H CHCTEMbl OOHAPYXKEHHS BTOPXKEHUH H
CpEeACTBA aHTUBHUPYCHOM 3alLMThl HE HUXeE 5 Kjacca 3alluTbi B Cllydae aKTyallbHOCTH
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yrpo3 3-ro THUMa W OTCYTCTBHS B3aUMOJEHCTBMS HHQPOPMAUHOHHOH CHCTEMBI C
MH(OPMALIMOHHO-TEIEKOMMY HUKAlITHOHHBIMH CeTSMHU MEX Y HapOJHOI0
HH()OPMALHMOHHOTO 0OMEHa;

MEXCETEBBIE IKPaHbI He HHJKE 3 Kjacca B ClIydae aKTyalbHOCTH YIrpo3 2-ro THra
UMM B3auMojeHcTBMS ~ MH(OPMALMOHHOM  cHCTeMbl ¢ WH(OPMAlLMOHHO-
TENEeKOMMYHHMKALIHOHHBIMH CETAMH MEXAYHApOJHOTO HH(QOPMALMOHHOro obMmeHa H
MEXCETeBble JKpaHbl HE HHXKe 4 Kiacca B Cllydae aKTyalbHOCTH yrpo3 3-r0O THNA U
OTCYTCTBUS B3aUMOLEHCTBUS HMH(POPMALMOHHOW CHCTEMBl C HMH(OPMALHOHHO-
TeleKOMMYHHKAIMOHHBIMH CETAMH MEXIyHApOIHOr0 HH(OPMALMOHHOTO OOMEHa;

B) s obecrieyeruss 4 YpOBHS 3allUILIEHHOCTH [EPCOHAIBHBIX JAAHHBIX
NPUMEHSIOTCA:

CpecTBa BBIYUCIUTENEHOM TEXHHKH HE HHXKE 6 Kilacca,

CHCTEMbI OOHAPYXKEHHsl BTOPXKEHUH U CpeACTBa aHTUBHUPYCHOM 3aIIMTHI HE HUXe
5 knacca;

MeXCeTeBble 3KPaHbl 5 Kiacca.

Ins obecnedyeHuss | u 2 ypoBHeH 3alUILIEHHOCTH IMEPCOHAIBHBIX NAaHHBIX, a
TaKxke s obecrnedeHHs 3 ypOBHS 3allMIUEHHOCTH INEPCOHANBHBIX JaHHBIX B
MHGOPMALIMOHHBIX CHCTEMAX, AJS KOTOPhIX K aKTyalbHBIM OTHECEHBI YIpO3bl 2-TO
THIA, NPUMEHSIOTCS CPEACTBa 3alUMTHl WHGOPMALMH, TMPOrpaMMHOE obecrieyeHue
KOTOPBIX TMPOILIO MPOBEPKY HE HHXKE 4YeM MO0 4 ypOBHIO KOHTPOJISI OTCYTCTBHS
HeJleKJIapUPOBAHHBIX BO3MOXXHOCTEN.

13.Tlpu  wucnons3oBaHWd B  HHGOPMALUMOHHBIX  CHCTEMax  HOBBIX
HHGOPMALMOHHBIX TEXHOJIOMUM M BBISBIEHHH [OMOJHHUTENBHBIX Yrpo3 0e30MacHOCTH
NEPCOHANbHBIX MaHHBIX, J[UIS KOTOPBIX He oOIlpeseneHbl Mepbl obecrneveHus HX
0e30MacHOCTH, JOXKHBI pa3pabaTbiBaThCS KOMIIEHCHPYIOIHE MEPBI B COOTBETCTBUH C
nyHKkToM 10 HacTosIEro J0OKYMEHTA.



[Tpunoxenue

k CocTaBy U COAEPKAHUIO

OpraHU3alMOHHBIX U TEXHUYECKHUX Mep 110
obecrieueHHI0 6e30MacCHOCTH TEPCOHAIBHBIX
JaHHBIX PH X 00paboTKe B HHPOPMALIMOHHBIX
cUcTeMax MepCOHATBHBIX JaHHBIX

CoctraB 4 coaepKxaHHe mep no oOecnevyeHHI0 0€30MacCHOCTH NEPCOHAIBHBIX
AAHHbIX, HeOoOXO0AHUMBIX ISt o0ecrmeYeHHs Kaxa0ro u3 yposneii 3AIIHIICHHOCTH

NepCOHAIbHBIX JAHHBIX

YcnoBHoe Conepxxanre Mep o oGecriedeHnIo 6e30MacHOCTH YpoBHHn
ob6o3Haue HNEPCOHANBHBIX JaHHBIX 3aIUILEHHOCTH
HUE U [IEpCOHANIBHBIX
HOMep JIAHHBIX
MepHI 4] 3] 2] 1
I. UnenTnduxanus 1 ayTeHTHPHKALHS 1
cy6BexToB gocryna U 06sektoB gocryna (MAD) '
NAD.1 Hnentnduxanus u ayTeHTHQHKamms | + | + | + | + |
0JIb30BaTelIeH, SABJISIOLIMXCSA paboTHHKaMHU
oreparopa .
NA®D.2 HMpentudukauus 1 ayTeHTHUPHKALMSA YCTPOMCTB, B + | + |
TOM  4HCJ€  CTalMOHApHBIX, MOOMIBHBIX H
TOPTAaTUBHBIX
NAD.3 YrpaBienue HWAeHTHGHKATOpaMH, B TOM uuere | + | + | + | +
co3faHue, NpHUCBOEHHE, YHUUTOXEHHE !
IeHTH()HUKATOPOB ]
NAD.4 YrnpaBieHue cpeAcTBaMH ayTeHTH(UKaUMH, B ToM | + | + | + | + |
yucje ~ XpaHeHHe,  BblAaya,  MHULHAIN3ALMA, l
0JIOKMpOBaHHE CPEeCTB ayTEHTU(UKALMH U [IPHHATHE |
Mep B ciydae yTpaTel U (WJIM) KOMIIPOMETALHH :
CpeACTB ayTeHTH(UKALIUH ’
HAD.5 3awmura obpaTHOii CBA3H 1pH BBOgE | + | + | + | +
ayTeHTH(PUKaLHOHHON HHPOpPMaLIUU
NAD.6 Nnentuduxanus U ayreHTUQuKkauus | + | + | + | + |
nonp3oBaTesiell, He SBAAIOMMXCH  pabOTHHUKAMH g
onepaTopa (BHELIHHX [10J1b30BaTEJIEN ) |
[1. YrnpaBnenue 1octynom |
cyOBekTOB jocTyna K o6bekTam pocryna (YI1)
VIO 1 YnpasneHue (3aBeeHHE, aKTUBalMs, OlokMpoBanue | + | + | + | +

144 yHI/I‘{TO)KeHHC) Y4Y€THBIMH 3artucCAMHu




MoJIb30BaTelNe, B TOM qyucle BHEIITHUX
noJjib3oBaresie

VIIA.2

Peanuszauus HE00XOIUMBIX METO/I0B
(AMCKpPELMOHHBIM, MaHIAaTHBIH, pOJEBOM WM HHOH
METOJ), THIOB (YTEHHE, 3alMCh, BLIMNOJHEHHE HIH
MHOM THI) U NIPaBUJI pa3rpaHHYeHHs JOCTyIa

Y1143

Ynpasnenue (unpTpauus, MapIlpyTH3aLu,
KOHTPOJIb COeIMHEHUH, OJHOHaNpaBlieHHasd nepenaya
M UHBIE CIOCOOBI YIpaBieHus) MH(POPMAalMOHHBIMU
MOTOKAaMH MEXAY YCTpOHCTBaMM, CErMEHTaMH
MHPOPMAI[MIOHHOM CHCTEMBI, a TaKKe MeXIy
HH(pOPMaITMOHHBIMH CHCTEMaMH

YI1.4

Paznenenue nosHoMouuit (posieii) mosb3oBaTeleH,
afMHHUCTPAaTOPOB U JHL,  o0ecrneyrBalouInx
GyHKIHOHHPOBaHHE HHOOPMALIHOHHOH CHCTEMBbI

YITO.S

HasnaueHne MHHHMAIBHO HEOOXOAMMBIX IpaB H

NpUBUIIETHIl T0Jb30BATENAM, aJMHHHCTpATOpaM H
nuuaM, — ofecrnevuBalOIMM  (PYHKLMOHHPOBaHHE
UH(OPMAIHOHHOH CHCTEMBI

VIIL.6

OrpaHdueHHe HEyCNelIHBIX IONBITOK BXOAa B
HHPOPMALIMOHHYIO CHUCTEMY (moctyma K
uH(OPMaLIMOHHOMU CHCTEME)

YIIO.7

[penynpexaeHne Mojb30Barelis MpU €ro BXole B
MHGOPMAlIMOHHYI0O CHCTEMy O TOM, 4YTO B
WH(OPMAIIHOHHOH CHCTEME DEalM30BaHbl MEpHI 10
obecrieyeHu0 0e30MaCHOCTH NMEPCOHAIBHBIX JaHHBEIX,
H O HeoOXOOUMOCTH CcOOIIOAECHHs YCTAHOBIIEHHBIX
omeparopoM MpaBHil 0OpabOTKHM  MEPCOHATBHBIX
JaHHBIX

YIIA.8

OrnosellleHHe MOJB30OBATENA [0C]AE  YCHEMIHOro
BX0Ja B HH)OPMALUHOHHYIO CHCTEMYy O €ro
MpeasiAy1lieM BXoe B MHQOPMALMOHHYIO CHCTEMY

YI14.9

OrpaHnueHne 4Hcia MapauiefIbHBIX — CEaHCOB
JOCTYIA Ul KaXOOW yueTHOH 3allMCH I0Jb30BaTENs
MH(GOPMALIUOHHOH CUCTEMEI

YIIA.10

BriokupoBaHye ceaHca 10cTyna B HHGOPMalMOHHYIO
CHUCTEMY noce YCTaHOBJIEHHOTO BpeMeHH!
oesneiictBusa (HEAKTHBHOCTH) IOJB30BATENs HIH IO
€ro 3arnpocy

YITO.11

PaspemeHue (3ampeT) AeHCTBHIl [M0JIb30BaTelied,
pa3peLleHHbIX a0 MIEHTU(HUKALUH 7
ayTeHTH(UKALUH

YIT.12

[Monaepxka U coxpaHeHHe aTpUOyTOB 6€30MaCHOCTH
(MeTOK 6e30MacHOCTH), CBA3aHHBIX ¢ MHpOpMaLUeH B
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mpolecce ee XpaHeHus U 06paboTKH

VIIA.13

Peanuzauust 3aUlMILEHHOT0 YAAJIEHHOTO JOCTyIa
cyOBeKTOB HoOcTynma K OOBEeKTaM JOCTyla uepes
BHEIIHHE HHGOPMALHOHHO-TEIEKOMMYHHKAMOHHBIE
CETH

VIIA.14

PernamMeHTanus M KOHTPOJIb HCIOJB30BaHHA B
MH(POpPMaLlMOHHOHN CHUCTEME TEXHOJIOTHH
0ecrnpoBOAHOr0 1OCTyIa

YITO.15

PernaMeHTanuss W KOHTPOJAb HCIIOJB30BaHUA B
HH(OPMAIHOHHOH cHCcTeMe MOOMIBHBIX TEXHHUECKUX
CpeACTB

YITH.16

Ynpasnenue B3aUMOJIEHCTBHEM v
HH(pOpMaIIHOHHBIMH cucTeMaMu CTOPOHHHX
opranu3aiuii (BHeIHHe HHPOPMAIIMOHHBIE CHCTEMBI)

YIIA.17

OGecnieyenne JOBEpEHHOM 3arpy3Kd  CpeEICTB
BBIYUCITUTENBHON TEXHHUKH

I11. Orpannuenue nporpaMMHoii cpeasl (OIIC)

OrIlC.1

YrpaBnenue 3a1yCcKOM (o6pamennsamm)
KOMIIOHEHTOB IpPOrpaMMHOro o0ecredeHuss, B TOM
Yyyuclle onpejaesieHue 3alyCcKaeMbIX KOMIIOHEHTOB,
HacTpoiika IapaMeTpoB 3amycka KOMIIOHEHTOB,
KOHTPOJIb 3@ 3aIyCKOM KOMIIOHEHTOB IpPOrpaMMHOTO
obecreyeHus

Or11C.2

Ynpasnenue yCTaHOBKO (uHCTaNNALMEN)
KOMIIOHEHTOB [pPOrpaMMHOro obecriedyeHHs, B TOM
quce oInpeAeleHHe KOMIIOHEHTOB, MOMJIEKaIUX
yCTaHOBKE, HacTpodKa mapaMeTpoB  YCTaHOBKH
KOMIIOHEHTOB, KOHTPOJIb 32 YCTAHOBKOH KOMIIOHEHTOB
MpOrpaMMHOro obecredeHus

Or1C.3

YcTraHoBKa (MHCTAJUIALMA) TOJNBKO pa3pelIeHHOro K
HCIIOJIb30BAHHIO IPOrpaMMHOr0 obecriedeHus U (1iu)
€ro KOMIOHEHTOB

OI1C.4

YnpaBiieHHe BpeMEHHbIMH (aitiaMi, B TOM 4YHCIIe
3anper, paspellieHHe, IepeHanpaBieHue 3allucH,
yJaJieHyie BpEMEHHBIX (aiiioB

[V. 3ammTa MalMHHbBIX HOCUTeNned nepcoHanbHbIX AaHHbIX (3HH)

3HH.1

YdeTr MallIMHHBIX HOCUTEJIEH NEPCOHAIBHBIX TAHHBIX

3HU.2

praBJ'IeHI/Ie AO0CTYHNOM K MAaUIMHHBIM HOCHTECIISIM
[MNEPCOHAJIbHBIX JAaHHBIX

3HN.3

KOHTpO.Hb NEPEMECUICHUA MAalIHHHBIX HOCHUTEJIEH
[IEPCOHAJIBHBIX NJaHHBIX 3a IIPEACJIbI KOHT’pOHI/IpyeMOﬁ
30HBI

3HN.4

Hcknrodenue BO3MO>XXHOCTH
HCCAHKIIHOHHPOBAHHOI'O O3HaKOMJICHHUSA C
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COlepXKaHNEM IEPCOHANBHBIX HAHHEBIX, XPaHALIUXCS
Ha MAIIMHHBIX HOCHUTENSX, U (WIHM) HCIOJIB30BaHMA
HOCHTEJEH  TepCOHAIBHBIX  JAaHHBIX B HHBIX
MH()OPMAILIMOHHBIX CHCTEMAX

3HU.5

KoHTpons ucmons3oBaHus HHTepdeicoB BBOIA
(BeiBOga) HHPOpMaLMM Ha MAIIUHHBIE HOCHTEH
IEpCOHATBHBIX TaHHBIX

3HI.6

Kourpons BBoga (BeiBoJa) HHOQOpMaluM Ha
MalIMHHBIE HOCUTEIH IIEPCOHANIBHBIX JAHHBIX

3HHN.7

KOHTpOJIB NMOAKIIIIOUEHHS MAaIIHHHBIX HOCHUTENEH
NEPCOHAJIBHBIX NaHHBIX

3HN.8

VuuuTtoxeHnue (CTHpaHue) WIH OOe3TMYHBAHUE
MEPCOHATILHBIX NAHHBIX Ha MAIMHHBIX HOCHTENAX
npd HX [epefadye MexIy [0JIb30BaTeAMH, B
CTOPOHHME  OpraHu3alMd Ui PEMOHTA  HIJH
YTHIM3ALMH, a TaKkkKe KOHTPOIb YHHYTOXEHHSA
(cTupaHus) UK 006e3THYHBaHH

V. Peructpauus coGeituii 6e3onacHoctd (PCB)

PCB.1

Onpenenenue coOBITHI 0e30MacHOCTH,
NoJUIeXXaIMX PETHCTPALIMH, H CPOKOB HX XpaHEHHS

+

PCb.2

OrnpezeneHre cocTaBa U cofepKaHud HHGOpMaLMH
) COOBITUSAX fe30macHOCTH, HOJIEXaMNX
perucTpauuu

+

PCB.3

C6op, 3anuce U XpaHeHHe HHPOPMALUK O COOBITHAX
0€30M1acCHOCTH B TE€YEHHE YCTAHOBJICHHOIO BPEMECHH
XpaHeHHUs

PCb.4

PearnpoBanue Ha cOOM NpH perucTpauuy COOBITHI
0e30macHOCTH, B TOM YHCJie ammapaTtHble H
MporpaMMHble OLIMOKH, cOOM B MexaHHW3Max cOopa
WHQOpMallMH U [JOCTHXKeHHe TMpejena  WIH
rmepenoyiHeHus: 00bemMa (EMKOCTH) MaMATH

PCB.5

MOHUTOPUHT (ITPOCMOTP, AaHaju3) pe3yJbTaTOB
perucTpanuu coobITUil 6€30MacHOCTH U pearnpoBaHHe
Ha HUX

PCBb.6

[enepupoBaHHe BpeMEHHBIX METOK M (WUaH)
CHUHXPOHH3ALH% CHCTEMHOIO BpEMEHH B
MHQOPMALIMOHHOH cHCTEME

PCB.7

3ammTa HHGOpPMaLUHU O COOBITUAX G€30MTaCHOCTH

VI. AHTuBHpycHas 3amura (AB3)

AB3.1

Peanusauus aHTHBHPYCHOM 3aLLMUTEI

+

+

AB3.2

OO6HoBneHHE 6a3bl JaHHBIX MPU3HAKOB
BpE€IOHOCHBIX KOMIBIOTEPHBIX IPOrpaMM (BHPYCOB)

VII. O6Hapyxenue ropxenuit (COB)
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COB.1

OGHapy’keHHe BTOPKEHUH

+

+

COB.2

O6HoBeHHe 6a3bl pelaloIKX IPaBHIT

+

VIIL KonTpons (aHaan3) 3aIMLUIEHHOCTH T1€PCOHANBHBIX AaHHBIX (AH3)

AH3.1

BerisiBiieHue, a”HaJIn3 yS3BUMOCTEH
wH(pOpPMaLMOHHOMH CHUCTEMBI H onepaTuBHOE
yCTpaHeHHE BHOBb BHIABJICHHBIX ySI3BUMOCTEM

+

+

AH3.2

Kontposns ycraHOBKH OOHOBJIEHHiH MpPOrpaMMHOIO
oOecrieuenusi, BKIO4Yas OOHOBIEHHE MPOrpPaMMHOIO
oOecriedeHus CPeICTB 3aIMThl HHPOPMaLIUH

AH3.3

Kontpons  paborocnocoGHOCTH, napameTpoB
HACTPOMKH © TPaBWILHOCTH (YHKUMOHUPOBaHHA
pOrpaMMHOro obecriedeHuss M CPEACTB  3allUTHI
HH(OpMaLUH

AH3.4

Kontpons  cocraBa  TEXHMYECKHX  CPEICTB,
nporpaMMHOro obecrieyeHHs H CPEACTB  3alLIUTHI
HHOpMALIMH

AH3.5

KoHTponb mpaBWi TeHepauud M CMEHbl maposer
rnojib3oBarteneii, 3aBeleHUA U YHaJieHHd YYETHBIX
3anucel  MoJib30BaTelleil, peanu3allid  IIPaBUIl
pasrpaHyyeHHUs JIOCTYyTa, MMOJTHOMOYMH
nonp3o0BaTesieif B HHHPOPMalMOHHON CHCTEME

I[X.O6ecnedyeHue HETOCTHOCTH
MHGOPMALIHOHHOH CHCTEMBI U IEPCOHAIBHBIX JaHHBIX

(On

OLUL1

KouTposis LEJTIOCTHOCTH IpOrpaMMHOTO
obecreueHus, BKIIOYas NporpaMMHoe obecrevyeHue
CpeJICTB 3alUUThl HHPOPMALIUH

OLUIL.2

KOHTpO/Ib HENOCTHOCTH MEepPCOHANBHBIX J[aHHBIX,
colepxamuxcs B 0a3ax NaHHBIX HHGOPMaLMOHHON
CUCTEMBIL

OLJL.3

ObecrnieueHde  BO3MOXHOCTH  BOCCTaHOBJICHHS
MPOrpaMMHOro oOecreyeHHs, BKIo4Yas MporpaMMHoOe
obecrieyeHre CpeACTB 3alUThl WHGOpMALUH, IpH
BO3HMKHOBEHHH HEIUTATHHIX CUTYaLIMH

OLlL4

OO6HapyeHHe W pearMpoBaHME Ha IOCTYIUICHHE B
WHGOPMALIMOHHYIO  CHCTEMY  He3alpaliBaeMbIX
SMEeKTPOHHBIX COOOIUIEHHH (MHCeM, IOKYMEHTOB) H
HHOH UHpopMaLMd,  HE  OTHOCSIIMXCH K
(GYHKLIHOHUPOBAaHUIO  HHQOPMALMOHHOH  CHCTEMBI
(3amryrTa oT criama)

OLUL5

Kountpons ColepIKaHus UH(pOpMALIHH,
nepenaBaeMoii M3  MHGQOPMALIMOHHOM  CHUCTEMBI
(KkOHTEeMHEPHBIA, OCHOBAHHBIH Ha CBOHCTBaX 00BEKTa
poctyna, d (M7aM) KOHTEHTHBIH, OCHOBAaHHBIA Ha
MOMCKE 3alpelleHHON K nepenave WHQOpPMAlHH C
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HCIOJIb30BaHHEM CHUTHATYp, MAacOK H HHBIX METOZHOB),
n MCKITIOYEHHE HEMpaBOMEPHOW  Iepefavyu
uHGOpPMalKH W3 HHHOPMALMOHHON CHCTEMBI

A

[OrUR—

OLlL6

OrpanuyeHde MpaB [0JIb30BaTeNedl 10 BBOAY
HGOpMalHK B MHGOPMALIMOHHYIO CHCTEMY

.

OLUL7

KOHTpOJII:- TOYHOCTH, IIOJITHOTBI U IPaBHIIbBHOCTH
JAaHHBIX, BBOOUMBIX B I/IH(i)OpMaHI/IOHHyIO CHUCTEMY

OLL8

KoHTpons omnb0o4YHBIX AeHCTBUMH [10JB30BaTENEH 110
BBOAY M (WJIM) Iepedadye MEPCOHAIBHBIX JAHHBIX H
npeayIpexaeHde Monp3oBaTeneii 00 OmHOOYHBIX
JIEUCTBUSAX

PRI WS

% ST

X. O6ecrieuenye JOCTYIMTHOCTH nepcoHanbHbiX JaHHbIX (OMT)

OAT.1

Hcnonp30BaHHe OTKA30yCTOHYHMBBEIX TEXHHYECKHX
CpencTB

i s

OAT.2

Pe3epBupoBaHue TEXHUYECKUX CpeIcCTB,
NporpaMMHOTrO oOOecreveHHs, KaHalIOB MepeAaqu
nHpopmanuy, CpPeacCTB obecneyeHus
GYHKIIHOHUPOBaHUA HH(GOPMAITMOHHOH CHCTEMBI

OAT.3

Konrpons  Ge30TkazHOro  QyHKIHMOHHPOBAHHS
TEXHHYECKHX CpelCTB, OOHapyXeHHE U JIOKATH3ALHs
OTKa30B (QYHKIHOHHPOBaHUSA, INPHHATHE MeEp IO
BOCCTAHOBJIEHHIO OTKa3aBIIMX CpeACTB U HX
TECTUpPOBAaHHE

OAT.4

Hepnolmqecxoe pPE3CPBHOE KONMHPOBAaHHUE
MepCOHAJIBHBIX [JAaHHBIX Ha pPE3€pBHBIE MAUIMHHBIC
HOCHUTECJIH NEPCOHANBHBIX JaHHBIX

OAT.5

ObecrneueHre  BO3MOXHOCTH  BOCCTAHOBJICHHSA
IEPCOHANBHBIX JAHHBIX C pPe3epBHBIX MALIMHHBIX
HOCHTEeNeH INepCOHaNbHBIX [aHHBIX (pe3epBHBIX
KOMHH) B Te4YeHHE YCTAaHOBJICHHOIO BpPEMEHHOTO
MHTEpBaJIa

XI. 3amuta cpenst Buptyanusanuu (3CB)

3CB.1

Mnentnpukauus U ayTeHTHPHUKaLUA CyOBEKTOB
JAocTynna H O0OBEeKTOB [OCTyna B BHUPTyallbHOH
MH(OpPACTPyKType, B TOM 4YUC/IE aIAMHHHUCTPATOPOB
yTIpaBJIeHUs CpEICTBAMH BUPTYAIH3alHH

3CB.2

VipaBieHHe [OOCTyIOM CyOBEKTOB JOCTyNa K
00BbEKTaM IOCTyNa B BUPTyaJbHOH UH(PacTPyKType,
B TOM YHCJi€ BHYTPH BUPTYQJIbHBIX MAILIMH

3CB.3

Peructpauus COOBITHH Oe3onacHoCTH B
BUPTYaJIbHON MH(pPacCTpyKType

3CB.4

Ynpasnenuwe  (buibTpauus, MapLIpyTH3aLHu4,
KOHTPO/Ib COeIMHEHHUS, OTHOHAIPABIEHHAs epeaya)

MOTOKAaMHM HHQOpPMALMM  MeXJIy KOMIIOHEHTaMH
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BUPTYyaIbHOM  HMHOPACTpyKTypel, a TaKxe IO
EPUMETPY BUPTYaIbHON HHQPACTPYKTYpBI

3CB.5

[oBepeHHass 3arpy3ka CepBEpPOB BHpTyaJIU3alHH,
BUPTYaJbHOH MallWHbl (KOHTEHHepa), CepBepoB
yTpaBJieHUs] BUPTyalH3aluen

3CB.6

VrpapieHue nepeMeIleHHEM BUPTYAJIbHBIX MallUH
(koHTeliHepoB) 1 00pabaTEIBAEMBIX HA HHX JaHHBIX

3CB.7

KoHTposs LEJIOCTHOCTH BUPTYaJIbHOH
MHOPACTPYKTYPHI U ee KOHGHIypalui

3CB.8

Pe3epBHOE KOMMpOBaHME [AHHBIX, PE3€pBUPOBaHHE
TEXHUYECKHX CPEICTB, NPOrpaMMHOro obecrneyeHus
BUPTY&IbHOM HHOPAcTPyKTYphl, a TaKXKe KaHaloB

CBSI3M BHYTPH BHPTYJIbHON UHOPACTPYKTYpPhI

3CB.9

Peanu3ans ¥ ynpaBieHHe aHTUBHUPYCHOH 3allMTOH
B BUPTYaIIbHOH UHQPACTPYKType

3CB.10

Paz6uenne BHpPTYaIbHOH HMHGPACTPYKTYpPHl Ha
CEerMEeHTHI (cerMeHTUpOBaHHE BHPTYaJIbHOM
HHOPACTPYKTYphl) Mg 0O0pabOTKH MEPCOHANBHBIX
JAHHEIX OTAEJIBHBIM TOJIB30BaTeNleM U (M) IPYIINOH
MOJIb30BaTENIECH

X1I. 3anmra texunueckux cpeacts (3TC)

3TC.1

3amura HHpOpMaLIHH, obpabarsiBaeMOi
TEXHUYECKUMH CpEeACTBAMH, OT €€ YTEYKH [0
TEXHHYECKHM KaHaJIaM

e i kT e

3TC.2

OpraHu3alisg KOHTPOJUPYEMOH 30HEI, B Mpenenax
KOTOPOH MMOCTOSHHO pPa3MEILAIOTCs CTallHOHAPHBIE
TeXHUYECKHE CpencTBa, obGpabaTsiBarolLie
MHGOPMalMIO, U CPeACTBa 3aliUTHl HHGOpPMalMH, a
TAK)Ke CpeICTBa obecneyeHus1 QyHKLIMOHUPOBAHUS

3TC.3

KonTpons u ynpasineHHe (PUNYECKHUM HOCTYIIOM K

TEXHHYECKHM  CpENCTBaM, CpEeACTBaM  3alllHUThI
nHpopmauumy, CpeAcTBaM obecreyeHus
(GYHKIHOHUPOBaHMA, a Takke B [IOMEIICHHI H
COOpY>XK€HHS, B KOTOPbIX OHHM  YCTAHOBJICHEI,
HCKJIIOUAIOIINE HECAHKIIMOHUPOBAaHHBIN (QU3MYECKHUi
JOCTYIl K cpeAcTBaM 00paboOTKH HHGpOpMaLMH,
CpeaCcTBaM 3alMThl HHGOpMALMM U  CpelICcTBaM
obecredeHns QYHKIMOHUPOBaHUA HHGOPMALHOHHOH
CHCTEMBI, B MOMELIEHHA U COOpPYXEeHHs, B KOTOPBIX
OHH YCTAHOBJIEHBI

3TC.4

Pasmelienne ycTpoicTB BbIBoJa (OTOOpaXkeHHs)
uHpOopMaLuH, MCKITIOYaroiee ee
HeCaHKIIHOHHPOBAHHBII TPOCMOTP
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3TC.5 3amMTa OT BHEIUHHUX BO3ICHCTBUHA (BO3IECHCTBHMA
OKpYKarollei cpensl, HeCcTaOWIIBHOCTH
371eKTPOCHA0XEHHs, KOHAMLIMOHMPOBAHHA H HHBIX
BHEINHHX (HaKTOPOB)

XIII. 3amuTa nHGOPMALIMOHHOH CHCTEMBEI,
ee CpelCTB, CHCTEM CBs3d U nepenadu gaHHex (3MC)

3UC.1 Pa3nenenne B HHGOPMALMOHHOMH cucTeMe GYHKLMMH
1o yTIpaBIICHHUIO (aAMUHHCTPHUPOBAHHIO)
HHOpMaLMOHHOH CHCTEMOH, YIIpaBJIEHHIO
(aAMHHHCTPUPOBAHHIO) cucTeMoi 3aIUTHI
MepcoHaNbHBIX JaHHBIX, GyHKuM# mo ob6paboTke
MEPCOHANBHBIX ~ JaHHBIX M MHBIX  QYHKUMHA
HH()OPMAIIMOHHOH CHCTEMBI

3UC.2 [IpenoTBpamieHne 3ad€PKKH HIM  NpEepPbIBaHMA
BBIMNOJIHEHHS TPOLIECCOB C BHICOKMM NPHOPHTETOM CO
CTOPOHEHI MPOLIECCOB C HU3KUM IIPHOPHTETOM

3UC.3 O6GecrieyeHye 3alIMTHI NEPCOHAIBHBIX HAHHBIX OT | +
PacKphITHA, MOIW(UKAUMM M HaBA3BIBaHMA (BBOJAA
noXHOM HH(OpMaLUK) NpH ee nepeaaye (MOAroTOBKe
K repegade) 1o KaHajaaM CBs3H, HMEIOLIMM BBIXOA 33
npefieNibl KOHTPOJUPYEMOH 30HBI, B TOM 4HCIE
OecrpoBOAHBIM KaHaJIaM CBS3H

3UC.4 OfecnieyeHne JOBEpEHHBIX KaHana, MaplupyTa
MeXAy  aIMHHUCTPAaTOpOM,  [IOJb30BaTeleM  H
cpeacTBaMH  3auIUThl WHOpopMauuH  (QYHKUHSIMH
6€30nacHOCTH CPEACTB 3aIUThl HHGOPMALIUH)

3UC.5 3amper HeCaHKLIMOHMPOBaHHOMN yJaJIeHHOH
aKTHBAallMM BHIEOKaMep, MHKPO(QOHOB M HHBIX
nepupepuiHBIX  YCTPOMCTB,  KOTOpble = MOTYT
aKTHBHUPOBAaThCd  YIAJICHHO, M  OMNOBEIIEHHUE
nonb3oBarelieil 00 aKTHBALMU TAKUX YCTPOKCTB

3UC.6 [lepenaya ¥ KOHTPONb LEJIOCTHOCTH aTpHOYyTOB
6esonacHOocTH (MeToK 0e30MacHOCTH), CBSI3aHHBIX C
NEpPCOHANbHBIMA JaHHBIMH, INpH OOMEHEe HMH C
MHBIMH HHGOPMAIIMOHHBIMH CUCTEMAMHU

3UC.7 KOHTpONs CaHKIMOHUPOBAHHOIO M HCKIIOYEHHE
HECAHKLHOHHPOBAHHOT'O HCIIOJIF30BaHUs TEXHOJIOTHM
MOOMJIBHOIO KOJa, B TOM 4YHCIE PpErucTpalus
COOBITHI, CBA3aHHBIX C HCIOJIB30BaHUEM TEXHOJIOTHH
MOOHIBHOTO KOJa, UX aHAJIW3 W pearupoBaHHe Ha

HapylleHHusl,  CBA3aHHBIE  C KCIIOJIb30BaHHUEM
TEXHOJIOHH MOOHJIBHOTO KOJa
3UC.8 KOHTpOJIb CaHKLIMOHHPOBAHHOIO W HCKITIOYEHHE

HECCAHKIIMOHUPOBAHHOI'O HCIOJIb30BaAHHA TEXHOJIOTHI




16

nepefayl pevd, B TOM YHCIE PerucTpauus COOBITHH,
CBSI3aHHBIX C HUCIIONB30BAaHUEM TEXHOJIOTHI Mepeaayu
peuHd, HUX aHalM3 M pearMpoBaHHE Ha HapylUeHHS,
CBfI3aHHBIE C MCIIOJB30BAaHUEM TEXHOJIOIUH Mepenavu
peuu

3UC.9

KoHTponp CaHKIMOHUPOBAaHHONK U HCKIIOYEHHE
HECaHKLIHOHHPOBaHHOH nepenayyu
BHIEOMHGOpPMalMKd, B TOM 4YHCIE perHcTpaunus
COOBITHH, CBSI3aHHBIX C nepeaaden
BUAECOMHGOPMAIMH, MX QHAIW3 W peardpoBaHHe Ha
HapyueHu, CBsI3aHHBIE c nepenayien
BUAeOHH(OpMaIIH

3UC.10

[TonTBepkaeHHe  NPOHCXOXKIOEHHS  HMCTOYHHKA
MHGOPMAIIHH, MOJy4aeMoil B IpoLiecce OmpeneeHus
CeTeBBIX aJpecoB MO CeTeBHIM HMEHaM WM
OIpeZieNIeHHs CETEBhIX HMEH I10 CETEBLIM apecaM

3UC.11

Obecnieuenne MOMIHHHOCTH CETEBBIX COEAMHEHHUH
(ceaHcoB B3aUMOIEHCTBHA), B TOM YHCIIE JUJIA 3aLIHTEHI
OT NOJIMEHBI CETEBBIX YCTPOHUCTB U CEPBHCOB

3UC.12

Hckoyenne BO3MOKHOCTH OTpHUIIAHUA
nonp3oBaTeleM (¢aKTa OTHPaBKH [EPCOHANBHBIX
JAAHHBIX IPYTOMY MOJIb30BATEIIO

3UC.13

Hckmouenue BO3MOXHOCTH OTPHIIAHHUA
ITOJIB30BAaTECIJIEM (balc"ra MOJIYYCHHSA MNECPCOHATIBHBIX
HJAaHHBIX OT APYIoro noJjib30BaTes

3UC.14

Hcnone3oBaHne yCTpOiCTB TEpMUHAIBHOIO JOCTYIIA
it 06pabOTKH NePCOHANIBHBIX JaHHBIX

3UC.15

3amuTa apXHBHBIX (aifI0B, MapaMeTPOB HACTPOHUKH

CPEICTB 3aUMTBl HHGOpPMALWH M MPOrpaMMHOrO
obecrieyeHHss M HWHBIX [aHHBIX, He TOIEXAIINX
M3MEHEHHUIO B mpouecce o6paboTkH MepcOHANIbHBIX
JaHHBIX

3UC.16

BrisBiienve, ananu3 4 OlOKMpoBaHHE B
MHPOPMALUHOHHOH CHCTEMBI  CKDPBITHIX  KAaHAJIOB
nepenayy HHpopMaUuu B 06X0[ pealn30BaHHBIX Mep
WJIM BHYTPH pa3pelieHHbIX CETEBBIX IPOTOKOJIOB

3UC.17

Pasbuenne  uHdOpMaUHOHHOM  CHCTEMBI  Ha
CerMeHTBl  (CETMEHTHpPOBaHHE  HWHGOPMAIHOHHOM
CUCTEMBI) H obecreueHre 3alMThl [IEPHUMETPOB
CErMEHTOB HHMOPMALIMOHHON CHCTEMBI

3HUC.18

Obecnevenue 3arpy3Ku H UCIIOTHEHUS
MpOrpaMMHOro o0ecredeHHts ¢ MalIMHHBIX HOCUTENeH
MepCOHAaNbHBIX [JaHHBIX, AOCTYMHBIX TOJBKO st
UTEHHSA, M KOHTPOJb  UEJIOCTHOCTH  JaHHOIO
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MPOTPaMMHOr0 obecredeHus

3UC.19

W3onsnus npoieccos (BBIIOMHEHHE MPOrpamMM) B
BBIZIEJICHHOH 0071aCTH NaMATH

3UC.20

3anmTa 6eCIPOBOAHBIX COEAMHEHHH, TPUMEHAEMBbIX
B HH(GOPMAIIMOHHOH CHCTEME

+

XIV. BrisBlieHHe HHLMAEHTOB M peardpoBadue Ha HUX (MHLD)

WHII.1

OnpezleneHHe JIML, OTBETCTBEHHBIX 33 BbIABJICHHUEC
HHLIMJIEHTOB ¥ p€arupoBaHu€ Ha HUX

WHIL.2

O6HapyxeHHe, UAEHTH(HUKALUA M perucTpauus
MHI[MJEHTOB

WHIL.3

CBO€BpeMEHHOE MH(OPMHpPOBaHHE UL,
OTBETCTBEHHBIX 3a BBIBICGHHE HHLUACHTOB H
pearupoBaHHe Ha HUX, O BOSHHKHOBEHHMH HHIHJEHTOB
B MH()OPMALHOHHOHW CHCTEME MOAB30BATENISIMH H
aJIMHHHACTPaTOpaMH

WHIL.4

AHaiM3 MHIMIAEHTOB, B TOM YHCJIE€ ONpedelIeHHE
HUCTOYHUKOB U NMPHYMH BOZHUKHOBEHHS HHIHACHTOB,
a TaKXXe OLICHKa UX ocJjeICTBUIt

VHILS

[IpuHsATHE Mep 1O YCTPaHEHMIO MOCIEACTBUA
HHLIUJIECHTOB

HHILIL.6

[InanupoBaHue U [IPHHSATHE
MPEeNOTBPALICHHIO  TIOBTOPHOIO
HMHIUIEHTOB

Mep no
BO3HHKHOBEHHS

3aIIUTHI epcOHANBHBIX JaHHBIX (YK®)

XV. Vnpasienne koHpurypauveil HHQOpMalMOHHON CUCTEMBI H CUCTEMBI

YK®.1

Onpenesnenne aHL, KOTOPBIM pa3pelleHbl JEHCTBHA
M0 BHECEHUIO W3MEHeHMH B  KOH(QUIypaLuIo
UHPOPMALIMOHHOM CUCTEMBI U CHCTEMBI 3alIUTHI
TepCOHAIBHBIX JAHHBIX

+

+

YK®.2

YrnpasneHue H3MEHEHUSMH KOHUrypauum
MHGOPMALIMOHHOM CHUCTEMBI W CHCTEMBI 3allUTHI
MePCOHABHBIX JAHHBIX

YK®.3

AHanu3 MOTEHIIMAJIBHOTO BO3JeiCTBUSA
MJIaHHPYEMBbIX H3MEHEHHH B  KOH(urypauuu
UHQOPMAIIMOHHON CHUCTEMBI H CHCTEMBI 3aLIUTEHI
NEePCOHABHBIX JaHHBIX Ha obecrevyeHue 3allUThI
MEePCOHAIBHBIX JAaHHBIX U COracoBaHHE U3MEHEHHI B
KOHQUTypauuy  WHPOPMALUMOHHOW  CHCTEMBI  C
JOJDKHOCTHBIM JTHIOM (paGOTHUKOM), OTBETCTBEHHBIM
3a  ofecrieueHne  0e30MaCHOCTH  INEPCOHAJIBHBIX
JIAHHBIX
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YK®.4 JlokyMeHTUpOBaHKe HHpOpManMH (#aHHBIX) 00 + |+ |+
M3MEHEHHSX B KOHQUrypauuH HHPOPMaLHOHHOM
CHCTEMBI H CHCTEMBI 3allIUThl IEPCOHAJIBHBIX JaHHEIX

«+» - Mepa 110 obecneyeHno 6e30MacCHOCTH NEPCOHAIBHBIX JaHHBIX BKIIIOYEHA B
6a30BbIii HAGOp Mep i COOTBETCTBYIOLIErO YPOBHS 3ALIHMIIEHHOCTH MEPCOHAIBHBIX

NaHHBIX.
Mepst 10 obecrieveHHI0 0€30IIaCHOCTH  MEPCOHANBHBIX  AaHHBIX, He

0603Ha4YeHHbIE 3HAKOM «+», MPUMEHSIOTCS NpH agantauuu 6azosoro Habopa Mep u
YTOYHEHHH aJalTHpoBaHHOro GasoBoro Habopa Mep, a TaKke INpH pa3spaboTke
KOMIIEHCHPYIOILIKX Mep 1o obecrnedeHHIo 6€30MacHOCTH MEPCOHATIBHBIX NaHHBIX.




