®EJIEPAJIBHASL CIIYKBA BE30IIACHOCTH
POCCHIICKOM ®EJIEPALINU

IHPUKA3

23 neraobpa 2025 roxa MockBa Ne 539
O6 yrBepxxnennu ITopsaaka monydeHus _
cyOBeKTamu KPUTHYIECKOM MUBHCTEPCTEO KOCTHIMN POCCIBCKON T TEPATIH
HHOOPMALIMOHHON  HHOPACTPYKTYpHI ' .
Poccuiickoit ®enepauun uadopmaiuu SAPEFHCTPHPOBAHO
0 CpeacTBax M crocobax IpoBEAEHHs Perncrpaunonnsiit Mo 54/ Z 52
KOMIIBIOTEpHBIX aTaKk M O MeToAax o1 25" 2555 2 fZ / 9025T.
HX IIPeAYNpPeXxICHUs U OOHapyKeHuUsI Sy —_— ¥ e

B cootserctBuu ¢ myHkTOM 7 uYacTé 4 crathu 6 PemepalbHOrO 3aKoHA
ot 26 mrosst 2017 r. Ne 187-®3 «O 6e3zomacHOCTH Kpnmqecxoﬁ AHGOPMAI[HOHHOM
uHppacTpykTypsl Poccmiickoit @enepauuu» u myHkToM 1 VYkasa Ilpe3unenta
Poccutickoii dDenepau'nnvor 22 pexabps 2017 r. Ne 620 «O coBeplIeHCTBOBaHUH
rOCyJJapCTBEHHOH CHCTE€MBI OOHapy>KeHHs, NpPeAyNpexICHHI M JIMKBHIALMH
TNOCTICACTBHI KOMIIBIOTEPHBIX aTak Ha HH(OPMaLMOHHBIE pecypchl Poccuiickoit

Denepauumn»
ITPUKA3BIBAIO:

1. VTBepauTs npunaraemsiii Ilopsmok momydenus cy6heKTaMH KPHTHIECKOM
HH(OpMalMOHHOH HMHQpacTpyKTypsl Poccuiickoit ®Demepanuu UHpOpMaLHH
O CpeACTBaXx H Cmocobax IpPOBEJSHHS KOMIBIOTEPHBIX aTak M O METOodax

UX NPENYIPEXACHUS X 0OHAPYKEHHUSI.
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2. Hacrosiuuii mpuka3s BcTymaer B cuity ¢ 30 sasaps 2026 .

Hupextop A BopTHHKOB




YTBepxaeH
npukaszoM OCB Poccun

OoT 23 merabpsa 2025r.
Ne 539

Iopsoox
MOy IeHHs CyOBEKTaMHi KPUTHIECKOH HH(MOPMALHOHHON HHPPACTPYKTYpEI
Poccuiickoit Oenepannu nHGOPMALMK O CPEACTBAX M COCO0AX IPOBELCHHS
KOMITBIOTEPHBIX aTaK U O METOAAX UX HMPEAYNPEXACHUS U OOHAPY KEHHS

1. CyOvextsl  KpuTHYECKOH  HHOPOPMALWMOHHOH  HHGPACTPYKTYpbI
Poccuiickon ~ ®@enepanmm  (mamee —  KpuTHYecKas — MHGMOPMaLMOHHAS
HHOPacTpyKTypa) o0s3aHbl MONy4aTh MHGOPMALMIO O CPEACTBAX M Crocobax
NPOBENEHAs KOMINBIOTEPHBIX aTaKk W O MeTOAaX WX IIpeAyIpesxieHus
U 0OHapy>XeHHUS ITyTEM:

1.1.  O6pamenus x oduuuaneHoMy caiity B ‘HH(popMauHOHHo-
TEeJIEKOMMYHUKAMOHHOM ceTu «MHTepHeT» IO anpecy: http://cert.gov.ru.

1.2. Hampasnenus 3anpoco B HamuoHambHbBIN KOOpIMHALMOHHEIA HEHTP
0 KOMIBIOTEPHBIM uHHUUAeHTaM (naree — HKIIKM) ¢ wucnons3oBaHuEM
Texuu4yeckod wuHbpacTpykTypel HKIIKH, mnpennasHadeHHO#M a1 OTHpaBKH,
NOJy4eHus, OOpabOTKM M XpaHeHHA YBEZOMICHHMM H 3ampOCOB B paMKaX
MH()OPMAITMOHHOTO B3aMMOZEHCTBUS c cyOBexTamMu KPUTHYECKOH
MHOOPMaMOHHON HHQPACTPYKTyphl, & TaKKe C MHBIMA He SBIISIOLIIMUCS
CyObEeKTaMH KpHTHYeCKOH HH(DOPMAIIMOHHOM HH(DPACTPYKTYpPEl OpraHaMu
U OpraHu3alWsMH, B TOM YHCJI€ WHOCTPAaHHBIMH U MEXIYHAPOIHBIMU
(mamee  —  TexHMueckas  uHOpacTpykrypa  HKIIKH), sumbo, mpu
OTCYTCTBHH IIOAKIIOYEHHUS K HEH, IOCPEeACTBOM IOYTOBOM WM 3JEKTPOHHOMI
CBA3U 110 azpecam HKILIKH, YKa3aHHBIM  Ha oduLraTEHOM
calite =~ B  HMH(OPMALMOHHO-TEIEKOMMYHHKAllMOHHOM  cetH  «VIHTEpHET»
no agpecy: http://cert.gov.ru.

1.3. Ilomyuenus or HKIIKM wundpopmamum o cpeactBax u crocobax
NPOBEACHUS KOMIIBIOTEPHBIX aTaKk M O MeToJax UuX MpedynpexaeHus

1 0OHapy>KEHHUS.
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2. B ciyuae HampapneHHMs 3anpoca, NpeaycMOTPEHHOIO HNOAITyHKTOM 1.2
nyHKTa 1 Hacrosero Ilopszka, OTBET Cy6BbeKTy KPHTHIECKOH MH()OPMAITHOHHOIA
HHQPACTPYKTYPE! NPENOCTABIAETCS MOCPEACTBOM HCMOJIB30OBAHMS TEXHUYECKORH
na@pactpykrypsr HKIIKU B cpok 1o 30 paGouux nued co qus ITOJIy4Y€HUSI TAKOTO
3anpoca. Ilpy OTCyTcTBMH y CyGbekTa KPHTHYECKO UHPOPMAaIIHOHHOM
MH(PACTPYKTYPHI TIOAKIIOYEHHUS K TeXHHIECKOH uHppacTpykrype HKLIKH otBeT
HaIpaBIIseTCS l'IOCpeI[CTBOM IOYTOBOM MJIM ONEKTPOHHOH CBSI3M MO ajpecy,
YKa3aHHOMY B IaHHOM 3ampoce, B cpok 10 30 paboumx JHEH Co AHA MOTydeHHUs
TaKOT0 3aIpoca.

3. HKUKW nanpapnsercss cyGbekTaM KpHTHYECKOM MHOOPMALHOHHOM
MHOPacTpyKTypsl HMHGOpPMamks o cpemcTBax W crmocobax NIPOBEICHUS
KOMIIBIOTEPHEIX aTaK H O MeTOJaX HX MpPeNyNpexueHHs U OOHapyKeHHUs
B 3aBUCHMOCTH OT OCOOCHHOCTEH (YHKIMOHHPOBAHHS OOBEKTOB KPHTHYECKOM
MHQOPMAlMOHHOH MH(PAaCTPYKTYpEl, NpPHHALIEKAMX TaHHBIM cyObpekTam
KPUTHYECKOH HHGOPMAMOHHOH HHGPacTpyKTypsl Ha IIpaBe COOCTBEHHOCTH,

AP€HABI UJIX HHOM 3aKOHHOM OCHOBAHHH.




