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06 yrBepkaenuu TpeboBaumii
0 3a1yTe MHGOPMAaIVH, COAEPIKAILENCS B roCyJapCTBeHHbIX MHPOPMaIMOHHDIX
cucTeMax, MHbIX MHPOPMaLMOHHBIX CUCTEMaX roCyiapCTBEeHHbIX OPraHoB,
roCyapCTBEHHBIX YHUTAPHBIX NPENIIPUSITHI, TOCYAAPCTBEHHBIX YUPEKIECHMUI

B coorBerctBMM ¢ wacthio 5 cratbm 16  (DemepasbHOrO  3aKOHA
or 27 wmions 2006 r. Ne 149-®3 «06 wunHbpopmaumm, MHPOPMALMOHHBIX TEXHOIOIMSIX
m o sammre uHPOpMaumm», myHKToM 2 ¥ nogmyHKToM 9! nyHkra 8 TlonoskeHus
o QenepanbHOM CIykOe IO TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJIIO, YTBEPKAEHHOIO
Vkasom [IIpesupenta Poccuiickoit @emeparym or 16 asrycra 2004 r. Ne 1085,
ITPUKA3BIBAIO:

1. Yreepauth npuiaraemsle Tpe6oBaHua o sawmre MHGOPMALMK, COmEpsKalleiics
B TrOCYJapCTBEHHBIX MH(OPMAalMOHHBIX CUCTEMAaX, MHBIX MH(OPMALMOHHBIX CUCTEMAX
rOCyoapCTBEHHBIX OPraHoB, rOCyIapCTBEHHbIX YHUTapPHBIX MIPeNNpPUSITUH,
rOCYAapCTBEHHBIX YUPEKICHNUI.

2. Ilpy3HaTh yTpaTUBLIMMM CHUITY:

npukaz3 DPCTOK Poccum or 11 despana 2013 r. Ne 17 «O6 yrBepkmeHUM
Tpe6boBanmit o 3ammre MHPOpPMaIMy, HE COCTABJSIONIEH TOCYJAPCTBEHHYIO TallHY,
COIepsKallleliCsl B TOCYIapCTBEHHbIX MH()OPMAIMOHHBIX CUCTEMax» (3aperMcTpUpoOBaH
Munrocrom Poceun 31 mas 2013 r., perucrpaumonssiii Ne 28608);

npukas @CTIK Poccun ot 15 despana 2017 r. Ne 27 «O BHeCeHMM U3MEHEHUIT
B TpeboBanmsi o sammre MHPOpMaumy, He COCTABMSIONIEH TIOCYIAPCTBEHHYIO TallHY,
CofiepyKalleiics B TOCYJApCTBEHHbIX MH(DOPMALMOHHBIX CUCTEMAx, YTBeP>KIEHHBIE
npukasoM @DezfepaJbHOM CIyKOBI MO  TEXHMYECKOMY M  SKCIIOPTHOMY KOHTPOJIIO
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or 11 ¢espana 2013 r. Ne 17» (3aperucrpuposan Muntoctom Poceun 14 mapra 2017 r.,
perucrpaioHHbit Ne 45933);

npukas OCTOK Poccum or 28 mas 2019 r. Ne 106 «O BHecewmy M3MeHeHMI
B TpeGoBauusi 0 saumre MHOPMALMM, He COCTABIAIOIEN TOCYNAPCTBEHHYIO TaiiHYy,
COLEPKAIecss B TOCYNAPCTBEHHBIX MHGOPMALMOHHBIX CHUCTEMAX, VTBEDIKIECHHbIE
npukasoM @enepasbHOM CTYKObI MO TEXHMYECKOMY ¥ 3KCIIOPTHOMY — KOHTPOJIIO
or 11 ¢espana 2013 r. Ne 17» (saperucrpupoBan Munwocrom Poccun 13 CeHTSI0ps
2019 r., peructpauyonHsiit Ne 55924);

npukas PCTOK Poccum or 27 ampens 2020 r. Ne 61 «O BHeceHMu M3MeHEHMS
B npukas OCTIK Poccum or 28 mas 2019 r. Ne 106 «O BHecewmm M3MeHeHUI
B TpeGoBanus o saumre MHGbOpPMAaLMM, HE COCTAaBJSAIOWIEN TOCYTAapCTBEHHYIO TalfHY,
COZEPIKAIUENCST "B TOCYADPCTBEHHBIX MH(MOPMALMOHHBIX CHUCTEMAX, YTBEPKIEHHbIE
npukasoMm DenepasbHO CIYKObI MO  TEXHUYECKOMY M 9KCIIOPTHOMY  KOHTPOJIIO
or 11 ¢despans 2013 r. Ne 17» (3apermcrpupoBaH Munioctom Poccum 12 mas 2020 L.,
peructpaumoHHsii Ne 58322);

NyHKT 1 M3MeHeHmit, KoTopble BHOCSTCSL B Tpe6oBaHMs o 3aumTe uHbOpMaLmy,
He COCTaB/IIOLIeN TOCYNapCTBEHHYIO TaifHy, COZEp)Kalleiicsi B TOCYHApPCTBEHHBIX
MHQOPMAlMOHHbIX ~ CUCTEMAX, YTBEpKIEHHble Tpukasom DefepanbHOM  CIIyK6bI
IO TEXHMYECKOMY M I3KCIOPTHOMY KOHTpomo oT 11 ¢espans 20131 Ne 17,
un B Tpe6oBanus no obecreyeHMIo 6e30MacHOCTM 3HAYMMBIX OGBEKTOB KPUTHUECKOI
vH(pOpMaLVOHHON MHPPacTPYKTYphl Poccuiickoit Deneparmu, yTBepsKaeHHbIE TPUKAZOM
DezepanbHONM CTY>KOBI MO TEXHMYECKOMY M 3KCIIOPTHOMY KOHTPOMIO OT 25 mekabps
2017 r. Ne 239, yrBepskaennbix npukasom ®CTIK Poccun ot 28 aBrycra 2024 r. Ne 159
(3aperncrpyupoBan Munioctom Poccun 24 oktabpsa 2024 r., perucTpaumoHHblii Ne 79900).

3. YCTaHOBUTb,  4YTO  aTTeCTaThl  COOTBETCTBMS  HA  TOCYAAPCTBEHHbIE
VH(OPMALMOHHbIE CUCTEMBI M MHBbIE MHGMOPMAIMOHHBIE CHUCTEMBbI, BbIZAHHBIE OO IHS
BCTYIUIEHMS B CMJTY HACTOSILLEroO MPMKa3a, CUMTAIOTCS LeCTBUTETbHBIMIA.

4. HacTosaummit mpuka3s BcTynaet B cuy ¢ 1 mapra 2026 r.

AUPEKTOP ®EOEPAJIbHO CJIV KBBI
ITO TEXHUYECKOMY U DKCITOPTHOMY KOHTPOJIIO

W B.CEJIUH




YTBEPX/IEHEI
npukazoM @PCTIK Poccun
OT « L’{ » anpeist 2025 r. Ne (_{ t

TpeboBanus
0 3amuTe HHPOPMAIMH, COAEPKALLEHCS B rOCYAAPCTBEHHbIX HHGOPMaIMOHHBIX
CHCTEMAX, HHBIX MH(POPMALHMOHHBIX CHCTEMAX roCyJapcTBEeHHELIX OPraHoB,
rocyJapCTBEHHbIX YHHTAPHBIX NPEeANPHUATHH, FOCYJaPCTBEHHBIX YUpPeKIeHH

1. O01ue moJ10KeHHUA

1. TpeGoBanus o 3ammre HHPOPMAIMH, COACpXKAaleics B TOCYAApCTBEHHBIX
HH(GOPMALMOHHBIX CHCTEMaX, WHBIX HH(GOPMALMOHHBIX CHCTEMax TIOCYAapCTBEHHBIX
OPraHOB, FOCYJapPCTBEHHBIX YHHUTAPHBIX MPEIIPUATHH, TOCYyIapCTBEHHBIX YUPEXKICHHUH
(manee = —  TpeOoBaHus),  NpUMEHAIOTCS I  OOECIEYeHHsS  3alIHThI
(nexpunrorpadpuyeckuMu METOAaMH) uHbOpMAIIHH, IPeIOTBPALICHUSL
HECAHKIIMOHUPOBAHHOTO JOCTyNa K HHGOpPMalUH, CHEHHUaIbHBIX BO3JEHCTBUH Ha
uHpopManuio (Hocutrenn wuH(GOpMANMM) B LENAX €€ MOOBIBaHUSA, YHUYTOXKCHHS,
HUCKaXeHWs,  OJNIOKMpOBaHUSA  JOcTynma K  HHbopManuu,  coAepKaeics
B (GYHKUIHOHUPYIOMIMX Ha Tepputropuu Poccuiickoit ®enepanuu rocynapCTBEHHBIX
HH(POPMAIHOHHBIX CHCTEMaxX, WHBIX HH(GOPMALHOHHBIX CHCTEMaX TIOCYAAapCTBEHHBIX
OpraHOB, FOCYJapPCTBEHHBIX YHUTAPHBIX NPEIIPUATHIH, TOCy1apCTBEHHBIX YUPEKACHUN
(1aree COOTBETCTBEHHO — 3alUTa HHPOpMAIUK, UHOOPMAIIMOHHEIE CUCTEMBI).

2.B ciuydae mnepemadyd M3 TOCYAAPCTBEHHON HH(POPMALIMOHHOM CHCTEMBI
UHPOPMALIKUH, TOCTYII K KOTOPOil OrpaHHYEH B COOTBETCTBUH C 3aKOHOJATEIBCTBOM
Poccmiickoit ®enmepaumu (maee — HHPOpPMALMA OTrPaHHUYEHHOTO JOCTYIHa),
HH(QOpMalMOHHAas CHCTEMa, B KOTOPYIO IiepenacTcs HHQopMalus OTrpaHHYEHHOro
JOCTyIa, JO/DKHA COOTBETCTBOBaTh TpeOOBaHMSAM O 3amuTe HHPOpMaNUY,
YCTaHOBJICHHBIM B COOTBETCTBHU C 4YacThl0 5 crTatbu 16 dDenepanpbHOro 3aKoHa
ot 27 urona 2006 r. Ne 149-®3 «O6 undbopmainuu, UHGOPMAIIMOHHBIX TEXHOJIOTHAX
u o zammTe uHpopmamum»'. CocTaB meperaBaeMoil MH(GOPMALMM OTPAHUYEHHOTO
JOCTYIIA, LIEJIH €€ 3aIIUTHI H YPOBEHb 3alUIIEHHOCTH B COOTBETCTBUU ¢ TpeboBaHUAMH
JOJDKHBI YCTaHABIHMBAThCSA oOnamaTeneM HHGOpPMALMH, 3aKa34YMKOM, 3aKIIOUUBIINM
KOHTPAKT Ha CO3JaHHe WH(POPMALMOHHBIX CUCTEM, OIEPATOPOM HHGPOPMAIMOHHBIX
cucreM (nanee — omneparop (obmagaTens HHGOpMAIHH).

"Yacte 8' cratem 14 @enepanbHoro 3akona or 27 mons 2006 r. Ne 149-03 «O6 undopmanmu, HHGOPMALMOHHBIX
TEXHOJIOTHAX U 0 3aliuTe HHbOpMALHN».
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3.B MyHHUMIOAIbHEIX HH()OPMAIMOHHBIX CHCTEMax 3alluTa HHGpOpMaLuu
obecrieynBaeTCsi B COOTBETCTBHH C TpeOOBaHMAMH, €CIM HHOE HE YCTAaHOBICHO
3aKO0HOJATENBCTBOM Poccuiickoi ®enepanuu.

4. TIpu 00paboTKe W XpaHCHHH B MHGOPMALMOHHBIX CHCTEMax HH(pOpMAaIMy,
COZIEpIXKAIEH CBEICHHUS, COCTABISIONINE FOCYAAPCTBEHHYIO TalHY, €€ 3alMTa J0JDKHA
obecreynBaThCsl B COOTBETCTBUH C TpeOOBaHMSIMH IO TEXHHUYECKOW 3aIuTe
MHOOpPMAIHH, COflepKallel CBEIEHHS, COCTAB/ISAIONINE FOCYIaPCTBEHHYIO TaliHy?.

5. IIpu oOpaboTke B MHGOPMALUOHHBIX CHCTEMaX WH(QOpMAIMH, COAEpKalleH
[IEpCOHANBHBIC JaHHBIE, TOJDKHBI MPUMEHATHCS TpeOoBaHMs K 3aILMTE NEPCOHAIBHBIX
JAHHBIX IOpHU HX 00paboTke B HHGOPMAIMOHHBIX CHCTEMax NEPCOHAIBHBIX JaHHBIX,
yTBEp K IeHHbIe nocTanopeHueM [IpaButenscrBa Poccuiickoit denepanum ot 1 HOAOpPs
2012 r. Ne 1119, u TpebGoBanusi.

6. B ciaydae ecnu uH(pOpMANMOHHAs CHCTEMA SBIAETCS 3HAYUMBIM OOBEKTOM
KpuTH4YeCKoN HH(popManuoHHOW uHpacTpykTypsl Poccuiickoit ®denepaumu, 3amura
cojepxameiics B Hel HHpopMaruu JODKHA 00€CIeYHuBaThC B COOTBETCTBHUH
C HOPMATMBHBIMH IIPAaBOBEIMM aKTaMH, NPUHATHIMM Ha OCHOBAaHMHM CTaTbH 6
denepanbraoro 3akoHa ot 26 wroiis 2017 r. Ne 187-03 «O 6e30macHOCTH KPUTHYECKOH
uHpopMannoHHON HHGpacTpyKTypsl Poccuiickoit deaepanum», u TpebopanusMu.

7.B ciydae HCIOONB30BaHUs JUIS 3alIMThl MHGOpMAaLUM, CoOIEprKamencs
B HMHOOPMAIMOHHBIX CHCTEMaX, MHQPPOBAIBHBIX (KpUIITOrpaUYecKux) CpencTB
3aUMThl MHQOPMAIIMH JOJDKHBI TMPUMEHATHCA TpeOOBaHUA O 3allUTe HH(OpMAaIUH,
ycraHoBieHHbIle @CB Poccun B COOTBETCTBHM € 4acThio 5 crathu 16 depepaibHOro
3akoHa or 27 wutons 2006 r. Ne 149-®@3 «O6 wunbopMmanuu, HHPOpPMAIMOHHBIX
TEXHOJIOTHAX U O 3a1uTe HHhopManum», u TpedoBaHus.

8. dyukIHoHMpoBaHHe WHGDOPMANMOHHBIX CHCTEM Ha 0a3e HMH(OpPMAIMOHHO-
TEIEKOMMYHHKAIIMOHHOW HH(PPACTPYKTYphI® AOIMYCKAeTCS IPH YCIOBUM 3aLIHThI
UHPOPMALMOHHO-TEJICKOMMYHUKAIIUOHHOH ~ HHQPAcTpyKTypbl B COOTBETCTBHH
¢ TpeboBanusaMuU.

9. Omneparop (obmagarens wuHPOpPManUKM) JOIDKEH OOECIeYHBATh 3alUTY
UH(POPMALIUK COOTBETCTBHHM ¢ TpeboBaHMAMH Ha BCEX CTaausaX (3Tamax) oOpabOTKU H
XpaHeHUsA HH(OpMAaIUM, CO3JIaHHA U Pa3BUTUA (MOAEPHM3ALUH), IKCIUIyaTalUH H
BBIBOJIA M3 DKCILTyaTal[Mi HH(POPMAIMOHHBIX CHCTEM B paMKaX (YHKIIH, BBITOIHAEMBIX
uMH B coorBeTcTBUU ¢ DenepanbHeiM 3akoHOM oT 27 mions 2007 r. Ne 149-03 «O6
nHpopManuy, HHPOPMAIIMOHHBIX TEXHOJIOTHAX U O 3alUTE HHYOPMALIUNY.

10. Onmeparop (oOmamaTens uWHGOPMALMH) JODKEH o0ecleunBaTh 3aluTy
uHpopMalun, oopadaTeiBaeMyo B HHPOPMAIIMOHHBIX CUCTEMAX, B LICIIAX:

2 MMoanyskT 9! nynkTa 8 [Tonoxerns o PenepansHoii cyx6e 10 TEXHHYIECKOMY H SKCIIOPTHOMY KOHTDOIIIO, YTBEPIKAEHHOIO
Vkasom [pesunenta Poccuiickoit ®enepaunn ot 16 aBrycra 2004 r. Ne 1085 (aanee — ITonoxenue o @CTIK Poccun).
SMyuxr 3 [Monoxenus 06 yuere UT-aKTHBOB, HCIONB3YEMBIX [UIA OCYIUECTBICHHS MEATENBHOCTH NO HUDpOBOI
TpaHchOpMALMM CHCTEMBl TOCYJAPCTBEHHOTrO (MYHHLIHMIANBHOFO) YINPAaBJICHHA, YTBEPKACHHOTO IIOCTAHOBICHHEM
Iipasurenscra Poccuiickoit @eneparmu ot 1 uroms 2024 r. Ne 900.
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a) HEIONYIICHHUs (CHIDKEHHS  BO3MOXHOCTH) HACTYIUIGHHUS  HETaTHBHBIX
nociaeaCTBUM  (COOBITHI) OT HapylleHHsS KOHQUAECHUHAIFHOCTH, LEIOCTHOCTH,
JOCTYIMHOCTH HHGOPMAIMH (Iajiee — HapylleHne 6e30MacHOCTH HHGOPMAaLKN);

0) HenomymeHUsT  (CHMDKEHMS  BO3MOXKHOCTHM)  HACTYIUIEHHS  HEraTHUBHBIX
[OCIENCTBHI (COOBITHIT) OT HApyIIEH!US (PYHKIIMOHUPOBAHUS HHPOPMALIMOHHBIX CHCTEM
BCJICACTBHE peaIu3aliy (BO3SHUKHOBEHHUS) yrpo3 6€30macHOCTH HH(POpMAaLHH.

11. Omeparop (obmagarens WHGOPMAIMU) AODKEH ONPEACIINTh LEIH 3aIUTHI
HH()OPMAIIUHU B 3aBUCHMOCTH OT 0XKH/Ia€MBIX Pe3yJIbTaTOB OT IPOBEACHUSI MEPOIPUATHH
U OpUHATAS Mep mo 3amuTe uHpopMaimu. HeraTuBHble HOCIeACTBUSA (COOBITHSA)
OIpe/IENIAOTCS onepaTtopoM (obsamaTeneM WH(popMauu) Ha OCHOBE HMH(pOpMaluy,
cojiepKalelics B 6aHKe JaHHBIX yrpo3 6esomacnoctd uH(opmamnu ®CTIK Poccun®.
ITocpeacTBOM BBIIOJNHEHHS oliepaTopoM (oOnagareneM MHPOpMAIMM) 3a4ay 3alMThI
HH(pOPMAIMH JOJDKHBI OBbITh JOCTUTHYTHI LEIH 3alIUThl HHOOPMALIHH.

12. TpeboBaHuss He pacHpOCTPAHAIOTCA Ha HHPOPMALMOHHBIE CHCTEMBI
Anvunuctpanuu  Ilpesuaenta Poccuiickoit  ®epepanuu, ammapara Coseta
Besomacuoctn  Poccuiickoii  ®Penepauun, PenepamsHoro Cobpanms Poccuiickoin
®enepanun, Anmapara [IpaButensctBa Poccuiickoit @eneparun, KoHCTUTYHIHOHHOTO
Cyna Poccuiickoit @enepannu, BepxoBaoro Cyna Poccuiickoit denepanyu, a TaKxKe Ha
HH(QOPMAIIMOHHBIE  CHCTEMbl  TOCYJApCTBEHHBIX  OpPraHOB,  OCYILECTBJIAIOIIMX
Pa3BEIBIBATENIBHYIO M KOHTPPa3BEIBIBATEIbHYIO AEATEIbHOCTh, HH(MOPMAIMOHHBIC
CHCTEMBI, 00ECHeUNBaIOIINE YIPABICHUE BOOPY)KEHUEM, BOCHHOM M CIIEHUAILHOM
TEXHUKO.

I1. Opranuzanus JesiTeJbHOCTH MO 3a1uTe MHGOPMAIMH
U yIpaBJjieHHe JaHHOU AesiTeILHOCTHIO

13. Onepatop  (oOmagatens  WHQOpPMALMM)  JODKEH  OPraHHU30BLIBATH
NEATENBHOCT MO 3almuTe HHQOpMallMd M YIOpaBIATh €0 B  COOTBETCTBHH
¢ TpeGoBaHUAMHU.

14. Oprauusaiys 1esSTeT-HOCTH 110 3aluTe HHHOpMaIy JOKHA BKIOYATh:

a) pa3paboTKy U YTBEp)KIACHUE MOTUTUKU 3aIIUTH HHPOPMALUHU, COACpKALUEH B
TOM YHCJIE:

obyiacTb ~ OCHCTBHA  IIONUTHKH,  BKJIIOYAs  IIEPeYeHb  HMHQOpMALUH,
MHPOPMAIIHOHHBIX CHCTEM, KOMIIOHEHTOB HH()OPMAIHOHHO-TEICKOMMYHHKAIIMOHHON
MH(PACTPYKTYPBI, HOAJIEKAIIMX 3alIUTE B COOTBETCTBUM ¢ TpeboBaHMAMUY;

LICJTH U 33/JIa9M 3aIIUTH UH(pOpMaLuy;

TPUHIUIIB 3aIIUTH HHPOPMALIUK;

4 Mommynkr 21 mynxta 8 [onoxenus o0 ®CTIK Poccun.




4

HepeYHd OOBEKTOB 3alUTHI, BK/IIOYas [IPOrpaMMHBIE, IPOIPaMMHO-ANIIapaTHEIE
CpeACTBa, UHPOPMAIIMOHHBIE CHCTEMBI, CETH U IIOACETH, 00pa3yroire HHPOpMaOHHO-
TEICKOMMYHHUKAIIMOHHYIO HHQPACTPYKTYpY;

KAaTerOpHM JIMI[, YYaCTBYIOIMUX B 3amdTe HHPOpMamMu, WX O0O0A3aHHOCTH
(byHK1IIMH) ¥ HOJTHOMOYHS;

COCTaB OPTraHH3aLMOHHON CHCTEMBI YIIPaBICHHS IEATCIBHOCTBIO IO 3aIIHUTE
HH(POPMAIIIH U CXEMY B3aUMOJECHCTBUS €€ DIIEMEHTOB,;

OTBETCTBEHHOCTH PaOOTHHKOB 3a HapyUICHHE TPEOOBaHHUH O 3alUTe NHPOPMALHH
U YCTAaHOBJEHHBIX omepaTopoM (obmagarenem wuH(popManuu) npaBuil 00pabOTKH

uHpOpMaIINY;

0) ompe/esieHUE JIHII, OTBETCTBCHHBIX 3a 3aIUTy HHPOPMAIIUY;

B) IPUMEHEHUE HPOrpPaMMHBIX, IIPOrpaMMHO-ANIAPATHIX CPEACTB,
IpeJHAa3HAYSHHBIX JJIs 3aIMUTHl HHPOpMaLuy;

T) pa3paboTKy U yTBEpKACHHUE BHYTPCHHUX CTaHJapTOB

10 3alIuUTe HHPOPMAIUH, COAEPKAIIUX B TOM YHUCIIE:

TpeOOBaHUS K MEePBUYHON WACHTUGUKAITMH JTUL], 00JIaJa0IIUX IIpaBaMy JOCTyIa
K HHGOPMAIIMOHHBIM CHUCTEMaM U (MIIK) collepkalieics B HUX HHGOpMAalMU M HX
HCIIOJIb30BaHUIO (Jajlee — IMOJIb30BATEIN);

TpeOOBaHUs K MPUMEHIEMBIM MOJIEJISIM JOCTYHa I10JIb30BaTelIeH;

HepedYeHb pa3pelleHHOro U (WIM) 3alpelleHHOTO0 [UIS HCIIOJIb30BaHUSA
IIPOFPaMMHOT0 00€CIICUCHMS,;

TpeOOBaHUA K THUIIOBBIM KOHGUIYpalMsIM M HAaCTPOHKAM IPOrPaMMHBIX,
[IPOrpaMMHO-aIIIAPATHEIX CPEICTB;

TpeOoBaHMA K KOH(UryparusiM M HACTpPOHMKaM IIPOrpaMMHBIX, MPOTrPaMMHO-
anmapaTHBIX CPEACTB, MPeAHA3HAYCHHBIX IS 00ECIEUEH s TOCTYIa MOIb30BaTeel U3
HHQOPMALIMOHHBIX CHCTEM K HMH(OPMAIMOHHO-TEIEKOMMYHUKAIHOHHON  CETH
«uTepHeT» (nanee — ceth «HTEpHETY);

TpeOOBaHUSA K KOH(PUTypallUsM M HACTPOWKaM IPOrpaMMHBIX, IPOrpaMMHO-
anmapaTHBIX CpCJCTB, NPEAHA3HAUYEHHBIX U1 o0ecledeHus yHaJleHHOTO JOCTyIa
[OJB30BaTeNneld K HHQpOPMAaMOHHBIM CHCTEMAM U COAep)Kallelcss B HUX WH(pOpMaluH,
BKJIIOYasi TpeOOBaHUA K 00ECIIEUEHHIO O€30MaCHOM JUCTaHIIMOHHOW paboThL;

OTpaHHYEHUS W 3amnpeThl JEHCTBUH Ui IOJB30BaTeNIed MPH HCHOJIb30BaHUU
U o0ecreueHn: 3KCIUTyaTallid UMH HH(POPMALIMOHHBIX CHCTEM;

TpeGOBaHUA K 3amuTe GUIMICCKUX U BUPTYAIBHBIX YCTPOUCTB HH(GOPMALIMOHHBIX
CHUCTEM, HMEIOIIUX MOCTOSIHHBIN IOCTYIL K CEeTH «HTepHET»
(manee — KOHEYHBIC YCTPOUCTBA);

TpeOOBaHUA K 3allUTe MOOWIBHBIX YCTPOWCTB, IUIAHIICTHBIX, II€PEHOCHBIX
KOMIBIOTEPOB, MPUMEHIEMbIX MONb30BATENIMH A JOCTyHna K HH(OpMAIMOHHBIM
cucTeMaM (3a UCKIIOUYEHHEM MOOUIIBHBIX YCTPOMCTB, MpeIHA3HAYEHHBIX A8 AOCTyla
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K caiitam cetu «IHTepHET» U MHBIM MYOJIUYHBIM BeO-pecypcam) (manee — MOOUIIBHBIC
YCTPOMCTBA);

TpeOOBaHUS K HENIPEPHIBHOCTH (HYHKIIMOHUPOBAHUSA HHYOPMAIIIOHHBIX CUCTEM;

TpeOOBaHUS K pPE3epBHOMY KONHUPOBAaHHIO HMH(OpMaNUH, IIPOrPaAMMHOIO
obecrieyeHus U ero KOH(QUryparuii;

TpeboBaHUs K cOOpy, pETrUCTpallil M aHajdu3y COOBITHH, CBA3aHHBIX
C BO3MOXHBIM  HapyimieHHeM  Oe30macHOCTH  UWHGOpMalMH,  HapyIICHHEM
(GYHKIIMOHUPOBaHHUS HH()OPMAIMOHHBIX CHCTEM, pealu3alueil yrpo3 6e3omacHOCTU
uHbopMauH (J1anee — coOBITHS 6€30MacCHOCTH);

TpeOOBaHUS K 3anmre WHOOPMAIMH MPH HOJIKIIOYEHHH K HH(POPMAIMOHHBIM
CHCTEMaM HHBIX HH()OPMAITHOHHBIX CHCTEM, BKIIOYas TpeOOBaHM K KaHalaM Iepeiadyu
JTAHHBIX IIPY B3aUMOJCHCTBUY C TAKUMH HUH(POPMAIIMOHHBIMH CUCTEMAaMU;

1) pa3pabOTKy H yTBEP)KICHHC BHYTPEHHHX pErJaMEHTOB MO  3alluTe
HH(pOpMALNH, COACPKALUX B TOM YHCIIE:

MOPS/IOK CO3/IaHUS, Y4eTa, U3MCHCHHS U OJIOKUPOBAHUA, KOHTPOISA, YAAJICHUS
YYETHBIX 3alUCel;

MOPAZIOK CO3/IaHUs, y4eTa, U3MEHEHUS U OJIOKUPOBAHUSA, KOHTPOIL, YIAAJICHUS
TIPUBHJICTHPOBAHHBIX YUCTHBIX 3aIHCEH;

HOPSZOK  CO3JAHUSA, U3MEHEHHs, ONOKMPOBaHUS, KOHTPOJIS, YAaleHUA
ayTeHTU(PUKALIMOHHON HHPOPMALIMU U CPEICTB ayTeHTUPHKAINY;

MOPSAJIOK NpeIOCTaBICHUS T10JTb30BaTEIAM yIaJICHHOTO JIOCTyTIa
K HHGOPMALOHHBIM CUCTEMaM H COJeprKalleiics B HUX HHPOPMALUY;

HNOPSAAOK M YCJIOBHS TPENOCTaBJICHUS PAOOTHUKAM MOIPSIIHBIX OpTraHU3aIUM
J0CTyma K HHGOPMAIIMOHHBIM CHCTEMaM, CoJIepKaleics B HUX uH(opManuu, u (W)
nepefiayd UM HHGOpMAIMK, KOHTPOJIL 3a TaKUM JOCTYIOM, Mepenadyei B ciaydae
IPUBJICYEHUS IOAPSIIHBIX OpraHU3aluii;

MOPSAAOK TPEAOCTaBICHUS pabOTHUKAM MHBIX TOCYAAapCTBEHHBIX OpPTraHOB,
opraHu3alUil JocTynma K HHQ)OPMAIIOHHBIM CHCTEMaM, CoOJepXKalledcs B HHUX
uHbopManuu U (WIH) nepeaayr UM HHQOpPManUU M KOHTPOJS 32 TAKHUMHU JTOCTYIIOM,
nepezaayeii (B ciaydae HHGOPMAMOHHOTO B3aUMOAECHCTBHS C MHBIMU I'OCYAapCTBEHHBIMU
OpraHaMmu, OpraHu3alHsAIMH);

MOPAAOK NPEAOCTABIICHNS ITOJIb30BATENSAM I0CTYNA U3 HH(OPMaAMOHHBIX CUCTEM
B ceTb «IHTEpHET» U KOHTPOJIA €€ UCIIOIh30BAHUS;

MIOPSAAOK MOBBIIICHUS] YPOBHS 3HAHHH U HHGOPMUPOBAHHOCTH I0JIb30BATENEH 110
BOIPOCaM 3aIUThl HHGOPMAIIUH;

IOPSIIOK BBUABIICHUS, OICHKH M YCTPAHEHHS YSI3BHMOCTEH HHGOPMAIMOHHBIX
CHCTEM (Jajiee — yIpaBlIeHUE YA3BUMOCTSAMH);
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IIOPAAOK IIONYUYCHHs, OLICHKH, TCCTUPOBAHHMA ©W TMPUMCHCHHUS oOHOBIICHUH

OPOrpaMMHBIX, INPOrPaMMHO-alIIapaTHBIX  CpeACTB  (aee —  yIpaBJICHHUE
OOHOBJICHUSAMHU );

OPSIOK 00pabOTKH, XpaHEeHHs M oOpamieHus ¢ UHpOpMaue OrpaHHYEeHHOro
JOCTYTIA;

nopsAaoKk obecnieueHus pU3NIECKOU 3aUThl HHPOPMALMOHHBIX CUCTEM;

MOpAAOK pa3paboTku 0€30IMacHOTO NMPOrpaMMHOr0 OOECIIEYCHHS® B CIIy4ae €ro
CaMOCTOATEBLHOM pa3paboTku oreparopoM (o0iagareneM HHPOPMALUH);

MOPSAZOK BBIBOJIA B KOHTYP IMPOMBIIUICHHOW 3KCIUTyaTallud CEPBHCOB, JOCTYI K
KOTOPBIM OCYIIECTBIISIETCS C UCIHONb30BaHHEM ceTu «/HTepHeT», B cilydae HallU4Hs
TaKUX CEPBUCOB,;

HOPS/IOK MOHUTOPUHTa HH(POPMAUMOHHON O0e30macHOCTH® HHGOPMALOHHBIX
CHCTEM;

MOPAZOK BOCCTAHOBJICHUS IITAaTHOTO (YHKIIMOHMPOBAHUSA HH(POPMAIMOHHBIX
CHCTEM M TECTHPOBAHUS MPOLIECCOB BOCCTAHOBIICHHUS;

MOPANOK KOHTPOJIA YPOBHS 3aINUIIEHHOCTH HHGPOpPMALUH, ColepXKalleics
B UHPOPMAIMOHHBIX CHUCTEMAX;

¢) BIJIeJICHHE OPTaHU3AIIMOHHBIX, TCXHHYECKUX U UHBIX PECYPCOB, HEOOXOIMMBIX
VTS 321U TEl HHPOPMALIHH.

15. IIpu pazpaboTke MOIUTHKU 3aIIKUTHI HHQOPMAIMH T0JDKHBI YYUTHIBATHCS BCE
HH(GOPMAIMOHHBIE CHUCTeMBl omepatopa (oOnajmarens UHpOpManuu), a TaKKe
UH()OPMAITHOHHO-TEJICKOMMYHHKAIHOHHAS HHOPACTPYKTYpa, €CIH HHPOPMALUMOHHEIE
CHUCTEMBI (PYHKIMOHUPYIOT Ha 0aze uHGOPMAaLMOHHO-TEICKOMMYHHUKALIMOHHON
uHOpacTpykTypsl. [lonuThka 3amuTel UHGOPMAIMU YTBEPXKIAETCSI PYKOBOIUTEIEM
omepatopa (obnmamatens uwHQOpPMAaIMM) WIM YIOJIHOMOYEHHBIM PpPYKOBOIUTEIEM
omeparopa (ob6namatens wHPOpPMANKHK) JHMIOM (lanee — OTBETCTBEHHOE JIMIIO) M
o0s3aresibHA A7 MCIIONHEHHUS BCEMM MoApasAeNeHHsIMHU (pabOTHUKaMH) OIepaTopa
(ob6namarens uH(pOpMaIUU) B YaCTH, UX KacarolIencs.

16. Opranu3aiyy, KOTOPBIM MPEJOCTABIICTCS AOCTYI K HH(POPMAIMOHHBIM
cuctemaM orepartopa (ob6iamarens wuHbpopMmanuu) u (WiIM) CONEpXKAILEHCS B HUX
UHPOpPMaLUU [ OKa3aHHA YCIyr, MpoBeleHHs paboT mo oOpaboTKe, XpaHEHHIO
HHPOPMALIHH, CO3/IaHUIO (Pa3BUTHIO), OOCCIIEYCHUIO HKCIUTyaTallui HH(GOPMAIHIOHHBIX
CHCTEM, a TaKKe VIS BBHIIONHEHUSA paboT, OKa3aHUsA YCIYT IO 3alluTe MHPOpMAIHH

5 IlynkT 3.2 HanuoHanbHOTo craHapra Poccuiickont ®enepauuun TOCT P 56939-2024 «3amuTa unpopMauun. Paspabotka
Oe3omacHOro nporpaMMHoro obecredexus. O6mue TpeGOBAHU», YTBEPXKISHHOTO H BBEACHHOIO B HEHCTBHE NMPHKA30M
Poccranaapra ot 24 okta6ps 2024 r. Ne 1504-ct (M., ®T'BY «PCT», 2024) (nanmee — I'OCT P 56939-2024).

SMyuxT 3.7 HanuoHANBHOTO cTanAapta Poccmiickoit ®emepamnu ['OCT P 59547-2021 «3ammrta HHGOPMALMH.
Mowuutopusr uxHGopMaHoHHOH 6e3omacHocTH. OO6IIHe MONOXKEHHI», YTBEPKIECHHOTO H BBEICHHOIO B JACHCTBHE
npukasom Pocctanmapra ot 27 utons 2021 r. Ne 656-ct (M., ®I'BY «PCT», 2021) (nanee — I'OCT P 59547-2021).
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(manee — moApsAHBIE OPTAHU3AINH ), JOJDKHBI OBITH O3HAKOMIIEHBI C IOJTMTHKOMN 3aILUTHI
UHQOPMAaLIU B YACTH, UX KaCAIOIIEHCs.

OO6s13aHHOCTh MOAPSJHOW OpraHU3alUH II0 BBHIIOJHEHHIO ITOJUTHKH 3alUThI
uHpOpMaIlMK JODKHAa OBITH OIpeJeleHa B JOKyMeHTax omneparopa (ofmamaress
uHQOpPMallMK), HA OCHOBAaHMH KOTOPBIX B TOM YHCIE Iepenaercs HHGPOpMAaLus,
IpeNOoCTaBIsgeTCs AOCTYH K HHGOpMAalMOHHBIM CHCTeMaM orleparopa (obmagarens
uH(bOpPMAIINK) WIH COAEpKALIEHCS B HUX UH)OPMALIUH.

17. 3amuty MHPOpPMAaLMU AOJDKEH OPraHU30BHIBATH PYKOBOAMTENb OIEpaToOpa
(o6namaresns HHGOPMALIUHN) UM TI0 €TI0 PEHICHUIO OTBETCTBEHHOE JIUIIO.

18. O6s3anHocT  (QyHKUMH) H MOTHOMOYHS OTBETCTBEHHOTO JIHMIA IO
OpraHu3allMi JCATENbHOCTH IO 3aluTe HHQOpMAIMM, YIPABICHUIO 3allUTOM
HHpOpMaLlUM, a TaKXKe MO OpPraHU3allMM KOHTPOJIS 3a JaHHOU JESITENbHOCTBIO Y
oneparopa (obOnmagarens uH(GOpPMALHMM) HODKHBI OBITH BKIIOYEHBI B JIOIDKHOCTHEIE
00s3aHHOCTH (Tpy/MOBBIE (YHKIMH) OTBEeTCTBeHHOro Jjuma. CocraB o00s3aHHOCTEH
(pynKIuil) U MOMTHOMOYUI OTBETCTBEHHOIO IMIA JMOJDKEH OBITH JOCTATOYEH IS
OpraHu3alliM JeSATeIBbHOCTH 10 3amuTe HHGOpMAalMu U  YIOpaBiIeHUS OTOH
JEATENBHOCTHIO B COOTBETCTBUU C TpeOOoBaHUAMHU, a TaKKe OpraHU3allMd KOHTPOJIA 3a
JAHHOU JIeATENBHOCTHIO Y orepaTopa (obnanarens HHGOpMAIin).

19. PykoBomutens oneparopa (obnanatens uHGOpMAIMK), OTBETCTBCHHOE JIULIO
JOJDKHBI CO31aTh (ONPEAETINTh) CTPYKTYPHOE ITOAPA3ACIICHHE I Ha3HAYAET OTACIIEHBIX
CIELUAIUCTOB, HAa KOTOPBIX BO3/MararoTcsi oO0s3aHHOCTH ((QYHKIMH) IO 3alIUTe
uHboOpManuu (Jamee — CTPYKTYPHOE Iojpas/elieHne (CHSIHATINCTRI) [0 3al[UuTe
uHpOpMaIH ). /

@OyHKIIUY ¥ TOTHOMOYHS 0 3alUTe HHPOPMALIUK CTPYKTYPHOTO MOApa3ieieH s
0 3aIuTe HHPOPMALUH OTIPENEISIOTCS B IOJOXKEHUH O CTPYKTYPHOM I0JIpa3IeICHUN
WIH WHOM JOKYMEHTE, B COOTBETCTBHHM C KOTOPHIM ()YHKIIMOHHPYET CTPYKTYpPHOE
nogpaszaencuue’. O6a3agHocTH (GYHKIMH) M ITOJHOMOYHS CIIELHAIUCTOB [0 3aILUTE
UH(POPMAIIUK O IPOBEICHUIO MEPOIIPUSITHI U MPHUHITHIO MEP IO 3aIUTe HHPOPMAITHA
JTOJDKHBI OBITHh YCTAHOBJICHBI B UX JTOJDKHOCTHBIX OOSI3aHHOCTSX (TPYIOBBIX QYHKIUAX).
CoctaB o0s3aHHOCTEM (PyHKUMI) M [OJHOMOYMH 1O 3amMTe HHPOPMAIUA
CTPYKTYPHOTO MOJpa3/ieNeHus (CIENHaCTOB) M0 3aIuTe HHPOPMAIMH A0JDKEH OBITH
JIOCTaTOYEH JJISI IPOBEICHUSA MEPOTIPUSTHI U MPUHATHA MEP 110 3aIlUTe HHPOPMAIUH B
COOTBETCTBUH C TpeOOBaHUIMH.

B cnygae nHamuums y omeparopa (obmagatens HMHQOpPMAaLUH) CTPYKTYpHOTO
HOIpa3/ieNICHUs, Ha KOTOPOE BO3JIOKEHBI (PYHKIHMH 110 00CCICUCHHIO HHPOPMAIIOHHON

7 TumoBOE MOJIOKEHHE O CTPYKTYPHOM IIOIpa3sielIeHUH OpraHa (OpraHM3aluu), 06ecIeunBaiomeM HHGOPMALHMOHHYIO
Oe30macHOCT, oOpraHa (OpraHM3aluH), YTBep)KAECHHOe mocraHoBineHueM IlpaBurenscTBa Poccuiickoit (Denepanun
ot 15 uroms 2022 r. Ne 1272.
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Oe30macHOCTH®, 3amura MH(GOPMALMM MOXET OBITh BO3JIOXKEHA HA YKA3aHHOE
HOJpa3eICHHE.

20. PaGOTHUKH CTPYKTYpPHOTO MOApa3JeNeHUs (CHEUUATMCTBI) II0 3allHuTe
HHGOPMAIIUU JODKHBL 001aaTh KOMIETCHIUAMH, HEOOXOAUMBIMU I BHIIOJIHEHUS
BO3JIOKEHHBIX Ha HHX o0s3aHHocTed (byHkuui) mno 3ammre uHOpManuu
B cootBeTcTBHU ¢ TpeboBanusmu. He mernee 30 mporieHTOB pabOTHUKOB CTPYKTYPHOTO
HOJpa3/IeieHHss Mo 3amure HHGOpMaluH JODKHBI HMETh IpodecCHOHAIBHOE
obpa3oBaHue I[10 CHENHATBHOCTH WM HAaIpaBICHUIO MOJATOTOBKH B 00JIacTH
HHPOpMaMOHHOM  O€30macHOCTH WIM [pOWTH  oOydyeHHe 10  IporpaMme
npodecCHOHATBHOMN MEPETIOATOTOBKH B 0061acTH HHPOPMALIMOHHOM 6€3011acHOCTH.

21. CtpyktypHOEe mojpasziencHue (CICHUATNCTBI) IO 3alluTe WHGpOpMalUU
JOJDKHO (JOJDKHBI) ofecreyrBaTh 3alIUTy HHQOpPMAllMMd BO B3aMMOJCHCTBHH C
noJpa3faeyieHusIMU (paboTHHKAaMH), HCIONB3YIOMIUMA HHPOPMAITHOHHBIE CUCTEMBI, U
HOpa3eICHIUAMU (paboTHHKaMR), obecrneynBaromuMu 9KCILTyaTaIuio
HH(OPMAIHOHHBIX CHCTEM.

22. lloppasnenenus (pabOTHUKY), UCIIONB3YIOUIME WHPOPMAIIMOHHEIE CUCTEMEI,
JOJDKHBl yYacCTBOBATH B TPOBCIACHHM MEPONPHUATHH W NPUHATHUM Mep IO 3alluTe
uHpopManuu B 00beMe, YCTAaHOBICHHOM OIlepaTopoM (obmanareneM HH(OpMAIHK) BO
BHYTPEHHUX CTaHJAapTaX U periaMeHTax Io 3aIuTe HHpopMaIum.

Ilonpasnenenus, obecrieunBaloOnIie KCILTyaTallMi0 HHPOPMAIMOHHBIX CHCTEM,
JOJDKHBI IPOBOJIUTH MEPOTIPUATHS U IPHHUMATH MEPHI 10 3aIuTe HHYOpMAIIH B X0/
COIIPOBOXK/ICHHUS, o6cmyKUBaHUS HH(POPMAIIMOHHBIX CHCTEM, MOCTaBKH
KOMILIEKTYIOLINX U MHBIX BHAOB paboT Mo IKCIUTyaTallud UHGQOPMAIMOHHBIX CHCTEM B
o0beMe, YCTaHOBJIEHHOM oreparopoM (oOnagateneM uH(GOpMalnMM) BO BHYTPEHHHUX
CTaHAApTaX U PErIaMeHTax Mo 3aHiuTe HH(HOPMAITHH.

23. CTpyKTypHEIM NoApasaeicHueM (CIenHaInucTaMy) Mo 3aIuTe HHQOpManHuu
JODKHBl ~ IPUMEHATBbCA  IPOTrpaMMHBIE,  INIPOrpaMMHO-alIapaTHbIE  CPEICTBa,
HO3BOJLIIONIME OOECIEeYUTh BBIMOTHEHUE BO3JIOXKEHHBIX Ha HHX 00sA3aHHOCTEH
(byHxwmit) mo 3amure HHGOPMAIIMU, B TOM YHUCIIE IIO0 BBIABICHUIO YIPO3 O€30MACHOCTH
uH(GopManuy, 0OHAPYKEHUIO U MPEAOTBPAIIECHUIO BTOPKEHUH, IIPOBEACHUIO KOHTPOJIS
YPOBHsI 3alIHILIEHHOCTH HH(pOpMAlUHU, COAeprKaIleics B HHPOPMALIMOHHBIX CHCTEMaX,
MOHHUTOPHHTY HH(OPMAIIMOHHOH 6€30MIaCHOCTH HHQOPMAIMOHHBIX CUCTEM, BBISIBIICHUIO
YS3BUMOCTEH, KOHTPOIIIO HACTpOeK M KOH(QUTrypanuil MHPOPMAIMOHHBIX CHCTEM, a
TaKkKe CPEICTBA U CHCTEMBI, NIpeIHa3HAUYEHHbIE I aBTOMATU3AI[HN U aHATTUTHIECKON
HOJIEP’KKH JAEATENbHOCTH IO 3alIuTe HHPOPMAIIHH.

CocTtaB mporpaMMHBIX, HIpPOTPaMMHO-aIIIapaTHBIX CPEICTB, HEOOXOJUMBIX
CTPYKTYPHOMY TOZApa3JelieHui0 (CHeuuanucraM) [0 3amure WHGOpMAUMHd s

& Iloanyuxkt «6» mynkra 1 Ykasa [Ipesunenta Poccuiickoit ®enepaunn ot 1 Mas 2022 1. Ne 250 «O I0NOIHUTENBHEIX MEpaX
o obecnedeHuo HHGOPMaMOHHOH Ge3onmacHocTU Poccuiickoit dexepauumy».
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BBIITOJIHEHHUsS. BO3JIOKEHHBIX Ha HHUX 00s3aHHOCTEH ((QYyHKIMIi), OIpenensercs BO
BHYTPEHHHUX CTAHJapTaX U PerjaMeHTax Io 3aluTe HHQOpMaIHy.

24. JIng TpoBEACHHSA MCPONPHATHH H NPUHATHA MEp IO 3alluTe WHPOpMalHU
omeparopoM (obnamaTeneM WHPOpPMalMHM) MOTYT IPHUBICKaTbCs OpraHU3alMH,
HMEIOIIMEe JTHLICH3UIO Ha AEATENBHOCTh 110 TEXHHYECKOH 3aluTe KOHGUICHIUAIBHON
uHpopMauuyn® (ganee — CHeNHaIU3UpoBaHHbBIe opraHuM3anuu). CocTaB NPOBOAMMBIX
CTICHATU3UPOBAHHBIMH OPraHU3AIUSAME MEpOIPHATHN U MPHHUMAEMBIX UMH MEp IO
3ammrTe WHQOpPMALKU, HCHONB3yeMBIX IIPU 3TOM IPOTPaMMHBIX, IPOIPaAMMHO-
anmapaTHBIX CPEACTB, MPEOHA3HAYCHHBIX IS 3alIMThl MHGOpMalMM, ONpEHensIeTCs
omeparopoM (oOmanateneM uHpopMaiu). PaOOTHUKH CTPYKTYpHOTO MOApa3AeICHHUs
(crlenMayUCTRI) MO 3amuTe HHQOpMauM omepatopa (oOsajatens HHPOPMAIHH)
JOJDKHBI TIPUBJIEKAThCA K OpPUEMKE pe3yJIbTaTOB pabOT M YCIYT, BBHIIOIHAEMBIX
(OKa3pIBa€MBIX) CHIEIUATH3UPOBAHHBIMY OPTaHU3aLUAMH.

25. Oneparopom (oOmamateneM wuH(DOpPMANUU) JODKHBI OBITh pa3padOTaHBI
U YTBEPXKJICHBI:

BHYTPEHHHE CTAHAAPTHI 110 3aIIUTE HHPOPMALHH, yCTAHABIMBAIOIIKE TPeOOBaHUA
K peanu3anuu Mep 1o 3aluTe uHopMaIuu MIPUMEHHUTEIHEHO
K  OCOOCHHOCTSAM  JeATeNbHOCTH  omeparopa  (oOmagarens — MHGOpMAaLUM)
¥ GYHKIMOHUPOBAHUS HHPOPMALMOHHBIX CUCTEM;

BHYTPEHHHE pErIaMeHTHl IO 3alIuTe HHGOpPMAIMM, COAEPIKAIlhe IOPsI0K
OPOBECHUS MEPONPHATHH WM OIMCAaHME pEeATU3yeMBbIX IIPOLECCOB IO 3alIUTE
HHGOPMAIIUU TPUMEHUTEIBFHO K OCOOCHHOCTSIM JIEATEILHOCTH onepaTtopa (o6iagarens
uHpopManun) U GyHKIIHOHUPOBAHNS HH(POPMAIIMOHHBIX CUCTEM.

BHyTpeHHHE CTaHIAPTHI U PETIAMEHTEHI IO 3aIlKuTe HHPOPMALIMK YTBEPXKIAIOTCA
pyKoBoauTeneM oneparopa (obagarens HHGOPMAIIUK) UIH OTBETCTBEHHBIM JIHIIOM.

OO6nacTe JeHcTBUS BHYTPEHHHUX CTaHAAPTOB M DPEMNIAaMEHTOB II0 3aIlUTE
HHGbOpMaIUH OIpeaeisieTcs onepaTopoM (obaaaareneM HHPOpMAIIHHN).

26. BHyTpeHHME CTaHIapThl U PErNIAMEHTHI M0 3aluTe HHPOPMALUU JTOBOIATCS
JI0 TIOJIB30BATENEH, a TAKKe MOJPS/THBIX OPraHU3alluil B YaCTH, MX KacCaloIIEHC.

BHyTpeHHHE CTaHAAPTHI M PErJaMCHTHI MO 3aluTe WHPOPMALMU IOIIIEHKAT
HCTIOTHEHHIO [TOJIB30BATEIISIMH B YaCTH, UX KaCarOIIEHCS.

OO0s13aHHOCTD [TO/IPSITHOW OpPTraHU3AIIMH O BBIIIOJHEHUIO BHYTPEHHUX CTAHJAPTOB
U PErIaMeHTOB IO 3aluTe HH(POPMAIMU NODKHA OBITH OIpeJesieHa B JOKyMEHTax
omeparopa (obmamatens), Ha OCHOBAaHHM KOTOPHIX TmepemaeTca HHGopMaIus,
IPEAOCTABIAETCS TOCTYNl K HMH(OpPMAUOHHBIM CHCTEMaM omneparopa (oOmagarens
UHGOpMAINH) WK CoAep KaIeNCs B HUX HHGOPMaIUU.

® Mynxt 5 vactu 1 craten 12 @epepanbHoro 3akona oT 4 mas 2011 r. Ne 99-03 «O NHIEH3HPOBAHUM OTACTBHBIX BUAOB
IEATeTHOCTHY.
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27. CTpyKTypHOEe moApa3aeicHue (CHCHMANHCTR) IO 3aliuTe HHpOopMaIuu
JOJDKHO (IOJDKHBI) pa3pabarblBaTh U TNPEACTABIATH PYKOBOJAUTENIO OIEpaTopa
(obmagatens uHpOpManUu), OTBETCTBEHHOMY JIMIy OOOCHOBAaHHBIE MPEATOKEHUS IO
OpraHU3aIMOHHBIM, MaTEPHAIFHO-TEXHUYECKUM M UHBIM 00€CIeYHBAIOUINM PeCypcaM,
HEOOXOAMMBIM [UIS TPOBEHCHUS MEPONPHATHA ¢ TNPUHATHS Mep [0 3alluTe
uHbOpMaIuy, ¢ yKa3aHHeM CBEACHHUN O LEIX 3aliuThl HH(GOpMAllU, Ha JOCTHKCHUE
KOTOPBIX TPEOYIOTCA PECYpChl, M MEPEYHs HETATHBHBIX IOCIEACTBUN (COOBITHIA),
HACTYIUICHUE KOTOPBIX IPOTHO3UPYETCS B CIIy4ae OTCYTCTBUS PECYPCOB.

PykoBogutens oneparopa (obsagarens uHGOpMaLUK), OTBETCTBEHHOE JIMIIO HA
OCHOBE TMPEICTABICHHBIX NPEAJIOKEHUA W B Mpeleiax HUMEIOIUXCS CPENCTB
IIpelyCMaTPUBAET BBIJICIICHHE OPTraHU3aI[MOHHBIX, MaTEPUATHFHO-TEXHUYECKUX M HHBIX
00€CTICYHBAIOIIUX PECYPCOB AT IPOBEACHUS MEPOIIPUATHH U MPUHATUS MEp IO 3aLIUTE
uHOOpMalK, I[PHUBICYCHHS MpPH  HEOOXOOAUMOCTH  HONOJHHUTENBHBIX  CHII
U CPECTB IS 3aIUTHl HHPOPMALUHK B COOTBETCTBUU ¢ TpeOoBaHUsIMH Ha BCEX dTarax
YXU3HCHHOTO ITUKJIa UHPOPMAIMOHHBIX CHCTEM.

28. YopasneHue  OEATEIBHOCTBIO IO  3amuTe  HHPOPMALHUHU  JOJDKHO
OCYIECTBIATHC B  paMkax (YHKIHOHUPYIOUICH OpPraHU3al[HOHHOW CHCTEMBI
YIIPaBJICHUS, BO3IJIABISIEMON PYKOBOAHUTENEM omeparopa (oOmagarens HHGOpMALUN)
WIH M0 €T0 PELIEHHI0 OTBETCTBEHHBIM JIMLIOM. YTIPABJICHUE ACSITENHHOCTRIO 10 3aIlUTE
UHPOPMAIIUH JOJDKHO BKITIOYATh:

a) pa3paboTKy U IUTAHHPOBAHUE MEPOIIPHUATHHA U Mep IO 3aIUTe HHPOpMaIHH;

0) IpoBeCHHE MEPOIIPUATHA U NPUHATHE MEP I10 3aIMUTE HHPOPMAIHH;

B) MPOBEACHUE OLICHKH COCTOSHHUSA 3aIUTHI HH(OpMaLUy;

T') COBEPIIICHCTBOBAHUE MEPOTNPUSATHIA U Mep TI0 3aIUTe HHPOPMAIIHH.

29.Ilpu pa3paboTke H IUIAHUPOBAHHU MEPOIPHATHH U MEp IO 3allUTe
uH(pOpMAaLH 10JKHBI OBITh:

a) ompeneneHbl COOBITHSA B HHGOPMAIIMOHHBIX CHCTEMaX, HaCTYIUIEHHE KOTOPBIX
MOXET IMPUBECTH K HapyIICHUIO LeJed 3aliuThl HH(pOpPMAalWu, YCTAaHOBICHHBIX
B TIOJIUTHKE 3aIUTH HHHOPMAIIH;

0) onpenenessl  MHPOPMALIMOHHBIE CHCTEMBI, MPOrPaMMHEIE, IPOrPaMMHO-
annapatHble CPEeICTBa, HECAHKIIMOHUPOBAHHBIH JOCTYI K KOTOPHIM H (MJIH) BO3JeHCTBUE
Ha KOTOphlE MOTYT MPHUBECTH K HApYIICHHIO LeJed 3amuThl HHPOpMAIHH,
YCTAHOBJICHHBIX B IOJIMTUKE 3alIUTHI HHPOPMALIUY;

B) BEISIBJICHEI M OLICHEHBI YTPO3BI 0€30MacHOCTH HHGOPMALUH, PpeaTH3aIHs
(BO3HHUKHOBEHHE) KOTOPBHIX MOXXKET TIIPUBECTH K HAPYIICHUIO IENeil 3aluThl
UH(QOPMAIMH, YCTAaHOBJICHHBIX B MOJMTUKE 3allUTHl MHGOpMAIMH (Aanee — Yrpo3bl
6e3omacHOCTH MH(POPMAIINH);

T) OIPEACIICHBl COCTaB U CPOKU NMPOBEACHUA MEPOIPHATHH U MPUHATHI MEp IO
3anmTe HHGOPMAIUH U OIIEHEHBI HEOOXOIUMBIC IS TOTO PECYPCHI.
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30. [TpoBogUMEBIC MEPOTIPHATHS ¥ IPUHUMAEMbIE MEPHI T10 3aIUTe HH()OpMaIHH
JIO/DKHBI OBITH HAmpaBleHBl Ha OJOKHUpOBaHHE (HEHTpalM3alUIO0) aKTyaldbHbBIX IS
UH()OPMAIIHOHHON CUCTEMBI yTpo3 6€30IacHOCTH HHPOPMALUH (Jajee — aKTyalbHbIC
yrpo3bl) B COOTBETCTBHH C IEJISIMH 3alIUTHl HHGOPMAIHHU, OIPE/ICICHHBIMA B ITOJIUTHUKE
3aIUTHl UH)OPMAIIUH.

B 3aBHCHMOCTH OT LieNei 3auuTel HHGOPMAIUH MEPOIPUATHS U MEPHI IO 3aIlIUTe
HH(pOpMaIUK JODKHBI OBITH HaIllpaBlIeHbI Ha!

a) HCKJIIOUCHHE YTEeYKH HHGOpMAIMH OrpaHHYEHHOTO JOCTylla ¥  HHOM
KOH(pHIEHIIHAIbHOM HH(OpMaLUY;

0) mpeIoTBpalleHHe HECAHKIIMOHHUPOBAHHOTO JOCTYNa K HH(GOPMAIOHHBIM
CHCTEMaM HW  cojJepxameics B HUX UHpoOpManuu, oOHapyxeHHe (aKToB
HECAHKIIHOHHUPOBAHHOTO JIOCTYIIA U PEarpOBaHKUE Ha HUX;

B) IPEOTBPAILCHAC HECAHKIHMOHUPOBAaHHOH Mogudukammd HHGOpPMALUH,
obHapyxeHue (akTOB HECAaHKI[MOHHUPOBaHHONH MOAM(UKAIIUN U pearupoBaHNe Ha HUX;

I) IpeAOTBpalleHHE HECAHKI[MOHUPOBaHHOM HOJIMEHBI uH(pOpMAaIUH,
oOHapy»eHue (PaKTOB HECAaHKI[MOHUPOBAHHOM OJAMEHBI H pEarupoBaHue Ha HUX;

1) IpeAOTBPALICHUE HECAHKIIMOHMPOBAHHOTO  yJaleHWsd HUHGOpPMaluu U
IpOrpaMMHOTro obecnedeHus, oOHapyx eHue (HaKTOB HECAaHKIIHOHUPOBAHHOTO YIaIeHUS
U pearupoBaHHE HA HUX;

€) UCKIIIOUEHHE WM CYIIECTBEHHOE 3aTpyAHEHHE OTKa3a B OOCIy)XHBaHUH
aBTOPHU30BAHHBIM ITOJIH30BATENSIM HHPOPMAIHOHHBIX CHCTEM;

) HEIOMYIIEHUE HCITOJIb30BaHUA HHOOPMAIIMOHHBIX CUCTEM H COJACPXKAIIEHCS B
HUX HHQOpMAaIHK HE [0 HA3HAYEHHUIO;

3) HCKITIOYEHUE WITH CYIIECTBEHHOE 3aTPYJHCHUE HAPYIIEHUS ()YHKIIMOHHPOBAHUA
(paboToCImOCOOHOCTH) HHPOPMAIIUOHHBIX CUCTEM;

¥) HEIOMYIIEHNE PACIPOCTPAHEHHS C HCIOJIb30BaHUEM HH(OPMAIIMOHHBIX
CHCTEM MPOTUBONPAaBHON HHpOpMAIHK;

K) obecrie4eHrne BO3MOXKHOCTH BOCCTAHOBJICHUS B YCTAHOBJICHHBIE OIEPAaTOPOM
(obnamateneM wuHQOpPMAIMM) CPOKH JOCTYNA ABTOPH30BAaHHBIX IIOJB30BATCNICH K
MH(QOPMALMOHHBIM CHCTEMAaM H COAEpIKaIllelcss B HUX UH(OpMaIUU, 3a0I0KHPOBaHHON
BCJICACTBUE peanu3aluy (BOSHUKHOBEHUS) yrpo3 6€30IacHOCTH HHpOpMAaIIHK;

1) obecredyeHue BO3MOXKHOCTH BOCCTAHOBIICHHMS B YCTAHOBJCHHBIC ONEPATOPOM
(obmamatenem uHpopManmu) cpoku uHGOpManMH, MOIUPUIMPOBAHHONW WM
YHHYTOXXEHHOM BCIIEACTBUE peanu3aluyd (BO3HUKHOBEHHSA) yrpo3 Oe30MacHOCTH
HUH(QOpMaIHH.

31. OueHka cocTOAHMS 3alMThl UHPOPMAIMK AOJDKHA MPOBOAMTHCA HA OCHOBE
olpeneneHus oneparopoM (obiagarenem uapopmanun):
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a) IOKa3aTellsl, XapaKTePHU3YIOIIETO TEKyIIee COCTOSIHUE 3aIUTH MHGOPMALUH OT
0a3oBoro ypoBHsA yrpo3 Oe3omacHocTH HH(popMmanuu (Jajee — IIOKa3aTelb
samuueHHocTd Ksy);

0) nokaszarens, KOTOpBIM ONpeNeNnseT JOCTaTOYHOCTh M A(PPEKTUBHOCTH
IPOBEACHHUS MEPOIPHUITHHA MO 3amuTe HHPopMammu (Janee — IMOKa3aTelb YPOBHSA
3penocTH I1sy,).

Hns ompeneneHust 3HayeHUM M pacueTa IMOKazaTens 3ammieHHocTH K, u
MOKA3aTeNsd YpPOBHA 3peloCTH Il JOMKHBI NPUMEHATHCS METOJUYECCKHE JOKYMEHTEHL,
yrBepxaeHHble @CTOK Poccun B cooTBEeTCTBHMH € ab3aleM BTOPHIM IIYHKTa 5 U
noanyHKToM 4 myHkta 8 Ilomoxenuss o ®CTIK Poccun (manee — MeTOaUYECKHE
nokymeHnTsl @CTIK Poccun).

32.PacyeT M OLICHKA IIOKAa3aTels 3alUIICHHOCTH K,y AOJDKHBI IPOBOIUTHCA
omeparopoM (obimagarenemM HH(POpPMALMK) HE PEXE OAHOrO pa3a B LIECTh MECSIIEB.
Pacuer u omeHka nokasaresns ypoBHs 3peocTH 1, TOMKHBI IPOBOIUTHCS ONEPATOPOM
(o6mamaTenem uH(GOpPMAIIMK) HE PEXKE OJHOTO pa3a B J[Ba roja.

O noiIy4eHHBIX [0 pe3ysIbTaTaM OLIEHKH 3HAYEHHSIX I[MOKa3aTess 3aIlUIEHHOCTH
K,u 1 moka3zatens ypoBHs 3penoctu [, B cilydae ©X HECOOTBETCTBUS HOPMUPOBAHHBIM
3HAUYCHHUAM, yKa3aHHBIM B Meroaudeckux gokymeHtax @®CTIK Poccum, B Tedyenue 3
KaJICHJIAPHBIX JHEW CO JTHS 3aBEPIICHUSA TaKOH OLEHKU MHPOPMHUPYETCS PYKOBOIUTEND
oneparopa (obsagarens wHGOPMANHUKM) i1 MPUHATHS PEHICHUS O MPOBEICHUU
MEPONPHUATUN MO COBEPIICHCTBOBAHUIO 3aIUTHl MH(GOPMAlMU U MPUHATHH MEp IO
MOBBIIICHUIO  YPOBHA  3alIMINEHHOCTH  WHQpOpMaluM,  COJAEpXKamelca B
MHGOPMAIOHHBIX CHCTEMAX.

Pe3ynbTaThl OLIGHKM TMOKasarensl 3amuimeHHocTH K, W mokaszarens YpoOBHs
3penoctd I, B cpok He mo3aHee 5 pabouux JHEH MOcCie JHS UX pacueTa JIOJDKHBI
HampaByAThCs oneparopoM (obsagarenem mHPopmauuu) B GCTIK Poccum B memsix
MOHUTOpPUHTA TEKYIIETO COCTOSHHSA TEXHHYECKOH 3aIluThl MHPOpMAOMH H OLICHKH
3¢ PEKTUBHOCTHU ACATEABHOCTH IO TEXHHYECKOHU 3amure nHdopmammu'C.

33.1lo pemenuto pykoBoaurTens omepatopa (obmamatens uHQOPMALUN),
OTBETCTBEHHOIO JIMIIA CTPYKTYPHBIM MOApasJeicHueM (CIEeLHUaTUCTaMH) MO0 3alUTe
uHpOpMAIM €  ydacTHeM THojapasaeieHui  (pabOTHHKOB),  HCIONB3YIOIIHUX
MHQOpPMAIIMOHHBIE CHCTEMBI, HoApa3AeieHuil (paOOTHUKOB), OOECIEUYUBAIOIIUX
9KCIUTyaTallMi0 MHPOPMALMOHHBIX CHUCTEM, pa3pabaThiBacTCs IUIAH MEPONPHIATHH IO
COBEpIICHCTBOBAHUIO 3allUTHl WHGOpMAaIMH, coAepxamieiics B WHGOPMAIHOHHBIX
CHCTEMaX, B KOTOPOM B TOM YHCJIE YKa3bIBAIOTCS HAUMEHOBAHUSI MEPONPUATHI, CPOKU
UX BBIIIOJHEHUA, ToApa3aesieHus (paOOTHHKH), OTBETCTBEHHBIC 33 PEATH3AIMIO KaXKIOT0
MEPOTPUATHSI.

19 Tonmyuktet 6! u 6° nyuxTa 8 Honoxenns 0 ®CTIK Poccun.
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[Inan yTBep)KHAeTCS PYKOBOAMTENEM omeparopa (obOmamartens wHOOpMALUH),
OTBETCTBEHHBIM JIMIIOM M JOBOAHTCSA IO IMMoApasfeleHud (pabGOTHHKOB) oIepaTtopa
(obnamatens uHQopMamuu) B 4acTH, HX Kacawouleica. PesynpraroMm peanuzanuu
MEpONIPUATHH IIIaHA JODKHO OBITh TOCTHXKEHUE 3HAUCHUN IOKA3aTelNs 3alUIEHHOCTH
K, 1 mokazatens ypoBHs 3penoctu [1,, He Hibke HOpMUPOBAaHHBIX 3HAUEHU, YKa3aHHBIX
B Metoguueckux nokymentax @CTIK Poccun.

I11. ITpoBeneHne MepoONPUATHIA H IPHHATHE
Mep 10 3a1uTe HHpopManuu

34. JIns mocTKeHUs: nened 3aumthl MH(popManuu omneparopoMm (obnamarenemM
HH(POPMALIUH) JODKHBI IPOBOTUTHCS CIICAYIOIINE MEPOIPHUSTHSL:

a) BLIBJICHHE U OLIEHKA yrpo3 O6e30macHoCT HHpOpMaLuy;

0) KOHTPOJIb KOH(PUTypaLHii HHPOPMAIUOHHBIX CUCTEM;

B) YIpaBJICHUE YA3BUMOCTIMU;

I) yrpapjeHHEe 0OHOBICHUSIMY;

1) obecrieueHne 3aluThl HH(OpMaIUu pu 00paboTKe, XpaHEHHH U OOpAIlIEHIH C
uHpOpMaIueit OrpaHIYEHHOTO JOCTYIIA;

e) obecrieucHue 3aIMTHI HH)OpPMAIUU IPU MPUMEHEHUN KOHEUHBIX YCTPOMCTB;

K) obecrnieueHue 3amuThl THPOPMAIUH IPH IPUMEHEHHH MOOMIILHBIX YCTPOICTB;

3) obecneueHre 3aUThHl HHPOPMAIIUH NIPH YAAJIEHHOM JOCTYTIE MONIb30BaTeNe! K
UH(POPMAIUOHHBIM CHCTEMAM;

u) obecieuenue  3ammTbl  MHQOpMalMK TpH  OECIPOBOAHOM  JOCTYIIE
NoJb30BaTeNnel K HHPOPMAMOHHBIM CHCTEMAM,;

K) ofbecrieyeHue 3alUThl HHPOPMAlMU MMPH MPEOCTABICHUU I10JIb30BATENIM
JocTyla K MHQOPMaIMOHHBIM CUCTEMaM, IPEeAYCMAaTPUBAIOIIETO YTEHUE, BBIIIOJIHEHHUE,
U3MEHECHUE, 3allUCh, yJaleHHE NporpaMm U (WiIM) JAaHHBIX B HHQOPMAIMOHHBIX
cucreMax (Jianee — MPUBWIETUPOBAHHEIN JTOCTYTI);

1) o0ecreYCHHEe MOHUTOPHHTa HH(OPMAIIMOHHON 0€30I1aCHOCTH;

M) obecrieueHue pa3paboTku 6€30MaCHOTO MPOrPaMMHOTO O0ECIIEYSHHUS;

H) obecreueHne PU3NIECKOi 3aUThl HHPOPMAIIMOHHBIX CUCTEM;

0) obecrieueHue HeMpPePhIBHOCTH (PYHKIIMOHUPOBAHUSA HH(POPMAITHOHHBIX CUCTEM
IIPY BO3HUKHOBEHHMHU HEIUTATHBIX CUTYallUl;

1) OBBIIIICHHE YPOBHSA 3HAaHHH W WHGDOPMHPOBAHHOCTH IIONB30BATEIeH II0
BOIIPOCAM 3aIIUTH HHOpMAIUH;

p) obecrieueHne 3amuUThl UHOOPMAIMH TPH B3AMMOJCHCTBUH C IOIPSIIHBIMU
OpraHU3alHsIMU;

c) obecrieueHne 3alllUThl OT KOMIIBIOTEPHBIX aTakK, HAlpaBJICHHBIX Ha OTKa3 B
00CITy>KUBaHUH;




14

T) oOecreyeHre 3alUThl HHGQOPMAIMK IIPU HKCIONb30BaHHH HCKYCCTBEHHOTO
HMHTEIIEeKTa'

y) peanu3zanua B HHPOPMAIMOHHBEIX CHCTEMaX MEp IO HX 3aIlUTe M 3alluTe
cojiepkanierics B HUX HHGOpMaIuy;

&) IpoBeeHHe KOHTPOJIL YPOBHS 3aIIUIICHHOCTH MH(OpMaLMH, COAEPKAILEHCA
B HH(POPMAIIMOHHBIX CHCTEMAX;

X) o0ecCIeYeHne HEMPEPhIBHOTO B3aUMOJCHCTBUA C TOCYJapCTBEHHOH CHCTEMOM
OOHapyXeHHsI, IPEAYIPEKACHHS U JTHKBUIAIMH OCIEACTBUI KOMIBIOTEPHBIX aTak Ha
nHbopManuoHHbIE pecypchl Poccuiickor denepannu.

35. Jlocratrounocte ¥ 3(GQGEKTUBHOCTh  MPOBOAUMBIX  MEPONPUATHH
(peaTM30BaHHBIX TPOIIECCOB) OLICHUBAIOTCA OMEPATOPOM IIO PE3YNIbTAaTaM OIPEACICHHS
nokasatens ypoBHs 3penoctu Il B coorseTcTBUM ¢ myHKTamu 32 u 33 Tpebosanuii.

36. MeponpusaTys MO BBUIBICHHIO M OLIEHKE yTrpo3 0e30macHOCTH MHGOpManuu
JIOJDKHBI TIPEAyCMAaTPUBATh ONpEIeIeHHe B XOA€ CO3JaHuA MHGOPMALMOHHBIX CHCTEM
aKTyaJIbHBIX YIPO3 U pa3paboTKy B CIy4asX, yCTAHOBJICHHBIX TPEOOBAaHMUAMH K MOPSIKY
CO3[IaHHsl, PA3BUTHSI, BBOJA B 3KCIUTYaTaLIMIO, SKCIUTyaTal[uH ¥ BEIBOJA U3 IKCILUTyaTalluu
rOCYIapCTBEHHBIX HHPOPMAIIMOHHBIX CUCTEM U TANTBHEHINIEr0 XpaHEHHU s COAEPIKaIIEHCs
B WX 0azax JaHHBIX HH(OpMAaIMH, YTBEPXKIEHHBIMU MOCTaHOBIEHUEM [IpaBuTEnBCTBA
Poccwuiickoit @eneparu ot 6 uronsa 2015 r. Ne 676, mozmenelt yrpo3 6e30IaCHOCTH
HHPOPMAIIHH, & TAK)KE CBOCBPEMEHHOE BBISBICHUE aKTyaJbHBIX YTPO3 U HX OLIEHKY B
XO0j1e IKCILTyaTauyd HH)OPMAIHOHHBIX CHCTEM.

Mogens yrpo3 Oe3omacHOCTH HH(GOpPMALlUH B CiIydae €€ pa3pabOTKU IOJDKHA
HCIIOJIb30BAThCS B KAYECTBE MCXOAHBIX AAHHBIX AN pa3pabOTKU M BHEAPEHHUS MeEp IO
3anmre WHPOPMAIWH, a TaKkke Ui BbIOOpa CPEICTB 3aIUTHl MHQOpMAalMHU U HX
(YHKIIMOHAJIBHBIX BO3MOXKHOCTEH B XOJ€ CO3MaHUs (pa3BUTHs) IMOACHUCTEM 3aLIMTHL
uHopManuu HHGOPMANMOHHBIX cHcTeM. Pemenne o HeoOXOOAMMOCTH pa3pabOTKH
MoJend yrpo3 0Oe3omacHOCTH HH(oOpMamuH B XOAE CO3JaHHMs HEroCyAapCTBEHHBIX
HH)OPMANMOHHBIX CHUCTEM TPHHUMAETCS PYKOBOJUTENEM omeparopa (obnagarens
UH(OPMAIHH ), OTBETCTBEHHBIM JIUIIOM.

B xoxe skcmyaranuy HHGOPMAIMOHHBIX CHCTEM JO0JDKEH OBITh 00ecriedeH IMOUCK
JAHHBIX W NMPHU3HAKOB, WACHTH(QUIHPYIONINX HAJIMYHE aKTyalbHBIX yIpo3, MPOBEACHA
[PUOPUTH3ALUS BBISIBJIEHHBIX yTpo3 6e3onacHOCTH UHPOPMALIH,
OCYIIECTBJICHO OIIOBEIIEHUE mNojapasfeseHuii (paboTHUKOB) omepaTopa (obnazareint
UHQOpPMaIlMK) O BBUIBJICHHBIX aKTyaJdbHBIX yrpo3ax. llpu Hamu4uum nNpU3HAKOB
peanu3ayy (BO3HUKHOBEHUSI) aKTyaldbHBIX YIPO3 AO/KHBI OBITH IPUHATHI MEPHI IO HX
OJIOKMPOBAHUIO (HEUTpATH3aIlUN).

' TlonnyHKT «a» myHKTa 5 HaumoHansHOM CTpaTerdd pasBHTHA MCKYCCTBEHHOrO HHTEIUIEKTa Ha mepuon go 2030 roza,
yrBepxaeHHOH YkazoMm IIpesumenta Poccuiickoii ®epeparuu ot 10 oxtabps 2019 r. Ne 490 (mamree — HarnmonanpHas
CTpaTerus Pa3sBUTUA UCKYCCTBEHHOrO HHTEIUIEKTA).
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37. MepomnpusaTHs 1O KOHTPOJIIO KOHQHUTrypalnuii HHGOPMAMOHHBIX CHCTEM
JOJKHBL MCKJIIOYAaTh HECAaHKIHOHMPOBAHHOE H3MEHEHHE COCTaBa IIPOTPaMMHBIX,
[IPOrpaMMHO-AIMIAPAaTHEIX CPEACTB HHGOPMALMOHHBIX CHCTEM, HX HACTpPOEK U
KOH(HUTrypaIlyii, YCTAaHOBJIEHHBIX BO BHYTPEHHHX CTaHJApTax IO 3aIIUTe MHGOpMALHKH,
a TaKke obecreyuBaTh OOHapyKeHHE (PaKTOB HECAHKIHMOHMPOBAHHBIX M3MEHEHHUH U
BBIABJICHHE IPUYMH U3MECHECHMIA.

KouTpois KoHGHUTypanui HHGOPMAIIMOHHBIX CUCTEM JODKEH OCYIIECTBIATHCS Ha
OCHOBE aHaNIM3a pe3yabTaToB yuera UT-axTuBoB'? u (Win) CBeAeHHH, CONEPKAIIMXCS B
ABTOMATH3MPOBAHHBIX  CHCTEMax XpaHEHHs H  yIpaBieHHs  JaHHBIMH 00
UHQOPMAIIMOHHBIX CHCTEMax M HX KOHQHUrypauusax (IpH HAIMYUM CHCTEM
unBeHTapuzaiuu N T-aktiBoB). CTPyKTYpHOMY MOIpa3AeieHUIo (CIENUaIucTaM) 1o
3amuTe HHPOPMAIMU JOJDKCH OBITh 00€CTICUCH TOCTYII K YKa3aHHBIM CBEICHHAM.

38. MeponpusTus 10 yIpaBiICHUIO YI3BUMOCTAMH JOJDKHBI BKIIOYATh BBISIBIICHHE
yS3BUMOCTEH HMH(QOPMAIMOHHBIX CHCTEM, OIEHKY WX KPHUTHYHOCTH, OIpEICIICHHE
METOIOB U IPUOPUTETOB YCTPAHEHUS YSI3BUMOCTEH, a TAK)KE KOHTPOJIb 33 YCTPaHEHUEM
YS3BUMOCTEM.

YcTpaHeHue ya13BUMOCTEH, KOTOPBIE MOTYT OBITh UCIIOIB30BAHBI HAPYILUTEISIMH,
WIH HUCKIIOYEHHE BO3MOXKHOCTH MX HCIOJIB30BaHHMA 3a CYET IPUMEHEHHA
KOMIICHCHPYIOIIMX  Mep JOJDKHO  IPOBOJTUTHCS  omeparopoMm  (obiagarenem
nHGOpMALIUH):

B OTHOIIEHUM YS3BHMOCTEH KPUTHUYECKOTO YPOBHSI OMAacHOCTH'> — B CpOK He
bonee 24 4acos;

B OTHOIICHHUH YSI3BUMOCTEH BBICOKOTO YPOBHS OINACHOCTH — B CPOK He Ooiee 7
KaJICHAAPHBIX JHEH.

B oTHOWmEHNH yS3BHUMOCTEH CpeAHEr0 M HU3KOTO YPOBHEH OMACHOCTH CPOKH H
MOPSAOOK HX YCTPAHEHHS OIPEHCAIOTCS BO BHYTPEHHEM pErjlaMEHTE [0 3aIluTe
HHGOPMALMU HCXOAS U3 0COOCHHOCTEH (QYHKIMOHUPOBAaH!S HHGOPMALIHOHHBIX CUCTEM.

[Ipy BBISIBIIEHUH ySA3BUMOCTEH MHGOPMALMOHHBIX CHCTEM, CBEIEHUS O KOTOPBIX
OTCYTCTBYIOT B OaHKe JaHHBIX yrpo3 OezomacHoctd uHpopMmamum PCTOK Poccumn,
oreparop (obnamarens napopManrn) B Cpok He Oosiee 5 pabouux AHEH C AaThl TAKOrO
BBISABJICHUS OJDKEH HampaBuTh HHGopMaruio 06 ysa3suMmocTd B PCTOK Poccun i
OLICHKM HEOOXOJIUMOCTH BKJIFOUCHUS BBISBICHHOH YS3BUMOCTH B OaHK JAHHBIX yTpo3
6esonacuoctu urpopmanun ®CTIK Poccun'?.

12 [Tyuxr 3 Tlonoxeuns o6 yuere W T-aKTHBOB, HCTONB3YeMBIX I OCYIIECTBIEHHS AEATEIBHOCTH MO HM(pPOBOH
TpaHcHOPMALUK CHCTEMBI TOCYJApPCTBEHHOrO (MYHHUHNAJILHOTO) YNPaBleHHs, YTBEPXKICHHOTO IOCTAHOBJICHUEM
IIpaBurenscTBa Poccuiickoit @eneparmu ot 1 momnsa 2024 r. Ne 900.

B Iynkr 5.2.18 nauxonansnoro craduapra Poccuiickoit ®enepannu FOCT P 56545 — 2015 «3amura uubopManm.
Vs3BumocTH HHPOPMAIIMOHHBIX cucTeM. IIpaBuila OMMCAaHUA yA3BHMOCTEH», YTBEP)KICHHOTO M BBEJEHHOIO B JeiicTBuE
mpukazoM Poccranpapta ot 19 aBrycra 2015 r. Ne 1180-ct (M., ®I'BY «PCT», 2021).

14 [Topnysxr 21 mynkra 8 Ionoxenns o ®CTIK Poccuu.
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39. MeponpusTiss IO YIPaBJICHUIO OOHOBJICHUSAMH JOJDKHBI  BKIIIOYaTh
IpPOBEIEHHE IPOBEPKH IOUIMHHOCTH M LEIOCTHOCTH OOHOBICHMI IPOrPaMMHBIX,
MPOrpaMMHO-aNapaTHBIX CPEACTB, TECTHPOBAHHM OOHOBIICHMH OO MX IIPUMEHEHHS B
KOHTYypax IIPOMBIIUICHHOM JKCIUTyaTalid HH(MOPMALIMOHHBIX CHCTEM, BBbIAAYE
paspenieHus moapasiesieHusIM (paboTHHKaM) ornieparopa (o0sagaTens HHPOpMALUK) Ha
OpUMEHEHHEe OOHOBJIEHHH TMPOTPaMMHBIX, IPOTPaMMHO-AMIIapaTHBIX CPEOCTB B
KOHTYPax MPOMBIIUICHHOM 9KCIUTyaTallui HHPOPMAITHOHHBIX CHCTEM C HCIIONBb30BaHUEM
0e30IacHpIX HACTPOEK U KOHQUTypaIuii, yCTaHOBICHHBIX BO BHYTPEHHHX CTaHAApPTaX
no 3amure uHPOpManuH. BeCKOHTpONbHAs YCTaHOBKAa OOHOBJIEHHH IPOTPaAMMHBIX,
IPOrpaMMHO-aINapaTHBIX CPEACTB HE TOMyCKacTCA.

Cpoku mnpuMeHeHHs OOHOBICHMH IPOrpaMMHBIX, IIPOrpaMMHO-AIIapaTHBIX
CpEeICTB, NPENHA3HAYEHHBIX UI1 YCTPAHEHWs yA3BHMOCTEH, YCTAaHABIMBAIOTCA BO
BHYTPEHHEM periaMeHre II0 3ammre WHQOpManuyd B 3aBUCHMOCTH OT CPOKOB
YCTPaHCHUS YI3BUMOCTEN COOTBETCTBYIOIIMX YPOBHEH OIIACHOCTH U PHCKOB, CBA3aHHBIX
¢ IPUMCHEHUEM OOHOBIICHHI IPOrpaMMHBIX, IPOTPAMMHO-AIIIIAPATHBIX CPEICTB.

40. MeporpuaTusl 10 3amure HHPOpPMaUuu IpH o0paboTKe, XpaHEHHMH U
obpameHuu ¢ uHQopManuen OrpaHUYECHHOr0 JOCTYTA JOJDKHBI HCKITIOYATh:

HEIPAaBOMEPHOE pacmlpocTpaHeHue HHGOpMaIMM OTPaHUYECHHOIO JOCTyNla BHE
3aBUCUMOCTH OT (OPMBI €€ MpPEICTaBIECHUSA, B TOM YHCIE C HCIOIB30BAHUEM
HH(POPMAIIHOHHO-TEICKOMMYHUKAIIHOHHEBIX ceTeil U ceTn «HTepHeT»;

JOCTYH K HH(OPMALUH OIPAaHUYEHHOTO I0CTYIIA JIULL, JUI1 KOTOPBIX HHOpMaLUsA
HE [IpeaHa3HavYeHa (M) U1 KOTOPIX TAaKOW AOCTYII 3alpElicH.

ITpoBoa¥iMBbIE MEPOIPHUSATHS O/DKHBI BKJIIOYATH OIpenelieHHne HHpopMauuu
OTPaHMYCHHOTO JOCTyHNa M TNpeAHa3HAYeHHBIX [UIi €€ XpaHEHHs IPOrpaMMHO-
anmapaTHBIX CPEJICTB, a TaK)Ke KOHTPOJIb M DPErucTpalfio BceX (PakToB HOCTyHa
[0JB30BaTEIel K MPOrpaMMHO-alIapaTHBIM CpPEACTBaM, B KOTOPBIX XpaHHUTCA
UHQOpMaLUs OrpaHHYEHHOTO AOCTYIIA.

Kontpons 006paboTku, xpaHeHHS HHPOPMALMU OIrPaHUYCHHOTO MOCTYIa B
OpOrpaMMHO-aIIapaTHRIX CPEACTBAX K €€ MepeAadyd JOJDKEH OCYIIECTBIATHCS B
COOTBETCTBUH C BHYTPEHHHM perilaMeHToM Mo 3ammure uHpopmamuu. O dakrax
HEMPaBOMEPHOT'0 PaclpoCTpaHeHHs HWHGOPMAILMH OTPAaHUYECHHOTO J0CTyna H (WIH)
IOCTYHa K CpeAcTBaM e¢ oOpabOTKHM M XpaHEHHUs JOIKEH OBITh HE3aMEAIUTEIBHO
npouHGOpPMHUPOBaH  PYKOBOIUTENs  omepatopa  (oOmagarens — uH(pOpManuu),
OTBETCTBEHHOE JIHLIO.

41. Meporpusitist 10 OOECIEYCHHUIO 3alIUTHl MH(POPMAUUU IPU NPUMEHEHUU
KOHEUYHBIX YCTPOHCTB WMH(POPMALMOHHBIX CHUCTEM [OJDKHBI HUCKIIOYATh BO3MOYKHOCThH
HECAHKIIHOHHPOBAHHOTO [JOCTyNa K HH(POpPMAalMOHHBIM CHCTEMaM M KOHEYHBIM
YCTpOMCTBaM WM BO3IEHCTBHA Ha HUX Yepe3 HHTEPQPEHCHI U MOPTHI, HEMOCPEIACTBEHHO
B3aUMO/IeHCTBYIOMUE C CeThI0 «HTepHET» U (WIK) HocTymHbIE U3 ceTH «HTepHET».
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3ammra KOHEYHBIX YCTPONCTB MH(POPMAIMOHHBIX CHUCTEM JOJDKHA BKIIIOYATh
peanu3aliiio B HUX B COOTBETCTBUM ¢ TpeOOBaHMAMH Mep I10 3amuTe HHPOPMAIHH OT
HECAaHKIIHOHUPOBAHHOTO JOCTyHa M IIPOBEICHWM Ha HHUX MOHUTOpDHHIAa M aHaJIU3a
IPOLIECCOB M COOBITUH C IENBIO BBIABICHHA AakTyalbHBIX YIpO3, a TaKkKe
OPEAYNPEXKASHAN O  [pou3omeqmux  coOeiTusx — O6e3omacHoctd.  KoHTposb
HCIIONB30BaHUA KOHEYHBIX YCTPOMCTB JIOJDKEH OCYIIECTBISATHCS B COOTBETCTBHHU C
BHYTPEHHUMH CTaHAPTAMHU M PETIAMEHTaMH MO 3aluTe NHpopMaruu.

42. TTocpeacTBOM  MPOBENCHUS MEPOIPUATHA 10  OOECHEYCHMIO  3aILUTHI
dH(POPMALIUK TNPH MPHUMEHECHHUH MOOWIBHBIX YCTPOMCTB AODKHA OBITH HMCKIIIOYECHA
BO3MOXKHOCTh HECAHKIIMOHUPOBAHHOTO AOCTyHa (BO3JAEHCTBUS) K HH(OpMalMOHHBIM
CHCTEMaM U coAepikalieiics B HUX MHGOpPMALUH, a TaKKe K B3aMMOACHCTBYIOIIUM C
HUMH MOOWJIBHBIM YCTPOMCTBaM H COAEpXKalieics B HUX MH(OpMaLUU Yepe3 KaHalbl
nepenays  MOOMIBHBIX JAHHBIX, MOOWJIBHBIE CEpPBHUCH, HHTepdechl U IOPTHI
MOOHIBHBIX YCTPOUCTB.

[Ipy nNpUMECHEHUH TIONH30BATEIIIMU MOOWIBHBIX YCTPOHCTB AJId OOCTyHa K
HHQOPMALIMOHHBIM CHCTEMaM H COJEepXKalledicss B HHUX HHPOpMamMM B HEILIX
BBIMOJIHEHHA CBOMX oOs3aHHOCTEH (pyHKUMH) oreparop (ob6ramaTens HHGOpMAIVH)
JO/DKEH IPHHAMATh MEPHI 10 3aluTe HHHOPMAIIMOHHBIX CHCTEM U COJEpXKAILEHCs B HUX
UHQOPMAIIUH, B TOM YUCTE:

ofecrneynBaTh 3alIUTy KaHAJIOB [I€peJadn JaHHBIX;

OCYIIECTBJIATH  JOCTYN  I[IONB30BaTeNe C  NPUMEHEHHEM  CTPOIoH
ayrenTH(HKaIIH .

ITomp30BaTeleM MOJDKCH OBITH HMCKIIFOYEH HECAHKIIMOHUPOBAaHHBIM JOCTYI K
MOOHIEHOMY YCTPOHCTBY.

43. TIpumMeHeHHE MOJIH30BATESIMH JIMIHBIX MOOMIIBHBIX YCTPOMCTB AT JOCTYIIA K
HHOOPMALMOHHBIM CHCTEMaM U COJepXKamecs B HHUX HHGOPManud C ILEJbI0
BBINIOJTHCHHUA CBOMX 0OO0s3aHHOCTEN (GYyHKIUI) AOMYyCKAaeTCs B CIy4yae COOTBETCTBHSA
MOOWIIBHBIX yCTpOHUCTB TpeOoBaHHMAM U Hamuuusg Yy omneparopa (obmaaarens
HHQOPMAIINN) BO3MOXKHOCTH KOHTPOJIS UCIIOTIb30BaHMS MOOMIIBHBIX YCTPOMCTB.

44. KoHTpOJIb UCMOJIB30BAHUA MOOMIIBHBIX YCTPOHCTB JO/DKEH OCYILIECTBIISITHCS B
COOTBETCTBUH C BHYTPCHHUMH CTaHIAPTaMHU U PETIaMEHTaMU 1O 3aIluTe HH)OpMAaIHH.

45. IIpu NMpUMCHEHHUH TMOJb30BaTEIIMA MOOWIBHBIX YCTPOWCTB IS AOCTyIAa K
UHPOPMALIMOHHBIM CHCTEMaM U COAEpXKalIeics B HUX MHPOPMAIMH, HE CBA3aHHOTO C
BBITNIOJTHCHHEM TTOJIH30BATEIIEM CBUX 00s13aHHOCTEH ((PyHKIMI), B TOM YKCHE 11 JOCTyIIA
K o0mmenoctynHoi uHbOpMaIum, ornepaTtopoM (obnanareneM UHGOPMAIMU) JTOJKHBI
NPUHUMATBCS MEPHI IO 3allUTe MH(POPMALIMOHHBIX CUCTEM M CcOAepiKalleicd B HHX

5 Mlyaxr 3.54 HanmoHaneHOro cTaHmapra Poccmitckoii ®enepauum I'OCT P 58833-2020 «3ammuta HHGOpMALHH.
Upentudukammsa u ayreHTudukanma. OOmue TpeGOBaHHA», YTBEPXKICHHOTO M BBEJACHHOIO B AEHCTBHE HpHKa3oM
Poccranmapra ot 10 ampens 2020 r. Ne 159-ct (M., ®I'BY «MHCTUTYT cTaHAapTH3anuu», 2020).
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MHG)OPMAITUM M, NPH HEOOXOIUMOCTH, OOECIEeUMBATHCA 3aLUMTa KaHAJIOB IEpEaavu
JAHHBIX, HCIIOJIb3YEMBIX ISl OCYIIECTBICHHS JOCTYIIA.

46. ITocpeACTBOM  MPOBCACHHS MEPONPHATUH 1O O0ECIEYEHHIO  3alIMTEHI
uHbOPMalMK TPH YAAJIEHHOM JOCTYIIE IIONb30BaTeNeH MO/KHA OBbITh HCKIHOYEHA
BO3MOXXHOCTh HECAHKI[MOHMPOBAHHOTO AOCTyma (BO3EHCTBUSA) K HMH(DOPMALMOHHBIM
CHCTEMaM M COZACpIKaIIeHcs B HUX HMH(popMaIuy, a Takke K B3aHMOJEHCTBYIOIIHUM C
HMMH IIPOrPaMMHO-aIapaTHBIM CPEACTBaM IOJIb30BaTeNeH 4epe3 KaHalbl Iepenaqu
JAHHBIX, HHTEP(PEHCH M TOPTHl YAAJEHHO MOJKII0YAEMBIX IPOTrPAMMHO-AMIIAPATHRIX
CPEACTB.

Ilpu ynaneHHOM AOCTyIEe MONb30BaTenced K HMHQOPMAIMOHHBIM CHCTEMaM H
colepKaleiics B HUX HH(POPMAlMU B HENSAX BHINOJHEHHS CBOHX OO0s3aHHOCTEH
(bynkimii) oneparopoM (obOragareneM MH(GOpMALUK) JO/DKHBI IPUHMMATBCA MEPHI 10
3amuTe HMHPOPMAIMOHHBIX CHCTEM U COAEpKalleWcss B HUX HHQPOpMALUH,
obecrnieunBaThCS 3allUTa KaHAAOB IEpelayd [aHHBIX M IPOrPaMMHO-aMIapaTHBIX
CPEOCTB, C HCIONH30BAHHEM KOTOPBIX OCYIUECTBIETCA YNAJIEHHBIH JOCTYII,
UCKJIIOYATHCS  HCCAHKIMOHMPOBAHHBIA  JOCTY K YJICHHO IOAKIIOYAEMOMY
MPOrpPaMMHO-ANIIAPAaTHOMY CPEJCTBY I10JIb30BATEI.

V 1alleHHBIi TOCTYI IOJIB30BaTeeH B IESIX BBHIIONHEHUS CBOMX O0A3aHHOCTEH
(byHKOMIA) JODKEH OCYIIECTBIATHCS C MCIOAL30BAaHHMEM IIPOrPaMMHO-aNIapaTHBIX
CpPEICTB, BBIICIICHHBIX olepaTopoM (obnagareneM HHGOpManuH) U COOTBETCTBYIOIIUX
TpeGosauusm. 1o COracoBaHUIO CO CTPYKTYPHBIM IOpa3ielIeHUEM (CIEHHaIUCTaMH)
IO 3aIuTe HWHGPOPMAIMH JONYCKAETCS  MPEJOCTaBICHHE YAAINEHHOIO AOCTyIa K
AH(QOPMALIMOHHEIM CHUCTEMaM C HCIIONB30BAHMEM JIMYHBIX IPOIrPaMMHO-AMIIAPATHBIX
CpEnCTB MONB30BaTeNst oneparopa (oOmagatens uHGOpMalWH) I@PH  YCIOBHH
NPUMEHEHUA ISl YAAJEHHOrO JOCTyNa CepTH)UUHUPOBAHHBIX CPEICTB OOECHeYeHHUs
6e30MacHOM TUCTAHIMOHHOM paboTHI'®, CPEICTB AHTUBHPYCHOM 3alUTHI X MHBIX CPEICTB
3aIUTH HHPOPMALIUH, UCKITIOYAIOIIHX YTPO3bl 6€30IacCHOCTH HHGOPMAIMH, CBA3aHHEIE
C YAQJICHHBIM JIOCTYTIOM.

VYaaneHHBIH MOCTYN IONb30BaTeNie K HH(QOPMAIMOHHBIM CHCTCMaM B ILENIX
BHIIOJHCHHS CBOMX oOs3aHHOCTEH  (PyHKUMI) [OIDKEH OCYLIECTBIATHCA C
HCIIONIb30BAHUEM CETCH CBA3H, pACIMOJIOKEHHBIX Ha TeppuUTopun Poccuiickoin
denepali, TOCPEICTBOM IIPUMEHEHHS CPEJICTB 3aIIMThI KaHajla NIEpeAadd JaHHbIX, H
CTpOroy ayreHTU(UKALMH [TOJIb30BaTEIIEH.

Ilpu ymaneHHOM [OOCTyIE TMOJB30Barenell K MH(MOPMAIMOHHBEIM CHCTEMAM H
cofepxarleiicss B HUX MH(pOpMaLuy, He CBA3aHHOM C BBHIIIOJIHEHHEM I0Ib30BATEIIMH
cBOMX oOO0s3aHHOCTEH ((YHKUHMIT), B TOM 4YHCIe IpPH AOCTyIEe K OOMIEAOCTYIHON
uH(opMaluu, onepatopoM (obnagareneM HWHPOPMAUMK) AOJDKHBI IIPHHUMATLCS MEDEI

16 TIpuxas ®CTIK Poccun ot 16 despama 2021 r. Ne 32 (3apeructpupoBan MunroctoM Poccum 15 mioma 2021 r.,
perucTpauuoHHbIH Ne 63867).



19

0 3almmTe HHQOPMAIMOHHBIX CHUCTEM H cojepkalieiics B HUX MHQOpPMaluH H, IpH
He0OXOIUMOCTH, 00eCIIeurBaThCs 3allUTa KAHAJIOB [IEPEJadn JaHHBIX, HCIIOIB3YEMbIX
IUISL OCYIIECTBICHUS YJAIEHHOTO JOCTYTIA.

KoHTposs yaaTeHHOTO JOCTyIa Mojb30BaTeneil K HHGOPMAMOHHBIM CHCTEMAM
JIO/DKEH OCYLISCTBIATHCS B COOTBETCTBUM C BHYTPCHHHMH CTaHAapTaMH M
perjlaMeHTaMH 110 3aIlluTe HHPOPMALUH.

47. IlocpeACTBOM MPOBEACHHS MEpPONPHATHH MO OOECIMEYEHUIO 3alIMThI
UHpopMauM Tpu OECOpOBOOHOM IOCTyIEe MOJb30BaTeNed K HH(OPMAIMOHHBIM
CHCTEMaM JIOJDKHA OBITh MCKJIIOYEHAa BO3MOXKHOCTh HECAHKIMOHMPOBAHHOI'O OCTYIIA
(Bo3a€iCTBHSA) K HE(POPMAIIMOHHBIM CUCTEMaM U COJeprKalllelcs B HUX HHQOpMal|H 3a
CYET HECAHKIMOHHUPOBAHHOTO MOAKIIOYEHHS K TOYKaM OecCrpoBOJHOrO AOCTyIA H
J0CTyIa K 0eCIpOBOAHBIM KaHAJIaM IepPeIad JaHHBIX, I0AMEHBI B3aHMOACHCTBYIOINUX
C HEMH IPOTPaMMHO-aNIapaTHBIX CPEICTB MM AOCTYIIA K HAM.

ITpu GecipOBOAHOM JOCTYTIE MOJIB30BaTeNel K HHPOPMAUHMOHHBIM CHCTEMaM U
colepaineiics B HUX HHQOPMAalMH B UeEIIX BBINOJHEHHA CBOHX OO0A3aHHOCTEH
(bynkumii) oneparopom (obragarenseM UHGOPMAIMK) JODKHBI IIPUHAMATBCS MEPBI 110
3amuTe WHGOPMAIMOHHBIX CHCTEM M coAepXkamelicds B HHMX HH(OpPMALHUH,
obecreynBaThCs 3allUTa OCCIPOBOJHBIX KAaHAJIOB Iepenadyd JaHHBIX U IPOTrPaMMHO-
anmapaTHeIX CPEICTB, C HCIIOJIB30BAaHHEM KOTOPBIX OCYILIECTBIAETCS OECPOBOAHOM
npoctyi. ITocpeactBoM GhopMHUPOBaHMS KOHPUTYPALMU M HACTPOEK, YPOBHEH CUTHAIIOB
TOYeK OGECIPOBOIHOIO JOCTYIIA, MCIONB3YEMBIX JUIL MOJKIIOYEHHs MOIb30BaTeNled K
UHGOPMAIHOHHBIM CHCTEMaM B LIEJISIX BBIONHEHUS CBOHUX OOs3aHHOCTEH (QyHKIMIA),
JOOJDKHA OBITh MCKIIFOYEHA BO3MOXKHOCTD MOAKIIOYECHHS K HUM JIMI, HE HMEIOLIUX IIpaB
J0CTyNa K MHPOPMAIIMOHHBIM CHCTEMaM. YKa3aHHbIE TOYKH OECIPOBOJHOIO JOCTYIIa
JOJDKHBI OBITH OJHO3HAYHO HICHTH()UIMPOBAHH B HHGOPMALMOHHBIX CHCTEMAX, a
TaKXXe ONpe/IeeHbl MECTa UX Pa3MELICHUS.

Touku 6eCnpOBOAHOrO JOCTYNa M MOCTPOCHHBIE Ha MX OCHOBE OECIpPOBOIHBIC
CEeTH CBS3H, UCIIOJIB3YEMBIC [T JJOCTYTIA I0JIb30BaTesIeld K HHGOPMAILHOHHBIM CHCTEMAM
U CojcpIKamieiicss B HUX WHGOPMAIUH B IeNSX BBIIOTHEHUS UMH CBOHMX 00sA3aHHOCTEH
(byHkumii), HOWKHBI OBITP M30MUPOBaHBI OT OECHpPOBOAHBIX CETEH  CBA3H,
NpeqHa3sHAUYCHHBIX JUIA JocTyma K cetd «MHTepHeT» U (MnM) oOOIETOCTYIHOM
nH(pOpManuu onepaTtopa (0bragaTens HHPOpMAaLVH).

48. [TocpeACTBOM MPOBEAEHHUS MEPONPHATHNA 10 OOCCIIEYEHUIO 3ALIUTEI
HHGOPMAIUK IPH TNPEAOCTABICHHM INPHUBHICTHMPOBAHHOTO OCTYNa [OJDKHA OBITH
UCKJIIOYEHa  BO3MOXKHOCTh  MOJMYYEHHS  [PUBWIETHPOBAHHOIO  AOCTyIla K
HHOOPMAIIMOHHEIM CHCTEMaM JIMIIAMH, JUIL KOTOPBIX TaKOW JOCTYIl JOJDKCH OBITh
HUCKIIOYEH, a TakXe HCIIOJb30BaHUA IOBBIIIEHHBIX IIpaB AOCTylla C HapyLICHHEM
BHYTPCHHHX CTAaH/IapPTOB M PErJIAMEHTOB IO 3aIiuTe HHPOPMALUH.
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JIns  mojlydeHWs IPUBWIETUPOBAHHOTO JOCTYHA JOJDKHBI OBITH CO3JaHBI
IPUBHIETHPOBAHHBIE YYETHBIE 3aMCH. [IpUBHIETHPOBAHHBIE YUETHBIE 3a1IMCH JOJDKHBI
HUMETh IpaBa AOCTyIla, MUHUMAJIBEHO HEOOXOAUMBIE AJIS BBHIIOJHEHHS IMOJIb30BATEIAMH
BO3JIOKEHHBIX Ha HUX 00s3aHHOCTEH (QyHKUUI), B COOTBETCTBHU C NIPUHATHIMH B
HHPOPMANMOHHBIX CHCTEMaX MOJENISIMHU OCTYIIA IIoJp30BaTenel. [IpuBunerupoBaHHble
YUYETHEIE 3aIIMCH, IMEIONIHE MIPaBa 0 CO3IaHUI0 IPYTHX NMPUBIIETHPOBAHHBIX YYETHBIX
3aIlUCEe, JOJDKHBI OBITh TEPCOHU(PHIIUPOBAHHBIMU.

ITpuBHIECTHPOBAHHBIN JOCTYI JOJDKEH OCYIIECTBISATHCS C IPUMEHEHHUEM CTPOTOH
ayTeHTH(HUKANUH, a B CIy4ae TEXHHYECKOW HEBO3MOXXHOCTH NPUMEHEHUS CTPOTOH
ayTeHTHQUKaIMM —  C  HCIOONIB30BaHHMEM  YCHJIEHHOM  MHOTO(aKTOpHOH
ayTeHTU(UKAIIHH.

He momyckaetcs oObenuHEHHE B paMKax OJHOM IPUBHICTMPOBAHHON Y4ETHOU
3a0MCH WIM OJHOW TpYNIBl TNPHBWICTHMPOBAHHBIX YYETHBIX 3alMcedt poneid Mo
CHCTEMHOMY aIMHHHCTPUPOBAHUIO, poJied 1O pa3paboTke U TECTUPOBAHMIO
IPOrpaMMHBIX, IPOrPaMMHO-ANIapaTHBIX  CPEACTB, pOJieH  aJIMUHHCTPATOPOB
©€30MacHOCTH.

Hewucrmone3yeMple IPUBWICTHPOBAaHHBIC YYETHBIE 3alHCH  JOJDKHBI  OBITH
3a0JIOKHPOBaHBl M YHAJIEHBI B COOTBETCTBHM C BHYTPEHHUMH CTaHJapTaMu H
pernaMeHTaMH 110 3auuTe HHOPMaIKH.

BceTpoeHHBIE NTPUBHIIETUPOBAHHBIEC YYETHBIE 3alMCH TOJDKHBI OBITH OTKIIOYEHBI
WIH; B CIIydae HEBO3MOXXHOCTU OTKIIOUEHUS; MEPEHMEHOBAHBI IOCIE 3aBEPLICHUS
HACTPOHKH M YCTaHOBKM KOH(UIYpanui, 3aJaHHBIX BHYTPEHHHMH CTaHIapTaMH II0
3amuTe  MHQOpPMALMH. AytentudukaimonHas  uHpoOpManUs ~ BCTPOCHHBIX
IPUBHIIETHPOBAHHBIX YYETHBIX 3amuced JO/DKHAa OBITh M3MEHEHAa B COOTBETCTBUM C
BHYTPEHHHMH CTaHJIAPTaMH H PETIaMEHTaMHU IO 3alIuTe HHGOpMALIUY.

Bce  peiictBMs 10 JOCTymy  [OJb30BaTelled € HCIOIB30BAHHEM
OPUBIJICTHPOBAHHBIX  YYETHBIX 3aluced monajexar peructpanud. KoHTpousb
HCTIOJIE30BaHUA TPUBUICTHPOBAHHBIX YYETHBIX 3allUCEd JOJDKEH OCYILECTBIATHCS B
COOTBETCTBHH C BHYTPCHHUMH CTaHAAPTAMH U PErTIaMEHTAMU I10 3alUTe HHPOpMaLUH.

49. MeponpusTAsi 10 OCYIUECTBJICHUID MOHUTOPHHra HH(POPMaLMOHHOU
0€30MacCHOCTH JIOJDKHBI IIpelyCMaTpUBaTh cOOp AaHHBIX O COOBITHSX 0€30MaCHOCTH, HX
00paboTKe U aHaIH3€e, a TAK)KE BHISBIICHUE PU3HAKOB pealM3alliH YIpo3 0€30I1acHOCTH
uHbopManuy U (WIM) HapyLeHu TpeOOBaHUi BHYTPEHHUX CTaHAAPTOB U PETJIAMEHTOB
mo 3ammre uHbopMamuu. MeponpusATHsS IO OCYIIECTBIEHHIO MOHHMTOpPHHIA
HH(POPMALIMOHHON 0€30MacHOCTH JOJDKHBI MPOBOAHMTHCA B OTHOLIGHHH BCEX
UHOOPMAIHOHHBIX CHCTEM, 334 HCKIIOYCHUEM JIOKAIBHBIX H  H30JHUPOBAHHBIX
MHQOPMALMOHHBIX CUCTEM, B KOTOPBIX IOJDKEH 00ECIEYMBATHCSA KOHTPOJDb XKYypPHAJIOB
perucTpanuu coObITHII 0€30MaCHOCTH.
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MeponpusTiuss IO MOHUTOPUHTY HH(GOPMALMOHHOM O€30IIaCHOCTH HOJIKHBI
OCYIIECTBIAATHCS B cooTBeTCTBHH C pasaenamu 4 u S I'OCT P 59547-2021.

B xoze npoBeaeHHs MOHUTOPUHTa HHPOPMAIIOHHON 0€30IIaCHOCTH 11 aHAIU3a
3a(pUKCHPOBaHHBIX COOBITUH O€30IMaCHOCTH M BBISBJIEHHBIX B HHX IPU3HAKOB
peanu3aliy aKTYAJIBHBIX YTPO3 IOIyCKAETCs MCIOIb30BaHUE JOBEPEHHBIX TEXHOJIOTUI
HCKYyCCTBEHHOTO HHTesUIeKTa! .

CTpykTypHOE noipasjieieHne (CICIUATICTHI) IO 3aluTe HHPOopMaluy onepaTopa
(oOnanmarens uHGOpMAIMK) C IEPHOAUYHOCTHIO U B CPOKH, YCTAaHOBIICHHBIE BHYTPEHHUM
PEriaMeHToOM 10 3amuTe HHGOPMALUH, JOJDKHO (JIOJDKHBI) pa3paboTaTh U MPEACTABUTH
PYKOBOIUTEIIO oneparopa (o6nanarens uHGOPMALUK), OTBETCTBEHHOMY JIHILy OTYET O
pe3yNbTaTax MOHUTOPUHTA, KOTOPBIA B TOM YHCJE JODKCH COAEPKATh THIBl COOBITHI
0e30macHOCTH, OOHApPYKEHHBIE 10 pe3yJIbTaTaM MOHUTOPHHIA, U CBA3aHHBIC C HUMH
KOMIIBIOTEPHBIC HHIUACHTHI (IIPU UX HAJTMYUH), & TAK)KE PEKOMEHAALUY 110 UX aHAIU3Y
u () ycrpanenuto. [locnenumii B TeKyeM roay oT4eT O pe3yabTaTax MOHUTOPHHIA
WM UTOTOBBIH OTYET 3a TEKYIIUH rof (B Ciiydae ero pa3pabOTKu) MOCIE MPEACTaBICHHs
pykoBoauTemO omeparopa (obmagartens HH(GOpPMAIMM) HANpaBJIAETCs OIEPaTOPOM
(o6nagatenem uapopmanmu) B OCTOK Poccuu B UENIX MOHHUTOPHHIA TEKYLIETO
COCTOSIHHS TEXHUYECKOM 3aIuThl HHpOpManmu '8,

50. Meponpusatus 1o pa3paboTke 0e30macHOro IPOrpaMMHOrO oOecredeHus
JOJDKHBL OBITH HaNpaBJIEHbl Ha MPEeJOTBpAIlleHHE NOSBICHNUS, BBIABICHHE H YCTPAaHEHUE
yA3BUMOCTEHl B pa3pabaTeiBaeMoM omeparopoM (oOnagareneM HMH(popManun)
IporpaMMHOM obecriedeHur. MeponpusATHs 1o pa3paboTke 6€30MacHOro NporpaMMHOIO
ofecriedyeHrss MPOBOJATCA B CiIydae OCYIIECTBICHHUS oneparopoM (obnazareneM
WHOOpMAIIMK)  CaMOCTOSITENbHON  pa3paboTKu  NIpOrpaMMHOro  oOecIedyeHHs,
IPUMEHSEMOT0 B HUHPOPMAIIHOHHBIX CHCTEMAX.

B cmywae camocTosTenpHOW — pa3paboTku  omepaTopoM  (obiamarenem
HH(MOpMaIUK) IPOrpaMMHOI0 00eCIIeUYeHuUs, IPEeIHa3HAYCHHOI0 U1 UCIOJIB30BaHNs B
UHQOPMAIMOHHBIX CHCTEMaX, JOJDKHBI OBITH peanu30BaHbl MEPHI, NMPEIyCMOTPEHHBIC
pasznenamu 4 u S TOCT P 56939-2024.

B cnywae mnpuBiedeHus omneparopoMm (oOmamatenem HMHQOpMAIUH) A
pa3paboTKU MpOrpaMMHOro ofecrnedeHHss MOAPSIJHOW OpraHU3alUi II0 PEIIECHHUIO
PYKOBOIUTENA (OTBETCTBEHHOIO JIMI[A) B TEXHHYECKOE 3aJaHHe Ha pa3paboTKy
[IPOTPAMMHOT0 OOECTI€YeHHss MOTYT OBITh BKIIIOYCHBI TpeOOBaHHA IO pa3paboTKe
6e3omacHoro nporpamMmmHoro obecrneuerus B cooTBeTcTBUH ¢ 'OCT P 56939-2024.

51. ITocpencTBOM TPOBEJACHUS MEPONIPHUATHN M0 obecredyeHuo (GU3NIECKOM
3alMTHl HMH()OPMALMOHHBIX CHUCTEM JOJDKHA OBITh MCKIIOYCHAa BO3MOXKHOCTB

17 [oanyHKT «uy» myHKTa 5 HalHOHAIBEHOH CTPATErMH Pa3sBUTHA HCKYCCTBEHHOTO HHTEILIEKTA.
18 [TognynkT 6' mynkra 8 [Tomoxenus o ®CTIK Poccuu
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HECAHKIHOHMPOBAHHOTO (PU3NIECKOTO JAOCTYIA K IPOIPaMMHO-ANIIaPATHBIM CPEACTBaM
00paboTKH U XpaHeHUST HHYOpMALIUH.

dusnyeckuii TOCTYI K MPOrpaMMHO-aNMapaTHBIM CPeACTBaM MHPOPMAIMOHHBIX
CHCTEM, IIPEIHAa3HAYEHHBIM U1 00pabOTKH U XpaHEeHHs MH(POpMAIMHU, JODKEH OBITh
IPENOCTABIEH [OJB30BATENsAM, KOTOPHIM YKAa3aHHBIA JOCTYIl HEOOXOmHMM  JUIsd
BBIIIOJIHEHNMS BO3JOKCHHBIX Ha HHX o0s3anHocTed (yHkuumit). IIporpammuo-
anmapaTHble CpPeJICTBA MHPOPMAIMOHHBIX CHUCTEM, IPEJAHA3HAYCHHBIE [ XPaHEHUS
MH(pOPMAIIUH, TOJDKHBI OBITH YCTAaHOBIICHBI B HOMEIEHUAX (30HaX MOMELIECHUH, Kadax,
dbyTaspax, KOpIycax), HSCAHKIIHOHUPOBAHHBIH (HPHU3HMUECKUI JOCTYI B KOTOPHIE JIOJDKEH
OBITh HCKJIFOYCH.

KoHtpone ¢u3HUecKOro [O0CTyna K IpOrpaMMHO-allapaTHBIM —CPEJACTBaM
00paboTKH W XpaHCHUSA MHGOPMAIMH OTPaHUYCHHOIO JOCTYNA U (WIH) B IOMELICHUS
(30HBI IOMENICHUH, Ka)bI, QyTAApHI, KOpIIyca), B KOTOPLIX OHH YCTAHOBJIEHEI, JODKEH
OCYIIECTBIATECS B COOTBETCTBHM C BHYTPEHHMMH pETJIAMEHTaMH IO  3allUTE
nHbOpMaLUH.

CpeMHbIe MAIIMHHBIE HOCUTEIH HH(POPMAINH, pa3pelleHHbIE AJIA HCIIOIb30BaHHs
B HMH(POPMAIMOHHBIX CHUCTEMax, IOJUIeXaT Y4eTy M KOHTPONIO HCIOJb30BaHMA. B
UH()OPMAIIMOHHBIX CHCTEMAaX JOJDKHBI HCIIOJIB30BaThCsl ChEMHBIE MAIIMHHBIE HOCHTEIIN
uH(hOpMaIMK, BbIJaBaeMble omepaTopoM (oOmamarenem uHpopmanuu). B ciywae
OOHApY)XEHHsI [OJIF30BATEIEM CHEMHOTO MAIIMHHOTO HOCHTENd HHQOPMALHH,
OPUHATEKHOCTh KOTOPOTO WIIM BJajelbl[a KOTOPOTO YCTAHOBHTH HE YIAlOCh, TAKOH
CHhEMHBII MAIMHHBIA HOCHTENh HHPOPMAIMH JOJDKEH OBITh IepelaH B CTPYKTypHOE
opa3ecHue (CIEeHHAIMCTaM) 110 3aIuTe HHGOPMAIMHK U1 aHAJIU3a COAEPKALICHCS
Ha HeM UH(OPMAIUH, MIPOTPaMM U MPU HEOOXOJUMOCTH JaNbHEHIIEr0 YHHYTOXEHUS.
IMoakmoyeHne OOHAPYKEHHOTO CHEMHOrO MANIMHHOTO HOCHTENA HMH(GOpMaUUH K
HH(POPMALIMOHHBIM CUCTEMaM 3aIpeIIaeTcs.

52. TlocpencTBOM MPOBEICHUSI MEPONPHATUH [0 00ECHEYEHHIO HENPEPBIBHOCTH
(GYHKIIMOHUPOBaHUA HH(GOPMALMOHHBIX CHCTEM IIPH BO3HHKHOBEHMH HEIUTATHBIX
CHUTyallMid JO/DKHA OBITh oOecmeueHa BO3MOXHOCTh BOCCTAHOBICHMS BBIIIOJHEHMS
¢dbyukui  (mpomeccoB, BUAOB pab0oT) HMHOOPMALMOHHBIX CHCTEM, UI1 KOTODBIX
ormepaTopoM (obyagareneM HHGOPMALUK) YCTaHOBJICHBI TPEOOBaHUA K HENPEPBIBHOMY
pexuMy GYHKIIHOHHPOBaHUS (Jlalee — 3HaYMMBble (PYHKIMK), B IpeAeIax HHTEPBAIOB
BPEMEHH  BOCCTAHOBJICHMS, YCTAQHOBJICHHBIX BHYTPEHHHMM CTaHIApTaMd H
periaMeHTaMH o 3aliuTe NHPOPMaIUH.

53. NuTepBaibl BPEMEHU BOCCTaHOBJICHHS (YHKIIMOHHPOBAHHUSA
MHPOPMALMOHHEIX CHCTEM, HX CEMEHTOB, BBITONHAIONMX 3HAuYMMble (QYHKLUH,
yCTaHaBIHMBAIOTCS oneparopoM (obrasareneM HHGOPMALUH) B COOTBETCTBHH C aKTaMH,
Ha OCHOBAHHUHU KOTOPBIX OCYILIECTBISIETCS CO3[aHHE, SKCIUTyaTalus HH(GOpMalMOHHBIX
CHCTEM, HITH TpeOOBaHHAMHU 00JafaTessi MHPOPMALMH B 3aBUCHMOCTH OT 3HaYMMOCTH
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byukiumii s obecnedeHHs  ero  JEATENBHOCTH, KIAcCOB  3aILUIIEHHOCTH
HHOOPMALMOHHBIX  CHCTEM,  YCTaHABIMBAeMBIX  oneparopoM  (obmamateneM
HH(OpPMAaIHH) B COOTBETCTBUU C MPUIOKEHUEM K TpeOoBaHUAM, U IOJDKHBI COCTABIIATE:

111 MHGOPMAIIMOHHBIX CHcTeM | Kiacca 3alMIIEHHOCTH — He Oonee 24 4acoB ¢
MOMEHTa OOHAPYXEHU HapyIIeHHs (yHKIMOHUPOBAHHUS;

mis vHGOPMAIMOHHBEIX CHCTEM 2 Kjlacca 3alllUIeHHOCTH — He Oonee 7
KaJICHJapHBIX JTHEH ¢ MOMEHTa OOHAPYKEHHS HApyIIEeHUs (YHKIIMOHUPOBAHUS;

1 “THQOPMALIMOHHBIX CHCTEM 3 KJTacca 3alllMIICHHOCTH — He Ooiiee 4 Henelsb C
MOMEHTa 0OHApYKCHHS HapymeHus (pyHKIIMOHUPOBAHUSI.

54. IlporpaMmHBle,  MPOrpaMMHO-ANIIapaTHBIE  CPEACTBA,  ITO3BOJIAIOIIHE
00ECIIeYNTh BBINOJHEHHE 3HAYMMBIX (YHKIMHA, JODKHBI OBITH pa3BEpHYTHl B
OTKa30yCTOMYMBOM KOHUTypaluy, 00SCIEYMBAIOIIEH BOCCTAHOBIICHHE BBIIOJIHECHUA
3HAYMMBIX (YHKIHH B YCTaHOBJECHHBIA omepatopoM (o6sagareneM HMHGOpMaLMU) BO
BHYTPCHHUX CTaHAApTaxX M pPeriaMeHTax Mo 3aliure WHGOpMalMd UHTEPBal BPEMEHHU
BOCCTaHOBIICHHS.

55. OnepatopoM (obsagarenem nHGOPMALIMH) JOKHO OBITH 06€CIe4eHO:

CO3/IaHHE JOCTaTOYHOTO KOJMYECTBA PE3EPBHBIX KONHWH MPOrpaMMHBIX,
[IPOTPaMMHO-AIIAPaTHEIX  CPEACTB M HMX KOHGUrypanud, o0ecreYHBarOIMX
BBIITOJIHCHHE 3HAYUMBIX (YHKIMHA, HCOOXOAUMBIX Ui BOCCTAHOBJICHHUS BBIIIOIHEHUSA
3HAYMMBIX (YHKIHH B YCTAaHOBIICHHBIH BO BHYTPEHHHX CTaHJApTax U periaMeHTax 1o
3alMTe WHQOpPMANMK WHTEPBAI BpPEMEHH BOCCTAHOBIIEHUS, H IEPUOIUYECKOE
TECTHPOBAHHE TAKUX CPEICTB Ha pabOTOCIOCOOHOCTD;

CO3aHHMEe JOCTAaTOYHOI'O KOJIMYECTBA PE3EpBHBIX KOmMHA HH(pOpMauuy,
HEOOXOMUMOM i1 00eCIeYeHHs BBINOJHEHUS 3HAYMMBIX (YHKIHHA, a Taloke HX
XpaHeHHEe Ha pa3sHBIX THUNAX MANIMHHBIX HOCHTened WHGOpMAalUH B MECTax,
00eCIeYHBAOMUX HCKIIOYCHHE HECAHKIIMOHUPOBAHHBINA JOCTYI K PE3E€PBHBIM KOIIUAM
HHGbOpPMAaLIHH.

[TeproIUIHOCTH PE3ePBHOTO KOMUPOBAHMS, KOJIMYECTRBO, TUITHI HOCUTENCH, MECTA
XpaHCHHS PE3EPBHBIX KOIWH M YPOBCHb KPHUTHUYHOCTH pe3epBUpYyeMoi HMHGOpManHu
OIPEACAIOTCS BO BHYTPEHHHUX CTAHJAPTaX U PerjlaMeHTax Mo 3aIlyuTe HHPOPMaLUH.

Oneparop (o61agaTens HHGOPMaLIUU) JOJDKEH IPOBOIUTE IEPUOAUYECKUE, HO HE
peXe OJHOTO pa3a B JBa roja, HPOBEPKH, B TOM uYucie B (opMe TpEeHHPOBOK,
BO3MOKHOCTH BOCCTAHOBJIEHHUS BBIIIOJHEHHS 3HAYMMBIX (YHKIHH C MCHOJIB30BAaHHEM
PE3EPBHBIX KOMHI MPOTPaMMHBIX, IIPOrPAMMHO-ANIIAPATHRIX CPEACTB M MHPOPMALHUH,
HEOOXOIUMOM TS HX BBHIIIOJIHEHHS, C IPUBICYCHUEM paOOTHHUKOB, 33/I¢HICTBOBAaHHBIX B
IPOBCOCHUH pPabOT 10 BOCCTAHOBIICHUIO (YHKIIMOHUPOBAHHS HHQPOPMALUOHHBIX
CHCTEM.

B crmyuae mpoBeaeHHs MEpOIPHATUH MO BOCCTAaHOBICHUIO (YHKIIMOHMPOBAHUS
UH(POPMALIMOHHBIX CHCTEM, HX CErMEHTOB, BBIMONHAIOMIMX 3HAYUMBIE (QYHKLUH, C
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IOPEBBIIICHHEM HHTEPBAJIOB BPEMEHH HX BOCCTAHOBJICHHS JO/DKHA 00eCredYnBaThCA
BO3MOXXHOCTb BBIIIOJIHEHUS MOJB30BATEIAMH 3HAYUMBIX (YHKIMM, B TOM 4YHUCIE B
HEaBTOMATU3UPOBAaHHOM PEXHME, B COOTBETCTBUU C BHYTPEHHHMH DPETaMEHTaMH IO
3amuTe HHPOPMAITHH.

56. MeporpusaTis 110 IHOBHIIICHHIO YpPOBHSA 3HaHUM U HMHGOPMHUPOBAHHOCTU
MoJIb30Barene HHPOPMAMOHHBIX CHCTEM IO BOIIPOCAM 3alIUTHI HHGOPMAIUU TOJKHEI
BKJIIOYATh:

a) JOBEACHUE 10 I0JIb30BaTENe NHPOPMALIMOHHBIX MaTEpPHANIOB, B TOM YHUCIE B
¢$opme naMATOK, GaHHEPOB, OYKIIETOB, IO aKTyaJIbHBIM BOIIPOCaM 3aIUTH HHPOpMAaLUY;

0) mpoBeJeHNE NEKIUH, CEMHUHApOB, OOYYalOIIMX HWIP MO BOMNPOCAM 3allUThHI
uHpOpMaluy;

B) MPOBEACHWE MMHUTAIMOHHBIX PACCHUIOK 3JICKTPOHHBIX ITMCEM Ha CIIy)XKeOHBIE
ajipeca 3JIEKTPOHHOI IOYTHI, HHBIE CIY)KEOHBIE CpEeJCTBA KOMMYHHKAIUil C LENBIO
OIIEHKH YCTOMYMBOCTHU MOJb30BaTeNIed K METO/IaM COLIMAIbHON NH)KCHEPUH;

I') IpOBEIEHUE TPEHUPOBOK C MOIB30BATEISIMH II0 IPAKTHUYECKOH OTpabOTKe
MeponpuiaTHid Mo  3ammre MHDOpPMAanMM, HPEIyCMOTPEHHBIX  BHYTPEHHHMU
pernamMeHTaMu no 3anmre uHopMmanuu, U (HOPMHUPOBAHUIO HABBIKOB IO 3aIl[UTE
UHpOpMaLIUK.

57. Ilpumensemsie  omepatopoMm  (oOmagateneM  HHGOpPMAIUH)  CIIOCOOBI
HOBBIIICHHS YPOBHS 3HAaHHM MOJb30BaTeNEH MO BOIpPOCAM 3alllUThl HMH(OpMAaNUH,
NEPHOAUYHOCTE U (OPMBI OLIEHKM YPOBHA 3HAHHH JO/DKHBI OMPEACHATHCA BO
BHYTPEHHHUX perjlaMeHTax IIo 3amure uHopmarmu. OueHKa YpOBHS 3HAHHH JODKHA
IIPOBOAUTHLCA HE PEXE OAHOTO pa3a B TPH rojia WM HOCE KOMIBIOTEPHOIO MHIMICHTA,
npousonieqiero y omeparopa (oOmagarens umHbopmanuu). Jlnd mnonb3oBareneH, y
KOTOPHIX OTCYTCTBYIOT 3HAHHS IO BOIPOCAM 3aIIUTHl WHGOPMAIMH, JOIDKHO OBITH
OpPraHU30BaHO IMOBTOPHOE MPOXOXKIEHHE OOydYaIOIUX KYypCOB IO BOIPOCaM 3aIUTHI
UH(pOpMaLUH.

58. [TocpeacTBoM TIpOBEAEHUS MEPONPHUATHII MO 3amuTe HWHPOPMAIMHU IIPU
B3aUMOJECHCTBHH onieparopa (0bmaaaresns nHGOPMAIHH) C HOAPATHBIME OPTaHU3aIHUIMU
JODKHA OBITh HKCKIIIOYEHAa BO3MOXKHOCTh HECAHKI[MOHHPOBAHHOTO HOCTYyIAa WIH
BO3ACHCTBUI Ha MH(QOPMAIIMOHHBIE CHCTEMBI M COACPXKAILLYIOCA B HHX HH(POPMALHIO
gepe3 B3aUMOJCHCTBYIOIIME C HHGOPMAIMOHHBIMH CHCTEMaMH IPOrpaMMHO-
anmapaTHble CpEICTBa MOAPSAAHBIX OpPraHU3alMM MM KaHaibl IE€peJadyd JaHHBIX U
uHTepdENChl, HUCHONB3YEMBIE JUIA  JOCTyNa MOAPANHBIX  OpraHM3alUd K
HHPOPMALIMOHHBIM CHCTEMaM.

Oneparopom  (obmagateneM uHpOpManuMH) B OTHOHICHHH  IOAPSIHON
OpraHu3allMM JIOJDKHBI OBITH YCTaHOBJIEHBI TPEOOBAHUA IO OOECIEUEHUIO 3aIIUThHI
uH(pOpMaluy, K KOTOPOH IOTydeH JOCTYIL.
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He momyckaercsi KONMHPOBAaHHE MOAPSOHBIMH OpraHU3alsIMH MHGOpPMaluH, K
KOTOPOH KM TPENOCTaBIIEH JOCTYI, €CJIM TaKOe KONHPOBAHUE HE NMPEIYyCMOTPEHO B
JOKyMeHTax omeparopa (obGmagarend wuHpopMamuy), Ha OCHOBaHMH KOTOPBIX
HOAPSAAHBIM OPTaHU3ALUAM MPEJOCTABIEH JOCTYI K HHPOPMAITMOHHBIM CHCTEMAM.

B uH(bOpMaIHOHHBIX CUCTEMAX, OTASIBHBIX IPOrPaMMHO-AIIIAPaTHBIX CPEACTBAX
HOAPSOHBIX OpraHU3allif, B KOTOPHIX OCYIIECTBILAIOTCS 00paboTKa M XpaHeEHHe
HOJIyYEHHOH B pe3yabTaTe MPEeJIOCTABICHHOTO JOCTYNa HMH(MOPMAIMU, JODKHBI OBITh
MPHHATH MepbI 10 3amure uHpopmanuu. CoctaB MHPOpPMALUH, LEIU €€ 3allUTH U
KJIACCHI 3aIIHAIICHHOCTH, B COOTBETCTBHU C KOTOPBIMU HOAPAJHBIME OpTaHU3aLHsIMU
JOJDKHBI OBITh TPHUHATEI MEPHI IO 3allUTe HHPOPMAIMH BO B3aUMOJCHCTBYIOIIHMX
HH(POPMAIMOHHBIX ~ CHCTEMaX, YCTaHABIMBAIOTCS  omepatopoM  (oOnamaTenem
uH(OpMaIMK) Ha OCHOBaHUY TpeOoBaHMI BO BHYTPEHHUX CTaHAAPTaxX U pPerilaMEeHTaX
110 3aIIUTe HHPOPMALHH.

Pa3spabotka (pa3BuTHE) W (WIM) TECTHPOBAHUE NPOTPAMMHOI0O OOECIIEYECHHUS
HOJPATHBIMU OpraHu3alUsIMU HETOCPEACTBEHHO B OKCILUTYaTHPYEMBIX
HHPOPMAIHOHHBIX CHCTEMax omeparopa (obnagatens MH(opManuu) He IOIyCKAETCH.
Jlns mpoBeaeHust pabor 1o pa3paboTke (pa3BUTHIO) U (WIHM) TECTHPOBAHHIO
IIPOTPaMMHOr0 o0ecrieYeHus] pabOTHUKAM TOAPSIHBIX OpTaHU3alUil JOKEH OBITh
[pPEAOCTaBIeH AOCTYI K BBIIENCHHBIM I MpPOBEACHUs TaKUX pPaboT CTeHAaM
pa3paboTky H (WIHM) TECTHUPOBAHUS, KOTOPHIC MOJDKHBI OBITH HM30JIMPOBAaHBI OT
HKCIUTyaTHPYEMBIX MH(OPMAMOHHBIX CHCTEM oreparopa (obnanarens MHQOpMAaLUH).
KoHTpoJib 10CTyIa HOAPS/IHBIX OpraHU3alMK K CTeHAaM pa3paboTKH (pa3BUTHA) U (WIIH)
TECTHPOBAHUS JOJDKEH OCYHIECTBIISITHCS B COOTBETCTBUH C BHYTPEHHUMH PETJIAMEHTAMHU
IO 3aluTe HHGOPMALIHH.

59. IlocpencTBOM NpPOBEACHUS MEPOIPUATHI MO OpPraHU3allii U INPOBEICHMIO
3alMTEl OT KOMIIBIOTEPHBIX aTaK, HAIIPaBJICHHBIX HA OTKa3 B OOCIY)XMBaHUH, JOJDKHA
OBITh HCKIIOYEHA BO3MOXHOCTH OJIOKHPOBAaHHMS aBTOPH30BAHHBIM I10JIb30BATENSAM
JIOCTyIa K MHGOPMANMOHHBIM CHCTeMaM M (HJIH) cojllepKalieics B HUX MHQOpMaIH
BCJICAICTBUC HECAHKIIMOHUPOBAHHBIX BO3JCUCTBHIA Ha MHTEPQEHCHI, TOPTHI, CEPBHUCHI, K
KOTOPBIM JI0JDKEH OBITH 00ecieueH MOCTOSIHHBIHN JoCTyn U3 ceTH «MIHTEpHET.

OmneparopoM (obmagarenem wuHPOpManMM) OOMKHO OBITH  0OEcCIEUEHO
B3aMMOJICHCTBHE C TOCYAApCTBCHHOM CHCTEMOW OOHApYXKEHUs, MPEXyNpPEKICHUS H
JIMKBUAAUUN TMOCIEICTBUN KOMITBIOTEPHBIX aTak Ha HHGOpMAalMOHHBIE PECYPCHI
Poccuiickoit ®enepannu, a Taroke B3aUMOACHCTBHE B aBTOMaTU3UPOBAaHHOM PEXKHME C

IeHTpOM MOHHMTOPHHTIA U YIIPABICHHUS CETHIO CBA3H OOUIETO TONB30BAHKS .

9 TIyaxr 5 Tlonosxenus o LleHTpe MOHMTOPMEIra M YIIPAaBIEHHS CETHIO CBA3H OBLIETO MONB30BaHUA, YTBEPXKIECHHOTO
npukazoM Pockomuaazopa ot 31 wurons 2019 r. Ne 225 (3apeructpupoBan Muntocrom Poccuu 22 Hosbpsa 20191,
perucTpauuonnsiii Ne 56583), ¢ M3MeHEHMAMHU, BHECEHHBIMH IpHKa3oM PockomHamsopa or 24 ampens 2024 r. Ne 73
(zapeructpuposan Munroctom Poccun 6 urons 2024 r., peructpaitioHHbIH Ne 78486).
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Meponpustas,  HOPeIyCMOTPEHHBIE  HACTOALIMM  IIyHKTOM,  JOJDKHBI
OCYIECTBIATEC C [PUBICYEHHEM IIPOBAHIEPOB XOCTHHIA MM OPraHU3alMi,
MPENOCTABIAIONIMX YCIYyTH CBA3H, WIM OpPraHW3allii, OKasbpIBAIOIIUX YCIYTH IO
KOHTPOJIIO, (WiIbTpauuu ¥ OJOKMPOBAHUIO CETEBHIX 3allpOCOB, 00JIaAIOIINX
NpU3HAKAMM KOMIIBIOTEPHBIX aTaK, HalpaBJIEHHBIX Ha OTKa3 B OOCIY>KMBaHHH.
IIporpaMMHO-ammapaTHeie CPEACTBA, HCIONB3YEMBbIE Ui KOHTpONA, (QUIBTpalMH H
OJIOKMPOBaHMS CETEBBIX 3alPOCOB, 00IAJAIOMNX IPH3HAKAMU aTaK, HAIIPABJICHHBIX Ha
OTKa3 B OOCIIY)KHBaHHMH, JOJDKHBI OBITH PAaCHONOXKEHBI Ha TeppuTOopuu Poccuiickoi
®depepanun.

OOecneuenre OOCTYNHOCTH u3 ceTH «VHTepHEeT» HHTEp(ENCOB M CEPBHCOB
UHGOPMAIMOHHBIX ~ CHCTEM, TO[UIeKAIIMX 3allUTe OT KOMIBIOTEPHBIX aTaK,
HAIPABJICHHBIX HA OTKa3 B 00CIyKUBAHUH, JOJDKHO OCYILIECTBIIATECS B COOTBETCTBUH €
BHYTPEHHMMH pETJIAMEHTaMH [0 3aI(uTe MHPOPMAlUH II0 COIJACOBAaHMIO CO
CTPYKTYPHBIM MOApa3/eieHueM (CHelHaNucTaMi) 10 3aIlluTe HHPOpMalMU I0CIE
OPUHATHAS MEpP [0 KOHTPOIMIO M (QUIBTpallUM HMCXOASINET0 M BXOZAIIETO CETEBOIO
TpaduKa B COOTBETCTBHH C IIEPEUHEM peCYpCOB ceTH «MHTEpHET», ¢ KOTOPEIMH MOXET
B3aUMOJICHCTBOBATh HH(POPMALMOHHAS CHUCTEMA, BKIIOYAIOIIMM MCXONAIIMH U
BXOJSIIUI CETEBBIE IOTOKH, X XapaKTEPUCTUKH U UCTIONb3YyEMBbIE IPOTOKOIIBI.

60. ITocpencTBOM MPOBEACHHS MEPONPHATHH 10 OOCCHCYCHHIO  3AIHUTHI
MHGOPMAIHH [IPY UCIIOIB30BAaHUM T (PyHKIHOHUPOBAHUSA HHGOPMAMOHHBIX CHCTEM
HUCKYCCTBEHHOTO MHTEIUIEKTa’® noipkHa OBITH OOecreueHa BO3MOXHOCTH HCKIIIOUEHUS
HECAHKI[HOHMPOBAHHOrO  JOCTyma K  MHQOpMAalMK  WIM  BO3ACHCTBHA  Ha
HH(OOPMAIIMOHHBIE ~ CHCTEMBI,  HECAHKLIMOHUPOBAHHOTO  PACUPOCTPAHEHHSA U
MoaupuKaIy HHGOPMAIIMH, a TAKKE HCIIOIb30BaHIA HH(POPMAMOHHBIX CHCTEM HE I10
MX HA3HAYEHWIO 3a CYeT BO3JEHCTBMA Ha HAGODHI JAHHBIX?', IPUMEHSEMBIE MOJCIH
HCKYCCTBEHHOT'O MHTEJIEKTa>? U MX IIapaMeTpPhI>>, IIPOLECCHl U CEPBUCHL [0 00paboTke
JaHHBIX U MOHCKY PEIICHUH>,

He mpomyckaeTcs mepenadya uily, pa3paboTaBlieMy MOAEIb HCKYCCTBEHHOTIO
HHTEIEKTa,  WHGOPMAUMU  OrPaHUYCHHOTO  JOCTyHa,  coAepxameics B
HH(POPMALIMOHHBIX CUCTEMAX, B TOM YHCIIE IS YIy4lIeHHS (PyHKIMOHUPOBAHHS MOLEIIH
HCKYCCTBEHHOT'O MHTEIICKTA.

61.Ilpu B3aMMOJAEHCTBUU MONB30BATENICH B IENAX BBINOIHEHUS HMHM CBOMX
obs3anHOCTe (PyHKUIMII) C cepBHCaMHM Ha OCHOBE HCKYCCTBEHHOIO MHTEJUICKTA
[IOCPE/ICTBOM HAIPAaBJICHHUS 3aIIpOca U MOIyYeHHUs OTBETA JODKHBI OBITH!

20 [ToanyHKT «a» MyHKTa 5 ' HauuoHansHoi CTpaTerny pa3sBUTHA HCKYCCTBCHHOTO HHTEIUICKTA.
2! [ToanyHKT «I» myHkTa 5 HanuoHansHON CTPATEeTHy Pa3BHTHA HCKYCCTBEHHOTO MHTEIUIEKTA.
22 [ToamyHKT «p» MyHKTa 5 HaluoHATBHOMN CTPATETHH Pa3BHTHA HCKYCCTBEHHOTO HHTE/IIEKTA.
23 [ToanyHKT «T» MyHKTa 5 HallHOHAIBHOM CTpaTeruy pa3sBUTHA HCKYCCTBEHHOIO HHTEILIEKTA.
24 [ToanyHKT «a» myHKTa 5 HalMoHaIBHOIM CTpaTerny pa3BUTHS UCKYCCTBEHHOTO HHTEIUIEKTA.
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a) Ipd B3aMMOJCHCTBHM B (hopMaTe CTPOrO 3aJaHHBIX IIAOGIOHOB 3allpOCOB H
OTBETOB:

ONpeHeNcHbl  INabJOHBl  3alpoCOB  [IONIB30BATENIEH,  HANpaBIsEMbIX B
UCKYCCTBCHHBIN HMHTEIUICKT, W o00ecnedeH KOHTPOJb COOTBETCTBHS 3alPOCOB
YCTaHOBJIEHHBIM IIa0JIOHAM;

ompeneNeHsl MIabJOHBl OTBETOB HCKYCCTBEHHOTO WHTEIUIEKTa M OOECIeYeH
KOHTPOJb COOTBETCTBHSA OTBETOB YCTaHOBIECHHBIM omeparopoM (obiajarenem
uHpopManuu) mabaoHam;

0) npu B3aUMOACHCTBHH B (popMaTe CBOOOIHOH TEKCTOBOH (OPMBI 3alIPOCOB H
OTBETOB:

OMpEe/CICHBl JJI HANpaBIsEMbIX B HMCKYCCTBEHHBI MHTEUIEKT 3aIPOCOB
I0JIb30BaTeNeH JOIyCTUMBIE TEMAaTUKU M 00€CIIEUEeH KOHTPOJIb COOTBETCTBHUS 3alIPOCOB
JOITyCTUMBIM TEMATHKAM;

omnpeneacHb! (GOpMaThl OTBETOB MUCKYCCTBEHHOTO HHTEIIEKTd B COOTBETCTBUU C
JOINYCTUMBIMH TEMAaTUKaMH M OOECleYeH KOHTPOJIb COOTBETCTBUA  OTBETOB
YCTaHOBJICHHBIM omnepatopom (obnagareneM uHpopmanuu) GopMaraMm U J0IYCTHMBIM
TEMaTHUKaM;

B) pa3paboTaHbl CTATHCTHYECKHE KPUTEPUM JJsl BBIABICHHS HENOCTOBEPHBIX
OTBETOB MCKYCCTBEHHOTO MHTC/UICKTa I IIOCHeaylomero cbopa M aHamusa
HEIOCTOBEPHBIX OTBETOB;

r) obecnieyeHO peardupoBaHHE HAa HEJOCTOBEPHBIE OTBETHl HCKYCCTBEHHOIO
HHTEIUIEKTa IMOCPEJACTBOM OrpaHWYeHus 00JIaCTH NPHUHUMAEMBIX pelleHHH U (Him)
peanu3auuu GyHKIUH HHOOPMALMOHHOW CUCTEMBI HA OCHOBE HEJOCTOBEPHBIX OTBETOB
HCKYCCTBEHHOT'O MHTEJUIEKTA.

IIpu UCcroNb30BaHUU B MH(GOPMAIIHOHHBIX CUCTEMAaX UCKYCCTBEHHOTO HHTEIIEKTA
WM CEPBHCOB HA OCHOBE HCKYCCTBEHHOI'O HHTEIUIEKTa JOJDKHO OBITH HCKIIOYEHO
HEeperiaMeHTHPOBAHHOE BIIMSHUE UCKYCCTBEHHOIO MHTEIUIEKTAa Ha IapaMeTphl MOIEIH
HCKYCCTBEHHOT'O MHTEIUIEKTa M Ha (PYHKIITMOHUPOBaHHE HH(POPMALIIOHHBIX CHCTEM.

HemocpeacTBeHHO B COCTaB HMHGOPMAIMOHHBIX CHCTEM JOJDKHBI BKIIIOYATHCS
JIOBEPEHHBIE TEXHOJIOTHH HCKYCCTBEHHOTO HHTEJUIEKTA>> MIIM MX KOMIIOHEHTHL

62. MeponpusaTHs O pealu3alii B HH(QOPMALMOHHBIX CHCTEMaxX Mep IO HX
3al[UTE U COACPIKAIICHCSA B HUX HHPOPMALMHU TO0JDKHBI BKIIOYATh!

1) peannzanuio  0a30BbIX Mep 3alIUTHl  MHQOPMALMOHHBEIX CHCTEM H
colepkalieiics B HUX HHGOPMAIMH COOTBETCTBYIOIIMX KJIAacCOB 3aIlMINEHHOCTH,
yCTaHaBJIMBAaEMBIX orepatopoM (obaanaTeneM HHGOpMAIUK);

2) amanTanuo 6a30BBIX MEp 3alIUTH HHQOPMAIIMOHHBIX CHCTEM H COAEPIKALEHCA
B HMX HMHGQOpMAIMM TNPUMEHUTEIBHO K apXHTEKType HH(POPMALMOHHBIX CHCTEM,
IPHMEHAEMBIM HHPOPMAIMOHHBIM TEXHOJIOTHAM, OCOOCHHOCTAM (YHKIIHOHUPOBAHHS

% [oamyHKT «u» myHKTa 5 HauuoHAIBHOM CTpaTerny pa3sBUTUA HCKYCCTBEHHOTO HHTEILIEKTA.
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UH(GOPMAIIHOHHBIX CUCTEM;

3) BepU(UKALHIO aJaNTHPOBAHHOTO 0a30BBIX MEp 3allUTHL MH(QOPMAIMOHHBIX
CHCTEM M COJEpIKAIICHCs B HUX HH()OpMAaIIUU B COOTBETCTBUM C aKTYyallbHBIMH YTPO3aMH
U BO3MOXXHOCTAMH HapYINHUTENICH, UX JOIOIHCHUE U (MIIM) YCHIIEHHE.

63. B nHGOPMAIMOHHBIX CHCTEMAaX JOJDKHBI OBITH PEATM30BaHbl CIEAYIOLIHE
0a30BEIE MeEpBI 3alIUTHl MHPOPMAIIMOHHBIX CHCTEM M COJAEPKAIIEHCSs B HHUX
uHbOpMAaIHH:

a) HACHTU(PUKAIMS U ayTeHTUQUKALS;

0) ynpaBieHue JOCTYIOM;

B) perucTpaiys cobbITuii 6€30MacHOCTH;

I') 3aIIUTa BUPTYATH3aUH ¥ 0OIaIHBIX BEIYHCIICHHI

1) 3aILHTA TEXHOIOTHH KOHTEHHEPHBIX CPeJ| M UX OpKeCTpayu’’;

€) 3allliTa CEPBUCOB IEKTPOHHOM II0YTHI;

) 3aI[UTa BeO-TEeXHOIOT U,

3) 3a1KTa HPOrPaMMHEIX HHTEP(EHCOB B3aUMOAEHCTBHS IIPUIOKEHHH,

1) 3alUTa KOHEYHBIX YCTPONCTB,;

K) 3aI[uTa MOOHIIBHBIX YCTPONCTB;

JI) 3aIUTa TEXHOJIOTHIl HHTEPHETA BEIIEH-?;

M) 3alIUTa TOYEK OECIPOBOJHOIO JOCTYIIA;

H) aHTHBHpPYCHas 3allUTa;

0) o0Hapy>XeHHE U MPEIOTBpAIlleHNE BTOPXKEHUH Ha CETEBOM YPOBHE;

I1) CErMEHTALUS U MEXKCETEBOE IKPAaHUPOBAHUE;

p) 3allMTa OT KOMIIBIOTEPHBIX aTaK, HAIIPaBICHHBIX Ha OTKA3 B 00CIY)KUBAHUH,

C) 3alIUTa KaHAJIOB Nepe/Iavd TaHHbBIX U CETEBOr0 B3aHMOJIEHCTBHUSI.

64. Peanuzanus Mep [0 3aiure HHGOPMALUOHHBIX CUCTEM M COAEpXKalleHcs B
HMX MHQPOpMALUH, MOIJISKAINE peanu3alliy, J0/DKHAa oOecleunBaTh 3alllUTy OT
HApYIIUTENEH CO CIeIyIONMMU YPOBHIMH BO3MOKHOCTEM:

B MH(QOPMAIMOHHBIX CHCTeMax 3 Kiacca 3allMIIEHHOCTH — OT HAapyIIMTEJIEH C
0a30BBIM YPOBHEM BO3MOXHOCTEH;

B MH(OPMAIMOHHBIX CHCTEMax 2 KJIacca 3alIMIEHHOCTH — OT HapYIUMTEJIEH C
HOBBIIICHHBIM YPOBHEM BO3MOXHOCTEH;

B MH(OPMAIIMOHHBIX cHcTeMax | Kiacca 3allMIEHHOCTH — OT HapyLIMTENIEH ¢
BBICOKMM YPOBHEM BO3MOXKHOCTEH.

OmneparopoM (obmagareieM HHGOPMAIMHM) MOXET OBITH IPHUHATO PEIICHHE O

6.
’

26 TlogmyHKT «1» nyskTa 4 Ctparteruu passurus HHGOpMalOHHOro obmecTsa B Poccuiickoit ®eneparmn na 2017 — 2030
rofiel, yTBepx/aeHHoM Ykazom [Ipesunenra Poccniickoit denepanuu ot 9 mas 2017 r. Ne 203.
27 TTymkr 3.10 nanuonansroro craHaapta Poccuiickoit ®eaepauun TOCT P 70860-2023 «MHbopMaUHOHHEIE TEXHOJIOTHH.

O6maunsle BeuucaeHua. OOLIME TEXHONOTMH W METOABI», YTBEPXKAEHHOIO H BBEJCHHOrO B [CHCTBHE IPUKA3OM
Poccranaapra ot 28 asrycra 2023 r. Ne 700-ct (M., ®TBY «MHCTUTYT cTaHAapTH3anui», 2023).

28 TTonmyHKT «B» myHkTa 4 CTpaTernn pa3ssuTUs HHQOPMALMOHHOTO ofIecTBa B Poccuiickoit Penepaunu va 2017 — 2030
rozibl, yTBepKIeHHOM Ykazom [Ipesuaenta Poccniickoit depepanuu ot 9 mas 2017 r. Ne 203.
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NPUMEHEHMH Mep 3allUThl HMHGOPMAIMOHHBIX CHCTEM H COJAEPIKAIIEHCS B HUX
HHpOpPMAIIUK OT HapyIIuTeNneH ¢ 60osee BHICOKAM YPOBHEM BO3MOXKHOCTEH.

65.C 1enpl0 MOATBEPXKACHUA JOCTaTOYHOCTH IPMHATHEIX MEp  3allUTHI
HH(GOPMAIMOHHBIX CHCTEM H COJEPXKaIelics B HUX MH(OPMAIUK 10 Hagana 06paboTKu
i (Wwiu) XpaHeHus HHQOPMAIMK B TOCYJApPCTBEHHBIX HMH(DOPMALMOHHBIX CHCTEMaX
IOKHA OBITH MpOBEJEHA HMX AarTeCTalds’ Ha COOTBETCTBHE TpeOoBaHHAM B
CoOTBETCTBHH ¢ ITOpAIKOM OpraHHU3aliK U MPOBECHHS paboT 110 aTTECTALMH 00BEKTOB
MHQOpMAaTH3allMd HA COOTBETCTBHE TPeOOBaHMAM O 3alMTe HHpOpMaLMH
OrpaHMYEHHOTO JOCTYIIA, HE COCTABILIIONICH TOCYAapPCTBEHHYIO TalHY, YTBEP)KACHHBIM
npuxazom ®CTIK Poccun ot 29 anpens 2021 r. Ne 77%.

Pemenne 0 HEOOXOAUMOCTH AaTTECTAllMM HMHBIX HHQOPMALMOHHBIX CHCTEM
rOCyJapCTBEHHBIX ~ OpPraHoB,  TOCYJapCTBEHHBIX  YHHTapHBIX  NpPEANPHSTHI,
rOCYJapCTBEHHBIX YUPEKIEHHI IPUHIMACTCS PYKOBOJMTEINIEM oneparopa (obiagarers
HH(pOpPMAIIUH ), OTBETCTBEHHBIM JIMLIOM.

66. MeponpusaTHss 1O KOHTPOJIK YPOBHS 3allUIIEHHOCTH HH(OpMAIMH,
cofepKalleics B MHPOPMAIMOHHBIX CHCTEMAaX, JOJDKHBI OOECIIEYMBATh BKIIOYEHHE
TIPOBE/CHHS OLEHKH BO3MOXHOCTEH HapyLIeHUs 0€30IIaCHOCTH MHpOpPMAalMH U (UIIH)
HapyleHus QyHKIHOHUPOBAHMS HHGOPMALIMOHHBIX CHCTEM BHEIIHUMH ¥ BHYTPEHHUMHU
HapyIIUTEIIMU.

KoHTpOojb ypOBHS 3alIMIICHHOCTH HHQOPMAalMH JO/DKEH MPOBOAUTHCA B
COOTBETCTBHH C BHYTPCHHHMH pEIJIaMEHTaMU IO 3ammre MHGOpMAalHH OJHUM HIH
COBOKYIHOCTBIO CJIEYIONIUX METO/OB!

a) aBTOMATH3UPOBAaHHOE W (WIM) PYYHOE  BBIABICHHE  YA3BHMOCTCH
HMH()OPMAIIMOHHBIX CHUCTEM C ITOCHEAYIOIEH 3KCIEPTHOM OLECHKOH BO3MOXHOCTH HX
HCIIONB30BaHMs HAPYIIUTENIEM U HapyuleHus Oe3omacHOCTH HHGOpManuu M (WiM)
HapyIeHus (pyHKIIMOHUPOBAHUSI HHPOPMALUOHHBIX CUCTEM,

0) BLIABJIEHHE  HECAHKIMOHMPOBAHHBIX  IIOAKITIOYEHMH  YCTPOMCTB K
HHPOPMAIHOHHBIM CHCTEMAM;

B) TECTHPOBaHHE MH(OPMAIIOHHBIX CHCTEM ITyTEM MOJIECIMPOBAHHS PCATHU3ALMN
AKTYaJIBHBIX YTPO3 C LEJIBI0 OLEHKH BO3MOXHOCTEN HECAaHKIIMOHMPOBAHHOTO JOCTYIA K
HUM (BO3JCHCTBHH Ha HHX) HIM IIOBBILEHHMS INPHBUIETUA IIPH PpeaTH30BaHHBIX
MEPOIPHUATHIX U Mepax I10 3aluTe HHYOPMAIIMOHHBIX CHCTEM M COJAEPXKAIICHCs B HUX
uHpopmanuy;

I') IPOBEIEHHE B COOTBETCTBUH C IVIAHOM TPEHUPOBOK 110 0TPaboTKe paboTHUKaMU
omeparopa (oOmazarens uHbOpManMM) JEHCTBHH 1O OOECIEYEHUIO  YPOBHS
3aIIMINEHHOCTH MH(pOPMAIK, COJACpKaliedcss B WHGOPMALMOHHBIX CHUCTEMaX, B
YCJIOBUSIX peau3aliy aKTyalbHBIX YTPO3.

2 Moamynxkt 13° mynkra 8 Honoxenus o0 ®CTIK Poccnn
30 3aperucrpuposan Muniocrom Poccnu 10 aBrycra 2021 r., peructpanuoHHsii Ne 64589,
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67. KouTpob ypOBHS 3alMINEHHOCTH HH(GOPMAIMU JOIDKECH IIPOBOAUTHCA HE
pexe OHOrO pasa B TPH roAa MM I0cjIe KOMIIBIOTEPHOTO MHIMAEHTA, IPOU30IIEIIIETO
y omeparopa (obmamatens uHdpopmanyu). MeToasl KOHTPOJIA YPOBHS 3aIlUIICHHOCTH
UHQOPMAlMM U TMEPHOAUYHOCTH €ro IIPOBEACHHSA ONpPENCIAITCA  ONEPaTopoM
(o6mamareneM HHPOPMALIMK) BO BHYTPEHHEM PETTIAMEHTE.

ITo pe3yabTaTaM MPOBEACHHS KOHTPOJIA YPOBHA 3alIMIIEHHOCTH HHQPOpMAIUH
pa3pabaThiBacTCsA OTYET, KOTOPHIH MOAMUCHIBAETCS JIMIAMH, IPOBOIUBIIUNMH KOHTPOJIb.
Otuer H0JDKEH OBITH NMPEOCTABICH B TeUeHHE 3 pabO4YMX THEH € JaThl 3aBEPUICHHUSA
KOHTPOJISL yPOBHA 3ALIMIEHHOCTH HHGOPMAIIMI PYKOBOJUTEIIO o1epaTopa (obmaaarens
UH(GOPMAIMK), OTBETCTBEHHOMY JIMILYy JJIS MPUHATHA NPH HEOOXOAMMOCTH PEUICHUSL
pyKoBoAUTENs oreparopa (001aaaTens HHGOPMaNUH) O BBIAEICHHH PECYPCOB C LEIBIO
IOBBILIIEHNS YPOBHS 3alIMLICHHOCTH WH(popMauuu. OTYET HANpPABIAECTCA ONEPATOPOM
(ob6nagarenem madopmammu) B PCTIK Poccun B TedeHne 5 pabouux JHEH C AaThl
3aBEPINEHUS KOHTPOJIS YPOBHA 3aIUIICHHOCTH HHGOPMAIMU B NEIAX MOHUTOPHMHIA
TEKYLIErO COCTOSIHMS TEXHHYECKOM 3aIlUThl HHPOPMALHH.

68. MepormpusATiss ¥ MeEphl O 3amuTe HHOOPMAalMH, NPEIyCMOTPEHHBIE
Tpe6oBaHUAMHE, JOJDKHBI PEAIH30BBIBATLCS ONEpaTopoM (obnagateneM HHPOpMALMK) C
Ucronp3oBanueM Metoauaeckux qokyMeHToB @CTIOK Poccun.

69. IIpy OTCYTCTBHH BO3MOXXHOCTH PEaIM3alliX OTAEIbHBIX MEPONPHATHI H (HIIH)
HPHHATAA Mep 10 3amure HHGOPMAIMU B COOTBETCTBHHU ¢ TpeGOBaHMAMH OIIEPATOPOM
(oOmamaresieM  mH(bOpPMAaNMKM)  TODKHBI  OBITh  pa3paboTaHbl M BHEIPCHBI
KOMIICHCHPYIOIIHE MEPHI, MO3BOJIAIONINE 00ECIeYUTh OIOKUPOBaHHE (HEUTPaIN3aIHIO)
aKTyalbHBIX yrpo3s. [Ipu s3ToM oneparopoM (obnamareneM HHGOPMaLUK) JODKHO OBITh
000CHOBAHO IPUMEHEHHE KOMIICHCUPYIONIMX MEp Ha 3Talle CO3/1aHus HHYOPMAI[HOHHBIX
CHCTEM, a TMpH aTTecTallid WH(POPMAIMOHHBIX CHUCTEM — MOATBEPXKICHA HX
3¢ pexTUBHOCTE 1151 6JIOKMpOBaHUs (HEHTpaIU3aliy) akTyalbHBIX YIPO3.

70. Texuudeckre Mepbl MO 3amurte HHGOpPMAIMM TODKHBI IPUHHMATHCA Ha
anmapaTHoM, CHCTEMHOM, MPHKIAJHOM YPOBHAX, a TaKke B HHQOPMAaIHOHHO-
TEIICKOMMYHHUKAIIMOHHOW HHQpacTpykType npu ee Haiuuumu. Ha anmapatHom u
CHCTEMHOM YPOBHAX 3aIlliTa HH(GOPMAIMH JOJDKHA O0ECIIEYHBATHCA IOCPENCTBOM
NpUMEHEHHsS BCTPOCHHBIX B alilapaTHOE OOECIIEYEHHE M CHCTEMHOE IIPOrPaMMHOE
obecrieyeHne CpeACTB 3amuThl  MHGopMmanmu. Ha IpHKIagHOM H CETEBOM
(MHPPACTPYKTYpHOM) YpOBHSAX 3amUTa HHGOPMAlHMU JOIDKHA OO€CIe4YHMBaATHCS
PHMEHEHHEM BCTPOSHHBIX B IPUKIIAJHOE IPOTrpaMMHOE 00€CTIEUeHHE CPEACTB 3aLIUTHI
uHbopManuu U (WIM) NPUMEHCHMEM HANOXEHHBIX M CETEBBIX CPEJACTB 3aIlUTHI
nHGOpMaIUH.

71. Ina 3amutel HHGOPMALMM TO/DKHBI MPUMEHATHCS CEpTHPHULUPOBAHHbIE
CPECTBA 3alUTHl HHPOPMAIMH B COOTBETCTBUH C MHCTPYKIMAMH (TIPaBHIAMH) IO HX
OKCIUIyaTallud,  YCTAHOBJIEHHBIMH  pa3pa0OTYMKaMH B SKCIUTyaTallMOHHOM
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JHOKyMeHTaruu. I[IprMeHseMble CpeicTBa 3alUTBl HH(GOPMAIMM JIOJDKHBI  OBITH
obecIeYeHbl CO CTOPOHBI X Pa3pabOTUYHKOB MOIICPIKKON Oe30I1acHOCTH Ha TEpPUTOPUH
Poccuiickoit @enepanuy, BKIIOYAs BRITYCK ¥ IPUMEHEHHE OOHOBIIEHUH IPOrpaMMHOIO
obecrieueHus, 00CCIICUNBAIONINX YCTPAHEHHUE BBIABICHHBIX YA3BHMOCTEH, N1€(QEKTOB U
HE/I0OCTAaTKOB.

Cpezacta 3anMThH HH(OOPMAIIUH JOJDKHBI IPUMEHATHCS C COOI0IEHNEM 3aIPETOB,
YyCTaHOBJICHHBIX TYHKTOM 6 VYkasa Ilpesupenta Poccuiickoit @enepauun or 1 mas
2022 1. Ne250 «O DOMOJIHUTENBHBIX Mepax Mo oOO0ecledyeHuI0 HMHGOPMALMOHHOM
6e3omacHocTy Poccuiickoit @enepanum».

72. TlpumeHseMble CepTHOHIUPOBaHHBIE CPEACTBA 3AIUTHI HH(POpMALUH JOJKHBI
COOTBETCTBOBATh:!

VTS 3a1IUThI HHQOPMALMOHHEBIX CHCTEM | Kiacca 3alMIEHHOCTH — He HUXKE YeM
4 Xnaccy 3alllUTHI H YPOBHIO JIOBEpHUS’

JUTS 3aIUTH HHQOPMAIMOHHBIX CHCTEM 2 KJIacCa 3aIUIIEHHOCTY — HE HUXE YeM
5 KJaccy 3alIMThl U YPOBHIO JOBEPHS;

JUIA 3aIIUTHl MHGOPMAIIMOHHBIX CHCTEM 3 Kiacca 3alMIIEHHOCTH — 6 Kiaccy
3aIHTH] U YPOBHIO JJOBEPHUSL.

73.Ha cragusx >XH3HEHHOTO LHKJAa TOCYJapCTBEHHBIX HHGOPMAIMOHHBIX
CHCTEM MepBHl MO0 3amuTe HHGOpManUM OODKHBI IPHHUMATHCS 3aKa34HKaMH,
omepaTopaMHd B COOTBETCTBHHM ¢ TpeOOBaHUAMH K IOPSAJAKY CO3/JaHHA, pa3sBUTHI,
BBO/Ia B OKCIUTYaTalUIO, KCIIJTyaTalluH U BBIBOJA U3 DKCILIyaTallMU ITOCYAapCTBEHHBIX
HH(QOPMALMOHHBIX CHCTEM M NalbHEHIIETr0 XpaHEHHs cojepikaledcs B ux Oaszax
JAHHBIX ~ MHGOpMAIUMH, YTBEPXKICHHBIMH  MocTaHoBiIeHHEM [IpaBuTesnbCcTBa
Poccuiickoit @eaepanun ot 6 mronsg 2015 r. Ne 676, Ha cTaguax )KU3HCHHOI'O LKA
WHBIX WH(QOPMALMOHHBIX CHCTEM — B COOTBETCTBHH C Pa3delaoM 5 HAUHOHAIBHOIO
crangapta Poccuiickoit ®enepanuun 'OCT P 51583-2014 «3amura uHbpoOpmarmm.
[Topsimok co3maHUs aBTOMATHU3HPOBAHHBIX CHUCTEM B 3alUICHHOM WCIIOJHEHHH.
O6mue TpeOGOBaHUA.», YTBEPXKACHHOTO M BBEJCHHOIO B JCHCTBHE IIPUKA30M
Poccrangapra ot 28 saBaps 2014 r. Ne 3-ct (M., ®I'VII «Crangaptuadopm», 2014).

3 Tyskr 2, moanyskt 13! nyskr 8 Ionoxernus o ®CTIK Poccun.
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[Ipunoxenue

Tpe6GoBauusM o 3ammre HHPOPMAIHH,
coiepXKalleics B TOCyJapCTBEHHBIX
UH(POPMAIIMOHHBIX CUCTEMAX, HHBIX
UHPOPMALMOHHBIX CUCTEMAX TOCYAAPCTBEHHBIX
OpraHoB, TOCYJapCTBEHHBIX YHUTAPHBIX
TPEANPUATHIA, TOCYAAPCTBEHHBIX YUPEKIACHHIM,
yrBepxaeHHbM nprkazoM PCTOK Poccun

ot «/{ » anpenst 2025 . Ne (/%

TpeboBaHus K ONPeeIeHMIO KiIacca
3aNIHIEHHOCTH HHGOPMALHOHHON CHCTEMBbI

1. Omepatopom (obmagareneM HHPOpPMalMH) YCTaHABIMBAIOTCA TPH Kiacca
3aMIMINEHHOCTH MHGOPMAIIHOHHBIX CHCTEM, ONpPENEJAIOIIUe YPOBHH 3alMINEHHOCTH
cojieprkaieiics B HUX HHPOPMALHH.

CampbIii HU3KHMH KlacC — TpPETH#, caMmblii BBICOKMI -— mepBbId. Kitacc
3aIMIIEHHOCTH MHPOPMAIMOHHOM cucTeMbl (mepBblii kiacc (manee — K1), BTopoi
knacc (manee — K2), tpermii knacc (nanee — K3) onpenensercsas B 3aBUCHMOCTH OT
ypoBHA 3HayuMoCcTH wuHpOpMammu (manee — Y3), oOpabaTeiBaeMoil B 3TOH
HHGOPMAIIMOHHOH cHcTeMe, U MacmTaba HHPOPMaLMOHHOH CHCTEMBI.

2. YpoBeHb 3HAYUMOCTH UHPOPMAIMH ONPEAEIACTCA B 3aBUCMMOCTH OT CTCIICHH
BO3MOXHBIX HETATUBHBIX MOCTIEACTBHH (yiiep6a) st obnagatens HHGOpMaMH U (UIIK)
omeparopa OT HapylleHus KOHOUICHIHAIbHOCTH (HENPAaBOMEPHBIE  JOCTYIL,
KOIMPOBaHKE, IIPEIOCTABICHHE MM PAacIPOCTPAHEHHE), LIEJIOCTHOCTH (HENPaBOMEPHEIE
YHUYTOKEHHE HWIM MOTUPHUUIMPOBAHME) WIM  JOCTYIHOCTH  (HEIPAaBOMEPHOE
6noxuposanue) uupopmauuu. Heratupaele nocieacTsus (ywep0) onpeaesnsaoTcs B TOM
quClle HA OCHOBE IEPEYHs] HEraTHBHBIX MOCNEACTBHH, BKIFOUCHHBIX B 0aHK JaHHBIX
yrpo3 6ezonacHocty uHpopmanuu PCTIK Poccun.

Crenenb BO3MOXHOro yimepba ompenemsiercs obOnaxaTeneM HHGOpMAaLUU HIH
oneparopoMm (o6aagareneM HHGOPMAIMK) B COOTBETCTBUH € TabauueH 1:
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Tabnumal
CreneHp BO3MOXKHOIO Bo3mo:xHBIi yiiep6 oT HapyuIeHus 6€30MacHOCTH
ymep6a uHpopManuu U (11H) QYHKIMOHHPOBAHHUS
HH(POPMALMOHHOH CHCTEMbI
Bricokas B03MOXHBI CYNIECTBEHHBIE HETAaTUBHBIC IOCIECACTBHS B
COIIMAJIBHOM, MOJINTUYECKOM, MEXTYHAPOIHOIA,

SKOHOMMYECKOH, (DHHAHCOBOM WJIM HMHBIX 00JacTiX
AeATeILHOCTH ¥ (MiH) HHPOPMAIMOHHAs cHCcTeMa U (WIN)
orepatop, o0naaarens HHGOPMALUU HE MOTYT BBIIIOJIHATH
BO3JI0KEHHBIE HAa HUX (YHKIIUH

Cpenuss B03MOXHBI yMEpPEHHbIE HEraTUBHBIE IIOCIEACTBUSA B
COILIMAJILHOM, MTOJIUTHYECKOM, MeXKTyHapOIHO,
SKOHOMHUYECKOH, (DHHAHCOBOW WM WHBIX 00JacTsax
AeATeNIBHOCTH ¥ (W) HHPOPMAIIMOHHAs CUCcTeMa U (W)
omeparop, obmaaaTens HHGOPMAIUH HE MOTYT BBINOIHATH
XOTs ObI OJIHY U3 BO3JIO)KEHHBIX Ha HUX (YHKIHH

Huskas B03MO0>XHBI HE3HAYUTENbHbIE HETATUBHBIC ITIOCIEACTBUSA B
COLIHAJILHOM, MOJUTHYECKOH, MEXTYHApPOIHOH,
SKOHOMHYECKOH, (HHAHCOBOM WM MHBIX 00JacTaX
JEATENLHOCTH U (WiIK) HHPOPMAIMOHHAs CHcTeMa U (W)
omeparop, oOnajgarens HHGOpPMAUKMU MOTYT BBIIOIHATH
BO3JIOKEHHBIE Ha HHX (QYHKOUH C HEIOCTaTOYHOH
3} ()eKTHBHOCTIO WM BBINONHEHHE (PYHKIMH BO3MOXHO
TOJILKO C IIPUBJICYEHHEM JOIOTHUTENBHBIX CHII U CPEACTB

3. Boicokuii ypoBeHb 3HaYMMOCTH (manee — Y3 1) nomkeH ycTaHaBIMBAThCA,
ecmd  XoTa ©Obl Ui OOHOrO M3  CBOMCTB  Oe3omacHoctd  HMHGOpPMALUH
(KOH(pUIEHITHATLHOCTH, IIEJIOCTHOCTH, JIOCTYIIHOCTH) ONpEIENeHa BBICOKAasA CTEICHb
ymepb6a.

CpenHuii ypoBeHb 3HAYMMOCTH (anee — Y3 2) NOIDKEH yCTaHABIUBATLCH, €CITH
XOTs OBl I OJHOTO M3 CBOMCTB 0€30MacHOCTH HHpOpMauuyu (KOH(GHICHIIHATLHOCTH,
IIEJIOCTHOCTH, JOCTYITHOCTH) OINpee/ieHa CPeJHs CTEEHb ylepba U HET HH OJHOrO
CBOJNCTBA, ISl KOTOPOTO OIIpeeseHa BEICOKas CTEIIEHb yiepoa.

Huskuit ypoBeHb 3HaYMMOCTH (Hanee — Y3 3) JOIDKEH yCTaHaBIMBATLCS, CCIIH
JUIsS BCEX CBOMCTB Oe3omacHOCTH HMH(pOpManuu (KOHQUICHIMATBHOCTH, LIEJOCTHOCTH,
JOCTYITHOCTH) OTpeesieHbl HU3KHE CTENEeHHU yIuepoa.

4, Jlna uHdopManuM, KOTOpas OTHECeHa K WHGOPMAallMHd OrPaHUYEHHOro
pacIpoCTpaHEHUS M AJIE HOCUTENIEH KOTOpOH YCTaHOBIECHA OrpaHMYHMTE/IbHAA [TOMETKA
«IUIA CITYXeOHOTO MOJIB30BAHUS, JOJDKEH OBITh yCTaHOBICH Y3 1.
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5.Tlpu o6pabGorke B HHPOPMALMOHHOW cHCTeME JBYX H 0Oolee BHIOB
uHpopMarn Y3 onpenessercs OTACNBHO I KaXaoro Buga vHpopmauuu. UTorossli
V3, ob6pabareiBacMoil B MHGOPMAIIMOHHON CHCTEME, YCTAaHABJIMBAETCS 10 HAUBBICLINM
3HAYEHHAM CTEMEHH BO3MOKHOTO yiep0Oa, onpeaeiaeHHbIM AT KOHGHICHUNATbHOCTH,
LETOCTHOCTH, JOCTYIMTHOCTH WH(MOPMALIUH KaXI0TO BU/1a HHQOpMaLKH.

6. JIns uHbOpPMAIIOHHOM CHCTEMBI JOJDKEH OBITH oOmpeneneH (QenepanbHbIN
MacmTab, €Clii OHa MpeIHa3HauYeHa U1 pemieHHs 3aJad Ha BCEH TEPPUTOPHUH
Poccuiickoit Penmepaiuy WM B mpenenax OByX WU Oonee cyObekToB Poccuiickon
®enepanuu.

Jlns uHGOPMAIMIOHHOW CHUCTEMBI JIOIDKEH OBITh OIpEIENICH pPETrHOHAIBHBIN
MacinTad, eciM OHa MpeaHa3HaueHa JIUII PEIICHU 3a/1a4 B IIpeJiesiaX OJHOrO CyOBeKTa
Poccuiickoit @enepanuu.

Jlist uHGOPMAIMOHHON CUCTEMBI I0JDKEH OBITH OIpeneeH 0ObeKTOBOM MacHITad,
€CIIM OHA IpeqHa3HavYeHa Jis pelleHus 3a1a4 B mpejenax oobekTa (00bEeKTOB) OIHOTO
rOCYJapCTBEHHOTO OpraHa, MyHUIIMIIATBHOTO 00pa30BaHHs, OPraHNU3aLUY.

7. Knacc 3amuineHHOCTH MHGOPMALIMOHHOM CHCTEMBl  OIPEHENIETCS B
COOTBETCTBUU C TaONUIIEH 2:

Tabnuma 2
y3 Macmtad HHOPMALMOHHON CHCTEMbI
PenepaabHBIH PernonanbHbIN O0BexToBBII
V31 K1 K1 K1
V32 K1 K2 K2
v33 K2 K3 K3

8. Kitacchl 3ammiieHHOCTH HHGOPMAIMOHHBIX CHCTEM, (PYHKIHMOHUPYIOIIUX Ha
0aze uH(GOPMAIIHOHHO-TEIEKOMMYHHUKAIIMOHHOW MH(PACTPYKTYphbl, HE HOILKHBI OBITH
BBIIC KJIacca 3alUIIEHHOCTH STOH HHGOPMALHOHHO-TEIEKOMMYHHKALHOHHOM
HHOPACTPYKTYPHI.

9. JlomyckaeTcsl IPUCBOCHHE OTACIBHBIM CErMEHTaM HH(OPMAIIMOHHON CUCTEMBI
pasHbIX KIJIACCOB 3aIlMIICHHOCTH. B 3TOM ciydae Mephl IO 3alure HHPOpPMaLUH
CEerMEeHTOB MH(OPMAIMOHHONW CHCTEMBI U COACPIKAIICHCs B HUX MH(OpMAIMU-T0JDKHBI
[IPHHUMATHCSA B COOTBETCTBUHU C IIPUCBOCHHBIMU MM KJIACCAMHM 3alMINEHHOCTH.

10. Pesynprarsl K1accupUKaMu oQOpMIIAIOTCS aKTOM, KOTOPBIA YTBEPKIAETCs
onepatopoM (oOnamatenem uHpopMarmu). AKT KiaccupHUKanuu JOIDKEH COAEp)KaTh
HAaMMCHOBAHUEC KIACCH(PUIUPYEMOH CHCTEMBI U CETMEHTOB HHGOPMAIIMOHHON CUCTEMBI
IpH UX Hau4uy, Y3 uinu Y3 B cerMeHTax HHQOPMAaMOHHON CHCTEMBI IIPU UX HAIIUYHH,
MacitTad HHGOPMAIMOHHON CHCTEMBI U (MJIH) CETMEHTOB HHPOPMAIMIOHHON CHCTEMBI
[pH WX HATMYIHUH, TPUCBOSHHBIH KJIaCC 3alIMIIEHHOCTH HH(OPMALHOHHON CHCTEME HIIH
cerMeHTaM HH(pOPMAIMOHHOM cHcTeMBb! pH WX Hammuuu. Jlomyckaercs opopMiieHHe



35

€IMHOT0 aKTa KJacCH(MKAIUU Ha HECKOIBKO CErMEHTOB MH(POPMAIIMOHHOW CHCTEMBI
oJHOTrOo orneparopa (ob6nagateins nHGopMaLun).

11. Kmacc  3amumeHHOCTH  HWHGOPMAlMOHHOW  CHCTEMBI  (CETMEHTOB
UH()OPMAIIMOHHOH CHUCTEMBI) MOJICKUT TEPEeCMOTpPy NpH H3MEHEHHMH Maciiraba
UH(OOPMALIMOHHON CHCTEMBI (CETMEHTOB HH(GOPMAIlMOHHOM CHCTEMBI) UM 3HAYUMOCTH
cofiepiKalneiics B Hel nHpopManuy (B cerMeHTax HHGOPMALMOHHON CUCTEMBI).




