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OEAEPAJIBHASA C/TYXKBA
IIO TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJ/IIO
(PCTIK Poccum)
IIPUKAS3
<@&X » aBrycra 2024 r. MockBa Ne @ '

O BHeceHuH n3meHenun B Tpe6oBaHus o 3amyre MHGOpMaLu, He COCTABIISIOIEH
roCcyJapCTBEHHYIO TalHY, colepkalleiics B roCyjapCTBEeHHBIX MH(POPMALMOHHBIX
cucTeMax, yreepikJeHHble npuKkasoM PejgepaibHoOM C/Ty)KObI IO TEXHHYECKOMY
M 3KCIIOPTHOMY KOHTpo/I0 oT 11 deBpasist 2013 . Ne 17, u TpeboBanust
1o obecneueHUI0 6@30MACHOCTH 3HAYUMBIX 00HEeKTOB KPUTHYECKOH
HH(opMaLMOHHOH HH(ppacTPYKTyphbl Poccuiickoil @eepanyu, yrBepxaeHHbIe
npukasom PejepanbHoOM CIy)KObI 10 TEXHHYECKOMY M YKCIIOPTHOMY
KOHTpo/I10 0T 25 Aekadps 2017 r. Ne 239

B coorBeTrcTBUY € yacTero 5 crathy 16 @egepanbHOro 3akoHa ot 27 urosis 2006 r.
Ne 149-®3 «O6 wuHbopmayuy, HHGOPMALMOHHBIX TEXHOJOTUAX W O 3alluTe
MH(MOpMaLMK», TYHKTOM 4 uactu 3 ctathu 6 PesiepanbHOro 3akoHa ot 26 utosst 2017 .
Ne 187-®3 «O 6e30macHOCTH KPUTHUYECKOW WH(OPMALMOHHOH HH(PACTPYKTYpBI
Poccunickol ®epepanjun», TyHKTOM 2, nognyHKToM 9.1 mnynkra 8 IlosoxeHus
0 ®enepanpHOi Ciyxkbe M0 TeXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJIIO, YTBEP)KIEHHOTO
Ykasom Ilpe3sugsenta Poccumickont ®Pepepaumu ot 16 aerycra 2004 r. Ne 1085,
IIPNKA3BIBAIO:

Brectu B TpeboBanus o 3amure uHGOpPMAlMM, He COCTaBJISIOLIEH
rocyjJapCTBeHHYIO TaWHy, COJepKaljelcsi B TOCyAAapCTBeHHbIX WH(POPMAaLMOHHbBIX
CACTeMax, YTBep)KJeHHble IIpuka3zoM ®PeznepasbHONH Cay)KOBI MO TEXHUYECKOMY
U SKCIIOPTHOMY KOHTpo/M0 oT 11 depans 2013 r. Ne 17 (3apeructpupoBaH
Mmunucrepcrom roctinmu Poccuiickon @epepanuu 31 mas 2013 r., perucTpaljioOHHbIN
No 28608) (c wu3MeHeHMsMH, BHeCeHHbHIMU TIpuKaszamMu DefiepalbHON CITy>KObI
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[0 TeXHUYECKOMY M SKCIIOPTHOMY KOHTpo/ro oT 15 deBpanss 2017 r. Ne 27
(3aperucTpupoBaH MuHucTepcTBOM FOCTHULIUU Poccurickoit denepaluu
14 maptra 2017 r., peructpanoHHbld Ne 45933), or 28 masa 2019 r. Ne 106
(3aperucTpupoBaH MuHucTepcTBOM FOCTULIUU Poccuiickoi ®depepaluu
13 centsabps 2019 r., peructpanuoHHbid Ne 55924), 1 B TpeGoBaHus 1Mo 06ecrieyeHuIo
6e30MmacHOCTH 3HaYMMBIX 0OBEKTOB KPHTHYECKOH MH(OPMALMOHHOW MH(PACTPYKTypPhI
Poccuiickonn  Pezlepauyy, yTBep)kAeHHble TIpuKasoMm @enepanbHOR CaykObl 110
TEXHUUECKOMY U 3KCIIOPTHOMY KOHTpPo/aro oT 25 gekabps 2017 r. Ne 239
(3apeructpupoBaH MuHuUCTepCTBOM IOCTHLMM Poccuiickoit Pepepauun 26 Mapra
2018 r., perucrpauyuoHHbli Ne 50524) (c M3MeHeHMsMH, BHECEHHBIMU IPHKa3aMH
®ezsepanbHON C/1yKOBI MO0 TeXHUYECKOMY M SKCIIOPTHOMY KOHTDOJIIO OT 9 aBrycra
2018 r. Ne 138 (3aperucrpupoBaH MUHHMCTEPCTBOM OCTHLMK Poccuiickor denepanyu
5 centsab6pss 2018 r., peructpayuoHHbii Ne 52071), ot 26 mapra 2019 r. Ne 60
(3aperncTpupoBaH MuHuCTepcTBOM locTulivu Poccuiickoit Penepauuu 18 arpesns
2019 r., peructpanoHHeli Ne 54443), ot 20 deBpans 2020 r. Ne 35 (3aperucTpupoBaH
MunncrepctBoM  roctuiud  Poccuiickont  ®@epeparm 11 centabps 2020 r.,
perucTpatiioHHbld Ne 59793), M3MeHeHUs] COIJIACHO NPWIOKEHHIO K HaCTOSIIEMY
NIpUKa3y.

JUPEKTOP ®EJEPA/IBHOM CJ/1YXBbI
I1I0 TEXHUYECKOMY U1 OKCIIOPTHOMY KOHTPO/J/IIO

W B.CEJINH




[TPUJIOXXEHUE
K nnpukasy ®CT3IK Poccun
or 28 asrycra 2024 . Ne 159

N3menennst, Kotopbie BHOcsTCst B Tpe6oBanms o saugure uHdopmannm,
He COCTaBJIAIOLIEN roCylapCTBEHHYIO TaliHy, copepKaLeincs
B roCylapCTBEHHBIX MH(OPMAIMIOHHBIX CMCTEMAX, YTBePKIEHHbIE
npukasom @efiepaIbHON CTYXKObI 0 TEXHNYECKOMY U SKCIIOPTHOMY KOHTPOJTIO
or 11 ¢espans 2013 r. Ne 17, u B TpeGoBaHNMs N0 06ecriedeHNIo Ge30MacHOCTH
3HAYMMBbIX 00bEKTOB KPUTHUECKO! MH(OPMaLMOHHOM MHPPACTPYKTYPbI
Poccuiickoi @eneparnym, yTeepkaeHHbIe IPUKA30M DepepaIbHOM CITYKOBI
110 TEXHNIECKOMY M 9KCIIOPTHOMY KOHTPOJIIO oT 25 neka6ps 2017 r. Ne 239

1. B TpeGoBanusix o saumre uabOpMaLMy, He COCTABISIONIEH rOCYAapCTBEHHYIO
TAilHY,  COOEPXKALIeiCci B  TOCYLAPCTBEHHBIX MH(QOPMallMOHHbIX  CHUCTEMax,
YTBEP)XAEHHBIX NpMKa3oM DenepasbHOil CITYXObl O TEXHUYECKOMY U 3KCIIOPTHOMY
KoHTposO oT 11 deppans 2013 . Ne 17:

1) myHkT 20 M3/105KMUTH B ClIENYIOLIEN peqakLm:

«20. ITocpeCTBOM MCIIONHEHNS] OPraHM3ALVIOHHBIX M TeXHIYeCKUX Mep 3alLAThI
vH(bOpMaLMy, ONpefieNsieMbIX B COOTBETCTBMM C IpUIOKeHMeM Ne 2 K HaCTOSILIUM
Tpe6oBanmam u peasmsyembix B MHMDOPMALMOHHON CHCTEMe B paMKax ee CUCTEMBI
3alMTBl  MHGOPMALMM, B 33aBMCUMOCTM OT YIpO3 6E30MacCHOCTH mHpopMaLnm,
VICIIOJIb3YeMBIX MHGOPMALMOHHBIX TEeXHOJIOTUMIT U CTPYKTYPHO-(YHKUMOHA/IbHBIX
XapaKTePUCTUK MH(POPMALVIOHHOM CUCTEMbI OCYLIEeCTBIISIOTCS:

a) MoeHTUGUKALIMS U ayTeHTUGUKALMS CYGbEKTOB AOCTYIIa M OOBEKTOB AOCTYIIA;

0) yripaBiieHMe JOCTYIIOM Cy6BbEKTOB JOCTYIIA K OGhEKTaM JIOCTYyTIa;

B) OrpaHiyeHye NpOrpaMMHOI Cpefbl;

I') 3alIMTa MalIMHHBIX HOCUTeJIeH nHpOopManmy;

Ji) perucrpaums coGpIThii 6€30MacHOCTH;

€) aHTUBMPYCHas 3allUTa;

X) OGHapysxeHue (IIpefoTBpallleHNe) BTOPKEeHUI;

3) KOHTPOJIb (aHa/IN3) 3aIUMILEHHOCTY MHPOPMALIAN,

1) LEJIOCTHOCTb MH(OPMALMOHHOI CUCTEMBI ¥ UH(POPMALINYL;

K) JOCTYIHOCTb MH(pOpMaLny;

JT) 3alllMTa CpeJibl BUPTYaIU3aLY;

M) 3alLMTa TEXHUIECKUX CPELICTB;

H) 3al0MTa MHQOPMALMOHHOM CUCTEMbI, €e CPeaCTB, CUCTEM CBSI3U U nepefaum

IOAHHBIX;
0) 3alMTa MHGPOPMALMOHHON CMUCTEMBI OT aTaK, HalPaBICHHBIX Ha OTKA3

B OOCTY>XKMBaHUM. »;




2

2) nocne nynkra 20.13 fononuuts nyskrom 20.14 cremyomero COLEepsKaHuUs:

«20.14. Meps! 1o sammre MHGOPMALVOHHON CUCTEMBI OT arak, HalpaBJIeHHbIX
Ha OTKa3 B OOCTY>KMBAHMM, [NOKHBI NPUHUMATBCI B OTHOLLIEHMUU MH(pOpMaLIMOHHOM
CUCTEMBI, MMEIOIIEN MHTep(EeNChl M CEePBUCH, K KOTOPbIM HO/IKEH GbITh OGeCreyeH
NOCTOSIHHBIN HOCTYTI U3 MHAOPMALMOHHO-TEIeKOMMYHMKALMOHHON CeTH «UHTEpHET»
(nanee — ceTb «VIHTepHET»), 1 [OJDKHBI IPeNyCMaTPUBATD:

a) BBISIBJIEHNME MHTeP(eIICOB U CepBUCOB MHPOPMALMOHHONM CHCTEMBI, K KOTOPBIM
JIOJDKeH ObITh OOeCredeH ITOCTOSHHBIA HOCTYNn u3 cet «MHTepHeT», omnpenesieHue
UX MIPUHAOJIESKHOCTY Y Ha3HAUCHUS,

O) BblsiBIeHMe  IYOJMYHBIX  CETEBBIX  aIpecos, 3aperncCTpUPOBAHHbBIX
33 Omepatopom ¥ (Wiy) IOTYYEHHBIX OT NPOBAitAepa XOCTMHIA, ¥ JOMEHHBIX VMMEH,
VICIIONb3YeMbIX Il OGecriedenus (yHKUMOHMPOBAHMS MHGBOPMAIOHHON CUCTEMBI,
omnpefesieHMe UX Ha3HAUYEHMUS;

B) BbISIBJIEHME M MCKITIOUEHME U3 MHGMOPMALMOHHON CUCTEMBI uHTepdencoB
M CepBUCOB MH(MOPMALMOHHBIX CUCTEM, K KOTOPbIM OBeCIeYeH NOCTYI M3 CeTH
«MHTepHeT», yG/MMYHBIX CeTEBbIX aApecoB M JOMEHHbIX MMeH, He UCIIONIb3YeMBbIX [IJISI
obecriedeHuss  QYHKUMOHMPOBAaHMS  MHPOPMALMOHHON  CUCTEMbI 1 ()
IPUHA[ITIEKHOCTb KOTOPBIX HE YCTAHOBJICHA,

r) GopMMpOBaHME TepeuHs: pecypcoB cetu «VIHTepHET», ¢ KOTOPBIMM MOSKET
B3aMMOJIE/ICTBOBaTh MH(GOPMALMOHHAs CUCTeMa, BKJIIOYAIOIIEr0 WCXONAIAE U
BXOZSILUMIL CETEBble MOTOKM, WX XapakTePUCTUKM M MUCIOIb3YeMble MPOTOKOJIbI
(Hajee — MaTpuLia KOMMYHMKALMI MHGOPMALMOHHO CUCTEMBI C CETBIO «HTEpHeT»);

I) OmpefieJieHie CeTEeBbIX afIpecoB, C KOTOPBIMM MAO/DKHO ObITh OBGECHeqeHO
B3aMMOZENCTBYEe MH(POPMALMOHHON CHCTeMbl, GOPMMPOBAHME CITMCKA paspelIeHHbIX
CeTEBbIX a[pe€COB B YCJIOBMAX pealM3aliMM aTaK, HalpaBJIeHHbIX Ha OTKa3s
B 0OCTYKMBaHMY;

€) UCITIO/Ib30BaHMe IIPOTrpaMMHBbIX, IIPOrpaMMHO-arapaTHbIX CpencTB,
obecrneynMBalOlUMX aHAIM3 M (GUIBTPALMIO CETEBBIX 3alPOCOB B  COOTBETCTBIM
C MaTpuueyi KOMMYHMKaUmii WHQPOPMALIOHHOM CUCTEMBI C CETBbIO «HTepHeT»
Ha MaKCMMAaJbHO BO3MOMKHOM CKOPOCTM Ui 3TUX KaHAJIOB CBSI3M M BO3MOKHOCTD
OJIOKVMPOBaHMS CETEeBBIX 3aPOCOB, OGNAfAIOLIMX IIPM3HAKAMM aTak, HaInpaBJIeHHbIX
Ha OTKa3 B OOC/IYKMBaHMM, HAa CETEBOM ¥ IPUK/IAAHOM YPOBHSAX MH(MOPMALMOHHOM
CUCTEMBI;

K) HaJIM4YMe [IByKPAaTHOTO pe3epBa MPOIYCKHOM CMOCOGHOCTY KaHAJIOB Nepefaun
AAHHDBIX OTHOCMTEJIBHO OOBEMOB Tpa(yKa B YCJIOBMSX OTCYTCTBMSI peayM3aliyMy arTax,
HaIlpaBJIEHHbIX HA OTKa3 B OOCTYKMBaHUY;

3) UCMO/Ib30BaHME MNaHHBIX, IIOJyYEHHBIX MPY B3aMMOMEHCTBUM C LlenTpom
MOHUTODMHTA M YIPaBJIEHNS] CETIO CBSI3M 00LIero nosb3osadms 'V
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M) obeClleyeHne XpaHEHMs B TedeHMe Tpex JIeT cilemylouieit uHdopMarmm
0 (hakTax peanusauyMmM aTak, HaNpPaB/IeHHbIX Ha OTKa3 B OBCITYXKMBAHMM: [aTa M BpPeMs
Hayajqa ¥ OKOHYaHWMs peanusalMu aTaky, TMI araku, obbvem (I'6MT/c, ceTeBbIX
TaKeTOB/C), [IEPEUYEHb CETEBLIX afpecoB, SIBJISIOLIMXCS MCTOYHMKOM aTaK, M CeTeBbIX
aJIpecoB, MO/IBEP)KEHHbIX aTaKaM, IIPMHUMAEMbIE MepBbL.»;

3) nononHuTb cHOCKOI 1(1) K myHKTY 20.14 CIeAyIONIEro comepsKaHms:

«'OTlykr 4 Ionoxkemust o llenTpe MoHMTOpMHTZ 1 YIIPaBJIEHUSI CEeTBIO
CBS3M  OOIIEro  IOJMb30BaHMS,  YTBEPXKAEHHOTO  IIPUKA30M Pockomuan 3opa
ot 31 miona 2019 r. Ne 225 (sapeructpupoBan Munrocrom Poccym 22 Hosi6ps 2019 1.,
peructpatmoHHbii Ne 56583), ¢ M3MeHeHMAMY, BHECEHHBIMM [IPUKA30M Pockomuag 3opa
or 24 ampens 2024 r. Ne 73 (3apermctpupoBaH Munioctom Poccuu 6 mions 2024 L.,
perucrpaunonsbnt Ne 78486) (nanee — ITonoxkenue o LlenTpe MOHUTOPUHTA).»;

4) mONnoNMHUTD MYyHKTOM 25' cemyrolero comepskanusi:

«25'. OprauusauioHHble Mepbl, HalpaB/ieHHble Ha 3alIMTY MHQPOPMAIMOHHON
CACTEMbl OT araK, HAaNpaBJEHHbIX Ha OTKa3 B OOCHYKMBAHMM, IOJIKHBI
IpeJyCMaTpUBaTh:

a) B3aMIMOIENCTBIE C roCyapCTBEHHOM CUCTEMOM oOHapyKeHus,
npenynpeskaeHus " JIMKBUAALIAN NOC/IeICTBUMI KOMIIbIOTEPHBIX aTaxk
Ha MH(OopMaLoHHbIe pecypcsl Poccuiickoit @eneparyn'®;

0) B3aMMOZE/CTBME B aBTOMATM3MPOBAHHOM DeXkuMe ¢ LIeHTpoM MOHMTOpMHTa
M YIpPaB/IeHMS CETBIO CBA3M OOLIEro monib3oBaHus'® B paMkax NpPOTMBOLENCTBUS
arakaM, HalpaBJIeHHbIM Ha OTKa3 B OOC/TYKMBAHUM,

B) B3aMMONENCTBME  C  IIPOBAiiepOM  XOCTMHTA WM  OpraHu3aluel,
NIPEOCTABJISIONIEN YCITYTY CBSI3Y;

I) OIpefie/ieHe TOpsIKa B3aMMOLENCTBUSI C IIPOBAIIEPOM XOCTMHTA WM
OpraHusalyeil, NPeNOCTaB/sIoNIell YCIYrU CBSI3M, MO COBMECTHOMY GJIOKMPOBAHMIO
arak, HamnpaB/l€HHbIX Ha OTKa3 B OOCAY)XMBaHMYM, U pasTPaHUYEHMIO 30H
OTBETCTBEHHOCTU [IPY TAaKOM OJIOKMPOBAHUM;

7i) obecriedenne noCTymHOCTH u3 cetu «VHTepHeT» MHTepdeiicOB 1 CepByCOB
VH(QOPMALMOHHONM CUCTeMbI, MOLJIEKALIMX 3alMTe OT aTak, HANPaBIEHHbIX HA OTKA3
B OOCTYMBaHMM, II0 COIIACOBAHMIO CO  CTPYKTYPHBIM IONpA3LesieHueM,
CreuuaaMcTamMy Io 3alpTe MHGOpMAaLMM TNOCTe IPUHATMS MEP IO KOHTDOJIO
¥ GWIbTpauMyu MCXOMSLIETO ¥ BXOAALIETO CeTeBOro TpadmKka B COOTBETCTBUM
C MaTpyLel KOMMYHMKaIMIT MHGOPMALIVIOHHON CUCTEMBI C CeThIo «IHTepHeT»;

€) BO3MOXXHOCTb pasMelleHys! MHPOPMALMOHHO! CHCTEMBI B MH(MOPMALMOHHO-
TeJIEKOMMYHMKALMOHHOM MH(PAaCTPYKType MpoBaiifepa XOCTUMHra, 06GeCnednBaloIiero
3aIMTy OT aTaK, HanpaBJIEHHBIX HAa OTKa3 B OOCTYKMBaHMM, WM OCYILECTBJIEHME
3alIMThl  MHQOPMALMOHHBIX CMUCTEM IIyTeM I[IepeHanpaBleHusl ceTeBOro Tpaduka
Ha TNpOrpaMMHO-allllapaTHbEe CPEACTBA OpraHM3allMy, OKAa3bIBAIOUIEN  YCIYTH
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MO0 KOHTPOJIIO, (UIBTPALMM M GIOKMPOBAHMIO CETEBBIX 3aIpoCcoB, 0O6aJaroLMX
IpM3HAaKkaMM  aTaK, HANpaBICHHBIX HA OTKA3 B OOC/HYXXMBAaHMM, IIPM OTCYTCTBUM
TEeXHUYECKOM BO3MOKHOCTM Y OIlepaTopa CamMOCTOSITEIbHO OpPraHM30BaTh 3alLUTY
VH(pOPMAUMOHHBIX CUCTEM OT aTak, HalPaBJIeHHbIX HAa OTKA3 B OOCTY>KMBaHUN. »;

5) IOTIOTHNATL CHOCKamMu 1(2) n 1(3) x nynkry 25" cnemyrorero CconepskKaHus:

«'® ITopnynkr «6» myuxkra 2 Ykasa IIpesunenTta Poccuiickoit ®enepauym
or 22 nexabps 2017 r. Ne 620 «O coBepiieHCTBOBaHMM TrOCY[JApCTBEHHOM CUCTEMBbI
OOHapy’>KeHMs, NMPEeNYNPEKAEHUS M JIMKBUIALIMM IOCJIEICTBMI KOMIBIOTEPHBIX aTaK
Ha MHpOpMaLMOHHbIe pecypcsl Poceniickoit Geneparymy.

'“Tlynxr 5 Ionoxenust o LIeHTpe MOHUTOPUHTA. »;

6) DOMOMHNTD ITYHKTOM 252 criemyrorero COolep>KaHUS:

«252, IIporpammHo-anmaparusie cpencTsa, VICITONb3yEMbIE [IJIS1 OCYIIECTBJICHUS
KOHTPOJIST, GUIbTpaLmy U GJIOKMPOBAHUS CETEBBIX 3aIPOCOB, 06/1aJaI0IIMX IPU3HAKAMMU
aTak, HallpaB/IeHHBIX HA OTKa3 B OOC/HYKMBaHMM, HO/KHBI OBITb DACIIONOKEHbI
Ha TeppuTopun Poccuiickoit Denepanym. »;

7)B  nyHkte 26.1 cioBa «MH(pOPMaIMOHHO-TEIEKOMMYHMKALIMOHHOM»
VICK/TIOUUTb.

2.B Tpe6oBaHMsXx MO O6eCHeYeHMIO 6e30MaCHOCTH 3HAUMMBIX 0OBEKTOB
KPUTUYECKOM  MHE(OPMALIMOHHOM vHOpacTpykTypel  Poccumitckoit  deneparuy,
YTBEPXXAEHHBIX NpuKasom QDenepanbHoit CIyKGbl [0 TEXHUYECKOMY U 9KCHOPTHOMY
KOHTPOJIIO OT 25 nekabps 2017 r. Ne 239:

1) nyHKT 22 M3I0KUTH B CIeAYIOMEl pegakLym:

«22. B 3HauMMBIX OOBEKTaX B 3aBUCUMOCTM OT MX KaTeropmy 3HAYMMOCTU
M yrpo3 6esonacHoCTM MHGOPMALVY NOCPEICTBOM MCIIOMHEHMS OpraHM3alMOHHbIX
M TEXHUMECKMX MEp, OIPE/Ie/IIeMbIX B COOTBETCTBMM C IPUIOKEHMEM K HaCTOSILLM
Tpe6oBanusam, ocyiecTBASIOTCS:

a) uoeHTUGUKaLMSI U1 ayTeHTUGUKALMSI Cy6beKTOB AOCTyMa ¥ 06bEKTOB JOCTYIIA;

6) yrpasJieHye JOCTyIIOM Cy6beKTOB JOCTYIA K O6BeKTaM IOCTYyTIa,

B) OrpaHM4YeHMe POrpaMMHOI Cpelbl;

I') 3alMTa MAIMHHBIX HOCUTEJIEN MHDOPMALM;

1) ayIUT 6e30MacHOCTH;

€) aHTUMBMPYCHas 3alIMTa;

K) TIpeOTBpAILeHNe BTOP KeHMIA (KOMIIBIOTEPHBIX aTax);

3) obecrieyeHne UEITOCTHOCTY;

1) obecriedeHne JOCTYITHOCTY;

K) 3aLlMTa TEXHUYECKMX CPEMICTB M CHCTEM;

JT) 3aliMTa  MHMOPMALMOHHOM (aBTOMaTM3MpPOBAaHHOM) CUCTEMBI U ee
KOMITOHEHTOB;

M) IUIaHMPOBaHME MEPOIPUSITUIA IO 06eCIIeYeHUIO 6esomacHoCTY;




H) ympaBjieHue KOHpuUrypalmei;

0) yIIpaBJieHye OOGHOBJIEHUSIMY NTPOrPAMMHOI0 06eCIIeyeH s,

1) pearMpoBaHye Ha MHUMAEHTH! MH(DOPMAalMOHHOI 6e30MacHOCTH;

p) obecrieyeHye OeMCTBMI B HELUTATHBIX CATYaLMSIX;

¢) MH(OpPMUpPOBaHMe U 0OyUYeHMEe TIepCOHANa;

T) 3al0MTa 3HAUMMBIX OOBEKTOB OT aTaK, HampaBJeHHbIX Ha OTKa3
B OOCITY>KMBaHUM. ».

2) JOMOJIHUTH MYHKTOM 22! CJIEAYIOLLErO COmep KaHus:

«22'. Tlpu peaymsaumu Mep 10 obecredeHNo 6e30IacHOCTH 3HaUMMBIX OGHEKTOB
NPUMEHSIOTCST  METOOMYECKMe JOKYMeHThl, paspaboranusie OCT3K Poccun
B COOTBETCTBMM C NOANMYHKTOM 4 myHkra 8 [lonoxkenumss o DepepanbHOil ciykbe
MO TEXHMYECKOMY M SKCIIOPTHOMY KOHTDOJIIO, YTBEPXKIEHHOTro Ykasom IlpesupmeHTa
Poccuitckon @enepaunn or 16 asrycra 2004 r. Ne 1085.»;

3) BOIOJHUTD IIYHKTOM 22 ciefyIoliero COIEep>KaHUS:

«22°, Mepbl 10 O6eCreyeHMIO 3aIUMThl 3HAYUMBIX OOGDBEKTOB OT arax,
HampaB/IeHHbIX Ha OTKa3 B OOCTY)XMBaHMM, HO/DKHBI IIPUMHMMATHCS B OTHOLIEHMM
3HAUVMMbIX OOBEKTOB, MMEIOIIMX MHTEePdEChl M CEPBUCH], K KOTOPBHIM IOJDKEH ObITh
obecrieyeH MOCTOSHHBINA AOCTYN M3 MHGOPMALMOHHO-TeJIeKOMMYHMKALIMOHHOM CeTH
«MHreprer» (nanee — ceTb «/HTEpHET»), M JOKHBI IPESYCMaTPUBATD:

a) BbIABJIEHMEe MHTepQEICOB M CEPBUCOB 3HAUYMMBIX OOBEKTOB, K KOTOPBIM
HO/KeH ObITh OGeCIleYeH MOCTOSIHHBIA NOCTYyNn u3 ceTu «MHTepHeT», ompeneneHue
UX NPMHAJIESKHOCTY U Ha3HAYEHMUS;

0) BblsiBIeHMe  NYONMYHBIX  CETEBBIX  aipecoB,  3aperyCTPUPOBAHHBIX
32 CyOBEKTOM KPUTUYECKOH MHPOPMaLMOHHOM MHGPACTPYKTYPhl U (MIM) MOTYIE€HHBIX
OT IIpOBalfepa XOCTMHra, Y [OMEHHbIX MMEH, MCIIOJIb3yeMbIX [JI1 OOeCHedeHys
(GYHKUMOHMPOBaHMST 3HAYMMBIX OOBEKTOB, ONpPee/IeHMEe UX HasHAYEeHNS;

B) BbISIBJIEHVME M UCK/IIOUEHME M3 3HAUMMBIX OOBEKTOB MHTEP(ECOB M CEPBUCOB
3HAUMMbIX OOBEKTOB, K KOTOPbIM OO€CIIeYeH JOCTYI U3 ceTu «MHTepHeT», My6aMuHbIX
CeTeBbIX QAPECOB ¥ [OMEHHbIX }MEH, He M}CIOJb3yeMbIX [Jis1 OOecreyeHus
GYHKUMOHMPOBaHMSI 3HAUMMBIX OGBEKTOB M (WiM) NPUHAAIEKHOCTD KOTOPBIX He
YCTaHOBJIEHA,;

r) opmupoBanMe mnepeyHst pecypcoB cetu «VHTepHET», C KOTOPbIMM MOTYT
B3a/MMOJIEMICTBOBaTb 3HAYMMble OOBEKTbI, BKJIIOYAIOLIETO MCXOMSIIMIA ¥ BXOMSILIMIA
ceTeBble IIOTOKM, MX XapaKTEPUCTUKYU U UCIO/Ib3yeMble MPOTOKOJBI (flajlee — MaTpuLa
KOMMYHMKaLMI 3HaYMMbIX OOBEKTOB C ceTbio «HTepHeT»);

1) OTpefieJieHNe CeTeBbIX aJIpecoB, C KOTOPbIMM JO/DKHO OBITh 06ecIedeHo
B3a/MOJIEJICTBYME 3HAUMMBbIX OOBEKTOB, (hOpPMMUPOBaHME CIIMCKA Pa3peIIeHHbIX CeTeBbIX
apecoB B YCJIOBUSIX peaM3aluuy aTak, HallPaB/JIeHHbIX HA OTKa3 B 0OCIYKMBaHUY;
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€) UCIOJIb30BaHME MIPOrpaMMHBIX, IIPOrPaMMHO-aIIapaTHbIX CPe[CTB,
obecrneuMBalOIIMX aHaIM3 M GUIBTPALIMIO CETEeBBIX 3alpPOCOB B COOTBETCTBUU
C MaTpMlell KOMMYHMKAalMii 3HauMMbIX OOBEKTOB ¢ ceTblo  «VIHTepHer»
Ha MaKCMMaJIbHO BO3MOXXHOM CKOPOCTM MJISI STMX KaHaJOB CBSI3U M BO3MOKHOCTb
O7I0KMPOBaHMS CETEBBIX 3alpoCOB, 06/aNalOIIMX IpPM3HAKAMM aTaK, HAIpPaBJIEHHBIX
Ha OTKa3 B 0OCITY>KMBaHUM, Ha CETEBOM ¥ MPUKJIAAHOM YPOBHSIX 3HaUMMbIX OObEKTOB;

X) HaIMUMe ABYKPAaTHOTO pe3epBa IPOITYCKHOM CITOCOOHOCTM KaHAJIOB Iepenaun
OAHHBIX OTHOCUTEJIbHO 00beMOB TpaduKa B YCIOBUSIX OTCYTCTBMS peanu3allMy aTak,
HaIpaB/€HHbIX Ha OTKa3 B 0OCTYKMBAHUM;

3) UCIIOJIb30BaHME [TaHHBIX, ITOJIYUYEHHBIX NpU B3aumopeucTBum C lLleHTpom
MOHMTOPMHTA M YIIPABIEHUS CEThIO CBS3M OBLIEro NMojib30BaHms’;

1) obecrnieueHe XpaHeHUs] B TeUYeHMe Tpex JeT cienyiouein uHdopmauumu
o dakrax peanusaluMy arak, HAMpaBJIEHHBIX HA OTKa3 B OOCITY;KMBaHMM: JaTa U BpeMs
HAayajia M OKOHYAHMSA peanu3alMyu araku, TuUlm araku, oo6wvem (I'6ut/c, ceTeBbIX
MIaKeTOB/C), TepeyeHb CETEBbIX afgpecoB, SIBJSIOIIMXCSI MCTOYHMKOM aTak, M CeTEeBbIX
aipecoB, MOJBEPKEHHBIX aTakaM, IIPMHMMAaeMble MEPBI. »;

4) IOMOMHUTD CHOCKOM 1 K MyHKTY 222 C/IenyIoIero comepKaHus:

«'Tlyuxr 4 ITonoxenns o lleHTpe MOHMTOPMHIA M YIIPaBJIE€HUSI CETbIO CBA3M
OBIIEro MoJb30BaHMs, YTBEPKIAEHHOro npukasom PockomHamsopa ot 31 uions 2019 r.
Ne 225 (3aperucrpupoBan Munioctom Poccun 22 Hosbps 2019 r., permcTpauyOHHBIN
Ne 56583), ¢ usmeHeHMssMM, BHEeCEHHbIMM IpuKa3oM PockomHanm3opa ot 24 ampens
2024 r. Ne 73 (sapeructpupoBan Mwunioctom Poccum 6 wuions 2024 r,
peructpauyoHHslit Ne 78486) (nanee — IlonoskeHne o LleHTpe MOHUTOpPUHrA). »;

5) IOMOMHUTD IYHKTOM 26 C/IeIyIONIero comepsKaHms:

«26%. OpraHnsaLMOHHbIE Mepbl, HANpaB/JeHHbIE HA 3ALIMTY 3HAUMMbIX O6BEKTOB
OT aTak, HalpaBJIeHHBIX Ha OTKa3 B OOC/TY>KMBaHUM, OJIKHBI IIPeSyCMaTpPUBaTh:

a) B3auMOJENCTBIUE C rocyapCcTBEHHOMN CUCTEMOM OOGHapyKeHMS,
nmpenynpexaeHus " JIMKBUIALNA MOCIeACTBUN KOMITbIOTEPHBIX aTak
Ha MHGOpMaLMOHHbIe pecypchl Poceuiickoit @emepauyn?;

6) B3aMMOZENICTBME B aBTOMAaTU3MPOBAaHHOM pexume ¢ lleHTpom MOHUTOpMHra
VI YTIPaBJIeHUSI CeThIO CBA3M OBLIero IMoMb30BaHMsA® B paMKaxX NMPOTUBONENCTBUS aTakaMm,
HAIpaBJIEHHbIM Ha OTKa3 B 0OCTY>KMBaHUY;

B) B3aMMOJENCTBME C  TpPOBAiIEPOM  XOCTMHIa WIM  OpraHu3auymen,
IPeIOCTaB/ISIOWEeN YCJIYTU CBSI3M, IPOrPaMMHO-aNIaparHble CpefCcTBa KOTOPBIX,
yUacTBYIOLIME B KOHTpose, GuabTpauyuyu wu OJOKMPOBaHMM CETEBBIX 3alPOCOB,
obnamaIMX NpMU3HaKaMM aTak, HalpaB/IeHHbIX Ha OTKa3 B OOCITY>KMBaHUM, HOJIKHbI
ObITh pacIo/okeHbl Ha Tepputopum Poccuitckon @enepauny;

) ompefe/sieHMe TOpSAKa  B3aMMOIENCTBMS C  IPOBAiEepOM  XOCTUHIA
WIM OpraHusaliyei, IpeaoCTasIsollen YCIyry CBsI3K, IO COBMECTHOMY G/I0KMPOBaHUIO
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aTaK, HaIpaBJI€HHBIX Ha OTKa3 B OOCITY>XMBAaHMM, U  pasrPaHMYEHMIO 30H
OTBETCTBEHHOCTY HPU TaKOM GJIOKMPOBAHUM;

) obecriedeHMne NOCTYIHOCTU U3 CETH «uTepHeT» MHTepdeiicoB n CepBUCOB
3HAYMMBIX OOBEKTOB, MONIEKAIMX B3alIUTe OT aTaK, HalpaB/JIeHHbIX Ha OTKa3
B OOCIYKMBAaHMM, MO  COIVIACOBAHMIO €O CTPYKTYPHBIM  IOApa3sfeseHueM,
Clenuameramy [0 sammre MHQOPMALMM IOC/TE IIPUHATHS Mep II0 KOHTPOJIIO
Y OUIbTPaLMM MCXOASAIIErO | BXOISILLIETO CETEBOr0 TpadmKa B COOTBETCTBUM
C MaTpUIeit KOMMYHUKALMIA 3HAYMMBIX O6HEKTOB C COTIO «HTepHeT»;

€) BOSMOKHOCTb ~ PasMeIUEHMSI  3HAYMMBIX 00beKTOB B MH(OPMALMOHHO-
TE/IEKOMMYHMKALMOHHO MH(PaCcTPyKType TpoBaiiiepa XOCTUHTA, obecneunBalomero
3allIMTY OT araK, HalpaB/JeHHbIX HAa OTKAa3 B OOCIY>XMBAaHMM, WM OCYLIECTBJIEHME
3alIMTBL  3HAYMMBIX  OOBEKTOB  IyTem NIEpeHanpaB/ieHust  CeTeBOro  Tpaduka
Ha  MpOrpaMMHO-aNnapaTHble CpencTBa OpraHusaumMy, OKasbIBAIOLIEH  yC/IyTH
O KOHTPOMIO, (WIbTPalMK ¥ GIOKUPOBAHMIO CETEBBIX 3a1pocoB, oO6amarommx
[IpM3HAKaMM aTak, HalpaB/JIEHHbIX Ha OTKA3 B OOGC/IY>KMBaHMM, TIPU OTCYTCTBUM
TEXHUYECKOM  BOSMOXKHOCTM Yy  Cy6bekTa KPUTUYECKON  MHGDOPMAaLMOHHOI
VHOPACTPYKTYPbI CaMOCTOSITETbHO OPTaHM30BaTh 3aIMUTY 3HAYMMbIX OGBEKTOB OT aTax,
HalTPaBIEHHBIX HA OTKa3 B OOCTYKUBAHMIL. »;

6) NOMOHUTL CHOCKaMM 2 1 3 K MYHKTY 26° cenytomero comep>KaHus:

«* [MognyHrT «6» nyHKTa 2 VYkasa Ilpesupmenta Poccuiickoii Denepanymn
or 22 pmekabps 2017 r. Ne 620 «O COBEPIIEHCTBOBAHMUM TOCYapCTBEHHOM CUCTEMBI
OOHApYXeHNsl, TIpefyNpesKIeHUs 1 JMKBUIALMA TIOCTIEACTBU)A KOMIIBIOTEPHBIX aTak
Ha MH(OPMaLOHHbIE pecypchl PoccuiicKoi Denepamm»,

*ITynkr 5 Tonoxenus o UenTpe MounTOpuHTa.»;

7) DONOJIHUTB OYHKTOM 26° CIIENYIOLLETO COmepsKaHMsI;

«26°. ITporpammuo-annapatubie CPEACTBA, MCIONIb3yeMble Il OCYLIEeCTBJIEHMS
KOHTPOJISI, GYIIbTPaLUM ¥ GJIOKMPOBAHMS CETEBBIX 3aIIpOCOB, 06/1aa0LIMX [TPU3HAKAMM
dTaK, HallpaB/IeHHbIX HA OTKa3 B OOGCTYKMBAaHMM, [OKHBI GbITh PacCIiOJIOKEeHbI
Ha TeppuTopuu Poccuitckoit Depeparym. »;

8)B ab3are [IepBOM ITYHKTAa 29.1 CJIOBa «MH(}OPMaLMOHHO-
TEJIEKOMMYHUKaLMOHHOM» UCK/TIOYNTD.




