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®OHJ] HEHCHOHHOTO 1 COIMAJIBHOT'O CTPAXOBAHHSI
POCCUUACKON ®EJEPALIMU

ITPUKA3
24 wnwaa 2024 r. MOCKBA Ne 1284

OO0 ompeneneHuy yrpo3 6€30MacHOCTH EPCOHATBHBIX JAHHBIX,
aKTyallbHEIX IIpH 00paboTKe NMePCOHANBHBIX IaHHKIX B MHHOOPMALMOHHEBIX CHCTEMAX
IIEPCOHANIBHBIX NaHHbIX POH/a IEHCUOHHOTO U COMUAIILHOTO CTPAXQBAHMS
Poccuiickoil ®enepanny, KCIUIyaTHPYEMBIX [IPH OCYIIECTBICHHH
®oHIOM IIEHCHMOHHOTO U COLMANIBHOTO cTpaxoBaHus Poccuiickoit ®enepaiyu
GyHKIHH, OITpe/ieNIeHHBIX 3aKOHOAATeNECTBOM Poccuiickoit Menepanun

B coorsercTBuM ¢ uacTeio 5 crateu 19 ®DepepanbHOro 3akona or 27 Hions
2006 r. Ne 152-®3 «O nepcoHanbHBIX JaHHBIXY, 9acThio 1 crarbu 2 DepepansHOro
3akona or 14 wons 2022 r. Ne 236-03 «O ®onge MEHCHOHHOTO U COLUAIBHOIO
crpaxoBanus Poccutickon @esepanyu» 1 p U K a3 bl B 2 10:

ONPENEIIUTh YIPO3bI 6e30naCHoél‘H NEPCOHAIBHBIX JIAHHBIX, aKTyaJlbHbBIE
npy 00paboTKe MEPCOHANBHBIX JaHHBIX B HHOOPMAIMOHHBIX CUCTEMAX HEPCOHAIBHBIX
AaHHbIX DOHAA MEHCHOHHOTO M COIUANBbHOIO CTpaxoBaHWs Poccwuiickoit Menepatiuu,
OKCIUIYaTHPYEMBIX IIPM OCYIUECTEJCHHM DOHAOM IEHCHOHHOIC H COLMAIBHOIO
crpaxoBanus Poccuiickor Penepanun GyHKIUH, ONpeNeNeHHbIX 3aKOHOMATELCTBOM

Poccuiickoii Deneparymy, COraCHO NPUIOKEHUIO K HACTOSILIEMY IIPHKA3Y.

Ipencenarens | C. Yupxkos




ITpunoxenue

K npuxasy Qonna neHCHOHHOTO
U COLUAIBHOTO CTPAaXOBaHUsA
Poccuiickoit denepanuu

oT 24 uwoaa 2024 r.

Ne 1284

¥Yrpo3bl 6e30nacHOCTH nepéouaﬂbuux JAHHBIX,
aKTya/IbHbIe IIPH 00paboTKe NEePCOHAIBHBIX TAHHBIX B HH(OPMAIIMOHHBIX
CHCTeMax MePCOHANBHBIX JAHHBIX ®OH/Ia IEHCHOHHOTO U COUMAIBHOTO
cTpaxoBaHus Poccuiickoil @egepannn, IKCILIYATHPYEMBbIX IPH 0CYIIeCTBJICHUU
PoHAOM NEHCHOHHOTI0 H COHMAJIBHOI0 cTpaxoBaums Poccmiickoii Meaepannu

(yHKIHi, onpeae/IeHHBIX 3aKoH0AaTeNbcTBOM Poccuiickoii @enepannn

1. Yrpozamu 06e30macHOCTH TNEpPCOHANBHBIX HAHHBIX, AaKTyaJbHBIMH IIPH
00paboTKke NEpCOHAIBHBIX MAaHHBIX B HHQOPMALIMOHHBIX CHCTEMAaX MEPCOHATIBHBIX
naHHeIX POHAA MEHCHOHHOTO M COLHANIBHOTO cTpaxoBaHus Poccuiickoit Pemeparuu,
OKCIUIYyaTHPYEMBIX IIPU OCYIIECTBICHUM @DPOHJIOM TNEHCHOHHOIO H “ COLIMANILHOTO
crpaxosanusa Poccuiickoit depepaunu ¢yHKIMHA, ONpeaeneHHBIX 3aKOHOIATCIbCTBOM
Poccuiickont ®egepanuu (nanee — THPOPMAHOHHBIE CHCTEMBI ), SIBJISIOTCA:

yrpo3sl  0€30IIaCHOCTH  NEPCOHANBHBIX  JAHHBIX,  3alllMIIacMBIX  0€3
MCIIOJIB30BaHHs CPENCTB KpunTorpadudeckon 3amuTel nHGopmanuu (1anee — CK3N);

YyIpo3pl peanu3alyy LEJICHANpPaBICHHBIX JEWCTBUM C  HCMONb30BaHUEM
anmnapatHplX M (WIHM) NPOTPAMMHBIX CPEICTB C IEJbI0 HapyIIeHHsS Oe30IIaCHOCTH
3amumaeMelXx ¢ ucnonas3oBanneM CK3M mnepcoHanbHbIX OAHHBIX WM CO3HAHUSA
YCIOBHH IJIA 3TOTO.

2. [lnd nepcoHaNbHBIX [AHHBIX, 3amIuIiaeMbIX Oe3 wucmoas3oBanus CK3H,
aKTyaJIbHBIMU SIBIIIIOTCS YTPO3bl, CBS3aHHBIE C:

1)  ocobeHHOCTSMH  (YHKUMOHHUPOBAHUS  TEXHUYECKHX,  HPOrPaMMHO-
TEXHHYECKHX M IIPOTPAaMMHBIX CPEICTB, OOECHEUMBAIOUIMX XpaHEeHHe, 00paboTKy
U nepefayy uHGopMauum,

2) HECaHKLHMOHHPOBAaHHBIM JOCTYIIOM K IIE€PCOHAIBHBIM JaHHBIM JIMLIAMH,

O6JIaZ[aIOHII/IMI/I I1I0JIb30BATCIILCKUMU IIpaBaMu JOCTYyIIA K I/IHQ)OpMaHI/IOHHHM CHUCTEMAaM,
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NpaBaMH JOCTyIIA K aAMHUHHCTPHPOBAHHIO NPOTPAMMHBIX, IIPOrPAMMHO-ANNapaTHBIX
CPEICTB, CPEICTB 3aIUThl MHPOpPMAIMH, BXOASIIIMX B COCTaB HMHQPOPMAIMOHHBIX
CHUCTEM, B XOI€ CO3J4aHHUfA, JSKCIUIyaTalUH, TEXHUYECKOro OOCHyXuBaHus U (WIH)
PEMOHTA, MOJIEPHU3ALNH, BEIBO/IA M3 IKCIUTyaTallMd HHGPOPMAIIHOHHBIX CHCTEM;

3) BO3aeiicTBHEM BPEIOHOCHOIO KOJ1a, BPEIOHOCHOH MPOTrpaMMBl;

4) MCNONb30BAaHHEM COLMANBLHOIO U TCUXOJIOTHYECKOr0 BO3ICWCTBUS HA JIMI,
ofyagarIX NpaBaMd AOCTyNa K HHPOPMALMOHHBIM CHCTEMaMm, IIPaBaMH [OCTYIa
K aAMUHHUCTPHPOBAHUIO NPOTrPAMMHEIX, IPOrPaMMHO-aNNapaTHbIX CPEACTB, CPEACTB
3aIMThl UHPOPMALIMH, BXOSIIUX B COCTaB HH(POPMAIIMOHHBIX CUCTEM;

5) HECaHKIMOHMPOBaHHBIM  JIOCTYNIOM K  OTYYXXIA€MBIM  HOCHTEISIM
IEPCOHANBHBIX [AHHBIX, BKIIOYasd [EPEHOCHBIE NEPCOHAIBLHBIC  KOMIIBIOTEPHI
I10JIb30BaTeNed NHGOPMALIMOHHBIX CHCTEM;

6) BO3IEHCTBHEM Ha OTYYKJIaeMbl€ HOCUTENH NEPCOHAIBHBIX JaHHBIX, BKIFOYAS
IIEPEHOCHBIE NIEPCOHAIBHBIE KOMIIBIOTEPEI IT0JIB30BATENECH HHPOPMALIUOHHBIX CHCTEM;

7) HECaHKIMOHHPOBAHHBIM JIOCTYIIOM K II€PCOHAIBHBIM [aHHBIM JIMIIAMH,
He oOnajarolIMMH mHpaBaMH AOCTyna K HHOOPMAlHMOHHBEIM CHCTEMaM, IIpaBaMH
JOCTyIla K aAMUHUCTPHPOBAHHWIO IPOrPAMMHBIX, MMPOTPaMMHO-ANIAPATHBIX CPEJICTB,
CpeACTB 3amMTbl KMHGOpMAalMH, BXOIAIIMX B COCTaB HH(POPMALHUOHHBIX CHCTEM,
C MCIIOJIb30BAHUEM YA3BUMOCTEN:

B OpraHU3alli{ 3alIUThl IEPCOHAJIbHBIX JAHHBIX;

B 00€CTIIeYeHUH 3alUThI CETEBOTO B3aHMOICHCTBUA U KaHAJIOB Mepeav JaHHBIX,
B TOM YHCJIE€ C UCIOJIH30BAaHNEM POTOKOJIOB MEXXCETEBOT0 B3aUMOICHCTBUA;

B 00ecrieueHUM 3allUThl BBIYUCIUTENBHBEIX CeTeH HHGOPMALMOHHBIX CHCTEM,
BBI3BAHHBIX HecoOmoAeHHeM TpeOoBaHWM MO HKCIUIyaTal[dd CpPElCTB  3allUTEHI
nHbopMauuy,

8) HCIIOJIB30BAHUEM HOBBIX HH(OPMAUMOHHBIX TEXHOJIOTHH.

3. Yrpo3sl IeneHanpaBleHHbIX OEHCTBUM C HCIOJb30BAHHEM AamIapaTHBIX
¥ (WIK) MPOrpaMMHBIX CPEACTB C LEJIbI0 HAapYIICHHS OE30MaCHOCTH 3al[HIIAcMbIX
¢ ucnons3oBanneM CK3U nepcoHanpHBIX JaHHBIX WM CO3JaHMs YCIOBHH IJIA TOTO

BKJIIOYAKOT:
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1) yrpo3sl npoBeieHUS aTaK HAPYIIUTEIAMH, HAXOIAIINMHUCA BHE MPOCTPAHCTRA,
B IIPEJIEJIaX KOTOPOr0 OCYIIECTBIISIECTCS KOHTPOJIb 32 MPeObIBAHUEM U JAEHCTBUSIMH JIHII
U (WIK) TPAHCIIOPTHBIX CPEICTB (Hajiee — KOHTPOJIUPyeMast 30Ha);

2) yrpo3bl IPOBEICHUS HA JTamax pa3paboTku (MOJAEPHHU3ALUHU), IIPOU3BOJICTBA,
xpadenust, TpaHcnoptupoBkn CK3M u 3rame BBoga BIkciulyarauuio CK3U
(myckoHaslago4yHble paboThl) aTaku TYTEM BHECEHUS HECAHKUHOHHPOBAHHBIX
usMmernenuil B CK3U, noxymenranuio Ha CK3U u (wiM) B KOMIOHEHTHI anapaTHbIX
U IIPOrPaMMHBIX CPEACTB, COBMECTHO ¢ KOTOPHIMH mrTaTHO (dyHKumoHupyoor CK3U
1 KOTOPBIE B COBOKYIIHOCTH IPEACTABIAIOT cpeny pynkuunonupoanus CK3U, koropeie
CIIOCOOHBI NOBNMATH Ha BhIMONHEHHe mpenbsBiaseMsix K CK3U  TtpeGoanmii,
B TOM YHCJIEC C HCIIOJIb30BAHUEM BPELOHOCHBIX MPOTPaMM;

3) yrpo3sl ipoBe/icHUS atak Ha stane skcuryatanun CK3U Ha:

IIEPCOHAJILHBIC JaHHBIE;

KJII0YCBYIO, ay TCHTUDHUIMPYIOIIYIO U mapoisHyo nHpopmanuo CK3U;

nporpamMmubie KomnoneHTsl CK3U;

annapatHeie koMmoHeHThl CK3U;

IIpOrpaMMHBIE KOMIIOHEHTHl cpenpl  ¢QyHkiuoHupoBanus CK3U, Bxmouas
0a30ByI0 cHCTEMY BBOJA (BBIBOJIA);

anrnapaTHble KOMIIOHEHTHI cpeabl pynkuuonuposanus CK3U;

JaHHBIE, IIepe1aBacMble 110 KaHaJlaM CBSI3Y;

4) yrpo3pl HOJXy4eHHS W3 HaXONANIMXCA B CBOOOTHOM JOCTYIIE HCTOYHHUKOB
(Bkmroyasd HH(POPMAMOHHO-TEICKOMMYHHKAHOHHBIE CETH, IOOCTYI K KOTOPBIM
HE OrpaHUYeH OIpeACIeHHBIM KpyroM JHll, B TOM 4Hcle HHGOPMAIMOHHO-
TEJICKOMMYHHKALIHOHHYI0 ceTh «lHTepHeT») undpopmanuu o6 HHPOPMAIUOHHBIX
CHUCTEMAX, B KOTOPBIX Hcnonb3yroTes CK3U:

o0mux cBeleHud 00 MHPOPMAMOHHBIX CHCTEMaX, B KOTOPBIX HCIIOJIB3YIOTCA
CK3M (masHayeHue, COCTaB, ONepaTtop, OOBEKTHI, B KOTOPBIX Pa3MEIICHBI PECYpPCHI
MH(QOPMAIIUOHHBIX CUCTEM);

CBeJeHMH 00 HH(POPMALMOHHBIX TEXHONOTHAX, 0a3ax IaHHBIX, aIllapaTHBIX

CpeACTBax, IPOTrpaMMHOM O00eCHeueHHH, MCIOJb3yeMbIX B HH(OPMAIIMOHHEBIX
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cuctemax coBMmecTHO ¢ CK3MU, 3a uCKimoOYeHHEM CBEACHUM, COAEPXKALMXCA TOJBKO
B KOHCTPYKTOPCKUX JOKYMEHTaX Ha HH(GOPMAIMOHHBIC TEXHOJOTHH, 0a3bl JAHHBIX,
anmapaTHbIC CPeJICTBA, MPOrpaMMHOE 00ECIICUCHHE, HCTIONIB3YEMbIE B HHPOPMAITHOHHBIX
cuctemax copmectao ¢ CK3U;

COEp)KaHUs KOHCTPYKTOpCKO# nokymenTanuu Ha CK3U;

COJCPKaHUS JOKYMEHTAllMH Ha amniapaTtHble ¥ TMPOTPAMMHBIC KOMITOHCHTHI
CK3U u cpeny dynkunonupopanus CK3U;

obmux cBeAeHUN o0 3amumaemMod HHGOPMAIMH, HCIOJb3yEMOH B Ipolecce
akcruryatanuu CK3U;

CBEIEHUM O KaHAJIaxX CBS3H, 110 KOTOPHIM MEPENAIOTCs NEePCOHAIBHBIE JAaHHBIE,
3aIminaeMbie ¢ ucrojp3oBanneM CK3U;

CBEICHUM, IIONy9aeMbIX B pe3yJbTaTe aHaIM3a CUTHAJIOB OT allllapaTHbIX
xoMioHeHTOB CK3U u cpens! pynkunonuposanus CK3H;

5) yrpo3sl NpUMEHEHHs CIELUANBbHO pa3pa0OTaHHBIX anmapaTHbIX CpPEACTB
Y IIPOrPaMMHOI0 00ecIIeUeHus;

6) yrpo3sl HCIIONB30BaHUS HA 3Tale 3KCILUIyaTallMd B KaueCTBE CPEIbI IIEPEHOCA
0T cyOBekTa K 00beKTy (0T 00BbeKTa K CyOBEKTY) aTaku JEHCTBUM, OCYIIECTBIISIEMbIX
IIpY TIOATOTOBKE M (WJIM) MPOBEACHUHM aTaKU KaHAJIOB PACIPOCTPAHECHMSI CHUTHAJIOB,
conpoBoxgaroumx gynkiuoruposanue CK3U u cpens! pynxuuonuposanus CK3H;

7) yrpo3sl IpOBEACHUs aTaKH NMPH HAXO0XAEHHUH B IpEHeax KOHTPOIHPYEMONl
30HBI;

8) yrpo3s! ipoBeeHus atak Ha stane skcuryatamuu CK3U na:

noxkyMeHTauuo Ha CK3U u komnoHeHTs! cpeasl pyHkunonuposanusi CK3H;

IIOMENICHY S, B KOTOPBIX HAXOAUTCSI COBOKYITHOCTh IIPOrPAMMHBIX U TEXHHYECKHIX
JJIEMEHTOB  cHUCTeM  00paboTKM  JaHHBIX, CHOCOOHBIX  (YHKUIHOHHPOBATH
CaMOCTOSTEIPHO WIM B COCTaBe APYIHX CHCTEM, Ha KOTOphiXx peann3oBaHbl CK3U
u cpena pynkunonuposanmns CK3U;

9) yrpo3sl mody4eHHS B paMKaX IIPeJOCTABJICHHBIX TIOTHOMOYHM, a TaKxke

B pe3yJIbTaTe HabII0ICHMI:
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CBEJIeHUN O (HU3MYECKUX Mepax 3aIlUThl OOBEKTOB, B KOTOPBIX PAa3MEIICHbLI
pecypcbl HHPOPMAILIMOHHBIX CHCTEM;

CBEJICHHII O Mepax 110 o0OecrnedyeHH0 KOHTPOJIMPYEMOM 30HBI OOBEKTOB,
B KOTOPBIX pa3MEILEHbI peCypchbl HHPOPMALIMOHHBIX CHCTEM;

CBEIEHUN O Mepax 10 pasrpaHHYCHUIO JIOCTYNIa B IOMEUIEHHS, B KOTOPBIX
HaXOIATCS CPEACTBA BBIUUCIWUTEIILHOW TEXHUKH, Ha KOTOpBIX peanu3oBanbl CK3U
u cpena dpyakunonnpoBanus CK3H;

10) yrpo3sl  mONy4YeHUsS  HECAHKIIMOHHUPOBAHHOTO  (U3MYECKOro  JOCTyIa
K CPEICTBaM BBIYMCIUTEIBHON TEXHHMKHM, Ha KOTOpeIX peanu3zoBanbl CK3U u cpena
¢ysakmmonuposanus CK3H;

11) yrpossl, cBsi3aHHbIE C HAJIMYHEM y HApyIIUTENS allapaTHBIX KOMIIOHEHTOB
CK3H1 wu cpenpl pynxmmonupoBanmsi CK3U, peamm3oBaHHBIX B WH(OPMAIHOHHBIX

CUCTEMaX, B KOTOpbIX Hcnonb3ytorcs CK3U.




