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OG6 yrBepxaenun TpeboBaHui o 3amuTe HHGOpPMALHH
NpH NPeJOCTAB/IEHHH BLIYHCIHTEIbHON MOIIHOCTH Il pasMenieHusi HHGpopmaunn
B HH(OPMALHOHHOM CHCTeMe, IOCTOSHHO NOAK/IIOYEeHHOH
K HH(OPMALHOHHO-TeJIEKOMMYHHUKANIHOHHOMH ceTH «AuTepHeT»

B COOTBETCTBHH ¢ 4acThio 2 ctaThy 10%! denepanpHOTO 32K0HA OT 27 nrons 2006 r.
Ne 149-®3 «O6 nadopMaruu, HHPOPMALHOHHEIX TEXHOJOTUSAX H O 3aIuTe HHPOpMALHUY,
nmyakrom 1 Tlonoxenuss o MuHuCTepCTBE 1M(POBOrO Pa3BUTHS, CBA3M M MaCCOBBIX
xoMMmyHuKauuid ~ Poccuiickoii ~ ®epepauiny, — YTBEPXKISCHHOTO  MOCTaHOBICHHEM
[IpasutensctBa Poccuiickoit @enepanuu ot 2 utons 2008 r. Ne 418,

[TPUKA3BIBAIO:

Y TBepAUTh IpUiiaracMble TpeGOBaHus O 3aUTe MH(POPMALNK IIPH MPEJOCTABIEHUH
BBIUMCITATENFHOM MOIIHOCTH ISl Pa3sMelleHUs HHpOPMAIUH B MHPOPMAIlHOHHON CHCTEME,
[IOCTOSHHO  MOAKIIOYEHHOW K  MH(OPMALMOHHO-TENIEKOMMYHHMKAIIHOHHOH  CEeTH
«HTepHeT.

Munuctp M.U. Ulanaes




YTBEPX/EHDI

npuka3oM MuHucTepcTBa
IU(POBOTO pa3BUTHS, CBA3H
¥ MacCOBBIX KOMMYHHKaIAH

Poccuiickoiit @enepanumn

OT Lwmale 555

TPEBOBAHUSA
0 3aIHTe HHPOPMALHH NPH NPEAOCTABJICHHH BLIMHCIHTEIbHOH MOIXHOCTH
AJis pa3MemeHnsi HHpopManuu B HHPOPMALIHOHHOH CHCTEME,
MNOCTOSIHHO NMOAKJ/II0YeHHOH
K HH$OPMaIHOHHO-TEIeKOMMYHHKAIHOHHO# ceTH « AHTepHEeT»

1. Hacrosiuue TpeGoBaHMs SBIAIOTCS 00sS3aTENBHBIMU IS NIPOBAiIEpOB XOCTHHIa
IPH OCYIIECTBICHUM HMH [JEATCIPHOCTH [0 MPEAOCTaBICHUIO BBIYHCIHUTEIBHOM
MOILIHOCTH [JIA pa3MellleHduss HH(opMaluu B HHPOPMAIMOHHONW CHCTEME, IOCTOSHHO
MOIKITIOYEHHOH K MHPOPMAIIHOHHO-TeJIeKOMMyHUKaMOHHOH cetu «MHTepHEeT» (naiee —
ceTh «IHTEpHETY).

2. Jlna obecneveHns 3auThl HHQOpMaLMK IIPY NIPEAOCTABICHUN BBIYUCIUTEILHON
MOIIHOCTH IS pa3MeINeHHs HHGopManuu B HHGOPMALIMOHHOM CHCTEME, MOCTOSHHO
MOAKITIOYeHHON K ceTH «MHTepHeT», MpoBaiIepOM XOCTHHIa Ha3HA4aeTcsd CTPYKTYypHOeE
nofpaselieHie WK JOJDKHOCTHOE JHIO (pabOTHHK), OTBETCTBEHHOE (OTBETCTBEHHBIH) 3a
3alUTy HHPOPpMAIIHH.

3. [IlpoBaiimep XOCTHHra OCYINECTBIAET HENPEPBIBHOE B3aMMOJACHCTBHE C
rOCYyIapCTBEHHOM CHCTEMON OOHapyeHHs, MpeAyNpeXIeHus ¥  JIMKBHAALUH
IOCJICACTBHIA KOMIIBIOTEPHBIX aTak Ha WH(GOpPMalHMOHHBIE pecypchl Poccuiickoi
®enepaumn (nanee — FocCOITKA)!, B ToM uncie unpopmupyer DenepaibHyio CiyxOy
OezomacHoctd  Poccmiickori @enepauyii O  KOMIBIOTEPHBIX  HMHLIMAEHTaX Ha
HHGOPMAIMOHHBIX pecypcax IIyTeM HamnpaBieHHs cBefeHUH B HannoHanbHbIH
KOODPIHHAI[MOHHBIH IIEHTpP MO KOMIBIOTEPHEIM HHIMAeHTaM (nanee — HKIIKHM) B Teuenue
24 4yacoB C MOMEHTa HX OOHapyXeHHs B CooTBeTcTBHM ¢ onpeaeneHHbiMH HKIIKU
dopmaTamMu?, a TaKKe OCYILUECTBIIET MpHeM H OOpabOTKY yBeNOMICHHH M 3alpOCOB
HKIIKH mo BompocaM, CBA3aHHBIM ¢ OOHAapYXECHHUEM, NpeAyNPEXACHHEM H JIMKBUAALMEH
IOCIEICTBUH KOMITBIOTEPHBIX aTaK M PeardpoBaHHEM Ha KOMIIBIOTEPHBIE HHLMAEHTHI .
B3aumopeiictBue mnpoBaiinepa xoctuHra ¢ I'ocCOIIKA MoOeT OCyIIeCTBISTECS 4Yepe3
HKIIKH, a Taxxe depe3 oTpaciieBoii wiu kopnopatusHsiii eHTp ['ocCOIIKA.

4. B paMkax peanu3alM¥ Mep II0 BBISABICHHIO M YCTPaHEHHIO NPUYMH H
MOC/IEICTBHI KOMITBIOTEPHBIX aTak MpOBaiiep XOCTUHIa 00513aH:

! MynkTs! 2, 3 crateu 4 u yactd 1, 5 crarbu 5 ®enepansHoro 3akoHa ot 26 mons 2017 r. Ne 187-®3 «O Ge3zomacHocTH
KpUTHYECKO# undopMaimonHol uudpacTpykTyps! Pocctickoit ®eneparum».

2 Tlommyukt 4.9 nynkra 4 TMonoxenns o HaumoHanbHOM KOOPAMHALHMOHHOM HEHTPE IO KOMIBIOTEPHBIM HHLIEHTaM,
yTBepkaeHHoro npukazoM ®CB Poccum or 24 moma 2018 r. Ne 366 (3apeructpupoBan Mumioctom Poccuu
6 centa6psa 2018 r., peructpaumonHsiii Ne 52109) (nzanee — ITonoxenue o HKLIKH).

3 [Togmyskr 5.1 myHkTa 5 ITonoxenns o HKLIKH.
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a) B cimydae nony4yenus uHpopmanuu ot HKIKH 06 napopMannoHHBIX pecypcax,
KOTOpBIe (YHKIIMOHHUPYIOT Ha BBIYMCIHTENBHBIX MOIIHOCTSAX MpOBaiifiepa XOCTHHra U
y4acTBYIOT B KOMIIBIOTEPHBIX aTakaX Ha HH(pOpMalMOHHbIE pecypchl Poccuiickoi
®denepanyy, MPUHATH MEPHI 110 YCTPAaHEHHIO NPHYHH BO3HUKHOBEHHsSI KOMIIBIOTEPHBIX
aTak B TeueHwe 12 4acoB C MOMEHTa MOCTYIUIEHHS COOTBETCTBYIOIIEH HMH(popMauuH, B
TOM YHCJI€ OTKIIIOYATh MOAOOHBIE HH(POPMAIIMOHHEIE PECYPCHI;

6) B cnyuyae noctymieHus ot PenepansHoil cmyx6s1 GezomacHocTH Poccmiickoit
denepaunn, MunucrepcTBa IUGPOBOro pa3BUTHSA, CBA3HM H MAaCCOBBIX KOMMYHHKALIHi
Poccuiickoii ®epepanvu, PemepanbHoit caykObl M0 Han3opy B cdepe CBA3H,
HH(GOPMAIHOHHBIX TEXHOJNOTUH W MacCOBBIX KOMMYyHHKalMi, LleHTpa MOHHUTOpMHIa H
yIIpaBJeHHs CETBIO CBs3M obimero noss3osanus (qanee — LIMY CCOIT)*, nurdopMaruu o
BBIBJICHHBIX YA3BUMOCTAX IPUHATH HEOOXOJMMBIE MeEpbl B ILEIAX OIEPaTHBHOIO
yCTpaHeHHs BBIABJIEHHBIX YA3BUMOCTEH 1 MHHMMH3ALUKA BO3MOXXHBIX IIOCIIEICTBHI;

B) npu moctyruieHnn uHpopMarmu ot HKIIKM 06 uHAMKaTOpax KOMIIBIOTEPHBIX
aTaKk OCYIIECTBIATH IMOMCK MHAMKATOPOB U mpenoctaBieHue uHbopManuy B HKIIKH B
TeueHue 4 4acoB ¢ MOMEHTA IOCTyIUIeHus yka3aHHoW uHpopmauuu ot HKIIKHU. IMTouck
HHIMKATOPOB OCYINECTBIAETCS 110 XPaHUMOH HH(POPMAIIUH CO CIIEAYIOIMMH aTpUOyTaMHu:

WCXOMHBIH U 1[eJIeBOi CeTeBbIE afpeca;

HWCXOJHBIN U I[eJeBO# MOPTHI;

nporoko TpancrioptHoro yposHs (TCP, UDP);

BpeMs HayaJia CECCUH;

3ampockl Ha mpeoOpa3oBaHHe [OMEHHBIX FKMEH, BKIIOYas 3alpalldBacMoe
IOMEHHOEe HM$, THIl 3allUCH, OTBETHOE 3HA4YEHHE, HCMNOJIb3yEeMEIl CepBEp HMEH H
BpeMEHHOM InTami 3ampoca ¥ oTBeTa (moixydeHHoro ¢ DNS-cepsepoB mnpoBsaiinepa
XOCTHHIa, OOCITY)XHBAIOIIETO BBIYUCIMUTEIbHEIE MOIIHOCTH, IIPEJOCTABISEMBIE A
pasMmeleHns HHGOPMaLUKH B MHPOPMALMOHHOM CHCTEMe, IMOCTOSHHO MOAKIIOYEHHOH K
cetn «HTEpHETY).

5. B 1memax oOecreyeHHuss BBHINOJHEHUsA OO0s3aHHOCTEH, IPEeXyCMOTPEHHBIX
NOANMYHKTOM «B» IYHKTa 4 HACTOAIMX TpeGoBaHWH, NpoBaiifiep XOCTHHra 06s3aH
OCYILECTBJIATh COOp U XpaHEHHE JAHHBIX O B3aMMOJECHCTBHM JIMIL, KOTOPHIM IpOBaizep
XOCTHHTa NpPENOCTAB/IAET BEIYHCIMTENbHbIE MOIMHOCTH Ul pa3sMEIUEeHHs HMH(OpMaluu
B MH(MOPMALIMOHHOM CHCTEMe, MOCTOSHHO IOAKIIOYEHHOM K ceTd «MHTepHeT», C
none3oBaTenssMu  ceTH «MHTepHeT» (namee — BHEIIHHWE CETEBBIE PECYPCHI) B TEUCHHE
OJIHOTO TOJIa CO JIHSI OKOHYaHHs OCYILECTBJICHHS YKa3aHHOTO B3aUMO/IEHCTBUS.

6. C uenpro obecrevyeHHs KOHTPONSA M (PUIBTpallMM BXOAALIETO U HCXOMSALIETO
cereBoro tpaduka mpoBaiifiep XOCTMHra NpY HAIMYMHM TEXHHUYECKHX CPENCTB HOJDKEH
NPUHAMATh Mepbl N0 OOHApYXEHHIO H IpPEeJOTBPAICHHIO BTOPXKEHMH B Ciiydae HX
oOHapy>XEHHS.

7. TlpoBaiimep XOCTHMHra Ha Y31aX CE€TH, OOECMEYMBAIOMIUX COEAWHEHHE C
BHELIHMMH CETE€BBHIMH peCypcaMH, IOIDKEH NPHHHUMATh HEOoOXOIMMbIE MEPHI 10
BBISIBJICHHIO U MOCIIEAYIOMIEMY IPEAOTBPAIEHHIO paclipe/ie/IeHHBIX aTaK, HalpaBJIeHHbIX
Ha orka3 B obOciayxuBaHuu (DDoS-atak), ¢ BBIYHCIHMTENBHEIX PECYpCOB CBOMX

4 TloctaHoenerue IlpaBurensctBa Poccuiickoit Pepepaunn ot 13 despana 2019 r. Ne 136 «O Llentpe MoHUTOpHHIa H
yNpaBJIeHUA CETHIO CBA3H OOILETO MONb30BAHHUAY.
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nmoJp3oBarteseii, a Takke obecreumBaer B3ammoneiictBue ¢ LMY CCOII B pamkax
npotuBozaeicTBus DDoS-arakam.

8. IpoBaiiep XOCTHHra NpH NPEJOCTABICHUH BBIYMCIMTEIBHON MOLIHOCTH UL
pasMellleHus. WHQOpMaluMu B HHG)OPMAIMOHHOM CHCTEME, MOCTOSHHO MOAKIIOYCHHOHN
Kk cetd «VHTepHer», 00f3aH HCIONB30BaTh HWHAOPMALMIO O MECTOMOJIOKEHHU
MCIONB30BaHUA CETEBBIX azapecoB, mpepoctaBmseMyio LMY CCOIl, undopmanuio,
[IpeAOCTaB/IAEMYIO HAIHOHATBHOM CHCTEMOM JOMEHHBIX HMEH’, @ TAKXKe CepBEPHI TOYHOTO
spemenn (NTP cepBepsl), pacrosoxeHHble Ha TeppuTopru Poccuiickoit Oezepanuy.

9. INpoBaiinep XocTHHra 0GeCEUMBAET HACTPOMKY (QHIBTpaIK CETEBOro Tpaduka
(B3amMoJeiicTBUA) C  BHENIHMMHM CETEBBIMM  pECypcaMH  CETEBBIM  ajpecam
MHPOPMAIIMOHHEIX PECYPCOB MOJB30BaTeNel B 3aBUCHMOCTH OT CII0C00a HAeHTHQHKALKH
1 (W1K) ayTeHTH(UKALKK UL, OOpaTHBIIMXCS K IIPOBaii/iepy XOCTHHTa, ONPE/ICICHHBIX B
nopszxe, ycraHosneHHoM [IpaButensctBoM Poccuiickod ®enepaliiii B COOTBETCTBHH C
yacteio 5 crateu 10?! depepanbHOro sakoma ot 27 moms 2006 r. Ne 149-03
«06 uHpopMaNKK, MHGOPMALMOHHBIX TEXHOJIOTHAX U O 3aIUTE HH(OPMALHI.

10. B umemnax obecrmeyeHds 3allMTBl HHGOpPMAlMM TIIPH  MPEIOCTaBIICHUU
BBIYKMCIINTENIFHON! MOIIHOCTH JJI8 pa3MeIllleHus HHOpOpMalud B HHGOPMAIIMOHHOU
cHCTEMe, IOCTOSHHO TMONKIIOYEHHOM K ceTd «HTepHeTY», a TaloKe U NPOTHBOACHCTBHUA
KOMIBIOTEPHBEIM aTakaM TMpOBaiifiep XOCTHUHTa OCYIIECTBISET B3aUMOJCHCTBHE C
YIIOJTHOMOYEHHEIMH roCyZapCTBEHHBIMH OpraHaMy, OCYILECTBIISIOIIAMH
ONEepaTHBHO-PA3BICKHYIO [eATEbHOCT MM obecnedyenwe 6GesomacHocTd Poccuiickoi
depepanyu, B mopsanke, ycranoBieHHOM IIpaButenscTBoM Poccuiickoit @eneparuu B
COOTBETCTBMHM C HacThbio 3 crathu 10%! ®enepansHoro 3akoHa ot 27 wmrons 2006 r.
Ne 149-03 «0O6 wunHpopManuH, WHOOPMALMOHHEIX TEXHOJOTMAX M O 3alIHUTe
HHpOpMAaIIHY.

5 Crates 14.2 ®egepanbHoro 3akona ot 27 o 2006 r. Ne 149-®3 «O6 nudopMaLuy, WHPOPMAUMOHHBIX TEXHOJIOTHSX H O
samure HHbOpMaIMnY.




