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00 onpejaesieHHH yrpo3 6e30MaCHOCTH MEPCOHATBHBIX JAHHBIX, AKTyabHLIX
npu 06paboTKe NePCOHABLHBIX JaHHbIX B HH(POPMAIHOHHEIX CHCTEMAX
NepPCOHAJLHBIX JAHHBIX, YIKCILTYaTHPYEMBIX B chepax JeAaTe/IbHOCTH,
HOPMATHBHO-NPABOBOE PEryJIHPOBaHHe KOTOPBIX OCYINECTBIISETCS
MpununcTepcTBoM 31paBooxpanenns Poccniickoii ®@enepaunu

B cOOTBETCTBHY C 4acThio 5 cTaThll 19 ®enepansHoro 3akoHa oT 27 mons 2006 r.
Ne 152-®3 «O nepcoHANTBHBIX AaHHBIX», MyHKToM 1 IMonoxenus o MuHuCTepCTBE
3[paBooxpaHeHus Poccuiickoit @énepaunn, YTBEPXKACHHOTO  ITOCTaHOBJIICHHEM
ITpasurensctBa Poccuiickoit ®enepanuu ot 19 urons 2012 1. Ne 608, mipuKa3bIBalO:

OnpefenuTs Yrpo3bl 0e30MaCHOCTH IIEPCOHAIBHBIX JAHHBIX, aKTyalbHBIC
npa 06paboTke MEPCOHATBHBIX JAHHBIX B UHOOPMALMOHHBIX CHCTEMAX MEPCOHANBHBIX
IaHHBIX, OKCIUIyaTHPyeMBIX B cdepax JIeATeNbHOCTH, HOPMAaTMBHO-IIPaBOBOE
PEryJIMPOBAaHME KOTOPHIX ~OCYIIECTBIsfeTCS MUHHCTEPCTBOM — 3APaBOOXpaHCHHUA
Poccuiickoii ®efepaiiu, COrIacHO NPHIOKESHUIO K HACTOAIIEMY MpHKa3y.

MuHHCTD M.A. Mypauko




IIpunoxenue
K IIprka3zy MuHUCTEpCTBA 3paBOOXPaHEHHA
Poccuiickoii ®enepanuu
oT« 3 » wrong 2023 . Ne 3404

Yrpo3bl 6€30M1aCHOCTH NEPCOHAJBHBIX JaHHBIX, AKTyaJIbHbIE
npu o6paboTke NEPCOHAILHLIX JaHHLIX B HH(POPMaLHOHHBIX CHCTEMAX
NePCOHANbHBIX JAHHBIX, IKCILIyaTHPYEMbIX B cepax AesTeJbHOCTH,
HOPMATHBHO-IPAaBOBOE Pery/IHpOBaHHE KOTOPBIX OCYIECTBISIeTCH
Munucrepersom 3apaBooxpanenusi Poccniickoii ®exepannn

1. VYrpozamMu 0€30MaCHOCTH  NEPCOHAIBHBIX JaHHBIX, AaKTyaJIbHBIMHU
npu o6paboTke MepCOHANBHBIX JaHHBIX B MHQOPMAIIMOHHBIX CHCTEMaX MEePCOHAIBHBIX
JNaHHBIX, OKCIUTyaTHPyeMBIX B cdepax JesATeNbHOCTH, = HOPMAaTHBHO-IIPAaBOBOE
pEryJIMpOBaHHE KOTOPBIX OCYIIECTBIsAeTCs MUHHCTEPCTBOM  31paBOOXpPaHEHUS
Poccuiickoit @enepaniuu, siBISAIOTC:

yrpo3bl 6€30MacHOCTH NMEPCOHANBHBIX TAHHBIX, 3alUIIaeMbIX 63 UCITOJIb30BaHUS
cpencts kpunrorpadudeckoit 3ammuts! HHGopMmaruu (nanee — CK3N);

YIpO3bl pealu3alMy ILEJICHANnpaBlI€HHBIX JEHCTBMI €  HCIIOJIB30BaHUEM
anmapaTtHeIX ¥ (WIM) NPOrpaMMHBIX CPEACTB € IENIbI0 HapylleHus Oe30MacHOCTH
3amnuiaeMsIx ¢ uenonb3oBanueM CK3U nepcoHanbHBIX JaHHBIX WM CO3AAHUS yCIOBUH
IUISL 3TOTO. :

- 2. Jlng mepcOHANBbHBIX MaHHBIX, 3amumiaeMbix 6e3 wucnosns3oBanus CK3UY,
aKTyaJIbHBIMU SBJISIOTCS YTPO3bl, CBA3aHHBIE C:

1) ocobeHHOCTAMH (PYHKLIMOHUPOBAHHUS TEXHUYECKUX, IPOrPaMMHO-TEXHUIECKHUX
M. [POTPAMMHBIX CPEJCTB, o6ecneqHBafome xpaHeHHe 06pa60T1<y U Tepenady
uHpOpMalHH;

2) HECAaHKIHOHHPOBAHHBIM JIOCTYIOM K MEPCOHAJBHBIM [aHHBIM JIMIAMH,
00JIafaloIMMK  TOJIB30BaTeNbCKMMHA MpaBaMH JOCTylla K FOCYJapCTBEHHBIM
HH(GOPMALMOHHBIM CHCTEMaM, aBTOMAaTH3HPOBAaHHBIM M WHGOPMAILMOHHBIM CHCTEMaM
(nanee — MHQOPMALMOHHBIE CHCTEMbI), MpaBaMH JOCTyNAa K aJMHHHCTPHPOBAHHIO
IIPOTPaMMHBIX, TPOTPAMMHO-AMMApaTHRIX CPEICTB, CPEACTB 3allUTHl HMHpOpMAalWH,
BXOJAIINX B COCTaB HMH(POPMAIMOHHBIX CHCTEM, B XOIE€ CO3JAaHMs, IKCIUIyaTallHH,
TEXHHYECKOro OOCHy)XWBaHMA H (WIM) PEMOHTa, MOJEPHM3allld, BBIBOJA
W3 3KCIUTyaTalui HHPOPMAIMOHHBIX CHCTEM;

3) Bo3aeiiCTBHEM BPEJOHOCHOTO KOAA, BPEIOHOCHO! IIPOrPaMMBI;

4) WCTNOJIB30BaHUEM COLMAIILHOTO M MCHXOJOIrHYeCKOro BOBNEHCTBHA Ha JIMI,
o0afaomuMx paBaMi AOCTyNa K WHQOPMALMOHHBIM CHUCTEMaM, IpaBaMH JOCTyIa
K aIMHHHCTPHPOBAHUIO NPOrPaMMHBIX, IIPOTPaMMHO-AIIAPATHBIX CPEACTB, CPEICTB
3aIIMThl HHPOPMAIMH, BXOJAIIUX B COCTaB UHPOPMALMOHHBIX CHCTEM;

5) HECAaHKIIMOHMPOBAHHBIM JOCTYTIOM K OTUYKAa€MbIM HOCHTEISIM IIEPCOHATIBHBIX




IOAHHBIX, BKJIIOYas IEPEHOCHBIC II€PCOHAJIbHBIE KOMIIBIOTEPHI  IOJIb30BaTeNeh
HH(GOPMALIMOHHBIX CHCTEM;

6) BO3JeiicTBHEM Ha OTYYXJaeMble HOCHTEIH IepCOHAIBHBIX JAHHBIX, BKJIIOYas
IepeHOCHBIE EPCOHANIbHBIE KOMITBIOTEPHI I10JIb30BaTelNiel HHPOPMAIMOHHBIX CUCTEM;

7) HeCaHKIIHOHMPOBAaHHBIM JOCTYIIOM K II€pCOHANbHBIM JIaHHBIM JIMIAMH,
He 00J1aJAlOIIMMH MPaBaMH JOCTYIa K HH(POPMallMOHHBIM CHCTEMaM, [IpaBaMH JIOCTYIIa
K aJMUHHUCTPHPOBAHUIO NPOrPAMMHBIX, POrpaMMHO-AMINapaTHEIX CPEACTB, CPEJICTB
3alMMTHl HMHGOPMAlUM, BXOAALNIMX B COCTaB HHQOPMALHOHHBIX  CHCTEM,
C MCTIOJIb30BaHHUEM YSI3BUMOCTEH:

B OpraHU3alHH 3alUThl [IEPCOHATIBHBIX JaHHBIX;

B 00ecCIIeYeHNH 3alllUThl CETEBOr0 B3aMMOJEHCTBHS H KAaHAJIOB N€peaain JaHHBIX,
B TOM YHCJIE€ C HCIOJIb30BaHHEM TIPOTOKOJIOB MEXCETEBOIO B3aUMOACHCTBHS;

B 00€eCIIeYEeHHH 3aIHUTH] BEIYUCIUTENBHBIX ceTei HHPOPMAI[HOHHBIX CHCTEM;

BBI3BAHHEIX HECOOMOJcHHEM TpeOOBaHMA MO 3KCIUTyaTallUd CPEACTB 3aILUTEHI
uHpopMaLuy;

8) ucmonb30BaHueM HOBBIX HHPOPMALIMOHHBIX TEXHOJIOTHH.

3. Jlna peanu3anuu IeN€HANpaBICHHBIX JACHCTBHM ¢ HCIOJE30BaHHEM
anmapatHelX W (WJIH) MPOTPaMMHBIX CPEACTB C LENbI0 HapylleHHs O6e30MacHOCTH
3alUIIaeMsIX ¢ uenonb3oBanreM CK3U nepcoHanbHBIX JaHHBIX WM CO3AAHUsS yCIIOBUI
IUTS TOTO aKTyaJbHBIMHU SABISIOTCS YIPO3bI:

1) cosmanus cmocoGoB, TIOATOTOBKM M TNpOBEIEHHSA arak 6e3 MpHBICYCHHS
CIIEIHATIKCTOB B 00JacTH pa3paborku u aHanu3a CK3Y;

2) co3paHus Croco0OB, MOATOTOBKY M NPOBECHHS aTaK Ha PasMYHBIX dTamax
xu3HeHHoro ukna CK3U;

3) mpoBeleHHs aTaKk HApYLIUTENsIMH, HaXOMAIIMMHCA BHE IPOCTPAHCTBA,
B IpeJiefiaXx KOTOPOro OCYILECTBIETCS KOHTPOJIb 32 NpeObIBaHHEM H JEHCTBUSIMH JIML{
¥ (WIM) TPAHCIIOPTHBIX CPEACTB (Jajiee - KOHTPONHMpyeMas 30Ha);

4) mpoBeicHHS Ha 3Tanax pa3paboTku (MoAepHU3ALUH), IPOU3BOACTBA, XpPaHEHHS,
tpancnoptupoku CK3U u srane BBoga B skciutyatanmo CK3U (myckoHanagouHbie
paboThl) aTak:

HalpaBJeHHBEIX HAa BHECEHHe HeCaHKIWOHMpoBaHHBIX H3MeHeHu# B CK3U
1 (WIM) B KOMIIOHEHTH alllapaTHBIX M IPOrPaMMHBIX CPEICTB, COBMECTHO
¢ KoTopeiMu INTaTHO (yHKUHOHMPYIOT CK3U M B COBOKYNHOCTH MpPEICTaBIIAIOILUE
cpeny ¢yukuuonuposannss CK3U (mamee - C®P), KoTOpele CHOCOOHBI IOBIHUSATH
Ha BeimonHeHwe npexbsBasembix kK CK3W - TpebGopaHmii, B TOM YHCIE
C UCTOJB30BaHHEM BPEIOHOCHBIX MPOrpaMm;

HaNpaBJIEHHBIX Ha BHECEHUE HECAHKIIHOHUPOBAHHBIX U3MEHEeHUH
B nokymenTanuio Ha CK3U u xomnonentsr CD;

5) npoBenenus Ha dtane dkcrutyaranud CK3U arax Ha:

IEPCOHAIBHEIE IaHHBIE,

KIIIOYEBYIO, ay TEHTU(QULMPYIOLLYIO B napoibHyio nHpopmammio CK3U;

nporpamMMHsie komnoHeHTsl CK3U;

anmapaTHble koMmroHeHTs! CK3U;

nporpaMMHbie KoMroHeHTs! CO, BKiIfo4as 6a30BYI0 CHCTEMY BBOZA (BEIBO/A);




anmnaparHsie KOMIOHeHThl CD;

JlaHHblE, IIepeaBaeMble 10 KaHalaM CBS3H;

HHBIE OOBEKTHI, KOTODbI€ YCTAHOBIICHBI NpPH (OPMHUPOBAHMH COBOKYIHOCTH
IPEANONIOKEHHHA O BO3MOXHOCTSAX, KOTOPblE€ MOTYT HCIOJIB30BaThCA IIPH CO3JAHHH
CIoco00B, NOATOTOBKE M NIPOBEACHUH aTaK C y4ETOM PHMEHAEMBIX B HHPOPMALIMOHHO
cucTeMe MH(QOPMALMOHHBIX TEXHOJIOTHH, ammapatHeix cpeacts (gatee - AC)
U NporpaMMHoro obecnedenus (aanee - [10); |

6) nosyveHus: U3 HaXOMALMXCA B CBOOOJZHOM AOCTYIE HCTOYHMKOB (BKIIOYAs
MHGOPMAIMOHHO-TEIEKOMMYHHKALMOHHBIE CETH, HOCTYNl K KOTOPHIM HE OrpaHHYeH
OIIPEe/Ie/ICHHBIM KPYTOM JIML[, B TOM YHCJI€ HH()OPMAIMOHHO-TEIEKOMMYHHKAIIHOHHYIO
cetb «HMurepHer») uHbopManuu 06 HMHOOPMALMOHHOM CHCTEME, B KOTOPOM
ucnonszyetrcss CK3U, takoii kak:

obmue cBeneHUs 00 HMHGOPMAHOHHBIX CHCTEMaxX, B KOTOPBIX HCIOJIB3YIOTCS
CK3H (masHadyeHHe, COCTaB, OlepaTop, OOBEKTH, B KOTOPBIX pPa3sMELIEHBI peCypChl
MH(OPMAIHOHHOM CHCTEMEI);

cBeicHUs 00 HH(OPMAIMOHHBIX TEXHONOTHAX, Oazax pamHelx, AC, IIO,
UCTONB3yeMBIX B HMHQOPMAalMOHHBIX  cHcTemMax coBmectHo ¢ CK3H,
3a HCKIIIOYEHHEM CBEIECHHUH, COAEPIKALIMXCSA TONBKO B KOHCTPYKTOPCKOM JOKYMEHTALUH
Ha MHOOpPMalUOHHBIE TexHoNoruu, 6assl panHbx, AC, IIO, wucmnone3yeMsle
B HH(popMalMoHHO# cucteme coBMmecTHO ¢ CK3U;

coJiep)KaHhe KOHCTPYKTOPCKO#M nokymenTaiuu Ha CK3U;

coZepiKaHue JOKyMEHTALlMX Ha allllapaTHble U nporpaMmMHbie koMrioHeHTH CK3U
u Co;

obmue cBeAeHUs O 3alIMIaeMo WHGOpPMALMH, HCHOJB3yeMO# B Ipolecce
skcrutyatauuu CK3Y;

CBEJICHUS O KaHalax CBA3M, MO KOTOpPHIM mepeparoTcs 3aupuinaemsie CK3U
nepcoHabHEIe AaHHbIe (aanee - KC);

BCE€ BO3MOXHBIE JaHHblE, NepenaaBaeMble B OTKpeiToM Buae 10 KC,
HE 3allUIIEHHBIM OT HECAaHKIMOHHMPOBAaHHOrO JOCTyna K  HHpOpMaIuu
OpraHU3alMOHHBIMH U TEXHUIECKUMH MEpaMH;

cBeAeHHss 000 Bcex mposmistomuxcs B KC, He  3aluilleHHBIX
OT HECaHKUMOHHMPOBAHHOIO JOCTya K HH(pOpManuM  OpraHU3alMOHHBIMHU
¥ TEXHUYECKUMU MepaMi, HapylueHusx npasui skciutyarauuu CK3U u CO;

ceegeHUMs 000 Bcex mposBsifomxcs B KC, He  3alUIIeHHBIX
OT HECAaHKLMOHMPOBAHHOIO JOCTyna K HHQOpPMALlMM  OpraHU3aLMOHHBIMU
U TEXHUYECKMMHU MEpaMH, HEHCIIPABHOCTAX U cOosx anmapaTHbix komnoneHtoB CK3U
u CP;

CBE[IcHMs, TolyyaeMble B  pe3ylbTare aHaiuM3a JIOOBIX  CHTHAJIOB
oT annapatHbiX komnoHeHToB CK3U u CD;

7) UpUMEHEeHusI:

HaXOAAIMIMXCA B CBOOOAHOM JOCTYIl€ WM HCIOJNB3YEMBIX 3a IIpefellaMU
koHTponupyemoii 3086l AC u I10, Bkmoyas anmnapaTHele ¥ POrpaMMHbIE KOMIIOHEHTEI
CK3U u CD;

cnenuansHo paspaboranneix AC u I10;
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8) HCIIONB30BaHMS Ha dTarne SKCIUTyaTaluHy B KaYecTBe Cpelbl nepeHoca AeiiCTBHIA,
OCYILECTBIIAEMBIX NPH MOATOTOBKE U (WJI) IPOBEACHUH aTaKH:

KC, He 3ammmeHHBIX OT HeCaHKIHOHHPOBAaHHOTO AoCTYyna K uHGOpMaLmu
OPraHM3alIOHHBIMU ¥ TEXHHYECKUMH MEPAMH;

KaHalOB PAaCIPOCTPAHEHHS CHTHANIOB, CONPOBOXIAIOWMX (YHKIMOHHPOBAHHE
CK3U u CD;

9) nmpoBemeHMS Ha OJTale OKCIUIyaTaUMH AaTaku U3 AH(POPMaLHOHHO-
TCICKOMMYHUKAMOHHBIX CETEH, JOCTYN K KOTOPHIM HE OrpaHHYeH ONpPELEIEeHHBIM
KpyroM JiHll, B TOM 4HCI€ H3 HHPOPMAIOHHO-TETEKOMMYHHKALMOHHON CeTH
«MHTepHeT», ecM HH(POPMALMOHHBIE CHCTEMBI, B KOTOpeIX Hcmoib3yiorcs CK3H,
HMEIOT BBIXOJ] B 3TH CETH; ,

10) wcnons3opaHMs Ha JTane JKCIUIyaTAaUMM HAXOMALIHXCS 33 npeneaaMu
- kouTponupyeMo# 30Hbl AC u I1O u3 cocrasa cpencTs uu(opManmonHO#M CHCTEMBI,
TIPUMEHSAEMBIX Ha MecTaX akcIuryatanuu CK3U (nanee - mrarHsie CpeIcTBa);

11) npoBenenus arak npu HaxoXAeHHH B Ipe/ieNax KOHTPOJIUPYEMO#i 30HBIL;

12) monydenns Ha stane sxcrnyaramun CK3U HECaHKIIHOHHPOBAaHHOTO JOCTYIIA
K CIIeIyIOIUM OOBEKTaM:

nokymeHTauust Ha CK3U u xommonents: CO;

TMOMEIIEHHs, rae pasMelleHsl ucnonsdyemsle CK3U, xpanstess CK3U u (wmm)
HOCUTENIM KIIOYEBOH, ayTeHTH(QUUMpYIOmIeH H NapoyibHOH HMH(pOpMALHH CK3u1,
B KOTOPBIX HAXOMUTCA COBOKYNMHOCTH IIPOTPAMMHBIX M TEXHHUECKHX 3JIEMEHTOB CHCTEM
006paboTKH NaHHBIX, CLIOCOGHBIX (QYHKIIHOHHPOBATs CaMOCTOSTENHHO MM B COCTABE
Apyrux cucteM (manee - CBT), Ha koTopbix peamusosansl CK3U u C®;

13) mony4enus B pamMKax NpeAOCTABIEHHBIX OIHOMOYHIA, a TAKKE B pe3yibTare
HabmoaeHn# crenyromeit UHGOpMaIVH:

CBEJICHHH O (U3MYECKHX Mepax 3alluTHl OOBEKTOB, B KOTOPBIX pa3MeEllCHEI
pecypchl MHPOPMAIMOHHOM CHCTEMBI,

CBEZIEHHH O Mepax N0 06€eCeYeHHIO KOHTPOIHPYEMOit 30HEI 0GBEKTOB, B KOTOPBIX
pasMeIIeHbl peCypChl HHGOPMAIIMOHHOM CHCTEMBI; '

CBEICHUH O Mepax 10 pasTpaHHYEHHMIO JOCTYNa B MHOMEILEHHS, IIe pa3MelleHsl
ucnonssyemple  CK3U, xpamsarca CK3UM u (i) HocuTenw KIIIOYEBOMH,
ayTeHTHGUUMpyomeil u naponsHoil uHdopmarmu CK3U, B KoTopeix Haxozaarcs CBT,
Ha KoTopbIX peanu3oBanbl CK3U u Cd;

14) BCnoNb30BaHMA IITATHEIX CPEACTB, OTPAHHYEHHEIE MEepaMH, peai30BaHHBIMH
B HH(QOPMAIHOHHOH CHCTEME, B KOTOpPOii ucnonezyercs CK3H, u HanpasneHHbIMH
Ha NPEIOTBPAIICHHE U NIPECEYCHNE HECAHKIIMOHUPOBAHHEIX AeHCTBHIA;

15) nonyveHus HeCaHKIMOHHPOBAHHOTO (GUIHIECKOrO mocryna k CBT,
Ha KOTOpeIX peanu3oBansl CK3U u CO;

16) cBsi3aHHEIE C BO3MOXHOCTBIO pacloJiaraTh anIapaTHBIMH KOMIIOHEHTAMH
CK3U u C®, orpannuenHsle MepaMH, pealH30BaHHBIME B HH(POPMaLMOHHOM cHCTeME,
B koTopo# ucronesyercst CK3U, u HampaBleHHBIMU Ha IPEOTBPAIIEHHE U [IPECEYEHHUE
HECaHKIHOHUPOBaHHEBIX JEHCTBHIA.




