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MockBa

O6 yrBepxnenun Ilopsaka n TexHHYECKHX YC/I0BHIH YCTAHOBKH
H JKCILIYATAHH CPEACTB, peJHa3HA4Y€eHHbIX JJIf IOHCKA NPH3HAKOB
KOMINBIOTEPHBIX ATAK B CETHX 3JIEKTPOCBSA3H, HCIOJIb3YEMbIX 1/l OPraHU3alHH
B3aMMOJEHCTBHSA 00LeKTOB KpuTHUeCcKOoH HHpopManuoHHOH HHPPACTPYKTYPbI
Poccriickoii Penepanun

B cootBercTBUM ¢ 4acTeiO 5 cTtathu 6 @epepanbHOro 3akoHa oT 26 urons 2017 r.
Ne 187-®3 «O 6e3omacHOCTH KpHTHYECKOH HH(POPMAIMOHHON HHQPPaCTPyKTyphl
Poccuiickoit ®enepanun» (Cobpanue 3akoHozarenbcTBa Poccuiickoit ®Pexpepanumy,
31.07.2017, Ne 31, ct. 4736), [TonoxxeaneM 0 MunucTepcTBe HHUGPOBOTO Pa3BUTHS, CBSI3U
M MacCOBBIX KOMMYHHKauHili Poccuiickoit ®@enepanny, yrBEpKICHHBIM ITOCTaHOBIEHUEM
IIpaButensctBa Poccuiickoit ®@enepamuu or 2 wuioHs 2008 r. Ne 418 (CobOpanue
3akoHojaTenbcTBa Poccuiickoit @enepanun 2008, Ne 23, ct. 2708; 2019, Ne 36, ct. 5046)

ITPUKA3BIBAIO:

1. Y1Bepauts Ilopsook yCTaHOBKM M S3KCIUTyaTalMM CPEACTB, NpeaHa3HaYEHHBIX
JUISl TIOMCKa MIPHU3HAKOB KOMITBIOTEPHBIX aTaK B CETAX DJIEKTPOCBA3M, MCIOJIB3YEMBIX IS
OpraHu3alHu B3aUMOJCHCTBHA 00BEKTOB KpUTHUYECKOHN HHGOPMaLIHOHHOM
uHppacTpykTypsl Poccuiickoii ®Penepauuy, COriacHO MPHIOXKEHHIO 1 K HacTOALLEMY
IIpHKa3sy.

2. VtBepauth TexHuYeckuMe YCIOBUS YCTAaHOBKM M OKCIUIyaTallud CpPEJCTB,
MpeAHa3HaYeHHbIX AJI1 NOMCKAa MPH3HAKOB KOMIBIOTEPHBIX aTaK B CETAX 3JIEKTPOCBS3H,
WCIIOJIB3YEMBIX  JJIA  OpPraHM3allid  B3aUMOACHCTBHS  OOBEKTOB  KPHUTHYECKOH
HHGOpMaLlMOHHOM UHPPACTPYKTYpPbI Poccuiickoi ®denepauuy, COIJIaCHO
IIPHJIOXKEHHUIO 2 K HAacTOsLEMY TIpHKa3y.

3. HanpaBuTh HacTOAINMM NpHKa3 Ha TOCYJAPCTBEHHYIO  PETMCTPaALHUIO
B MunuctepcTBO 1octuninn Poccuiickoit denepauuu.

4. KOHTpOJp 3a HCIOJIHEHUEM HACTOSLUETO IpUKa3a BO3JIOXKHTH Ha 3aMECTHTENS
MuHucTpa UH(PpPOBOrO pa3BUTHUSA, CBSI3M M MAcCOBbIX KOMMyHuKauud Poccuiickoi
®enepanun A.B. Cokonosa.

Munuctp M.U. lllanaeB



IMPHUJIOXEHME 1
K npuka3zy MunucrepcTa 1upoBoro
pa3BUTHSA, CBS3H U MaCCOBBIX
KOMMYyHHKaLu# Pocculickoit @enepauunu

or 4#.03.20201. Ne /44

MOPSIIOK

YCTAHOBKH H 3KCIUIyaTallHH CPEACTB, NpeHa3HAYEeHHbIX JJIsl OHCKA
NPH3HAKOB KOMINLIOTEPHbLIX ATAK B CETAX JIEeKTPOCBA3H, HCMOJIb3yEeMbIX A5l
OpraHH3alMH B3aHMOAEHCTBHS 00bEKTOB KPUTHYECKO# HHPOPMALIMOHHOMH
HH$pacTpyKkTyphbl Poceniickoii Peaepaunu

1. Ilopsnok yCTaHOBKM M 3KCIUTyaTallH CPEACTB, IpeJHAa3HAYEHHbIX JUI MOKMCKa
[IPU3HAKOB KOMIIBIOTEPHBIX aTaK B CETAX JIEKTPOCBA3M, UCIIONb3yEMbIX JJIs OpraHU3aliu
B3aUMOJEHCTBAS  OOBEKTOB  KpHUTHYECKOH  HMHPOPMALIMOHHOW  HMHQPPACTPYKTYPEHI
Poccuiickoii ®@enepauuu (nanee — Ilopsnok), ompenensier TpeGOBaHHUS K YCTaHOBKE
Y 3KCILTyaTallMM CPEACTB, NpeHa3HA4YEeHHbIX Ui MOMCKa PU3HAKOB KOMIIBIOTEPHBIX aTaK
B CETAX OJJIEKTPOCBS3H, HMCHNONB3YEMBIX Ul OpraHM3alMy B3aUMOJEHCTBUS OOBEKTOB
KpuTHYeCKOX  HHpopMmanuoHHOW  mHpacTpykTypel  Poccuiickoii =~ ®Denepauuu
(manee — cpeactBa noucka atak, KM cooTBeTCTBEHHO).

2. Tlopspok peryndpyer nNpoueAypy B3auMozeWcTBus (eaepanibHOrO oOpraHa
MCIIOJHUTENBHOM BIAaCTH, YIIOJIHOMOYEHHOTO B 06s1acTH obecnieueHus GyHKIIMOHUPOBAHUS
roCylapCTBEHHOMN CUCTEMBI OOHapYXEeHUs, IPEeAYNPEXIEHUS U IUKBUAALIMU [TOCIEACTBHH
KOMIBIOTEPHBIX aTak Ha MH(OPMALMOHHEIE pecypchl Poccuiickoii ®enepanun’ (nanee —
VYnonsomouenssiit oprad I'ocCOIIKA), dbenepaiibHOro oprasa UCIOJHUTEIbHOHN BIIACTH,
OCYILECTBIAIOLIET0 GYHKIIMU 110 BLIpAOOTKE M pealn3alyy roCcy 1apCTBEHHON MOJIUTUKY U
HOPMaTHBHOMY IIPaBOBOMY pEryJIMPOBaHUIO B 00J1aCTH CBs3M (Jajnee — YI0JHOMOYEHHBIH
opraH B 00JIaCTH CBSI3H) U ONIEPATOPOB CBSA3HU.

3. YcraHOBKa U KCIUTyaTalus CPeCTB IOMCKa aTakK BKIIOYaeT B cebs:

olnpeAeneHUe HEOOXOAMMOCTH M MECT YCTAHOBKH CPEJICTB II0MCKa aTaK;

YCTaHOBKY CpEACTB IIOMCKa araK, HMX MOAKIIOYEHUE K CETAM JJIEKTPOCBS3H
¥ K KaHajlaM CBSI3M, HE0OXOAUMBIM ISl YNIPAaBIEHHs CPEJCTBAMH [IOMCKA aTakK;

HacTPOUKY U NPOBEPKY paboTOCIIOCOOHOCTH YCTaHOBIEHHbIX CPEACTB [IOUCKA aTakK;

IIPUEM B JKCIUTyaTallMI0 YCTaHOBJICHHBIX CPEJICTB IIOMCKA aTak;

obecrieueHHe HeNpepbIBHOM paboThl CPEACTB NMOKCKA aTakK;

IpOBeJiIeHHE TEXHUYeCKOoro oOCiIy)XMBaHHS, 3aMEHY U JEMOHTaX YCTaHOBJIEHHBIX
CPEICTB IIOKMCKa aTak;

obecrieueHre COXpaHHOCTH YCTaHOBJICHHBIX CPEACTB I1I0MCKa aTak;

! Vxasom Ilpesupenra Poccuiickoit ®epepauuu ot 22 pekaGps 2017 r. Ne 620 «O coBepLIEHCTBOBAaHUU
rOCYAapCTBEHHON CUCTEMbI OOHApy)KEHMA, NpENyNPEKACHUA H JIMKBMAAUMM IOCIEICTBMH KOMIBIOTEPHBIX araK Ha
uHpopMauuoHHbie pecypenl Poccuiickoit ®@enepaumu» (Cobpanue 3akoHonatensctsa Poccuiickoit ®epepauuu, 2017, Ne 52,
c1.8112) ¢yHkuuu ¢enepasbHOro OpraHa MCHOJHUTENbHOH BNacTH, YHOJHOMOYEHHOro B oOnactu obecneyeHus
(YHKUMOHMDOBaHMA TIOCYJApCTBEHHOM CHCTEMbl OOHAapy)XeHMs, INpPEAYNPEXAEHUA W JUMKBUAALMH  MOCJIEACTBUH
KOMIBIOTEPHBIX aTak Ha uH(popmaumonHsie pecypcsl Poccuiickoit ®enepaunu Bo3noxeHst Ha DenepanbHyio cnyxGy
6e3onacHocTu Poccuiickoit @enepaunn.



OCYLIECTBIEHHE MOHUTOPUHTA 32 (yHKLIMOHUPOBAHHWEM CPEJCTB IIOMCKA aTaK.

4. Heob6X0mMMOCTh H MECTa YCTAHOBKH CPEJICTB IOMCKA aTaK Ha CETH 31E€KTPOCBS3H,
obecreurBaromiell B3auMozeiictBie o6bekToB KU, onpezensiorcs YNOJIHOMOYEHHBIM
opranoM T'ocCOIIKA Ha OCHOBaHMM OLEHKH O€30MaCHOCTH  KPUTHUYECKOH
MHGOpMalMOHHOH HHPACTPYKTYpPhI, NPOBOAMMON B COOTBETCTBMH C NMyHKTOM 4 uacTy 4
cratbh 6 @egnepanbHOoro 3akoHa oT 26 wmroas 2017 r. Ne  187-®3
«O Oe3onacHOCTH KpHUTHYECKOH HHQOPMALMOHHON uHGPAcTpykTyphl Poccuiickoi
®enepaunn» (Cobpanue 3akoHomarensctBa Poccumiickoit ®epepanmm, 2017, Ne 31,
cT. 4736) (nanee — 3akon).

5. YCTaHOBKY B CETSX JJIEKTPOCBS3M CPENCTB IIOMCKA aTaK B COOTBETCTBHU C
IIyHKTOM 8 4acTu 4 cTaThH 6 3akoHa opranu3yeT YnojHoMo4eHHsIH oprad I'ocCOITKA.

B coorsercTBrM ¢ noamyHkTamu 50 u 50.1 nynkra 9 ITonoxenus o ®exepanbHoOi
cmyx0e GesonacHoctH Poccuiickoit ®@enepauuu, yrepxneHHoro Ykasom IlpesuaeHTa
Poccuiickori ®@enepanuu ot 11 aBrycra 2003 r. Ne 960 (Cobpanue 3aKOHOATENHCTBA
Poccuiickoit ®enepanun, 2003, Ne 33, ct. 3254; 2018, Ne 28, cT. 4198) YOIHOMOYEHHBIH
opral I'ocCOIIKA MoseT npHBiIeKaTh OpraHU3alHIo Al YCTAHOBKH CPEACTB IIOMCKA aTaK
B CETAX NIEKTPOCBs3H (nanee — Opranu3anus).

6. Ynonnomouensslii oprad ['ocCOITKA HanpaBiseT onepaTopy CBSI3H IO IIOYTE
3aKa3HBIM IUCBMOM C YBEAOMJIEHHMEM O BpYUYEHHH CIEAYIOIIYI HHGOPMALHUIO U
JOKYMEHTHI:

CBEICHUs. 0 HEOOXOOUMOCTH YCTAaHOBKH CPEJCTB IOMCKa aTak C yKa3aHHEM MECT
YCTaHOBKH Ha CETH JJIEKTPOCBSA3M ONEpaTopa CBS3H;

SKCIUIyaTalldOHHBIE XapaKTEPUCTUKU YCTaHABITUBAEMbIX CPEICTB IOMCKA aTakK;

HavMeHoBaHue OpraHu3anui (B Ciry4ae NpHUBJICYEHH );

bamunvs, HMfA, OT4YECTBO (IPH HAIWYMH), AOJDKHOCTH [JOJDKHOCTHOIO JIMLA
YnonnoMoueHHoro  opraHa ['ocCOIIKA wunum  HauMEHOBaHWME  CTPYKTYPHOTO
noapasaenesus Y nonHomoyeHHoro opraia ['ocCOIIKA, oTBETCTBEHHOTO 32 OpraHU3al|io
pabor;

MHCTPYKUHUsI MO DJKCIUIyaTallMM CpEeACTBa IIOMCKa aTak, yCTaHOBKa KOTOPOro
IUIAHAPYETCS Ha CETH JIEKTPOCBSI3H.

7. Oneparop cBs3uM He mno3aHee 10 kaneHOapHBIX OHEH C JaThl TOMYYEHHS
MHpOpMaLMK, NPeNyCMOTPEHHOH mNyHKTOM 6 Hacrosmero Ilopsaka, omnpeaenser
JOJDKHOCTHBIX JIMI OLIEpPATOpa CBA3M, JOMYLIEHHbIX K JaHHON HHGOpMaLuu.

8. Omnepatop cBs3u B CpoKk He Oosiee 30 KajleHAapHBIX AHEH C JaThl MOJYYEHUS
uH(pOpMaLKy, IpelyCMOTPEHHO! MyHKTOM 6 HacTosero [lopsaka, myTem HanpaBieHNs B
aZipec AOHKHOCTHOrO juua (CTpYKTYpPHOrO mojpa3jieneHus) Y IOJHOMOYEHHOTo opraHa
I'ocCOIIKA, 0TBETCTBEHHOIO 32 OpraHU3aLMI0 padoT, 3aKa3HOr0 NHUChbMa C yBEAOMJIEHUEM
0 BPYY€HHUH YTOYHSET CAEAYIOMYIO HHGOPMALIMIO:

MECTa YCTAHOBKH CPEACTB IIOMCKa aTak;

crIocoOb! MOAKIIOUYEHHUS CPEJICTB IOMCKA aTaK K CETSM JJIEKTPOCBS3H, Yepe3 KOTOphie
ocylIecTBIseTCs B3aumoaeicTeue 0onextoB KU,

CrocoObl NMOJKITIOYEHHS CPEICTB NOMCKA aTaK K KaHajaM CBSA3H, HEOOXOIUMBIM
VYnonunomoyenHoMy oprany I'ocCOIIKA nns ynpaeineHus cpeicTBaMU IIOUCKa aTak;
CPOKH U MpOLEAypa yCTAHOBKH CPEZCTB MMOKCKA aTak.




B city4ae TexHu4eckoif HEBOZMOXKHOCTH yCTAaHOBKH CPEACTB IIOMCKA aTak HAa MECTa,
onpezieseHHbIe YnoaHOMO4YeHHBIM opranoM ['ocCOIIKA, onepatop cBsizu 1 Opranuzanus
IO COIJIAaCOBaHHI0 ¢  YmonHoMo4YeHHbIM opradHoM IocCOINKA B MOPSAJIKE,
NpeJlyCMOTPEeHHOM MyHKTOM 6 HacTosuiero ITopsaka, B cpok He Gonee 10 kaneHgapHbIX
AHEH CO JHA YCTAHOBJIEHHUS TEXHUUECKOH HEBO3MOXKHOCTH YCTAHOBKM CPEZICTB NOMCKA aTaK
Ha MECTa, ompelesieHHble YnonHoMoueHHbIM opraHoM I'ocCOIIKA, onpenesnsioT MHbIE
MECTa yCTaHOBKH CPEACTB IIOMCKA aTak.

9. Hudopmanus o nmyHkTy 8 HacTosero ITopsaka ajis Kaka0ro MecTa yCTaHOBKH
oTpaxarorcss Ha CxemMax yCTaHOBKHM CpeICTB MOHCka aTak (manee — CXeMBl YCTAHOBKH).
CxeMbl yCTaHOBKM COCTAaBISIOTCS OMNEPAaTOpPOM CBS3M B JBYX OJK3EMILIApax
W HamnpaBJAIOTCA HA cornacoBanue B YnonHoMmoueHHbid opran 'ocCOIIKA B Teuenne 30
pabounx JHeH ¢ JaTel NomydeHHs WHPOPMAUMH, NPEIYCMOTPEHHOM IYHKTOM 6
Hacrosero Iopsigka.

Ynonuomouennniii oprai 1'ocCOIIKA o6s3an B Teuenne 30 KaleHAApHBIX JHEM
co aHs nomydenuss CxeM yCTaHOBKH NPHHATH PELIEHHE O COrjiacoBaHMH CXeM YCTaHOBKH
i 06 060CHOBaHHOM OTKa3e B coryiacoBaHHM CXeM yCTaHOBKHM. YKA3aHHOE pELICHHE
HanpaeJisiercs: YNonHoMoueHHbIM opraHoM ['ocCOIIKA onepatopy CBsfi3M He MO3IHEE
5 paGoumx AHEH CO JHS €ro NIPHHATHSL.

B cnysae npunATEs VYnonHomodeHHsIM opranoM ['ocCOITKA pemenus
06 000cHOBaHHOM OTKa3e B corjacoBaHud (CXeM YCTaHOBKHM OIIEpPaTop CBsi3M 00s3aH
B TedyeHHe 15 pabounx aHeH co AHs noNyYeHns YKa3aHHOTO pellieHUsi BHECTH U3MEHEHHUS B
CxeMbl YyCTaHOBKM M HampaBuUTh YmnosHoModeHHOMY opraHy ['ocCOIIKA w3MeHeHHbIE
CxeMbl yCTaHOBKH.

10. YcraHoBKa CpeAcTB NOHMCKa aTakK, WX NOIKIIOUYEHHE K CETAM 3JIEKTPOCBSI3U
M KaHajllaM CBS3M IIPOBOJSATCS OTBETCTBEHHBIM JIMLOM YIIOJHOMOYEHHOIO OpraHa
I'ocCOIIKA nnu Opranuzaumy 4 OonepaTopoM CBA3M B CPOK He Oonee 60 pabouux mHei
CO IHs cornacoBanuss YnosHoMmo4deHHbIM opranoM ['ocCOIIKA CxeM ycTaHOBKH, €ClU
MHOM CPOK He corjiacoBaH Y nosiHoMo4eHHbIM opranom ['ocCOIIKA.

11.Ilpy mpoBeAeHHMHM TPUEMKH B OKCIUIyaTalldi0 CpPEACTB IIOMCKa aTak
OCYIIECTBISAIOTCA HACTpOHKa U MpoBepka paboTOCHOCOOHOCTH YCTAHOBIIEHHBIX CPEJCTB
[IOMCKa aTaK JIMLAMH, YKa3aHHbIMU B IyHKTe 8 Hactoswmero Ilopsaka, B COOTBETCTBUH
C OKCIUTYyaTallMOHHOM NOKYMEHTAlMeN Ha JaHHbIE CPEACTBA.

12. IlpueM B KCIUTyaTaluIo yCTaHOBJIEHHBIX CPEICTB IIOMCKA aTaK OCYLIECTBIISAETCS
KOMHCCHEH, HAa3HAYECHHON OINEepaTOpOM CBSI3M K3 IpeACTaBUTENEH YIIOIHOMOYEHHOIO
oprada I'ocCOIIKA, Opranusaiuu (B ciydyae NpUBJICYCHHUS) H ONIEpaTOpa CBA3H.

13. Ilo pe3ynbraTtaM npueMKH oGopMiIseTcss AKT IPUEMKH CPEACTB MOUCKA aTak B
AKCILTyaTauio (aanee — AKT IPHEMKH B 3KCIUTYaTalHIo).

B AxTe npueMKH B 9KCIUTyaTalUI0 YKa3bIBalOTCS:

HaMMEHOBaHHE 00BEKTA CBA3H;

JlaTa NPUEMKHU CPEJCTB II0MCKa aTak;

bamMugs, ©Msl, 0TIECTBO (IIPH HATUYHH) B JODKHOCTh KaXXAOT0 YWieHa KOMUCCHUM;

MeCTa yCTaHOBKH CPEJICTB NIOMCKa aTak (aapec, MOMELIeHUE);

COCTaB M cepuiiHble HOMepa (cepuilHble HOMeEpa KOMIIOHEHTOB) YCTaHOBJIEHHBIX
CPEJCTB IIOHCKA aTaK;

Pe3ybTaT NPOBEPKH pabOTOCIIOCOOHOCTH YCTaHOBJIEHHBIX CPEACTB IIOUCKA aTak;



CX€Ma yCTaHOBKH Cpe/CTB IOMCKa aTak.

AKT IpUEMKH B SKCIUTyaTal|io [IOANKCHIBAETCS BCEMH YIEHAMH KOMHCCHUHU.

14. Dxcnmyatanus CpeACcTB IIOMCKAa arak OCYLIECTBISETCS YIIOIHOMOYEHHBIM
opranoM I'ocCOITKA.

15. HempepblBHOCTD (QYHKLMOHHPOBaHMS B KPY[VIOCYTOYHOM pEXHUME H
COXPaHHOCTb CPEACTB MOKCKa aTak 00ecneYrBaIOTCs ONEepPaTOPOM CBsI3H CaMOCTOSTEIBHO
nmyTeM CcOOJIOAEHUS YTBEPXAEHHBIX YIOTHOMOYEHHBIM OpraHoM B 001acTH CBS3U
TEXHUYECKHX YCIOBHM YCTAaHOBKM M OSKCIUIyaTalUd CpPEACTB, IpEeIHa3HA4YEHHbIX IJIs
IIOMCKA IPHU3HAKOB KOMIIBIOTEPHBIX aTaK B CETAX OJJIEKTPOCBS3H, HCIOJbL3YyEMBIX IS
OpraHu3anuy B3aUMOJAECUCTBUA 00BEKTOB KPUTH4YECKOM UHPOPMAITMOHHOM
uadpactpykrypsl Poccuiickoit ®enepatun (nanee — TexHHIeCKHe YCIOBUS).

s opraHu3anuy B3aMMOAEHCTBHA ¢ YMOJHOMOYeHHBHIM opranom ['ocCOIIKA
OMEepaTop CBA3U ONpPEAENSIeT OTBETCTBEHHBIX JIHLI.

16. Texnuueckoe o6CIy>KMBaHUE YCTAHOBJIEHHBIX CPEACTB MIOMCKa aTak POBOJUTCS
OTBETCTBEHHBIMH JIMLaMH Y 110JJHOMOYEHHOTO oprasa I'ocCOIIKA
min Opranusaiueit (B ciiydae IpUBJICYEHHS ).

17. Uadopmaniiio 0 Cpokax U NPOAODKHUTENBHOCTH IPOBEACHUS] TEXHHUYECKOTO
o6Ciry>KuBaHHs CPEJICTB MOKCKA aTaK U JIMLaX, IPOBOAAILMX TEXHUYECKOE 00CIy )KUBaHHE,
VYnonnomouennslit oprad ['ocCOIIKA nHanpasinser onepatopy CB3H I10 [109T€ 3aKa3HbIM
NHUCBMOM C YBEJOMJICHHEM O BpYYCHUHM HeE IIO3[Hee 4YeM 3a 7 KaJCHAapHbIX JHeH
J0 Hauasa NpoBeJeHHs paboT 10 TEXHUUECKOMY 00CIyKHBAHHIO.

18. OnepaTtop CBsi3M B CPOK HE MEHee 4eM 3a 14 KajeHIapHBIX JHEH 10 Hayaja
NpOBEICHUS TUIaHOBBIX paboT, KOTOPbie MOTYT MOBJ€Yb HapylleHUue (GyHKIHMOHMPOBaHHS
CpelICTB MoOKcKa aTak, omoBemaer YmnonHoMmodeHHbIH opraH ['ocCOIIKA mnocpenctsom
HanpapjeHHs YBEAOMJIEHHS 10 [IOYTE 3aKa3HbIM IHCbMOM C YBEIOMIIEHHEM O BPYYCHHH
0 CpOKaXx M MPOJOJDKUTENBHOCTH NPOBEAECHHS YKa3aHHBIX INIAHOBBIX palboT.

19. 3amMeHa cpeAcCTB MOHWCKa aTak OCYILIECTBISETCS B Cly4yae HapyILICHHS HX
(GYHKLIMOHMPOBaHUS UM HEOOXOAMMOCTH HX MOAEPHU3ALIMH B TOM XK€ IOPSJKE U B TE Ke
CPOKH, 4TO Y NPOBEEHNE TEXHUIECKOr0o 00CIYKHBaHHsI CPEACTB IOMCKA aTaK, yKa3aHHbIe
B myHKTax 16 u 17 Hacrosiero [opska, c opopmieHnemM Axta NpUEMKH B SKCILTYaTallMIo,
yKa3aHHoro B nnyHKkTe 13 Hacrosuero Ilopsaaxa.

20. JIeMOHTaX CpEACTB IOMCKAa aTaK IPOBOAMTCH B Cllydae HEOOXOIUMOCTH
HU3MEHEHHMs MECT YCTaHOBKHM CPEJCTB IOMCKAa aTaKk WM B CBA3M C DPEOpraHH3alluei,
JUKBHJALMEH WJIM NpeKpalleHUeM JeATECIbHOCTH OIIEparopa CBA3M M0 PELICHHIO
YnonnomouenHoro oprada ['ocCOIIKA u B cpok, COIacoBaHHBEIA C OIEPATOPOM CBSI3H,
OTBETCTBEHHBIMHU JHIaMH Y ojHoMmoueHHoro oprana ['ocCOITKA unu Opranusanuu.

[To pe3ynpraTaM [IEeMOHTaXa CpEACTB IOMCKAa aTaK YIOJHOMOYEHHBIM OpPraHOM
I'ocCOIIKA u onepatopoM CBSI3U COCTaBJIAETCS aKT O JEMOHTAXE B JIBYX 9K3EMILIApAX, [10
OJHOMY JJIs1 KaXK/10¥M U3 CTOPOH.

B AkTe neMOHTaXxa yKa3blBalOTCS:

HaUMEHOBaHUE 00BEKTa CBA3H;

JaTa AEMOHTa)XXa CPEJCTB IIOMCKA aTak;

dbamunus, uMs, OT4YeCTBO (IpU HAIWYMKM) U JODKHOCTh IPEACTaBUTE]ISA
YnonsomoueHHoro oprana I'ocCOIIKA u oneparopa CBsi3H;




MCCTa yCTaHOBKH CPCACTB [IOMCKa aTakK (a,upec, HOMCI.LICHI/IC), B OTHOLLICHUH KOTOPBIX
ITPOU3BOAUTCSA JEMOHTaX,

COCTaB M CepuiiHbie HOMEpa (CepHiiHble HOMepa KOMIIOHEHTOB) JIE€MOHTHPYEMBIX
CPEACTB IIOMCKa aTaK.



ITPHUJIOXXEHMUE 2
K Npuka3sy MuHucrepcTBa HuppoBOro
pa3BUTHUSA, CBA3H U MaCCOBBIX
KoMMYyHHUKaLui Poccuiickoilt @enepanuu

or /7. 02 2020r. Ne 114

TEXHUYECKHE YCJIOBHUS
YCTAHOBKH H OKCIUIYaTallHH CPEACTB, NPeAHA3HAYEHHbIX /I MOHCKA
NPH3HAKOB KOMINBIOTEPHBIX aTaK B CETHX 3JIEKTPOCBSA3H, HCNOJIb3yeMbIX AJIA
OPraHM3alHH B3aHMOAEHCTBUS 00beKTOB KpUTHYECKOH HHPOPMALHOHHOH
uappacTpykrypn! Poccuiickoii ®@enepanun

1. YcnoBus ycTaHOBKM W SKCIULyaTalldd CPEJCTB, NpeJHA3HAYEHHBIX JUIS MOKCKA
IIPU3HAKOB KOMIBIOTEPHBIX aTaK B CETAX 3JEKTPOCBA3H, HCIOJB3YEMBIX JJIsi OpraHU3aluH
B3aMMOJACHCTBUA  OOBEKTOB  KpUTH4eCKOH  HHQOPMALMOHHON  HMH(pPacTpyKTyphl
Poccuiickoii ®enepauun (manee — TexHudeckue ycioBus), pa3paboTaHbl C Y4eTOM
TpeOOBaHMH K CpeACTBaM IIOMCKa arak B TOCYJApCTBEHHOM cucTreme OOHapy>KeHus,
npenynpexaeHus u JIMKBUJALHH NOCIeACTBUN KOMIBIOTEPHBIX aTak
Ha uH(oOpManuoHHbIe pecypchl Poccmiickoit ®@enepani, yCTaHOBIEHHBIX INPHKa30M
®enepanpHoii ciyx6s1 6e3onmacHocTu Poccuiickoit @enepanuu ot 6 Mas 2019 r. Ne 196
(3apeructpupoBad Muntoctom Poccun 31 Mast 2019 r., peructpanuonssiii Ne 54801).

2. CpexncrtBa mOHMCKa aTaKk JAOJDKHBI OBITh YCTaHOBJEHHl B IOMEIICHUSX,
B KOTOPBIX 00ecIieueHo:

MECTO JUIsl YCTAHOBKH U HENPEPBIBHOM SKCIUTyaTallMd B KPYIJIOCYTOYHOM PEXUME
CpeJICTB NIOMUCKA aTak;

KOHTPOJIb U OrpaHHuYeHHe (PU3UYECKOro JOCTyIa MepcoHana K CpeiCTBaM IIOMCKa
aTax C LieJblo obecredyeHus UX COXpaHHOCTH;

NoAAepXKaHue TeMIepaTypbl U BI@XHOCTH BO3[yXa, B IpefieliaX KOTOPBIX MOXET
OCYILECTBJIATHCH JKCIUTyaTauus (B COOTBETCTBMM C HHCTPYKLHEH IO SKCIUyaTaluH
CpEICTB IIOUCKA aTakK);

BBIJIeJICHUE MapLIpyTH3upyeMbIx IP-aipecoB U moaKiroueHue CpeACTB OUCKA aTak
K KaHajaMm CBs3M, HeoOXoAuMbIM (eAepanibHOMY OpraHy HCIOJHHMTENBHON BIACTH,
YyIOTHOMOYEHHOMY B o6nactu obecneueHuss (GYHKIMOHHPOBAaHHS TI'OCYJapCTBEHHOM
cUCTeMbl OOHapYyXXeHHUsA, MPEAYNPEXACHHA U JTUKBAAALMHA IIOCIEACTBUH KOMITBIOTEPHBIX
aTak Ha WuHQOpMalHOHHbIe pecypchl Poccuiickoii ®enepauuu, i YyNpaBICHHs
CpelICTBaMH TOKCKa aTak, a Takxke obecnedyeHre (yHKLIMOHUPOBAaHUS yKa3aHHBIX BBILLIE
KaHaJIOB CBSI3H;

NOJKIIIOYEHHE CPEJCTB IIOMCKA aTaK K JIMHUSAM CBSI3U U CPEACTBaM CBSI3U CeTeil
3IEKTPOCBS3M, Yepe3 KOTOpble OCYIIECTBISETCS B3aumozelcTeue o6wvexToB KM,
HeOOXOIUMBIM /Ui BHINONHEHUS 3a/1a4 CPE/ICTB ITIOMCKA aTak;

HaJn4ue CpeICTB NOXXapHOU CUTHAJIM3alUH 7} [0XXKapOTyLLEHUS
C BO3MOKHOCTBIO BH3yaJIbHOT'O U 3BYKOBOT'O OIIOBEILLEHHSI.

3. VYcnoBus obecnieueHus CpeCTB MOUCKA aTaK dJIEKTPOIUTAHHEM




BblIE/II€Mas 1715 IOAKIIIO4YEHHS] MOIHOCTB dJIEKTPHUYECKOM CETH JOMKHA MPEBbIILATH
He MeHee dYeM Ha 20 mNPOUEHTOB MOIHOCTB, TpeGyeMyl0 B COOTBETCTBHH
C HHCTPYKLHMEHN IO SKCIUTyaTalliy CPEACTB [IOMCKA aTak;

CPEACTBa MNOHCKa aTaK AOJDKHBI OBITh NMOAKIIOYEHBl K JJEKTPMUYECKHM CETAM M
obecnieunBaThCs OecnepeGORHBIM SIEKTPONIHTAHHEM.




