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006 yrBepxkaennn TpeGoBaHuil K CETSIM H CPEACTBAM CBSI3H
co0CTBEHHHKOB HJIH HHBIX BJjlafe/iblleB TEXHOJOITHYeCKHX ceTell CBA3H,
HMeIOIHX HOMEP ABTOHOMHOMH CHCTEMBI, AJ1f IPOBEACHHS
YHOJIHOMOY€HHBIMH IOCyaPCTBEHHLIMH OpPraHaMH,
OCYIIIECTBJISAIOLIMMH ONEPATHBHO-PA3BICKHYIO AeATE]bHOCTh
uin obecneuenne 6ezonacHocTn Poccuiickoit Peaepanun, B cayyasx,
YCTaHOBJIEHHBIX (peepajibHBIMH 3aKOHAMH, MEPONPHATHI
B HeJISIX Peajii3alliH BO3J10’KEHHbIX HA HUX 32124

B cootBerctBHM co cTaThsimu 12, 41 u 56.2 dDepepanbHOro 3akoHa
ot 7 mtons 2003 r. Ne 126-®3 «O cea3u» (Cobpanue 3akoHOAaTenscTBa Poccuiickon
Mepepanuu, 2003, Ne 28, cr. 2895; 2019, Ne23, cr.2914), nyskrom 1
u noanyHkrom 5.2.25(28) mynkra 5 TIlonoxenus o MunucrepctBe 1uppoBOro
pa3BUTHS, CBS3M ¥ MaccoBbhlx KOMMyHMKauui Poccuiickoit ®Deaepanuu,
yTBEpXKIEHHOro nocraHopieHueM IlpasutenscrBa Poccutickoit ®@enepauuu oT 2 UIOHA
2008 r. Ne 418 (Cobpanue 3akoHOomatenscTBa Poccuiickoit denepanuu, 2008, Ne 23,
cT. 2708; 2019, Ne 36, ct. 5046),

IMPHKAS3BIBAIO:

1. VrtBepnute npunaraemMbie TpeboBaHHA K CETSIM U CpEACTBaM CBS3H
COOCTBEHHHKOB MJIH HMHBIX BJaJeIblIeB TEXHONOTHMYECKHX CeTel CBA3U, MMEIOIIUX
HOMEp aBTOHOMHOM CHCTEMBI, JUIS NpOBECHUS YIIOJITHOMOYEHHBIMHU
FOCyAapCTBEHHBIMH  OpPraHaMM, OCYUIECTBJSIOIMMU  ONEPAaTHBHO-Pa3bICKHYIO
AesITENBHOCTh Wi obecnieyenue O6e3onacHocta Poccuiickoit Mdenepanuu, B ciydasx,
YCTAaHOBIICHHBIX (QelepaNbHbBIMU 3aKOHAMH, MEPONPHATHN B LeENSX pealu3aluu
BO3JIOKEHHBIX Ha HHAX 3a7ad4.




2. HanpaBute Hacrosmuii Ilpmka3 Ha roCyJapCTBEHHYI0 DPErHCTpAIHIO

B MuHnucTepcTBO IocTuiau Poccuiickoi Penepanuu.

MuHuctp K.IO. Hockos




YTBEPXJEHDBI
npuka3oM MuHucTEpCcTBa LIM(POBOro
Pa3BHUTHS, CBA3M H MACCOBBIX KOMMYHHUKALIUH
Poccuiickoi ®enepaunu

ot 5. /X 2y Ne G596

TPEBOBAHUA
K CeTHM H CcpeJCTBaM CBfi3H COOCTBEHHHKOB HJIH HHBIX BJIaJe/ibleB
TE€XHOJIOrHYeCKHX ceTeH CBA3H, HMEIOIHX HOMEP ABTOHOMHOH CHCTEMbI, AJf
NpoBeAeHHs YIOJTHOMOYEHHbIMH rOCyAapCTBEHHbIMH OPraHaMH,
OCYIECTBJISIIOIMHMH ONEPATHBHO-PA3bICKHYI0 AHTENbHOCTH HIIH
obecneuenue 6esonacuoctu Poccuiickoii @eaepanun, B ciiy4yanx,
YCTAaHOBJICHHBIX (heiepaIbHBIMH 3aKOHAMH, MEPONIPHATHH B NeJIgX
peajin3allAH BO3/10KEeHHbIX HA HAX 3a4a4

1. Hacrosmue TpebGoBaHus  ycTaHaBIuMBalOT TpebOBaHUI K  CETAM
H CpEACTBAM CBf3H, HCMOJIb3yeMbIM COOCTBEHHMKaMH MM HHBIMH BlajelbliaMH
TEXHOJIOTMYECKMX CEeTeM CBA3H, HMEIOLUMMH YHHKQJIbHBIH  HIeHTHUGHUKATOP
COBOKYITHOCTH CPEJCTB CBA3M M MHBIX TEXHHYECKUX CPEACTB B MHYOPMALMOHHO-
TeJIEKOMMYHMKAI[MOHHOM ceTH «VIHTepHeT» (hajee — HOMEp aBTOHOMHOM CHCTEMBI),
s IIPOBEICHUS YIIOJITHOMOYEHHBIMH roCyAapCTBEHHBIMHU OpraHamy,
OCYIIECTBIISIOIIMME  ONMEPATUBHO-PAa3bICKHYI0O JAEATENbHOCTh MM  obecnedyeHue
6esonacHoctd  Poccuiickoit ®enepanuu  (Jajee — yNOJHOMOYEHHBIH Opras),
B Cllydasx, YCTaHOBJIEHHBIX  ¢enepajbHBIMH  3aKOHaMH,  MEpONpHATHH
(nanee — OPM) B Omensax peanu3alud BO3JIOXKEHHBIX Ha HHX  3a7a4
(manee — TpeGoBanus).

2. B coctaB y3/0B CBS3M TEXHOJIOTMYECKHMX CETEH CBA3M JOJDKHBI BXOIHUTH
TEXHHYECKHE CPEACTBa, 00ECIIeYHBAIOIINE BHIIOJIHEHHUE YCTAHOBICHHEIX NEHCTBUMN MIPH
TIPOBEJIEHUU ONEPAaTUBHO-PA3bICKHBIX MEpONpHUATUH (Hanee — TeXHHYECKHE CpeicCTBa
OPM), npu 5>ToM o0ecne4MBaeTcs JOCTYIl YIOJIHOMOYEHHBIM OpraHamM KO BCEH
nepefiaBaeMoii B TEXHOJOIMYECKOH CeTH CBA3M MHGOpMaluu Juis oT6opa U nepenadu
TexHH4ecKuMH cpeactBaMd OPM mHoOpMauuu, OTHOCSIIEHCS K KOHTPOJUPYEMBIM
COeAMHEHUIM H© (HMIH) COOOIIEHHAM SJIEKTPOCBA3U, HA MYHKT YIPaBJICHUS
yIOJIHOMOY€HHOTO Oprasa.

3. Hocryn texHuueckux cpencte OPM k mepenaBaemMoil B TEXHONOTHYECKOM
ceTH cCBA3M HHQopManuu obecrmeynmBaeTCsi C  HMCIONB30BAaHWEM  CIEAYIOLIUX
uHTepdeicoB:

1) unTepdeiicsl JocTyna K CETH Nepefayd JaHHbIX C UCIOIb30BaHHEM KOHTPOJIS
HECyLIeH U 0OHapy)KeHHeM KOJIJTU3HH, BKIIOYAs:

ontuyeckue uatepdeiicel 10GBASE-S;

ontuyeckue unrepdeiicel 10GBASE-L;

ontuueckue uarepdeiicsi 10GBASE-E;

ontuyeckue untepdeiicor 10GBASE-LX4;

snexkrpudeckue uureppeiicel 10GBASE-CX4;

ontuaeckue uurepdericel 1000BASE-X;

anexTpudeckuil unTepdeiic GBE;

ontuyeckue untepodericer 100BASE-X;

anextpuyeckue uutepdeiicer 100BASE-T;
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ontuyeckue uarepdeiicel 10BASE-F;

snexkTpudeckue uHTepdeiicel EtherNet.

2) onrtuveckue uHTEpdelicsl 060pya0OBaHUS CHHXPOHHON UM(pPOBOI HepapxuH,
BKJIIOYasi:

untepdeiic 1-ro yposus SDH (STM-1);

uHTepodeiic 4-ro yposus SDH (STM-4);

unTepdeiic 16-ro ypousa SDH (STM-16);

uaTepdeiic 64-ro ypoas SDH (STM-64).

3) ontnyeckde HHTEpdeiichl 000pyAOBaHHsS  IUIE3HOXPOHHOH  1UMQpOBOH
HepapXHH, BKIIOYas:

unrepdeiic 34 Mbéut/c (E3);

uHtepdeiic 140 Mout/c (E4).

4) anektpuvueckue HHTepdericsl 000pyAOBaHUs IUIE3UOXPOHHOW M CHHXPOHHOM
1IA(QPOBBIX HepapXHid, BKIIOYas:

uHTepdeiic 2 Mout/c (E1);

unTtepdeiic 34 Mbéut/c (E3);

unrtepdeiic 140 Mout/c (E4);

uHrepdeiic 155 M6éut/c (STM-1).

5) anextpuueckue uHTEPPEics 060pyaOBaHUS NIepeiady JaHHBIX, BKIIOYas:

uHTepdeiic V.24/V.28;

unTepdeiic X.21/V.11;

uHrepdeiic V.35/V.28;

uHrepdeiic V.36/V.11.

4. Jloctyn TtexHudeckux cpeacts8 OPM k wuHbOpManmuu O BBIACIEHHH
OKOHEYHOMY 000pyIoBaHHIO THHamHuecKux IP-agpecoB obecneunBaercsi CpeaCTBaMH
CBA3HM CETH MEpefadd JaHHBIX ¢ HMCroib30BanueM npotokoioB RADIUS, TACACS+
unu DIAMETR.

5. B TeXHOJIOTHYECKHX CETAX CBS3H, UMEIOIMIUX HOMEP aBTOHOMHOW CHUCTEMHI,
JOKHA 00eCIIeunBaThCs 3aAIUTa OT HECAHKLIMOHMPOBAHHOTO JIOCTYyIIa K HHPOpMAaIIHH,
oTHocsLIeHcsa K mpoBeneHuo OPM.

6. B TEeXHOIOrMYECKHUX CETAX CBA3HM, UMEIOIIUX HOMEP aBTOHOMHOM CHUCTEMHI,
OO/DKHBI obecreunBaTbcsi Mephl MO HEAOMYIIEHHIO PAacKpBITHS OpraHU3allMOHHBIX
Y TaKTHYeCKuX mnpueMoB 1mpoBeaeHus OPM, mnpegocraBisgeMbix NOMEIIECHHN
¥ TIEpCOHaNIa B3aHMOICHCTBYIONIETO MOPa3ACICHUs YIIOTHOMOYEHHOIO Oprasa.

7. Peaymm3zanms TpeOoBaHuit 1yi1 KOHKPETHBIX TEXHOJIOTMYECKUX cCeTel
M CPEICTB CBS3H OCYLIECTBIAETCA B COOTBETCTBUH C pa3pabOTaHHBIM OpPraHOM
denepansHO# CiIy)0b1 6€30MaCHOCTH COBMECTHO C COOCTBEHHMKAMHM WM HMHBIMH
BIAJENbLAMU TEXHOJOIHYECKUX CeTeH CBA3U IJIAHOM MEPOIPUITHH IO BHEAPEHUIO
Texuuueckux cpeacts OPM'.

! Mynkr 6 TMpasun B3aMMOAEHCTBHS COGCTBEHHMKOB WIH MHBIX BJAAENbLEB TEXHOJOTHYECKMX CETeH CBA3M, MMEIOUIMX
YHMKQJIbHbIH HAECHTH(HHKATOP COBOKYMHOCTH CPEACTB CBA3H M MHBIX TEXHHYECKHX CPEACTB B HMH(POPMALMOHHO-
TEJEKOMMYHHKaUMOHHO# ceTH «HHTEepHeT», C YNONHOMOYEHHBIMH TOCYAAPCTBEHHBIMM OpraHaMM, OCYLIECTBJIAIOLIMMHU
ONepPaTHBHO-PAa3BICKHYI) AEATENLHOCTh WM obecnedenue OesomacHocTd Poccuifickoit ®enepaumu, yTBEPKACHHBIX
nocranopnenneM [Ipasurensctsa Pocemiickod ®enepaunn ot 29.10.2019 Ne 1385 (Cofpanne 3akoHoiaTenbCTBa
Poccwiickoit ®eaepaunn, 2019, Ne 44, cr. 6219).




