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MUHHUCTEPCTBO IH®POBOTI'O PA
MACCOBBIX KOMMYHHKAIIAH POCCHICKOM QEI[EPAIH/II/I

IIPUKA3
10.40. 3019 o 942

Mocksa

06 yrBepxieHnH Tpe6oBanni K pyHKUHOHHPOBAHHIO CHCTEM YIIPABJICHHS CETHMHA
CBSI3H NPH BO3HUKHOBEHHH YIPO3 YCTOHYHBOCTH, 0€30I12CHOCTH H LE10CTHOCTH
JynxnHonnpoBanus Ha TeppuTopun Poccuiickoii @enepanun HHPOPMALHOHHO-
TeJIeKOMMYHHKaIHOHRBO# ceTn «AHTepHET» H CeTH CBsI3H 00IIero NoJIb30BaHHs

B coorBercTBHH C ab3alleM OATHIM IYHKTa 2 CTaTkH 12 ®enepanbHOro 3aKoHa
ot 7 mions 2003 r. Ne 126-®3 «O cBs3u» (Cobpanue 3akoHOAaTensCTBa Poccuiickon
®enepanun, 2003, Ne 28, ct. 2895; 2010, Ne 7, cr. 705; 2011, Ne 45, ct. 6333; 2017,
Ne 31, ct. 4742; 2019, Ne 23, ct. 2914), nyHKTOM 1 # IOJIYHKTOM 5.2.25(24) nyHKTa 5
[Monoxxenust o MunucTepcTBe HUPPOBOro PasBUTHA, CBA3H M MAaCCOBBIX KOMMYHHKaLMH
Poccuiickoii ®eneparuu, yTBepXACHHOro nocTanopeHueM [IpaBurensCTBa Poccuiickoit
Oenepanuu ot 2 mons 2008 r. Ne 418 (Cobpanne 3aKOHONATENBCTBA Poccuiickoit
®enepaunn, 2008, Ne 23, cr. 2708; 2011, Ne 3, c1.542, Ne 44, ct. 6272; 2018, Ne 40,
cT. 6142; 2019, Ne 36, cT. 5046), npH K a3 bl Balo:

1. VrBepmuth mnpmiaraeMele TpeGoBaHus K (GYHKIMOHHPOBAHUIO CHCTEM
YIIpaBJICHHS CETSAMH CBSI3H NP BO3HMKHOBEHMH yrpo3 yCTOHYMBOCTH, 6e30macHOCTH
M 1eJOCTHOCTH (YHKIMOHHpOBaHMs Ha TeppuTopun Poccuiickoit ®enepaunuu
MH(bOPMAIMOHHO-TENEKOMMYHUKAIIMOHHOH ceTH «lHTepHET» M CeTH CBA3H obmero
MOJIb30BAHUSL.

2. Ilyakr 5 mnpunaraeMblx TpeboBanudi K (YHKIHOHMPOBAHMIO CHCTEM
yIIpaBI€HHs CETSAMH CBSI3U IIPH BO3HMKHOBEHHH YIpO3 yCTOHYHBOCTH, 0e30nmacHOCTH
¥ IenocTHOcTH (YHKLIMOHHpOBaHHMs Ha Teppuropuu Poccuiickoli Penepanuu
MHGOPMALIMOHHO-TENCKOMMYHHKAIIMORHOH ceTH «HIHTEpHET» M CETH CBA3H obuiero
II0/Ib30BaHUs BCTyNAeT B CHJIy IO MCTEYEHWH 3 JET € AaThl BCTYIUICHUS B CHIY
HACTOSIIEro IIpHKasa.




3. HampaBuTe HacTOAmMi NpHKA3 Ha TIOCYJAPCTBEHHYIO PpErHCTPaLHio

B MunncTepcTBO IocTHUuU Poccuiickoi @enepanum.

Musuctp K.IO. Hockos




Y TBEpXACHEI IIPUKA30M
MuHucTepcTBa HM(POBOTO Pa3BUTHS, CBI3U U
MacCOBBIX kKoMMyHUKanui Poccuiickor Denepauu

ot 10 okta6ps 2019 r. Ne 582

TpeboBanns k GyHKIHOHHPOBAHHIO CHCTEM YIIPaBJIeHHS CETSIMH CBA3H NPH
BO3HHKHOBEHHH Yrpo3 YCTOHYHBOCTH, 6€30NaCHOCTH B NEJIOCTHOCTH
¢yHKuHOHHpOBaHHs HA TeppHTOpHH Poccniickoii ®@enepaunn nHGopManHoOHHO-

TeJIeKOMMYHHKAIHOHHO# ceTH «AHTepHET» H CeTH CBA3H 00LIEro NoJib30BaHHA

1. Hacrosiuine TpeGoBaHusi K GyHKLHOHUPOBAHHIO CHCTEM YIPABJICHHS CETAMH
CBH3M MpPH BO3HUKHOBEHHH Yrpo3 YCTOAYMBOCTH, O€30IaCHOCTH H LENOCTHOCTH
dynxumonnpoBanus Ha Tepputopuu Poccuiickoii ®enepamnu  MHGOPMALMOHHO-
TEJEKOMMYHHMKALMOHHON ceTH «VIHTEpHET» M CETH CBA3M OOLIEro I0Jb30BaHUS
(nanee — Tpe6GoBaHWs) NPHUMEHSIOTCS OIEPATOPAMH CBS3H, COOCTBEHHHKaMH WIIH
HHBIMH BIIQJENbLAMH TEXHOJNOTHYECKHX CeTel CBA3M, HMEIOMMMH YHUKAJIbHbIN
HICHTH(QUKATOD COBOKYIIHOCTH CpPEACTB CBf3M M MHBIX TEXHHYECKHX CPEACTB
B MH(OPMALMOHHO-TEJIEKOMMYHUKaMOHHOH ceTH «/IHTepHeT», COOCTBEHHMKAMH WK
MHBIMHM BiaJenbliaMd To4ek oOMeHa TtpadukoMm (Janee — Biajenel CHCTEMBI
yrpaBlieHus ).

2. Cuctema yIpaBii€HHS CETBIO CBSI3M CO3JAETCH BIAJENBIEM CHCTEMBI
yIlpaBieHHs], IpeAHa3Ha4YeHa [ oOecrieueHus yIpaBIeHNs CETHIO CBA3M C TEPPUTOPHU
Poccuiickoii ®enepanuu, mperycMaTpUBaeT KOMILIEKC OpPraHM3alOHHO-TEXHHYECKUX
MEPOIPHUATHH B LeNsX 00ecne4eHus YCTOWYMBOCTH, O€30IIaCHOCTH M LEJOCTHOCTH
CETH CBS3H MPH MPEJOCTABIECHHH YCIYT CBA3U M BKIIOYAET B ceb:

IEHTP MOHMTOPHHIa M yNPaBJIEHUS CETHIO CBA3HM, pa3MEIacMblii HA TEPPUTOPHH
Poccuiickoii  @enepanmy, OCYLIECTBISAIOIMM B  TOM  4YMCI€  MOHHTOPHHT
GYHKIMOHMPOBAHUS CETH CBS3M M HHG)OPMALMOHHO-TENEKOMMYHHKAIMIOHHON CeTH

«HTEepHET», KOOpAMHALUIO MNOApa3leleHHi CiyxObl SKCIUTyaTallud, YINpaBJieHHE
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MHQOPMALMOHHBIMHM CHCTEMaMH, CPeJCTBAMH CBS3M M WX HACTPOMKY M YIpaBiIcHHE
yCIyramMu CBS3H;

aBTOMAaTH3UPOBAaHHbIE CHUCTEMBl yIpaBieHHS ceTbio cBs3n (mainee — ACY),
C MCHOJB30BAaHUEM KOTOPBIX OCYINECTBJISIOTCS B TOM YHMCIIE YIPABJICHHE DJIEMEHTAMH
CETH CBA3H, BKIIOYas CpeACTBA CBA3M, ONEpaTUBHOE MNoOjy4YeHHe HHPopmauud 06
aBapuiX M OTKa3ax B CETH CBS3M M HHPOPMaLHOHHO-TEJEKOMMYHHKAaLIMOHHOH CETH
«MHTEpHETY, a TaKkKe JOBeAeHUE MO0 CIyX0, OTBETCTBEHHBIX 3a Yy4YacTue
B II€HTPajJW30BaHHOM YIpPaBIE€HHH M KOHTPONb HX HCIOIHEHN, 0GS3ATENBHBIX
K BBIIOJHEHUIO YKa3aHUW ¢enepanbHOrO0 OpraHa HWCHOJHUTEIBHOH  BIACTH,
OCYIIECTBIAIOIIEro GyHKUMU MO KOHTPOJIO W HAA30py B cepe CpeAcTB MaccOBOM
dHpOpMaLMH, MacCOBBIX KOMMYHUKaLUi, MHPOPMALMOHHBIX TEXHOJNOTUH U CBA3M,
IPEAYCMOTPEHHBIX MyHKTOM 4 cratbu 65.1 ®enepanbHoro 3akoHa ot 7 mronsg 2003 r.
Ne 126-D3 «O cBaA3u» (nanee — 00s13aTeNbHbIE K BHIIIOJHEHHIO YKa3aHHs );

JIEeXYPHO-AUCIIETYEPCKHE  CIYXObl, OCYIIECTBIAIOIIME B TOM  HHUCIE
KPYIJIOCYTOYHBIH KOHTPOJb 33 (YHKIMOHMPOBAHUEM CETH CBA3H M MHPOPMALUOHHO-
TEJIEKOMMYHHKALIMOHHOW ceTH «VIHTepHEeT» B NENAX BBIABICHUS M MPOTHUBOACHCTBHA
yrpo3am.

3. Cuctema yrnpaBlieHHs CETBIO CBS3U 00€CIeurBaeT:

a) ydeT CpeACTB CBA3M M JIMHHHA CBS3W (B TOM 4YHC/IE€ Yy4YeT IPOIyCKHOM
COCOOHOCTHU CPeICTB U TUHUHN CBSI3NU);

6) MOHHUTOPUHI' COCTOSTHMA (YHKIIHOHHPOBAHHS CPEJACTB CBA3U W JIMHUH CBA3U
B TOM YHCIIE€ OIIPEJIENIeHNE COCTOSHUSA QYHKIIMOHMPOBAHMS CPEJICTB CBS3H, IIapaMeTPOB
(GYHKLMOHUPOBaHUS CPEICTB CBSI3H H JIMHUH CBSA3M, 3arpy3KH CPEICTB CBI3H W JIMHUI
CBA3M, cocrosHMA  (QyHkumoHupoBanuss ACY, mapaMeTpoB  YCIyr  CBS3H,
IIPEIyCMOTPEHHBIX AOTOBOPOM 00 OKa3aHHMH yCIIyT CBS3H,;

B) yIpaBJe€HUE CPEJCTBAMH CBSA3M M JIMHHUSAMH CBSI3H, BXOJAIIMMH B COCTaB CETH
CB#3H, B TOM YHCJIE YNIPABIECHUE yCIyraMH CBS3U U HHBIMH YCIyraMH, TEXHOJIOTHYECKH
HEPa3phIBHO CBSA3aHHBIMH C YCIYIaMHM CBS3H;

I) NPOTHBOJCHCTBHE BO3HUKHOBEHHMIO Yrpo3 YyCTOWYMBOCTH, 0€30IaCHOCTH

H LEeJNOCTHOCTH (yHKUMOHMPOBaHHsA Ha Teppuropun Poccuiickoii ®enepanun
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MH(POPMaIIMOHHO-TENEKOMMYHHUKALIMOHHON ceTH «VIHTEpHET» M CETH CBA3H C YYETOM
NOpSAAKA [EHTPATM30BAHHOTO YIpaBIEHHS CETHIO CBA3M OOIIEro MOJb30BaHMS,
yrBepxaeHHoro [IpaButensctBoM Poccuiickoit @enepanvd B COOTBETCTBHH
c nyHKTOM 5 cratem 65.1 @exmepanbHoro 3akoHa ot 7 utonsg 2003 r. Ne 126-@3
«O cBA3MY;

1) vHOOPMHMPOBaHHE LIEHTPA MOHUTOPHHTA M YIPaBIEHUS CETHIO CBS3M 00LIEro
[IOJIb30BaHMA O BBISBJICHHBIX B CETH CBA3U BJIQJie/Iblla CHCTEMBI YIPaBJICHHS
yrpo3ax YCTOMYHMBOCTH, O0€30MacHOCTH M IEJIOCTHOCTH (QYHKIMOHMPOBAaHHMsS Ha
tepputopuu Poccuiickoit @enepanuu HHPOPMaALMOHHO-TENEKOMMYHHKALMOHHON CETH
«HTEpHET» M CETH CBA3M CrocoO0aMu, NPEeAyCMOTPEHHBIMK IIONOXXEHHEM O IEHTPE
MOHHTODMHIA ¥ YINPaBJIEHUS CETHIO CBS3M OOLIETO IIONB30BaHMs, YTBEPKACHHBIM
¢enepanbHEIM OpPraHOM HCIIOJHHUTENBHOH BIAcTH, OCYIUECTBIAIOIIMM (GYHKUHH IIO
KOHTPOJIIO M Haa3opy B cdepe cpelcTB MaccoBod HHGOpMalMM, MacCOBBIX
KOMMYHHUKaLK#H, HHOOPMAIMOHHBIX TEXHOJIOTHHA M CBS3H B COOTBETCTBHMH C IyHKTOM 9
ctatbi 65.1 ®enepanbHoro 3akoHa ot 7 utons 2003 r. Ne 126-®3 «O caszn»;

€) IJIAaHMPOBAaHHE HCIIONB30BaHUA HH(DOPMAIIMOHHO-TENEKOMMYHHKAIlHOHHOM
cetn «VIHTepHET» M CETH CBA3M ITIpM BO3HUKHOBEHHH YIpO3 YCTOMYMUBOCTH,
0e30macHOCTH HM LEJOCTHOCTH (YHKLUMOHUPOBaHUS Ha TeppuTopur Poccuiickoi
Qepepauud MHGOPMaLOHHO-TENEKOMMYHHUKaMOHHON ceTH «VIHTEpHET» M ceTH
CBSI3H;

) HCTIOJIHEHHE 0053aTEeNbHBIX K BHIIOJIHEHUIO YKa3aHUM;

3) puKcauuIO AaThl, BPEMEHH, CBEJCHHI, TO3BOJIIOIIUX BBISBUTH AEHUCTBHUS C
ACY ¥ o pgocrtyme K e€e TMpOorpaMMHBIM ¥ TEXHHYECKMM CpeACTBaM
(o mratHoM ¢yHknuoHupoBanmdn ACY, moTepe AaHHBIX WIH  IIOTEpe
GYHKIMOHAIBHOCTH, NPEeAYNPEXACHUAX O BO3MOXHOU noTepe QyHKIHOHAIBHOCTH WK
JaHHBIX, O JOCTyIle K NPOrpaMMHBIM U TeXHHYECKUM cpeacTBaM ACY U O HOMbITKe
JocTymna, o AeHCTBUSAX onepaTtopoB u aaMuHuctparopoB ACY), a Takxke BeJleHHE
CHCTEMHBIX JKyPHAIIOB, coAepxamux nHpopmanuio o pabore ACY;

M) COXPaHHOCTb M HEM3MEHHOCTb CBEJICHHH, MPEIYCMOTPEHHBIX MOMIYHKTAMH

«K» H «3» HACTOAIICTO IIYHKTA,
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K) BHIIOJIHEHHE  MPaBWJ  MapIIPYyTH3allid  COOOMIEHMH  3JIEKTPOCBS3H,
YCTaHOBJICHHBIX (efepallbHbIM OpraHoOM HCIOJHMTENBHOM BIIACTH, OCYLICCTBIIAIOMNAM
GYHKLMH IO KOHTPOJIIO H HAA30py B cdepe cpeicTB MaccoBoi HH(OpMaLiH, MaCCOBBIX
KOMMYHHUKANU#, MHOOPMALIMOHHBIX TEXHOJOTHH M CBS3U B COOTBETCTBUH C IIYHKTOM 6
crathl 65.1 @enepansHoro 3akoHa ot 7 urong 2003 r. Ne 126-P3 «O cBa3u», a TaKke
KOHTpPOJb BBIIIOJIHEHMS YKa3aHHBIX [IPABHUIT,

J1) B3aUMO/IeCTBHE C LIEHTPOM MOHHUTOPHHIA H YIPaBJIEHHS CETBIO CBSA3H 00IIIero
MONb30BaHUsA, B TOM 4YHCI€ B AaBTOMAaTHU3UPOBAaHHOM peXHME B paMKax
LEHTPATA30BaHHOIO YIIPABIIEHHUS CETHIO CBSI3H 00ILEro NoNb30BaHus;

M) c6op cratucTHueckod uHpopMamuu O (axkTax BO3HHMKHOBEHHS YIpo3
YCTORYHBOCTH, 0€30MaCHOCTH M IIEJIOCTHOCTH (QYHKLHMOHHPOBAaHMS HA TEPPUTOPHH
Poccuiickoii @enepanun HHPOPMAMOHHO-TEIEKOMMYHHUKaMOHHOA ceTH «HTEpHET»
Y CETH CBS3H U €€ XpaHEHHE B TeueHue 1 rozaa;

H) B3auMoJelcTBEe ¢ HanuoHanbHBIM KOOpAWHALMOHHBIM ILIEHTPOM IO
KOMIIBIOTEPHBIM MHLHJEHTaM IO BONpPOCAaM pearHpoBaHWsl Ha KOMIIBIOTEPHBIC
MHIMIEHTH U YIpo3sl Ge30macHOCTH MHpOpPMalMHU B Ciiydasx, MOpsjKe U crnocobamuy,
npenycmorpednsiMu  [lopsinkom  uHQopmupoBanuss — @epepaibHOH  CIryXKOBI
6ezonacHocTu Poccuiickoii Penepaniy 0 KOMIBIOTEPHBIX MHIMAEHTAX, pearipoBaHu
Ha HHX, I[PHHATAA MEp I[0 JMKBHJALMM TIOCIEACTBUA KOMIBIOTEPHBIX aTak,
NpOBEJIEHHBIX B OTHOLIEHHH 3HAYUMBIX OOBEKTOB KpUTHYECKOWH HH(OpMALOHHOM
UHOpacTpykTyphl Poccuiickoii ®@enepauny, yTBEpXACHHBIM NpuKasoMm PegepanbHon
cnyxk661 GezomacHocTH Poccwiickoit ®@enepauun ot 19 wmions 2019 r. Ne 282
(3aperucTpupoBaH MUHHCTEPCTBOM FOCTHULIUU Poccuiickoit Oenepaunu
16 urons 2019 r., peructpaunonHbii Ne 55284);

0) 3aIUTy OT HECAHKLIHOHMPOBAHHOI'O AOCTyIa K HHPOpMALMU, COAEpIKalenCs
B ACYV B cootBeTcTBUM Cc myHKkTamH 4 u 5 Hactosmux TpeGoBanmuii.

4. B ciaydae eciM CHCTeMa YNpaBIE€HUS CETbIO CBA3U SBIAECTCS 3HAYHMBIM
OOBEKTOM  KpUTHYECKOH  HHQOpPMAanmMOHHOH  HMHQPAaCTPyKTyphl  3alllMTa  OT
HECAaHKUMOHMPOBAHHOIO JOCTyHa K HH(pOpMAaLuHy, comepxameiics B ACY,

OCYIIECTBIIACTCA B COOTBETCTBHHU C Tpe60BaHI/IHMI/I, YTBEPXKACHHBIMHA TIPHKA30OM




®enepanpHOif  COyXOBI 1O  TEXHHYECKOMY H  JKCIIOPTHOMY  KOHTPOIIO

or 27 pekabpa 2017 r. Ne 239 (3apeructpupoBaH MHHHCTEPCTBOM FOCTHLIHH
Poccuiickoii ®exmepauuu 26 wMapra 2018 r., peractpammoHHEIH Ne 50524),
C U3MEHEHHAMM, BHECEHHBIMU MpHKa3zamu DenepanpHOil CIyKOBI 110 TEXHHYECKOMY H
SKCIIOPTHOMY KOHTpomo oT 9 asrycra 2018 r. Ne 138 (3apeructpupoBad
MunucTtepctBoM ocTuuuH  Poccmiickoif ®exmepamuu 5  cenTabpas 2018 T,
perucTparioOHHbIA Ne 52071) a oT 26 MapTa 2019 r.
Ne 60 (3apeructpupoBan MuHHcTepcTBOM IOoCcTHLHH Poccuiickoit ®exepanuu
18 anpens 2019 r., peructpauuonssiii Ne 54443), B 3aBHCHMOCTH OT IPUCBOEHHOM
KaTeropuy 3Ha4UMOCTH.

5. B ciayd4ae eciiM CHCTEMa YIPABICHHS CEThIO CBA3H SABIIETCS KOMIIOHEHTOM
CpeiCTBa CBA3M M OCYIIECTBISET YNpPAaBICHHE OSTHM CPEIACTBOM CBf3H, 3aIIUTa
OT HECaHKIMOHMPOBAHHOrO JOCTyma K HHGOpMaIuH, Cojepkameiicas B Hed,
obecreunBaeTcs ¢ coOMI0LEeHIEM CIEIYIOMUX TPEOOBaHMIA:

IpeAOoCTaBlICHHEe TapaHTHUHHOM M TEXHHYECKOH MONAEPKKH CpPEICTB CBS3H
POCCHICKAMH IODUAWYECKMMH IHLIAMH, HE HAXONJALUMMHCH IMOA KOHTPOIEM
HHOCTPAHHBIX OPUAMIECKUX U (MIIH) GU3AICCKHX JIMII,

HCKIIIOYEHHE BO3MOXHOCTH HapymieHHs paboTOoCHOCOOHOCTH CPEACTB CBA3M
NOCPENCTBOM HECAHKLHOHHPOBAaHHOTO M COBEpIIaeMOro 0e3 KOHTpO/sA Biaxelbua
CHCTEMBI yINpaBlI€HHd YHAICHHOr0 OOHOBICHHA CPENCTB CBA3M C TEPPUTOPUH
HHOCTPAHHOT'O IrOCYyapCTBa,;

HCKIIOYEHHE BO3MOXKHOCTH YIPAaBICHUS CPEACTBAMH CBA3M C TEPPUTOPHH
UHOCTPAHHOT'O TOCYyIapCTBa;

OCYIHECTBJIEHHE MOJEPHH3ALMH CPEACTB CBA3H HAa TEPPUTOPHH Poccuiickoit
®epepanud  POCCHHCKMMH IOPHAMYECKMMH JIMIAMH, HE HAXONALIMMHCH IIOJ
KOHTPOJIEM HHOCTPAHHBIX IOPHANYECKHX H (MIH) QHU3NYECKUX JIHL;

OTCYTCTBHE BO3MOXHOCTH HapylmieHHs paboTOCIOCOGHOCTH CpeacTB CBS3U
IOCPE/CTBOM HECAHKIMOHUPOBAHHON M cOBepIIacMoi 6e3 KOHTpO&s Biajelbia

CHCTEMBl yNpaBICHHS Nepenadu HWHGOPMamUH O COCTOSHMHM M (yHKIMOHHPOBAHHU
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CpPEICTB CBA3M 3a mpenensl Teppuropun Poccuiickoit ®Penepanyu, 3a HCKIIOUEHUEM

uH(pOpMAaINH, CBA3aHHOM ¢ obecnedyeHneM MaplIpyTU3auuu Tpaduka.




