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006 yrBepxaenun Iopsaaka HCMOJIb30BaHHS MPOrPAMMHO-TEXHHYECKHX .
H HHBIX CPEACTB 3alHTHI HHPOPMALIHH TAMOKEeHHBIMH OpraHaMH
Poccuiickoii @enepauuu

B coorBercTBMM ¢ YacThio 2 crathm 306 DenepanbHOro  3aKoHA
or 3 aBrycra 2018 r. Ne 289-®3 «O TamoXeHHOM peryinposaHuu B Poccuickoi
denepalii M O BHECEHHM H3MEHEHHH B OTAENbHBIE 3aKOHOAATENBHBIE aKTBI
Poccuiickoit ®epnepanum» (CoOpanne 3akoHomatenbcTBa Poccuiickon Dexpepanuy,
2018, Ne 32, cr. 5082, Ne 49, ct. 7524; 2019, Ne 18, cr. 2207) u myHkToM 1
[Nonoxenns o PenepalbHON TaMOXEHHOH CIIyk0e, yTBEPKIECHHOTO MOCTaHOBJICHUEM
IIpaButenscTBa Poccuiickoit ®enepauuu ot 16 centsaops 2013 r. Ne 809 (Cobpanue
zakoHOmaTenscTBa Poccuiickoit ®enmepamun, 2013, Ne 38, cr. 4823, Ne 45, cr. 5822;
2014, Ne 37, cr. 4971; 2015, Ne 2, ct. 491, Ne 47, cr. 6586; 2016, Ne 17, ct. 2399,
Ne 28, c1. 4741; 2017, Ne 25, c1. 3689; 2019, Ne 7, c1. 627, Ne 23, ct1. 2955),
IPpHKa3blBalo:

1. Vieepauts TlopsmoKk WCIIONB30BaHUS MPOrPAMMHO-TEXHHYECKMX H HHBIX
Cpe/ICTB 3alIMThl MHGOPMALMK TaMOXEHHBIMH opranamu Poccuiickoi ®enepanny B
COOTBETCTBHUU C TIPHJIOKEHHEM K HACTOSLIEMY IIPHKa3y.

2. KoHTpob 32 UCMONHEHHeM HACTOSIIErO NPHKasa BO3JIOKHUTH HA 3aMECTUTENS
pykoBoautens @®TC Poccuu, OTBETCTBEHHOTO 3a COOTBETCTBYIOLIEE HAIpaBICHHE
OEeATEIIEHOCTH. |

3. HacTosmmit npuKa3 BCTYNAeT B CIITY 110 MCTEYEHHH TPHILATH JHEH Mocyie Hs
€ro O(pUIKaIBEHOTO Oy OJMKOBaHMS.

\

PykoBoautenn B.W. bynasun




[Ipunoxxexnue

Kk npukaszy @TC Poccun
oT 8 oxTa6psa 2019 r. Ne 1549

Hopsaaok ncnob30BaHASI MPOrPaMMHO-TEXHHYECKHX M HHBIX CPeICTB
3aIMHThI HHPOPMALIHH TAMOKEHHBLIMH OPraHAMH
Poccniickoii @eaepanun

1. Hactosmmit Ilopsnok ycTaHaBiuBaeT MpaBHiia HCIIOJIB30BAHHUS MPOrPaMMHO-
TEXHUYECKUX U MHBIX CPEACTB 3alIMTHl HHPOpMaLMH B HMHGOPMAIMOHHBEIX CHCTEMaX,
ucnonszyemMsix DOTC Poccun, pemOHanLHBIMn TaMOXXE€HHBIMU  YIIpaBICHUSIMH,
TaMOXXHSMH H TAMOXKEHHBIMH ITOCTaMH (Jajiee — TaMOXKEHHbBIE OPI-aHbI).

2. IlporpaMMHO-TEXHHYECKHE W MHBIE CPEACTBA 3aIUTHI HHPOpMaLnH (Jajgee —
Cpe/CTBA 3alUTHl HHQOpMAINH) BKIIOYAIOT KOMIIOHEHTHI CHCTEMBI o0ecriedeHHs
OezomacHocTH uHGopMammu EnuHo#t  aBTOMaTH3HpOBaHHOH  HHGOPMAITMOHHOM
CUCTEMBl  TaMOXEHHBIX opraHoB (cratbs 306  ®@epepanpHOro  3aKoHa
ot 3 aBrycta 2018 r. Ne 289-03 «O TamoxeHHOM perymupoBaHud B Poccuiickoit
Qenepalid X O BHECEHHH U3MEHEHHH B OTAENbHBEIE 3aKOHOAATENbHBIE AaKTHI
Poccuiickoii ®epepauun» (CobGpaHue 3akoHOmarenbcTBa Poccmiickoit Peneparnym,
2018, Ne 32, ct. 5082) (manee — EAVIC TO) u cpenctpa 3neKTpOHHOM HOATIHUCH.

3. YcTaHOBKa M HacTpoiika CpeACTB 3allMThl HH()OpPMAIHU OCYIIECTBIAECTCS
noApasfeneHusIMHA  UHPOpMAIMOHHONH 0e30MacHOCTH W TEXHMYECKOH  3aIllUTHhI
UHpOpMaIMM TaMOXXEHHBIX OpPraHOB COBMECTHO C HH(OPMALHOHHO-TEXHUYECKUMH
MOApa3JIeICHUsIMA ~ TaMOXKEHHBIX OpraHOB IIpU CO3JaHMM W SKCIUTyaTalyH
WH(POPMAUOHHEIX CHCTEM TaMOXXEHHEIX OPraHOB.

4. OyHKUUOHHPOBaHWE CpPEACTB 3amIMTHl HMHQOPMAlMH  OCYILECTBIAETCS
B KPYIJIOCYTOYHOM PEXUME.

5.B mensx opraHM3anMH 3alUTHl MHGOPMAINH, COJEpKaIleidcd B CerMeHTax
EAUC TO, npu ucnons30BaHUU IPOTPaMMHO-TEXHUYECKUX M HHBIX CPEICTB 3alIUThI
rHGOpMaLK TaMOXKEHHBIE OpraHbl 00eCIeYHBaIOT:

1) npuMeHeHHe cpedCTB  3alUUTHl  HUHGOpPMAlMM, MNPOMICAIIMX  OLEHKY
COOTBETCTBUA B (popMme 00s3aTenbHOM cepTUGUKAUNA Ha COOTBETCTBUE TPEOOBaHUIM
1o 6Ge30MacHOCTH MH(OpMAIUK B COOTBETCTBHH CO CTaTheil 25 MefepalbHOro 3aKOHA
ot 27 nmexabps 2002 r. Ne 184-®3 «O TtexHudyeckoM perymupoBanun» (Cobpanue
3akoHogatenbcTBa Poccmiickoit Denepamun, 2002, Ne 52, ct. 5140; 2007, Ne 19,
cT. 2293; 2011, Ne 49, ct. 7025; 2016, Ne 15, c1. 2066; 2017, Ne 31, CT. 4765);

2) BHe/IpeHHE KOMIIOHEHTOB CHCTeMB! obecIeyeHHs 6e30nacHoCTH uHpOpMaIH
EAVIC TO, MEHMUMH3HNPYIOIIMX aKTyaJIbHBIE YTrpo3bl 0€30IacHOCTH HHQOpManuu B
HHGPOPMAIMOHHBIX CHCTEMaX TAMOXXEHHBIX OPraHOB.
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6. CucteMa obecrnieuenns 6esonacHoctd uHpopmaiuu EAVIC TO ucnonesyercs
JUIA peleHus ciexyromux 3agad B cerMmentax EAVC TO:

obecnieueHre 6e30MacHOCTH JIOKAIBHBIX BBIYHMCIIUTEIBHBIX CETel TaMOMKEHHBIX
OpraHoOB;

KpHnrorpadudeckas 3amura HHGpopMaluy, nepeaaBaeMoii 110 KaHajlaM CBA3H;

obecneyeHue 3alUTH HHPOPMAIMU OT HECAHKIIHOHHPOBAHHOI'O JOCTYIIA;

obecrnieueHye MOIEP>KKU CPEACTB HIEKTPOHHO# TIOATIHCH;

obecnieueHne aHTUBUPYCHOH 3aIUTH HHG)OPMAIIWH;

BBIABJICHUE TEXHHYECKMX KaHAIOB YTeYKH HHPOpPMAIMM H  KOHTPOJS
MH()OpPMAI[OHHBIX IIOTOKOB,;

KOHTPOJIb HCIIOJIb30BaHUA MAIIMHHBIX HOCHTENIeH HHPOpMaLIUH;

oOHapyXeHHe KOMITBIOTEPHBIX aTak;

aHaIIH3 3alUIIEHHOCTH,

IUIAaHUPOBAHHWE, MOHHMTOPHHI U YIpaBieHHe = TpolieccaMHd  obecredeHHs
6e3onacHocTH HHGOpMALUY;

UAECHTAQUKAIUA U ayTeHTH(GHUKAUUA JODKHOCTHBIX JIMIL TAMOXKEHHBIX OPraHOB
npu paboTe B HHPOPMAIIMOHHBIX CHCTEMAX; |

7. 3ammra UHGOPMALUK B MHBIX WH(GOPMAIMOHHBEIX CHCTEMAaX, CO3JaBaeMbIX U
SKCIUTyaTHPYyEMBIX TaMOXEHHBIMH OpraHaMM, 00eCHeYHBAaeTCs IyTeM HCIOIb30BaHHS
IIOJCUCTEM 3aIlUTE HHpOpMAalUM, He BXOAAIUX B COCTaB KOMIOHEHTOB CHCTEMBI
obecneuenus 6ezonacuoctu uHpopmauuu EAHUC TO.

8. Ilpn oskcmryaTanmMd TaMOXEHHBIMH OpraHaMH HH()OPMAIMOHHBIX CHCTEM,
IpUHAIEKAMMX HHBIM TOCYJAapCTBEHHBIM OpraHaM, JIH0OO HHBIX TOCYAapCTBEHHBIX
HHOOpPMAIIMOHHBIX CHUCTEM TAMOXEHHBIM OpraHaM HeoOXOAuMO  COOIOJaTh
TpeboBaHUS IO 3ammTe HHQOpMAalMH, IPETYCMOTPEHHBIE B SKCIUIyaTaIl[HOHHOM
IJOKyMEHTAlIHU TaKUX HHPOPMAILMOHHEIX CHCTEM.

9.1lpn HCHONB30BaHHM IPOTPAMMHO-TEXHHUYECKHMX M HMHBIX CPEICTB 3aIlUTHI
HHQOpMaIMl Ha OOBEKTaX BBHIMUCIHUTENBHON TEXHHKH, INpeIHA3HAYEHHBIX VIS
06paboTKM CBef€HWH, COCTABIMIOIIMX TOCYAAapPCTBEHHYIO TaiiHy, H ITOMEIIeHHH,
IOpedHa3HA4YeHHBIX [UI1 BENCHUSA IIeperoBOpoB, B XOJe KOTOPHIX 0OCyxaaroTcs
BOIIPOCHI, COJEpXKaIllie CBEIECHHS, COCTABIMIONINE TOCYJapCTBEHHYIO TaifHy,
IIPUMEHSIOTCA CPeACTBa 3aIlllUThl HHPOPMAIMH B COOTBETCTBHH C 3aKOHOJATEIIBCTBOM
Poccuiickoit ®enepaunu o rocygapCcTBEHHOM TaliHe. |

10. Cpencrsa 3a1uThl HHGOpMANUH SKCINTYaTUPYIOTCS TAMOXKEHHBIMH OpPraHaMH
B COOTBETCTBHH C SKCIUTYyaTALMOHHOM JJOKyMEHTalUel U CepTU(PHKATAMHA COOTBETCTBUS
cornacHO crtatbe 25 DepepanpHoro 3akoHa ot 27 pekabps 2002 r. Ne 184-®3
«O TEeXHHUYECKOM peryJIUpOBaHUN.

11. B uadopManMoHHEIX cHCcTEMax U HHPOPMALHOHHO-IIPOTPaMMHBIX CPEACTBAX
TAMOXCHHBIX OPraHOB IPHUMEHSIOTCS YCHJIEHHBIE KBAIH(DUIUPOBAHHBIE SJIEKTPOHHBIE
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HOJIIMCH U CPeACTBA IEKTPOHHON MOAMUCH B OpsAIKe, yCTaHOBIeHHOM DenepanibHbIM
3akoHOM OT 6 ampens 2011r. Ne 63-®3 «O6 snexktponHoii moamucu» (CobGpaHue
3aKoHozaTenscTBa Poccuiickoit ®@enepamun, 2011, Ne 15, ct. 2036, Ne 27, cr. 3880;
2012, Ne 29, ct. 3988; 2013, Ne 14, ct. 1668, Ne 27, ct1. 3463, ct. 3477; 2014, Ne 11, cr.
1098, Ne 26, ct. 3390; 2016, Ne 1, ct. 65, Ne 26, ct. 3889).




