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Poccunckoi ®e JeP a1 WMcrcmo locmuﬂoccuﬁcxon OEJEPALMH
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IIPUKA3
A obryeia £0/F>
MockBa

06 onpeneJiennH yrpo3 6e30NacHOCTH NEPCOHAJIBHBIX JAHHBIX, AKTYaJILHBIX NPH
006paboTKe NepCOHANBHBIX JAHHBIX B HHPOPMAIHOHHLIX CHCTEMAX NEPCOHATLHBIX
JAAHHBIX, IKCIUTyaTHPYeMBIX NpH ocymecTBIeHnH Munsnepro Poccun pynxuui,
onpeae/ieHHbIX 3aKkoHoJaTebecTBOM Poccniickoi ®Penepaunn

B COOTBETCTBHH C 4acThio 5 ctaTth 19 ®enepansHoro 3akoHa ot 27 uronsa 2006 r.
Ne 152-®3 «O mnepconansHbix AaHHBIX» (CobpaHue 3akoHomarenscTBa Poccuiickoi
®enepauyn, 2006, Ne 31 (4. I), ct. 3451; 2009, Ne 48, ct. 5716, Ne 52 (u. I), cr. 6439;
2010, Ne 27, c1. 3407, Ne 31, ct. 4173, ct1. 4196, Ne 49, ct. 6409, Ne 52 (u. I), c1. 6974
2011, Ne 23, c1. 3263, Ne 31, ct. 4701; 2013, Ne 14, ct. 1651, Ne 30 (u. I), ct. 4038, Ne 51,
cT. 6683; 2014, Ne 23, ct. 2927, Ne 30 (u. I), cr. 4217, ct. 4243; 2016, Ne 27 (u. I),
cr. 4164; 2017, Ne 9, ct. 1276, Ne 27, c1. 3945, Ne 31 (u. I), ct. 4772; 2018, Ne 1 (4. I),
cT.82) mpuKa3bIBalo:

1. Onpenenuth yrpo3sl 0€30MaCHOCTH MEPCOHANBHBIX NAHHBIX, aKTYallbHbIE IIPH
006paboTKe NEPCOHATBHBIX [NaHHBIX B HH(OPMAIMOHHBIX CHCTEMaX II€PCOHAIBHBIX
NaHHBIX, OKCIUTyaTHPYEMEBIX IIpH OCYINECTBIeHWM MunsHepro Poccum Qynkuuii,
OIpe/IENeHHBIX 3aKOHOoaTeIscTBOM Poccuiickoii Penepanuu (nanee — HHGOPMaIMOHHbIE
CHCTEMBI), TI0 TIEPEUHIO COTTIACHO MPHIIOKEHHIO.

2. OpranuzauusM, MOJABEIOMCTBEHHBIM MuHsHepro Poccun, onpenensate yrpossi
6€30I1aCHOCTH NEPCOHAIBHBIX JaHHLIX IIPH MX 00paboTke B HHPOPMALMOHHBIX CHCTEMax
HCXOMd U3 MEPEeYHs, yKa3aHHOTO B IyHKTe | HAaCTOAIIEro NpuKasa, ¢ y4eTOM CTPYKTYPHO-
(yHKIMOHAIBHBIX XapaKTEPUCTUK MHPOPMALIHOHHBIX CUCTEM.

MmunuCTp A.B. HoBak
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INEPEYEHDb
yrpo3 6e30NnacHOCTH NEPCOHAIbLHBIX AaHHBIX, AKTyaIbHbIX IIPH 00paboTke
NEePCOHAJLHBIX JAHHBIX B HHPOPMANHOHHBIX CHCTEMAX NEPCOHAIBHBIX JAHHBIX,
IKCILIyaTHPYEeMBIX NpH ocyiecTBiaennn Mun3nepro Poccun pynxnnii,
onpeaeJieHHBIX 3aKoHOAATENbCTBOM Poccniickoii Pexepanun

1. Yrpo3sl 6e30macHOCTH MEPCOHANBHBIX JAHHBIX (Jlaee — Yyrpo3bl), 3aIlHIAaeMBIX
6e3 HCIOB30BaHMs CPeCTB Kpunrorpadpuyeckoii 3ammrsl nHbopMarmu (nanee — CK3M):

1.1. yrpossl, cBs3aHHBIE C OCOOEHHOCTAMH (PYHKIMOHMPOBAaHHMS TEXHHYECKUX,
MPOTPaMMHO-TEXHHYECKMX H TPOTPaMMHBIX CpeACTB, OOECHeYMBAIOIIMX XpaHEHHe,
006paboTKy u nmepenavy uH(popMaluy;

1.2. yrpo3sl HeCaHKI[HOHHMPOBAHHOIO JOCTyHa (BO3AEHCTBHUSA) K OTUYXKAAEMBIM
HOCHTEJISIM [IEPCOHATIBHBIX JaHHBIX;

1.3. yrpossl BO3IeHCTBHS BPEJOHOCHOTO KOAa U (MJIM) BPEAOHOCHOH IIpOrpaMMBI,
BHEIIHHX MO0 OTHOIIEHHIO K CHCTeMaMm OOpalbOTKH IEepCOHAJBHBIX MaHHBIX (Hajee —
Cori,

1.4. yrpo3bl HeCaHKIIHOHUPOBAHHOTO AOCTyHa (BO3ACHCTBHA) K IEPCOHAIBHBIM
JAaHHBIM JunaMe, obnamatonmMe nonHomoumsMd B COINJl, B ToM umcne B Xofe
CO3MIaHMsA, OKCIUTyaTallid, TEXHHYEeCKOro oOCIyXuBaHMs H (WIH) pPEMOHTAa,
MOJIEpHH3ALHH, CHATHSA ¢ dkcmutyatauun COIT/I;

1.5. yrpo3sl HECaHKIIHOHHPOBAHHOTO AOCTyIa (BO3AEWUCTBUA) K IEPCOHAIBHBIM
JAHHBIM JIHIAMH, He O0GJNaJalolMMK OJTHOMOYHAMH B HH()OPMAILMOHHBIX CHCTEMaX, C
KCTIONIb30BaHUEM YA3BUMOCTEH B OpraHU3al[|K 3aIKTH IEPCOHANBHBIX JaHHBIX;

1.6. yrpo3sl HECaHKIIMOHHPOBAHHOTO JIOCTyIa (BO3IECHCTBHSA) K IEPCOHAIBHBEIM
JAHHBIM JIUI[AMH, He OO0JIaJaloIdMH MOJHOMOYHMSMH B MH(OPMALUOHHBIX CHCTEMAX, C
HCIOJNB30BaHUEM YA3BHUMOCTEH B CHCTEMHOM H NPHKJIATHOM MPOrPaMMHOM oOecrieueHIH
HHPOPMAIIHOHHEIX CHCTEM;

1.7. yrpo3sl HeCaHKIHOHHPOBAHHOIO IOCTyINa (BO3IEHCTBUSA) K IMEPCOHATBHBIM
JAHHBIM JIMI[aMH, He 0o06naJaroluMH IOJTHOMOYHAMH B MH(QOPMAILMOHHBIX CHCTEMAX, C

HCIIOJB30BaHNCM y&3BHMOCT€ﬁ B o0eclevyeHuH 3alllMTHl CETEBOr0 B3aMMOJICHCTBHA H




KaHaJIOB NICpCaa4Yu JaHHBIX,

1.8. yrpo3sl HeCaHKIIMOHUPOBAHHOTO JOCTyNa (BO3ACHCTBHSA) K NEPCOHAIBHBIM
TaHHBIM JIMIIaMH, He O0O0JIAJAIOIMUMK MOJHOMOYHSMH B MH(OPMAITHOHHBIX CHCTEMaX, C
UCIIONIb30BAaHWEM YA3BHUMOCTeH B 00ecrieueHMM 3alUTHl BBIYHCIHTENBHBIX CETEH
HHOOPMAIIHOHHEIX CHCTEM;

1.9. yrpo3sl HeCaHKLIMOHMPOBAaHHOrO AOCTyMa (BO3AEHCTBUA) K IEPCOHAIBHBIM
OAHHBIM JIMIIaMH, He OOJIAHaloIIUMH ITOJIHOMOYHSMH B MH(QOPMALMOHHBIX CHCTEMAX, C
HCIONIB30BaHHEM  YA3BHMOCTEH, BBI3BAHHBIX HecoOioneHueM TpeOoBaHMH IO
9KCIUTyaTallu{ CPEACTB 3alUTh HH(pOpMAaliH;

1.10. yrpossl, cBs3aHHBIE C BO3MOXHOCTBIO  HCIIOJB30BAaHMSA  HOBBIX
HHPOPMAIIMOHHEIX TEXHOJIOTHH.

2. Yrpo3Hl LiejieHaNpaBleHHBIX ACHCTBHI ¢ UCIONB30BAHUEM alllIapaTHBIX U (MIIH)
IpOrpaMMHBIX CpPEICTB C IEeNbl0 HapylieHHs 0e30IacHOCTH 3alllMINAEMBIX C
ucnonb3oBaHueM CK3U nepcoHalbHBIX JAaHHBIX WIH CO3JaHMs yCIOBHM I 3TOrO:

2.1. yrpo3sl mpoBeIeHHUs aTaKd MPU HAXOXKAEHHH BHE KOHTPOJIHPYEMO# 30HBI;

2.2. yrpo3sl TPOBENEHHS aTaKd IIyTeM BHECEHHA HECaHKIIMOHUPOBAHHBIX
u3MeHeHuit B CK3M u (unM) B KOMIOHEHTHl aNMapaTHBIX U MPOTPaMMHEBIX CPEACTB,
COBMECTHO C KOTOpPbIMH ImTaTHO (QyHKuHOHMPYIOT CK3W M B COBOKYNHOCTH
npencrapistomue cpeny ¢yakuuonuposanui CK3U (manee — CD), koTopbie CIIOCOOHBI
MOB/IMATh Ha BhEINONHeHMe mpeabsBiadeMblx kK CK3U TtpeGoBanuii, B TOM 4wucie ¢
HCIIOJIb30BaHHEM BPEIOHOCHEIX IIPOTPaMM;

2.3. yrpo3sl npoBeJieHHs atak Ha dtarne skciutyatanud CK3H Ha:

2.3.1. xI04YeByI0, ayTEHTUGHUIHPYIOUIYIO ¥ MapojbHyto nHpopmanuio CK3U;

2.3.2. nporpammMHbie komnoHeHTH CK3U;

2.3.3. anmaparssie koMnoHeHTsl CK3U;

2.3.4. nporpammuble komnoHeHTH C®, Brmodas 06a30Byl0 CHCTEMY BBOJa
(BBIBOZR);

2.3.5. annapatHbeie koMnoHEHTH CD;

2.3.6. naHHEBIe, MepegaBacMBIe IO KaHAJIaM CBS3H;

2.4. yrpossl NONy4eHHA W3 HaXOIAINUXCA B CBOOOTHOM IOCTYNE HCTOYHHKOB

(Bmodas HHPOPMALMOHHO-TEIEKOMMYHUKALMOHHBIE CETH, HOCTYN K KOTOPBIM HE
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OrpaHHYeH Ompede/leHHHIM KpyroM JIMI, B TOM 4HClIe HH(OPMAIHUOHHO-
TeJeKOMMYHHMKAIIMOHHYIO ceTh «VIHTepHeT») wuHboOpManuun o006 HHOOPMALMOHHBIX
cHrcTeMax, B KOTOphIX ucnoib3ytorces CK3U:

2.4.1. ceepenwmii o npotokone B3aumozericreuu COILJ u CK3U;

2.4.2. comepxaHus Haxondlleics B CBOOOAHOM JOCTyN€ IOKYMEHTAallMd Ha
anmapatHble U mporpaMMubie KoMnoHeHTH CK3U u CD;

2.4.3. 00X CBefeHHU# O 3alUIaeMoi WHPOPMAIIMK, HCIIONE3YEMON B MpOLECCE
skciutyatauuu CK3Y;

2.4.4. cBeneHMil 0 KaHaNax CBA3M, MO KOTOPEIM Mepenarotcs 3ammumaembie CK3U
MIepCOHANbHBIE TaHHEIE;

2.4.5. cBefieHMH, TONy4aeMBIX B pe3yJbTaTe aHANHW3a JIOOBIX CHUTHAIOB OT
anmapatHbix komnoneHToB CK3U u CO;

2.5. yrpo3sl TpUMEHEHHS CIEeNHAIbHO pa3pabOTaHHBIX almapaTHBIX CPEACTB H
MPOrpaMMHOr0 00ecCreueHus;

2.6. yrpo3sl IpOBeJIeHHS aTaku NPH HAXOXIEHWH B TpelieNaX KOHTPOIHpYeMOoH
30HBI;

2.7. yrpo3sl ipoBeieHAs aTtak Ha tane dkciuryatanun CK3U Ha:

2.7.1. noxymenranuio Ha CK3U u xomnonents CO;

2.7.2. TOMEIEeHHs, B KOTOPHIX HAXOJUTCS COBOKYIHOCTb HPOIPaMMHBIX H
TEXHHYECKHUX 3JIEMEHTOB CHCTEM OOpabOTKH [AHHBIX, CHOCOOHBIX (YHKIVOHHPOBAThH
CaMOCTOSITENIFHO HIIH B COCTaBe IPYTHX CHCTeM, Ha KoTophix peanu3zoBansl CK3U u CO;

2.8. yrpo3sl mojiydeHHS B paMKax IPeIOCTABICHHBIX IMOJHOMOYMH, a TaKXKe B
pe3yJibTaTe Habmo1eHui:

2.8.1. cBeneHHu# 0 HU3HUECKUX Mepax 3alIUThl OOBEKTOB, B KOTOPBIX pa3MeEIlEHbI
pecypcsl COIL;

2.8.2. cBeeHH 0 Mepax IO O0ECIeUYeHHI0 KOHTPOJHMPYEMOH 30HBI OOBEKTOB, B
KOTOpBIX pa3MmeeHsl pecypesl COI;

2.8.3. cBefeHuii 0 Mepax IO pa3rpaHHYEHHIO JOCTYNa B MOMEILIEHHS, B KOTOPBIX
HaxXOAATCS CPEACTBA BHIYMCIIMTEIBHOM TEXHUKH, Ha KOTOphIX peann3oBaHsl CK3U u CO;

2.9. yrpo3sl ¢usmgeckoro AOCTyIla K CpPEeICTBAM BBIYHCIMTEIIBHOM TEXHHKH, Ha

KOTOpbIX peanuszoBansl CK3N.




