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O6 yTBep:KIeHHH TeXHHYECKHX YCJIOBHIH YCTAHOBKH TeXHHYECKHX CPeIcTB
NPOTHBOAEHCTBHA YIPo3aMm, a TaKKe TpeGoBaHHH K ceTAM CBSI3H NpH
HCHOJIb30BAHHH TEXHHYECKHX CPeACTB NPOTHBOAEHCTBHSA Yrpo3am
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Ne 30, ct. 4590; Ne 45, cr. 6333; Ne 49, cr. 7061; Ne 50, ct. 7351, 7366; 2012,
Ne 31, c1. 4322, 4328; Ne 53, cr. 7578; 2013, Ne 19, c1. 2326; Ne 27, ct. 3450; Ne 30,
cT. 4062; Ne 43, ct. 5451; Ne 44, cr. 5643; Ne 48, ct. 6162; Ne 49, ct. 6339,
6347; Ne 52, ct. 6961; 2014, Ne 6, ct. 560; Ne 14, ct. 1552; Ne 19, ct. 2302;
Ne 26, cr. 3366, 3377; Ne 30, cr. 4229, 4273; Ne 49, cr. 6928; 2015, Ne 29,
cT. 4342, 4383, 4389; 2016, Ne 10, ct. 1316, 1318; Ne 15, c1. 2066; Ne 18, c1. 2498;
26, ct. 3873; Ne 27, cr. 4213, 4221; Ne 28, ct. 4558; 2017, Ne 17, cr. 2457,
No 24, c1. 3479; Ne 31, c1. 4742, 4794; Ne 50, ct. 7557; 2018, Ne 17, ct. 2419; Ne 32,
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1. YTBepauTts npunaraeMeie:

a) TEXHHYECKHE yCIIOBUA YCTaHOBKM TEXHHYECKHX CPEICTB IPOTHBOAEHCTBI
yrpo3sam (npmioxxenue Ne 1 kK HacTosIeMy NpUKasy);

0) TpeOoBaHHS K CETAM CBS3U IIPU HCMOJB30BAHHH TEXHHUYECKHX CpPEICTB
IIPOTHBOJEHCTBHA yrpo3aM (TpuioxeHue Ne 2 K HacTosmeMy IIPHKa3y).

2. Hacrosumii mpyka3 BcTymnaet B cuiny ¢ 1 Hos6pa 2019 1.

3. HanpaBuTe HacTOAIM NpHKa3 Ha TrOCYAapCTBEHHYIO PErHCTPALMIO B

Munncrepcrso roctuuu Poccuniickoit @eaeparimm.

Bpuo pykoBoguTens A.A. TTankoB




[Ipunoxenne Ne 1
K npukasy PenepaibHoO# ciTyX05bl
110 HaJ30py B cdepe CBs3H,
MH()OPMALIHOHHBIX TEXHOJIOTHIA
¥ MaCCOBBIX KOMMYHHKAIHH

or 77,07 2079 Ne 779

TexHHYecKHe YCJI0BHS YCTAHOBKH TEXHHYECKHX CPEACTB
- NPOTHBOJAEHCTBHS yrpo3am

1. Hacrosimue TexHHYecKwe YCIOBHS NPUMEHSIOTCS OIEPATOPOM CBS3H IIPH
00EeCIIeYeHNH YCTAaHOBKHM TEXHHYECKHX CPEACTB TNPOTHBOLEHCTBUS yrpo3aMm
YCTONYHBOCTH, G€30MaCHOCTH M LIEJOCTHOCTH (QYHKIMOHUPOBAHUSA HA TEPPUTOPUH
Poccuiickoii Qenepanuu MH(POPMAIHOHHO-TENIEKOMMYHUKAIIUOHHOM  CeTH
«HTepHET» M CeTH CBA3M 00INero NoJb30BaHUA (Jajlee — TEXHHYECKHME CPEACTBa
IPOTHBOACUCTBUS yTpoO3aMm).

2. TexHu4eckue yCIOBUS BKIIOYAIOT B Ce0s:

1) cobmonenue 3Ha4eHU# KIMMATHYECKHX BO3LEHCTBHA B COOTBETCTBHH C
3KCINIyaTallHOHHOM JOKYMEHTalUEH; |

2) oGecneuenne GecriepeOOWHOTO SMEKTPONMHUTAHUS TEXHHYECKHX CPEACTB
OPOTHBOACHCTBHS yrpo3aM, B TOM 4YHCIE€ C MCIOJBb30BaHHUEM peE3ePBHBIX
ABTOHOMHBIX MCTOYHHMKOB IHTaHUSA, 00ECIIEYUBAIOIIUX NMPU HAPYLUIEHHH BHEIIHETO
3NEKTPOCHa0XeHHs QyHKLUOHHUPOBaHNE YKa3aHHBIX TEXHUYECKUX CPEACTB HE MEHee
4 4acoB;

3) obecnedyeHne OOCTyna COTPYJHHUKOB CHELHAJIBHO YHOJIHOMOYEHHOMH
CIyObl 1O oOecredyeHnI0 peryJUpOBaHUsA HCIIOJB30BAaHUA pPafHO4acTOT U
PaTHO3IEKTPOHHBIX cpelcTB Nnpu PenepanpHON ciyxbe o Hag30py B chepe CBS3M,
MHOOPMALIHOHHBIX TEXHOJOMMA M MAaCCOBBHIX KOMMYHHMKAIMH K TEXHHYECKHUM
CpeZCTBaM MPOTUBOAEHCTBYS YTPO3aM B IENIAX TEXHUYECKOTO 00CTyKUBaHUs (B TOM
YHCJIe HEMMOCPEACTBEHHOIO AOCTYNa K alllapaTHbIM CPEACTBaM U IMPOrPaMMHOMY

06ecnequmo, a TaKXe IIoCpEACTBOM JAUCTaHIIHOHHOI'O YipaBJiCHUA,
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ocymecTBigeMoro LIeHTpOM MOHHTOpPHHra W YIHpPaBIEHHS CEThIO CBA3M OOIIEro
NOJB30BaHUSA, CO3JAaHHBIM B COOTBETCTBMH C INOCTaHOBIeHHeM IIpaBuTENbCTBA
Poccuiickoit @eneparnun ot 13 despasa 2019 r. Ne 136 «O Llentpe MoHWTOpHUHTA
yIpaBICHUSA CETHIO CBs3M o0mero mnois3oBanus» (CoOpaHre 3aKOHOAATEIhCTBA
Poccuiickoit @enepauyu, 2019, Ne 8, ct. 776);

4) obecniedeHue 3alIUThl OT HECAHKLIMOHUPOBAHHOTO JOCTYIIA K TEXHHYECKHM
CpeICTBaM NPOTHBOAEKUCTBHUA yrpo3aM B COOTBETCTBHM C IpHKa3oM MHHHCTEpCTBA
NHPOPMALIMOHHBIX TEXHOJOTHMH ©  CBA3W  Poccmiickoit  ®enepanmuu  oT
9 suBaps 2008 r. Ne 1 «O6 yTtBepxneHun TpeGOBaHMIt 1O 3amMTe ceTel CBA3U OT
HECaHKUMOHUPOBAHHOTO JOCTYyNa K HUM M TiepelaBacMoOil IMOCPEACTBOM HX
uHpopmaru»  (3apeructpupoBaH  MuHHCTEpCTBOM  IocTHIMH  Poccuiickoit
®epepanyu 23 suBaps 2008 r., peructpauuoHHsiid Ne 10993), a Taxke pazMelieHAe
TEXHUYECKUX CPEACTB INPOTHBOAECHCTBHA yrpo3aM B TEIEKOMMYHHKalHOHHBIX
mKadax, cHaO>)KeHHBIX 3allMPAIOIUMH YCTPOHCTBaMHU;

5) opraHM3an{i0 TEXHOJOTHYECKOro KaHaja CBSA3W JUIs  YTpaBlIeHHUS
TEXHUYECKUMH CpeICTBaMU MPOTHBOAEHCTBUSA yrpo3aM, o0nagalomero mponyCcKHOM
cnocoOHocThI0 He MeHee 100 MOut/c u obecrieunBaromero BHIACIEHUE CETEBBIX
aZpecoB  KaXAOMy TEXHHYECKOMY CpEACTBY IPOTUBOLEHCTBUSA  Yrpo3aM,
YCTaHaBJIUBaeMOMY B CETH CBS3M OllepaTopa CBA3U, U oOecrieYeHHe BO3MOXHOCTH
MOAKIIIOYEHHA K HUM LleHTpa MOHHMTOpPHMHIa M YIpaBieHHS CEThIO CBA3U OOIIEro
TOJIB30BAHHMS ', B COOTBETCTBHH C NPEIOCTABIIEHHBIM MM CITHCKOM CETEBBIX aIPECOB.

3. TexHudyeckue CpeAcTBa MPOTHBOAECHCTBUS Yyrpo3aM IOAKIIOYAIOTCS
K CpeACTBaM CBSI3U OIIEpaTopa CBSA3M C HCIIOJIF30BAHHEM CIIEAYIOIMX HUHTep(eicoB
U IIPOTOKOJIOB B3aUMOJIEHCTBU:

1) 1 Gigabit Ethernet (1GbE)

IEEE 802.3z;

IEEE 802.3ab;

1000BASE-T;

1000Base-SX;

! Mynkr 9 crathu 65.1 ®enepanbHoro 3akona ot 07.07.2003 Ne 126-03 «O cBsa3u».




1000BASE-LX;
1000BASE-EX;

2) 10 Gigabit Ethernet (10GbE)
IEEE 802.3ae;

10GBASE-CR;

10GBASE-SR;

10GBASE-LR;

10GBASE-ER,;

3) 40 Gigabit Ethernet (40GbE)
IEEE 802.3ba;
40GBASE-CR4;
40GBASE-SR4;
40GBASE-LR4;

4) 100 Gigabit Ethernet

IEEE 802.3ba;

5) 40GBASE-PSM4;
100GBASE-CR4;
100GBASE-SR4;
100GBASE-LR4;
100GBASE-PSM4;
100GBASE-CWDM4;

6) npotokoiiel TCP/IP B kauecTBe MPOTOKOJIOB Nepefadyyl JaHHBIX;
7) BO3MOXHOCTE co3nanus BuptyainbHoit cetu VPN (Virtual Private Network)

ans nepenayu Beero pabodero TCP/IP tpaduka.




ITpunoxxenue Ne 2
K npuka3y @enepanbHoO# ciyXObI
10 Haa30py B cdepe CBA3M,
MHPOPMALIMOHHBIX TEXHOJIOTHH
M MacCOBBIX KOMMYHHKAaIIUH

OT 37,07 7078 Ne 222

TpeGoBaHuS K ceTSIM CBSI3H NPH UCNOJIb30BAHHH
TEeXHHYECKHX CPeJCTB MPOTHBOAEHCTBHS yrpo3am

1. Hactosmue TpeOGoBaHUS paclpOCTPAHAIOTCS Ha CETH CBA3H ONEpaTopoB
CBSI3H, OKa3bIBAIOIIMX YCJIYIHM MO TNPEAOCTaBJIEHHIO JOCTyNa K HHGOPMaIHOHHO-
TEJIEKOMMYHUKAIMOHHOM ceTu «UHTEpHET».

2. Ilpu Hcrmonp30BaHUM CeTell CBSA3M, HAa KOTOPBIX YCTAaHABIMBAIOTCS
TEXHUYECKHE CPEeICTBa MPOTHBOACHCTBHUA Yrpo3aM YCTOHYHMBOCTH, 6€30MaCHOCTH U
LEeJOCTHOCTH  (YHKIHOHHUPOBaHMS Ha TeppuTopun Poccuiickoit denepauun
MH(OPMaLOHHO-TEJICKOMMYHUKALMOHHO! ceTd «HTEpHET» U CeTH CBA3U OOLIero
N0/b30BaHUA (Jajiee — TEXHUYECKHe CPeACTBa NMPOTHBOAEHUCTBUA yrpo3aM), TaKHe
CeTH CBS3U JOJDKHBI o0ecredynBaTh JAOCTYN LIeHTpy MOHHUTOpUHIra M YIpaBlCHUs
CEThI0O CBSI3M OOIIero IOJB30BaHUA JJIS JUCTAHIMOHHOTO YIpPAaBi€HHS H
TEXHUYECKOTO OOCIY)KHBaHUS TEXHHYECKUX CPEICTB NPOTHBOACICTBHS yrpo3aM B
COOTBETCTBUU C MPOEKTHON AOKYMEHTalueH, IPeyCMOTPEHHOM B IIJIaHE yCTAHOBKH
U MOIEpHM3allMM TEXHUYECKHX CpEACTB IPOTHBOACHCTBHS  yrpo3aM H
SKCIUTyaTallUOHHOH  JOKyMeHTaluell IMpOU3BOOUTENS TEXHUYECKHUX  CPEACTB
IPOTHBOAECHCTBHUA YIpO3aM.

3. Cetn cCBfA3M, Ha KOTODBIX YCTaHAaBIMBAIOTCS TEXHUYECKHE CpeACTBa
MPOTUBOAEMCTBUSA Yrpo3aM, JOJDKHBEI 0OeCneuHBaTh MPOXOXKIEHHE BCero Tpagpuka
CEeTH ollepaTopa CBSA3M depe3 TeXHUYECKHE CPEJCTBa IIPOTUBOAEHCTBUSA yrpo3aM, 3a
HCKJIIOYEHHEM ClIydaeB, NMPeIyCMOTPEHHBIX IMOAIYHKTOM 5 IyHKTa 5 cTartbu 65.1
®enpepanpHoro 3akoHa oT 7 utoyg 2003 1. Ne 126-D3 «O cBa3u».

4. HWudpacTpykTypa ceTd CBA3M [ODKHa o0ecrnedyuBaTh YCTaHOBKY
TEXHUYECKUX CpPEACTB  NPOTHBOAEHCTBHS  yrpo3aM B  COOTBETCTBMM  C

JKCILTyaTallHOHHON AJOKyMEeHTaluen.




