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yrpos 0e30nmacHOCTH NEePCOHAJIBHBIX JAHHBIX, aKT]l_a.l'liﬁl

HEepPCOHAJILHBIX JAHHBIX B HH(POPMAaNMOHHBIX CHCTEMAX nepconam;nux
AAHHBIX rOCyAapcTBeHHOH HH(pOpMaLHOHHO#H cucTeMbl «Eqnnas
nngopmanuonnas cucrema ®egepaibHOH cJIyK0bl 10 GUHAHCOBOMY
MOHHUTOPHHIY», IKCILIYyaTHPYEMBIX NIpH ocymecTsienun PenepanbHoi
_ ci1yx060i o GpHHAHCOBOMY MOHHTOPHHTY H e¢ TePPHTOPHAJILHLIMH OPraHaMH
$ynxnuii, onpeaenennsix Yxazom Ilpesugenta Poccuiickoit @exepanun
ot 13 mionst 2012 r. Ne 808 «Bonpocsl @eaepanbHOi Cayx0bI

no GUHAHCOBOMY MOHHTOPHHIY»

B coorBerctBHM ¢ u4acteio 5 cratbm 19  ®epepansHOro 3akoHa
or 27 wmions 2006r. Ne 152-®3 «O mnepcoHanbHbix nAaHHBIX» (CoOpaHue
3akoHozarenscTsa Poccuiickoit @enepanuu, 2006, Ne 31, ct. 3451; 2009, Ne 48, cr.
5716, Ne 52, ct. 6439; 2010, Ne 27, ct. 3407, Ne 31, ct. 4173, 4196, Ne 49, ct. 6409,

No 52, cT. 6974; 2011, Ne 23, ct. 3263, Ne 31, ct. 4701; 2013, Ne 14, cT. 1651, Ne 30,
cT. 4038, No 51, ct. 6683; 2014, Ne 23, ct. 2927, Ne 30, cT. 4217, 4243; 2016, Ne 27,
cT. 4164; 2017, Ne 9, c1. 1276, Ne 27, ct. 3945 Ne 31, ct. 4772, 2018, Ne 1, c1.82) 1
VxaszoM [pesunenta Poccuiickoit @enepanuu ot 13 mrons 2012 r. Ne 808 «Bormpocst

®enepanpHoit  Cay)Obl 10 ¢mHaHCOBoMy  MoHUTOpHHIY»  (Cobpanue
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3akoHoaarenscTBa Poccuiickoit ®eneparu, 2012, Ne 25, ct. 3314, Ne 45, cr. 6211;

2013, Ne 52, ct. 7137; 2015, Ne 4, c1. 641; 2016, Ne 11, ct. 1522) npuka3eBao:

OIpPEeNETUTh Yrpo3bl 6€301aCHOCTH N€PCOHANBHBIX JAHHBIX, aKTYaIbHEIE [IPH
00paboTKe NEPCOHAIBHBIX JaHHBIX B HHPOPMALMOHHBIX CHCTEMAX IIEPCOHATBHBIX
JaHHBIX TOCYIapCTBEHHON MHMOPMaLMOHHON cucTeMbl «Enunas nadopMaloHHas
cucreMa  @exepanbHOM  ciyxOpl 1O  (QUHAHCOBOMY  MOHHTOPHHIY»,
9KCIUTyaTHpPyeMBbIX IpH ocyulecTBIeHud PenepanbHoit ciyx6oit no ¢uHaHCOBOMY
MOHHUTOPHHTY H €€ TEPPUTOPHANBEHBIMU OpraHaMH (PyHKIIUHA, ONpeJIe)IEHHBIX YKa30M
IIpesunenta Poccuiickoit ®emepanun ot 13 wmrons 2012 r. Ne 808 «Bomnpocsl

DenepanbHoi CyKOBI 10 GHHAHCOBOMY MOHHATOPHHIY», COTIACHO IPHIIOKEHHIO.

Hupexrop " I0.A. Unxan4ux




[Ipunoxenue
K npukasy PenepanbHoOi Ciry OB

110 GMHAHCOBOMY MOHHUTOPHHTY
or 96.02.W8r. Ne 30

Yrpo3nbi

0e30N1aCHOCTH NEePCOHATBbHBIX JaHHBIX, AKTYaJILHbIC PpH 00padoTke

NEePCOHANBHLIX JaAHHLIX B HHPOPMALHOHHBIX CHCTEMAaX NMEPCOHATbHBIX
JAAHHBIX FTOCYAapCTBEHHON HH(popManuOHHO# cHcTeMbl «Exunas

nndopmanuonnas cucrema OeepanbHoii CJaIykObI 10 PUHAHCOBOMY
MOHMTOPHHIY», 3KCILIyaTHPYCMBIX NPH ocylnecTBaAeHun PenepanbHoii

cayx00i no GpuHAHCOBOMY MOHHTOPHHIY H €€ TePPHTOPHAILHBIMH
opranamu QpyHKIHH, onpeaenenubix Yka3zoMm [pesnaenta Poccniickoii

Dengepanmn ot 13 mons 2012 r. Ne 808 «Bonpocsl @enepanbHoii c1ykOb1
no (pHHAHCOBOMY MOHUTOPHHIY»

1. Yrpozamu 6e30macHOCTM NEPCOHANBHBIX [aHHBIX, AKTYaJbHBIMH IIPU
00paboTke MepcoHaNbHBIX JaHHBIX B HHPOPMALMOHHBIX CHCTEMAX IE€PCOHAIBHBIX
JAHHBIX, SBJIIOIIMXCSA IOACHCTEMaMH T[OCYJapCTBEHHON WH(OPMAaHOHHOM
cucreMbl «EnuHas wuHQOpManmoHHas cucreMa ®egepanbHOM coyxkGB 110
(QHHAHCOBOMY  MOHMTOPHHIY»!, OKCILIyaTMpyeMBIX TIpH  OCYILIECTBICHHH
DenepanbHON cityxk00i 10 PUHAHCOBOMY MOHHTOPHHTY U €€ TEPPHUTOPHATBHBIMU
opraHamMu (QyHKIHH 11O MPOTUBOACHCTBHIO JIeraau3anuy (OTMBIBAHUIO) JI0XOI0B,
IOJMYYEHHBIX  NPECTyMHBIM  IyTeM, (HHAHCUPOBAHWIO  TEppopuU3Ma M
(UHAHCHPOBAHHUIO PACIPOCTPAHEHHS OPYXHSA MACCOBOTO YHHUTOXEHHMS, a TAKXKE
¢$YHKUIMM HAlIMOHAJIBHOTO LEHTpa 10 OIlEHKE YI'PO3 HALIMOHAIBHOM 0€3011aCHOCTH,
BOZHUKAIOIIMX B pe3yjbTaTe COBEpIIEHHs oOlepaiuii (CIenoK) ¢ IeHEeKHBIMH
CPEACTBAMU MJIM MHBIM UMYIIECTBOM, U 1O BEIPaOOTKe Mep MPOTHUBOIEHCTBHS 3TUM

yrposam (zanee — HHQOPMAIHOHHBIE CUCTEMBI) SIBJISIFOTCS:

'TocynapcTBennas nHpopMauuonnas ciuctema «Enunas nndopmauronHas cuctema deepansHoit cryx6bl
no (GpMHaHCOBOMY MOHMTOPHHIY» CO3jaHa Ha OCHOBaHMM TMyHkTa 18 ITonoxenus o PenepanpHoil ciayxbe no
(HMHAHCOBOMY MOHMTOPHHTY, yTBep:kIeHHOro YkasoM Ilpesuzaenta Poccuiickoit ®enepaunn ot 13 mrons 2012 r.
Ne 808 «Bonpocst @epepanbHoit cinyx0bl 00 GPHHAHCOBOMY MOHHTOPHHIY .
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yrpo3sl  0e30MacHOCTM TepCOHANBHBIX JaHHBIX, 3alIMINAeMEIX 0e3
UCIIONIB30BaHUs CPeACTB Kpuntorpaduyeckoil 3amuTel HHGopmanuu (manee -
CK31);

yrpo3sl peajid3alluy LieJIeHaNpaBlIeHHBIX JEHCTBHA C HCIONIB30BaHHEM
anmnaparHeiX ¥ (KJIM) IPOrpaMMHBIX CPEJCTB C LIENbIO0 HapyIIeHHsA 0e30IacHOCTH
3amuInaemMslx ¢ ucnons3oBanueM CK3U nepcoHalibHBIX HAHHBIX WMIIM CO3JaHHUS
YCIIOBHIA JUIS 3TOT0>,

2. Yrpo3sl 6e30MacHOCTH MEPCOHANBHBIX [JAaHHBIX, 3alMINAEMBIX 0e3
ucnons3zoBanus CK3H, Bkirouaror:

1) yrpo3sl, cBsi3aHHBIE C OCOOEHHOCTSIMHU (YHKIIHOHMPOBAHUSI TEXHUYECKHX,
IPOTrPaMMHO-TEXHHUYECKUX U IPOTPaMMHBIX CPEJICTB, 00eCTIEYNBAIOIINX XpaHEHHE,
06paboTky u nepeaavy uH(poOpMaIny;

2) yrpo3sl HECAaHKIIMOHHPOBAHHOT'O TOCTYTA (BO3IEHCTBHA) K IEPCOHANBHEIM
JAHHBIM JHL, 06NaJafoIUX MOTHOMOYMSIMU B HHGOPMAIMOHHEIX CHCTEMAX, B TOM
YHCJIIE B XOJI€ CO3IaHus, Pa3BUTHS, BBOJA B OKCILTyaTallHIO, SKCILTyaTal[i{ U BEIBOAA
U3 OKCIUTyaTallMH HMHQOpMALMOHHBIX CHCTEM U JalbHellero XpaHeHus
coJepxalieiics B ux 6a3zax JaHHBIX WHGOPMAIIHH;

3) yrpo3sl BO3JEHUCTBHS BpEOOHOCHOTO Koja © (MJIHM) BpPEIOHOCHOM
[pOrpaMMBbl, BHEIIHUX 110 OTHOLUEHUIO K MH()OPMAIHOHHEIM CHCTEMAM;

4) yrpo3sl HECAaHKLIMOHHUPOBAHHOTO HOCTyMa (BO3AEHCTBHUA) K OTUYKIAEMbIM
HOCHTEISIM IEPCOHANBHBIX JAaHHBIX, BKJIIOYAsS IMEPEHOCHBIE IEPCOHATIBHEIE
KOMIBIOTEPHI N0JIb30BaTeNCH HHHOPMAITHOHHBIX CHCTEM;

5) yrpo3sl HeCaHKIIMOHMPOBAHHOTO OCTYMA (BO3AEHCTBHS) K IEPCOHAIBHBIM
J@HHBIM JIHLI, He O0NA/@AIOMKX MONHOMOYUSME B HHQOPMALMOHHEIX CHCTEMAX, C

HUCIIOJIb3OBAHHUEM y513BI/IMOCTeﬁ B 00ecIieyeHNHn 3aII[UTHI CETEBOTO B3aUMOIEeiCTBHA

2 CoctaB ¥ COfepKaHWE OPTaHU3ALMOHHLIX M TEXHMYECKHX Mep Mo ofecneuyeHHio 6e30TacHOCTH
NEPCOHANIBHBIX JAHHBIX HpH HMX 00paboTke B MH(POPMAIMOHHBIX CUCTEMAaX TMEPCOHANBHBIX MaHHBIX C
HCIIONB30BAHHEM CPEACTB KpHAToTpaduueckolt 3amuthl MHGOPMALMH, HEOOXODMUMBIX JUIS  BBITOJHEHUSA
ycraHoBineHHbIX [IpasutensctBoM Poccuiickoit ®enepauuy TpeboBaHMIl K 3alluTe NEPCOHANBHBIX AAHHBIX UIA
KOKAOr0 M3 YpOBHEH 3allMIICHHOCTH, YrBepxkaeHHble mnpukasoM OCBE Poccun ot 10.07.2014 Ne 378
(3apeructpupoad MuHroctoM Poccuu 18.08.2014, peructpaimonusiit Ne 33620).




M KaHalOB IlepelayM HAaHHBIX, B TOM YHCJE C HCIIONb30BAHHEM IIPOTOKOIIOB
MEXCETEBOro B3aNMO/IeHCTBYS,

6) yrpo3sl HECaHKLIHOHUPOBAHHOTO JOCTYIA (BO3ICHCTBHUS) K IIEPCOHATEHEIM
JaHHBIM JIML, He 00IalaloINX MOJIHOMOYHSMH B HH(GOPMAIIMOHHEIX CHCTEMAX, C
UCIIONB30BAHUEM YS3BUMOCTEH B 00€CleueHUN 3alllUThl BBIYUCIUTENBHEIX ceTei
MHPOPMAIIMOHHBIX CHCTEM;

7) yrpo3s! HeCaHKIIHOHUPOBAHHOTO JIOCTYTIa (BO3IEMCTBHS ) K IIEPCOHATBHEIM
JaHHBIM JIML, He 00JaJaloiX MOJHOMOYHUSIMH B HHPOPMAIMOHHBIX CHCTEMAX, C
UCTIOJIL30BAHMEM YSA3BUMOCTEH, BBI3BAHHBIX HecoONojeHrneM TpeGoBaHHH 110
OKCIUTyaTalluh  CPEACTB  3alllUThl KMHGOpMAalMH  JHIAaMH, OO0JagaroIIuMHU
aJIMMHHUCTPATUBHBIMH IIOJHOMOYHMSIMH B MH(GOPMAITMOHHBIX CUCTEMAX;

8) yrpospl, CBs3aHHBIE C BO3MOXXHOCTBIO HCIIOJIL30BaHHMS  HOBBIX
HMH(OPMAIIIOHHBIX TEXHOJIOTHIA.

3. Yrpo3sl peanuzauuu LeJieHANPaBIEHHBIX JACHCTBUI C MCIIOIB30BaHHEM
anmapaTHBIX U (MJIH) NPOTrPaMMHBIX CPEJICTB C LENBI0 HapyIeHHs Ge30MacHOCTH
3alMIacMbIX ¢ ucrnonb3oBanieM CK3U nepcoHaNbHBIX JIAHHBIX HIH CO3JaHHUSA
YCIIOBHH JyIsl 3TOrO (Aarnee — aTaka) BKIIOYAIOT:

1) yrpo3sl mpoBeieHHS aTakyd BHE IPOCTPAHCTBA, B Mpefeliax KOTOPOro
OCYILECTBIsIETCS KOHTPOJIb 3a npeObIBaHWEM M OEHCTBHSIMH JMLI H (WIH)
TPAHCIIOPTHHIX CPEJICTB (1ajiee - KOHTPOJIHpyeMas 30Ha),

2) yrpo3sl IIpOBeACHHS Ha 3Tanax pa3paboTku  (MOJEPHM3AINH),
IIPOM3BO/ICTBA, XpaHeHus, TpaHcnopTupoBky CK3U 1 sTane BBoa B 3KCILTyaTaITHIO
CK3H araky myTeM BHECEHHUSI HeCAaHKLIMOHUpOBaHHbIX m3MeHeH# B CK3U u (min)

B KOMIIOHCHTBI alrrapaTHBIX ¥ IIPpOIrpaMMHBIX Cpe€ICTB, COBMECTHO C KOTOPEBIMH

- mrratHo QyHkimonupyioT CK3U u KoTopbie B COBOKYITHOCTH NMPEACTABIIAIOT CPELY

dynkuonuposanus CK3U (nanee — COD), a Taxke KOTOpbIE CIIOCOOHBI MOBIHATE
Ha BeIONHenue npeabsasiasemMpix k CK3M tpebGoBanuii, B TOM 4Ymncle ¢
MCIOJIb30BaHUEM BPEJOHOCHBIX IPOrpaMM;

3) yrpo3sl npoBefieHus atak Ha 3rtarne skcruryaraiiud CK3U ua:

a) KIIIOYEBYI0, ay TEHTU(UIMPYIOIIYIO U MapoibHyo nHbopManmo CK3U;
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0) nporpamMusie komnoneHTsl CK3U;

B) annaparHble komnonenTs! CK3H;

r) nporpaMMHbele KoMmmoHeHTH C®, Bkimodas 06a30BYr0 CHCTEMY BBOJA
(BBIBOMA);

1) anmapatHbie KOMIMOHeHTh C®;

¢) JAaHHbIC, IIepe/laBaeMble M0 KaHaaM CBS3H;

4) yrpo3sl NOJIy4eHHs U3 HaXOJSIIHUXCS B CBOOOJHOM JOCTYIIE MCTOUHUKOB
(BKimO4ast HHQPOPMAIIMOHHO-TENEKOMMYHHKAIIMOHHBIE CETH, JOCTYI K KOTOPHIM HE
OrpaHr4eH ONpeEleNeHHbBIM KpyroM JIML, B TOM 4YHclie HWH()OpMaLUOHHO-
TEJIEKOMMYHHUKAIIMOHHYIO ceTh «HTepHeT») uHpopManuu 06 HHGOPMAIIHOHHBIX
CHUCTEMax, B KOTOpBIX uctionb3ytotcss CK3U:

a) oOmMx cBeNeHHH 00 WHOOPMAIMOHHBIX CHCTEMax, B KOTODPBIX
ucnone3yiorcs CK3U (HasHadeHHe, COCTaB, OIepaTop, OOBEKTHI, B KOTOPHIX
pasMellleHsl pecypchl HHPOPMALUMOHHBIX CHCTEM);

0) cBefenuit 00 HMHQPOPMALMOHHBIX TEXHOJOTHSX, 6a3aX JaHHBIX,
anmapaTHbIX cpesctBax (naiee — AC), mporpaMMHOM 00eCTieYeHHH (zlaﬁee - 110),
HCIIOJIB3YCMBIX B HMHQOpPMallMOHHBIX cucTemax coBMectHo ¢ CK3U, 3a
UCKIIOYCHUEM  CBENEHHH, COIepXalMXCSd TOJMBKO B  KOHCTPYKTOPCKOM
JIOKYMCHTallud Ha WHGMOpMAIlMOHHBIE TEXHONOIHH, 6a3bl maHHbX, AC, IIO,
HCTIONB3yeMble B MHPOPMAIMOHHBIX cucTeMax coBmecTHO ¢ CK3U;

B) COZIEpXKaHUSI KOHCTPYKTOPCKOH IOKYMEHTAI[M M 93KCIUIyaTalHOHHEIX
JOKYMEHTOB Ha ammaparHele B mnporpamMHble KoMmoHeHTel CK3U u Co,
BKJIIOYAIOIIMX CBEJCHUS O COCTaBe, XapaKTePHUCTHKAaX, YCTPOMCTBE, YCIOBHAX H
HpaBUIaX KCIUTyaTallul KOHKPETHBIX TEXHUYECKHUX CPENCTB U CUCTEM 00paboTKH
¥ 3alTUTEl HHPOPMAIIUH,

r) o0muX CcBEJeHMH O 3aluilaeMoi WHGOpPMAIMH, HCIONL3yeMOH B
npouecce skcruryatanun CK3U;

1) CBEJISHU 0 KaHaJlaX CBA3M, IO KOTOPEIM NepeaaroTcs 3ammuaemeie CK3U

IIEPCOHAJIBIIBIC HAHHBIC,




€) CBEJIeHMH, MOoJydaeMbIX B pe3yNbTaTe aHaIu3a JIOOBIX JOCTYMHEIX JUIs
repexBara CUTHAJIOB OT annapaTHeIX koMoHeHToB CK3U u Cd;

5) yrpo3sl IpuMeHeHus crienuanbpo paspaborannsix AC u I10;

6) yrpo3sl HUCIOJNB30BAaHUS Ha JTalle JKCIUTyaTalldkd B KadeCTBE Cpesl
nepenoca oT cy0bekTa K 00bekTy (OT 00BeKTa K CYOBEKTy) aTaku [eHCTBHM,
OCYILECTBJIIEMBIX MPH MOATOTOBKE U (WIM) TIPOBEAECHHH aTakKK KaHAJIOB
pacnpoCTpaHeHUs: CUTHAJIOB, colpoBoxaaronmx ¢ynkunonuposanne CK3U u CO;

7) yrpo3bl  NpOBEelEHHUS aTakKd [pPH  HAXOXKAEHHH B  IIpejenax
KOHTPOJIMPYEMOM 30HE],

8) yrpo3sl npoBesieHHs aTak Ha dtare 3kcryaTtanna CK3U Ha:

a) DKCIULyaTalliOHHYI0 W TeXHHYecKylo mokymeHrtammio Ha CK3U m
KoMmIIoHeHThl CP;

0) nomemenus, rae paMeicHsl ucnoisyemble CK3U, xpanstes CK3U u
(M) HOCHTENM KIIOYEBOH, ayTeHTHHUHUpYIOUIeH W MaposibHOH HHGOPMAIMH
CK3H, ¥ B KOTOpBIX HaxXOJUTCS COBOKYIIHOCTh IMPOTPAMMHBIX U TEXHHYECKUX
3JIEMEHTOB  cUCTEM OOpabOTKM [aHHBIX, CHOCOOHBIX (YHKIIMOHHPOBATH
CaMOCTOSITENIBHO HJIM B COCTaBe APYTHMX CHCTEM, Ha KOTOphIX peamu3oBansl CK3U
u CO;

9) yrpo3sl nostydeHus: B paMKax IMpeJOCTaBICHHBIX ITOJIHOMOYHIA, a TAKXKe B
pe3ynbTare HabJIO/IEHWi:

a) cBecHMI 0 PU3MYIECKUX Mepax 3allUTHl 00BEKTOB, B KOTOPBIX Pa3MeIIeHBI
pecypchl HHQOPMAIIMOHHBIX CHCTEM;

0) cBeneHmit o'Mepax 1o obecredeHnI0 KOHTPOJIMPYyeMOi 30HbI 0OBEKTOB, B
KOTOPBIX pa3MeNICHbl pecypchl HHMOPMAITUONHBIX CHCTEM;

B) CBEJICHMIT 0 Mepax 10 pasrpaHHyYEHHIO I0CTyNa B IOMENICHHUS, B KOTOPBIX
HaXOZATCS CPe/ICTBa BEIMUCIUTENIBHOM TEXHUKH, Ha KOTOPLIX peanu3oBansl CK3U
u Co;

10) yrpo3sl ¢uszMueckoro gocTyna K CpeACTBaM BBIYHUCIHTENLHOM

TEXHUKHU, Ha KOTOpbix peanu3oBanbl CK3U u COP.




