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[Tpunoxenne

k npukasy ®Cb Poccun
or 6 mMaa 2019 r.

Ne 196

TpebGoBanus
K CpeACTBaM, NpeHa3HauYEeHHbBIM 111 OOHapYXXeHHUs, MPeIyIpex ACHUs
1 JTUKBUIALHAY TIOCJIEACTBUI KOMIBIOTEPHBIX aTaK U pearupOBaHUs
Ha KOMITBIOTEPHBIE HHIMICHTHI

I. OO6mue monoxenus

1. Hacrosmue TpeboBanus OTIpeNEeNAIOT TpeboBaHUs
K YCTaHaBIMBaeMbIM M MWCHOJbB3yEMBIM Ha Bced Teppuropuu Poccuiickoi
Qenepanyd, B AWIUIOMAaTHYECKUX IPENCTABUTENBCTBAX M (MJIH) KOHCYJIBCKHX
yupexaenusx  Poccmiickoii ~ @enepanmuyd  TeXHHYECKHM,  IIPOTPaMMHBIM,
IPOTrpaMMHO-ANIapaTHBIM U WHBIM CpeACTBaM Juis oOHapyXeHus (B TOM dYHCIIe
IJI1 IOHNCKAa IPHU3HAKOB KOMIIBIOTEPHBIX arTak B CeTIX JJIEKTPOCBSI3H,
UCMONIB3YEeMBIX MJIsi OpraHM3allii B3aUMOJECHUCTBUS OOBEKTOB KpUTHYECKOM
nH(popMallMOHHON UHOpacTpykTyphl Poccuiickoit ®Denepaumn (manee -
KpUTHYeCKasl MH(pOpMaIOHHAs HMH(pacTpyKTypa), IpenynpexaeHus,
JTMKBUAALMY TOCIEICTBUN KOMIBIOTEPHBIX aTak U (Wiay) oOMeHa MH(popmanueH,
Heo0xoauMol cyObeKTaM KpUTHYeCKOH MHGOPMAIMOHHOW HHQPACTPYKTYPHI IpH
OoOHapyXeHUH, MpedyHmpexaeHuH U (WIH) JIMKBUIOAUUH  IIOCIEACTBHI
KOMIIBIOTEPHBIX aTaK, a TaKKe KPUIITOrpaU4YecKHM CpEICTBaM 3allUThl TaKOH
uH@opmamuu (nanee — cpeacrsa 'ocCOITKA).

2.  KcpencrBam I'ocCOIIKA oTHOCATCS:

TEXHAYECKUE, IPOrpaMMHEIE, npdrpaMMHo-annapaTHme ¥ VHBIE CpeACTBa
Ui OOHapy> XKEeHHS KOMITBIOTEPHEIX aTak (Jaee — cpeacTBa OOHapYKEeHHS);

TEXHUYECKHE, POrPAMMHEIE, TPOrPaAMMHO-AIIIAPaTHEIE H MHEIE CPEACTBA

JUIs TIpEeNYNPeXKAeHUsT KOMITBIOTEpHBIX aTak (Janee — CpeACTBa IPeAyIIPeKACHNU );




TEXHUYCCKHE, IPOrpaMMHBIC, NpOrpaMMHO-aIIapaTHble 1 HHbIE CPEACTBA

I8 JNHUKBUJANMH TOCTEACTBHH KOMIBIOTEPHBIX arTak (Janee — CpeacTsa
JVKBHAALUH MOCIECTBUR);

TEXHHYECKHE, MPOrpaMMHEIE, nporpaMMHo-annapaTHmé U MHBIE CPeACTBa
IIOMCKA PH3HAKOB KOMITBIOTEPHBIX aTaK B CETAX 3JIEKTPOCBS3H, HCIIONB3Y EMBIX I
OpraHW3aliil B3aUMOJEHCTBHA OOBEKTOB KPHTHYECKOH HMH(OpMaLHOHHOH
uHdpacTpykTypsl (nanee — cpeactsa [TITKA);

TEeXHUYECKHE, POrpaMMHBIE, POrpaMMHO-aNIapaTHEIE U MHBIE CPEACTBA
oOMeHa nHpopManueit, HeoOXoauMoil cyObeKTaM KpuTHieckol HHGOpMalOHHOH
HHPPACTPYKTYpHl TPH OOHApY)XEHHW, NPEAYNpPeXICHHH M (WIH) JIMKBUIALUH
IIOCIIEACTBUI KOMIIBFOTEPHBIX aTakK (Hajee — cpelIcCTBa OOMEHa);

Kpunrorpapuyeckie CpeAcTBa 3allUThl HMH(POpMaLHH, HEOOXOAUMOMH
cyObeKkTaM KpHUTHYECKOH HHGOPMaLMOHHON HH(PACTPYKTYpHI IPH 00HApyKECHHUH,
TIpeAyNpexXIeHIH U (W) TUKBUIALMH TOCIEACTBUN KOMIIBIOTEPHBIX aTaK.

CpenctBa T'ocCOITKA peanusyroTcss OHHHUM HIH  HECKOJIBKMMH

TEXHUYCCKHUMH, ITPOrpaMMHBIMH U NIPOrpaMMHO-anIapaTHbIMH CPpEACTBaAMH.

I1. TpeboBauus x cpeacrBam I'ocCOITKA

3. CpeacrBa T'ocCOIIKA [omKHH COOTBETCTBOBAThH  CJICAYIOUIHM
TpeOOBaHHUAM:

3.1. B cpencrBax ['ocCOIIKA npomxHa OBITH MCKIIOYEHAa BO3MOXXHOCTH
YAAJIEHHOTO YIIPABJIEHHsI CO CTOPOHEI JIUII, He SBJIAIOIUXCSA paOOTHUKaMU CyObeKTa
KPUTHYECKOH HMH(POPMALMOHHOM HHGPacTpyKTypsl © (Wi1H) pabOTHHKaMH
IpHBIIEKAEMOI B COOTBETCTBHH C 3aKOHOAATeNbcTBOM Poccmiickoit Penepanyu
CYOBEKTOM KPHUTHYECKOH HWHPOPMAlMOHHOH HHQPACTPYKTyphl OpraHU3alliH,
OCYIIECTBIAIOMIEH  JIMIEH3UPYEMYI0 JEATeIbHOCTh B  00JacTH  3aIlMTHI
nHpopManuy.

3.2. B cpencrtBax ['ocCOIIKA nomxHa GBITH HCKIIIOYEHA BO3MOXKHOCTH
HECAaHKLIMOHUPOBAaHHOH Tmepemadn oOpabaTbiBaeMOi HHGpOpPMalMM JHLAM,

He SABJIAIONMMCS paOOTHHKaMH CcyObekTa KpUTHYeCKOH HH(QOpMaloHHOH
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MHOPacTpyKTypsl H (Wnu) paGOTHHKAMM IPHBIEKAeMOM B COOTBETCTBHH
C 3aKoHozarenbCTBOM Poccuiickoii ®Penepamui  CyOBEKTOM KPHUTHYECKOH
HH(OPMaLHOHHOM HHQPaCTPYKTYpHI OpraHu3all}H, OCYILECTBIISIOLICH
NULIEH3UPYEMYIO IEATENBHOCT B 00/1aCTH 3aIlUTE HHGOPMALIVH.

3.3. Cpencrea I'ocCOIIKA 10MKHEI HMETh BO3SMOMKHOCTH MOJEPHU3ALIHY
POCCHICKUMH OpraHM3alUsMH, He HaXOIALIMMECA IIOX IPAMBIM MIIH KOCBEHHBIM
KOHTPOJIEM HHOCTPaHHBIX (QU3UUECKUX UL U (MIH) FOPHIMIECKUX JIHII.

3.4. CpenctBa TI'ocCOIIKA nmomxHBl GhiTh OGecmedeHEl rapaHTHIHHOM
U TeXHUYECKOHN MOJNEPXKKOH POCCHUCKMMHU OpraHM3alMAIMM, HE HAXOJSIIMMUCS
NOJ MPAMBIM MM KOCBEHHBIM KOHTPOJIEM HHOCTPaHHBIX (PU3MUIECKUX JHIL U (KITH)
IOPHINYECKUX JIMII,

3.5. Pa6ora cpencte 'ocCOIKA He HO/DKHA NPUBOAMTE K HapyIIEHUIM
(dYHKIIMOHUPOBaHHS MHPOPMAITHOHHEBIX CHCTEM, MH)OPMAIIHOHHO-
TEIEKOMMYHHKAIIMOHHBIX ceTell u aBTOMaTPI3Hp0BaHHBIX CHCTEM YIIpaBJeHHS,
Haxonsmuxcs Ha Tepputopur Poccuiickoit ®epepauuyn, B JUIIOMAaTHYECKHX
NPEACTABUTENBCTBAX M (MJIM) KOHCYJBCKMX  VUpPeXIeHHsX Poccuiickoit
®epepannn (nanee — HHGOPMALMOHHBIE Pecypchl) (HOMKHO GBITH HCKIFOYEHO
BIMAHHC Ha JOCTIDKEHHE Leed W (QyHKIHOHHpOBaHHE OOBEKTOB KPHTHYECKOM
HH(OpMalHOHHOH HHPACTPYKTYPHI).

3.6. B cpencrBax I'ocCOITKA nomxHEl GHITH peanu30BaHB (YHKLHH

6esonacHocTH B coorBeTcTBHH ¢ raBoil VIII nactosmmx TpeGoBaHuii.

II.  Tpebosanus k cpencTBam OGHAPYKEHHUS

4. Cpenctsa  oOHapyxeHHS [ODKHBI  06GIagaTh  CIIEIYIOLIHMH
QYHKLHAMHE:

cbop u mepBuuHas oOpaboTka COGHITHIA, CBS3AaHHBIX C HapyIIEHHEM
HHpOpMaunoHHOH GesomacHocTH (manee — cobeitua KB), HOCTYmMArOLInX
OT OIEPALMOHHBIX CHCTEM, CPEICTB OOHapyXeHHsS BTOPXKSHHHM, MEXCETEBBIX

3KpPaHOB, CPeACTB NPENOTBPAIUECHHs  yTe4eK MNAHHBIX, AaHTHBHPYCHOTO




IpOrpaMMHOT0  O0ecredeHHs, TeIeKOMMYHHKAllIOHHOro  ob6opyaoBaHHs,

IPUKJIAJHBIX CEPBHCOB, CPEICTB KOHTPONS (aHAIH3a) 3AIMUILEHHOCTH, CPEICTB
YIpaBlieHHs TeJIEKOMMYHHKAIlMOHHBIM 00OPY/IOBaHUEM M CETSIMH CBS3M, CHCTEM
MOHHTOPHHIA COCTOSIHHUS TEJICeKOMMYHHUKAIHOHHOTO OOOpYIOBaHMsS, CHCTEM
MOHHMTOPHHIa KauecTBa 00CITy)XKHUBaHU, a TAK)KE HHBIX CPEACTB M CUCTEM 3AILMTHI
HHOOPMALIMH H CHCTEM MOHHUTOPHHTA, SKCIULYaTHPYEMBIX CyOBbEKTOM KpPUTHIECKOH
uHOPMAIMOHHON HHPPACTPYKTYPHI (fajiee — HCTOUHHKH coObiTuil HB);

aBTOMaTH4YeCKHui aHamu3 coObiTii Wb u BbISBIEHHE KOMIIBIOTEPHBIX
HHINJIEHTOB;

MOBTOPHBEI  aHaMW3 paHee  3aperucTpUpoBaHHBIX coObiTmit  Hb
Y BEIABJIEHHE Ha OCHOBE TAKOr'0 aHajIu3a He 0OHapYKEHHBIX paHEe KOMIIBIOTEPHBIX
HMHLUHICHTOB.

5. Tlpu ocymectBieHuu cbopa U nepBuuHoit oOpaboTku cobeituit b
cpeacTBa 0OHapyXKeHUs HOKHBI 06ecevYnBaTh:

yIaNeHHbIH U (MK) JoKanbHbI#H c6op cobpituii Ub;

c6op coGuituii IB B HempepbIBHOM pexuMe (GyHKIHOHUPOBaHHUA JHO0
II0 PacMUCaHHUIO, B ClIy4ae IOTEpPH CBS3M ¢ MCTOYHMKaMu cobwithii Ib — cpasy
II0CJIe €e BOCCTaHOBIICHUS;

00paboTKy mocrynaromux coObiTuii b W coxpaHeHHe pe3y/bTaToB
ux 06paboTku;

coxpaHeHHe HHPpopmauuu o cobrTuAX Vb, B TOM 4HClie B HCXOAHOM BHUIIE;

c6op HH(POpPMAIMH HEMOCPEACTBEHHO OT HCTOYHHMKOB cobbiTnit Ub,
U3 (aiioB IGO0 MOCPEICTBOM areHTOB, pa3MEIEHHBIX Ha OTACNBHBIX HCTOYHMKAX
coosiThii Ub;

BCTPOSHHYIO TOAIEPXKKY Ppa3iH4HBIX HCTOYHHUKOB coObithii UMb
U BO3MOXHOCTh pPa3paboOTKH MJOTIOJNHUTENBHBIX MOJXyJIeH, 06ecrneunBaroImX
ToJIy4eHHe HHGQOPMAIUH OT HOBBIX HCTOYHUKOB coObITHi Ub.

6. TIlpu ocymecTBIeHUH aBTOMaTHdeckoro ananusa cobuituii Hb
M BBISBICHUS KOMIBIOTEPHBIX HHLHMIEHTOB CpelCTBA OOHapyXEHHs HOJDKHBI

o0ecrieunBaTh:;
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ot60p u GhuIbTpauuto cobsrtuii Ub;

BBISIBIICHHE IIOCIEAOBATENbHOCTEN pa3sHOpoaHbIX coObiTiil Ub, nMmerommx
JIOTHYECKYIO CBSI3b, KOTOPBIE MOTYT OBITh 3HAYMMBI [ BBISABJICHHS BO3MOXHBIX
HapylleHuii ©OesoracHOCTH WH(popManuu (KOppelninus) H  OObeNUHEHHME
OIHOPOMIHEBIX AaHHEIX 0 coObITHAX b (arperauus);

BHISBICHHE KOMNBIOTEPHEIX  HHIMAEHTOB, PETHUCTPALIO METOHOB
(cmoco60B) UX 0OHAPYKEHUS;

BO3MOXKHOCTE KOPPEJIALUH IJIs pacnpeieIeHHBIX 110 BPEeMEHH U (WM ) MECTY
BO3HUKHOBeHMs coOniTui UB;

BO3MOXKHOCTE KOPPEJIAIMH IS ITocNeNoBaTeIbHOCTH coObITuil b,

BO3MOKHOCTE IIPOCMOTPA U PEAAKTUPOBaHMS [IPaBUJI KOPPEIALMH, a TaKKe
O0OHOBIIEHHUS U 3arpy3KH HOBBIX IIPaBUII;

ABTOMATHYECKOe Ha3sHaueHHe MpHOpUTETOB coObiTHaAM b Ha ocHOBaHMH
3a7aBaeMbIX IT0JIb30BaTENIEM IT0Ka3aTelNei.

7. Tlpu OCYILECTBIEHUH TIOBTOPHOT'O aHan3a paHee
3aperuCTpUpoBaHHBIX coObTHii Wb ¥ BbIsABIEHHS Ha OCHOBE TaKOIO aHajiu3a
He OOHapyXEeHHBIX paHee KOMIIBIOTEPHBIX HHLUAEHTOB CPEICTBa OOHApyXeHMs
IOJDKHBI 00eCIIeYnBaTh:

BeIABIEHHEe CBs3el W  3aBUCHMMOcTeli Mexny coOeitusamu Hb,
3apEeTUCTPUPOBAHHBIMH B YCTAaHOBJIEHHOM HHTEpBajle BpPEMEHHM, M BHOBb
nosiBUBINelics  NOOOH  JOMONHHUTENbHOH  MHQOpMalMell, NO3BONSAIOLIEN
UIeHTUQULHUPOBATh KOHTPOJMpYyeMble HH(OpPMAIIMOHHBIE Decypchl (Haiee —
cIpaBovYHas WH(popMaLH);

BBIABJICHHE CBsA3ell ®  3aBUCHMocTel Mexay cobeitisamu  Hb,
3apEerHCTPUPOBAaHHBIMUA B YCTAHOBIEHHOM HMHTEpBAJ€ BPEMEHH, M HOBBIMH HIIH
H3MEHEHHBIMH MeTolaMH (crtoco6aMu) BeISBIIEHUS KOMIIBIOTEPHBIX HHLIUACHTOB;

BBIABJIEHHE CBf3eif ©  3aBUCHMOCTelt Mexnay coOmtusamu UMb
M TONyYEeHHBIMH paHee CBEeJeHHSMH O KOHTPOJIUPYEeMBIX WH(OPMalLMOHHBIX
pecypcax 4 (WIH) O COCTOSHUH 3aIlUIECHHOCTH;

BO3MOXHOCTB Hacrpoffncu napaMeTpoOB IIPOBOAHMOI'O aHAJIU3A,
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TIIPOBEACHHUEC ITIOUCKA HE 06H&py>l(eHHBIX paHee KOMIILIOTEPHBIX HHIUACHTOB
C HCIIOJNB30BAHHEM HOBBIX METOHOB (CHOC060B) BBIABJICHUA KOMIIBKOTCPHBIX
HHIUJACHTOB,

XpaHeHHe arperupoBaHHbIX coObiThii b He MeHee MEeCTH MECSILIEB.

IV. TpeboBaHus K CpeaCTBaM NPeRYIPEKACHHUS

8. Cpencrsa mpeaympexiaeHHs JODKHBI 001anaTh  CIEAYIOMIUMHU
GYHKIUASAMHU: |

cbop u oOpaboTka cBemeHMH 00 HHGPACTPYKType KOHTPOJIHPYEMBIX
HH()OPMALIHOHHBIX PECYPCOB M CIPaBOYHON MHGOpMAaLy;

cbop u 06paboTka cBeieHU 00 yA3BUMOCTAX U HENOCTATKAaX B HaCTPOMKE
nporpaMMHoro obecrneueHus (nanee — I10), HCIOIB3yeMOro B KOHTPOJIHPYEMBIX
HHGOPMAIMOHHBIX pecypcax;

¢GopMHpOBaHKE PEKOMEHAAIMI [0 MHUHHMMH3aLUM Yrpo3 ©0e30macHOCTH
uHbOpMaLNH;

y4eT yrpo3 6e3011acHOCTH HHPOpPMaLUH.

9. TIlpu  ocymectBieHUH cbopa ¥  00paGoTKH  CBeICHHM
00  UHQpPacTPyKType  KOHTPOJIHMPYEMBIX  HH(MOPMalMOHHBIX  PECypCOB
M CIIPAaBOYHOM HH(POPMaLUH CpeaCTBa IPEAYTIPEKISHUS JOIKHBI 06eCIeYHBaTh:

9.1. COop u 06paboTky cBeaeHul 00 HHOPACTPYKTYpEe KOHTPOJIHUPYEMBIX
HHG)OPMALIMOHHBIX PECYPCOB, BKIIOUAKOINX HHGOPMALHUIO:

06 apxuTekType H 0OBEKTax KOHTPOJIHPYEMBIX HH(YOPMALIMOHHEBIX
pecypcoB (ceTeBble afpeca i HMeHa, HAMMEHOBaHHUs U BepcuH ucnonb3yemoro [10);

O BBIMOJHAIOMUXCA Ha 00BEKTaX KOHTPOJIHPYEMBIX HH(POPMALMOHHBIX
PecypcoB CeTeBbIX CITyx0ax;

00 ucrounukax cobsituii Ub.

9.2. C6op 1 06paboTKy cripaBo4HOM HHPOpPMALIUK:

0 IoKa3zaTelie JOBepHs (pEIyTallMH) CETeBBIX aJpPEcOB, JOMEHHBIX HMMEH,

CECPBCPOB BHGKTPOHHOf;I I104ThI, CCPBEPOB JOMEHHBIX HMECH,




8

0 BJIaZeNIbl[aX CETEBBIX a,upeéOB, JIOMEHHBIX MIMEH, CEPBEPOB 3JIEKTPOHHOM
TIOYTHI, CEPBEPOB JOMEHHBIX HMEH;

0 MECTOIIOJIOKEHHH U reorpaduvecKoil IpHHAJIE)KHOCTH CETEBBIX aPECOB;

00 U3BECTHBIX YA3BUMOCTAX Hucrnonb3yemoro 110;

0 KOMIIBIOTEPHEIX CETSX, COCTOSILINX M3 YIPaBIsEMBIX C UCIIONb30BaHUEM
BpenoHocHoro ITO cpexcTB BHIYMCIUTENBHON TEXHUKH, BKIIIOYas CBEICHHA 00 HX
YIPaBISIONIMX CepBePax.

9.3. Bo3MOXHOCTh J00aBIIEHHs, NPOCMOTpa U M3MEHEHUs CBEJCHHI
06 uHDPaCTPYKTYpe KOHTPOIUPYEMBIX HH(OPMAIHOHHBIX PECYPCOB U CIIPaBOYHOM
HHbopMaIIIH.

10. TIpu ocymecTBieHud c6opa u 06paboTKH cBeeHHU# 06 yI3BUMOCTAX U
HefpocTaTkax B  Hactpoiike IIO, wHcmons3yeMoro B KOHTPOJIHMPYEMBIX
MH(OPMAIIMOHHEBIX pecypcax, CpeICTBa MPEeAyNPeKIeHUS JODKHEI 00eCeunBaTh:

cOOp JMdaHHBIX O Jare M BpeMEHH IpOBEICHHUS HCCIEAOBaHMS
KOHTPOJIMPYEMBIX HH(POPMAITHOHHBIX PECYPCOB;

¢dbopMHpOBaHKE TEpedHs BbISABJICHHBIX YA3BHMOCTEH M HEHOCTATKOB
B HacTpoiike wucmoib3dyeMoro IO (ans xaxnoro o6beKkTa KOHTPOJIHPYEMOIO
HHPOPMALIUOHHOTO pecypca);

BO3MOXHOCTh CTATHCTHYECKOH M aHAIHTHYECKOH 00paboTky MosrydeHHOM
“HbOpMaIIH.

11. ®opMupyeMble PeKOMEHAALMH 10 MHHUMH3aIMH Yrpo3 6e30MacHOCTH
HH(OpPMALIHK TOJDKHBEI COZIEpXKATh NepedeHb Mep, HalpaBIEHHBIX HA YCTPaHEHHUE
ySI3BUMOCTe# 1 HejocTaTkoB B HacTpoiike I10, ucrons3yemMoro B KOHTPOIHPYEMBIX
MHPOPMaILMOHHBIX pecypcax.

12. Ilpu ocyuiecTBIeHHH Yy4eTa Yrpo3 Oe3omacHOCTH HH(OpMaLMy
CpeACTBa NpeaynpexIeHus JODKHbI 00eCcTIeHBaTh:

Co3JaHHe M HM3MEHEHHe 3alliCH, colepialleil yBegomieHHe 00 yrpose
OesomacHocTH HHpoOpMauud B (QopMmarax, oOpabaTbIBaeMbIX TEXHHYECKOMH

dHppacTpykrypoid ~ HamuoHampHOro  KOOpAWHALMOHHOIO  LIEHTpa 1O
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KOMIBIOTEpHBIM MHOMeHTaMm' (manee — HKIKUW), npenHasHadeHHOH I
OTIIPaBKH, TIONTy4eHHs, 06pabOTKH 1 XpaHEHHs yBEAOMIICHHH M 3aI[POCOB B paMKax
HH(POPMALIUOHHOTO B3aUMOJIEHCTBUA c cyObekTaMu KPUTHYECKOH
HHOOPMAIIMOHHON HWHQPacCTPyKTypsl, a TaKXKe C HHbBIMH HE SBIAIOIUMHCS
cyObeKTaMH KpUTHYecKOX HWHGOPMalMOHHOM HH(QPACTPYKTYphl OpraHaMu
¥ OpraHHU3alHIMH, B TOM YHCJIe HHOCTPAHHBIMH U MEKAyHapOIHBIMH;

Co3/laHHe M U3MEHEeHHEe WHCTPYKIHUI 0 pearipoBaHUIO Ha KOMIBIOTEPHBIE
HHIUIEHTHI, CBA3aHHBIE C yrpo3aMu 6e30macHOCTH HHGOpPMALUH, BKIOYAOIIMX
HOPANOK TNPHHATHA  pelleHHd, OYepeJHOCTh  BBIIOIHAEMBIX  JeHCTBUM
M CIIOCOOBI OpraHM3allii COBMECTHBIX IeHCTBUIl yUacTBYIOIMX B MEPOIIPUATUAX
10 peardpOBaHUIO Ha KOMNBIOTEPHBIE HHIUAEHTHl U JMKBUIALMHU IOCIECICTBUH
KOMIIBIOTEPHBIX aTak pabOTHHKOB CyOBeKTa KPUTHYECKOH HWH(pOpManMoHHOMH
HHOPacTPYKTyphl H (Wid) paGOTHHUKOB IIPUBIEKaEMOH B COOTBETCTBHM
¢ 3akoHomaTenscTBOM Poccuiickoit ®Depepanun CcyOBEKTOM KPUTHYECKOH
HH(pOpMaLIHOHHON HHPPACTPYKTyphl  OpraHH3alUH, OCyLIEeCTBISIONIEH
JIMIEH3UPYEMYIO IEATEIBHOCTD B 00JIaCTH 3alUTH HHGOpMALIUHY;

Co3JaHMe M H3MEHEHHe HWHCTPYKIMHA 1o o0paboTke 3ampocoB

H yBenomiieHu#, nocrynaommx u3 HKIKHA.

V. TpebGoBaHus K cpeicTBaM JIMKBUAALMHU NOCIEACTBUI

13. Cpencrsa TUKBAAALMH [TOCIENCTBUM TOJDKHBI 00J1afaTh CISLYIOIUMH
GYHKIUAMHU:

y4eT H 06paboTKa KOMITBIOTEPHBIX HHIHIEHTOB;

yIpaBlIeHHE MPOLECCaMH pearupoBaHUs Ha KOMIIBIOTEPHBIE HMHLIMIAECHTEHI
¥ JIHKBUJIAIIUH TIOCIENCTBUAN KOMIBIOTEPHBIX aTakK;

B3aumogeiicrBue ¢ HKLIKU mocpeacTBoM HCIONb30BaHHS TEXHUYECKOH
uHbpactpyktypsl HKIKUY, hpeanasﬂaquHoﬁ IS OTIIPaBKH, NONyYEHHUs,

00paboTKN M XpaHEeHUS yBeJIOMJIEHHMH W 3aIllpoCOB B paMkax MH(OPMaIlMOHHOIO

! Mloamyukr 4.9 myHkra 4 [Tonoxerns o HaupoHanbHOM KOOPIMHALMOHHOM IIEHTPE MO KOMIBIOTEPHBIM
HHLKOEHTaM, yTBepxkiaeHHoro npukasoM PCB Poccun or 24 woas 2018 r. Ne 366 «O HaunonansHom
KOOPAHHALIMOHHOM LICHTPE 110 KOMIBIOTEPHBIM HHUMASHTaM» (3aperHcTpupoBaH MuntoctoMm Poccuu 6 centabps
2018 r., perncTpaunoHHsiii Ne 52109),
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B3aMMOJIENCTBHUA ¢ CyObeKTaMH KPUTHYECKO# HHPOpMaLMOHHOH HHPPACTPYKTYPHI,
a TaK)Ke C HHBIMH He SBIFOIUMHUCH cyObeKkTaMy KpATHYecKOH HH(POpMaLMOHHOH
MHQPACTPYKTypsl OpraHaMH W OpraHU3alMiMM, B TOM YHCJIE€ HHOCTPaHHBLIMH
¥ MeXXTYHapOIHBIMU;

MH(OPMALIMOHHO-aHATUTHYECKOE COTIPOBOXIAEHHE I0Ib30BATENEH,

14. Tlpu ocyniecTBIeHNH y4eTa U 00pabOTKH KOMITBIOTEPHBIX HHIMIAEHTOB
CpelCTBa TMKBUAALIMH TIOCIIEICTBUM AODKHBI 00eCleunBaTh:

CO3MaHHe ¥ U3MeHeHHe HOpPMaTH30BaHHBIX OMMCAHUH (fanee — KapTOUKa)
KOMITBIOTEPHBIX MHIMIEHTOB, OMNpe/eleHle TUIIOB KOMIBIOTEPHBIX MHIMAEHTOB,
OIpefieNieHHe COCTaBa IONEH KapTOueK H TpeGOBaHMM K HX 3ArlONIHEHHIO
B COOTBETCTBHHM C THIIOM KOMIIBIOTEPHOTO MHIHJIEHTA,;

ABTOMaTHYECKOE CO3[aHHe KapTOYKH KOMIBIOTEPHOTO MHIUIEHTA
Ha OCHOBe yBeloMileHHsi 06 yrposze Oe3zomacHocTH wuHGoOpMauuu 6o Inpu
BEIABIEeHHH coObITis VB, B KOTOpOM conepikatcs MpU3HaKU KOMIBIOTEPHBIX aTak
JUI KOHTPOJIHUPYEMBIX HH()OPMAIMOHHBIX PECYPCOB;

3aMUCh O TeKyIled CTaJuH Mpolecca peardpoBaHHUs Ha KOMIIBIOTEPHEIE
MHIUIEHTH (CTaJus rpueMa COOOLICHHS O KOMIIBIOTEPHOM HHLMICHTE, CTafus
c60opa IEPBHYHBIX CBEJEHUH O KOMIBIOTEPHOM HHLMACHTE, CTalus JTOKaIH3alMK
KOMITBIOTEPHOTO MHI[MEHTa, CTagusi cOopa CBeJeHMH U1 pacciieOBaHHs
KOMITBIOTEPHOTO HHIMIESHTA) B 3aBUCHMOCTH OT THIIAa KOMITBIOTEPHOTO HHIIMACHTA;

3allUCh O TIPHCBOSHHUH KAaTErOpUil OMacHOCTH M (WMJIH) OIpeAeieHHue
IPHOPUTETOB KOMIBIOTEPHBIX HHIMICHTOB Ha OCHOBE KPHUTEpHEB, 3alaBacMbIX
0 3HAYEHHAM IToJIEl KapTOYeK KOMITBIOTEpHBIX HHIIUJEHTOB;

PETHCTPALUIO U YUeT KapTO4eK KOMIBIOTEPHBIX HHIUACHTOB;

GUIBTpAIHIO, COPTUPOBKY U ITOUCK KapTOYeK KOMIIBIOTEPHBIX MHIMICHTOB
TI0 3HAYEHHAM I10JIeH KapTOoUeK;

oObenvHeHNe KapTO4YeK KOMIBIOTEPHBIX HHIMIEHTOB Ha OCHOBE

KPHUTEPHUEB, IPHUMCHACMBIX K 3HAUYCHUAM rojieu KapTO4€K.
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15. Jina oOecreyeHHs  YOpaBJIeHHS  IMpOLECCaMH  pearMpOBaHMs
Ha KOMITBIOTEPHbIE HHIUACHTHI U TMKBUIALMH [TOCIEACTBUA KOMIBIOTEPHBIX aTaK
CpeIcTBa JUKBUAAMH HOCIESICTBUH JOKHBI 00eCIIEYBATh:

BO3MOXXHOCTh BKJIIIOUEHHS B KapTO4YKy KOMIIBIOTEDHOIO WHLMIAECHTA
JOOTOJIHUTENIbHBIX ~ CBEJEHUH, CBS3aHHBIX C KOMIIBIOTEPHBIM HHIMIECHTOM
H 3aperHCTPUPOBaHHBIX B MPOLECCE pEarMpOBaHMs HAa KOMIIBIOTCPHBIM MHIMACHT
¥ JHMKBUOALMH IOCIEACTBUN KOMIIBIOTEPHON aTakd, B TOM dYHCIE COOOINEHMM
IONb30BaTeNeii  KOHTPOIMPYEMBIX HH(GOPMAalMOHHBIX PECYpCOB, CBEACHUM
0 TMpPEeNIpPUHATHIX MEHCTBHUAX, TEXHHYECKHX JaHHBIX, HEOOXOAMMBIX M
paccieoBaHUsA 0OCTOSATENLCTB KOMITBIOTEPHOIO HHIUIIECHTA,;

BO3MOXXHOCTh Ha3Ha4YeHHs Ui KapTOUYKH KOMIIBIOTEPHOrO0 HHUMICHTA
HHCTPYKLHMH 0 pearMpoBaHUIO HA KOMIIBIOTEPHBIH HMHLMICHT, a TaKXKe 3alaHusd
IIpaBII UX MPUMEHUMOCTH Ha OCHOBaHHH CBEJICHHH O KOMIIBIOTEPHOM HHILHIECHTE,

¢dopMHpOBaHME  ONIEKTPOHHBIX  COOOMIEHHMH  AJNA  OpraHu3aluu
B3aMMOJIEHCTBHS ¥ KOOPAUHALMH JeHCTBHI pabOTHHUKOB CyOBbeKTa KpUTHYECKOMH
uHpopMauHOHHOH WHPpacTpykTypsl M (W1HM) pabOTHHKOB IIPUBIIEKAEMOWM
B COOTBETCTBHHM ¢ 3aKoHoaaTeldbcTBOM Poccmiickoit ®depepamyu CcyObekTOM
KPHTHUYECKOM MHPOPMaLTOHHON MHPPacTPYKTypEI OpraHH3aluH,
OCYLIECTBIAIONIEH  JHLEH3UPYeMYyI0 [OeATeIbHOCTh B  OOJAacTH  3alllMTHI
HHPOpMALMK, YYacCTBYIOIUMX B pearMpoBaHMM Ha KOMIIBIOTEPHBIH HHIMIEHT
¥ TUKBUJIAIWH TTOCIIEICTBUI KOMIIBIOTEPHOH aTakM.

16. TlIpu B3aumopeiicteuu ¢ HKIIKU cpencTBa TMKBHAALMH MOCIENCTBHHA
JOJDKHBI 00ecTeynBaTh:

aBTOMaTU3UPOBAHHBIN oGMeH uHpopmMaLue, IPeNCTaBIgEMOM
B TFOCYHApCTBEHHYIO CHUCTeMY OOHapyXeHHUs, NpeaynpeXIeHUs H JHUKBUIALHH
TIOCITEACTBHI KOMMBIOTEPHBIX aTak Ha MHGOpMAlMOHHBIE pecypchl Poccuiickoi
denepanun, ykazaHHoii B myHkTe 5 IlepeuHs umHbopManuy, IpeACTaBIAEMOM
B TOCYIApCTBEHHYIO CHUCTEMY OOHapyXeHHUs, NMpPeAYNpexIeHUs ¥ JIHMKBHIAALUH

HIOCIEACTBH KOMIIBIOTEpHBIX aTrak Ha HMH(OpMaIlMoOHHBIE pecypchl Poccuiickoin

*




12

®enepauny, yTeepxkaeaHoro npukasom ®CB Poccun ot 24 mrons 2018 . Ne 367 ';
y4yeT  KapTO4eK  KOMIIBIOTEPHBIX  HHUIMIEHTOB B  COOTBETCTBHH
¢ uaentuduxanueir HKIIKH.

17. Ilpu OCYILECTBIICHUH UH(OPMaLIMOHHO-aHATUTHIECKOTO
COIPOBOX/CHHSI CPEACTBA JIMKBHAALMM IIOCIEICTBUHA JOJDKHEI O0OecreynBaTh
(popmupoBaHye BEHIOOPOK HNAHHBIX, OCHOBAaHHBIX Ha 3HAYEHHAX IONEH KapTodyek
KOMITBIOTEPHBIX ~ HHIHMACHTOB, YBEJOMIEHHH 00 aKkTyaJBHBIX  yrpo3ax

0e30macHOCTH HHGOPMALIUK B CIIPaBOYHOM HH(POPMALIHH.
VI. Tpe6Gosanus k cpeacrsam [TTIKA

18. Cpencrsa ITIKA nomxHb 065121aTh CIEAYIOWMMHA QYHKIMAMU:

oOHapyXeHHe NPH3HAKOB KOMITBIOTEPHBIX aTaK B CETH JJIEKTPOCBSI3U
MO 3HAYEHUAM CiIyXeOHBIX TIojied INPOTOKONIOB CETEBOrO0 B3aMMOIEHCTBHS,
a TaKke OCYLIECTBICHHE cOOpa, HAKOIUIEHHS M CTaTHCTHYECKOM o6paboTku
PEe3yNbTaTOB TAKOro OOHAPYKEHUS;

OOHapy)X€HH€ B  CeTH  DOJIEKTPOCBSI3H  IMPU3HAKOB  YIIPABICHHUS
TEJIEKOMMYHHUKALMIOHHBIM 000pYyAOBaHHEM;

oOHapyXeHHe HU3MEHEHUH napaMeTpoB HACTpOeK
TEJICKOMMYHHKALIHOHHOTO 000pYyJOBaHHs CETH IIEKTPOCBSI3H;

OOHapy)Xe€HHEe H3MEHEHHH MapaMeTpOB HAaCTPOEK CHCTEM YIIPaBICHUS
TEJICKOMMYHHUKALIHOHHBIM 000pYZIOBaHUEM U CETSIMH 3JICKTPOCBS3H;

XpaHeHME KONMH ceTeBoro Tpaduka, B KOTOpPOM OBLIH OOHApY)KEHEI
MPU3HAKA KOMITBIOTEPHBIX aTaKk B CETH OJJEKTPOCBA3UM U (WIM) TPH3HAKH
yIpaBleHHs TEJICKOMMYHHUKAllHOHHBIM OOOpyIOBaHHEM, He MeHee IIeCTH
MecSIIIEB;

aHAJIH3 U SKCTIOPT (parMeHTOB KOmui ceTeBoro tpaduka, B KOTOPOM GBLIH
00HapyXeHBl TMpPHU3HAKU KOMIBIOTEPHBIX aTaKk B CETH DIIEKTPOCBA3M H (M)

NNPHU3HAKHW YIIPABJICHHS TCJICKOMMYHHKALlTUOHHBIM o6opy11013aHHeM;

! 3aperucrpupoBan MumocToM Poccun 6 ceHTAGps 2018 r., perucTpaunonHsii Ne 52108,
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yBefiomyiende o (akrax oOHapyXKeHHA NPU3HAKOB KOMITBIOTEPHBIX aTak
B CETH JJIEKTPOCBA3M U (WIH) [PU3HAKOB YINPABIECHHUS TEJEKOMMYHHKaIHOHHBIM
000pyIOBaHKEM;

yBeJOMJIEHHE O (aKTax HapymeHHsd pPEXHMMOB (YHKIMOHHPOBAHUA
cpencts IITIKA;

Halnukde HHTepdeiica(oB) mnepesadyd (GparMEeHTOB KOIMH CETeBOrO
TpadvKka, B KOTOpOM OOHApyXX€Hbl INPH3HAKH KOMIIBIOTEPHBIX aTaKk B CETH
3JEeKTPOCBA3M ¥ (WIM) NPH3HAKM YNpaBJIeHHA TEeCKOMMYHHKallMOHHBIM
060pYOBaHHEM, 4 TAKXKe De3y/bTaToB cOOpa, HAKOIIIEHUS M CTaTHCTHYeCKOH
00paboTku Takoii HHPOPMALIHH;

BO3MOXHOCTh  (opMmupoBaHHs  HHOOpMAlMH,  HPEIYCMOTPEHHOH

myHKTOM 5 [lepeuns, ykasaHHOro B myHKTe 16 HacTosmux TpeGoBanuii.

VII. Tpe6GoBaHus K cpecTBaM 0OMEHa M KpUNTOrpaduyecKuM CpeacTBaM
3aIlUTEI HHpOpMaLHMH, He06X01UMOH Cy6beKTaM KpUTHIECKOH
MHPOPMALIMOHHOM HHPPACTPYKTYPEI IPH OOHAPYKEHHUH,
npenynpexaeHuy ¥ (HIH) THKBAJALMH MOCICACTBHHA
KOMIIBIOTEPHBIX aTaK

19. CpenctBa ofMeHa HOJDKHBI oOecreywBaTh Ilepefady, IIpUeM
¥ LIeJIOCTHOCTh TIpH Iepefaue U mpueMe HHMOpMaIMH, HeoOX0nuMOH CyObeKTaM
KpUTHYECKOH  HHQOPMAaUMOHHOM  MHOPACTPYKTYphl Tpu  OOHapyXeHHH,
IpeayNpeXXAeHUH U (WIHN) TMKBUJALUM ITOCTEICTBAM KOMIBIOTEPHBIX aTakK.

20. Kpuntorpaduueckue CpencTpa 3allUTHl HHPOPMALHHU, HEOOXOAUMOM
cy6BeKTaM KpUTHIECKOM MHPOPMAIHOHHOH HHAPACTPYKTYpEI MpH 0OHapyKeHUH,
npeaynpeXaeHud ¥ (WIK) JUKBHAALMH NOCIENCTBMA KOMIBIOTEPHBIX aTak,
JOIKHBl OBITE  CepTHMOHMUHUPOBAHEI B CHCTEME CEPTHQHKALMKM  CPEICTB
Kpunrorpadudeckoii 3aUTH HHGOPMALHH.

VIIIL. Tpe6oBanus k cpencrtBam ['ocCOIIKA B yacTu peanusauuu
GyHKUH#H 6€3011acHOCTH

21. Cpencra ['ocCOITKA B yactu peanu3anuu (GyHKIHA 6€30IaCHOCTH

JAOJIKHbI obecIieunBaTh:
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HIEHTHGHUKAIMIO U ayTeHTU(UKALMIO [TOJIb30BaTeNeH;

pasrpaHMYeHHe NpaB A0cTyna K HHGOPMAIUHU U QyHKIIHAM;

peructpanmio codeituii 1b;

06HOBIIEHHE TIPOrPaMMHBIX KOMIIOHEHTOB M CITy>KeOHBIX 6a3 JaHHBIX;

pe3epBHPOBaHUE U BOCCTAHOBJIEHHE CBOeH paboTOCIOCOOHOCTH;

CHHXPOHH3AIMI0O CHCTEMHOTO BPEMEHH M KOPPEKTHPOBKY BPEMEHHBIX
3HaYeHH# (KOPPEKTHPOBKY HACTPOEK YacOBHIX I0SICOB);

KOHTpOJb LenoctHocTH I10.

21.1.TIpd  OCyINeCTBIEHHH HOCHTUQHUKALMH M  ayTeHTH)HUKALMU
nonb3oBateneii cpeacrsa [ocCOITKA nomxHsb! obecrieqnBars:

ayTeHTH(UKAIMIO NOJIb30BaTeNel C HCIIOIB30BaHUEM Napoiei (B TOM YHCIIe
BpEMEHHOT0 AeHCTBHUSA) 1 (MJIM) alIapaTHBIX CPEICTB ayTeHTU(QUKALIUH;

XpaHeHHe napoJsieit B 3amuppoBaHHOM BHJE;

aBTOMAaTHYECKOe HHQOPMHUPOBaHHE O HEOOXOIUMOCTH CMEHBI MapoJie.

21.2. TIpu oCyIIECTBIIEHMH pa3rpaHHYEHHs TpaB IOCTyIa K MHGOpMaLUH
u pynkiuam cpeactsa 'ocCOITKA momxHEI 00ecnieuuBaTh:

NOAMEPXKKY (yHKUMH  CO34aHMA, PpENaKTUPOBAaHMA U  yAAJICHHS
TI0JIb30BaTENIbCKUX POJIEH U BO3MOXKHOCTh HACTPOMKH NpaB AOCTYNA I KaxIOiH
ponu;

BO3MOXHOCTB OJIOKHPOBaHMS U MOBTOPHOM aKTUBaLMU YYETHBIX 3allUCEH;

6JIOKHpOBaHME CECCHUH JOCTYIa NP NPEBHIILIEHUH 33a4aBacMOro 3HaYEHH
BpPEMEHHOT'O ITeproia OTCYTCTBHS aKTUBHOCTH;

yBeIOMIJIEHHE O HeyJa4HbIX MOMBITKAaX JOCTYyIa K YIIPaBIECHHIO CPEACTBAMHU
I'ocCOIIKA;

3alliChb BCEX JeHCTBHH monb30BaTeneit ¢ MOMEHTa aBTOpU3aLUU
B 3JIEKTPOHHBI KypHaJI.

21.3.1Ipu ocymectBnennu peructpauuu cobertuit Wb  cpencrtsa

I'ocCOTITKA nmomxHbI 00ecreunBaTh:
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BO3MOXHOCTh oOImpedeieHus nepedHs coOpitmit Hb, mnoanexamux
perucTpaliy, H XpaHeHH COOTBETCTBYIOIUX 3allUCEH B JJIEKTPOHHBIX XXypHalIax ¢
BO3MOXXHOCTHIO KOPPEKTHUPOBKH CPOKOB;

BO3MOKHOCTh perucTpanuu CIIEAYIOMIHUX CBsI3aHHBIX
¢ ¢ynkumonupoBanueM cpenctB I'ocCOITKA cBeaeHuil: uaeHTUPHKATOPA
MONb30BaTEIsl, BpPEeMEHH AaBTOPU3allMK, 3allycka (3aBeplleHHs) IporpamMm
U TPOLIECCOB, CBA3aHHBIX € peanu3anuedl ¢GyHKUUHA 6€30MacHOCTH CpelncTB
T'ocCOITKA, KoMaHIbl YIpaBIE€HUS, HEYAAYHBIX MOMBITOK ayTeHTHU(UKAIHH,
IaHHBIX 0 c00sIX ¥ HeucnpaBHoOcTAX B pabote cpencts I'ocCOINKA,;

BEJACHHE DSJIEKTPOHHBIX JKypHAJIOB Yy4deTa TEXHHYECKOIO COCTOSHHS,
COIEPXKAIIUX CIIEAYIOLIHeE MOJIA: HH(OPMAIU 0 COCTOSHHUH HHTEp(delicoB (TI0pTOB),
uHpopMammsa 06 omudkax B padote cpeactB 'ocCOIIKA ¢ ux xnaccudukaunuei,
uHpopMalus o 3arpyske u uHuIManu3auuu cpeacts 'ocCOIIKA u ux ocraHoBKe
(ronwxo ans cpencts [ITIKA);

3alIUTy OJJEKTPOHHBIX JKypHAJIOB OT pENaKTUPOBaHHA U YAAJIEHHS
coaepxanietics B HUX HH(popMarun (Tosibko s cpeacts ITTTKA);

aBTOMATHYECKOE YBEJOMIIEHHE O 3allOTHEHHU 3JIEKTPOHHOIO XXypHasa
M BO3MOXXHOCTb €0 COXpaHEeHHs Ha BHEIIHEM HOCHTelle HHPOopMaIHy (TOJIBKO A
cpencts [IIIKA).

21.4.Ilpu ocymecTBleHHH OOHOBJIEHUS IPOrPaMMHBIX KOMIIOHEHTOB
U ciykeOHbIx 6a3 nanHbix cpenctBa 'ocCOITKA nomxHBI 06ecrieynBaTh:

obHoBNieHne 6Ge3  morepu  MHPOpPMAaLMH,  HeoOXomuMol i
GbYHKUHOHHUPOBaHUS CPEACTB, a Takoke HHPOPMAaLIUN 0 KOMIIBIOTEPHBIX HHIUAECHTAaX
1 cobpiTuax Ub;

OGHOBJIEHHE TOJIBKO ITOJIb30BAaTeIsIMU, OTBETCTBEHHBIMH 3a YIIpaBieHHE
(agMuHHCTpUpOBaHue) cpenctB ['ocCOITKA;

BOCCTaHOBJIEHHE paboTOCTIOCOOHOCTH B ciTydae c6ost mpoiecca OGHOBICHHUS
(B TOM 4YHCJIe OCYIUIECTBICHHE IPEABAPUTENHHOIO PpPe3epBHOTO KOMHUPOBAHUS

U IIOCIICAYIOIICC BOCCTaHOBJIeHI/Ie).
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21.5.Tlpu ocylnecTBIECHHH pPE3epBUPOBAHMS M BOCCTAaHOBJICHUS CBOEH
pabotocnocobnoctH cpenctBa 'ocCOITKA nomxHBI 06ecnieurBaTh:

BO3MOXXHOCTh CO3[aHHs Pe3epBHOI KOMUU KOH(PUIYpPaLIMOHHBIX JaHHEIX Ha
BHEIIHEM HOCHUTENE;

BO3MOXXHOCTbH cO31aHus pe3epBHOH Konuu I10 Ha BHEIIHEM HOCHTEIIE;

BO3MO>XHOCTh CaMOBOCCTaHOBJICHHS paboTocrnocobHOCTH pu
oOHapy)XeHHM KpHUTHYeCKHX omubok B mpolecce (QYHKIIMOHMPOBAHHSA
(tonbko ans cpencts ITTTKA).

21.6.Tlpu ocyumiectBieHnn KoHTpois wemoctHoctw I1O  cpencrsa
I'ocCOIIKA momxHbI 06ecreqnBaTh:

npoBepky HejgocTHOCTH [10 U KOHPUrypallMOHHBIX (aifIoB MpH 3arpys3ke,
BO BpeMs (QYHKLMOHUPOBAaHHSA K MO KOMaHME MOJIb30BaTeNls, OTBETCTBEHHOIO
3a ynpasieHue (agmMuHucTpupoBanue) cpeactsoM I'ocCOIIKA;

BO3MOXHOCTh  INTaTHOro camorectupoBanus IIO B  mporecce
GYHKIIHOHUPOBAHMS,

PETHCTPALIMIO B JEKTPOHHOM XYypPHAJIE Pe3yIbTATOB IIPOBEAEHHS KOHTDOJIS

uenoctHoctH I10.

IX. TpeboBaHus k cpencTBaM oOHapy KEeHHUs, CPEACTBAM
NpenyNpexAeHUs U CpeACTBaM JMKBUAALMH ITOCIEACTBHH B YacTH
peau3alliy BU3yalu3aluy, IOCTPOCHUs CBOJHEIX OTYETOB U
XpaHeHHs UHpopMaLIUK

22. K cpencrsaM oOHapyxKeHHUs, CPEACTBAM IIPEAYNPEXKACHUSA U CPENCTBAM
JVKBUIALNHA IIOCIEACTBHHA TpPEIBABIAIOTCS TpeOOBaHHSA B 4YacTH pealH3alliH
BU3YyaJIU3alHH, IIOCTPOSHHSI CBOXHBIX OTYETOB U XpaHEHUs HH(POpMaLUH.

Cpenctea oOHapyXeHHs, CpeACTBa NpEAYNpPEexKACHUS U CPeacTBa
NMKBUIALWH TIOCIEACTBHH 0JKHBI 06eCIIeYnBaTh:

22.1. Busyanu3zanuio B Buze Tabnui (CIMCKOB, CXeM, rpadUKoB, AUArpaMM)
CBEACHMUIA:

o coorrTuax UBb;

00 06Hap}’)KeHHI>IX KOMITBIOTCPHBIX HHIIHACHTAaX;
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00 ysa3BUMOCTAX M Hemoctatkax B HacTpoiike IIO, wucnonesyemoro
B KOHTPOJIUPYEeMBIX HH(POPMALMOHHBIX pecypcax;

006 uH}pacTPYKType KOHTPOIUPYEMBIX HHPOPMALHOHHBIX PECYPCOB,;

XpaHsmuxcs B 6a3e NaHHBIX;

CoZepKauMX CIPaBOYHYIO U JPYTyI0 Heo0X0o UMy HHOpMAIHIO.

22.2. ITocTpoeHHE CBOAHBIX OTYETOB IIyTEM peaM3allMH CICHYIOIIHX
GbyHKIWi:

co3zanue TaOuuI[ (CIHCKOB, CXeM, rpadMKOB, JUarpamMM), a Takxke HX
BU3yaIM3allis Ha OCHOBE MOJyYEHHbIX JaHHbIX;

BEIGOp ITapaMeTPOB, MO KOTOPHIM CTPOSATCA TabmuLbl (CIIHCKH, CXEMBI,
rpadHKH, 1UarpaMmbl) B OTUETAX;

9KCHOPT OTYETOB;

aBTOMaTHYeCKOoe (OPMHpPOBAHHE OTYETOB MO PACHHCaHHUIO, a TaKXKe HX
aBTOMAaTHYECKOE HalpaBIeHUe Ha3HA4aeMbIM afpecaTaM.

22.3. XpaHeHHe 3arpykaeMoii MHGOPMALMH B TEYEHHE YCTAHOBJIEHHOTO
nepHoa BpeMeHH U IOCTOSHHBIH AOCTYN K HEM, a Takke BO3MOXHOCTh 3KCIIOPTa

XpaHsiieiics HHPOpMaLd, B TOM YHUCIIE B UICXOJAHOM BHIE.




