MMHHCTEPCTBO III®POBOT'O PA3BHTHSI, ¢BSI3U M MA
KOMMYHI/IKAHHH POCCHMCKOH D“E!WM 1 POCCHHCKOW DETEPALLMM

3APETMCTPHUPOBAHO
IIPUKAS3 Perncrpauponnntii N 4.2 SCOF

29 710, 2078 N 5%/

MockBa

06 yreep:xkaenun TpeboBanuii kK 060py10BaHHIO
M NPOrpaMMHO-TEXHHYECKHM CPeJCTBaM, HCNOJIb3yeMbIM OPraHH3aTOPOM
pacnpocrpanenns nudopmannu B ceTH «HTEpHET» B IKCILTyaTHPYEMbIX HM
nHGOPMANHOHHBIX CHCTEMaX, AJIsl IPOBEAEeHHS YHOJTHOMOYEHHbIMH
rocyAapCcTBeHHBLIMH OPraHaMH, OCYHIeCTB/ISIOMIHMH ONepaTHBHO-PO3bICKHYIO
AesiTeJIbHOCTH NN obecneyenne GezonacHoctu Poccuiickoii ®eaepanum,
MepONpHATHIA B IeJIAX peajiu3alliH BO3JIO)KEHHBIX HA HHX 3aAa4

B coorBerctBuM ¢ dacteio 4 cratbu 10.1 @emepaspHOrO  3aKOHA
or 27 mionsg 2006 r. Ne 149-03 «O6 uHpopMauuy, HHQOPMALMOHHEIX TEXHOJOIHMAX
u o 3ammre uHpopmammn» (Cobpanme 3akoHojaTenbcTBa Poccuiickoit Pepepauuy,
2006, Ne 31, cr. 3448; 2014, Ne 19, ctr. 2302; 2016, Ne 28, cr. 4558; 2017, Ne 31,
cr. 4790; 2018, Ne 30, cr. 4546), nysxkrom 11.1 [IlpaBun xpaHeHHA
OpraHu3aTopamu pacipoCTpaHEHHUs uHbOopMaLyK B HHGOPMALIMOHHO-
TelleKOMMYHHKAIHOHHOM ceTd «VIHTepHeT» HH(OpMaluK O (akTax NpuemMa, nepenady,
JmocTaBKd M (i) 0OpaGOTKH ToJIocOBOM WHGOpMAanWH, IHMCBMEHHOTO TEKCTa,
n300paKeHuii, 3ByKOB WIM MHBIX OJIEKTPOHHBIX COOOLIEHWH IOJb30BaTeNeH
MH(OPMAIIOHHO-TEIeKOMMYHHKaLHOHHO! ceTH «VHTepHeT» U MH(OpMAalHK 00 3THX
TI0JIb30BATE/AX, MPEJOCTABICHHS €€ YIOJIHOMOYEHHBIM TOCYyJapCTBEHHBIM OpraHam,
OCYLIECTBIIIOLIMM  ONEPAaTHBHO-DA3BICKHYIO  JEATENBHOCTh  WIH obecmeueHue
GesonmacHoctu  Poccuiickoit =~ ®emepauuy,  YTBEpXKIEHHBIX  IOCTaHOBICHHEM
IIpaBuTenncTBa Poccuiickoit ®enepamuu ot 31 wmrons 2014 r. Ne 759 (Cobpanue
3aKoHozareibcTBa Poccuiickoit ®enepaumu, 2014, Ne 32, ct.4526; 2017, Ne 52,
ct. 8153), mynktamu 2 u 3 IlpaBun XpaHEHHs OpPraHM3aTOpPOM paclpOCTPaHCHHA
unpopMalmn B MHGOPMALMOHHO-TEIEKOMMYHUMKAMOHHOA  ceTH  «lIHTepHET»
TEeKCTOBBIX COOOLIEHMI MOJIb30BaTeNeH HH(POPMAaLHOHHO-TEIEKOMMYHUKALIOHHOH CeTH
«VlHTepHET», TONOCOBOM HHGbOpMalMH, U300paXeHHH, 3BYKOB, BHIEO-, HHBIX
5IEKTPOHHBIX COOOLIEHHH IOIB30BaTENIeH MH(OPMALHOHHO-TeJIEKOMMYHHKAIIMOHHON
cetu «VHTepHeT», YTBEpKIEHHBIX IoOcTaHOBIeHHeM [IpaBUTENECTBA Poccuiickoit
®epepamuu ot 26 mroHs 2018 r. Ne 728 (Cobpanue 3aKOHOIATENbCTBA Poccuiickoi
Oeneparmy, 2018, Ne 27, cr. 4081), u mynkramu 5 u 8 Ilpasun B3aMMOJIEACTBHS
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OpTaHH3aTOPOB PacpoCTpaHEHN MH(pOpMaHK B MHOPMAITHOHHO-
TENIEKOMMYHUKAIMOHHOU ceTu «MHTepHET» ¢ YNONHOMOYEHHBLIMH rOCYAAPCTBEHHBIMU
OpraHaMH,  OCYWIECTBIIONIAMH  ONECPaTMBHO-PA3bICKHYIO  HEATECNBHOCTD WM
obecnieuenne GesomacHoctu Poccuiickort denepanny, yTBEpKIEHHBIX MMOCTAHOBICHHEM
IIpasutenscra Poccuiickoit @emepamuu ot 31 miona 2014 r. Ne 743 (CobGpanue
3akoHoaaTenbeTBa Poccuiickor ®enepauuu, 2014, Ne 32, ct. 4516; 2018, Ne 4, ct. 638),

[TPUKAS3BIBAIO:

1. Yrsepaurs npunaraemble TpeGoBaHus K OOOPYZOBAHHMIO M [POrpaMMHO-
TEXHHMYECKAM  CPEACTBAM,  MCIONB3yEMBIM  OPraHM3aTopoM  PacOpOCTpaHeHHA
nndopMmanun B cetr «UHTEPHET» B IKCIUTYaTUPYEMEBIX M WHQOPMALMOHHBIX CHCTEMAX,
JUIS IPOBEAEHHS YIIOJTHOMOYECHHEIMH TOCY/IApCTBEHHBIMH OPTaHaMH, OCYIIECTBISIOMNMY
OMEPaTHBHO-PO3BLICKHYIO JEATENLHOCT, MM obecneuyenue OesomacHocTu Poccuiickoi
depmepanyu, MEPOIIPUATHIL B LIEILIX peaIM3allil BO3JIOKECHHBIX Ha HUX 3a/1a4.

2. Hacrosumii npuka3 BCTYTAeT B CHIY 110 WCTCIEHMH CTa BOCBMHIECATH JHEH
nocine 1S ero ohpHIHATEHOTO ONyOIMKOBAHHS.

3. HampaBuTh HAcTOSIDMH IPHKa3 Ha TOCYJApCTBEHHYIO  PETHCTPAlHIO
B MumuctepctBo foctuimu Poccuiickoit Genepany.

MunncTp | K.1O. HockoB




YTBEPXJAEHBI

prKa3oM MunncrepcTBa IMGpPOBOro
Pa3BUTHS, CBSI3U M MAaCCOBBIX KOMMYHHUKALIKH
Poccuiickoit @enepanuu

or Z27.L0.d9/8 2018 Ne 5F7

TpeGoBanus
K 060py/I0BaHHIO M POrpaMMHO-TEXHHYECKHM CPEACTBaM,
HCIOJIL3yeMbIM OPraHH3aTOPOM pacnpocTpaHeHHs1 HHpopManHu
B ceTH «/IHTepHET» B 3KCIIyaTHPYEMBIX HM HH(POPMAHOHHBIX CHCTEMAX,
AJIS1 POBeEHHUS YIOJHOMOYEHHBIMH rocy/1apCTBEHHBIMHA OPraHaAMH,
OCYHIECTBJISIOIHMH ONEePATHBHO-PO3BICKHYIO JeSITeJIbHOCTD HJIH oGecnieveHHe
6esonacHocTu Poccniickoii ®eaepaunn, MeponpuaTHi
B HeJISX pPeaju3allHH BO3JI0OKEHHBIX HA HUX 32124

I. O6uine noJjoxkenus

1. HacrosmmM aKTOM YCTaHaBIMBalOTCA TpeboBaHMA K 000pYHOBaHHUIO
H  IpPOrpaMMHO-TEXHHYECKHM  CPEACTBaM,  KCIONB3YeMBIM  OpraHH3aTOpOM
pacnpocTpanenus uHpopmauuu B cetn «MHTepHer» (manee coorserctBeHHO — IITC
OPU, OPH) B SKCIUTyaTHPYEMBIX MM HH(POPMAIMOHHBIX cHcTeMax (nanee — IC OPH),
b0 ¢ IIPOBEACHUS YIIOJTHOMOYEHHBIMHU roCylapCTBEHHBIMH OpraHaMmH,
OCYIIECTBISIONAMH  ONMEPATHBHO-PO3BICKHYIO  JEATENBHOCTh WM  obecredeHue
6esomacHocTH Poccmiickoit Penmepanuu, MeEpONpHUATHH B ILENIX peanu3alyy
BORJIO)KEHHBIX Ha HUX 3a1ad4 (Hanee — TpeOOBaHuUA).

II. TpeGoBanns k IITC OPHA

2. CocraB u mnoctpoerre IITC OPH, ucnomesyeMplx i obGecneveHus
TPOBEJIEHHs ONEPATUBHO-PO3BICKHEIX MeponpuaTuit (manee — OPM), ompezensiorcs
ocobenrocTsiMu mocrpoenus HWC OPH, mnepeuHeM HMHQOPMALMOHHBIX  YCIyT
¥ KOMMYHHKAIIIOHHBIX HHTEPHET-CEPBHCOB.

3. Ilpu peanusanuu [ITC OPH nomxeH GBITH MCIOJB30BaH OAWH M3 BapUAHTOB
HX MTOCTPOCHHUS:

a) OTAEJbHBIN aNapaTHO-NPOrpaMMHEIA KOMIUIEKC;

6) oTaeibHBIA nporpamMMHbIiH Momyns B IC OPH;

B) KOMOWHHpPOBaHHBIH BapHaHT, npenycMaTpUBAaIOIIHH COBMECTHOE
HCIIOJIb30BaHMe JIEMEHTOB B COOTBETCTBHU C IIOANMYHKTAMH «a» M «0» HACTOSIIETo
MYHKTA. ,

JUi1  KaXgoro BapuHaHTa IIOCTPOEGHHMsA HO/KHA 00ecreyuBaThCsA — 3allUTa
MH(QOPMAIH OT HECAHKIMOHMPOBAHHOIO JOCTYINa, CBi3aHHOH c mposeneHuneM OPM,
B COOTBETCTBHH C IIOMITYHKTAMHM «3» U «¥» IyHKTa 14 HacTOAIMX TpeGOBaHMUHA.
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III. ®yuxnuonaibubie TpedoBanns k IITC OPH

4. TITC OPU pomxHbl 00ecmevnBaTh IOUCK, 00paboTKy M Iepefady Ha ITyHKT
yIpaBleHHs YNOIHOMOYEHHOTO IIOApasfielleHHss opraHa (enepanbHOH  CiyxObl
6esomacnoctt (manee — IIY) mo ero 3ampocy HMIH B aBTOMaTH4YeCKOM pexHMe
cneqyromux xpanumbix B UC OPU u (wnm) IITC OPU mpu peamusamuu IITC OPU
B COOTBETCTBHM C IIYHKTOM 2 HaCTOSAIIMX TPeOOBaHUH NaHHBIX:

1) uadopManMd O 3apeTMCTPUPOBAHHBIX IIOJIE30BATENSIX B COOTBETCTBHHU
¢ mynxramu 12 u 14 TpaBui xpaHeHus OpraHA3aTOPaMH PacpOCTPaHEHHs HHPOpManuy
B HHGOPMALIOHHO-TEJEKOMMYHHKAIMOHHOM ceTH «MHTepHeT» MHpopManuy o akrax
mpueMa, Iepefayd, JOCTaBku u (WiH) oOpaGoTKM TOoNOCOBOH — MH(pOpMALKH,
MHUCHMEHHOTO TEKCTa, M300paKeHHi, 3ByKOB HIM MHBIX JJIEKTPOHHBIX COOOLIECHHUM
NoJb30BaTeNell  MHOOPMALMOHHO-TEJIEKOMMYHHUKAIMOHHOH  cetn  «MHTepHeT»
u unbpopMmaupu 00 3THX MOJNH30BATENAX, IPEJNOCTaBICHUS €€ YNOJTHOMOYEHHBIM
roCyapCTBEHHBIM OpraHaM, OCYUIECTBIIAIOLUIMM OIEPATHBHO-PA3BICKHYIO JESTEIBHOCTD
wiu  obecrnieuenne  Oe3zomacHocTH  Poccuiickoit  Denepauyu,  YTBEPXKICHHBIC
noctaHoBneHueM [IpasurensctBa Poccuiickoit @enepanuu ot 31 urons 2014 r. Ne 759
(manee — [IpaBuna xpaneHus Ne 759);

2) wmabopmanuu o (akrax NpHema, Nepefadd, NOCTaBKH U (Wim) oGpaboTku
roJocoBOl HMH(pOpMALKK, NMHCEMEHHOTO TEKCTa, M300paXXeHHM, 3BYKOB, BHAEO- HJIH
UHBIX 3NEKTPOHHBIX COOOIIEeHMIH MOJIb30BaTeNed UHGPOPMALOHHO-
TeJIeKOMMYHMKAIIMOHHO} ceTn «MIHTepHeT» (Hasee — MONB30BaTeNb) ¥ HHPOpMauuu 06
STHX HOJIB30BATENSIX B COOTBETCTBHH C yHKTaMu 3, 13 u 14 IIpaBun xpanenusa Ne 759;

3) TEeKCTOBBIX cooOIEeHNH MOJIE30BaTeNeH HHGOPMALIHOHHO-
TENEeKOMMYHHKAIIHOHHOM ceTH «VIHTepHeT», ronocoBoil MH(OpMaluH, M300paxeHHH,
3BYKOB, BH/I€O-, MHBIX DJIEKTPOHHBIX COOOLICHHMHA II0Jb30BaTENEl B COOTBETCTBUH C
IlpaBunaMe  XpaHEHMs  OpraHM3aTOpOM  pPaclpocTpaHeHus  MHGopMauuu B
MHGOPMALIHOHHO-TEIEKOMMYHHKALIMOHHOH ceTH «/HTepHeT» TEKCTOBBIX COOOLICHHH
nonp3oBaTelie  MH(GOPMALMOHHO-TEIEKOMMYHHKAallMOHHOH  cetm  «MHTepHeT»,
roocoBoi HH(popManuu, H300paXeHUH, 3BYKOB, BHIEO-, HHBIX 3JIEKTPOHHBIX
co001eHn MOJIb30BaTeIeH AHPOPMaIMOHHO-TEIEKOMMYHHUKAIIMOHHOA CeTH
«VIHTepHET», yTBEPKASHHBIX MocTaHoBNeHneM IIpasurenscrea Poccuiickoit Menepaunu
ot 26 nroHs 2018 r. Ne 728;

4) unpopmanmy, HeOOXOAMMOH I  JEKOAMPOBAHUS  NPUHHUMAEMBIX,
TepelaBacMBIX, JOCTABIIAEMBIX H (1) 06pabaThIBAEMBIX IMEKTPOHHBIX COOOLLCHUIH;

5) undopManMi O COOBITHAX, 3aQHKCHPOBAHHBIX B CHCTEMHBIX XypHallax
B COOTBETCTBMH C MOAIYHKTOM «T» IyHKTa 13 HacToAIMX TpeOOBaHUM.

5. TITC OPM c ITY pomxHo B3ammozeiicrBoBaTh ¢ IIY 1o 4derelpeM KaHajam
nepeaayy JaHHBIX (anee — KI):

- Knal — KaHall yrpaBieHus;

KIII2 — KaHaJl JaHHBIX;

KI1J3 — KaHaJl MOHUTOPHUHTIa;

K4 — KaHaJl HepopMaTHPOBAHHBIX NaHHBIX.




CyMMmapHass MNpOmyCKHas CIOCOOHOCTh KaHAJOB Iepeflayd HaHHBIX MEXAY
IITC OPU u ITY, ykazaHHBIX B HaCTOSIIEM IIyHKTE, JOJDKHA COOTBETCTBOBAThH JIAHHBIM,
IIpUBeIeHHBIM B Tabmuue Ne 1.

Tabmuma Ne 1.

Konuyectso CpennecyTouHbli 0656M CymMmapHast IIpoIrycKHas

NoNe 3apErHCTPUPOBAHHBIX JIAHHBIX, JOCTaBJICHHBIX CO0COOHOCTE KaHAIOB IIepelaul

o MOJIB30BATEJICH, MONIB30BATEIIAM, ganHbIx Mexay [ITC OPU u ITY,

TBICSY ['GaiiT He MeHee MOuT/C

1 <1 <1 10

2 1-10 1-10 50

3 10 -100 10-100 100

4 100 - 500 100 - 500 500

5 500 — 1000 500 — 1000 800

6 1000 — 10000 1000 — 10000 1000

7 > 10000 > 10000 10000

6. Tpebosanus k IITTC OPU B uactu 00paboTku HH(POpPMAUUK NPHUBEICHBI
B npwiokeHUH Ne 1 x HacTOSIUM TpeOOBaHUAM.

7. TpeGosauus, IpeABsABIsIeMble K WHTepelCy B3aHMOACHCTBUA MEXKIY
ITY u IITC OPH, npuBeneHs! B MPpUIOKEHNH Ne 2 K HACTOSINMM TPeOOBaHUAM.

8. Tpebopaums k ¢opmatam coobwenuii IITC OPH mnpuBeneHsl B
npriokeHHH Ne 3 K HacTosIMM TpeOOBaHHM.

9. Ommucanme mpoTokoia B3ammogeicteus IIY m IITC OPHU npuseneHo
B nputoxeHHH Ne 4 K HacTOAIUM TpeOOBaHHUAM.

10. TpeGoBaHus, mpenbsiBiseMble K (QyHKIMOHHPOBAHHIO KaHajla YIpaBICHHS
K1, mpUBeaEHB! B MPWIOKeHUH Ne 5 K HacTOAIUM TpeOOBaHUAM.

11. Tpe6oBanus, npeapsaBiieMble K (yHKIHOHUPOBAHHIO KaHala JAHHBIX KIIA2,
IIpUBEIEHEI B NPUIOKeHUH Ne 6 K HaCTOSIIUM TpeOOBaHHSM.

12. TpeGoBaHus, NpeabABIsAieMble K (QyHKIMOHHPOBAHHIO KaHajla MOHHUTOPHHTA
K113, MPUBEJECHBI B IPHIOXKeHHN Ne 7 K HacTOAIINM TpeOOBaHMIM.

13. Tpe6oBanus, IpeIbABIAEMbIC K ({YHKIMOHUPOBAHHUIO KaHaja
He)OPMaTUPOBAHHBIX NAaHHBIX K4, MPUBEICHBI B NPHIOKEHMHA No 8 K HACTOALIMM
TpeOOBaHUAM.

14. IITC OPH nomxHb! 06ecnieunBaTh:

a) mogkmoyenrne Kk IIY B cooTBeTcTBHM ¢ nyHkTamH 5 u 8 IlpaBun
B3aMMOJICHCTBHsI OPraHM3aTOPOB PACIpOCTpaHeHHs HH(OpManuMH B HHGOPMAIMOHHO-
TEIEKOMMYHHKaHOHHON ceTH «VIHTepHeT» ¢ YNOJHOMOYEHHBEIMH I'OCYJapCTBEHHBIMU
OpranamMi,  OCYHICCTBIMIONIMMH  ONEPATHBHO-PA3BICKHYIO  AEATENIBHOCT MM
obecrnieuenue G6e3omacHocTH Poccuiickoit Denepanyiy, yTBEp>KIACHHBIX MOCTAHOBJIEHHEM
IpasurensctBa Poccuiickoit @enepaunn ot 31 urons 2014 r. Ne 743;

6) or6op u mepemayy Ha IIY mnocrymatomeii B MC OPU undopmanuu
10 KOJHMYECTBY IApaMETPOB KOHTPOJ, yKa3aHHOMY B Ta0imuue Ne 2 HacTOALIMX
TpeOOBaHHH, B COOTBETCTBUH C BPEMEHHBIMHM XapaKTEPUCTHKaMM, YKa3aHHBIMH
B yHKTe 17 HacToAMX TpeOOBaHMIA;




Tabmuma Ne 2.
KonmnuecTBO 3aperucTpHpOBaHHBIX Ko/TH4eCTBO NAPaMETpOB KOHTPOIS
NeNe TOJIL30BATEIICH, Ho MeHee ’
THICSY
1 <1 100
2 1-10 2000
3 10-100 5000
4 100 - 500 7000
5 500 — 1000 10000
6 1000 — 10000 20000
7 > 10000 50000

B) nepegayy Ha IIY mo 3ampocy ¢ IIY momyuaemeix u3 MC OPH paHHBIX
B COOTBETCTBHMH ITYHKTOM 3 HACTOAIMX TpeOOBaHUH €3 NOMONHUTENbHOM 06paboTKy;

r)mpueM ot IIY xkpurepueB mnoucka U nepemady Ha IIY crartHcTHyeckod,
TEKCTOBOM, MYJIBTHMEAWNAHOM, 3BYKOBOH, rpadmyueckoii ¥ uHHOH uHQOpMaIMK
B McxomHoM Buzae, orOmpaemoir u3 MC OPH mno KpurepusM IIOHCKa,
6e3 HOMOJHUTENBHON 00paboTKY;

1) KOHTpONIb BpeMeHH TocTyluleHus mepenaBaemoii IITC OPHM na IIV
uHpopMarmu u uHGOpMupoBaHue IIY o mNpeBBILIEHMH BPEMEHHBIX IIapaMeETpPOB,
IpeayCMOTPEHHBIX pasnenom IV HacTosmux TpeGoBaHMiA;

e) Kpyraocyrounslii ymanenselii goctyn ITY kx IITC OPHM gng momyvenus
UH(OPMAIMH B COOTBETCTBUH C IyHKTOM 3 HAaCTOAMIMX TpeOOBaHHH;

k) Bo3MoxkHocTh ynpasinenus [ITC OPU ¢ I1V;

3) 3aIIUTy OT HECaHKIIMOHMPOBAHHOrO JOCTyna K HHGOpPMaluy, CBA3AHHOM
¢ npoegenueM OPM c ucnonszoBanuem ITTC OPU

u) uHbpopmupoBanue I[IY o cruemyromux IONBITKaX HECAaHKIMOHHPOBAHHOTO
JOOCTyIIa:

1) mna Bapumanta wucnonHeHus IITC OPUM B Buiae oOTAENbHOrO ammapaTHO-
IIPOrpaMMHOr0 KOMILIEKCa!

IOCTYI K JaHHBIM, CBs3aHHBIM ¢ mpoBefeHreM OPM c ucnons3oBaHMeM KOMaHJ
HJIH CEPBUCHBIX IIPOTPaMM;

pe3epBHOE KOIMMPOBaHUE TaHHBIX, CBA3aHHBIX ¢ MpoBeaeHneM OPM;

noctyn k IITC OPU uepes murepdeiicsl, He MpeIyCMOTPEHHBEIE I IOCTYMAa
K HUM;

BcKpbITHE Kopiyca ITTC OPH;

2) s Bapuanta ucnonHenus IITC OPU B BuIe OTAEIBHOIO MPOrpaMMHOTIO
moaynsa B UC OPU:

HOCTYI K JAaHHBIM, CBSI3aHHBIM C npoBefeHreM OPM ¢ uCmons30BaHHEM KOMaH]
WA CEPBUCHBIX IPOIPaMM;

pe3epBHOE KOIIMpOBaHUEe JaHHBIX, CBA3aHHBIX ¢ nposeacHueM OPM;

3) s koMOuHMpoBaHHOTO BapuanTa ucnonHeHus ITTC OPH:

IOCTYI K JaHHBIM, CBS3aHHBIM ¢ nposefeHreM OPM ¢ ucnons3oBaHHeM KOMaH
HJIA CEPBUCHBIX IIPOIPaMM;

pe3epBHOE KONUpPOBaHUe JaHHBIX, CBA3AHHBIX ¢ IpoBeneHueM OPM;
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noctyn k IITC OPH wdepe3 unTepdeics, He NpeXyCMOTPEHHEBIE JJd JOCTyIa
K HUM;

BckpeITie kopmyca ITTC OPY;

K) JOCTYIl YIIOJIHOMOYEHHOTO TEXHHYECKOro nepcoHana s obcmyxusanus ITTC
OPU B COOTBETCTBHY C YCTAHOBICHHBIMHU IIPaBaMH JOCTYIIa,

J) pean3allfi0 MPOTOKOJNa B3auMopeiicTBuss obopynosanus IITC  OPH
c obopynosanuem IIY B cooTBeTcTBMM C mpuioxeHHeM Ne 4 K HacTOALIMM
TpeOOBaHUAM;

M) ippeM oT ITY 3ampocoB B COOTBETCTBHUHM C IPOTOKOJIOM B3aMMONEHCTBHS,
IIpHBEICHHBIM B NPHIOKeHHH Ne 4 K HacTOSIIMM TpeOOBaHHsM;

") nepenauy Ha IIY w3 IITC OPU oToOpaHHBIX IaHHBIX, COOTBETCTBYIOIINX
noctynuBmmM ¢ ITY 3ampocaM B COOTBETCTBHH C IPOTOKOJIOM B3aHMOJEWMCTBHA,
NPHBEACHHBIM B NIPWIOKEHHH Ne 4 K HacTOALIMM TPeOOBaHHsIM;

0) mpueM oT ITY MOMCKOBBIX KpPUTEPHEB U IIapaMETPOB KOHTPOJA B COOTBETCTBHH
C NPOTOKOJOM B3aMMONEHCTBHUSA, NMPUBEAECHHHIM B MPUIOXKEHHH Ne 4 K HacCTOALINM
TpeOoBaHMAM;

- m)gocTyn K apromaruueckn coxpaHeHHbiM B HIC OPH, noaseprmmmcs
MOIU(UKALUMN [JAHHBIM IIOJb30BaTeNiell B BHUIE OTHCIBHBIX MACHTHQHIHMPYEMBIX
obpasnioB u BpeMeHH coxpaHeHust B MIC OPH, BHECEHHBIX H3MEHEHHH B Cly4dae
Bo3MOXHOCTH coxpanenus B IC OPU npoMexxyTodHbIX MOAN(UKAIMH JaHHBIX;

p) DOCTYN K KONHMU HH(OPMAIIOHHOIO COAEPKHMOIO COOOIIEHHMs, XpaHALIencs
B UC OPU. Tlpu >TOoM JomyckaeTcs XpaHeHHe OJHOH KONHMH HHGOPMAaLMOHHOIO
COAEPIKUMOro COOOIEHNS BHE 3aBUCUMOCTH OT KOJIHMYECTBA OIEpalldii 10 €ro AOCTaBKe
aBTOPH30BaHHBIM U rocTeBbIM none3osarenim MIC OPH;

C) BHITIOJIHEHWE pEerucTpaivd  (akTUYEeCKH BBINOJIHEHHBIX  I0JIB30BaTeNIEM
JeificTBHil 10 BEIOOPY TONydaeMoro ¢parMeHTa COOOILEHHs, MPEKpAaIleHHe €ro
nepefayn. Ilpm 3TOM JOMycKaeTcs XpaHeHHe OJHOH KONMH HHQOPMALHOHHOTO
COZIEPXKHUMOI0 COOOIIEHUs BHE 3aBUCHMOCTH OT KOJIMYECTBa OIEpalluii 110 ero JoCTaBKe
aBTOPH30BaHHEIM U rocteBbIM nousbk3oBarensm IC OPH;

T) BeficHHE CHCTEMHBIX JKYPHAIOB, colepXamux HHpopMamuio o paboTe
I1TC OPH, a Taxoke cBsa3aHHBIX ¢ npoBeaeHueM OPM gaHHBIX:

1) o ceancax cBs3u ¢ [1Y, a Takke O IONBITKaX YCTAHOBJICHUS TaKUX CEAHCOB;

2) o 3anpocax I1Y Ha nojyyeHue qaHHBIX;

3) 00 orBerax Ha 3anpocsl [1Y Ha noixy4yeHHe NaHHEIX;

4) o Texymeit koHpurypauuu I1TC OPH;

5) 06 u3smenenusax B kongurypaunu [ITC OPH, cucremHoro u npukianHoro I10;

6) o c6osax B ITTC OPY, cucremHom u npuxnagsaom I10;

7) 06 oOpamieHrH U JAOCTyne OOCIYXHBAIOIWIEI0 TEXHHYECKOro IepcoHala
x IITC OPH;

y) JOCTYIl YIIOJTHOMOYEHHOTO TEXHHYECKOrO II€pCoHana Jjs BBINOTHEHUS
pErJIaMEHTHBIX U PEMOHTHBIX paboT K cucTeMHbIM xypHanaMm IITC OPH B cooTBeTCTBHH
C IpaBaMH JOCTYIa, YCTAHOBIEHHBIMH CHCTEMOM PasrpaHHYEHHs W KOHTPOJIA JOCTYyTa
c obs3arenpHON perucTpanyeil KOMaHA U COOOIICHHMM, MCIONB3YeMBIX TEXHHYECKUM
nepconaioM rpu odpamennuu k IITC OPH;




¢) COXpaHHOCTE ¥ JOCTYIIHOCTh IS JaJbHEHINEr0 WCIONb30BaHUA paHee
HaKOIUIEHHBIX JAHHBIX ITPM MOJEPHH3AIMH allllapaTHBIX M NporpaMMHbIX cpeacts ITTC
OPH.

15. ITTC OPU He moIKHBI OKa3bIBaTh BIusAHKA Ha paborocnocobrocts IC OPH,
npu stoM IITC OPU He HOKHEI MMETh MHBIX MHTepdeicoB B3aMMOAEHCTBHSA KpoMe
unrtepdeiicoB Bzanmogeiicteusa c IC OPU u ITV.

16. TlpenensHas BpeMeHHas 3aflepkka ¢ MoMeHTa mocTymieHus ¢ ITY
Ha [ITC OPHU kpurepus otGopa o Hadana goctaBku Ha ITY oroGpanHoi uHbOpMaLmu
JOJDKHA COCTABIATH He GoJiee 5 MUHYT.

17. IITC OPY nomxHBL o0ecrnieuuBarh BHIIIOJIHEHHE 3a0aHHBIX ¢ ITY mOMCKOBBIX
sagauy g MIC OPH, mpm 3TOM 3ampoC JOJDKEH BBIIOIHATHCA B COOTBETCTBUH
C BpeMEHHBIMU OIPaHUYEHUSIMH, IPHBEIEHHBIMH B raBe IV HacToAmmx TpeGoBaHuUil.

IV. TpeGoBanus, npexbsiBasiembie k IITC OPH
B YACTH BPEMEHHBIX NapaMeTpoB 06paboTkn HHGOpMaLHM

18. TIpomoKKUTENBHOCTD IpeBapuTeIbHOR 00paboTkH MHGOPMAlMK ¢ MOMEHTa
ee mossineHus B UC OPU 1o MoMeHTa, Koraa 3Ta HHGOpMAIs CTaHOBUTCS AOCTYIIHOM
IITC OPU pns BemonHeHHs 3amnpocoB ¢ IIY, He HomKHa NpeBHINATH CICHYHOMIAX
3HAYEeHMII:

1) 60 cexyHI — IUIs BHECEHHBIX MONB30BaTEIbCKHX JaHHEIX IOCIE 3aBEpLICHUA
IpoLeAYPhl PErMCTPaliiy, U3MEHEHHUS PETHCTPALlMOHHBIX JAHHBIX, HHEIX NOIOJHEHUH,
BHECEHHBIX II0JIH30BaTENAMH KOMMYHHUKAOHHOTO HHTEPHET-CEPBUCA,

2) SMHHYT— i1 JaHHBIX O (aKTax aBToOpH3alMid M  BbIXoJa U3
KOMMYHHKAIIHOHHOTO HMHTEPHET-CEPBUCA, PErHCTPallMH, IPEKPAIICHUSIX DPErUcTpalyy
TI0JIb30BaTeIel;

3) 5 MHHYT C MOMEHTa HACTYIUICHHA COOBITHS — IJIs CIEAYIOLIMX JaHHBIX:

JaHHEIE 0 (paKTax rpueMa, nepenaun u (wim) o6paboTKH ronocopoi HHMOpMaNUH,
TEKCTOBBIX COOOIIEHHM, H300pakeHUH, 3BYKOB, BHMJEO- HIH HHBIX 3JIEKTPOHHBIX
coobmenuii mons3oBareneii cetu «VHTepHeT» (MHGOpMamMs O TOYHOM BpPEMEHH
TpueMa, Tiepeiadd, JO0CTaBKH U (Mi) 06paboTKH 3JEKTPOHHAIX COOOIIEHHH C yKasaHUeM
naopManuu 06 . agpecarax OSTHX COOOLIEHMH, B TOM 4YHClIe HHGOpMauuy st
HEOIIpeeIeHHOro Kpyra mons3oBarenei cetu «HHTEpHET);

¢bukcupyemas KOMMYHHUKAIL[MOHHBIM  HHTEPHET-CEPBHCOM  HMH(opMarus
00 opraHu3alM{ TpHeMa, Iepeiadys, MOCTaBKM M (WIM) 0OpabOTKU 3JIEKTPOHHBIX
COOOIEHMM, OCYINECTBISEMBIX C HCIIONB30BAHHEM TEXHOJIOIHMH  3JEKTPOHHBIX
IUIATEXKHBIX CUCTEM, B TOM YHCIIe HHGOpMaLHs O MPON3BEACHHBIX JIECHEXKHBIX ONMEPaLUiX
(¢ yxazaHueM UHGOPMALHK O KOPPECIIOHAEHTE - HICHTHPUKATOPE IUIATEXHO! CHCTEMEI,
BAJIIOTHI, CYMMBI, OILIAYMBAEeMON YCIIyI'H HIIH TOBApOB (IIPH HAJIMYKM), 00 MHBIX JaHHBIX,
YKa3aHHBIX IIPH IPOBEJCHHWH JECHEXHOH omepalyy), OCYHIECTBIECHHBIX TPaH3aKIMAX
(c yxasaHHeM HAEHTH(UKATOPa IUIATEXHOM CHCTEMBI, CyMMHI IpHXoja nubo pacxona,
MHBIX JAHHBIX, YKa3aHHBIX [IPU OCYIIECTBICHHHU TPaH3aKLKH);
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4) 5 MUHYT — I TEeKCTOBBIX coOOMEHMH nonb3oBarener ceTu «HHTepHET»,
ronocoBoit uHPpopMamuu, u300paKeHHH, 3BYKOB, BHUJEO-, WHBIX 3JIEKTPOHHBIX
coobuieHn# nonp3oBatenei cetu «MHTEpHETY;

5) 10 cexynn — s HHOH MHPOPMAIIVH.

19. IIpomO/KHTENBHOCTH BBHIONHEHHs mouckoBod 3amaun [ITC OPHU
He JIOJDKHA MPEBBIIIATE CIEAYIOINX 3HAYCHHM:

1) 5 cexyHx — Ans JAHHBIX O NPHHAUIEXKHOCTH HMAEHTUQHKATOPA II0JIB30BaTENs
HC OPH,;

2) 10 cekyHnq — i1 OaHHBIX, BHECEHHBIX NP PETHCTpallMy II0JIb30BaTelIs,
JOMOJTHEHHBIX, H3MEHEHHBIX B PErUCTPALMOHHBIX JAHHBIX II0JIb30BaTENs,

3) 10 cekyHn — 10 MAEHTH(HUKATOPY MOJIB30BATENS I AAHHBIX 00 U3MEHCHMSIX,
CBSI3aHHBIX C [TOJIL30BATENIeM HAESHTHPUKATOPOB Apyrux noib3osareneit IC OPH;

4) 10 cekyHz — A HHOH HHPOPMALIHH.

20. ITpodoIDKUTENBHOCTh BHIONHEHHS 3ahad IIOMCKAa HHQpopMamuu O ¢akrax
npreMa, Tiepeaadd, JOCTaBKu U (MWiIH) o6paboTKH ronocoBoil HHGOPMAIUH, TEKCTOBBIX
cooOIIeHN, H300pakeHUH, 3BYKOB, MECTOIOJIOKEHUS, ClIydasx aBTOPH3AlMHU HIH
neapTopu3auu mosbs3oBareneit B UC OPH, miu HHBIX 3NIEKTPOHHBIX COOOIIEHMH
nojip3oBareneii cetu «IHTEpHET», O 3apernCTPUPOBAHHBIX I10JIb30BATEAX, H3MCHEHUAX,
JIONOJIHEHHUAX PETUCTPALOHHBIX JAHHBIX, TEKCTOBBIX COOOILEHHH IONL30BATENEH CETH
«HTEpHET», TONOCOBOM uHGOpPManMy, H300paKeHUi, 3BYKOB, BHMJEO-, HHBIX
3JEKTPOHHBIX COOOIIeHui monb3oBaTeneil cetn «MHTepHeT», HMHOH HHQOpPMAIUH,
HakomieHHsx B IITC OPH, He moiKHA MpeBHIIATh 3HAYSHUH, IPUBEJICHHBIX B TabuIle
Ne 3 HacToAIux TpeGOBaHMIA.

21. TITC OPHU pomxubl obecnieunBaTh OJHOBPEMEHHOE  BBIMOJIHEHHE
ycraHapiauBaeMblx ¢ IIY mOMCKOBRIX 3aJad B COOTBETCTBUH C BPEMEHHBIMH
U KOIHYECTBEHHBLIMH XapaKTepHUCTHKaMH, yKa3aHHEIMH B Tabmumax Ne 3 m Ne 4
HACTOSALIUX TpeOOBaHMIA.

Tabmuna Ne 3.
Bpems BBITONHEHHUS
3ampoca,
CEKyHIa
NoNe = z
Conepxanue 3ampoca E 2| ag ?,5 =
ILIL o, a5, a >
o el 95 Sa)
= B
=2 = £
S o| Eo o %
g | 89 S o
) m N ™
1 3anpoc no uHGOpMALNK O PETHCTPALIMOHHBIX JaHHBIX <5 <10 <30
N0JIb30BaTE/ sl KOMMYHHKAIIHOHHOTO HHTEPHET-CEPBHCA
2 CranpapTHBIe 3anpocs! 1o HH$opManuu o dpaKrax npHeMa, <5 <15 <30
nepegayn u (wiu) 06paboTKH rosiocoBoit HHpopmanyy,
TEKCTOBBLIX COOOILIEHHUH TeKCTa, H300pakeHUH, 3BYKOB MJIM HHEBIX
3NEKTPOHHEIX COO0IIeHu nonk3oBarteneil cetn «MHTEpHET»
(uudopMalrs 0 TOYHOM BpeMEHH NIpHeMa, IIEpelauH, JOCTaBKH
¥ (wim) 00pabOTKH 3IEKTPOHHBIX COOOIIECHHH ¢ YKa3aHHEM
undopManuu 06 agpecarax 3THX COOOLIEHHH, B TOM YMCIe




10

HH(OpMAIIH 111 HEOIIPEAEIEHHOT0 Kpyra JIML II0JIb30BaTeleH
cetn «MHTEpHETY)

3 HWHbie 3anpocsl o uHGOpMAaIHHU 0 daKTax npuema, nepeaady 1
(unu) 06paboTKH rojI0coBoi HHPOPMALHH, TEKCTOBBIX
coo01enuil, n300pakeHuii, 3ByKOB, BUIECO HIIK MHBIX
3JIEKTPOHHBIX COOOIIEeHMit nonk3oBareneil cetn «HTepHET»
(urdopMaLKsg O TOYHOM BpPEMEHH IPUEMA, IEPEIAYH, JOCTABKH
# () 00pabOTKH 3EKTPOHHBIX COOOIEHHH ¢ YKa3aHUEM
nHdopMarH 00 agpecarax 3THX COOOMIEHHH, B TOM 4YHCIIE
AH(OpMAaIH )11 HEOIPEAEIIEHHOTO KpyTa JIMI] IT0JIb30BaTeNeH
ceTd «VIHTEpHETY, a TAKXKE COAECPKUMOE TEKCTOBBIX COOOIICHHMH)

<10

<30

<60

4 3anpoc no nHGopManyH 0 QaKkTax aBTOPH3ALHK H BEIXOAA U3
HHGOPMAIHOHHOTO CEPBHUCA, PETHCTPALMH, HIPEKPAIICHUAX
PETHCTPALH

<5

<10

<30

5 3anpoc Mo MOIY4IEeHHIO COAEPXKUMOTO T'OJIOCOBOI HHMOpMaIIUH,
n300pakeHHUi, 3BYKOB, BHJI€0-, HHBIX JIEKTPOHHBIX COOOMECHMM

<2

<5

<10

6 3anpoc uHOU HHOpMAaNHH, HEOGX0XUMOM A1 BHITOTHEHHS

<30

<60

BO3JIOKCHHBIX HA YIIOJTHOMOYCHHEIC Opratbl 33124

22. IITC OPU pomxHBl o0ecrneyuBaTh OJHOBPEMEHHYIO Iepegady Ha IIY
pe3yJIbTAaTOB BBIIOJTHEHWS] IIOMCKOBBIX 33lad B COOTBETCTBHM C BPEMEHHBIMU
XapaKTepUCTHKaMH, YKa3aHHbIMH B Tabuuie Ne 3.
23. KonuyecTBeHHBIE XapaKTepPUCTUKH oAHOBpeMeHHO BhinonHaseMbix ITTC OPU
ITOUCKOBBIX 3afa4 Mo 3ampocam ITY u konmdecTBO OAHOBPEMEHHO NepeaaBaeMbIX Ha [TV
pe3ynpTaToOB BBIMOJIHEHUA NOUCKOBBIX 3ajia4d NpUBeeHb! B Tabnuie Ne 4.

Tabnuma Ne 4.
KomugectBo
Komauectso
OIHOBPEMEHHO
OJTHOBPEMEHHO
nepeaBaeMbIX
BBINIOJIHAEMBIX a ITY
IITC OPA
pe3ynbTaToB
ITOBCKOBBIX
Ne Conepixanue 3arpoca 3834 110 BBIIIOJIHCHUSA
TIOUCKOBBIX
3amnpocam ITY
3a1a4 ¢
C y4eToM
YUYETOM .
ko3¢ duuenTa
* K03 dpuIueHTa
«K» *
«K»

3anpoc 110 HHGOpPMAaLAHU O PETHCTPAMOHHBIX AAHHBIX
MOJIb30BATE)I KOMMYHHKALIMOHHOIO HHTEPHET-CEPBUCA

He Menee Kx5

He MeHee Kx5

CrangapTHBIe 3apockl Mo HH(popMaIun o ¢paKTax npHeMa,
nepeaayy u (unu) o6paboTKH rosocoBoit HHboOpMaIuy,
TEKCTOBBIX co00meHuii Tekcta, n306pakeHui, 3ByKOB WK
HHBIX SJIEKTPOHHBIX COOOIIEHNH [0IB30BaTeIIeH CETH
«VaTepHeT» (MHGpOpMAaIUA O TOYHOM BPEMEHH IIPHEMA,
IepeiadH, JOCTAaBKU U (HWIH) 00pabOTKH NIEKTPOHHBIX
cooOIeHnii ¢ ykazanueM rHpopMalun o6 agpecarax 3THX
co00ILIeH i, B TOM Yuciie UHGOPMaHH JUIsd HEONPEAETIECHHOIO
KpyTa JIMI noJib3oBareneit ceTd « IHTepHeT»)

He Meree Kx3

He MeHee Kx3
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3 | Ansle 3anpocsl mo uHpopManuu o paxrax npuema, nepenayu 1 | He MeHee Kx3 | He Menee Kx3
(vmm) 06paboTKH roocoBoOi HHPOPMALHH, TEKCTOBBIX
coobuieHnit, n306pakeHnii, 3ByKOB, BUECO HJIM MHBIX
SJIEKTPOHHBIX COO0MICHHIT onb3oBaTenel ceTn «HTEpHET»
(urdopMaLys O TOYHOM BPEMEHH NpHEMa, IEPENAYH,
JOCTaBKH M (MiIH) 06pabOTKH 3IeKTPOHHBIX COOOLIEHMH ¢
ykasanueM uHpopManun 06 ajgpecarax 3THX COOOIIEHHUI, B
TOM YMcjIe HH)OpMALUK I HEONPEAETIEeHHOTO Kpyra JHI]
mosb3oBarelieii cetn «MIHTEpHETY, a TaKXKe COIePKUMOE
TEKCTOBBIX COOOLICHUI)

4 | 3ampoc no uHpopManuy o ¢paxTax aBTOpH3allUil ¥ BEIX0/1a U3 He MmeHee Kx5 | He menee KX5
MH()OPMaNMOHHOTO CEpBHCA, PETUCTPALMH, IPEKPAICHUAX

perucTpanuu

5 | 3ampoc 10 IOJIYYESHHIO COAEPKHUMOTO I'OJIOCOBOM HE MEHee He Meree Kx3
nHpopMaryy, n300pakeHUH, 3ByKOB, BUAEO-, HHBIX Kx10
IEKTPOHHBIX COOOIECHUIA

6 | 3ampoc unoit unpopmany, HeoOX0AUMOH I BBIIOTHEHUS He meHee Kx3 | ne menee Kx3

BO3JIOKCHHBIX HA YITOJIHOMOYCHHBIC OpraHbl 3a/iad

* «K» sBnsercs Ko3(Q(GHUIMEHTOM, 3aBHCAIIUM OT KOJHYECTBA  3apPETHCTPHPOBAHHBIX
nojis3oBaresnieii OPY, paBHbIM:

K = 1 npu xonudecTBe MeHee | ThHICAYH 3aperucCTPUPOBAaHHBIX TOJIB30BATENEH;

K =3 npu xoymyectse (1 — 10) ThicA4 3aperdCTPHPOBAHHBIX IOIB30BATEIICH;

K =5 mpu xomagectse (10— 100) ThICAY 3aperuCTPUPOBAHHBIX [IOJIB30BATEICH;

K =7 npu xommgectse (100 — 500) TeicaY 3aperMCTPHEPOBAHHBIX NOB30BATENCIH;

K = 10 npu xonuuectBe (500 — 1000) ThICSY 3aperucTpHpOBaHHEBIX IOJIL30BATENEH;

K = 15 npu xomruectBe (1000 — 10000) ThicS9 3aperuCTpAPOBAHHBIX MIOJIL30BATENECH;

K = 20 npu xonuuectse 6onee 10000 THICIY 3aperucTpUPOBaHHbIX IIONL30BATENEH.

24, IITC OPU poimkHBI NOANEPXKHUBATH CIELYIOLIUE JOTUYECKHE OIEpalud JUIA
o0beIMHEHU ITOMCKOBBIX KpuTepHeB: Jjormueckoro «W», norudeckoro «AI»,
olepaLuy IPYIIIHPOBKH KpUTEpHUEB «(», «)» u Jorudeckoe «HE».

25. Ilpumenenue normueckoro «HE» pomyckaercs B ciydasx, €ClIH K €ro
pe3yabTaTy WIH pe3yJbTaTy BKIIOYAoLeld ero omnepanuy o6bEIUHEHHs NPHUMEHAETCA
orepauus Jorudeckoro «H» ¢ JoImyCTUMBIM ITOMCKOBEIM KPHTEPHEM.

[Tpu 5TOM HEOGXOJUMO YUUTHIBATh CIIEAYIOIIEE:

olepanys JOrM4eCcKoro OTpHLAHMSA UMEET HauBBICIINH IPHOPHTET,

IPHOPHTET Jiorudeckoro «V» Belile npuopurera gorudeckoro «MJIH»;

[TOC/IEAOBATENIBHOCTH  OJMHAKOBBIX JIOTHYECKMX  OIEpalMii  BBIYHCIISAIOTCS
110CIIeI0BATENBHO;

1S I3MEHEHHMs IPHOPHUTETA JIOITyCKAETCS UCMOJIB30BATh CKOOKH.

26. K BpemeHHBIM mapamerpam moucka unpopmaiuu B 6aze IITC OPU npu
BEITNIOJTHEHNH KOMOMHHPOBAaHHBIX IOMCKOBBIX 3aIIpOCOB YCTaHABIIMBAIOTCA CIELAYIOLIHE
TpeOoBaHMs:

1) nmns onepauuu «¥»: MHTEpBall BpeMEHH BBHIIIOJHEHHs IIOMCKOBOIO 3arpoca I1o
IByM U OoJiee KpHUTEpHsSM IOJDKEH OBITh MEHbIIe CyMMAapHOIO HMHTEpBajla BPEMEHH
BBINIOJIHEHHS ITOUCKOBBIX 3aIIPOCOB 110 KAXKIOMY U3 KPUTEPHEB;

2) nns onepauuu «MJIM»: nHTEpBal BpeMEHHU BBIIIOJHEHH IIOMCKOBOIO 3aIpoca
10 IBYM U 0oJiee KPUTEPHUIM JOJDKEH ObITh He G0bllle CYMMapHOro MHTEpBala BpEMEHH
BBINOJTHEHHSI IOMCKOBBIX 3aIIPOCOB MO KAXJIOMY U3 KPUTEPHEB,;
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3) s onepamuu «HE»: vHTepBan BpeMEHHM BBHIIIOJIHEHUA IIOMCKOBOTO 3ampoca,
B KOTOpPOM OJMIH W3 KpuTepueB 3afaH ¢ onepauueit «HE», He NOJDKeH IpeBBIIATH
HHTEpBaJla BpeMEHH BBINOIHEHUs] aHAJIOTHYHOIO 3ampoca, B KOTOPOM HCHOJb3yeTCs
COOTBETCTBYIOLIHI KpuTepuii 6e3 onepamun «HE»;

4) B ciay4ae eCIM OIHHM U3 IIOMCKOBBIX KDHTEPHEB SABIAETCS COCTaBHOU
KPHTEPHI C HCIOJB30BAHHEM OINepalii IPyNIIHPOBKH, AJis ONpeleNeHHs BPEMEHHBIX
HHTEPBAJIOB BHITMOJIHEHNS MCXOJHOIO 3a1poca, MHTEPBall BpeMEHHU BBIMOJHEHH 3aIlpoca
C COCTaBHBIM KPUTEPHEM AOJDKEH COOTBETCTBOBATH TPEOOBaHUAM NMOAIYHKTOB 1, 2 u 3
HACTOSIIEro IIyHKTA.

27. TITC OPH moyxHBI HOAAEPKUBAaTh BO3MOXHOCTH BBINOJHEHHS IIOUCKOBBIX
3aIPOCOB C HCIOJIb30BAHHEM CHMBOJIOB-3aMEHHUTENEH «*», «?» B KaXAOM KpHTEpUH
TIOMCKA, 33 UCKIIOYCHUEM HMHTEpBalla BPEMEHU NOCTYIUIEeHHS HHGOpPMAalUMU B CHCTEMY
XpaHeHus. B ciydae HCIONB30BaHUA CHMBOJIOB-3aMEHHUTENICH HHTEPBal BPEMEHH
BoimonHenus 3amaud IITC OPU  MoxeTr 1peBhIIATE 3HAYEHHA, NPHBEICHHBIS
B Ta6nuue Ne 3 HacTosAmUX TpeGOBaHUIA.

IIpuMeHeHHe CHMBOJIOB-3aMeHUTENEH «*», «7» JOIMyCKaeTcs B CIy4ae, eClid K ero
pe3yJbTaTy WM pe3yJbTaTy BKIIOHAoIlell ero omepanuy OObeMHEHUS NPUMEHSETCS
omepauus  jormdeckoro  «M» ¢ JONYCTHMBIM  IIOMCKOBBIM  KPHTEpPHEM.
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IIpunoxenue Ne 1

k TpeboBanmssM K OOOpyJOBaHMIO U
IpOrpaMMHO-TEXHHYECKAM  CpEJCTBaM,
HCIIOJIb3yEeMbIM OpraHu3aTopoM
pacripocTpaHeHuss HH(QoOpMaluH B CETH
«/lHTepHET» B OKCIUIyaTHPYEMBIX MM

HHGOPMaIMOHHBIX CHCTEMAX, IS
HOpOBEJEHUS YIIOJTHOMOYEHHBIMH
rocyJapCTBEHHBIMH OopraHaMmH,
OCYIIECTBIIAIOLIMMHU OllepaTUBHO-
PO3BICKHYIO JeSATENBHOCTD WIN

obecneyenne Oe3omacHocTH Poccuiickoit
®enepanuy, MEpONpUATHA B  LEIAX
peanu3aliy BO3JIOXKEHHBIX Ha HHX 3aladY,
YTBEPXKJIEHHBIM NpHKa3oM MUHHCTEPCTBA
IA(pPOBOro pa3BUTHSA, CBA3M H MacCOBBIX
KoMMyHHKanuit Poccuiickoit ®enepanyu
or A9 70 .08 2018 Ne 577

Tpebosanus k IITC OPHU B wacT 06padborkn uHGopManuu

1. IITC OPH pomxHb! 06pabaThiBaTh ClieLyIOULYI0 HHGOPMALIUIO:

1.1 cBemenus O MONB30BATENAX W PETHUCTPALIMOHHBIX JAHHBIX, B TOM YHCIE
PEruCTPallMOHHBIX W UHBIX JaHHBIX, H3MEHEHUAX H JONOIHEHUAX PETHCTPAlMOHHEIX
JAHHBIX, BHECEHHBIX MOJIb30BaTEIEM:

1) cBemeHmss O T10JNB30BaTelie, BKIIOYas HIACHTUGUKATOP IMOJIL30BATENs
B KOMMYHHUKAIIAOHHOM HHTEpPHET-CEpPBUCE;

2) cBeleHHS PETMCTPALMOHHBIX AHHBIX:

HHQOpMAIIHA O CETEeBOM ajJpece, ¢ KOTOPOTO OCYIIECTBICHAa PpErucTpanms
II0JIb30BaTENIA, C YKa3aHUeM BpeMEeHH PerucTpaluy;

uHbopMalsi, Koropas movkHa BHocuthes B MIC OPH mpum peructpauuu
IIOJTb30BaTeNIA:

a) JaTa ¥ BpeM: perucTpalliH M0JIb30BaTelNs;

0) HOMep JOroBOpa, JaTra M BpeMs 3aKJIIOYEeHUs JOroBopa Ha 0OCITy)XKHBaHHE
none3oBateld B IC OPU (npu Hanuuuy Takoi HHGOpMAaLH);

HHGOpMaIHs, BHECEHHAs MOJIb30BaTEIEM:

a) ¢daMmIns, uMs, OT4eCTBO (TIpH HAJIUYMH);

0) mceBIOHHUM II0JIB30BATEIS;

B) JaTa pOoXXJICHUS;

I) aapec MecTa KHTeIbCTBa;

J) PEeKBHU3HTHI JOKYMEHTA, yIOCTOBEPAIOMIEro JINYHOCTD;

e) crmucok uaeHTuukaropoB B MC OPM jmna  nun, ykasaHHBIX
T0JIb30BaTejieM B Ka4eCTBe POACTBEHHUKOB;
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BHECEHHBIE [10J1530BaTEEM IIPHHAIeKAIHe eMy UISHTHGHKATOPEI B APYIHX
CpelCTBax SJIEKTPOHHOTO B3aMMOAEHCTBMSA, B TOM 4YKCJie HalMMEHOBaHHE CepBHCA
4 uaeHTA(UKaTOpD;

JaTa W BpeMs MOCIEQHEr0 OOHOBIEHHS IIONB30BATENIeM PETHCTPAIMOHHOM
HHpOpMaLny;

IaTa ¥ BpeMs NpeKpalieHus perucTpauyu nonssosarens B MC OPH;

JOTONHATENbHAS HH(OpMaLus o Tojb30Batene, hukcupyemas C OPH;

1.2 cBemeHuss o0 goOaBieHMH  (UCKIIOYEHHMH)  33apETHCTPHPOBAHHBIM
TIOJIB30BATENIEM CBA3AHHBIX C HUM JPYI'HX 3apErHCTPUPOBAaHHBIX HAECHTH(QUKATOPOB:

JaTa ¥ BpeMs;

BHJi KOMMYHHKAIHOHHOTO MHTepHeT-cepBuca (oriServices);  MACHTUPHUKATOD
none3oBatens UC OPY, ycTaHaBIUBalOLIETo CBA3b;

By coObITHA (oriEvents);

uaenTudukatop nons3oBarens (pecypca) B HMC OPH, ¢ xoTopbM
yCTaHaBIMBAeTCS CBA3b;

1.3 cBemenus o ¢aKTax aBTOpPU3AalMM M BBIXOJAa M3 KOMMYHHMKAIHOHHOTO
HHTEPHET-CEPBUCA, MPEKPAIIEHUAX PErUCTPallym:

JiaTa ¥ BpeMs;

BHJI KOMMYHHKALIMOHHOTO HHTepHET-cepBHca (oriServices);

unentudukarop nonsszosarens UC OPH;

Texaudyeckue uaeHtudukaropsl mons3oBatenss HMC OPH, mnepenaHHbie
B IC OPU B cuity HCIIOJIB3yeMBIX KOMMYHHMKAIIMOHHEIX ITPOTOKOJIOB!

IP-anpec u nopr;

HOMepa TeNne(pOHOB MOJIB30BaTENsl, ABIIOIErocs a0OHEHTOM (I10JIb30BaTENEM)
yCIyT OABHXXHOU paxuoTeneOHHOH CBA3H;

aZipec EKTPOHHOH MOYTHI,

HaHMEHOBAHHE IIPOrpaMMBl KIHEHTa (TEKCTOBas CTPOKa B IPOU3BOJBHOM
BHIE, COIep)Kallas CBeJeHHWs O HaMMEHOBaHMH MpPOrpaMMbl, BEPCHH, JaTe
OGHOBJICHHS, a TAKKE HHbIE PETHCTPUPYEMBIE CBEICHHS TPH epesiaye);

uHas QUKCHpyeMasl TeXHHYecKas HHpopMaLus;

BuJ coopiTus (oriEvents);

xoMMyHUKauoHHEIH nHTepHeT-cepBuc HC OPH (telcosRecords);

1.4 undpopmaumo o dakrax npHeMma, mneperaun H (unM) o6paboTKH
roJocoBoii MH(OPMAIIMHK, TEKCTOBBIX COOOILEHHH, M300paKeHHWH, 3BYKOB, BHJICO-
WIM HHBIX OJJEKTPOHHBIX COOOmeHHH monb3oBarenell cerd «HHTepHEeT»
(uHpOpPMALUA O TOYHOM BPEMEHH IIpHEMa, [iepefadH, JOCTaBKU U (in) o6paboTku
3NEKTPOHHBIX COOOINEHMH C yka3saHHeM HHpopMamuu o6 ajpecarax 9STHUX
cooOlIeHuii, B TOM 4YHCIe HHPOpMalMK I HEONpPeAeJeHHOIo Kpyra JiHL
none3oBateneil cetn «MHTepHer»), ¢ukcupyeMas HH(popMalus o0 OpraHu3alKU
mpuema, Tepenaud, AOCTAaBKM H (umH) oOpaGoTKM 3JIEKTPOHHBIX COOOLICHHMH,
OCYIIECTBIIEMBIX C FHCIIOJb30BAHHEM TEXHOJIOTHA 3JIEKTPOHHBIX IIATEXHBIX
CUCTEM, B TOM 4YuClIe HHGoOpMaIusd O IPOU3BEACHHBIX IEHEXKHBIX ONEPALUIX
(¢ yxazanuem HHGOPMALUK O KOPPECIOHAEHTE - HACHTHQHUKATOpE IUIATEIKHOH
CHCTEMBI, BAIIOTHI, CYMMEI, OILIaYMBaeMON YCIyTH WIH TOBapoB (IIPH HATHYHH),
06 WHBIX JaHHBIX, YKa3aHHBIX IIPH TPOBEAECHUH JEHEXKHOH omepanun),
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OCYIIECTBIIEHHBIX TpaH3aKUMAX (C YyKa3aHHEM HISHTH(QUKATOpa IUIaTEXHOH
CHCTEMBI, CYMMBI mpuxojga 60 pacxola, HHBIX [JaHHBIX, YyKa3aHHBIX IIpH
OCYLIECTBICHUHU TPaH3aKIHH):

a) Jara 1 BpeMs COOBITHUS;

6) BuA HH(GOPMAIIHOHHOTO CEPBHUCA;

B) uaeHTu¢uKatop noias3osareis MC OPH;

r) Texuudeckue uueHTH(uUKaTops! nonp3oBarens IC OPU nepenannsie B IC
B CIUTY HCIIOJIb3YEMBIX KOMMYHHUKAIHOHHBIX NIPOTOKOJIOB!

IP-agpec u nopr;

HoMep Tenedona (MSISDN) noasrkHOH CTaHIMHM I10J630BATENS,

aJipec 3JIeKTPOHHON IIOYTHI;

HauMEHOBaHHeE IIPOrpaMMBbl KIHCHTA;

uHas QUKCHpyeMas TeXxHu4eckas HHpopMalys;

o) Bux codrrtus (oriEvents);

e) unentudukaropsr rmons3oBateneii MUIC OPU, ¢ kortopeiMH 6bLIO
B3aUMOJIeHCTBHUE (KOHTAKTHI);

) MECTOIOJIOKEHHEe TMoJib3oBaTens B ciydae ero ¢ukcamuu HWC OPHU
(1upoTa/moNroTa, HHOE OMMHUCAaHHEe MECTOIONIOKEHNS);

3) uHopManroHHBIH pecypc co3nanHbli B IC OPH, Ha KOTOpOM BBIIIOJHEHO
MH(POPMALIMOHHOE B3aNMOIecTBIE (THII pecypca, TI0JIHOE HalIMEHOBaHNe pecypca);

U) TexHu4eckas uH(opmanus o pecypcee;

K) ugentugukarop nosus3zosareis MC OPU-snaxensua pecypca,

J) TEKCT COOOIIEHHUA K MHas CIIy)keOHasi KOMMYHUKAIMOHHAs HH(QOPMAaLUH;

M) TexXHHUYecKas HH(pOopMaLHrs O IUIaTexKe:

BHJI IUIATEXXHOM yCIyTH (IUIaTEXXHOTO CEpBHCa);

HACHTU(UKATOP IIIaTeXa B CEpBUCE;

uHai puKcupyemas HHGOpMaLHs O IIaTeXeE;

KoMMyHuKaloHHbIH nHTepHeT-cepBruc IC OPMU (telcosRecords);

1.5 uHbopmanmio 10 IyHKTaM 3 HW 4 HaCcTOAWIETO IIPHIIOKECHHS
B COOTBETCTBHM ¢ mpwioxkeHnneM Ne4 K  HacTosmmM  TpeOOBaHHAM
(ReportsConnectionsORI.asn);

1.6 umHboOpMamMiO O 3aperucTpUpoBaHHBIX nonb3oBaTesix HC OPU
B cooTBeTcTBUH ¢ [lpunoxeHuemM Ne4 K  HacrosmuM  TpeOGOBaHHUAM
(ReportsAbonentsORI.asn);

1.7 cnpaBounyto wuHdpopmammo B HMC OPHM B coorBercTBHH €
npuwioxenueM Ne 4 x HactoamuM TpebosanuaM (Dictionaries.asn):

a) BUABl  MHGOPMALMOHHBIX  CEPBHUCOB, npenocrabiiemelx  OPU
JJIs TIONIb30BaTeJIEH;

6) Buas! cobbiTHit, peructpupyeMsix UC OPH nmpu B3aumopetictsuu IC OPU
C IOJIb30BaTeNEM;

B) THIIBI MH(POPMAIMOHHBIX PECYpCOB, CO3JaBaeMbIX noib3oBarensamMu B MC
OPHY;

I') THIIBI OJIB30Barteneii, obcmyxuBaemoix C OPH;

1) BHZABI IUIATEXHEBIX YCIyT (TUIATEKHBIX CEPBUCOB), Hcnonb3yeMbix OPH;
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€) KoMMyHUKaluoHHble HHTepHeT-cepBUcE MIC OPU, obcmyxusaemsie IITC
OPH;

1.8 unbopmanuio, HeoOXOOMMYIO AN OEKONUPOBAaHUS IPHUHHUMAEMBIX,
nepeiaBaeMEIX, JOCTaBJsEMBIX U (M) 00pabaThIBAEMBIX JIEKTPOHHBIX COOOIIEHHH.
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ITpunoxenune Ne 2

Kk TpeGoBanusM Kk oOOOpyAOBaHHIO U
HOPOTPaMMHO-TEXHUYECKMM  CPEICTBaM,
UCIIONIb3YEMBIM OpraHU3aTOPOM
pacmpocTpaHeHus HHQOpMalMd B CETH
«VlHTEpHET» B OKCILUTyaTHPYEMBIX MM

UHGOPMALIMOHHBIX CHCTEMaX, hil)
IpOoBeIeHU YIOJTHOMOY€HHBIMH
rocyIapCTBEeHHBIMH OpraHaMmy,
OCYIIECTBIIAIOLUMHU OIIepaTUBHO-
PO3BICKHYIO JesTeNIbHOCTD WIH

obecnieyenne Oe3omacHocTH Poccuiickoi
Qenepaluuy, MeEpONpHATHH B  LeIAX
peain3alliid BO3JIOXKEHHBIX HA HHUX 3a/ad,
YTBEpXKACHHBIM IIpHKa3oM MUHNCTEPCTBa
U(GPOBOro pa3BUTHS, CBA3H M MAaCCOBBIX
koMMyHHuKauui Poccuiickoi ®enepaunu
or _JLF 0. Lo# 2018 Ne 57

TpeGoBanns, npegbsBaAsAeMble K HHTepdelicy B3aHMOJCHCTBHSA
mexay ITY u IITC OPHA

1. IITC OPHU pomxupl noaxmouarbcs K IIY B TOUKax mHOAKIIOYEHHS
BBIJIEJICHHBIX KaHAJIOB CBA3H.

2. B kauectBe Habopa IIPOTOKOJOB MepeAaddl JaHHBIX  CledyeT
HCII0JIb30BaTh Habop nporokooB TCP/IP pns:

2.1 oprammsanuu JmHAE (kaHaioB) cBs3H, coemuHsioumx I[ITC OPHU
u ITY, nomkeH OBITH HCIIOJIB30BaH CETEBOI HHTEepdeiic IepBOro ypoBHS;

22 IITC OPU pomxkHa NpegycCMaTpuBaTbCsi BO3MOXKHOCTB CO3IaHHS
BupTyanbHoit cetd VPN (Virtual Private Network) ans TyHHenupoBaHHsA Bcero
pabouero TCP/IP tpaduxa mexxy IITC OPH u I1V;

2.3 momydenmss IIY wnHOit uHbpopMmaumu, npenocraBimsiemorn IITC OPU
JIOJDKEH OpraHM30BBIBATHCS OTAEIBHBIN KaHaJ Nepe/jadyy JaHHBIX C HCIOJIb30BaHHEM
CpelCTB KpUnTorpadpu4eckoi 3aumThl UHPOPMALUH.

3. Bzaumopeticteue ITY u ITTC OPU nomkHO OCyIIECTBIATHCA 10 YETBIPEM
KaHaJIaM TMepeaady JaHHBIX (Janee — KIL):

knpal — kanan ynpasienus (ITpumoxenue Ne 5 k HacToAIIUM TpeGOBaHUAM);

ka2 — kanai gaHHbiX ([Iprnoxerune Ne 6 K HACTOAIIUM TpeOOBaHUAM);

ka3 — kanan mouutopunra (ITpunoxenne Ne 7 k HacTosIMM TpeOOBaHUAM);

ka4 — kaHan HeopMmarupoBaHHEIX HaHHBIX (IIpusnoxenune Ne 8 k HacTOAIIMM
TpeOGoBaHUAM).

4. Kanan ynpasnenus (knjl) npeaHasHadeH 4Jis IEpeAayu:

1) ot ITV B IITC OPU 3anpocoB (koMaHA);

2) ot ITTC OPU Ha ITY OTBETOB U CHTHAJIOB.
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5. Kanan gaHHBIX (K1142) NpefHa3HAYeH JUId IIepejayu:

1) ot IITC OPUY Ha ITY 6nokoB faHHBIX 0T4eToB, reHepupyemsix IITC OPU
B KauecTBe OTBEeTOB Ha 3anpocsl oT [1Y, curnana HeartBeat;

2) ot ITY B IITC OPUY noatBep>kAeHH# O NPUHATHH OIIOKOB JaHHBIX OTYETOB.

6. Kanan MmonuTopuHra (Krj3) npeaHa3sHadeH As Nepesadu:

1) ot ITY B IITC OPH 3anpocoB o TeKylei KoHpUrypauuu obopyroBaHus,
cucteMdoro u mnpukiagHoro IO IITC OPU u 3ampocoB Ha MOTU(HKAIMIO
KOH(GUTYypaiumy;

2) ot IITC OPU na ITY otBetoB Ha 3anpock! ITY curnanos.

7. Kanan HedopMaTHpOBaHHBIX JaHHEIX (KA4) NpeAHa3sHaveH Ais [epelavym:

1) ot ITY B IITC OPH xomann Ha BUIEI IiepeaBaeMbIX HeGOPMAaTUPOBAaHHBIX
JaHHBIX;

2) ot IITC OPH Ha ITY HedopMaTHpPOBaHHBIX JaHHBIX, CUTHAJIOB.

8. Kananel mepemaun JaHHbIX (kmnpl, xnn2, Koa3, Kia4) AOIDKHBI
NOAKIIOYAThCA K 3apaHee omnpeneneHHbIM mnopram IITC OPHU B BHAE
TCP-coenunenuii. Homepa mopToB NO/DKHBI NepenaBaThess Ha IIY Ha BHeIMHHX
Hocutenmsix. IITC OPM nmoimkeH BBHINIONHATE MOHUTOPHUHI JaHHBIX IOPTOB IS
cosnanusa TCP-coenunenuii c ITY.

9. IIY moJKXHEBI OCYLIECTBIATD IONBITKY YCTaHOBIeHNS nojgkiurodeHus K [ITC
OPM B COOTBEeTCTBMH C 3aJaBaeMbIM UHTEPBAJIOM IO IpPEAOCTABIECHHBIM
IITC OPU TCP-nopram.

10. Ycranosnenne coequnenuii ITY c¢ ITTC OPH no xaHanam knpl, xng2
HeoOXOMUMO OCYIIECTBIIATE B CJIEAYIOIIEH MOCIEe0BATEIbHOCTH:

1) ycranosnenue ITY TCP-coemunenus k IITC OPH no nmopry kaHana Knzal;

2) BemonHenwe Tpouenypsl  B3auMHod  SSL/TLS  ayreHTHdHKanmu
B COOTBETCTBHH C ITyHKTOM 28 HACTOALIETO NPUIIOKEHNUS;

3) ycranosnenue ITY TCP-coeaunenus k ITTC OPU no nopty kaHana Kna2;

4) poimonHenue mpouenypsl  B3auMHoH SSL/TLS  ayreHTHdHKaumu
B COOTBETCTBHUH C IIYHKTOM 28 HaCTOALIETO IIPUIIOKEHUS;

5) mocine ycremHo# ayreHTH(UKammu co3ganue ITY ceccun k ITTC OPH;

6) oxumanue ITY maHHBIX ¥ CHTHANOB IO KNI2 TOJBKO IOCTe TOro, Kak Obiia
co3maHa ceccus 1o kaHany Kopal. IIpu mpueme AaHHBIX M CUTHAJIOB IO KIAZ IpH
OTCYTCTBHH YCTaHOBIIEHHOH ceccuu mo knal IIY pomxeH pasopBaTh COEAMHEHHE
IO KIa2.

11. Vcranosnenue ITY coemunenuit k IITC OPU no kanamam kna3 u knp4
HeOOXOAMMO OCYIIECTBIATH HE3aBHUCHMO JpPYyr OT Jpyra B OT Halu4us
YCTaHOBJICHHBIX COSAMHEHUH MO KaHanaM Kl u Kkon2:

1) ycranoBnenue ITY TCP-coemunenus k [TTC OPU nmo TCP-nopty xaHana
KIa3/xknnd;

2) BeImoOJHeHHe mpouexypsl B3amMHOM  SSL/TLS  ayreHTHOHKaNUH
B COOTBETCTBHU C IIyHKTOM 28 HACTOAIIEr0 NPUIOXKECHHS,

3) mnocne ycnewHo# ayrentudukanuu coznanue ITY ceccun k IITC OPH;

4) mocne ycnewnoi ayreHTrdukanyu nockuika ITY na ITTC OPH xomaHab!
B COOTBETCTBHH C MpuiioxeHneM Ne 4 K HaCTOSIIUM TpeOOBaHUAM.




19

12. ITY pmomxen pasopBath coeaunHeHus Kk IITC OPH, ecnu B TedyeHue Tpex
neprofioB npueMa curHana HeartBeat B kxaHanax He ObUIO CEeTeBOH aKTHBHOCTH.
IMpu oTCyTCTBHMHM NOATBEepXKIeHHs mnociaHHoro curHana HeartBeat B TeueHme
BPEMEHHU «MaKCHUMAaJIbHBIA pazMep 3aJep)KKH MOATBEPXKICHUS 3allpoca MM CUTHAIa»
IITC OPH pomxHs! pazopBaTh coenuHeHus ¢ [1Y no cooTBeTCTBYIOEMY KaHAIy.

13. OOMeH pamHBRIMM B Knpl, xma2, kog3, kna4 AOIDKEH OCYLIECTBIATHCA
¢ Hcrnonp3oBaHueM enuHHIB oOMeHa «CoobmeHue» (Message) B COOTBETCTBHH
¢ opmaTamu, mpeACTaBIEHHBIMA B NpWIoXeHHH Ne 3 K HacTosLIUM TpeOoBaHHIM
Ha S3bIKe a0CTPAKTHOrO OIKCAHHS CHHTAKCHCA MPOTOKOJIAa B3aMMOAEHCTBHUS ITyHKTa
ynpaeneruss OPM u texHumyeckux u nporpamMmusix cpeacts ITTC OPU cormnacHo
F'OCT P HCO/MDBK 8824-1-2001'. Cmoco6 KomMpoBaHHA CepHATH30BAHHBIX
«Cool1mennit» JOJDKeH CooTBeTCTBOBaTh oOTanuuTeasHeIM (DER) mpaBuinam
xkonupoBanus o 'OCT P UCO/MBK 8825-1-20032,

14. UnTepeiic Bzaumopeiicteus I1Y ¢ IITC OPU nomxkeH mpenycMaTpuBaTh
UCIIONIb30BaHKe clienyromux «Coobmenuiin:

«3anpocep» — nnepepatorcs ot I[1Y B IITC OPU no xnial;

«otBeTh» — nepegarorcs u3 [ITC OPYU na ITY no knnal;

«curHane» — nepenarorcs u3 IITC OPH na ITY no xnal u ka2 (and xoa2
TOJIbKO «curHam» Heartbeat);

«oTueTh» — hopmupytorcs ITTC OPU B kauectBe 0TBeTOB Ha 3ampockl u3 I1Y,
nepenatorcs Ha I1Y no xkna2;

«IMOATBEPKACHUA» O MPUHATUH «oT4eTOB» — nepenatorcs u3 ITY B IITC OPU
IO KITA2;

«ITOATBEPXKACSHUA» O NPUHATUHN «CUTHaANOBY» — nepenatores us I[TY B ITTC OPU
mo kil u ka2 (ans kan2 Tojbsko i curaana Heartbeat);

15. Unrepdeiic B3anmoneiicteus Mmexnay I1Y u ITTC OPU no kamamy xnna3
JOJDKEH MpeayCMaTpUBaTh HCIONB30BaHue clieayommx « CooOmeHuin:

«3anpockIy;

«OTBETHD?;

«curaan» Heartbeat;

«IIOATBEPXKACHUA) O MPUHATUH «cUurHana» Heartbeat u «oTBeTOBY;

16. UuTepdetic B3aumozeiictus mexxay IIY u IITC OPU mo kanany xnn4
JOJKEH MpeyCMaTpPHBaTh UCIIONIb30BaHue cliexyomux «CooOmeHni»:

«3anpocs» — nepepatorcs ot I1Y B IITC OPH;

«otBeThl» — nepenarorcs u3 [ITC OPU ra ITV;

«curHaseD — nepenatorcs u3 ITTC OPU Ha ITV;

' TOCT P UCO/MBK 8824-1-2001 «MHpOpMALHOHHAA TeXHONOTHA. AGCTpaKTHas CHHTaKCHYECKas
norauua Bepcun oauH (ACH.1). Yacts 1. Cneuudukauns OoCHOBHOH HOTalMM», BBEJEHHOIO B JCHCTBHE
nocranoenenueM I'ocynapcTBeHHOro komureta Poccuiickoi denepaliny Mo CTaHAapTH3ALMH H METPOIOTHH
oT 6 centsOps 2001 r. Ne 375-ct (UIIK HUspatenscTso cranaapros, 2001)

2 TOCT P UCO/MIK 8825-1-2003 «HudbopmaumonHas TexHosnorus. [Ipasuna xoauposanus. Yacts 1.
Crneundukauus 6asossix (BER), kaHonnmuecknx (CER) u ommuurensHeix (DER) npaBun koaupoBaHus»,
BBEICHHOMY B AeiicTBHe mnocraHoeieHHeM [ocynapcTBeHHoro kommurera Poccuiickoit ®enepaunn mno
cTaHnapTH3aumu U Metposiorud ot 13 mas 2003 r. Ne 140-ct (UTTK HsparensctBo ctanaapros, 2003)
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«otuetel» — ¢opmupyrorcs ITTC OPH B kayecTBe «OTBETOB» Ha 3aIlpPOCHI
ot I1VY;

«IIOATBEPXKIEHHM» O IPHHATHH «0TYeToB) — nepefatorcs ot ITY B IITC OPH;

«TIOATBEPXKIEHHS» O MPUHATHH «CUrHaANOB» — mepeparorca ot ITY B IITC
OPH.

17. IITC OPU n0oyKHE! BRIIOJHATE JIFOOBIE JNEHCTBHSA, CBSI3aHHBIE C BbIJaYei
MH(pOpMALUK O TOJIB30BaTeNAX, yipaBieHueM U MoHutopuHrom IITC OPH, Tonbko
no «3anpocam» ¢ ITVY.

18.TITC OPH npomxusl obecrmeddBaTh MpueM H 00pabOTKy CIEXYIOIIUX
coobuienuit, nepegasaemsix ¢ [1V:

1) «3ampoc Ha otkpsiTie ceccun» (ConnectRequest);

2) «3anpoc Ha 3akpeiTie ceccun» (DisconnectRequest);

3) «3ampoc roroBHocTH AaHHBIXY» (DataReadyRequest);

4) «3anpoc 3arpy3ku naHHeIx» (DataloadRequest);

5) «Bampoc ymanenus nasHbx» (DataDropRequest);

6) «3ampoc npepbiBanus 3arpy3ku JaHHbIX» (DatalnterruptRequest);

7) «3anpoc Ha co3maHMe 3ajaud 1Mo obpaboTke  HHOOpPMaIMID»
(CreateTaskRequest) — npeaHasHaueH Ui CO3AAHUS 3alIpOCOB 110 HHPOPMALIUH:

«3apaun MOTIOJTHEHU S CIPaBOYHUKOB (HOpMaTHBHO-CIIPaBOYHAs
urdopmanms)» (DictionaryTask);

«3a/1auu OMCKOB IO MPUHAIEXHOCTH Honbs3oBaTeneih» (AbonentsTask);

«3a/1au IOMCKOB 0 KOMMYHHUKaluK nois3osarenein» (ConnectionsTask);

«3amayd  MONydYeHHS  JAHHBIX  MECTOIOJIOKEHUs  MOJIb30BATEICH»
(LocationTask);

«3a/1a4y IIOMCKOB I10 COBEPIIEHHEIM IiatexaM» (PaymentsTask);

«3aaun peqoCTaBICHIs CBeAeHUH 0 Hayauy JaHHBIX» (PresenseTask);

«3amaya TONy4eHHUs COOOINEeHWH monb30BaTe/le KOMMYHHKAIHOHHOTO
uHTepHeT-cepBucay (DataContentTask);

8) «3ampoc Ha co3mande 3amadyd 1o 00paboTke HehOpPMATH30BAHHBIX
nanHeix» (NonFormalizedTaskRequest) — mpenHasHaueH A HOMy4€HMs MHOM
uHopManuy, He oOnpelensdeMoH IOAIYHKTOM 7  HACTOAIIEro  ITyHKTa
¥ TIpeoCTaBIseMoit ipu TexHu4eckoit BosmoxHoct I[TTC OPH;

9) «3anpoc Ha co3nanue o6bexTa KoHTpouA» (CreateUNIRequest);

10) «3ampoc Ha cHatue o6bpexrta ¢ koHTpoisi» (DropUNIRequest).

19. B 3aBUCHMOCTH OT THIIAa 3aBEpIIEHHONH INOHMCKOBOM 3aja4yu TMepenaya
OJIOKOB JAaHHBIX JOJDKHA OCYIIECTBIATHCS MO KaHaly KIa2.

20. ITTC OPH momxur! o0ecrieunBaTh:

1) ogHOBpeMeHHYIO Iepefady OJIOKOB JaHHBEIX OTYETOB MJJIi HECKOJBKHX
3aBEpLIEHHBIX [TOMCKOBBIX 3ajad 1o kaHanaMm K2 - xngd. IITC OPU moyokHBI
obecrneynBaTh BO3MOXXHOCTh MHOTOKPATHO# Iepefayyl OTYETOB BBIMOIHEHHBIX 3a/1a4
Ha ITY;

2) OIHOBPEMEHHYIO Mepeaavy OIOKOB JaHHBIX OTYETOB IO Pa3HEIM 0GBEKTaM
KOHTPOJISA IO KaHaITy Kra2.

21. Ilo 3anpocy IV «3anpoc 3arpy3ku gaHHbIx» no kaxany knal ITTC OPU
IOJDKHBI ofecrmeuMBaTh mepefauy OJOKOB OTYETOB MO KaHanaMm Kna2 - ko4




21

10 3ampollleHHOHM 3amade Oe3 BHECEHHs IOMOJHHUTENBHBIX BPEMEHHBIX 3alepiKeK
MEKIy OI€palMsAMH II0 MOJyYeHHIO 3aluceil pe3ynbTaTa 3aJa4yd ¥ Ipeodpa3oBaHus
uX B OJIOKH.

22.Ha xaxneiit «3ampoc» no knal IITC OPU wa IIY pomkHBI IOCHLIATH
«OTBET» O MPHHATHH K 06pabotke 3toro 3anpoca. [ITC OPH nomxHE 06ecrieunBaTh
nochUIKyY 1o KAl Ha ITY crnenyrommx «0TBETOBY:

1) «Otser Ha 3ampoc oTkpbITUA ceccun» (ConnectResponse);

2) «OrtseT Ha 3anpoc 3akpeiTus ceccum» (DisconnectResponse);

3) «OrtBer Ha 3ampoc rotoBHOCTH AaHHbIX» (DataReadyResponse);

4) «OrtBer Ha 3anpoc 3arpy3ku AaHHbX» (Datal.oadResponse);

5) «OrtBer Ha 3amnpoc ynaneHus qaHHbx» (DataDropResponse);

6) «OtBer Ha 3amnpoc IIpepBIBaHHS 3arpy3Ku JaHHBIX»
(DatalnterruptResponse);

7) «OrtBert Ha 3amnpoc Ha co3fanue 3anaun» (TaskResponse);

8) «OTBeT Ha 3ampoc Ha co3gaHMe 3aja4d 1o  obpaboTke
HedopManu3oBaHHEIX AaHHEIX» (NonFormalizedTaskResponse);

9) «OtBeT Ha  3ampoc  Ha  co3jgaHhHe — OOBEKTa  KOHTPOJLA»
(UNIControlTaskResponse);

10) «OtBeT Ha 3anpoc Ha cHsaTHe 00BbekTa ¢ KoHTpos» (CreateUNIResponse).

23.Tlo 3ampocy IIV «3ampoc Ha co3gaHue 3afadd 1o oOpaboTke
uadopmanuu» IITC OPU pomxHbl obecrieywBaTh MOATOTOBKY M BhIIAYy
uadopmanuu u3 VIC OPU u (unu) ITTC OPH, ans caeayrommx rpymni 3anay:

1) «3agaud TOMNOJNHEHHS CIPABOYHUKOB (CrpaBoyHass HMHQPOpMAINs)»
(DictionaryTask):

BUABl MHOOPMALHOHHBIX  CEepBHCOB, mpenoctaBigeMblx OPU s
IOJIb30BaTEIIEN;

BUABl coObITHH, peructpupyeMbix VIC OPYU npu B3ammopetictun IC OPU
C ITOJIb30BaTENIEM;

THUNBI  UHQOPMAIIMOHHBIX  PECypcoB,  CO3aBacMbIX  I0JIb30BATEIIAMH
B IC OPH,;

THUIIBI [I0JIB30BaTelel, 06cmyxuBaemeix IC OPY;

BUJIBI TUIATEXHEIX YCIYT (IUIATEXHBIX CEPBUCOB), Hcmonb3yeMbix OPH;

KOMMyHHKalHOHHEle uHTepHeT-cepBuchl KC  OPH, obcmyxuBaeMsie
I1TC OPY;

2) «3apaqu IIOHUCKOB Io IIPUHAJIEXKHOCTH TIONIb30BaTENICH»
(AbonentsORITask):

«3amaya Ha TMOMCK MNPHHAIJIEKHOCTH IIONb30BAaTele OpraHHU3aTopOB
pacIpocTpaHeHus: HHpopMaLuuny;

«3amaya Ha TOWCK H3MeHeHHt B cBs3aHHBIX ob6wvekrax HC OPH
C I0JIb30BaTeNIEM;

3) «3apmaum ITIOUCKOB o COCTUHECHUSIM II0JI30BaTeNeH»
(ConnectionsORITask): ‘

«3agaya Ha 1TOMCK wuHGopMamuH o ¢akTax HMHGOPMALMOHHOIO
B3aHUMOJICHCTBUSY;
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«3amaya Ha IIOMCK aBTOpU3allMii, BHIXOAOB M3 HH(OPMALMOHHOIO CEpBHCa,
pETUCTpaIiH, IPEKPALICHHUS PETUCTPALUN»;

4) «3amava npenocTaBiIeHUs CBeJeHUN 0 Hammuuy HaHHbIX» (PresenseTask).

24. TITC OPH pomxHbl o0ecrie4MBaTh BBINOJIHEHWE IIOMCKOBBIX 3a7a4
110 TEKCTOBBIM KPHTEPHUSAM, COACPKAILIUMU CUMBOJIBI-3aMEHHUTENH, BKIIOYAIOIIHeE:

1) «*» — mobas koMOMHALIMS CHMBOJIOB;

2) «?» — mo60ii OTUH BO3MOXXHBINA CUMBOIL.

25.1ITC OPN pmomxHbl oOecrevrBaTh BHIIOJHEHHE IOMCKOBBIX 3a4ad IIO
KPUTEPHSIM, COAEp KALlUM IOCIeI0BaTENbHOCTh IUGP C CUMBOJIOM MacCKHUpPOBaHHS
npoOet (« »), O3HAYAIOMIUM JIFOOYI0 OJHY HHppy.

Pe3ynpTaT BBINOJIHEHHS ITOMCKOBOM 3ajjaud C KpUTEpUEM, COJAEpXKallluM
CHMBOJIBI MAacKHpOBaHHUA, IOJDKEH COIEp)KaTh BCE 3allCH, COOTBETCTBYIOLLUE
3alaHHOM Macke.

26.IITC OPU pomxnel obecniedyuBaTh KOHTPOJIb (yHKLHOHHUPOBAHUA
COOCTBEHHBIX ITapaMeTpoB U nepeaady Ha [TY cienyromux curHanos:

1) «Ilepe3amyck I10» (RestartDB);

2) «ITonmiTKa HecaHKIMOHKMpOoBaHHOTO AocTynay (UnauthorizedAccess);

3) «Kputuueckas omubka IIO, moreps pmaHHBIX, ndanbHeidmas pabora
HeBo3MoxkHa» (CriticalError);

4) «Cepresnas ommbka I1O, moteps maHHBIX, HO JanbHeimas pabora
Bo3MOXXHa» (MajorError);

5) «He3naunrensHas omnbka I10, nanHble He NOTEPSAHBI, AanbHelIas paboTa
Bo3MoxHa» (MinorError);

6) «TecroBbiii maker» (Heartbeat) momkxen mnepemaBatbes mo knal, kmu2,
KnAa3, Kna4 s noaAepKaHusi COeIMHEHUH B OTCYTCTBAE MHOU CETEBOM aKTHBHOCTH.

B otBeT Ha «cur”anely, nocrynusiue ot [ITC OPH, ITV nomxen nepenaBathb
«MOATBEPXKACHHS CUTHAJIa» 00 UX IIpHeMe.

27.TITC OPU no «3anpocy ynanenus aaHHbsIx» (DataDropRequest) momxen
OCYILECTBIATD:

1) mpepbiBaHHE 3a1a4H, HAXOAAIIEHCS Ha BHITIONTHECHHH;

2) ypaneHWe DaHHBIX OTYeTa I10 3aBeplIMBIIEHCS 3a1a4e.

28.Tlo 3ampocy IIY «3ampoc Ha co3gaHue OOBEKTa KOHTPOJLA»
(CreateUNIRequest) [1TC OPY gomkHSI:

npou3BoguTh oTOOp W3 noctynamomeit B HWC OPU  undopmanum
0 KpUTEpHsIM 0TOOpa, 3aJaHHBIM B 3ampoce [1VY;

nepenapath Ha [IY craTUCTHYecKyl0 MHGOPMALMIO, a TakXke COACPKHUMOe
coobmmeHnid (B 3aBHCHMMOCTH OT PEeXHMMa KOHTpOJIA, 3aJaHHOrO IpH INOCTaHOBKE
ob6bekTa Ha KOHTpoJb B 3anpoce CreateUNIRequest);

nepegaBaTh OTOOpaHHBIE JaHHBlE II0 KaHalTy KOAZ2 OJHOBPEMEHHO
¢ nepenayeii Ha ITY nHpOpManny O NOUCKOBEIM 3a/ladaM.

29. Tlo 3ampocy IIY «3ampoc Ha cHATHE OOBEKTa C KOHTpPOJIS»
(DropUNIRequest) ITTC OPU gomxHbI 0becrieunBaTh:

npekpamieHie orbopa uHGOpMaUMH IO KpUTEpHIM OTOOpa, 3aJaHHBIM
B 3amnpoce I1V;
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npekpamieHue nepeaaun Ha I1Y cratuctudyeckoil MHGOpManMH, a TaKKe
COIEPKUMOI0 COOOIIEHHH, 0TOOpaHHBIX 0 KpUTepsAM 0TOOpa, 3aJaHHBIM B 3alIpOCe
ITY mnst o6bekTa, CHUIMaeMOro C KOHTPOJIS.

30. Coenunenne ITY u IITC OPH nomxHO yCTaHaBIUBATBECHA IIO IIPOTOKOIY
TLS axryansHoit Bepcun. [Ipu ycranoBinenun coexunenus [TV u IITC OPU nomxHel
OCYILECTBJIATh B3aUMHYIO ayTeHTU(uKanuo. [na ayrentudpuxauuu I[1Y u ITTC OPU
HCIIONB3YIOTCA cepTUdHKaTh B popmare X.509.

B cmydyae HEBO3MOXHOCTH ayTCHTHQHULHMPOBATh OAHY U3 CTOPOH
TCP-coenunenne AomxHO paspeiBaThesa. Cosmanneiid juis ITY cepTudukaTr momkeH
UCTIONB30BaThesa s ayreHTHGuKkauuu [TY na omnom ITTC OPH no BceM kaHaiaM
nepenaqy AaHHbIX: Knal, knna2, kna3, knga4 ITY u IITC OPH.

31. YcraHOBIIEHHE ceaHCa CBA3M JAODKHO OCYHIECTBIISATHCS BBIIOJHEHUEM
npoLenaypbl ayTeHTH(GUKalUU Iepel BBHIIIOIHEHHEM IepBoro 3ampoca. OTKpBITHE
CECCHUH JIOJDKHO OCYIIECTBIATHCA mochkUiKoM no kanary knal or ITY x IITC OPU
«3anpoca Ha oTKpeITHE ceccun» (ConnectRequest).

32. «3ampoc Ha OTKpBITUE CECCHM» JODKEH YCTaHaBIMBAaTh CIIECAYIOLIHE
napaMeTphl CECCHU:

1) uHTEepBaN BpEeMEHH, IO HMCTEUYEHHH KOTOPOro CECCHsl IPHHYIHUTEIHHO
npepbiBaeTcs [ITC OPU («makcuMallbHOE BpeMsl OTCYTCTBHsI aKTHBHOCTH CECCHH»
(session-timeout);

2) MaKCHMaJIbHBIH pasmep OJloKka [OaHHBIX OTYETOB B CTPOKax 3allHCe
ITTC OPH («MakcHMaJIbHBIH pa3Mep 6iioka JaHHBIX OT4eTOB» (max-data-length);

3) «pa3mep OKkHa AJIs KaHANIA nepenayu qaHHbIX» (data-packet-window-size);

4) «MmaKcUMalbHasg [JIMTEIBHOCTh 3aJepXKKH Havana nepefadd OJIOKOB
otuyetoB» (data-load-timeout);

5) «MaKCHUMalbHBIH pa3Mep 3aJepKKH IIOATBEPKACHUSA O IIOJYYEHHH
InaHHBIX» (data-packet-response-timeout);

6) «MaKCHMaIbHBIH pa3Mep 3aJCpXKKH IOATBEPXKICHUS 3alpoca HIH
curHanay (request-response-timeout).

JIroboe coolmeHne B COOTBETCTBHM C IIPOTOKOJIOM B3aMMOACHCTBHA
IITC OPU u ITY cunTaercs ceTteBoil akTUBHOCTBIO.

33.IITC OPH mpm nomy4deHuH cooOIIeHHs «3alpoc Ha OTKPBITHE CECCHU»
JIOJTKHBI:

aHAJIM3UPOBATh NapameTp «Pa3mep oKHa AJIs KaHaja nepeJadyu JaHHBIX»;

onpeeNsTh MaKCUMaJIbHO BO3MOXKHBIA «Pa3Mmep OkHa Ul KaHaila Iepefayu
JAHHBIX», KOTOPBIA HE JOJDKEH IPEeBBINATh oty4eHHoro ot [1Y;

ONpeAeNaTh MUHUMAJIbHbIE 3HA4Y€HHs TalMayTOB M3 I1apaMeTpPOB CECCHUH,
BBIOMpasd UX He MEHblle, 4YeM IepellaHHble B COOOHmIEHHH «3ampoc Ha OTKPHITHE
ceccum» (ConnectRequest).

PaccuutaHHble 3HaueHHs pa3MepoB okHa ¥ TaiimMaytoB IITC OPH nomxHeI
nepenasath I[1Y B coobmenun «OtBer Ha oTKphiTHE ceccun» (ConnectResponse).
[Monmy4yennsie ITY 3Hauenus B coobmennu «OTBET HAa OTKPHITHE CECCHM» SBISIOTCS
napametpamu ceccuu mexay ITY u ITTC OPH.

34. 3aKpBITHE CECCHU JOJDKHO OCYIIECTBIATHCA IMOCBUIKON 1Mo knal wmm xrn3
or ITY x IITC OPU «3ampoca Ha 3aKphITHE CECCHH» HIH IO HCTEYECHHIO
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JgomyctumMoro BpemeHH oTcyTcTBHi aktMBHocTH IITC OPH, ¢ mnocsuikoi
coobmenus-curnana «lIpepriBanue Texyueit ceccun no taimayty». [Ipu stom I1TC
OPU u ITY nosmxHBI OCYMIECTBIATh pa3pbiB TeKymux TCP-coequnenuii knal u xna2
WM KI1A3, WiH Kiia4.

35. ITY pomxen nocewiath [ITC OPH «3anpockDdy aCHHXPOHHO, HE3aBUCHMO OT
noxy4enus ot ITTC OPU «oTBeTay 0 nmpreMe NpeaplayLIEro «3amnpocay.

36. «3anpoc Ha co3gaHde 3amayd o o0pabGoTke MHGOpMaIU» AOIKEH
npuBoauth K cosjganuio B ITTC OPHM 3amaunm no o6paboTke AaHHBIX, KOTOPOH
npUCcBauBaeTCsl HoMmep (MIOeHTHOHUKATOp) 3ajadu, mnepenaBaeMsli B «OtBere Ha
3ampoc co3ganusa 3agadm» (TaskResponse). IITC OPU pomxHBI reHepupoBath
YHUKaJIbHBIE HACHTU(GUKATOPHI 33124 HE3aBUCHMO OT CECCHH.

37.11Y, nocnaB 3ampoc «3ampoc TOTOBHOCTH AAaHHBIX», JOJDKEH IOIYYHTh
HHQOPMALIMIO O XOJie BBIMOJIHEHHSA M 3aBeplieHHs oOpaborku 3agau B I[ITC OPH.
[Tocne 3aBepuIeHUs BBITOJIHEHUS 3aJadyd, JaHHBIE, CHOPMHUPOBAHHEIE B pe3yibTaTe
BBITIOJTHEHHS 33Ja4d, CTAHOBATCS HNOCTYIHBIMHM JUis 3arpy3ku B IIY wmm png
yIaJIeHusI.

38.IITC OPH pomxHBI MOAACPKUBATH NPHUOCTAHOBKY BBINOJHEHUS 3a1a4U
C COXpaHEHHEM IPOMEXYTOYHBIX PE3yJIbTaTOB M BO3MOXKHOCTBIO MX BBITPY3KH Ha
ITY u (unm) ynaneHus.

39. ITTC OPU npu nonyyeHuu «3ampoc 3arpy3KH JaHHBIX» 110 KA1 JOIKHBI
chopMHpoBaTh COOOLIEHHSA THIIA «OTYET», COCToAlIMe K3 OJIOKOB JaHHBIX
obpaboranHoO# 3a1a4u U niepearh ux Ha [TY mo knn2.

40. KonuyecTBO CTPOK B KaxJoM OJIoke He JOJDKHO IIPEBBIIATh IapaMeTp
«MaKCHMaJIbHBIH pa3Mep 0J10Ka JaHHBIX OTYETOBY, 3aAaHHBIH IIPH OTKPBITHH CECCHH.

41.B kaxnoM mnocnefoBaTeIbHOM OJIOKE MOAaHHBIX W3 CEpUU  JOIDKEH
yKa3bIBaThCsd HAEHTH(GHUKATOp 3a/avyd, CreHepHpOBaBIlEeH HaHHBIA OT4eT, obliee
KOJIMYECTBO GJIOKOB B OTHETE, MOPSAAKOBBIA HOMEP KaXXI0ro OJoka.

42, 3aga4ud, MOJy4YeHHBIE B OJHOW CECCHM, MOTYT OBITh CYMTaHbI WU (WIH)
yIaJeHbl MHULAMPOBABIUMM HaHHYIO 3ajady IIY B gpyroit ceccuu. JlaHHBIE IO
3aBepIICHHON 3afjauye JO/DKHBI OBITh AOCTYNHBI MEXAY CECCHSAMH IO MIACHTHYHOMY
ueHTU(PUKATOPY 3aJa4H.

43. IITC OPH pomxHbl yaaauTh 6€3 BO3MOXHOCTH BOCCTaHOBJICHHS AAHHEIE,
copMUpOBaHHbIE B pe3yIbTaTe BHIITONHEHUA 331a4l M CaMOH BBIIIOJIHEHHOM 3a1a4H,
nocie noctymienus ¢ I1Y 3anpoca Ha yaneHue JaHHBIX.

B cinydae BosuukHOBeHMs B IITC OPU wmnu knpl — knp4 KpuUTHYECKHX
cutyauuii Ha [TY nomkHb! nepeaaBarbes «Coobmenusd Thna «Cursanm.
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Ipunoxenue Ne 3

k TpeOoBanmsaM Kk 0OOpyNOBaHHIO H
IIPOrPaMMHO-TEXHUYECKUM  CpElICTBaM,
HCIIOJIb3yEMBIM OpraHu3aTopoM
pacnpocTpaHeHuss HHQPOpPMall B CETH
«/lHTepHET» B SKCIUTyaTHPYEMBIX MM

UH(QOPMaLIHOHHBIX cucremax, ISt
NIPOBEACHUS YTIOJTHOMOY€HHBIMH
roCyIapCTBEHHBIMHU OopraHamy,
OCYIIECTBIAIOIIUMH oInepaTUBHO-
PO3BICKHYIO JEeATEeIbHOCTD 70174

obecrieucHHe Oe3onacHocTH Poccuiickoi
degepanyy, MEpONpPUATHH B  LEIX
peanu3aliy BO3JIOXEHHBIX Ha HUX 3a1ad,
YTBEpXXJIEHHBIM IIpHKa3oM MUHHCTEPCTBA
OU(GPOBOTO Pa3BHTHUS, CBS3H U MacCOBBIX
KoMMmyHHKauui Poccuiickoi @enepaunu
oT L7 0.0 2018 Ne 577

TpeGoBanus k ¢popmaram coodbmennii IITC OPU

BHIOB COOOWIeHMi mpoTokona B3auMmogneicteuia IIY

¢ IITC OPY npuBeneHa Ha cxeme 1.

sorm

l message |

session

1

trap I | task J l report I | management | I unformatted J

2. Crpykrypa

Ha cxeme 2.

Cxema 1l

pasacieHuaA  IMOUCKOBBIX  KpHUTCPHEB  KIIA 1 IIpUBEACHA
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3. CrpyKTypa pa3iejeHUsa BUIOB OTYETOB KIIN2 IpHBEJieHa Ha cxeMe 3.

identifiers sorm

abonent

{ report |

location

connection

payments

| dictionary

LLLIIT

| presense

abonents-ORI connections-ORI|

Cxema 3

4. Crpykrypa Moxayneii mnportokona B3aumopeiictBus ITY u IITC OPHU
(ASN.1) npuBeneHa Ha cxeMe 4.

5. Monynp Classification.asn omkeH 3agaBaTh NpaBHJIa, B COOTBETCTBHH
C KOTOPBIMH:

1) BBIMOJNHAETCS pacIINpEeHHE:

cricka tunoB 3ampocoB k [ITC OPH;

crucka BuioB nouckoBeix kputepues [1TC OPH;

CHHCKa THIIOB 0T4eTOB, popmupyembix IITC OPH;

2) BBIMOJIHAETCSA BBOA HOBBIX BEPCHI COOOIIEHUI NPOTOKOA.

6. B cootBeTcTBUM CO cxeMaMH 2, 3 B MOAYJIAX IIPOTOKOJA B3aUMOJECHCTBHUSA
ITY u IITC OPU (ASN.1) mommkHa BBIIONHATBCA IOJCTAHOBKA COOTBETCTBYIOLIUX
BepcHil POPMATOB MOWCKOBBIX KPHTEPHEB, OTYETOB, CIPABOYHUKOB, «COOOIIECHUI»
untepdetica Bzanmopeiictus ITY u ITTC OPU (ASN.1).

7. Monyns «Classification.asny» rmpotokona B3aumoneiictsus ITY u ITTC OPA
(ASN.1) pmomxeH comepXaTh KOIUPOBaHHblE B  HEpPapxXM4YecKoM  BHIE
HACHTUGUKATOPHI:

1) BumoB «CooOleHui» BEepXHEro YpOBHA HHTepdeiica B3auMOIEHCTBHS
ITY n IITC OPH, cocraBmsrommx knal, kna2, kna3, kna4;

2) BMIOB IMOMCKOBBIX KpHUTepUeB id popMmupoBanus 3afa4 k [ITC OPH;

3) BupoB ¢popMaToB 0TUETOB, popmupyemseix IITC OPH.

8. CooTBeTcCTBYIOLIHE HUACHTU(GUKATOPHI HCIONB3YIOTCA B APYTHX MOIYIAX
untepgeiica zaumoneiictus ITY ¢ IITTC OPU (ASN.1), npu 3TOM HAEHTHQUKATOD
JNOIDKEH  OMNpeleNiiTh  KOHKPETHYIO BEpCHIO M pacmiupeHus  ¢dopmara
COOTBETCTBYIONIEI'O 3JIeMEHTa (IIOMCKOBBIX KPHTEPHEB, OTYETOB, CIIPABOYHHMKOB
«COOOIIEHHITY).

9. Ilpn cosmanuu ceccuu IITC OPU nomxHel npepoctaButs IIY Ha
COIJIaCOBaHHME TMEpPEeYeHb HISHTU(HKATOPOB; MOJMHOXKECTBO COINIAaCOBAHHBIX IIY

HISHTA(PUKATOPOB OMNpEAENseT KOHKPETHBIE BO3MOXHOCTH  B3aMMOJEHCTBHS
ITY n IITC OPU.
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Cxema 4

10. Pacimmpenue unTepdeiica Blammogeiictsusa I1Y ¢ IITC OPU momxHo
obecrieunBaTbCsl  BBEJCHHMEM  HOBBIX  HJEHTHU(PHUKATOPOB,  ONPEICISIOIMX
COOTBETCTBYIOILME pACIIMpPEHHBIE 3JIE€MEHTHl (IIOMCKOBBIE KPHTEPHH, OTYETHI,
CIIPaBOYHHKH, «C000IIeHn"»). KompoBaHie HOBBIX BBOAMMBIX HAEHTH()UKATOPOB
3JIEMEHTOB OCYLIECTBIIIETCSA B COOTBETCTBHH CO CTPYKTYpaMH, NPeACTaBICHHBIMHA Ha
cxemax 2 u 3, ¥ cTagAapTHBIM KogupoBaHueM moxnyns «Classification.asn».
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ITpunoxenue Ne 4

Kk TpeGoBanusM K OOOpPYHOBaHHIO U
IpOrpaMMHO-TEXHUYECKHM  CPEICTBaM,
HCIIONB3YEMBIM OpraHu3aToOpoM
pacripocTpaHeHuss HHGOpMalMl B CETH
«/lHTepHET» B OKCIUIyaTHPYEMBIX MM

“H(GOPMaIIIOHHBIX CUCTEMaX, ISt
MIPOBEACHUSA YIIOJIHOMOYEHHBIMH
roCyJapCTBEHHBIMH opranamy,
OCYIIECTBIAIOIINMU onepaTUBHO-
PO3BICKHYIO JIEATENBHOCTD WK

obecrieuenne Oe3omacHocTH Poccuiickoit
denepaliy, MEpPONPUATHA B  HEIAX
peanu3aiyd BO3JIOXKEHHBIX Ha HUX 33724,
yTBEpP)XKIEHHBIM IpHUKa3oM MuHKCTEpCTBa
nudpoBOro pa3BUTHSA, CBSI3M U MacCOBBIX
koMMyHuKauui Poccuiickont @enepanuu
or 29.70.078 2018Ne 5#7

Onucanne nporokona B3aumoneicreus IIY n IITC OPH

Classification.asn

Classification DEFINITIONS IMPLICIT TAGS ::=
BEGIN

EXPORTS TAGGED,

sorm-message-session,
sorm-message-trap,
sorm-message-task,
sorm-message-report,
sorm-message-management,
sorm-message-unformatted,
sorm-message-report-uni,

sorm-request-connection-ori-data-standart,
sorm-request-connection-ori-data-extended,
sorm-request-connection-ori-link,
sorm-request-connection-ori-aaa,
sorm-request-connection-ori-streams-content,
sorm-request-connection-ori-cert,
sorm-request-connection-ori-keys,

sorm-report-connection-ori-data,
sorm-report-connection-ori-link,
sorm-report-connection-ori-aaa,
sorm-report-connection-ori-streams-content,
sorm-report-connection-ori-cert,
sorm-report-connection-ori-keys,
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sorm-request-abonent-ori,
sorm-report-abonent-ori,

sorm-request-dictionaries,
sorm-report-dictionary-telcos,
sorm-report-dictionary-ori-services,
sorm-report-dictionary-ori-events,
sorm-report-dictionary-ori-resources,
sorm-report-dictionary-ori-user-types,
sorm-report-dictionary-ori-payment-services,

sorm-request-presense,
sorm-report-presense-dictionaries,
sorm-report-presense-abonents-ori,
sorm-report-presense-connections-ori;

TAGGED ::= CLASS {
&id ObjectDescriptor UNIQUE,
&Data
}
WITH SYNTAX {
OID &id
DATA &Data
}

--- Knaccudukauua
OID ::= ObjectDescriptor

- NoacTpyKTYypa cO0BLWEeHNA
sorm-message-session OID ::= "280"
sorm-message-trap OID ::= "281"
sorm-message-task OID ::= "282"
sorm-message-report OID ;:= "283"
sorm-message-management OID ::= "284"
sorm-message-unformatted OID ::= "285"
sorm-message-report-uni OID ::= "289"

—- MapameTpbl coeanHEHNIA
sorm-request-connection-ori-data-standart OID ::= "265"
sorm-request-connection-ori-data-extended OID ::= "266"
sorm-request-connection-ori-link OID ::="267"
sorm-request-connection-ori-aaa OID ::= "268"
sorm-request-connection-ori-streams-content OID ::= "269"
sorm-request-connection-ori-cert OID ::= "270"
sorm-request-connection-ori-keys OID ::= "271"

sorm-report-connection-ori-data OID ::= "10"
sorm-report-connection-ori-link OID ::="11"
sorm-report-connection-ori-aaa OID ;:= "12"
sorm-report-connection-ori-streams-content OiD ::= "13"
sorm-report-connection-ori-cert OID ::= "14"
sorm-report-connection-ori-keys OID ::= "15"

— ABOHEHTbI
sorm-request-abonent-ori OID ::= "245"
sorm-report-abonent-ori OID ::= "70"

~=- CNpaBovYHUKK
sorm-request-dictionaries OID ::= "240"
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sorm-report-dictionary-telcos OID ::= "112"
sorm-report-dictionary-ori-services OID ::="117"
sorm-report-dictionary-ori-events OID ::= "118"
sorm-report-dictionary-ori-resources OID ::="119"
sorm-report-dictionary-ori-user-types OID ::= "130"
sorm-report-dictionary-ori-payment-services OID ::= "131"

--- 3aNpoC O HaNU4YKUKN AAHHDIX
sorm-request-presense OID ::= "260"

sorm-report-presense-dictionaries OID ::= "123"
sorm-report-presense-abonents-ori OID ::= "125"
sorm-report-presense-connections-ori OID ::= "126"

END

O

Dictionaries.asn
Dictionaries DEFINITIONS IMPLICIT TAGS ::=
BEGIN

EXPORTS DictionaryTask,
DictionaryReport;

IMPORTS DateAndTime
FROM Sorm

TAGGED,

sorm-request-dictionaries,
sorm-report-dictionary-telcos,
sorm-report-dictionary-ori-services,
sorm-report-dictionary-ori-events,
sorm-report-dictionary-ori-resources,
sorm-report-dictionary-ori-user-types,
sorm-report-dictionary-ori-payment-services
FROM Classification;

-—- 3anpoc
DictionaryTask ::= SEQUENCE {
id TAGGED.&id ({DictionaryTaskVariants}),
data TAGGED.&Data ({DictionaryTaskVariants}{@id}}

}
DictionaryTaskVariants TAGGED ::= {dictionaryTask}

dictionaryTask TAGGED ::= {
OID {sorm-request-dictionaries}
DATA ObjectDescriptor --- TUI 3aNPaLKBAEMOro CNPaBoYHUKa (uaeHTudUKaTop oTyéra)

}

--- DATA ObjectDescriptor npuHMmaeT 3Ha4eHUe OAHO U3:
--- sorm-report-dictionary-telcos

--- sorm-report-dictionary-ori-services

-- sorm-report-dictionary-ori-events

--- sorm-report-dictionary-ori-resources

--- sorm-report-dictionary-ori-user-types

--- sorm-report-dictionary-ori-payment-services

— OTY4ér
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DictionaryReport ::= SEQUENCE {

id TAGGED.&id ({DictionaryRecordsVariants}), - UAEHTUPUKTOP 3anMnCK CPABOYHNKA
data TAGGED.&Data ({DictionaryRecordsVariants{@id}} -—- AaHHble 3annUcK CNPaBOYHMKA
}
DictionaryRecordsVariants TAGGED ::= {
telcosRecords --—~KOMMYHUKALMOHHbIe uHTepHeT-cepBucbl UC OPU
| oriServices - BUAbI MHPOPMALMOHHBIX CEPBUCOB, NpeaocTaBasembix OPU ans nonbsosatenen
| oriEvents —- 8uabl cobbITUl, peructpupyemblix UC OPU npu Baaumogeiictenn NC OPU ¢
nonb3osarenem
| oriResources - TUMbl MHOOPMALMOHHBIX PeCYpPCoB, CO3AaBaeMbiX Nonb3oBaTenamu 8 NC OPU
| oriUserTypes --- TUMbl NoNb30BaTener, obcayxusaemoix UC OPU
| oriPaymentServices --- BU/ibI NAATEXHBIX YCAYT (MNATEXHbIX CEPBUCOB), Ucronbayembix OPU

}

--- KOMMYHUKaUMOHHbIe uHTepHeT-cepauctl UC OPU
telcosRecords TAGGED ::= {

OID {sorm-report-dictionary-telcos}

DATA SEQUENCE OF TelcosRecord

}
TelcosRecord ::= SEQUENCE {

telco-id TelcolD, --—- ngeHtudumkatop UC OPU

begin-time DateAndTime, --- BPEMA Havana aAencTemna

end-time DateAndTime OPTIONAL, -~ Bpems KOHUQ AeiCTBuA

description UTF8String (SIZE (1 .. 256}), --- OnUcaHne (HaMMEeHOBaHNE) KOMMYHUKAUMOHHOIO MHTEPHET-CEpBUca
nC OPU

mce [0]  NumericString (SIZE (3)) OPTIONAL, --— Kog, CTpaHsbl
mnc [1] NumericString (SIZE (3)) OPTIONAL - kog OPY

}

--- BUAbI MHOOPMALMOHHBIX CEPBUCOB, NpegocTasnaemblx OPU ana nonb3osarenen
oriServices TAGGED ::= {

OID {sorm-report-dictionary-ori-services}

DATA SEQUENCE OF OriServiceRecord

}
OriServiceRecord ::= SEQUENCE {
telco-id TelcolD, --- ngentnukarop UC OPU
service-id INTEGER {0 .. 65535), —- ngeHTMduKaTop cepsuca
description UTF8String (SIZE (1 .. 256)), --- onucanune
begin-time DateAndTime, --- BpeMAa Havyana gencrsns
end-time DateAndTime OPTIONAL --- BPEMA KOHUQ A4eHCTBUA
}

—- BuAbI cOBLITUN, perncTpupyembix MC OPU npu B3aumogaericteim UC OPU ¢ nonb3osartenem
oriEvents TAGGED ::= {

OID {sorm-report-dictionary-ori-events}

DATA SEQUENCE OF OriEventRecord

}

OriEventRecord ::= SEQUENCE {
telco-id TelcolD, — ngeHtndukatop UC OPU
service-id INTEGER (0 .. 65535), --- naeHTUduUKaTop cepsunca
event-id INTEGER (0 .. 65535), --- ngeHtTudukaTop coboitus
description UTF8String (SIZE (1 .. 256)), --- onucanme
begin-time DateAndTime, --- Bpems Havana 4eicTena
end-time DateAndTime OPTIONAL —-- Bpemsa KOHUa aeicTens
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-=- TUMbl UHPOPMALMOHHDBIX PECYPCOB, CO3AaBaembix Nnonb3osarenamu 8 NC OPU
oriResources TAGGED ::= {

OID {sorm-report-dictionary-ori-resources}

DATA SEQUENCE OF OriResourceRecord

}
OriResourceRecord ::= SEQUENCE {
telco-id TelcolD, -- upeHtmdukatop UC OPU
service-id INTEGER (0 .. 65535), --- ugeHTMduKaTop cepsuca
resource-id INTEGER (0 .. 65535), -~ UAEHTUOUKATOP pecypca
description UTF8String (SIZE (1 .. 256)), — onucaHue
begin-time DateAndTime, --- BPEMA Hauana geicrems
end-time DateAndTime OPTIONAL --- BpEMSA KOHUA AeicTens
}

--- TUMb! NOAb30BaTeNne, obcayxusaemoix UC OPU
oriUserTypes TAGGED ::= {
OID {sorm-report-dictionary-ori-user-types}
DATA SEQUENCE OF OriUserTypeRecord

}

OriUserTypeRecord ::= SEQUENCE {
telco-id TelcolD, --- naeHtudurarop NC OPU
service-id INTEGER (0 .. 65535), --- uaeHTHduKaTop cepsuca
user-type-id INTEGER {0 .. 65535), --- TN NONb30BATENA
description UTF8String {SIZE (1 .. 256)), --- onucaHune
begin-time DateAndTime, --- BpemMs Hauyana AeicTsua
end-time DateAndTime OPTIONAL --- Bpems KOHLa AeicTsun

}

—- BUALI NAATEHBIX YCAYT (NNATEXHbIX CePBUCOB), Ucnoabsyembix OPU
oriPaymentServices TAGGED ::= {

OID {sorm-report-dictionary-ori-payment-services}

DATA SEQUENCE OF OriPaymentServiceRecord

}
OriPaymentServiceRecord ::= SEQUENCE {
telco-id TelcolD, - ngeHtndurarop UC OPU
service-id INTEGER (0 .. 65535), --- uaeHTMduKarTop cepsuca
payment-service-id INTEGER (0 .. 65535), - NAEHTUOUKATOP NNATEKHON yCIyrU
description UTF8String (SIZE (1 .. 256)), -- onucaHue
begin-time DateAndTime, —- BpemA Hauana aeincrsus
end-time DateAndTime OPTIONAL -~ BPEMSA KOHUA AeiCTBUA
}
END
IdentifiersORl.asn

IdentifiersORI DEFINITIONS IMPLICIT TAGS ::=
BEGIN

EXPORTS UserID,
Userldentifier,
UserTechnicalldentifier,
Resourceldentifier,
ResourceName,
ORIStreami|D;




Userldentifier ::= SEQUENCE {
user-id [0] UserlD, --- KAEHTUPUKATOP NONL30BATENA B cMCTEME (MMA NoNb3oBaTeNs)
user-type [1] INTEGER (0 .. 65535) --- Tun nonb3osarena (pacndpoBbIBAETCA MO CNPABOYHUKY)

}

UserTechnicalidentifier ::= CHOICE {
ip-address [0] UseriPAddress, -— ip-agpec v nopt
msisdn [1]  UTF8String (SIZE {1 .. 64)), -— Homep TenedoHa
email [2] UTF8String (SIZE {1 .. 256)), --- 31eKTPOHHAA NoOYTa
program-name [3] UTF8String (SIZE (1 .. 1024)), --- nMA RPOrPambl KIMEHTa
other [4] UTF8String (SIZE {(1.. 1024)) -— npoyas TexHuyeckas MHGopmauma

}
UserlPAddress ::= SEQUENCE {
ip-address [0] UTF8String (SIZE (1 .. 64)), -—ip-agpec

ip-port [1] INTEGER (0 .. 65535) OPTIONAL --- TCP/UDP nopt
}

UsertD ::= UTF8String (SIZE (1 .. 128))
Resourceldentifier ::= SEQUENCE {

resource-name [0] ResourceName, --- HAUMEHOBaHWeE pecypca
resource-type [1] INTEGER (0 .. 65535) OPTIONAL --- Tun pecypca (pacwmndposbIBaETCA NO CNPABOUHNKY)

}

ResourceName ::= UTF8String (SIZE (1 .. 4096))
ORIStreamiD ::= OCTET STRING (SIZE (8))

END

Locations.asn

Locations DEFINITIONS IMPLICIT TAGS ::
BEGIN

EXPORTS Locationinfo;

IMPORTS ProjectionType
FROM Networklidentifiers;

MobileORILocation ::= SEQUENCE {

mcc [0] UTF8String (SIZE (1 .. 4)) OPTIONAL, --- KO CTpaHbi onepaTopa ceasun nonb3osatens OPU
mnc (1] UTF8String (SIZE (1 .. 3)) OPTIONAL, --- Kop onepatopa cea3u nonbsosarens OPU

lac [2] INTEGER (0 .. 65535) OPTIONAL, - Koa, LAC onepatopa cBA3u nonbv3osarens OPU

cell [3] INTEGER (0 .. 4294967295) OPTIONAL, --- kog BC onepaTtopa csasun nons3osatens OPU

network-operator [4) UTF8String (SIZE (1 .. 64)) OPTIONAL --- HaumeHOBaHWe OnNepaTopa CBA3N Nosb3osatens OPU

}

Geolocation ::= SEQUENCE {

latitude-grade REAL, --- wMpoTa

longitude-grade REAL, --- fonrora

projection-type ProjectionType --- TUN npoeKUMM KOOPAUHAT
}

Locationinfo ::= SEQUENCE {
mobile-ori-location [0] MobileORILocation OPTIONAL,
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geo-location [1] Geolocation OPTIONAL,
description [2] UTF8String (SIZE (1 .. 4096)) OPTIONAL

}

END

Management.asn

Management DEFINITIONS IMPLICIT TAGS ::=
BEGIN

EXPORTS managementMessage;

IMPORTS TAGGED,
sorm-message-management
FROM Classification;

managementMessage TAGGED ::={
OID {sorm-message-management}
DATA CHOICE {
request [0] ManagementRequest,
response [1] ManagementResponse
}
}

—- TN coobwenuns "KomaHaa ynpasnenusa NC COPM"

ManagementRequest ::= CHOICE {
get-structure [0] GetStructureRequest,  --- 3anpoc Ha nonyveHue cTpyKTypsi UC COPM - KTC u mogyneit CNO
get-module-config [1] GetModuleConfigRequest, ---3anpoc Ha nosiyueHue koHpurypauun KTC / mogyna CNO
set-module-config [2] SetModuleConfigRequest, --- 3anpoc Ha uameHeHune KoHurypaumm KTC / mopyna CMNO
check-module [3] CheckModuleRequest, --- 3aNpOoC Ha NOAyYeHUe COCTOAHNA MoaYNs
get-module-types [4] GetModuleTypesRequest  --- 3anpoc Ha noaydYeHue TMnos moaynen KTCu CNO

}

--- 3aNPOC Ha noJyuexune cTpyKTypbl UIC COPM - KTC u moayneir CNO
GetStructureRequest ::= NULL

—- 3anpoc Ha nonyyeHne KoHdurypauyuu KTC / moayna CNO

GetModuleConfigRequest::= CHOICE {
hw-modules-list [0] RequestedHardwareModules, --- nepeyeHb ngeHTMduKaTopos ysnos KTC UC COPM
sw-modules-list {1] RequestedSoftwareModules --- nepeueHb ugeHTUdUKaTOPOB moayneir CNMO NC COPM

}

RequestedHardwareModules ::= SEQUENCE OF Moduleld
RequestedSoftwareModules ::= SEQUENCE OF Moduleld

--- 3anNpoc Ha usmeHeHune KoHdurypauun KTC / moaynsa CNO
SetModuleConfigRequest ::= SEQUENCE {
module-id Moduleld, --- UAEHTUPUKATOP KOHPUTYPUPYEMOTO MOAYAA
module-config ConfiguratedModule --- yctaHaBausaemas B moAy/ib KOHGUFYpaums

}

ConfiguratedModule ::= CHOICE {
sw-module [0] SormSoftwareModule, --- gna moayna CNO
hw-module [1] SormHardwareModule - ansa y3na KTC

}

--- 3aNpOoC Ha nojyvyeHne COCToOAHUA Moayna
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CheckModuleRequest ::= RequestedModulesList

RequestedModulesList ::= CHOICE {

hw-modules [0] RequestedHardwareModules, --- naexTuduKaTopsi y3a08 KTC, 4na KOTOPbIX 3anpaiunsaerca
cocTofHue

sw-modules [1] RequestedSoftwareModules —- ngentnpukatopsl moaynen CMO, Ansa KOTOPbIX 3anNpaiLnsaeTca
COCTOAHMKE

}

--- 3anNpoC Ha noayueHue Tunos mogyaeit KTC u CNO
GetModuleTypesRequest ::= NULL

- TUR cOOBWEHNA "OTBET Ha KOManay ynpasneHus NUC COPM"
ManagementResponse ::= CHOICE {

get-structure [0]  GetStructureResponse,  -- OTBET Ha 3anNPoc Nosay4eHns cTPyKTYpsl KC COPM - KTC n moaynen
cno

get-module-config [1] GetModuleConfigResponse, --- OTBeT Ha 3anpoc nony4eHus koHdurypauun KTC / moayna
cno

set-module-config [2) SetModuleConfigResponse, --- 0TBET Ha 3anpPoc n3meHeHnA KoHpurypaummn KTC / moayna
cno

check-module [3] CheckModuleResponse, --- OTBET Ha 3aNpOoC NONYYEHUA COCTOAHNA MOAYAA

get-module-types [4] GetModuleTypesResponse  --- OTBET Ha 3aNpoOC NOAYYEHUA TUNOB moayneit KTC v CNO

}

--- OTBET Ha 3anpoc NoAy4eHua CTPYKTypbl UC COPM - KTC n moayneii CMO
GetStructureResponse ::= SEQUENCE {
hw-modules SormHardwareModules, --- nepeyeHb Bcex y3nos KTC
sw-modules SormSoftwareModules  --- nepeyeHb Bcex mogyneit CMNO

}

--- OTBET Ha 3anNpoc NonyueHns koHdurypauuu KTC / mogyna CNO
GetModuleConfigResponse ::= SEQUENCE {
hw-modules SormHardwareModules, -— kOH$Urypauuu sanpoLueHHbIX y3nos KTC
sw-modules SormSoftwareModules  --- KOHUrypauum 3anpolwerHsix mogynei CMO NC COPM

}

- OTUET Ha 3aNPOC N3MEHeHHA KoHdUrypauumn KTC / mogyna CMO
SetModuleConfigResponse ::= ConfiguratedModule —-ycTaHoB/IeHHaA B MOAYAb KOHOUIYpauua

--- OTBET Ha 3anNPOC NOAYYEHUA COCTORHNA MOLYNA
CheckModuleResponse ::= CHOICE {
hw-modules {0] SormHardwareModules, --- TeKyuiee cocToaHVe 3anPoLWeHHbIX Y3108 KTC
sw-modules [1] SormSoftwareModules  --- TeKyuiee cOCTOAHME 3anpoweHHbIx mogyaen CMO UC COPM

}

--- OTBET Ha 3anpoc Noay4eHua TMNos moaynei KTC u CNO
GetModuleTypesResponse ::= SEQUENCE OF ModuleType

ModuleType ::= SEQUENCE {
module-type  INTEGER (1..512), --- UACHTUGUKATOP TMNA MOAYNA
type-description UTF8String (SIZE (1 .. 128)) -- pacwudposka TMNa MOAYNA

}

SormHardwareModules ::= SEQUENCE OF SormHardwareModule

SormHardwareModule ::= SEQUENCE {
module-id Moduleld, —- YHUKANbHbIA HAEHTUOUKATOP AGHHOTO MOAYAR
block-name INTEGER (0 .. 1024), --- Homep 6n0oka KTC
module-name  UTF8String (S1ZE (1 .. 512)), --—- HaumeHoBaHWe MOAYNA
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module-parameters HwParameterGroups --- 3HaYEHue rpynnsl napamertpos KTC

}
HwParameterGroups ::= SEQUENCE OF HwParameterGroup
HwParameterGroup ::= SEQUENCE {

group-name UTF8String (SIZE (1 .. 512)), --- HaumeHoBaHue rpynnbl NapameTpos ana KTC
module-parameters ModuleParameters --- nepeveHb Napamerpos ana KTC

}

SormSoftwareModules ::= SEQUENCE OF SormSoftwareModule

SormSoftwareModule ::= SEQUENCE {

module-id Moduleld, --- YHUKaNbHbIN HAECHTUPMKATOP AGHHOrO MOAYNA

hardware-module-id Moduleld, --- upeHTudukaTop KTC, Ha KOTOpom paboTaT AaHHbLIN 610K moAYyNA
cno

block-name INTEGER (0 .. 1024), -—- Homep 6n0Ka CMNO moayna

module-name UTF8String (SIZE (1..512)), -— HaumeHOBaHME MOAYNR

module-type INTEGER (1 .. 512), --- uaeHTUduMKaTop TMNA MOAYNA

module-parameters ModuleParameters, --- CNUCOK NnapameTpos moayns

sub-modules-list SormSoftwareModules OPTIONAL - cy6moaynu
}

ModuleParameters ::= SEQUENCE OF ModuleParameter

ModuleParameter ::= SEQUENCE {
parameter-name UTF8String (SIZE (1..256)), — HaumeHOBaHue napamerpa
read-only  BOOLEAN, --- KOHTPO/IMPYEMBII NAKM U3MEPAEMBIA NapameTp
parameter-value ParameterValue --- 3HaYeHue napameTpa

}

ParameterValue ::= CHOICE {
string [0] UTF8String (SIZE (1 .. 256)),
integer [1] INTEGER (0 .. 999999999),
boolean [2] BOOLEAN

}

--- YHUKaNbHbLIN uaeHTudmkatop KTC / moayna CNO UC COPM
Moduleld ::= OCTET STRING (SIZE (8))

END

Networkldentifiers.asn

Networkidentifiers DEFINITIONS IMPLICIT TAGS ::=
BEGIN

EXPORTS NetworkPeerinfo,
ProjectionType;

--- uHpopmauua 06 yHacTHUKE COedUHEHNA Nepeaadn AaHHbIX
NetworkPeerInfo ::= SEQUENCE {

ip-address IPAddress, - [P-agpec
ip-port [PPort OPTIONAL ---IP-nopT
}

--- |P-agpec

IPAddress ::= CHOICE {
ipv4 [0] IPV4Address, ---IPv4-agpec
ipv6 [1] IPV6Address -—IPv6-agpec
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}

--- IPv4-agpec
IPV4Address ::= OCTET STRING (SIZE (4))

- IPv6-agpec
IPV6Address ::= OCTET STRING (SIZE (16))

--- IP/UDP/TCP-nopt
IPPort ::= OCTET STRING {SIZE (2)) - nopTt

— TUM NPOEKLUN KOOPAUHAT
ProjectionType ::= ENUMERATED {
wgs84 (0),
utm (1),
sgs85 (2)
}

END

Reports.asn

Reports DEFINITIONS IMPLICIT TAGS .=
BEGIN

EXPORTS reportMessage,
Acknowledgement;

IMPORTS TAGGED,
sorm-message-report
FROM Classification

MessagelD
FROM Sorm

TaskiD
FROM Tasks

DictionaryReport
FROM Dictionaries

PresenseReport
FROM ReportsPresense

AbaonentsORIReport
FROM ReportsAbonentsORI

ConnectionsORIReport
FROM ReportsConnectionsORI;

reportMessage TAGGED ::= {
OID {sorm-message-report}
DATA CHOICE {
report [0] Report, --- TUN coobeHunn "otuet”
ack [1] Acknowledgement -—Tun coobuwenna "noaTsepaeHne"
}
}

- BNOK gaHHbIX coobuiermna tmuna "otyer”
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Report ::= SEQUENCE {
request-id MessagelD, --- aeHTMdMKaATOP 3aNpoca, 3anpPoCUBLUNIA OTUET
task-id TaskID, - WAEHTMUKATOP 3a4a4M, CreHePUPOBaBWeE AaHHbIN oTYeT
total-blocks-number INTEGER, -— obuiee Konuuectso 640K0B B oT4eTe
block-number INTEGER, --- NOPAAKOBLI HOomep TeKyLero 6aoka
report-block ReportDataBlock -— 6a0k AaHHbIX OTYETa

}

ReportDataBlock ::= CHOICE {

dictionary [0] DictionaryReport, --- OTYETbI 33434 NOMNOAHEHVA CNPABOYHUKOB (HOPMATUBHO-CNPABOYHAA
urpopmauma)

presense [6] PresenseReport, --- OTYETbI 33434 NO 3anpocy Haanuma 8 UC COPM nupopmaunn

abonents-ori [8] AbonentsORIReport,  — oOTuYeTbl 3334 NC NPUHAANEKHOCTM aBOHEHTOB OPraKu3aTopos
pacnpocTpaHesus nidopmaumnn

connections-ori [9] ConnectionsORIReport - oT4eTbi 33434 N0 COegMHEHNAM aBOHEHTOB OpraHM3aTopos
pacnpocTpaHeHna nipopmaunm

}

--- NopTsepxaeHne npuéma 610Ka, NepesadTca ¢ HOMEPOM CoobLIeHNA COOTBETCTBYIOWEMY HOMmepyY coobLieHna
6noka otuéra
Acknowledgement ::= SEQUENCE {
successful BOOLEAN, --- NPU3HAK ycnewHoro npvéma 61o0kKa
broken-record INTEGER OPTIONAL, --- HOMep 3anuck 8 oTueTe, o6paboranHoii Ha MY ¢ ownbkoit
error-description UTF8String (SIZE (1 .. 1024)) OPTIONAL --- onuncaHue ownbku Npnéma GAoKa B NPOU3BONLHON
dopme
}

END

ReportsAbonentsORl.asn

ReportsAbonentsORI DEFINITIONS IMPLICIT TAGS ::=
BEGIN

EXPORTS AbonentsORIReport;

IMPORTS TAGGED,
sorm-report-abonent-ori
FROM Classification

DateAndTime
FROM Sorm

TelcolD
FROM Tasks

UseriD,
Userldentifier
FROM IdentifiersORI;

AbonentsORIReport ::= SEQUENCE {
id TAGGED.&id ({AbonentsORIReportVariants}),
data TAGGED.&Data {{AbonentsORIReportVariants}{ @id})

}

AbonentstlReportVariants TAGGED ::= {
reportAbonentORI
}

reportAbonentOR| TAGGED ::= {




OID {sorm-report-abonent-ori}
DATA SEQUENCE OF AbonentsORIRecord

}

AbonentsORIRecord ::= SEQUENCE {
telco-id TelcolD, --- ugerTuduKatop UC OPU, obeaymmsaemblii NTC OPU
user-identifier Userldentifier, --- UAeHTUdUKaTOp NONb30BaTENA
datetime-registered  DateAndTime, --- AaTa U BPeMAa perncrpauun
abonent-info AbonentinfoORI, --- tHGOpMauuA 0 nonb3osatene
abonent-contacts [0] AbonentContactsORI OPTIONAL, --- KOHTaKTHbIEe AaHHbIE NONL30BATENA

im-identifiers [1] SEQUENCE OF AbonentimidentifierORI OPTIONAL, --- naeHTGMKaTOPLI NOAL3OBATENA B APYIUX
CPeACTBax 3/IeKTPOHHOro B3aMMoaeicTaun

datetime-updated [2] DateAndTime OPTIONAL, --- iaTa ¥ spemA 06HOBAEHNA HHPOpMaLnn
datetime-unregistered [3] DateAndTime OPTIONAL, - AaTa ¥ Bpemsa NpeKpaLleHna perncrpauum
contract-date [4] DateAndTime OPTIONAL, --—- BAaTa ¥ Bpems 3aKNt04YeHUA 40roBopa
contract [5] UTF8String (SIZE (1 .. 64)) OPTIONAL, -~ HoMep AoroBopa
additional [6] SEQUENCE OF Additionalinfo OPTIONAL --- AONONHUTENbHaR WHOOPMALMA O
nosb3osarene
}

--- UHHOPMauua o nonvlosarene
AbonentinfoORI ::= SEQUENCE {

nick-name [0] UTF8String (SIZE (1 .. 1024)) OPTIONAL, --- [ICEBAOHUM NO/IL30BATENA
birth-date GeneralizedTime OPTIONAL, — DATa POMAEHUA

address [1]  ReportedAddressORI OPTIONAL, - afipecHble JaHHblie
name-info [2] - ReportedNamelnfoORI OPTIONAL, - ®ON0

passport-info [3] ReportedPassportinfoORI OPTIONAL, --- NacNopPTHbLIE AdHHble

langs [4] SEQUENCE OF UTF8String (SIZE (1 .. 64)) OPTIONAL, -- CMMCOK A3bIKOB, KOTOPbIMU BRaAeeT
nonbL3oBsatenb
relatives [5] SEQUENCE OF UseriD OPTIONAL -— CMUCOK POACTBEHHUKOB NONb30BaTeNA

}

— aApecHbie AaHHble
ReportedAddressORI ::= CHOICE {
struct-info [0] ReportedStructAddressORI,
unstruct-info [1] UTF8String (SIZE (1 .. 1024))
}

ReportedStructAddressORI ::= SEQUENCE {
country [0] UTF8String (SIZE (1 .. 128}) OPTIONAL, --- cTpaHa
region [1] UTF8String (SIZE (1 .. 128)) OPTIONAL, --- ofnactb
city [2]  UTF8String (SIZE (1 .. 128)) OPTIONAL, ---ropoa, NOCenck, fepesHa
street [3] UTF8String (SIZE (1 .. 128)) OPTIONAL, --—yauua
building [4] UTF8String (SIZE (1 .. 128)) OPTIONAL, --- aom, cTpoerue
apartment [5] UTF8String (SIZE (1 .. 128)) OPTIONAL --- kBapTupa, odpuc

}

— U0

ReportedNamelnfoORI ::= CHOICE {
struct-info [0] ReportedStructNamelnfoORI,
unstruct-info {1] UTF8String (SIZE (1 .. 1024))

}

ReportedStructNamelnfoORI ::= SEQUENCE {

given-name [0] UTF8String (SIZE (1 .. 128)) OPTIONAL, -—umsa
initial [1]  UTF8String (SIZE (1 .. 128)) OPTIONAL, --- oT4ecTB8O
family-name {2] UTF8String {SIZE (1 .. 128)) OPTIONAL -— ¢amunusn

}
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--- NAcNOpTHbIE AdHHbIE

ReportedPassportinfoORI ::= CHOICE {
struct-info [0] ReportedStructPassroptinfoORI,
unstruct-info [1] UTF8String(SIZE (1 .. 1024))

}

ReportedStructPassroptinfoOR|l ::= SEQUENCE {
passport-serial [0] UTF8String (SIZE {1..16)) OPTIONAL, --- cepua nacriopTa
passport-number [1] UTF8String (SIZE (1..16)) OPTIONAL - Homep nacnopra
}

—- KOHTaKTHbIE AaHHbIe N0/Nb30BaTeNA
AbonentContactsORI ::= SEQUENCE {
msisdn [0] SEQUENCE OF UTF8String (SIZE (1 .. 64)) OPTIONAL, --- cnucok Homepos TenedpoHa nonb3osarens
email [1] SEQUENCE OF UTF8String (SIZE (1 .. 256)) OPTIONAL -— cnucOK agpecoBs 3N1eKTPOHHOM noyTa
nosb3osarens

}

- UOEHTGUKATOPLI NONL3OBATENA B APYTUX CPEACTBAX INEKTPOHHOIo B3auMOAeHCTBUA
AbonentimidentifierORI ::= SEQUENCE {
service-name UTF8String (SIZE (1 .. 128)), --- HaumeHoBaHKe cepBuca
service-id UTF8String (SIZE (1.. 256)) --- ngeHTuduKaTOP NONL3OBATENA B CEpPBUCE
}
- AONOAHUTENbHAA MHGOPMaLMA O Nonb3osaTene
Additionalinfo ::= SEQUENCE {
title UTF8String (SIZE (1 .. 128)), --- HAaMMeHOBaHWe O AONOSHUTE/NbHBIX CBEAEHUAX
content UTF8String (SIZE (1 .. 4096)) --- cogep:KaHue JONOAHUTENbHLIX CBEAEHUI

}
END

ReportsConnectionsORl.asn
ReportsConnectionsORI DEFINITIONS IMPLICIT TAGS ::=
BEGIN

EXPORTS ConnectionsORIReport,
reportConnectionsDataORI,
reportConnectionsLinkORI,
reportConnectionsAAAORI,
reportConnectionsStreamsContentORI,
reportConnectionsCertORI,
reportConnectionsKeysORI;

IMPORTS TAGGED,
sorm-report-connection-ori-data,
sorm-report-connection-ori-link,
sorm-report-connection-ori-aaa,
sorm-report-connection-ori-streams-content,
sorm-report-connection-ori-cert,
sorm-report-connection-ori-keys
FROM Classification

DateAndTime
FROM Sorm

TelcolD
FROM Tasks

UseriD,
Userldentifier,




UserTechnicalldentifier,
Resourceldentifier,
ORIStream|D

FROM IdentifiersORI

NetworkPeerinfo
FROM Networkidentifiers

Locationinfo
FROM Locations;

ConnectionsORIReport ::= SEQUENCE {
id TAGGED.&id ({ReportedConnectionsORIVariants}),
data TAGGED.&Data ({ReportedConnectionsORIVariants{@id})

}
ReportedConnectionsORIVariants TAGGED ::= {
reportConnectionsDataORI -— cobbiTna MHGOPMaLMOHHOro B3aumoaeicTena nonbsosartenei 8 UC OPU
| reportConnectionsLinkORI --- co6bITHA N06GaBAGHUA/MCKAIOHEHUA CBA3AHHBIX NO/b30BaTenei
| reportConnectionsAAAORI - coBbITUA perncTpaumuy, NPeKpalLeHUs perucTpaumu, asTopusauum, sbixona
13 MHPOPMALIMOHHOIO cepamca
| reportConnectionsStreamsContentORI --- cogep)kumoe u3obpaxKeHWi, 38YKOB, ronocosoit MHdopmaumu, eugeo-

U MHbBIX 2N1EKTPOHHbIX cooBuLeHuit
| reportConnectionsCertORI
| reportConnectionsKeysORI

}

--- ¢o6bITUA MHOOPMALMOHHOTO B3anMOLENCTBUA NoAb3osatenei 8 UC OPU
reportConnectionsDataORI TAGGED ::= {

OID {sorm-report-connection-ori-data}

DATA SEQUENCE OF ConnectionDataORIRecord

}
ConnectionDataORIRecord ::= SEQUENCE {
telco-id TelcolD, - naeHtudukatop UC OPU, obcnykmsaembiit MTC OPU
arrive-datetime DateAndTime, --- AaTa U Bpema noctynnenma nHpopmauun
datetime DateAndTime, --- fara u Bpems
service-id INTEGER (O .. 65535), --- uaeHTUduUKaTOp cepemca (pacwmndposuiBaeTca No
CNPaBOYHUKY)
abonent-identifier Userldentifier, --- UAEHTMMKATOP NOAb3OBaTENA

abonent-technical-identifier SEQUENCE OF UserTechnicalidentifier, --- TexHuyeckue aaHHbie, uaeHTUGUUMPYIOWME
nonv3osarens

event-id INTEGER (0 .. 65535), - TUA coBbbITUA (pacwndposbIBaETCA NO CNPABOMHUKY)
contacts-identifier SEQUENCE OF Userldentifier, --- NAEHTUPUKATOPLI KOHTAKTOB
abonent-location [0] Locationinfo OPTIONAL, --- MECTOMONOXKEHWUE NO/AIb30BaATENA
resource-identifier {1]  Resourceldentifier OPTIONAL, - pecypc
resource-info [2] ResourceMetadatalnfoORI OPTIONAL,  -— TexHuuyeckas nHdopmaumsa o pecypce
owner-identifier [3] Userldentifier OPTIONAL, - naeHTuduKaTop Bragenbua pecypca
message-text [4] UTF8String OPTIONAL, --- TEKCT coobWeHna 6e3 pasmeTku 1 MHOM ciyrebHOoI
KOMMYHUKaLMOHHOM MHPOpMaLUu
payment-id [5] PaymentinfoORI OPTIONAL, -— TeXHUYeCKana MHGopmauua o nnaTexe
stream-id [6] ORIStreamiD OPTIONAL --- nocnegoBaTenbHbli naeHTUOUKaTOP daina
}

ResourceMetadatainfoORI ::= CHOICE {
files-metadata [0] SEQUENCE OF FileMetadata,
stream-metadata [1] StreamMetadata

}
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- TeXHUYecKan uHbopmauma 0 GaitnoBbix JaHHbIX
FileMetadata ::= SEQUENCE {

filename UTF8String {SIZE (1 .. 256)),

filesize INTEGER

}

-—- TeXHWYeCcKaa UHGOPMALMA O NOTOKOBbIX AAHHbIX
StreamMetadata ::= SEQUENCE {
timestamp [0] GeneralizedTime OPTIONAL,
duration [1] INTEGER OPTIONAL,
start-offset [2] INTEGER OPTIONAL,
stop-offset [3] INTEGER OPTIONAL

}

PaymentinfoORI ::= SEQUENCE {
payment-identifier UTF8String (SIZE (1 .. 128)), --- UAECHTUOUKATOP TPAH3aKUMK, CHETA, KOWENLKA U T.A.
payment-service-id INTEGER {0 .. 65535), - MAEHTUOUKATOP NIATE)KHOrO cepBuca {pacluudpoBbIBaeTCcA

110 CNPaBOYHUKY)
payment-info  UTF8String (SIZE (1 .. 4096)) OPTIONAL --- foNOAHUTENLHAA UHGOPMALMA

}

- coBbiTHa 4,06aBNEHNA/MCKIOMEHNA CBA3AHHDIX NOAb30OBaTesIeN
reportConnectionsLinkORI TAGGED ::= {

OID {sorm-report-connection-ari-link}

DATA SEQUENCE OF ConnectionLinkORIRecord

}

ConnectionLinkORIRecord ::= SEQUENCE {
telco-id TelcolD, --- naeHTudukatop UC OPN, obcnykusaembiii NTC OPU
arrive-datetime DateAndTime, --- AaTa ¥ Bpems NocTynneHus nHpopmauuu
datetime DateAndTime, --- AaTta u spems
service-id INTEGER (0 .. 65535), -—- ngentudukatop cepsmca (paciundpoBbIBaeTCA Mo CNPaBOYHMKY)
abonent-id Userldentifier, -— naeHTMPpUKaTOp NONL30BATENA, YCTAaHABANBAIOWLEro CBA3bL
event-id INTEGER (0 .. 65535), ---Tun cobbitna (pacwmndposbiBaeTcA NO CNPaBoMHKKY)
linked-identifier Linkedidentifier --- uAeHTUPUKATOP 06BEKTa, C KOTOPLIM YCTZHOBAEHA CBA3b

}

Linkedidentifier ::= CHOICE {
connected-user-identifier [0] Userldentifier, -— unaeHTudukartop noasaosarena
connected-resource-identifier [1] Resourceldentifier --- pecypc

}

- cobbiTHA perncTpaumm, NPEeKPaLLeHNs PerucTpauuy, aBTopusaumm, Boixoga U3 HHGOPMALMOHHOrO cepBuca
reportConnectionsAAAORI TAGGED ::= {

OID {sorm-report-connection-ori-aaa}

DATA SEQUENCE OF ConnectionAAAORIRecord

}
ConnectionAAAORIRecord ::= SEQUENCE {
telco-id TelcolD, - naextudurarop UC OPW, obcayxusaemsbiii NTC OPYU
arrive-datetime DateAndTime, - [aTa 1 Bpema NocTynAeHna uHpopmauuu
datetime DateAndTime, --- [aTa U Bpems
service-id INTEGER (0 .. 65535), - naeHTudunkaTop cepsuca (pacwndposbiBaeTca No
CMpaBoOYHMKY)
abonent-identifier Userldentifier, --- naeHTduKaTop nonv3osarena

abonent-technical-identifier SEQUENCE OF UserTechnicalldentifier, --- rexHuyeckue gaHHble, naeHTMduumpylowme
nonb3oBarens

event-id INTEGER (0 .. 65535), - TN coBbITMA (PacNPPOBLIBAETCH NO CNPABOUHMKY)

abonent-location [0] Locationinfo OPTIONAL --- M@CTOMONOXKEeHUE NOAb30BaTeNsA




}

- COAEPHUMOE n306paKeHU, 3BYKOB, ron0CcoB0Ii MHPOPMaLIMK, BUAEO- U MHDBIX INEKTPOHHBIX coobuieHni

reportConnectionsStreamsContentORI TAGGED ::= {
OID {sorm-report-connection-ori-streams-content}
DATA ConnectionsStreamsContentORIRecords

}

ConnectionsStreamsContentORIRecords ::= CHOICE {
flow-data [0] SEQUENCE OF ConnectionsStreamsContentORIRecordFlow,
file-data [1] SEQUENCE OF ConnectionsStreamsContentORIRecordFile

}

ConnectionsStreamsContentORIRecordFlow ::= SEQUENCE {

data OCTET STRING (SIZE (1.. 1048576)),  -- coaepskumoe 610Ka

codec UTF8String (SIZE (1 .. 4096)) OPTIONAL, --- onucaHme cnocoba koauposaHua 8 popmare SDP B
cootBercreun RFC 2327

direction StreamsContentORIDirection OPTIONAL --- HanpasAeHUE Nepesayn

}

StreamsContentORIDirection ::= ENUMERATED {
client-server (0),
server-client (1)

}

ConnectionsStreamsContentORIRecordFile ::= OCTET STRING (SIZE (1 .. 1048576))

reportConnectionsCertORl TAGGED ::= {

O!D {sorm-report-connection-ori-cert}

DATA SEQUENCE OF ConnectionCertORIRecord
}

ConnectionCertORIRecord ::= SEQUENCE {
telco-id TelcolD,
arrive-datetime DateAndTime,
datetime-from DateAndTime,
datetime-to  DateAndTime OPTIONAL,
client NetworkPeerinfo,
server NetworkPeerinfo,
client-random  OCTET STRING (SIZE {1 .. 512)),
pre-master-key OCTET STRING (SIZE (1 .. 512)),
server-random [0] OCTET STRING (SIZE {1 .. 512)) OPTIONAL

}

reportConnectionsKeysORI TAGGED ::= {

OID {sorm-report-connection-ori-keys}

DATA SEQUENCE OF ConnectionKeysORIRecord
}

ConnectionKeysORIRecord ::= SEQUENCE {
telco-id TelcolD,

arrive-datetime DateAndTime,
datetime-from DateAndTime,

datetime-to [0} DateAndTime OPTIONAL,
as-server [1] INTEGER OPTIONAL,

as-client [2] INTEGER OPTIONAL,

client NetworkPeerInfo,

server NetworkPeerinfo,

client-random OQCTET STRING (SIZE (1 .. 512)),
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pre-master-key OCTET STRING (SIZE (1 .. 512)),
server-random [0] OCTET STRING {SIZE (1 .. 512)) OPTIONAL,
sni [1] UTF8String (SIZE (1 .. 128)) OPTIONAL,

user-id [2]  UTF8String (SIZE (1 .. 64)) OPTIONAL,
user-login [3] UTF8String (SIZE (1 .. 64)) OPTIONAL,
key-exchange [4] UTF8String (SIZE (1 .. 16)) OPTIONAL,
chipher-suite [S] INTEGER OPTIONAL,

client-region [6] UTF8String (SIZE (1 .. 10)) OPTIONAL,
server-region [7] UTF8String (SIZE (1 .. 10)) OPTIONAL,
service-name [8] UTF8String (SIZE (1 .. 16)) OPTIONAL

}
END
]
ReportsPresense.asn
ReportsPresense DEFINITIONS IMPLICIT TAGS ::=
BEGIN

EXPORTS PresenseReport;

IMPORTS TAGGED,
sorm-report-presense-dictionaries,
sorm-report-presense-abonents-ori,
sorm-report-presense-connections-ori
FROM Classification

FindRange
FROM Sorm

TelcolD
FROM Tasks;

--- OTYET NO 3anpocy Hannuna nHpopmaunmu
PresenseReport ::= SEQUENCE {

id TAGGED.&id ({ReportedPresensesVariants}),

data TAGGED.&Data ({ReportedPresensesVariants{@id})

}
ReportedPresensesVariants TAGGED ::= {

dictionariesPresence  — OTYeT N0 HAAMUKIO MHGOPMALUK NO CNPABOUHMKAM

| abonentsORIPresence  --- OTYeT MO HAAMUMIO MHOOPMALMM MO KHPOPMALMK 1O Nonb3osaTenam OPU u ux
uaeHTUPMKaTOopam

| connectionsORIPresence --- 0T4ET NO HAAMUNIO MHPOPMALUM NO COCAKHEHUAM NONb3oBaTens OPU

}

--- OTYET NO HAIMUUIO MHPOPMALIMN 1O CIPABOYHUKAM.
--- Ecnu Kakoi-nubo u3 cnpasouHnKoB He nybankyerca UC COPM, 3an1ck 0 Hem OTCYTCTBYET
dictionariesPresence TAGGED ::= {
OID {sorm-report-presense-dictionaries}
DATA SEQUENCE OF Dictionarylnfo
}
--- 3aNUCb OTYETA O HAIMUUK CNPABOYHON UHGOPMaLMI
Dictionarylnfo ::= SEQUENCE {

telco-id TelcolD, -— npenTudpurarop UC OPU

dict ObjectDescriptor, -— TUN CNPaBOYHUKA, NO KOTOPOMY eCTb UHPopmauua

count INTEGER (1 .. 4294967295), --- KONMYECTBO 3anMcel B CNPaBOYHUKE

change-dates FindRange - MMHUMA/IbHO® U MAKCUManbHOE 4aTa/Bpema U3MEeHEeHWUA 3anuceil B
CNpaBoOYHUKe

}
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--- OT4ET N0 HaNM4uIo MHGOPMaLMKn NO UHGoPMaLMK No nonblosatenam OPU n nx uaeHTdUKaTopam
abonentsORIPresence TAGGED ::= {

OID {sorm-report-presense-abonents-ori}

DATA SEQUENCE OF AbonentsORIPresenseRecord

}

AbonentsORIiPresenseRecord ::= SEQUENCE {
range FindRange, - UHTEPBa/ BPEMEHMU, Ha KOTOPbLIM MMEIOTCA AaHHble 8 UC OPU
count INTEGER, -— KO/IMUECTBO 3anucen
service-id INTEGER (0 .. 65535) OPTIONAL --- npeHtudukaTop cepsuca

}

--- OTYET NO Hanuuuio MHGopMauun nNo coeamHeHnAM nonv3osarena OPU
connectionsORIPresence TAGGED ::= {

OID {sorm-report-presense-connections-ori}

DATA SEQUENCE OF ConnectionsORIPresenseRecord
}

ConnectionsORIPresenseRecord ::= SEQUENCE {
range FindRange, - UHTEPBa/ BPeMeHU, Ha KOTOPbIN nMeloTcA AaHHble B UC OPU
count INTEGER, —- KO/IMYECTBO 3anuceit
data-type ConnectionsORIPresenseType, -— 8ug, cobbituii 8 UC OPU, nHdpopmauma no kotopbim ecTb 8 UC COPM
service-id INTEGER (0 .. 65535) OPTIONAL --- naeHTMOUKaTOp cepeurca

}

ConnectionsORIPresenseType ::= ENUMERATED {
data (0), ---3anucu 06 MHPOPMaUMOHHOM B3aUMOZelicTBUM noab3osaTenelt B UC OPU

link (1), ---3anucu o0 AoBaBNEHUM/UCKAIOUEHIM CBA3AHHBIX NOMb30BaTENEN

aaa{2), -—-3anucu 0 perncTpaLmu, NPEKPaWEHNUA perncTpaLmMm, asTopmsaumm, sbiIxoaa U3 HGOPMaLMOHHOTO
cepsuca

certs (3),

keys (4)
}
END

RN 0
ReportsUNI.asn

ReportsUNI DEFINITIONS IMPLICIT TAGS ::=
BEGIN

EXPORTS reportMessageUNI;

IMPORTS TAGGED,
sorm-message-report-uni
FROM Classification

ObjectUNI
FROM Tasks

Acknowledgement
FROM Reports

reportConnectionsDataORI,
reportConnectionsLinkORI,
reportConnectionsAAAORI,
reportConnectionsStreamsContentOR!
FROM ReportsConnectionsORI;




reportMessageUN| TAGGED ::= {
OID {sorm-message-report-uni}

DATA CHOICE {
report [0] ReportUNI, -— 11N coobwexns "otuer"
ack [1] Acknowledgement --- TuRt coobuieHus "noareepaexune”
}
}

-- BNOK AaHHbIX coobuieHus Tuna "otver"
ReportUNI ::= SEQUENCE {

object-unis SEQUENCE OF ObjectUNi, --- naeHTudMKaTopsl 06beKTos HabnloAeH!A, NO KOTOPLIM 0TO6PaHDI
AaHHble

report-block ReportBlockUNI -— BNOK AaHHbIX OTHeTa

}

ReportBlockUNI ::= CHOICE {
statistics [0] StatisticsReportedConnections,
content [1] ContentReportBlockUNI

}

StatisticsReportedConnections ::= SEQUENCE {
id TAGGED.&id {{StatisticsReportedConnectionsVariants}),
data TAGGED.&Data ({StatisticsReportedConnectionsVariants}{@id})

}
StatisticsReportedConnectionsVariants TAGGED ::= {
reportConnectionsDataOR! --- coBbITMA MHPOPMaLUMOHHOTO B3aUmoaeicTeua nonssosareneid B NC OPU
| reportConnectionsLinkORI --- c06biTHA f06aBNEHUA/MCKNIOYEHNA CBA3AHHBIX NO/Ib30BaTENEN
| reportConnectionsAAAORI —- cobbiTHA perucTpaumu, NPeKpaweHnsa perucTpauun, asTopusauuy, suixoaa
13 nHOPMaAUUOHHOIO cepsuca

}

ContentReportBlockUNI ::= SEQUENCE {
report-block ContentReportedConnections, --- 610K AaHHLIX OTHeTa
stream-id ORIStreamID, — NAEHTUPMKATOP COAEPHKUMOFO
last-block BOOLEAN - NPU3HAK nocnegHero 6noka

}

ContentReportedConnections ::= SEQUENCE {
id TAGGED.&id {{ContentReportedConnectionsVariants}),
data TAGGED.&Data {{ContentReportedConnectionsVariants{@id})

}
ContentReportedConnectionsVariants TAGGED ::= {
reportConnectionsStreamsContentORl - cogepumoe nsobpameHnd, 38yKos, ronocoson uHopmaunu, suaeo-
¥ MHbIX 3NEKTPOHHBIX COOOWEeHMit
}
END
—

RequestedAbonentsORl.asn

RequestedAbonentsORI DEFINITIONS IMPLICIT TAGS ::=
BEGIN

EXPORTS RequestedAbonentORI;
IMPORTS TAGGED,

sorm-request-abonent-ori
FROM Classification
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UserlD
FROM IdentifiersORI;

RequestedAbonentORI ::= SEQUENCE {
id TAGGED.&id ({RequestedAbonentORIVariants}),
data TAGGED.&Data ({RequestedAbonentORIVariants{@id})

}

RequestedAbonentORIVariants TAGGED = {
requestedORlabonent

}

requestedORIabonent TAGGED ::= {

OID {sorm-request-abonent-ori}

DATA CHOICE {
user-id [0] UserlD, - uAeHTUdUKATOp NoNbL30BaTENA
nick-name [1] UTF8String (SIZE (1 .. 1024)), --- nceBaoHWM Nonv3oBarens
given-name [2] UTF8String (SIZE (1..128)), -—uma
initial [3] UTF8String (SIZE (1 .. 128)), --—-oruectBo
family-name [4] UTF8String (SIZE (1 .. 128)), -— damunua

address [S] RequestedAddressORI, -~ afpecHble AaHHbIe
passport [6] RequestedPassportORl, --- NacNOpPTHbIE AaHHbIE
relatives [7]) UseriD, - UAEHTUPUKATOP POACTBEHHMKA
msisdn [8]  UTF8String (SIZE (1 .. 64)), --- Homep TenedoHa nonb3oBaTens
email [9]  UTF8String (SIZE {1 .. 256)), --- 3N1EKTPOHHAA No4Ta NONb3oBaTENA
im-id [10]  UTF8String (SIZE (1 .. 256)), - naeHTMdUKATOP B CETAX MFHOBEHHOTO 0OmeHa coobuteHnamy
contract {11] UTF8String (SIZE (1 .. 64)) —- HOmep porosopa
}

}

RequestedAddressOR| ::= SEQUENCE {
country [0] UTF8String (SIZE (1 .. 128)) OPTIONAL, ---cTpaHa
region [1] UTF8String (SIZE (1 .. 128)) OPTIONAL, --— obnacTe
city [2]  UTF8String (SIZE (1 .. 128)) OPTIONAL, -— Fopopa, NOCENOK, AEPEBHA, HACENEHHbIN NYHKT
street [3] UTF8String (SIZE (1 .. 128)) OPTIONAL, -—yauua
building [4] UTF8String (SIZE (1 .. 128)) OPTIONAL, --- aom, cTpoeHue
apartment [S] UTF8String (SIZE (1 .. 128)) OPTIONAL  --- ksapTupa, oduc

}

RequestedPassportORI ::= SEQUENCE {
passport-serial [0] UTF8String (SIZE (1 .. 16)) OPTIONAL, --cepwua nacnopra
passport-number [1) UTF8String (SIZE (1 .. 16)} OPTIONAL --- Homep nacnopTa

}

END

RequestedConnectionsORl.asn

RequestedConnectionsOR!I DEFINITIONS IMPLICIT TAGS ::=
BEGIN

EXPORTS RequestedConnectionORlI;

IMPORTS TAGGED,
sorm-request-connection-ori-data-standart,
sorm-request-connection-ori-data-extended,
sorm-request-connection-ori-link,
sorm-request-connection-ori-aaa,
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sorm-request-connection-ori-streams-content,
sorm-request-connection-ori-cert,
sorm-request-connection-ori-keys

FROM Classification

UseriD,
UserTechnicalldentifier,
ResourceName,
ORIStreamID

FROM IdentifiersORI

NetworkPeerinfo
FROM Networkldentifiers

Locationinfo
FROM Locations;

RequestedConnectionORI ::= SEQUENCE {
id TAGGED.&id {{RequestedConnectionORIVariants}),
data TAGGED.&Data ({RequestedConnectionORIVariants{@id})

}
RequestedConnectionORIVariants TAGGED ::= {
requestedORIDataStandart  —- cobbiTus MHGOPMAUMOHHOTO B3aumoaeiicTeus nonb3osaTeneit 8 UC OPU

(6a3osbiii Habop KpuTepues)

| requestedORIDataExtended  --- cobbITUA MHPOPMALMOHHOIO B3aMMOAEMCTBUA Noab3oBaTenel B NC OPU
{pacwmpeHHbI Habop KpuTepues)

| requestedORILink --- cOB6bITMA A06aBNEHUA/MCKNIOHEHUA CBA3AHHbIX NO/b30BaTENeN

| requestedORIAAA --- COObITMA perncTpaumm, NpeKpauLeHUa perucTpaumm, aBTopr3auum, BbIXoaa U3

MHOOPMALIMOHHOTO cepeuca

| requestedORIStreamsContent --- coaepxumoe u3obpaskeHunit, 3ByKOB, ron0coBoN MHPOpMaLuu, BUAEO- U UHBIX
3NEKTPOHHbIX COObLEeHNit

| requestedORICert

| requestedORIKeys
}

--- cobbiTUA HGOPMAUMOHHOTO B3auMOoAeicTBuA nonb3osareneil B UC OPU {6a3o.biit Habop Kputepues)
requestedORIDataStandart TAGGED ::={
OID {sorm-request-connection-ori-data-standart}
DATA CHOICE {
abonent-id [0] UserlD, -— naeHTUPMKaTop NoAb3oBaTeNA
abonent-technical-identifier [1] UserTechnicalldentifier --- TexHuueckne ganHble, uaeHTMPUUMPYIOUME
none3osaTens
}
}

- cobbITUR MHPOPMaUMCHHOro B3aumoaencTena nosnvosatenen 8 UC OPU (pacwmpeHtbii Habop kputepues)
requestedORIDataExtended TAGGED ::= {

OID {sorm-request-connection-ori-data-extended}

DATA CHOICE {

service-id [0] INTEGER {0 .. 65535), --- uaeHTUudUKaTop cepeuca (pacwmndposbiBaeTca no
CNPaBOYHUKY)

abonent-id [1} UserlD, — ungeHtuduxatop aboHeHTa

abonent-technical-identifier [2] UserTechnicalldentifier, -~ TeXHUHECKUE paHHble, UaeHTHdULMpyIouine
aboHeHTa

abonent-location [3] Locationinfo, --- mectononoxexune aboHeHTa

contact-id [4] UseriD, - UACHTUPUKATOP KOHTAKTa

resource-name [5] ResourceName, --- HaumeHoBaHue pecypca

event-id [6] INTEGER (0 .. 65535), --= TUN cOBbITUA (pacwndpoBLIBAETCA NO CNPABOYHUKY)
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owner-id [7] UserlD, - uAeHTmbuKaTop BNajenbua pecypca
message-text [8] UTF8String, --- TeKCT coobuienna 6e3 pasmeTku U MHOW cnyxebHoH
KOMMYHUKALMOHHOK MHOOpMaLum
payment-identifier [9] UTF8String {SIZE (1 .. 128)), - naeHTuduKaTop nnrarexa
payment-info [10] UTF8String (SIZE (1 .. 4096)) --- nnaTexHan MHPopMmauuma
}

}

--- cobbiTvA f06aBNCHNA/MCKAIOHEHUA CBA3AHHDIX fI0Nb30BaTeNel
requestedORILink TAGGED ::= {
OID {sorm-request-connection-ori-link}
DATA CHOICE {
user-id [0] UserlD, -— UAEHTMGUKATOP NoNL30BaTENSA, YCTAHOBMBLLErO CBA3b
connected-user-id [1]  UserID, -~ UAEHTUPUKATOP NONL30BATENA, C KOTOPbLIM YCTaHOBUAK CBA3L
connected-resource-name [2] ResourceName --- HAMMEHOBaHKUe PECYPCa, € KOTOPbIM YCTaHOBWAKN CBA3b

}
}

—- co6bITUA perncTpaumm, NpeKpauLeHns PerucTpaummn, aBTOpu3aumy, Bbixoda us nHGOPMaLUMOHHOTO cepauca
requestedORIAAA TAGGED ::= {
OID {sorm-request-connection-ori-aaa}

DATA CHOICE {
service-id [0] INTEGER {0 .. 65535), -—uaeHTMdUKaTOP cepBuUca {PacundpoBbLIBIETCA NO CPABOYHUKY)
user-id [1) UseriD, -~ WAEHTUPUKATOP NONbL30BaATENA
user-technical-identifier [2] UserTechnicalldentifier, --- TexHnueckue gaHHble, NASHTMOUUMPYIOWME NOAbL3OBATENA
user-location [3} LocationInfo, --- MECTONONOXEHKE NOAb30BaTeNs
event-id [4] INTEGER (0 .. 65535} - TUN coBbITHA (pacndpoBLIBAETCA NO CMPABOYHUKY)

}

}

-— COAEPMUMOE N300paKeHuUM, 3BYKOB, ro/IocCOBOM MHOOPMALMK, BUAEO- U UHbIX INEKTPOHHBIX coobuieHnit
requestedORIStreamsContent TAGGED ::= {

OID {sorm-request-connection-ori-streams-content}

DATA ORIStreamsContentRequest

}

ORIStreamsContentRequest ::= SEQUENCE {
stream-id ORIStreamiD, -~ WAEHTUPUKATOP 3anpalLnBaeMbiX SaHHbIX
duration [1] INTEGER OPTIONAL, -— a/MTeNbHOCTb NOTOKOBbIX A3HHbIX
start-offset [2] INTEGER OPTIONAL, -— HauanbHOe cMelieHne NOTOKOBbLIX AaHHbIX
stop-offset [3] INTEGER OPTIONAL --- KOHEYHOE CMeLLeHUe NOTOKOBLIX A3HHbIX

}

requestedORICert TAGGED ::= {
OID {sorm-request-connection-ori-cert}
DATA CHOICE {
client [0] NetworkPeerInfo,
server {1] NetworkPeerinfo
}
}

requestedORIKeys TAGGED ::= {
OID {sorm-request-connection-ori-keys}
DATA CHOICE {
as-server [0] INTEGER,
as-client [1] INTEGER,
client [2] NetworkPeerinfo,
server [3] NetworkPeerInfo,
sni [4] UTF8String (SIZE (1 .. 128)),
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user-id [5]  UTF8String (SIZE (1 .. 64)),
user-login [6] UTF8String (SIZE (1 .. 64)),
client-region [7] UTF8String (SIZE (1 .. 10)),
server-region [8] UTF8String (SIZE (1 .. 10)),
service-name [9] UTF8String (SIZE (1 .. 16))

}
}
END
0000
Sessions.asn
Sessions DEFINITIONS IMPLICIT TAGS ::=
BEGIN
EXPORTS sessionMessage;
IMPORTS TAGGED,
sorm-message-session
FROM Classification;
sessionMessage TAGGED ::= {
OID {sorm-message-session}
DATA CHOICE {
connect [0] ConnectRequest, --- 3aMPOC Ha OTKPLITUE CECCUU
connect-response [1] ConnectResponse,  --- OTBET Ha 3aNPOC OTKPLITUA CECCUM
adjustment [2) AdjustmentRequest, --- cornacosaHue NoAAEPHNBAEMbIX TUNOB CO CTOPOHLI MY
adjustment-response [3] AdjustmentResponse, --- OTBET Ha 3anNpOC COrNacoBaHUA AAHHbIX
disconnect [4] DisconnectRequest, --—-3anpoc Ha 3aKpbiTUe ceccuum
disconnect-response [5] DisconnectResponse --- OTBET Ha 3aNPOC 3aKPbITUA ceccun
}
}
--- 3aNPOC Ha OTKPLITHE CecCun
ConnectRequest ::= SEQUENCE {
session-timeout INTEGER (60 .. 2592000), --- MakCMMmanbHoOe Bpems HeaKTUBHOCTH
max-data-length INTEGER (10 .. 100000), -~ makcumanbHan annHa 610Ka 0T4eTa (8 CTPOKax)
data-packet-window-size  INTEGER (4 .. 256), —- OKHO KaHana nepegaqv AaHHbLIX MaKCMMaNbHOE YuCAo
610KOB AaHHBIX, KOTOPOEe MOXKeT GbiTb oTApasneHo 6e3 noaTeePKACHUA NpUema
data-load-timeout INTEGER (1 .. 60), --- TalimayT Hauana nepesayn 610K0B OTHETOB
request-response-timeout INTEGER (1 .. 60), --- TAUMayT OTBETA HA 3aNpPocC
data-packet-response-timeout INTEGER (1 .. 60) --- TalimayT noarsepkaeHuA npuema 6,10Ka AaHHbLIX oT4YeTa
}
--- OTBET Ha 3aNPOC CO34aHNA CECCUN
ConnectResponse ::= SEQUENCE {
confirmed-data-packet-window-size INTEGER (4 .. 256), --- NOATBEPHAEHHOS OKHO Nepeaayun SaHHbIX TO
OKHO, KoTopoe moxeT o6ecneunts UC COPM; fo/KHO 6biTb MEHbBLUE MK PaBHO OKHY, NepesaHHomy B
ConnectRequest
confirmed-session-timeout INTEGER (60 .. 2592000), --- NOATBEPHKACHHOE MaKCUMaNbHOe Bpema
HEaKTMBHOCTH; A0/KHO BbITb DonblIEe UK PasHO 3HAYEHMIO, nepegaHHomy B ConnectRequest
confirmed-data-load-timeout INTEGER (1 .. 60), --- NOATBEPKAEHHBIN TalimayT Hayana nepesaun 6A0Ko8
oT4eToB; AomKeH GbiTh 6onblue UM paBeH 3HaYeHUIO, nepeaaHHomy B ConnectRequest
confirmed-request-response-timeout INTEGER (1 .. 60), - NOATBEPKAEHHBIW TaliMayT OTBETa Ha 3anpoc;
AomxeH 6biTb 6onbllie UAM paBeH 3HaYeHNIo, nepeaaHHomy B ConnectRequest
supports SEQUENCE OF ObjectDescriptor -—- Becb cnncok noaaepxusaembsix COPM tMnos 3anpocos,

TMNOB OTYETOB

}
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--- COTNACOBAHME NOALEPKMUBAEMBIX TUNOB CO CTOPOHLI MY
AdjustmentRequest ::= SEQUENCE {

supports SEQUENCE OF ObjectDescriptor --- cnucok noaaepkusaembix [Y TMNOB 3anpocos, TUNOB OTHETOB;
BLaHHbIN CNUCOK A0MKeH BbiTb MeHbLUMM /IM60 paBHbIM cnucky B coobuwennn ConnectRequest

}

--- OTBET Ha 3aMpPOC COrNacoBaKnUA AaHHbIX
AdjustmentResponse ::= NULL

--- 3aNpoC Ha 3aKpbITHE Ceccum
DisconnectRequest ::= NULL

--- OTBET Ha 3aMpPOC 3aKPbITUA CECCHU
DisconnectResponse ::= NULL

END

Sorm.asn

Sorm DEFINITIONS IMPLICIT TAGS ::=
BEGIN

EXPORTS DateAndTime,
FindRange,
MessagelD;

IMPORTS TAGGED
FROM Classification

sessionMessage
FROM Sessions

trapMessage
FROM Traps

taskMessage
FROM Tasks

reportMessage
FROM Reports

managementMessage
FROM Management

unformattedMessage
FROM Unformatted

reportMessageUNI
FROM ReportsUNI;

Version ::= PrintableString
vers Version ::= "3.0.0" -— TeKywana Bepc1a NpoToKoAa

--- O60os04Ka coobuenna COPM
Message ::= SEQUENCE {
version  Version DEFAULT vers, --- Bepcua NPoToKoNa
message-id MessagelD, --- HOMep 3anpoca
message-time DateAndTime, -—- Bpemsa u AaTa 3anpoca
operator-name PrintableString (SIZE {1 .. 128)) OPTIONAL, --- HaumeHOBaHKe onepaTopa ceasn
id TAGGED.&id {{SormPDUs}), --- uAeHTUOUKTOP BNOKA AaHHBIX
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data TAGGED.&Data ({SormPDUsH{ @id}) --- AaHHble 6/0Ka AaHHbIX
}

--- BNOK AaHHbBIX COOBULEeHMA
SormPDUs TAGGED ::= {
sessionMessage --- COOBUEHNA OpPraHn3aLmMmn ceccum
| trapMessage -— cooBuieHna cMrHanos
| taskMessage -~ c000wWeHnA paboTbl € 3a8a4amu
| reportMessage - co0BuieHna paboTbl ¢ OTYETaMU
| managementMessage --- coobuweHNUA KaHana nepegaum moHuropunra (KMmy)
| unformattedMessage --- coobLueHWA KaHana nepeaaun HepopPMaTUPOBaHHbIX AaHHBIX (KNMH®)
| reportMessageUN!  --- coobuienus ¢ 0To6paHHbIMU MO 06BbEKTaM KOHTPONA BAaHHbIMK

}

— Homep coobuweHuna
MessagelD ::= INTEGER (0 .. 4294967295)

— fiaTa u Bpema
DateAndTime ::= UTCTime

--- [lnana3oH noucka
FindRange ::= SEQUENCE {
begin-find [0] DateAndTime OPTIONAL, - Bpema u AaTa Hayana NOVCKa MHbOpMaLu

end-find [1] DateAndTime OPTIONAL --- BpeMA 1 £aTa OKOHY4aHMA NOUCKa UHPOpMaLmu
}
END
R U U —
Sorm743.set.asn

Classification.asn
Dictionaries.asn
IdentifiersORl.asn
Locations.asn
Management.asn
Networkidentifiers.asn
Reports.asn
ReportsAbonentsORt.asn
ReportsConnectionsORl.asn
ReportsPresense.asn
ReportsUNL.asn
RequestedAbonentsOR!.asn
RequestedConnectionsORl.asn
Sessions.asn

Sorm.asn

Tasks.asn
TasksAbonentsORl.asn
TasksConnectionsORl.asn
TasksPresense.asn
TasksUNl.asn

Traps.asn

Unformatted.asn

Tasks.asn

Tasks DEFINITIONS IMPLICIT TAGS ::=
BEGIN

EXPORTS taskMessage,
TaskiD,
TelcolD,
Telcolist,
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ObjectUNI,
LogicalOperation,
CreateTaskResponse;

IMPORTS TAGGED,
sorm-message-task
FROM Classification

FindRange,
MessagelD
FROM Sorm

DictionaryTask
FROM Dictionaries

PresenseTask
FROM TasksPresense

AbonentsORITask
FROM TasksAbonentsORI

ConnectionsORITask
FROM TasksConnectionsORI

UNIControlTaskRequest,
UNIControlTaskResponse
FROM TasksUNI;

taskMessage TAGGED ::= {
OID {sorm-message-task}

DATA CHOICE {
data-ready-request [0] DataReadyRequest, --- 3aMPOC FOTOBHOCTU AaHHbIX
data-ready-response [1] DataReadyResponse, --- OTBET Ha 3aNpoC FOTOBHOCTH AaHHbIX
data-load-request {2] DataloadRequest, --- 3aMNpOC 3arpysKkn JaHHbIX
data-load-response {3} DataloadResponse, -— OTBET Ha 3anpPoc 3arpy3Kn AaHHbIX
data-drop-request [4] DataDropRequest, --- 3aMpoC yaaneHus aHHbIX
data-drop-response {5] DataDropResponse, -— OTBET Ha 3anpoc yaaneHus AaHHbIX
data-interrupt-request [6] DatalinterruptRequest, --- 3aNPOC NPEPbIBAHUA 3arpy3kn AaHHbIX
data-interrupt-response [7]  DatalnterruptResponse,  --- OTBET Ha 3aNPOC NPepbLIBAHWUA 3arPy3KN AAHHbIX
create-task-request [8] CreateTaskRequest, --- 3aNpOC Ha Co3AaHue 3aaa4u no 06paboTke MHPOPMaUUK
create-task-response [9] CreateTaskResponse, -- OTBET Ha 3aNPOC CO3AaHUA 33434M
uni-task-request [12] UNIControlTaskRequest,  -— 3anpoc Ha NOCTaHOBKY/cHATME o6bvekTa HabaoaeHUA Ha
KOHTPONb
uni-task-response [13] UNIControlTaskResponse - OTBET Ha 3anpoC NOCTaHOBKWN/CHATUA 06beKTa
HabnoAeHUA ¢ KOHTpONsA
}

}

--- 3aNPOC rOTOBHOCTU AAaHHbIX
DataReadyRequest ::= NULL

--- OTBET Ha 33npocC roTOBHOCTW A3HHbIX
DataReadyResponse ::= SEQUENCE OF DataReadyTaskRecord

DataReadyTaskRecord ::= SEQUENCE {
task-id TasklD,  --- naeHTHOUKATOP 3aaa4K
result TaskResult -— pe3ynbTaT BbINO/HEHUA 33a4K

}
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TaskResult ::= SEQUENCE {

result TaskStatus,

report-records-number [0] INTEGER (0 .. 999999999999) OPTIONAL, --- 1A BLINOAHEHHON 334344 - KOAUYECTBO
3anuceil B oTyeTe .

report-limit-exeeded [1] BOOLEAN OPTIONAL, -~ KOJIMYECTBO 3aNMUCeit NPEBbICUAO IMMUT,33AaHHbINA
npU CO34aHUK 32834K

error-description  [2] UTF8String (SIZE (1 .. 256)) OPTIONAL --- KpaTKoe onucaHue npousoweawei ownbku, ecan
obHapyxeHa

}

TaskStatus ::= ENUMERATED {
data-not-ready (0), --- AaHHbIe HE FrOTOBbLI, 334a4a €LLe BbINONHAETCA

data-ready (1), --- faHHble eCTb, 334a4a BbINONHEHa

data-not-found (2), --- A@HHbLIX HET, 3a4a4a BbINOAHEHA

error (3) --- B Ipouecce BbiNoONHEHUA 3a4aun nponsowna owmbxa
}

--- 3aNpoC 3arpy3Ku AaHHbIX
DatatoadRequest ::= TaskIiD

—- OTBET Ha 3anpoc 3arpy3ku AaHHbIX
DataloadResponse ::= SEQUENCE {
task-id TaskiD, --- N AEHTUOUKATOP 3a434N, CreHepUpPOoBaBLLEA AaHHbLIW OTYET
data-exists BOOLEAN, - MPU3HAK CYWECTBOBAHWA PE3YNbTaTOB UCMONHEHUA 3a4a4M (eCTb
AaHHbIE UAKn HeT)
data-blocks-number INTEGER (0 .. 999999999999) OPTIONAL, --- KonmuecTso 6A0KOB B oT4eTe
error-description UTF8String (SIZE (1 .. 256)) OPTIONAL -- KpaTKoe onucaHue owubku, ecan obHapyxeHa

}

--- 3aNPOC YAANEHNA SAaHHbIX
DataDropRequest ::= TaskID

--- OTBET Ha 3aNpoC YAaNeHWA AaHHbIX
DataDropResponse ::= SEQUENCE {
task-id TaskiD, --- UAEHTUOUKATOP 3ahaun, AaHHbLIE KOTOPOH BYAYT yaaneHs
successful BOOLEAN, -—- APU3HAK YCNEWHOro BbiNOAIHEHNSA 3anpoca
error-description UTF8String (SIZE (1 .. 256)) OPTIONAL --- KpaTKoe onucaHue ownbKku, ecan obHapyxeHa
}

--- 3aNPOC NPEpbIBAHUA 3arpy3KN JaHHbIX
DatainterruptRequest ::= TaskiD

--- OTBET Ha 3aNpoC NPepbLIBAHNA 3arPy3KM AaHHbIX
DatainterruptResponse ::= SEQUENCE {
request-id MessagelD, -— NAEHTUGUKATOP NPEPBAHHOIO 3aNPOCa 3arpy3ku AaHHbLIX
successful BOOLEAN, --- PU3HAK YCRELWHOro BbINONHEHUA 3anpoca
data-blocks-available INTEGER (0 .. 999995999999) OPTIONAL, -—- KOAM4YECTBO OCTaBILMXCA HEenepesaHHbIMU
6nokos
error-description  UTF8String (SIZE (1 .. 256)) OPTIONAL —- kpaTkoe onucaHue ownbku, ecan obHapyxeHa

}

--- 33NPOC Ha CO3AaHue 3a43a4u no obpaboTke MHGOPMmauuu
CreateTaskRequest ::= SEQUENCE {

telcos [0] TelcolList OPTIONAL, --- cnucok UC OPY (apyrux obenyxusaembix OPU)
range [1] FindRange OPTIONAL, -— BPEeMeHHOI Arana3soH NoucKa
report-limit [2) INTEGER (1 .. 10000000) OPTIONAL, --- OTPaHMYEHKUE Ha MAKCUMA/IbHOE KOMYEeCTBO

803BpalLaembix 3anunceii
task [3] CHOICE {
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dictionary (0]  DictionaryTask, --- 334341 NONO/IHEHUA CNPaBOYHUKOB (HOPMATUBHO-CNPaBOYHaA
nHbopmauma)
presense [6] PresenseTask, --- 33434 NPEAOCTaBAEHNUA CBEAEHUIT O HANUUUMU JaHHbBIX
abonents-ori [7] AbonentsORITask, --- 334,241 NOUCKOB MO NPUHAANEKHOCTH aDOHEHTOB OPraHU3aToOpPOB
pacnpocTpaHeHunsa nHpopmauum
connections-ori {8] ConnectionsORITask --- 3aaa4n NOUCKOB NO CORANHEHUAM aBOHEHTOB OpraHu3aTopoB
pacnpocTpaHeHus nHbopmavuu
}I
find-by-arrive-time BOOLEAN OPTIONAL - PRXUM NIOUCKa MHPOPMaLK (true - No paTe U BPEMEHM
nocrynnenus; false - no gate n spemenn cobblTua; no ymonuaHuio - false)

}

—- OTBET Ha 3anpocC CO34aHMA 3a4a4m
CreateTaskResponse ::= SEQUENCE {

task-id TasklD OPTIONAL, - naeHmMduKaTop 3agaun

successful BOOLEAN, --- IPU3HAK YCNEWHOTo BbiNO/HEHNA 3anpoca

error-description UTF8String (SIZE (1 .. 256)) OPTIONAL --- kpaTkoe onucaHue ownbky, ecnn obHapyxeHa

}

—- naeHTHdUKaTOpP 3a4a4M
TaskID ::= INTEGER (0 .. 4294967295)

—- ngeHTudnkaTop OPU nam KoMMyHUKaLIMOHHOTO UHTEpHeT-cepanca UC OPU
TelcolD ::= INTEGER (0 .. 65535)

--- cnncok UC OPU (apyrux obcayxusaembix OPU)
TelcoList ::= SEQUENCE OF TelcotD

—- uaeHTHodUKaTrop o6bekra Habnwaexun
ObjectUNI ::= INTEGER (0 .. 4294967295)

LogicalOperation ::= ENUMERATED {

operation-open-bracket (0), --- oTKpbiBalOwan ckobka - "("
operation-close-bracket (1), -— 3axpbisarowan ckobxa - ")"
operation-or {2), --- norndeckoe “"nan"
operation-and (3), --- nornyeckoe "n"
operation-not (4) --- Aoruyeckoe "He"
}
END
TasksAbonentsORl.asn
TasksAbonentsORI DEFINITIONS IMPLICIT TAGS ::=
BEGIN

EXPORTS AbonentsORITask;

IMPORTS LogicalOperation
FROM Tasks

RequestedAbonentORlI
FROM RequestedAbonentsORI;

AbonentsORITask ::= CHOICE {
validate-abonents [0] ValidateAbonentsORITask
}

ValidateAbonentsORITask ::= RequestedAbonentORlldentifiers
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RequestedAbonentORItdentifiers ::= SEQUENCE OF RequestedAbonentORIidentifier

RequestedAbonentORIidentifier ::= CHOICE {
separator [0] LogicalOperation,
find-mask [1] RequestedAbonentORI

}

END

TasksConnectionsORl.asn

TasksConnectionsOR| DEFINITIONS IMPLICIT TAGS ::=
BEGIN

EXPORTS ConnectionsORITask;

IMPORTS LogicalOperation
FROM Tasks

RequestedConnectionORI
FROM RequestedConnectionsORI;

ConnectionsORITask ::= CHOICE {
validate-standart {0] ValidateStandartTask, --- UICNONL3YETCA 4/1A 3aNpPOCOB CTAHAAPTHONO KNacca CNOXHOCTH
validate-extended 1) ValidateExtendedTask, --- UCNONL3YETCA ANA PacilMPEHHbIX 33NPOCOB
validate-streams-content [2] ValidateStreamsContentTask, -— MCNONb3yeTCA ANA NONYUEHUA COLEPIKUMOrO
n306paXKeHN i1, 38YKOB, F0A0COBOIK MHGPOPMALMK, BUAEO- 1 MHDIX 3/IEKTPOHHbIX COOBLLeHNI
validate-keys [3] ValidateTaskF1

}

ValidateStandartTask ::= RequestedConnectionidentifiersORI
ValidateExtendedTask ::= RequestedConnectionidentifiersORI
ValidateStreamsContentTask ::= RequestedConnectionORI
ValidateTaskF1 ::= RequestedConnectionldentifiersORI

RequestedConnectionldentifiersORI ::= SEQUENCE OF RequestedConnectionParameterORI
RequestedConnectionParameterORI ::= CHOICE {

separator [0] LogicalOperation,

find-mask [1] RequestedConnectionORI
}

END

TasksPresense.asn

TasksPresense DEFINITIONS IMPLICIT TAGS ::=
BEGIN

EXPORTS PresenseTask;

IMPORTS TAGGED,
sorm-request-presense
FROM Classification;

PresenseTask ::= SEQUENCE {

id TAGGED.&id ({PresenseListVariants}),

data TAGGED.&Data ({PresenselListVariants{@id})}
}




PresenselistVariants TAGGED ::= {presenselnfo}

presenselnfo TAGGED ::={
OID {sorm-request-presense}
DATA RequestPresenseData

}
RequestPresenseData ::= ENUMERATED {
dictionaries (3), --- 3anNpPOC HaAKUYUA CNPABOYHUKOB
abonents-ori (5), --- 3anpoc HaanuKuA uhdopmauyu no nHbopmaunm no nons3osarenam OPU u nx
naeHTuduKaTopam
connections-ori (6) --- 3anpoc Hannuusa nHpopmaunm No coeanHeHuam nosnb3osarens OPU
}
END

TasksUNL.asn

TasksUNI DEFINITIONS IMPLICIT TAGS ::=
BEGIN

EXPORTS UNIControlTaskRequest,
UNIControlTaskResponse;

IMPORTS TAGGED
FROM Classification

UserlD,
UserTechnicalldentifier
FROM IdentifiersORI

Telcolist,
ObjectUNH
FROM Tasks;

UNIControlTaskRequest ::= CHOICE {

create-uni [0] CreateUNIRequest, --- 3anpoc Ha co3gaHne o6bekTa HabRAeHNA N NOCTAHOBKM €ro Ha KOHTPOAL
drop-uni [1] DropUNIRequest - 3anpoc Ha cHATHE 06bEKTA HAabAIOAEHUA € KOHTPOAA U yaaneHne obbekTa

HabnogeHuA

}

UNIControlTaskResponse ::= CHOICE {

create-uni [0] CreateUNIResponse, --- OTBET Ha 3anpoc co3AaHus obbeKTa HabalaeHna 1 NOCTaHOBKK ero Ha

KOHTPOAb

drop-uni [1] DropUNIResponse  -—- OTBeT Ha 3anpoc cHATMA 06beKTa HabM0AEHUA C KOHTPOAA U yAaneHue
ob6bekTa HabawaeHns
}
CreateUNIRequest ::= SEQUENCE {

uni-id  ObjectUNI, --- naeHTndukarop obbekra HabaoaeHus, nepeganHbiin NY

uni-criteria UNIParameterORI, - kputepumn ot6opa a1 o6bekra HabnlogeHns

content-load BOOLEAN, - PEKUM BbIFPY3KU COAEPIKMMOTO (true - cTaTUCTUKA + cogeprkmumoe; false - Tonbko
CTaTUCTHKA)

telcos  Telcolist OPTIONAL --- cniucox MC OPU (apyrux o6cnyxmneaemoix OPH)

}

UNIParameterORI ::= CHOICE {

user-id [0] UseriD, -— uaeHTMOMKATOP NONL3OBATENA B cMCTeme (MmA NoNb3oBaTens)

user-technical-identifier [1] UserTechnicalldentifier,
nonb3oBarens

--- TeXHUYECKKE AaHHbIe, UACHTUUUMPYIOWMe
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resource-name [2] UTF8String (SIZE (1 .. 4096)) --- HaumeHoOBaHUe pecypca
}
CreateUNIResponse ::= SEQUENCE {

uni-successful BOOLEAN, --- MPU3HAK YCMeWHON NOCTaHOBKKU 06beKTa HabloAeHWA Ha
KOHTPOAb

uni-error-description UTF8String (SIZE (1 .. 256)) OPTIONAL - kpaTkoe onucanne ownbkn, ecan obHapykeHa

}

DropUNIRequest ::= ObjectUNI - upeHTMdUKaTOp 06bekTa HabAOACHNA ANA CHATHUA C KOHTPOAA

DropUNIResponse ::= SEQUENCE {
uni-successful BOOLEAN, --- NPU3HAK YCNEWHOro CHATUA 0BbeKTa HabAloAEHNA C KOHTPONA
uni-error-description UTF8String (SIZE (1 .. 256)) OPTIONAL --- KpaTkoe onucaHme ownbku, ecnn oGHapyKeHa

}

END

Traps.asn

Traps DEFINITIONS IMPLICIT TAGS ::=
BEGIN :

EXPORTS trapMessage;

IMPORTS TAGGED,
sorm-message-trap
FROM Classification

MessagelD
FROM Sorm;

trapMessage TAGGED ::= {
OID {sorm-message-trap}
DATA CHOICE {
trap (0] Trap, ---Tvn coobuieHusn "curHan"
trap-ack [1} TrapAck -~ Tnn cooblieHnn "noaTsepxaeHue curHana”

}
}

--- 6n0K AaHHbIX coobLueHua Tuna "curHan”
Trap ::= SEQUENCE {

trap-type TrapType, --- TN coobieHns

trap-message UTF8String (SIZE (1 .. 256)) OPTIONAL, --- onucaHve coobuieHnn

reference-message MessagelD OPTIONAL — Homep coobuieHre K KOTOPOMY OTHOCHTCA AaHHbIA CUTHaN
(Hanpumep Homep COOBLEHNA 3aNPOCHBIUETO OTYET NPH NPEPbIBAKNK Nepeaayn)

}

TrapType ::= ENUMERATED {
heartbeat {0}, --- TECTOBbI% Naker
restart-software (1), — nepesanyck NO
unauthorized-access (2), --- NOMbITKA HECAHKUNMOHUPOBAHHOIO A0CTYyNa
critical-error (3), -—- KpUTHUecKan ownbka M0, noTepa AaHHbIX, AanbHelbas paboTa HeBO3MOKHA
major-error (4), -— cepbesHan owmnbka MO, NoTepa AaHHbIX, HO AanbHelwas paboTa BO3MOXKHA
minor-error {5) --- He3HauuTe/bHaA ownbka MO, AaHHbIE HE NOTepsAHbI, AanbHelkwan paboTa BOSMOXHA

}

—-- 610K AaHHbIX coobweHns TMNa "noaTeepxaeHune curiana” (Homep coobuieHun TrapAck 40/MmKeH COOTBETCTBOBATL
Homepy coobuieHua Trap)
TrapAck ::= NULL




Unformatted.asn

Unformatted DEFINITIONS IMPLICIT TAGS ::=
BEGIN

EXPORTS unformattedMessage;

IMPORTS TAGGED,
sorm-message-unformatted
FROM (Classification

TelcolList
FROM Tasks

Acknowledgement
FROM Reports

ConnectionsORIReport
FROM ReportsConnectionsORI

DateAndTime,
MessagelD
FROM Sorm;

unformattedMessage TAGGED ::= {
OID {sorm-message-unformatted}
DATA CHOICE {
request [0] RawRequest,
response [1] RawResponse,
report [2] RawReport,
report-ack [3] RawAcknowledgement

}
}
RawRequest ::= SEQUENCE {

telcos Telcolist, --- cnucok UC OPU {gpyrux obcnyxnsaemoix OPU)

raw-task RawRequestTask --- 3anpoc nony4eHua HeGopmaTHpPOBaHHbLIX AAHHBIX
}

RawRequestTask ::= CHOICE {
data-types-request [0] DataTypesRequest, --- 3anpoc NPOBepPKU HaANuUA BUAA HepOPMATUPOBaHHDLIX AaHHbIX B NC
COPM
data-start-request [1] DataStartRequest, -—- 3anpoc Ha Hauyano nepeaavn HepopMaTUPOBaHHbIX ABHHbIX
data-stop-request [2] DataStopRequest --- 3anpoc Ha OCTaHOBKY Nepeaa4n HeGopmMaTUPOBaHHDIX S4aHHbIX

}

RawResponse ::= CHOICE {

data-types-response [0] DataTypesResponse, -- OTBET Ha 3anNPOC NPOBEPKMU HANNUKA HePOPMATUPOBAHHDIX BUAA
AanHbix 8 UC COPM

data-start-response [1] DataStartResponse, --- OTeeT Ha 3aNpPoc Havana nepesayn HeGopMmaTMPOBaHHbLIX AZHHLIX

data-stop-response [2] DataStopResponse  --- OTBET Ha 3aNPOC OCTAHOBKKM Nepegayn HeGopPMaTMPOBAHHBIX
AAHHbIX

}

DataTypesRequest ::= RawDataType

DataTypesResponse :;= SEQUENCE {
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successful BOOLEAN, --- NpU3HaK Hanuuus 8 UC COPM 3anpolueHHOro Buaa HegopMaTUPOBaHHbIX SaHHbIX
selected-type RawDataType, -—- BbIGpaHHbBIA BUA AAHKBIX ANA Nepeaayn
time-from DateAndTime, -—- Ha4ano sBpemeHHOro nepuoaa B 6ydepe, HauMHaA ¢ KOTOPOro HaKONAEHb! SaHHbIE
time-to  DateAndTime --- KOHeL, BpemeHHOro nepuoga s 6ydepe, o KOTOPOMY HaKONNEHbI AaHHbIE

}

DataStartRequest ::= SEQUENCE {
time-from DateAndTime, --- Hauas0 BpeMeHHOro nepuoaa 6 bydepe, ¢ KOTOPOro HeO6Xo0AUMO NOAYUNTL AaHHLIE
time-to DateAndTime, --- KOHel BpemMeHHOro nepnoaa s bydepe, ¢ KOTOPOro HeO6XOAUMO NONYUNTL AaHHblE
raw-type RawDataType - TN He$OpPMaTUPOBaAHHDBIX A@HHbLIX Nepesavn

}

DataStartResponse ::= BOOLEAN
DataStopRequest ::= NULL
DataStopResponse ::= BOOLEAN

--- TUNbI AaHHbIX, Nepegasaembix MC COPM

RawDataType ::= ENUMERATED {
data-reports-ori (3), --- 3anucu 0 coeayuHeHnax aGOHEHTOB OPraHM3aToOPOB pacnpocTpaHeHna UHGopmaumu

raw-ori (4) - 3aMUCH O COeauHEeHNAX aBOHEHTOB OPraHM3aToOpPOB PacNpPOCTPAHEHUA HPOpMaUUK B
6uHapHOM Buae
}
RawReport ::= SEQUENCE {

request-id MessagelD, --- uaeHTuduKaTop 3anpoca

stream-id UTF8String (SIZE (1 .. 256)), --- naeHTMOMKATOP NOTOKa B ceccum

total-blocks-number INTEGER (0 .. 999999999999), -~ ofuwee K0aAM4eCcTBO HNOKOB B OTUETE
block-number INTEGER (1 .. 1000000000000), --- NOPAZKOBLI HOMep Texkyuiero 670Ka
report-block RawDataBlock --- 610K A3HHbIX OTYeTa

}

RawDataBlock ::= CHOICE {
reports-ori [3] ConnectionsORIReport,
raw-ori [4] RawBytesBlock

}

RawBytesBlock::= SEQUENCE OF RawBytes
RawBytes ::= OCTET STRING (SIZE (1 .. 4096))
RawAcknowledgement ::= Acknowledgement

END
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ITpunoxenne Ne 5

k TpeGoBanusM Kk obopymoBaHHIO H
IpOTPaMMHO-TEXHUYECKHUM  CPEACTBaM,
HCTIONIB3YEMBIM OpraHU3aToOpoM
pacnpocTpaHeHus HHGOpMalUud B CETH
«VIHTEepHET» B OSKCIUTyaTHPYEMBIX HM

I/IH(I)OpMaIII/IOHHBIX CUCTEMAX, JJIs
IIpOBCACHHSA YIIOJIHOMOYEHHBIMHA
roCcyJapCTBCHHBIMHA opraHamy,
OCYIIECTBJLIIOIIUMH ’ OIepaTuBHO-
PO3BICKHYIO ACATCIIBHOCTD HIIN

obecreuenne 6e3zomacHocTH Poccuiickoi
Qenepauuy, MepONpUATHH B  IEIAX
pean3alii BO3JIOKEHHBIX Ha HHX 3ajad,
yTBEepXKICHHBIM NpUKa3oM MHHHCTEpCTBA
U(POBOro pa3BUTHA, CBA3U M MacCCOBBIX
KoMMyHHKalui Poccutickoit ®enepanun

or __JdI. Lo 2018 Ne 577

TpeGoBanusi, npeAbaBJIsieMble K GQyHKIHOHHPOBAHHIO
KaHaJIa ynpasJieHus knal

1. TITC OPU pmomxkusl obGecrneunBarh mnopkmodenne IIY u obpaborky
MOCTYIMAIOIMIAX 3alpoCOB IO KaHaly KAl B COOTBETCTBHH C IPHUBEACHHBIMU
JuarpaMMaMH COCTOSHHUM IIEpEX0J0B.

2. [Imarpamma cocrosHuii mnepexomoB I[ITC OPM no xmal mnpuBeneHa
Ha cxeMe | HacTOSILEero NpUIOKEeHHS:

1) IITC OPHU mo TCP-mopry knal AOKHBI HAaXOAWTHCS B OXHMIAHUU
BXOIMIIUX COEJUHEHHH; TOCie YCTaHOBJIEHUs coeAuHeHus c¢ IIY nomkHa
BBIMONHATHCA B3auMHas SSL/TLS-ayTentuduxanus;

2) ecmm SSL/TLS-coeguneHHMs 10 KaHajlaM YIpaBlIe€HHs M JaHHBIX
yCcTaHOBJIeHBl, a ceccust He oTkpbiTa, IITC OPU cnexnyer pearupoBaTk TOJIBKO Ha
coobuieHre «3amnpoc Ha OTKPEITHE CECCHW»; MPH IOIBITKE MOCBUIOK KaKHX-THOO
apyrux coobwennd co croponel IIY TIITC OPHM gpomkHBl  pasopsathb
TCP-coenrHeHHs MO KaHATy yIIpaBlIeHU U KaHATy JaHHBIX U [epeBeCTH KaHAIbHBIH
YPOBEHb MOAKIIIOYEHHUS B ICXOIHOE COCTOSHHE;

3) npu TmonydeHHMH COOOWEeHHsA «3ampoc Ha  OTKPBITHE  CECCHM»
ITTC OPHU pomxusel co3gath cnucok mopaepkuBaeMelx [ITTC OPY Tunos 3anpocos,
OTYETOB U CUTHAJIOB (B TOM YHUCJIE U NPeAbLIY X BepCcHUii) U oTocnats ero Ha I1Y;

4) mocne oTChUIKM cmucka moamepxuBaeMbix THIoB [ITC OPU nomxHbI
oxuaare ot IIY cmuicka momnepKMBacMbIX MM 3alpOCOB, OTYETOB M CHIHAJIOB;
cnucok nomaepxuBaeMblx ITY THIOB sBIseTcs IMOJMHOXXECTBOM CIIHCKa THIIOB
B IITC OPH;
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5) mnpu momydenun ot ITY comcka noamepxuBaemeix IIY  3ampocos
IITC OPU pomxuel mociars coobmeHne «OTBET Ha corjlacoBaHHE CITHCKAa

IIOJIEP)KHBAaEMBIX THIIOB» H CO34ATh CECCHIO;

6) mnocie cosganus ceccur knnl ITTC OPU nomxHEI GBITH NEpeBENEHEl B
pexuM oxumaHus kxoMasa oT IIY; mpu NOCTYIUIEHMM KOMaHABI CO CTOPOHBI
ITY IITC OPUY 1o/mKHEI e BBIIOJIHUTE U cOpMHUPOBATh Pe3yNbTaT, KOTOPEIA B BHIE
COOOIIEHHsT «OTBETa» JOJKeH moctynuts Ha [TV

Oxuparnne TCP-
COeAUHEHNA

accept accept, SSL/TLS

handshake
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ayTeHT
v UC COPM
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) 4
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y
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—
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Cxema 1

7) B cayyae c6os B ¢ynkuuonupoanuu IITC OPH, BeI3BaHHOTO
NpUYHHAMH, HEe MPEeIyCMOTPEHHBIMH PEeXHMOM HOPMalbHOro (YHKUHMOHHPOBAHUS
CHCTEMEI, [0 KaHaIy YIpaBJeHUs INOJDKEH IlepefaBaThCs «CUrHam» - «Kpurudeckas
ommbka IO, noreps  HmaHHBIX, JanpHeWmas  paboTra  HEBO3MOXKHA»
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C COOTBETCTBYIOLLUM OIKMCaHHEM IPOOJIEeMBI; BCe 3ala4l, KOTOPEIE ObLIM B MPOLIECCE
BBIITOJIHEHUA, KOrJa Mpou3omes cOol, a Takke JaHHbIC BBIIOJIHEHHBIX 3ajad,
TMIOBPEXXACHHBIE B pe3yJibTaTe IPOMU30ILeIIIero c60s, UMEIOT «IIPHU3HAK Pe3y/bTara
BbimonHeHAs 3azaun» (TaskResult), paBHbii 3HaveHHIO «ommOkay» (error),
C COOTBETCTBYIOLIMM OITHCaHHWEeM IpobieMbl. B ciy4ae, eciu 11 BOCCTaHOBJICHHA
pabotociocobHocTH IITC OPU Tpebyercs mMx mepesarpys3ka, TO IO KaHaly
yhnpaBieHHs CliefiyeT akTuBupoBaTh KomaHnay «lIlepesamyck IIO». Ilpu astom
IITC OPH u I1Y nomxHBI 3aKpBITh BCE OTKPBITHIE HA TEKYIIUH MOMEHT CECCHU,

8) B ciayyae HamMYUA TPU3HAKOB cOO MM OMMUOKKM BBIMOJIHEHMS
koukperHo# 3amaun IITC OPH B pexyMe HOpMaIbHOro (QYHKIHOHHUPOBAHHUSA IIO
KaHAy YOpaBlieHWs MAOJDKHBI mepenaTh mpepeiBaHue «CepbesHas ommbka IO,
noTeps [JaHHBIX, HO JanbHeimas paGoTa BO3MOXHa» C COOTBETCTBYIOILUM
ONUCaHHEM TpPoOIeMbl. Pe3ynbTaT BBINOJHEHHS NaHHON 3aJa4d HMMEET «IIPU3HAK
pesynbTata BbhimosnHeHws 3amaun» (TaskResult), cooTseTcTByIOIMH peXHMY
«omubKa» (error), ¢ OMACAaHMEM MPHYKH cOOs WK OIIUOKY;

9) Ha Kaxislid «curHam», nepenanssiii IITC OPH, ITY nomxeH OTBETHTH
COOOIIEHHEM «IOATBEpXACHHE curHaia» mo knal. OTcyTcTBHE NOATBEPXKACHUS B
tTeueHHe BpeMeHH RequestResponseTimeout, koTopoe 3amaercss NpH OTKPHITHH
CECCHH, CBHJIETEJILCTBYET O IIPEpPBIBAHUN COCIUHEHHS KM aKTHUBUPYET OIEpalivy,
OnmuCaHHBIE B myHKTe 12 mpuioxkeHus Ne 2 K HacTOSIIMM TpeOOBaHUAM;

10) mpu otcyrctBum komaHia IIY B TeueHMe «MaKCHMMAaJbHOIO BpPEMEHH
HeaKTHBHOCTH» (session-timeout, 3agaerca B ConnectRequest) IITC OPU nmomxHsl
HanpaButh Ha ITY «curHam» Heartbeat u oxuaaTe €ro NMOATBEPXKAEHHA COIIACHO
HOAIYHKTY 9 HacTOSIUEro MyHKTa.

2. IIY ¢ 3amaBaeMbIM HHTEPBAJIOM JOJDKEH BBINOJHATH  IIONBITKU
ycranoBnenuss TCP-coegunenus c¢ IITC OPU mo 3amaHHOMy mopTy Knnl.
Jduarpamma cocrosiHail nepexonos ITY no knal mpuBeneHa Ha cXeMe 2 HaCTOSAIIETO
IPUIOKEHHS:

1) IIY pomkeH oOXHIAaTh YCTaHOBIEHHsA coeauHeHus 1o knnl. Ilocme
YCTAHOBJIEHHS COeMHEH s BhINoHsAeTcs B3auMHast SSL/TLS-ayrenTnuKkalys;

2) mnocie ycranonienus TCP-coequHeHns 1o knal ¥ NpoBeaeHNs B3aUMHON
ayrentudukanuu [1TC OPY u ITY no xnal noDKHEI HanpaBUTh KOMaHIy CO3HaHUsA
ceccu (ConnectRequest);

3) IIY pomked oxugarb coobmenns «otBer» ot IITC OPH Ha
OTIIPaBJIEHHYIO KOMaHAy B TeUeHHe BpEeMEHHU «TaiiMayT oTBeTa Ha 3ampocy (request-
response-timeout);

4) ecnm cooblLIeHNe HE MOJy4YeHO B TEUEHHE BPEMEHHU «TalMayT OTBETa Ha
sanpocy, ITY momxeH paszopBate coemuHeHus K IITC OPU mo kmal um xna2
H [TEPEBECTH UX B HaUalbHOE COCTOSIHHE COTTIACHO MOMIYHKTY 1 HacTosIIero myHKTa.
IMepuon 0XUAAHHA COOOILEHHUS «OTBET» HE JOIDKHO 3aBHUCETh OT IpHeMa COOOIIEeH I
«CHUTHAJIOBY», IIOCTYTAIONIUX B 3TOT HHTEPBAJl BPEMEHH,

5) mnpu nomydeHun coobuieHus «OTBeT Ha 3alpoc co3faHMsA ceccuu» [TV
IO/DKEH CO3/1aTh CIHMCOK MoaaepkuBaeMblx IIY THUIOB 3ampocoB, OTYETOB H
curHajioB u otnpasuth ero IITC OPH;
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6) mocne otpaBky coobmeHus «CornacoBaHue NONIEPKUBAEMBIX THIIOB CO
croponsl I1V» IIY momxeH oxuzmath oTBeTa Ha coobmenwe ot IITC OPHU.
IloBenenne ITY mnpu oxupaHuu OTBETA HOJDKHO COOTBETCTBOBATH MOIIYHKTY 4

HacTOAIICTO MYHKTA,

7) BO BpeMs oxupanus coobmerns «orsem» IITC OPU nomkHeI 110CIaTh Ha

ITY coolOueHne «CUTHAI»

(8 Ttom ugucie HeartBeat),

a IIY mnanpaBuTh

«THOATBEPXKICHUEY O NPUHATHH «curHanay (B ToM uucie HeartBeat) u npomomkars
OXKHJAATH COOOIIEHHE «OTBET» Ha OTOCIaHHYIO KOMaHLy;

8) mocne co3manus ceccuu [1Y TOMKEH MOCNAaTh MOCTYNAOIIHE KOMAaHIbI Ha
IITC OPHU u oxuiaTh COOOLIEHH «OTBETOB» Ha HUX COIIACHO IOANYHKTaM 3,4 u 7

HaCTOALICIO IIYHKTA,

accept

Taiimep,

accept, SSU/TLS

handshake

YcraHoBnexve TCP-
coeAuHeHna

cpabarvisaoupin ¢
3ajagasmbiM UHTOPBANOM SSL,TLS
ayreHTnpukamn
Ny u UC COPM
ORHO3HAYNHO
ayTeHTUNLINPOBaHb!
HesoamoxHa aytextrdmkauma My y yT baLpo
u¥iC COPM
Cosganve ceccun
(ConnectRequest)

PaspbiB COeAUHEHNA .
TaimayT BLINONHEHWA KOMaHAL

({resp ) nmbo
WUcreueHus Tpex COrNacosanns
NepMoA0B «CATHana»
Heartbeat n60 owmbka UX/aHue oTeeTa Ha
CO3A3HKe Ceccum CO CIIUCKOM
Talimayy ebinonnenna NOAASPKMBaEMLIX TUNOB NC
xoManab! {response-timeout) COPM

nubo owmnbxa TCP-
COBAMHEHVIA

TCP-CoopnHeNus
Mposepka Hanuuus
KOMaHJ ¥ CUTHanoB

Npuwno
EcTb xomMaHaa coobujeqne
_____ TFI BLINONHOHUA courvamy ] Mocovinka
-
- ~q - ~a NOATBEPKASHHOTO Chucka

AREPHUBACMbIX THTIO!

~——_—— - -

R

OO0paboTka KomaHabl

Mocbinka koMaHAb!
(request)

OxunaaHue oreeTa Ha
cornacosaHme cnucka

ospaﬁo."(a cvrHana OAREPKNBASMbIX TUIOB

Otnpaska
MOATBEPKASHWUA
«curiana»

Oxumpanve pesynotata

Taimayy BbinOnHeH!A “esPonse)
Kxomanabl (request-response-
timeout) unu owwnbka TCP-

COoBANHBHVR

Paspbis coeanHenmns

Cxema 2




9) ecnu npu oxunanuu moctymwieHus B [1Y komann ITTC OPU He noceianu
«curHan» (HeartBeat) B TeueHHe Tpex HHTEPBAIOB «MaKCHMAJIBHOTO BpPEMEHU
HeaKTHBHOCTH» (session-timeout, 3agaercs B ConnectRequest), IIY nomken
pasopsath coepuHenus k IITTC OPY mo xnal u xna2 ¥ mepeBeCcTH MX B HayalbHOE
COCTOSIHHE COTJIACHO IOMITYHKTY 1 HaCTOAIEro IMyHKTAa,

10) mpu mocTymieHMH cooOmeHHs «3anpoc Ha 3aKphITHE CECCHU»
(DisconnectRequest) ITY momken otocnats ero Ha [ITTC OPH, oxupars coobiieHus
«OTBET» COIJIACHO MOAMYHKTaM 3, 4, 7 HacCTOAIIEro IIyHKTa, IIOCIIEC Y€ro pa3opBaTh
coeqHHEHHe IO K2 # KnAl U TepeBecTH UX B HAYaJIbHOE COCTOSHHME COIJIACHO
HOJMYHKTY 1 HacTOsIIEro IyHKTA.
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Ipunoxxenue Ne 6

Kk TpeGoBaHusM Kk oOOpyZOBaHHIO U
MpOrpaMMHO-TEXHUYECKUM  CPEACTBaM,
HCIIONIE3yEeMbIM OpraHU3aToOpOM
pacnpocTpaHeHUsi HHQOpPManMH B CETH
«/lHTEpHET» B OKCIUTyaTHPYEMBIX KM

HH(POPMAIIMOHHBIX CHUCTEMAX, hib)F
IPOBEACHHUSA YIIOJTHOMOYEHHBIMH
roCy1apCTBEHHBIMU OopraHaMy,
OCYIIECTBISIOIIMMHU OIlepaTUBHO-
PO3BICKHYIO JesTeNBHOCTD WU

obecnieyenne Oe3zomacHocTH Poccuiickoi
denepanyy, MEpONPUATHR B  LENAX
peanu3anyy BO3JIOXKEHHBIX Ha HHX 337134,
yTBEpXKISHHBIM NpHKa3oM MHHHCTEPCTBa
X(POBOrO pa3BUTHA, CBA3H H MacCOBEIX

KoMMyHUKauuil Poccutickont ®enepanuu
or L9 70.L078 2018 Ne 577

TpeGoBanus, NpeAbABIAEMbIC
K GYyHKIHOHHPOBAHHIO KaHAJIa JAHHBIX KN/A2

1. TITC OPU nomxkuel obecrmeunBath noakmodenue IIY u o6paborky
HOCTYIAIOIIHX 3allpOCOB IO KaHalLy KIAZ B COOTBETCTBHH € TNPHBEICHHBIMU
JUarpaMMaM¥ COCTOSIHUM NEPEXOA0B.

2. Jnarpamma cocrosiamii mepexomoB IITC OPHM mo xnn2 npuBeneHa
Ha cxeme 1:

1) IITC OPH no TCP-nopTy Kna2 JOIDKHEI OXKHIATh BXOAALIMX COAUHEHUH.
ITocne yCTaHOBIEHHMS COENMHEHWs [OJDKHA BHINONHATBCA B3auMHas SSL/TLS-
ayTeHTHHKALNS;

2) ecnu na IITC OPU 6611 nepenan 3anpoc [TV «3ampoc 3arpysku JaHHBIX»
(DataLoadRequest), IITC OPW nomxHBl IOCIaTh «OTBET Ha 3ampoc 3arpy3KH
naaabix» (DataLoadResponse) mo kanany kil ¥ HagaTh nepefady JaHHBIX OJIOKOB
OTYeTOB MO KIA2 MpH MX Hamuduu. ITY HoKeH IOoNMydaTh GIOKH OTYETOB IO KIA2
10 TIOIyYeHHs «OTBETa Ha 3arpoc 3arpy3ku faHHbIX» (Datal.oadResponse) mo knal;

3) ecnid KOJAMYECTBO [MepelaHHBIX 0€3 IOIYy4YeHHs «IMOATBEPIKACHUS)
O NPHHATHH CEPHU OJIOKOB «OTYETOBY» II0 BCEM 3a/1a49aM, [0 KOTOPBIM BBIMOTHACTCS
3arpyska Ha [TY JaHHBIX, MEHbIIE «OKHA KaHalia [iepefiadd JaHHBIX)» (napameTp data-
packet-window-size B 3ampoce ITY «3anpoc Ha oTkpsITHE ceccun» ConnectRequest),
to IITC OPU [o/mKHBEl BBIIOJNHHUTH IMOJTOTOBKY HOBBIX OJIOKOB OTYETOB IIO
3arpyxaeMeIM 3ajayaM M rocnate ux Ha IIV. Konu4yecTBo HOArOTOBICHHBIX
U TepefaHHbIX 0e3 IOIydYeHUs «IIOATBEPXKICHUA» OIOKOB He JOJKHO MpPEeBHILATh
«pa3Mep OKHa KaHaJla Ilepeladyd JaHHBIX»;
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Cxema 1

4) MaxcuMajbHas 3aJepXKKa IOATBEPXKJECHHA IpueMa OoKa MOaHHBIX CO
croponsl ITY He IO/DKHA IPEBHILIATH NapaMeTp «TaiMayT [OATBEPXAECHHs IpHeMa
0110Ka JaHHbIX oTderay (data-packet-response-timeout), yka3piBacMBbIH IIpY CO3JaHHN
ceccun. Ecnm 3asepkka IOATBEP)KACHUS IpeBBICHIA 3afaHHOE 3HAYEHHE, TO
OCTaBLIMECs Ui mepefadd OJIOKM JaHHBIX HE JOJDKHEBI OTIPABIATECHA, a [10 KaHATy
yIOpaBlieHHs. JOJDKEH IiepenaBatbesi «cHrHam» «Hesnauutensnas ommbka IIO,
IOaHHBIE He IOTepsAHBI, AajbHeHInas paboTa BO3MOXHA» € COOTBETCTBYIOLIMM
onucanueM mpo6iemst. [Ipu 3ToM B mone «reference-message» cOOOIEHNs «CUTHAID
JOJDKEH yKa3bIBaThCsAd HISHTHU(UKATOP cOOOIIeHHs O/IoKa OTYeTa, 10 KOTOPOMY He
NOCTYIHJIO IOATBEP K IECHHE NIPHEMa;
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5) npu monydeHHH «OATBepkAeHHs» Gnoka «ordera» IITC OPH noimkHBI
3amyucarth MHGopManuo 06 omnbouHo npuHATOM ITY 6710Ke M OIKMOOYHBIX 3aMHCSX
B 6JI0Ke B XypHAJI, IIPH 3TOM Mepeaaya nociexyromux 610koB o 3afayve Ha [TV e
nomkHa npepbiBathes. IITC OPU nomkHEl NpeAOCTaBUTE TEXHHIECKOMY NIEPCOHATTY
OPU focTyn K XypHalny ¢ 3anucamMd o0 omuGouHo mpuHATEIX Ha ITY Grnokax
OTYETOB H CpeACTBAa HCIpPaBICHUs OMMOOYHBIX JAHHBIX B  OTYETaXx.
IMonTBepxkaeHHble OJIOKM OOJDKHBI MCKIIOYAThCA H3 «OKHA KaHajla Iepenadu
NaHHBIX» (B «OKHE KaHajla Ilepefadd MOaHHBIX» [JOJDKHBI OCTAThCA TOJIBKO
HETIOATBEPXXIEHHBIE OJIOKH);

6) B cinyuae paspeiBa TCP/IP coemuHeHMs KOAZ IpH  CYLIECTBYIOIIEM
coenuHeHMH Krzal, no kol mommkHO OBITH MepenaHo coobuieHue «HesHauuTenpHas
omubka IIO, pHaHHEle He IOTEpAHBl, JAanbHeiimas paboTra BO3MOXHa»
C COOTBETCTBYIOIIMM OINHCaHWeM Ipobiembl. B ngaHHOM cioy4yae JOJDKHO
NpPONOJDKATBCH  BHINOJIHEHHE YCTaHOBICHHMS COCJMHEHHMs II0 KOAZ2 COIJIacHO
nyHkTy 10 npumoxenus Ne 2 K HacTOSMUM TpeOOBaHMAM;

7) nepenmava OJIOKOB IaHHBIX JODKHA IIPEPHIBATBCH B Cllydae MOIy4eHHA
I1TC OPU 3anpoca ITY «3ampoc IpepeIBaHus 3arpy3KH JaHHBIX».

8) ecnu mo kma2 He NPOU3BOAUTCA Nepenada OJOKOB OTYETOB B TEYEHHE
«MaKCHMAaJIFHOTO BpeMEHHM HEaKTHBHOCTH» (session-timeout IIpH CO3[NaHHM CECCHH
ConnectRequest), IITC OPHU momkuna HanpaButs Ha IIY «curHam» (HeartBeat) u
OXMJATh €ro MOATBEPXKAEHHs COIIaCHO HMOAMYHKTY 9 myHKkTa 1 mpmmoxeHud Ne 5
K HACTOSAIMM TpeOOBaHUSIM.

3. JImarpamma coctosHui nepexomos [1Y no kna2 npusesieHa Ha cXeMe 2.

1) IIY ¢ 3agaBaeMblM HHTEPBAIOM JOJDKEH BBIOJIHATH IIOMBITKH
ycranosnenuss TCP-coenunenus x IITC OPU no saganHomy mopty kma2. IMocrie
YCTaHOBIIEHHUS COeTUHEHUS IOIDKHA BBITNOTHATHCA B3auMHas
SSL/TLS-ayrenTHUKanys;

2) npu noctymwieHud 3anpoca IIY  «3ampoc  3arpyskd  JaHHBIX»
(DataLoadRequest) I1Y pmomkeH oXuiaTh Hadajla I€pelayd NaHHBIX B TeYEeHHE
BpEMEHH «TaliMayT Havana Iepefaun OnokoB otdeToB» (data-load-timeout B
ConnectRequest). Ecnu paHHBIE He IIOCTYNAIOT B TEYEHHE BHIILICOIHMCAHHOIO
nepuona, To IIY JHoJDKeH pasopBaTh cCOoe[MHEHMsA IO KaHamam Knal u Koa2
Y TIEPEBECTH COEMHEHHs B Ha4yaJbHOE COCTOSHHE COrTacHO MOMNMYHKTY 1 myHkra 1
npuaokeHHsA Ne 5 Kk HacToAIUM TpeOOBaHHAM H IOAINYHKTY | HACTOSIIErO IMyHKTa,;

3) npu moctyruieHuu Onoka otdera ITY momkeH NMPOM3BECTH NEKOAUPOBAHHE
HOJIy4€HHOro 0JI0Ka ¥ COXpaHEeHUE JEeKOJUPOBAHHBIX JaHHBIX;

4) B oTBeT Ha nepenaHHbIl 60K AaHHBIX ITY momxeH mocnath coobieHue
«IOATBEpXKAcHHE» TMoNydeHus Onoka ordeta. KoIU4ecTBO II0C/IeIOBATENIBHO
nepenanHeix IITC OPU GnokoB JNaHHBIX Ge3 NMOATBEPXKIAECHHMS CO CTOPOHBI 1TV
onpeeNseTcsl MAapaMeTpoM «pa3Mep OKHAa KaHana Iepeladd JaHHBIX», KOTOPBIH
COTVIaCOBBIBAaeTCA TpH CO3/laHUM ceccud. IlIpu moxTBepkaeHun 6noka ordera ITY
IOMKEH CHTHAJIM3MpoBarTh o0 ommbke AexonupoBaHHs Oioka. B aToM ciydae B
COOOIIEHHH «IIOATBEPXKACHHUE» NpHeMa i OMHOO0YHO NEKOJAUPOBAHHOro Gioka
ITY, B ciydyae BO3MOXHOCTH, CllefyeT yKa3aTh HOMEp 3alMCH B OJOKe, Ha4duHas
¢ KOTOPO#i JIeKOAUPOBaHNE HE YHAIIOCH;
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accept accept, SSL/TLS
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Ycranosnenuwe TCP-
coeanHeHnA

SSL/TLS
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n IC COPM
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«Heartbeat»

- = P =~
" O6paboTka otveta ) repeaaiay _ 7 OBpaborka curnana )
\_ (ReportPDU) Pl =< N «Heartbeat»
S~ - 7 Mposepka Havana S~ -
\ MNepeAaqn 4aHHbIX /)
~ -

e - ——
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(ReportPDU)

Mposepka Hayana
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O6pabotka curnana
«Heartbeat»

WUcteuenue Tainmayta
Havana nepesauu 6nokos
orueros (data-load-timeout)

Aexkopnposarve v
coxpaHeHue 3anucei
Gnoka

Ornpaska
NOATBEPKAEHUA

Mpnwen 6nok oTyeta no «curHana»
nepegave AaHHbIX

Paspeis coenHeHun

MNoaroToeka # nepepava B xkaHan
«AcknowlegmentPDU» no
nosyueHHomy 6noky

Cxema 2

5) ecnmu npm oxuganuk mocrymienus B I1Y 6xoxos oryeros IITC OPU we
noceutain «curram» HeartBeat B TedeHHe TpeX HHTEPBAJIOB «MaKCHMAJbHOTO
BpEMEHH HeaKTHBHOCTHY (session-timeout, 3agaerca B ConnectRequest), IIY nomkeHn
pasopsats coeauHenus k ITTC OPU mo xnal u xna2 u mepeBecTH UX B HaYaJIbHOE
COCTOSIHHE COIJIacHO moAmyHkTy 1 myHkTa 1 mpunoxenus Ne 5 K HacTOAIIHUM
TpeGOBaHUSIM M ITOAMYHKTY 1 IMyHKTa 2 HACTOAIIETO MPHIIOKCHHU.
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[Tpunoxenue Ne 7

Kk TpebopaHusaM Kk 0OOpPyHAOBaHHIO H
IPOrPaMMHO-TEXHUYECKHM  CPEICTBaM,
HCIIOJIB3yEMBIM OpraHn3aTopoM
pacIpocTpaHeHuss HHQOpMAallMKM B CETH
«MaTepHeT» B OKCIUTyaTHPYEMBIX HM

AHGOpMaLIMOHHBIX cucremax, VISt
IPOBEACHHUS YIOJTHOMOYEHHBIMH
roCyJapCTBEHHBIMU opraHamu,
OCYILIECTB/LIOIIMH OIepaTUBHO-
PO3LICKHYIO JIeSATENBHOCTD 17004

obecreuenue OesomacHocTH Poccuiickoin
Qenepanyy, MEpPONPHATHH B  LEJAX
peanu3alliid BO3JOXKCHHBIX Ha HHUX 3ajad,
YTBEPXKICHHBIM IpHKa3oM MHHHCTEpPCTBA
OU(PPOBOro pa3BUTHsA, CBA3M M MAaCCOBBIX
koMMyHHuKanuil Poccutickoii ®enepanuu
or A9 W08 2018 Ne 5 #/

TpeGoBaHus, npeIbABIAseMbIe
K GYHKIMOHHPOBAHHIO KAaHAJA MOHHTOPHHAIa KNA3

1. IITC OPU pomxHel obecrieuuBarhk mnoakmoveHne IIY u ob6paboTky
CIeAYIOMKX nocTymnaomux ot [TY 3ampocos o KaHaTy K3 (KaHal MOHATOPHHIA):

1) 3anpoc Ha monyuenue crpyktypsi IITC OPH u crivicka moayineit IITC OPH
(«GetStructureRequest»);

2) 3ampoc Ha moiyveHne KoHpurypammm wmoxyns IITC  OPU
(«GetModuleConfigRequest»);

3) sampoc Ha  u3MeHeHue KoHourypamuum wmomyma IITC  OPU
(«SetModuleConfigRequest»);

4) 3ampoc Ha  MOJIly4eHUE  COCTOSHHSA momyns  IITC OPU
(«CheckModuleRequest»).

2. Ha xaxamit 3ampoc mo ka3 IITC OPH moinkHel MOCHUIATH OTBET,
comepamipii  pesynbrar  o6pabOTKM  COOTBETCTBYIOLIEro  3ampoca  —
«ManagementResponse».

3. Jmarpammsl cocrosumit mnepexoma IITC OPWU u IIY mo xma3
COOTBETCTBYIOT AMarpamMmam Juis Kmjl, mpeicTaBIeHHBIM Ha cxeme 1 W cxeme 2
npunoxeHus Ne 5 K HaCTOSILIM TpeGOBaHUAM:

1) IITC OPU no TCP-mopry KmA3 MOIKHEI HaXOOWTBCS B COCTOSHHU

OKHIAHHS BXOISIMX coenuHenuit. [Tocne ycranoneHus coequHenus ¢ [TY nomkHa
BBINOMHATHCA B3auMHas SSL/TLS-ayrenTHONKANYS,

2) ecnu SSL/TLS-coeauHeHue Mo Knj3 yCTAHOBJIEHO, & CeCCHsl HE OTKPBITA,
[ITC OPU [omKHEL pearupoBaTh TONBKO Ha coollieHue «3ampoc Ha OTKPBITHE
ceccumy. Co3naHMe CECCHH JOJDKHO OBITh aHAJIOTMYHO IIPUBEICHHOMY B IIOJITYHKTaX
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3-5 nynkra 1 npuioxenns Ne 5 k HacrosmuMm TpeboBanHaM. IIpu mombiTke
IOCBUIOK KaKux-au6o npyrux coobmenuii co croponst ITY IITC OPU pomxHO OGBITH
pazopBano TCP-coeauneHue 1o K3 ¥ KaHaIbHBIA YPOBEHb MOAKIIOYEHUS JOIKEH
OBITH BO3BpallleH B HCXOJAHOE COCTOSHHUE;

3) nocne cosganus ceccur [ITC OPU momxHB! GBITH NEPEBEICHBl B PEXHUM
oxupanaa komang ot I[TY. O6paboTka mocTynaromuX KOMaHA U MOCBUIKA CHIHAJIOB
IOIDKHA TIPOM3BOIOWTECA B COOTBETCTBUM C moAgmyHkTamu 6- 10 mynxra 1
IpriIoKeHHs Ne 5 K HacTosIIMM TpeOOBaHUSM;

4) ITY ¢ 3amaHHBIM HHTEpPBaJOM JIOIDKEH IIOIBITATBCA  YCTAHOBHUTH
TCP-coeaunenns ¢ IITC OPU mo 3amanHomy nopry. llocie ycraHoBieHHA
COEIUHEHHS JIOJXKHA BBIIONIHATECS B3auMHast SSL/TLS-ayreHTHOHKALNUA,

5) ITY nmo kaHaimy KOA3 AODKEH HAIPaBUTh KOMaHAy AJid CO3JaHUA CECCHU
(ConnectRequest);

6) oxugaHWe IONTBEPXKACHUS CO3LAaHHS CECCHH, COIJAaCOBaHHE CITHCKa
NOANEPKMBAEMBEIX THUIIOB, OTIpaBKa KOMaHI, OXHIaHHe OTBETOB M 006paboTka
nony4ernsix ot ITTC OPH curnanos no xna3 JomxHO npousBogutked ITY cornacHo
HOMIYHKTaM 3 — 9 myHkTa 2 npunoxeHus Ne 5 k HacTOSIIMM TpeOOBaHUAM.

4, TITC OPU pomxkuel ofOecneunBath noaydeHue IIY cruepyromeit
uHpopMaIuu o CTpykType u ¢pyHkiuonuposanuu I1TC OPH no sanpocy ITV:

1) o crpykrype u cocraBe IITC OPH, cocraBe U COCTOSHMU MHTEp(EHCOB
p3aumMogeiicteusa [TTC OPH c I1Y;

2) o6 ycraHosmenhom B IITC OPU  obmecucremuom IO
ITTC OPH, nepevHe U COCTOSIHUHU IporpaMMHEIX Mofyiiei B coctase 110 ITTC OPH;

3) o Toukax moaximodenus [ITC OPU x MIC OPU u mHTepdelicax BBOAA
undopmanuu B ITTC OPU.

5. IITC OPU mno 3ampocy IIY JgomkHa MpeJOCTaBHTH CIICHYIOIIYIO
nHbopMauuio B 4acTH cTpykTyphl M cocraBa IITC OPH, cocraBa M COCTOSHHM
uHTepdeiicoB B3aumoaeiicteus [ITC OPU ¢ ITV:

1) mepeyeHb KOMMYTalMOHHOTO H CEPBEPHOro OOOPYNOBaHHUS, CPEACTB
XpaHEHHs IaHHEIX C ero WIeHTH(UKaIMeH;

2) wunenTuduKanMo HTEpdeiicoB nogkodyeHns obopynosanus I1TC OPU
ApPYT K ApyTy,

3) mapaMmeTpsl Ml CcepBepHOro obopynoBaHHA (Ha MOMEHT (OPMHPOBAHUA
3amnpoca [TY):

oOIMii ¥ 3aHATEI 00BEM ONEPATUBHON NaMSATH;

KOJIMYECTBO CETEBBIX HMHTEPPEHcOB ¢ HX HIACHTH(HKALHKEH, TEeKyuUIyIo
Harpysky,

o01Iee KOJTMYECTBO MPOLIECCOPOB, TEKYIIYIO 3arpy3KYy;

o6muil 06beM JUCKOBOIO IPOCTPAHCTBA, 00beM CBOOOAHOIO MMPOCTPAHCTBA,

4) napaMeTphl TEXHUYECKUX CPEACTB XpaHEHHs JaHHBIX:

IiepevyeHs MOAYJeH, COCTAaBIAIOIMX CpPEeICTBa XpaHeHWs IaHHBIX C HX
HAeHTUHKAIUEH;

U1 KQXKIOTO BXOASAIIErO B COCTAaB CPEACTB XpaHEHHs NaHHBIX MOAYA: OOIImiA
00BEM IUCKOBOIO IIPOCTPAHCTBA, 00BbEM CBOOOJHOIO JMCKOBOIO IMPOCTPAHCTBA
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M TeKyllee COCTosHME MoAyas (mratHoe (YHKLHOHHpOBaHME, COOH,
He (QYHKLIMOHHPYET), TEKCTOBYIO pacH(ppoBKy cOosl.

6. ITTC OPH mno 3anpocy ITY nomkHa NpegocTaBUTh TEKYINYI0 HH(GOPMAIIHIO
Ha MOMEHT (OopMHpOBaHus 3amnpoca B yact Todek noakmouenus [ITC OPU x MC
OPU, untepdeticoB BBosa unpopmaimu B ITTC OPH, conepxariyro:
| 1) mepeuyeHb TOYEK MOAKIIFOYEHHUS K CETH CBS3U U TOYEK BBOAA MHGOpMALUK
B [ITC OPH ¢ ux uaeHTHpHKaLMEH;

2) Ui KaXIO# TOYKH IOAKIIIOUEHHS IpeIOCTaBiseT HH(popMaLuio o:

suze nocrynaomux B IITC OPU cBepenuit (0 coeXWHEHUAX abOOHEHTOB,
0 IUIaTexax, 00 aboHeHTaX, HHBIE CBEJICHHA);

COCTOSHMM TOYKH TNOAKTOYeHus (BBoga wuHGpopMaimu)  (IITaTHOE
QyHKIMOHHPOBaHHe, cO0i, He QYHKIMOHUPYET), TEKCTOBYIO pacIu(ppoBKy c0os,;

o6pemMe MH(MOpMAIMH, MTOCTyNarollel B CEKyHAY, B TOM 4YHCIE KOIMYECTBE
3amuceii, ooneme (0aiT);

[IEPHOJIE BpPEMEHH, B TEYeHHEe KOTOPOro Ha TOYKY MOAKIIOYEHHs/BBOJA
nadopmaimu B ITTC OPU He mocTynana uHGopmManms.

7. IITC OPHU mno 3ampocy IIY [omxkHa mperoCTaBUTH CIERYIOLIYIO
undopmanuio B uactH cocraBa obmecucremHoro I1O IITC OPH, ero Tekyuiero
COCTOSIHUSA:

1) nepeuens ycraHoBIeHHOTO obGmecucremuoro 10 u ero uaeHTUGHKALMH;

2) mpegpocrasnenue 1A obmecucreMHoro 1O nndopmanun:

uaentuduxaropa [ITTC OPY, na xoropoM ycranosneHo I10;

HarMeHoBaHue ob1ecucreMuoro [10;

Tekymee  coctosuue IIO  (mraTtHoe — QyHKIHMOHMpOBaHHe,  cOOii,
He QYHKIHOHHUPYET), TEKCTOBYIO pacuIM(poBKy c6os;

3) nepeuens ycranosinenHoro I10 ITTC OPH u ero uneHTH)UKAIMY;

4) mnpengocrasnenue g [10 ITTC OPU undopmanmu:

unentudukaropa [TTC OPY, Ha kotopom yctanosneHo I10;

HasHaueHue (onpenensiercs paspadoraukom I11C OPH);

TeKyIee COCTOSIHHUE (wrratHOE (YHKIMOHHPOBaHUE, cboi,
He (YHKLUHOHHUPYET), TEKCTOBYIO pacliu(ppoBKy cbos;

CIIMCOK KOHTPOJIUPYEMBIX MapaMmeTpoB (ompezensercs pa3paboTIHKOM
ITTC OPN).
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Ipunoxerue Ne 8

K TpeGoBanusaM K o0OOpyHOBaHHIO K
IPOrPaMMHO-TEXHHYECKUM  CpEJICTBaM,
HCIIONIb3yEMBIM OpraHH3aTOpOM
pacnpocTpaHeHHss HHQOpMaldH B CETH
«/HTepHET» B OSKCILUTyaTHPYeMBIX UM

I’IH(bOpMaIII’IOHHBIX CUCTEMAX, pin) |
IIPpOBECACHHA YI10JJHOMOYE€HHBIMH
rocy1apCTBCHHBIMH OopraHaMy,
OCYLICCTB/UIFOIIIUMHA OIICpaTHBHO-
PO3BICKHY1O HCATCIABHOCTD nJin

obecneuenre OesomacHocTH Poccuiickoi
Oepnepanuy, MeEpPONPUATHH B  LEIAX
peanu3aly BO3JIOXKEHHBIX HA HHX 3aj1adq,
YTBEpXKACHHBIM IIpHKa3oM MunucrepcTsa
IIUGPOBOTO pPa3BUTHUSA, CBSA3H M MAacCOBBIX
KoMMyHuKanui Poccuiickoit ®@enepauun
or JL9.00.40%4 2018 Ne §F7

TpeGoBanus, npeAbsiB/IsieMble
K (yHKIHOHHPOBAHHIO KaHaJa He(pOPMATHPOBARHLIX JAHHBIX KN4

1. TITC OPU nomxusl obecrneunBars mnoaxmodenue IIY u obpabotky
IOCTYNAIOLWIKMX 3alpOCOB 110 KaHaty Kna4 (kaHal He(pOpMaTUPOBAHHBIX NaHHEIX).
Knnd4 ssnserca HeoOsA3aTenbHBIM KM JAoDKeH peanusoBbiBathes [ITC OPH mo
cornacoBanwuio c ITY.

2. IITC OPH pomxubl obecrieuuBath npueM u o6pabotky ot IIY nmo kaHary
K4 CIIeQYIOUINX 3allpOCOB:

1) «3anpoc mpoBepku Hamuuus BuOa HedopMaTHPOBaHHBIX AaHHEIX B ITTC
OPW» (DataTypesRequest);

2) «3anpoc Ha Havajo Iiepefilaud  HeQOPMAaTHPOBAHHEIX  JaHHBIX)»
(DataStartRequest);

3) «3ampoc Ha OCTaHOBKY Ilepefiaid He()OPMAaTHPOBAHHBIX JAHHBIX)»
(DataStopRequest).

3. Ha xaxapiit 3anpoc no ka4 IITC OPH momxHs! mocsuiathk oTBeT Ha ITY,
cofiepKalluii pe3yapTaT 06pabOTKH COOTBETCTBYIOLIETO 3aIpoca.

4, IITC OPU u (win) MC OPU pomkHBl HakaljMBaTh HHGOPMAIMIO
¢ HeQOpMAaTHPOBAHHBIMH JaHHEIMH B Oydepe. [lanHsle B Oydepe MTOIKHEBI
YIOPSIOYUBATECA B COOTBETCTBHY C BPEMEHEM HX MOCTYIIIEHHUS.

5. Huarpamma cocrtosHuii mnepexoxoB IITC OPH mno xmnpnd4 mnpuBexeHa
Ha cxeMe | HacTOSHIETO MPHIIOKEHUS:

1) IITC OPH nomkHB OXHAATh ¥ YCTaHABIMBATh COEAHMHEHHE COIIACHO
noanyskTaMm 1 — 2 myukra 3 npuitoxerus Ne 7 K HACTOAIMM TpeGOBaHUAM,
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accept SSL/TLS handshake
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Cxema 1

2) nocne co3ganus ceccuud I[ITC OPU noMKHBI NEPEBOTUTHCS B PeXHM
oxumanus Komaua., OO6paGorka KOMaHI M IIOCBUIKA «CHTHAIOB» JOJDKHA
OCYIIECTBIATECA COIVIaCHO moAmyHkraM 6—10 mynkta 1 npumoxenus Ne S
K HACTOSIIMM TpeOOBaHMSM, 32 HCKIIIOYEHUEM KOMaHJ «3alpoC Ha Ha4allo repenaqyu
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He(OPpMATUPOBAaHHBIX  JTAHHBIXY, «3allpoC ~ Ha  OCTaHOBKY  IlepenavH
HedopMaTHpoBaHHEIX JaHHBIX» (DataStartRequest/ DataStopRequest);

3) npu npreMe KOMaHZIB! «3apoc Ha Hadajlo nepefadd HeopMaTHpPOBaHHEIX
npadueix» ITTC OPH, Haxomsachs B pexuMe OXKUAaHHUsS KOMaHA, JOJDKHBI HaNpaBJIATh
«OTBET Ha 3aIpoC Havajla mepejaddl He(OPMaTHPOBAHHBIX NAHHBIX» U NEPEeBeCTH
KaHaj K4 B peXXKuM Iepeiadyd JaHHBIX, IIPH 3TOM J0JDKHA IIPOU3BOIUTECS Mepenayda
J@HHEBIX TOTO THIIA, KOTOPBIH yKa3aH B KOMaHJIE 3arpoca,

4) mpru  TpueMe  KOMaHIBl  «3allpoC  Ha  OCTaHOBKY  INepeaaqu
HedopmarupoBaHHbix JaHHEIX» [TTC OPH, Haxo4ich B pexxuMe OXHIAHHSA KOMaHI,
JIOJDKHBI HATPABJIATh «OTBET HA 3allpoc OCTaHOBKHU Nepenadd HedopMaTHPOBaHHBIX
JAHHBIX» C OTPHLATEILHBIM Pe3yIbTaToOM;

5) B pexume mepejayd MJaHHBIX IIOCBUIKA OIOKOB OTYETOB M HX
NOATBEPXIEHHE IOJDKHBI IIPOU3BOAUTHCSA COINACHO MOAMYHKTaM 3, 5 M 8 IyHKTa 2
npriaoxeHust Ne 6 K HacTOSIIUM TpeGOBaHHSM;

6) MakcuMallbHas 3aJep)KKa MOATBEpXJEHUA InpueMa OnoKka ITaHHBIX CO
cropous! ITY He momkHA TpeBBIIATh NapaMeTp «TaiMayT MOATBEP)KACHUS MpHeMa
6110Ka naHHBIX oTtderay (data-packet-response-timeout), yka3piBaeMblii IIpH CO3MaHUN
ceccui. Eciu 3ajepxka INOATBEPKACHHWA IIPEBBICH/IA 3aJaHHOe 3HA4YeHHe, TO
OCTaBLIHECS A Tepedadd OJIOKM OAHHBIX HE JOJDKHBI OTIPABIATHCHA, IIPH 9TOM
I[ITC OPY pomxHBl pa3opBaTh COeAWHEHHe MO Kna4 U IepeBecTH Kuad
B U3HAYalIbHOE COCTOSHHE;

7) nepenaya HeOpMaTHPOBAaHHBIX AAHHBEIX COOTBETCTBYIOIIErO THIA JODKHA
IPOM3BOAMTECA U3 Oydepa Kna4 COrmacHO NOAMYHKTY 3 myHKTa 1 mpuioxenus Ne 5
K HaCTOALIUM TpeOOBaHUM;

8) mpu npumeMe  KOMaHABl  «3alpoc  Ha  OCTAHOBKY  Mepelayvu
HedopmarupoBanHbix AaHHBIX» [ITC OPH, Haxoliace B pexXuMe mepefavu JaHHBIX,
JIOJDKHEI HANpaBlIsATh «OTBET Ha 3allpOC OCTAHOBKM Iepejadu HepopMaTHPOBAHHBIX
IOAHHBIX», 3aBEPIUUTH IOCBUIKY OJIOKOB JaHHBIX M NEPEHTH B PEXHUM OXHIAHUA
KOMaHJ;

9) npu npueMe KOMaHIBI «3alpoc Ha Ha4aJo nepefadd HeopMaTUpOBaHHBIX
naHHeIX» TITC OPH, Haxozsich B pexuMe Nepeaady JaHHBIX, NOJDKHBI HalpaBJIAThH
«OTBET Ha 3ampoc Havyaja IepeJadd  HeOpPMAaTHPOBAaHHBIX  HAHHBIX)»
C OTpHLATENBHEIM pe3ysibTaToM. [Ipu 3TOM nepenaya HeopMaTHPOBAHHBIX AaHHBIX
HE J0JDKHA IIPEeKpamaThes;

10) ucxomHbIe JaHHBIE O COEAUHEHUSX B BHJE HEPOPMAaTHPOBAHHEIX JNaHHBIX
JOJDKHEI 3aIIUCHIBAThCS B Oydiep HE3aBUCHMO OT TEKYIIEero pexuMa paboTel KaHaja
ka4 ITTC OPH;

11) ecnn KOMaHJa «3ampoc Ha OCTaHOBKY Mepefaud HedpopMaTHPOBaHHBIX
IaHHBIX» NOCTYIIMJIa B MOMEHT mepepadd u3 Oydepa (aHioBBIX MaHHBIX, TO
nepefaBaeMbiii Gaii JOJKEH COXpaHAThCA B Oydepe M OBITH JOCTYIHBIM NS
nepefnayd  [ocie IMOCBUIKM  KOMaHJBl  «3alpoC Ha  Hayalo  Nepenadu
He(hOpPMATHPOBAHHBIX JaHHBIX» C Y4ETOM OTPaHHYEHM 110 [UTHTEbHOCTH XpaHEeHH,
COIIaCHO MOANYHKTY 3 myHKTa | npunoxeHus Ne 5 k HaCTOALIMM TPEOOBAHHUAM.

6. JlnarpamMa cocrosHmii nepexomoB IIY mo kma4 mpexncrapneHa
Ha cxeMme 2:
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Yeranosnewne TCP-
coeauHeHusa

HeBOIMOXHA YTEHTHDWKS

P

accept, SSL/TLS MY n UC COPM oaHO3HauHO
handshake ayTeHTUULIMpOoBaHbI

SSUTLS Cozpanue ceccun
ayreHTudukaLma (ConnectRequest)

TARAMAYT BLINONHOHUA KOMBHALE
i nnbo Gt Unmaanne oreeta Ha
COrNacOBAHNA C COCCHUIt CO CINCKOM

no:AepmaaeMux Thnos UC
COPM
Paspbis coearHenuna

TanmayT BuinONHeHNA
komaHae: (response-timeout) v

nWGo ownbia TCP-
Nocsunka
MOATBOPKAGHHOMO CINCKa
OAAEPHNBAGMBIX TUNO)

COEAMHEHNS
Y

Taimep,
cpatavhisaowmic ¢
324ABASMbIM UHTOPBANOM

Wctreuenue Tpex

NEPUOA0B ecHrHana»

Heartbeat nuGo
owubxa TCP-

COBANHBHUA
Mposepka Hanuuus
KOME8HA ¥ «CUrHANoB»

Coobuwerne
«ReportPDUx CurHan OxmaaHne oteeTa Ha
= - -—— - - cornacosaHme crnucka
, ,OﬁpaﬁoTKa omera ™ Komasaa AnA i >~ OAAGPHKNBAGMBIX TUTOB
{ sunomeRMANL L L { aboTka curHana
. (ReportPDU) ) - - O6p )
~ - s ~ ~ -7
—~— - - ——
————— { O6paboTka komaHabl ) ————
\
~ -~ — - s

-

Ortnpaexa
NOATBEPKASHUA
«curHana»

flexoavupoBakne u
coXpaHeHue 3anucei
Groxa

MoaroToeka v nepeaava 8 kaHan
«AcknowlegmentPDU» no
NONYYOHHOMY SNOKY

Tahmayr asinonHenns
KOMBHAS! (request-response-
timeout) nnu ownbxa TCP-
COBAVHEHUA

Cxema 2

1) IIY ¢ 3agaBaeMbIM HHTEPBAJIOM JOJDKCH  BBINOJHATH  IONBITKH
ycraHoBieHus TCP-coemunenms c¢ IITC OPUM mo 3amanHoMy mopty. Ilocie
YCTaHOBIICHUS COCIUHEHHS JOIDKHA BBITIONHATHCS B3aUMHas
SSL/TLS-ayrenTHduKaLus;

2) TIV no xna4 HanpasiseT koMaHAy co3manus ceccuu (ConnectRequest);

3) oxuaaHHe IOATBEPXKIEHUSA CO3JaHUsA CECCHM, COIJIaCOBaHHE CIIMCKA
NOANEPXXMBAEMBIX THIIOB, OTIpaBKa KOMaH], OXHJAaHWE OTBETOB M 06paboTka
nonyueHHslx ot IITC OPU curnamoB mno kxna4 mnpoumssoaurcss IIY cormacHo
HOANYHKTaM 3 - 9 myukra 2 mpwioxeHus Ne 5 k HacrosummMm TpeOoBaHMAM, 3a
HCKITIOYEHHEM KOMaH]I «3alpoC Ha Hayalo nepeaayy HeopMaTHPOBAaHHBIX JaHHBIX»
M «3a0poc Ha  OCTaHOBKY Iepefaddl  He(QOpMaTHPOBAHHBIX  JaHHBIX»
(DataStartRequest/ DataStopRequest);
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4) mpH IMOCBUIKE KOMaHJ «3allpoc Ha Havyalo nepefadd HeopMaTHPOBaHHBIX
NaHHBIX» M «3alPOC Ha OCTAaHOBKY mepexadyd HehOpMaTHPOBAHHBIX NaHHBIX» ITY
noJpKeH oxwuiarh pesynbrara (DataStartResponse) cormacHo moAmyHKTam 3 —4
IyHKTa 2 TpWIoKeHHS Ne 5 K HacTosAIMM TpeOGOoBaHWAM, IOCHE Yero JOJDKEH
IIEPEBOIUTH KaHaJI KN4 B peXXUM Iepeiaud JaHHBIX;

5) B pexume nmnepenaud JaHHeIX [IY JOMKEH TMpPOM3BOAMTE IIPHEM,
JIeKOAUPOBAaHUE M IOATBEPXKICHHE NMpHeMa NAaHHBIX COIVIACHO TOANYHKTaM 2 —4
IyHKTa 2 mpuioxeHns Ne 5 K HacTOSAIUM TpeOOBaHUAM;

6) mpu  TpHeMe  KOMaHJBl  «3apoc Ha  OCTAHOBKY  Mepenayu
HedopmarupoBaHHEIX JaHHBIX» (DataStopRequest) IIY, Haxomsce B pexume
Iepefiavd JaHHEBIX, JOJDKCH 3aBEepLIMTH IpHeM OJIOKOB NaHHBIX M IEPEHTH B PEXHM
nepeayy KOMaH,.




