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ITPUKA3

24 wmoaa 2018 roma MockBa Ne 366

MBHHCTEPCTBO IOCTHLHH POCCHACKOH GEAEPALAY
O HauuonaneHOM KOOpAUHAaIITHOHHOM

LIEHTpE 110 KOMITHIOTEPHBIM HHIMIECHTaM SAPETHCTPHPOBAHO
Perucrpangonnbii N ) A /L

o B gt i

B cooTBeTcTBMM ¢ 4YacTBIO 4 CTaTbd 5 W IMYHKTOM 2 HYacTu 4 cTaThd 6

MenepansHoro 3axkona ot 26 wmrons 2017 r. Ne 187-03 «O 6esoracHOCTH

KpUTHYECKOH HHGOPMAaLMOHHOH HHPpacTpyKTyphl Poccuiickoi denepapn»’

IIPUKA3BIBAIO:

1. Co3nates HarpoHaNbHBIH KOOPAWHAIMOHHBIA LIEHTP 1O KOMIBIOTEPHBIM
UHLUICHTaM.
2. YTBEpAUTH IpHUiiaracMoe [Tonoxenue 0 HauwmonainsHoM

KOOPAVHALIMOHHOM LEHTPE 10 KOMIIBIOTEPHBIM HHIHACHTAM.

liHPeKTOP ﬁ/ A.BopTHHKOB

! CoGpanwe 3axonoparensetna Poccuiickoit degeparun, 2017, Ne 31 (4. I), ct. 4736.




ITpunoxenue

k npuxa3zy ®Cb Poccun
or 24 wona 2018 r.
Ne 366

ITonoxeuue
o HanroHansHOM KOOpAMHALIMOHHOM LIEHTpe
10 KOMITBIOTEPHBIM MHIIMAEHTAM

1. HauuvoHanbHBIM KOOPAWHALMOHHBIH UEHTP [0  KOMIIBIOTEPHBIM
pHiuaeHntam  (manee — HKIIKUM) sBnsgercs CcOCTaBHOM  4acThlO  CHIIL,
npeqHa3sHAa4YeHHbIX Ui OOHapyXeHWs, MpedyNpexIeHuss ¢ JIUKBUAALMHU
NOCNEACTBUN KOMIBIOTEPHBIX 4aTaK M pearupoBaHWs Ha KOMIIBIOTEPHBIE
MHIUIEHTHI .

2. HKULKWHW B cBoeil neATeNbHOCTH PYKOBOJACTBYETCS 3aKOHOIATENbCTBOM
Poccuiickoit ®denepanum, BEZIOMCTBEHHBIMH (MeXBeAOMCTBEHHBIMH )
HOPMAaTHBHBIMH IPaBOBBIMH aKTaMH, B TOM dHHciae HactosumMm llosmoxxenuem,
a TaK)Xe MeXIyHapoAHbIMH Jorosopamu Poccuiickod ®enepanu.

3. 3apaueit HKIIKHM sBnsercs obecriedeHre KOOpAWHALMY JEATEIbHOCTH
CYOBEKTOB KPUTUYECKOM UHGOPMaLIMOHHO! HHPPACTPYKTYpPHI
Poccuiickoti ~ @epepanmu  (manee  —  KpUTHYecKas  HMHGpOpMaLUOHHAas
HHPPACTPYKTypa) IO BOINpocaM OOHapyXeHHs, NPEeRyNPEXACHUS U JIMKBUAALUU
NOCHEeCTBUH KOMIIBIOTEPHBIX aTaK W peardpoBaHUi Ha KOMIIBIOTEPHBIE
HUHIUICHTEIL.

4, B mensx BBIIOJHEHHUA IpeaycMOTpeHHoH HacrosmuM IlonoxeHnem
3anaud HKIIKHY ocymiecTBnseT crienyomue QyHKIMH:

4.1. KoopauHupyeT MEpONpHUATHA [0 pearipOBaHUIO Ha KOMITBIOTEPHBIE

HWHIUIACHTHI B HEIIOCPEACTBCHHO YYACTBYET B TAKHX MEPOIIPUATHUAX.

' Tlynxr 2 wacTu 2 cratu 5 DenepalbHOro 3akoHa oT 26 mona 2017 . Ne 187-®3 «O 6e3omacHOCTH
KputHyeckoii HHGopManKMOHHOMK HHppacTpYKTYphl Poccuiickoit dexepaunmy.
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4.2. Opranusyer U ocymecTBiIseT 00MeH HHPopMaLUeil 0 KOMITBIOTEPHBIX
HHLAIEHTaX MeXay cyObeKTaMu KPUTHYECKOH HHGOPMaILIHOHHOM
HHQPACTPYKTYphl, a Taloke MeXAY CyObeKTaMH KPUTHYECKOH HH(POPMALHMOHHON
HHQPacCTPYKTypbl U YIOJIHOMOYEHHBIMH OpraHaMH HHOCTPaHHBIX T[OCYIapCTB,
MemyHapoz[HHMH, MeXIyHapOoJIHBIMH HEeTIpaBUTELCTBEHHBIMHA OPTaHU3ALUSAMH U
HMHOCTPaHHBIMHM OpTaHU3allMsSMH, OCYLIECTBIAIONINMU AEATENILHOCTh B 00JIacTH
pearupoBaHHs HAa KOMITBIOTEPHbIE HMHUUACHTH, B TOM 4YHCIIE MOCPEACTBOM
UCIONBb30BaHus TexHU4eckoi mHpacTpykrypsl HKIIKU, npennasHaueHHo# mis
OTIIPaBKH, MOTy4eHUsA, 00paboTKy U XpaHEHHS YBeJOMJIEHH U 3aIIpOCOB B paMKax
HH(OPMAIIHOHHOTO B3aUMOJIeHCTBUSA c cyObekTaMu KPUTHYECKOi
MHQOPMaLMOHHOW WHQPaCTPYKTyphl, a TakXe C HHBIMH He SBISIOLMIMMHUCS
cyObekTaMH KpHUTHYeCKOH HHGOpPMalMOHHON HHQPACTPyKTypsl OpraHaMu
W OpraHu3alysiIMH, B TOM 4YHCI€ HHOCTPAaHHBIMH U MEXIYHapOIHBIMH
(nanee — rexunueckas uHdpactpykxrypa HKIIKH).

4.3. OcymecTBIseT METOAUYECKOE oOecredeHre AeITeNbHOCTH CyOheKTOB
KPUTHYEeCKOH HH(GOPMALMOHHON HHQPAcCTPYKTYphl IO BOIIpPOcCaM OOHapyXeHH,
NpeAynpexaeHuss W  JUKBUAALMN  TOCHEACTBHIA  KOMIIBIOTEPHBIX  aTak
M pearupoBaHUs Ha KOMITBIOTEPHbIE HHIHUICHTHI.

44. VYyactByer B OOHapyXeHHH, NpeAyNpeXTEHUH U JIMKBHIALHH
NOCJIE/ICTBHI KOMITBIOTEPHBIX aTak.

4.5. ObecnedynBaeT CBOEBPEMEHHOE JJOBEIEHHE 10 CYObEKTOB KPUTHUECKOM
HHOOPMalLMOHHON HHGPacTPyKTypsl HH(POpMallMM O CpeAcTBaX M crmocobax
NPOBEACHUsA KOMIBIOTEPHBIX aTaKk M O MeToAax HuX IpeaylpexIcHus
1 0OHapy KeHusl.

4.6. OcymectBusier cb6op, XpaHeHHe H  aHauuW3 HHGOpPMaLUHU
O KOMIBIOTEPHBIX HHIHUIEHTaX M KOMIIBIOTEPHBIX aTaKaX, a TaKkKe aHaju3
3Q(EKTUBHOCTH  MEpONPHATHIH 1O  OOHApYXKEHHI0,  IMPEeAYIPEIKIACHUIO
M JIMKBUAALMM [OCJAEACTBUH KOMIIBIOTEpHBIX aTak H  pPearHpoOBaHHIO

Ha KOMIIBIOTCPHBIC HHIIUICHTHI.
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4.7. OcymecTBiseT 3KCIUTyaTalldlo, ofecrieueHrne (¢YHKIMOHHPOBAHUSA
1 pa3BuTHe TexHHUYecKoi nHppacTpykTypsl HKIIKH.

4.8. Opranmsyer HOJIyYeHHe nH(popMaluy, NpEeJCTaBIAEMOM
B  COOTBETCTBUM C  3aKoHoZaTenbCTBOM  Poccuiickoit ~ ®depepaunu
B TOCYJapCTBEHHYIO CHUCTeMY OOHapy>XeHHs, NpeAyNpexIeHHs U JHUKBHIALHU
IIOCNEACTBUA  KOMIBIOTEPHBIX  arak Ha  MHQPOpPMallUOHHBIE  pecypchl
Poccuiickoii  ®epepauym  cyObeKTaMHM  KPUTHYECKOH  HMHGPOpPMaLUOHHOU
UHQPaCTpYKTypsl H  (QenepaibHbIM OpPraHoM  HCIIOJIHUTENIBHOW  BJIACTH,
YIIOJHOMOYEHHBIM B obnactu obecrieueHuss 6e€30MacHOCTH  KPHTHUYECKOMN
MHQOPMaLUMOHHON HHQPACTPYKTyphl, a TakXe HH()OPMALUH, KOTOpas MOXKET
NPEACTaBNATECA MHBIMH He  SABIAIOIIUMHUCA CyOBeKTaMH  KPHUTHYECKOH
MH(POpMALIMOHHOH HMHQPACTPYKTYphl OpraHaMH M OpPTaHW3alMsAMH, B TOM YHCIE
MHOCTPAHHBIMHU ¥ MEXIYHApPOJHBIMU.

4.9. Omnpegenser HeEOOXOAMMBIE MJii OpraHU3allMM  B3aUMOIAEHCTBUA
dopmaThl mpencraBieHUs HHPOpPMAMM O KOMOBIOTEPHBIX HHLUAEHTAX
B FOCYJapCTBEHHYIO CHUCTeMY OOHapy>XeHHs, NpeIylpexIeHUS U JIUKBUIALUU
NOCNEACTBMA  KOMIBIOTEPHBIX aTak Ha  MH(QOPMAlLMOHHBIE  Pecypchl
Poccuiickoii ®enepauvu ¥ AOBOAMT HX 1O CyOBEKTOB KpPHTHYECKOMH
UH(pOPMaMOHHOH HHGPACTPYKTYPHI.

4.10. OmnpenenseT cOCTaB TEXHUYECKHUX I1apaMeTPOB KOMIIBIOTEPHOIO
MHLHJIEHTA, YKa3bIBAEMBIX IIPH IPEACTaBlIeHUN HHQOpPMAaLH B FOCYXapCTBEHHYIO
cucreMy OOHapyXeHHs, NpeAyNpexIeHus ¢ JMKBUAALMH [OCJIeICTBHHA
KOMIIBIOTEPHBIX aTaKk Ha WHQopMaloHHble pecypchl Poccuiickoit ®@emeparuy,
¥ IOBOJUT €ro O CyObeKTOB KpUTH4ECKOH HH()OPMAIMOHHONW HH(PACTPYKTYPHI.

5. B mensx BBINOJHEHHS MNpPEeAyCMOTPEHHBIX HacTOSIUM IlonoxeHuem
3agaud 1 pynkuuii HKIIKU B penenax cBoeil KOMIIeTEHIMH UMEET MPaBO:

5.1. HanpaBnath yBeAOMJIEHHS M 3alpOChl CYObEKTaM KpPHTHYECKOM
HH(OPMaLMOHHON HHPPACTPYKTYPHI, & TAKXKe UHBIM He ABJISAIOLIMMCS CYOBeKTaMH
KPUTHYECKOH HHOOPMAILMOHHOW HH(PACTPYKTYphl OpraHaM M OpraHH3allHsiM,

B TOM YHCJIEC HHOCTPAaHHBIM H MEXIAYHapOOHBIM, II0 BOIPOCaM, CBJI3aHHBIM
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¢ oOHapyXeHHEM, NpeAyNnpeXAeHHeM H©  JHKBUAAUHEH  IOC/IEACTBHMA
KOMINBIOTEPHBIX aTaK ¥ pearpOBaHUEM Ha KOMITBIOTEPHBIC UHIIUACHTBI.

5.2.  Orka3biBaTh B IPeAOCTaBI€HUHM HMHOPOPMAalMM O KOMITBIOTEPHBIX
HHLUMAEHTaX, CBA3aHHBIX C (QYHKUUOHHPOBaHHNEM OOBEKTOB KpPHUTHYECKOM
HHOOPMALMOHHON MHQPAcCTPyKTyphl, IO 3ampocaM oOpraHa HHOCTPAHHOIO
roCy1apCcTBa MM MEXIYyHapOAHOH OpraHU3aliy, He 00J1a1aloUiX OTHOMOYHAMHA
HanpaBJIATL TAaKOHM 3allpoc, a TAKXKE B CiydasX, KOrja IIpeoCTaBIeHHE TaKoi
HHpOpMaILIHK co3aeT yrpo3y OezomacHoct Poccuiickoit ®eneparuu.

53. CospaBate pabouue rpynnsl U3 IpeACTaBHTENeH CyObeKTOB
KPUTHYECKON HHGOpMALMOHHOH HHOPAaCTPYKTYpEl IO COIJIACOBAHHUIO C HX
PYKOBOJACTBOM JUIS peLIEHHs BOIIPOCOB, OTHECEHHBIX K KoMmeTeHImn HKIIKH.

5.4. IlpuBnekaTh K peardpoBaHMIO Ha KOMIIBIOTEPHBIE HWHIMICHTHI
OpraHH3alli{ U 3KCIIEPTOB, OCYIIECTBIISIOWUX AEATEIBHOCTh B JaHHOH 001acTy.

5.5. PacnpoctpaHare U ny6GiukoBaTh MHGOPMAILMOHHBIE U CIPABOYHBIE
MarepHaibl, Y4acTBOBaTb B paboTe HayYHO-TEXHHYECKHX KOH(EpPEHIIHIA,
CHMIIO3HYMOB, COBEIN@HWH, BHICTABOK, B TOM HYHCIE MEXAyHapOIHBIX,
10 BOIIPOCaM, CBS3aHHBIM C OOHapyXXeHWeM, NMpenyIpexXIeHHEM H JINKBHAALMEH
IIOCJIEACTBUHA KOMIIBIOTEPHBIX aTaK M peardpoBaHHEM Ha KOMITBIOTEPHBIE
WHLVICHTHI.

5.6. 3akmod4arb OT CBOEro UMEHH COIJIAIIEHUS O COTPYAHUYECTBE B 00/1aCTH
00HapyXKeHHs, IPpeAYTPEKASHUS U IMKBUAALMH TOCIIEACTBHI KOMITBIOTEPHEIX aTaK
U pearupoBaHMs Ha KOMITBIOTEPHbIE HHLIUAEHTEHIL.

6. VlabopMallMOHHO-aHAIUTUIECKOE, OpraHU3alMOHHOE H MaTepHajbHO-
texHuyeckoe obOecnevenne HKIKM ocymecrBusercs LleHTpoM  3aluThI
nHopMaruu u crieunanbHo# e OCB Poccun.

7. HKLIKH Bosrnaenser nupekrop HKLIKU, KOTOpEIM ABIIsAETCS 3aMECTUTEND
pykosogutens HayuHo-TexHuuecko cimyxObl — HavansHMK LleHTpa 3aIliMTI
nHbopManuu U cnienuansHoi cBs3u PCB Poccun.

8. Mupextrop HKLIKH:

8.1.  Opranusyer gestenpHocts HKLIKH.
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8.2.  Ocymectsnser or umedun HKILIKW B3ammopeiicTBue C CyObeKTamu
KPUTHYECKOH HHQOPMALMOHHOH HWHQPacTPyKTypsl, a TakKXe C HMHBIMH
HE SBISIOIUMHUCS CyOBbEKTaMH KpHTHYIECKOH HHPOPMAIIMOHHOM HHPPACTPYKTYPHI
OpraHaMy M OpPraHU3alMsiIMH, B TOM YKCJI€ HHOCTPAaHHBIMHU M MEXIYHAPOIHBIMH.

8.3.  VYtBepxnaer mosoxenus o pabouux rpynnax HKLIKU, co3naBaeMbIx
B COOTBETCTBHH C IMyHKTOM 5.3 Hacrosero [TonoxeHus, n nepcoHalbHEINA COCTaB
TaKuX paboumXx IpyI.

9. HKIIKHY umeet 611aHK CO CBOUM HaMEHOBAaHUEM M 3MOJIEMy.




