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ITPUKA3

24 wosna 2018 ropa MockBa Ne 367
06 YTBEPXACHUHU Ilepeuns
HHpOpMaIuy, IpeacTaBiieMoil ‘
B roCY/IapCTBEHHYIO cucTeMy MUHHCTEPCTBO OCTHILHA POCCHACKON QETEPALMH
oOHapyXeHHus, MPEeAyNpexIeHUs U JAPETUCTPUPOBAHO
NTMKBUAJ AU NOCNIEACTBUM Perncrpaunonsi M
KOMITBIOTEPHBIX aTak Ha AL
UHPOpMaLIOHHBIE pecypcsl ot

Poccutickoii ®enepauun u Ilopsanaka
NpeACTaBICHUs uHbOpMaLH B

rocy1apCTBEHHYIO CUCTEMY
oOHapyXeHHus, MpeaAyNpexXIeHus u
JTUKBUI AN NOCJIeACTBHH
KOMIIBIOTEPHBIX aTak Ha
HHGOPMALMOHHBIE pecypcesl

Poccuiickoit Penepanuu

B cooTBercTBHHM ¢ IyHKTOM 5 4dactu 4 cratbu 6 ®enepanbHOro 3akoHa
ot 26 uronsi 2017 r. Ne 187-03 «O 6e30macHOCTH KpUTHYECKOH HHGOPMALIMOHHON

uabpacTpykTyps! Poccuiickoit @enepanum»’

ITPUKA3BIBAIO

YTBEPIHUTH;

L Co6panne 3akonomarenscrsa Poccuiickoii denepamyy, 2017, Ne 31 (u. I), ct. 4736.
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[lepeyenp WHGOpPMaLNHU, IMPEACTaBIIEMONM B TOCYNApCTBEHHYHO CUCTEMY

oOHapy>XeHUs, MpeAyNpeXACHHUSI U TUKBUIALIUH TOCIEACTBIA KOMIIBIOTEPHBIX aTak

Ha ﬁH(bopMauHOHHble pecypcrl Poccuiickoit @enepanuu (mpunoxenue Ne 1);
ITopsmoxk mpexncTaBneHHs UHPOPMAIUH B TOCYJapCTBEHHYIO CHCTEMY

o0Hapy keHHUs, IpeAyIPEKACHUS U IUKBUIALMH [TOCIECACTBHI KOMIIBIOTEPHBIX aTaKk

Ha uHMOpPMaLMOHHBIE pecypchl Poccuiickoit @epeparmu (npunoxenne Ne 2).

Hupexrop A.BopTHHKOB




ITpunoxenne Ne 1

k npukasy ©Cb Poccuu
oT 24 woaa 2018 r.
Ne 367

Ilepeuyens
uH(popMaNKy, MPEACTABNAEMOMN B TOCYAapCTBEHHYIO CHCTEMY OOHApYKEHHH,
IpEeNyNpPEexXICHUS U NUKBUALAN TIOCIEACTBUI KOMIIBIOTEPHBIX aTaK Ha
rHpOopMauroHHbIe pecypchl Poccuiickoit @enepanun

1. WHbopmamus, coaepxamascsi B peecTpe 3HAYHUMBIX OOBEKTOB
KpuTHieckoil uH(popManMoHHONW HHPpacTpykTypsl Poccuiickoit ®enepauuu
(manee — xputHueckas HHPOPMALUOHHAA HHDPACTPYKTYpa).

2. Huadopmanus 06 OTCYyTCTBHH HEOGXOMMMOCTH MPHCBOEHHS OOBEKTY
KPUTHYECKOH HMHPOPMAUMOHHOM HHOPAaCTPyKTYphl ONHOW U3 KaTeropui
3HaYUMOCTH.

3. Hudbopmanus 06 HCKITIOYEHUH o0BeKTa KPHUTHYECKOH
HH(pOpMaIIMOHHOH HHPPACTPYKTYPHI U3 peecTpa 3HAYHUMBIX 00BEKTOB KPUTHYECKOH
MH(POPMaLIHOHHOH WHQPACTPYKTYphl, a Takke 00 H3MEHEHHH KaTerOpHH €ero
3HAYUMOCTH.

4. HuHdopManus mo uUTOraM MPOBEACHHUS TOCYAapCTBEHHOTO KOHTPOJIS
Bobnmact obecrneueHuss 0e30MacHOCTH 3HAUYHUMBIX OOBEKTOB KPUTHYECKOMH
uH(pOpMaIIMOHHOH HH(PPACTPYKTYpHl O HapylIeHHWH TpeGoBaHHUil Mo obecreyeHnIo
Oe3omacHOCTH  3HAYMMBIX  OOBEKTOB  KPUTHYECKOH  HHPOPMAaLHOHHOMH
MHOPacCTpYKTypsl, B  pe3ylbTaTeé KOTOPOTO  CO3MAIOTCH  MPEANOCHUIKH
BO3HHUKHOBEHHS KOMITBIOTEPHBIX HHUHACHTOB.

5. Hudopmamus o0  KOMIBIOTEPHBIX  WHUUAEHTaX, CBA3aHHBIX

¢  (YHKUMOHHPOBaHHEM  OOBEKTOB  KpUTHYECKOH  HMH(OpPMalMOHHOH

HHPPaCTPYKTYypHI:
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JaTa, BpeMs, MECTO HaXOXKIEHHMs WM reorpapuieckoe MECTONONOXECHHE
o0bekTa KpUTHYECKOW WH(POpPMAIMOHHONH WHOPACTPYKTYphl, Ha KOTOPOM
IpOH301IeN KOMIBIOTEPHBIH HHIH/ICHT;

HalM4de TPUYHHHO-CIEACTBEHHOM CBSI3M MEXIY  KOMIIBIOTEPHBIM
HHLUAIEHTOM U KOMNBIOTEPHOMN aTaKoM;

CBA3b C APYTMMU KOMIIBIOTEPHBIMH UHLUACHTaMU (TIpH HAJIUYHH);

COCTaB TEXHUYECKHUX [IapaMETPOB KOMIIBIOTEPHOIO0 HHLHMACHTA;

MOCJIEACTBUS KOMIIBIOTEPHOTO MHLUAECHTA.

6. Uunas wuHbpopmauus B oOnacTé OOHAapYyXEeHHS, MPEAYIPEKIACHUS
W JIMKBUAALMH TOCIHEACTBUM  KOMNBIOTEPHBEIX aTaKk M  pearupoBaHUs
Ha KOMIIBIOTEPHBIC HHIMIEHTHI, NpefocTaBiseMas CyOBbEKTaMH KpUTHYECKON
UHPOPMALMOHHOW HHGPACTPYKTYpbl M HHBIMH HE SBIAIOIUMUCH CyOBEKTAMH
KPUTHYECKOW WH(QOpMaIMOHHONH MH(PACTPYKTYphl OpraHaMH W OpraHHU3aLUsIMU,

B TOM YHCJI€ HHOCTPaHHBIMH H MEXIYHAPOAHBIMH.




ITpunoxenue Ne 2

Kk npukaszy ©®Cb Poccun
oT 24 woaa 2018 r.
Ne 367

[Topsigox
IpeACTaBlIeHUs NHQOPMALIUU B TOCYAapCTBEHHYIO CUCTEMY 00HapYKEHHS,
NpEeayIpPEeXIeHNS U TUKBUIALMHY MTOCIIECTBUMA KOMITBIOTEPHBIX aTaK Ha
nHpopMaLHoHHbIe pecypchl Poccuiickoit denepanun

1. Hadopmanus, ykasaHHas B myHKTax | — 4 Ilepeuns mHbpopmanum,
IIPEJCTABIIAEMON B IOCYJJapCTBEHHYIO CHCTEMY OOHapy)KeHHs, MpenayIpexIcHUs
¥ TUKBUIALMH MTOCIEACTBII KOMIBIOTEPHBIX aTak Ha HHPOPMALHOHHBIE PECYPChI
Poccuiickoit @enepaunu, yreepxaeHHoro npukazom O®Cb Poccuu ot 24  wmwas
2018 nNe 367 (nanee — IlepeueHs), mpencrapisieTcss B roCyAapCTBEHHYIO
cUCTeMy OOHapyXeHHus, NpeAyNpeXIeHUsS ¢ JIMKBUJAIMM [OCIICACTBHIMA
KOMIIBIOTEPHBIX aTaKk Ha HHGoOpMaluoHHBIE pecypchl Poccuiickoit ®enepanmu
(nanee - TocCOIIKA)  cdenmepalbHBIM  OpPraHOM  KCIIOJHHTEBHOM
BIAaCTH, YNOJHOMOYEHHEIM B  obnactu  obecrneyeHus  6e30macHOCTH
KpUTHYeCKOH uHpopMaLHOoHHON uHpacTpykTypsl Poccuiickoii ®epepauun
(manee — ynmomHOMOYEHHBIH OpraH), IyTeM ee HampaBieHHsA B HanpoHanbHBIH
KOOPJIMHAIMOHHBIA IIEHTP MO KOMIBIOTEpHbIM WHUMAeHTaM (manee — HKIIKH)
He peXke pasa B Mecsll U He N03/IHee MECAYHOr0 CPOKa C MOMEHTa:

BKIIOYEHH O00BEKTa KpUTHYECKOH WH(POpManHMOHHOW WH(PPACTPYKTYpHI
Poccuiickoit ~ ®epepanuu  (mamee  —  KpuTHYecKas — HHGOpMAalMOHHASA
HHOPACTPYKTypa) B peecTp 3HAaUUMEBIX 0OBEKTOB KPUTHYECKOH HH(POPMAIMOHHOMN
MH(PaCTPYKTYpBI;

H3MEHECHHs KaTerOpHMHM 3HAYUMOCTH, IPUCBOCHHOH 3HAaYUMOMY OOBEKTY

KPUTHYECKOH HHPOPMALMOHHON HHOPACTPYKTYPHI;




6

noigydeHus uHpopManmud 00 OTCYTCTBHM HEOOXOAMMOCTH NPUCBOCHHSA
00BEKTY KpHUTHYECKOH HHGOPMAIMOHHOH MHOPACTPYKTYphl OIMHON M3 KaTeropui
3HaYMMOCTH;

UCKITIOYEHU O0BEeKTa KpUTHYeCKOH WHHGOPMALMOHHOK WHOPacCTpyKTYpHl
U3  peecTpa  3HAUYUMBIX  OOBEKTOB  KpUTHYECKOH  HMH(OPMAaIMOHHOU
HHPPACTPYKTYPHI;

COCTaBJICHUS aKTa IIPOBEPKH 10 MUTOraM OCYILUECTBJIEHUS roCyAapCTBEHHOIO
KOHTpOJIZI B obmacté oOecriedeHnss Oe30MacHOCTH 3HAYMMBIX OOBEKTOB
KpUTUYECKOH WHPOpPMALMOHHOW HHOPACTPYKTYphl, B KOTOPOM COAEPXKHUTCA
nHQopMauusa o HapymieHuH TpeGoBaHuii 1m0 obecrmedeHHI0 6e30MacHOCTH
3HAUUMBIX OOBEKTOB KpUTHYEeCKOil HHPOpManMOHHOW WHQPACTPyKTyphl, B
pe3ynbTare KOTOPOrO CO3JAIOTCS MPEANOCHUIKHM BO3HHKHOBEHMS KOMITBIOTEPHBIX
UHLUOEHTOB.

2. Hnadopmanus, ykasaHHas B myHKTax 1 — 4 Ilepeuns, HampaBnsercs
ynonHomo4yeHHbBIM opraioM B HKIIKM B d¢opmarax, omnpeneaeHHBIX
YTIOJTHOMOYEHHBIM OPTaHOM.

3. Wudopmanus, yxazaHHas B mnyHkre 5 IlepeuHs, mnpeacraBiseTcs
cybbekTaMu KpuTHueckoi uH(popmauuoHHoit mHbpacTpykrypsl B ['ocCOIIKA
nyteM ee HampasieHus B HKIIKU B coorBerctBumM c onpenenennsiMu HKIIKU
dbopMaTaMH C HCIONB30BaHMEM TexHH4Yeckod HHOpacTpykTypel HKIIKH,
NpedHa3sHAauYE€HHOW Ui  OTIHpPaBKH, MOJNy4eHus, oOpaboTku U XpaHEHHA
YBEIOMIIEHHH M 3aIpocOB B paMKaX WHGOPMAalMOHHOTO B3aUMOIEHCTBHA
c cyObeKTaMH KpUTHYeCKOH HHPOPMAIMOHHONH HHQPAcCTPYKTyphl, @ TaKxKe
CHHBIMH HE SBISIOIIAMHCA CyOBEeKTaMM KpHUTHYECKOH HH(POPMAaLMOHHOM
UHOQPACTPYKTypbl OpraHaMd M OpPTraHM3alUsIMH, B TOM 4YHCJIE€ HWHOCTPaHHBIMH

¥ MEeXAyHapOAHBIMH (Janee — TexHudeckas nadppactpykrypa HKIIKN).
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4. B cnyqae OTCYTCTBHS ITOAKIIIOYEHH K TEXHUYECKOH HHPPACTPYyKType
HKLIKH uurdopMmalis HanpapiseTcs MOCPEeICTBOM [IOYTOBOM, (PaKCHMHILHOMN HITH
JNIEKTPOHHOX CBsA3M Ha ajpeca (TenedonHsle HoMepa) HKIIKU, ykasanHbie
Ha O(QUUHAILHOM caiiTe B HH(POPMALMOHHO-TEJEKOMMYHHMKAIIHOHHON CETH
«HaTepuer» no agpecy: «http://cert.gov.ru».

5. Hudopmanmsa, ykasanHas B mnyHkTe 5 Ilepeuns, Hampasisercs
cybpekToM KpHTHYecKoii uHpopMaumoHHOM uHbpacTtpykTyper B HKIIKU
He 1no3aHee 24 4acoB ¢ MOMeHTa OOHaPYXEeHUS KOMIIBIOTEPHOTO MHIMIEHTA.

6. HKIOKH ysenomnser cyOBeKT KpUTHYECKOH HHGPOPMALHOHHOM
MHQPACTPYKTYpHl O MOJy4YeHHH HHGOPMAl{H, HANPABIEHHOW B COOTBETCTBUH
¢ myHKTOM 5 HacTosmiero [Topsaka He mo3aHee 24 4acoB ¢ MOMEHTA €€ MOJYUeHHUS.

7. Hudbopmaumus, ykasaHHas B mnyHKTe 6 Ilepeuns, mnpexacraBisercs
B I'ocCOIIKA mnyrem ee HampaBnenus B HKIIKU mnocpenctsoM moyToBoi,
(GakcUMHMIIBHON MM SIIEKTPOHHOW CBA3M Ha azpeca (TelneQOHHBIE HOMEpA)
HKIOIKH, yxa3aHHele Ha oQuUUanbHOM calfite B HHOOPMALHOHHO-
TeJIEKOMMYHHKaILIMOHHOM ceTH «HTepHeT 1o aapecy: «http://cert.gov.ruy.

8.  Ilpu HanuuMK NOAKITIOYEHHUS K TeXHIHYecKoi nHppacTpykrype HKLIKH
uH(OpManus, ykasaHHas B IyHKTe 6 Ilepeuns, HampaBiseTcs IOCPEACTBOM
HCIIOJIb30BaHMs JaHHOH UHPacTPYKTYpEHI.

9. Hndopmanms, ykasaHHas B mnyHKTe 6 Ilepeuns, npexacrasnsercs
B I'ocCOIIKA B CpoxH, [OCTaTouHble [N CBOEBPEMEHHOIO IPOBEACHHS
MEpOIIPUATHH 10 0OHApYXEHHUIO, NPeIyNpPeXICHHIO U TMKBUIALUH TOCIEeACTBHI

KOMITBIOTEPHBIX aTaK H p€aripOBaHUIO HA KOMIIBIOTCPHbIC HHIIUICHTHIL.




