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06 yrBepxnenun IpaBui npuMenennst 060pyA0BAHAS KOMMYTAIHH
ceTeil NOABHKHO# pannoTesedonHoii cBi3u. Yacts VIIL. IpaBnna
nNpuMeHeHusl 000pyAOBaHHsI KOMMYyTaluu cranaapra LTE

B coorBetctBHMM cO cTatheil 41 u myHKTOM 2.1 crareu 12 ®exepanbHOro
3akoHa oT 7 miosst 2003 . Ne 126-@3 «O cesizu» (CobpaHue 3aKOHOATEIbCTBA
Poccuiickoit ®enepanuu, 2003, Ne 28, cr. 2895; Ne 52, ct. 5038; 2004, No 35,
ct. 3607; Ne 45, cr. 4377; 2005, Ne 19, ct. 1752; 2006, Ne 6, ct. 636; Ne 10,
ct. 1069; Ne 31, cr. 3431, ct. 3452; 2007, Ne 1, ct. 8; Ne 7, cT. 835; 2008, Ne 18,
cr. 1941; 2009, Ne 29, c1. 3625; 2010, Ne 7, c1. 705; Ne 15, cr. 1737; Ne 27,
cr. 3408; Ne 31, ct. 4190; 2011, Ne 7, ct. 901; Ne 9, ct. 1205; Ne 25, ct. 3535;
Ne 27, cr. 3873, ct. 3880; Ne 29, cr. 4284, ct. 4291; Ne 30, ct. 4590; Ne 45,
CT. 6333; Ne 49, ct. 7061; Ne 50, cr. 7351, ct. 7366; 2012, Ne 31, cr. 4322,
cT. 4328; Ne 53, cr. 7578; 2013, Ne 19, cr. 2326; Ne 27, ct. 3450; Ne 30, cr. 4062;
Ne 43, cr. 5451; Ne 44, cr. 5643; Ne 48, ct. 6162; Ne 49, cT. 6339, cT. 6347; Ne 52,
cT. 6961; 2014, Ne 6, c1. 560; Ne 14, ct. 1552; Ne 19, ct. 2302;Ne 26, ct. 3366,
cT. 3377; Ne 30, cT. 4229, ct. 4273; Ne 49, c1. 6928; 2015, Ne 29, cT. 4342,
cT. 4383, cr. 4389; 2016, Ne 10, cr. 1316, ct. 1318; Ne 15, cr. 2066; Ne 18,
cT. 2498; Ne 26, ct. 3873; Ne 27, ctT. 4213, cr. 4221; Ne 28, ct. 4558; 2017, Ne 17,
CT. 2457; Ne 24, ct. 3479; Ne 31, ct. 4742; Ne 50, ct. 7557; 2018, Ne 17, cr. 2419)
H nyHKTOM 4 IlpaBun opraHusaluu M IpoBeJeHHs paGoT MO 06s3aTelbHOMY
TIOATBEPKACHUIO COOTBETCTBHUS CPEACTB CBSI3U, YTBEPXKAEHHEBIX ITOCTAaHOBIECHHEM
IIpaButenscTBa Poccuiickoit ®enepanuu ot 13 anpens 2005 1. Ne 214 (Co6parue
3aKoHoJaTenbcTBa Poccutickoi @eneparmu, 2005, Ne 16, cr. 1463; 2008, Ne 42,
cT. 4832; 2012, Ne 6, ct. 687),

ITPUKA3BIBAIO:
1. VYTBepaute mnpunaraemsie IlpaBuna npuMeHeHHs O0GOpPYIOBaHHS

KOMMYTalli¥ CeTed MOIABWXHOM pazuotenedonHoi cwszu. Yacte VII. Ilpasuna
IPUMEHEHHs 000pyA0BaHU KoMMyTauuy craggapra LTE.
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2. IlpusHaTh yTpaTUBLIAMH CUITY:

npuka3 MUHHHCTEPCTBA CBSA3H M MAacCOBBIX KOMMYHHKAIUHA POCCHICKOI
OQenepatuu ot 06.06.2011 Ne 130 «O6 yTBepXHeHHH IIpaBun npumeHeHMS
000pyZIOBaHUS KOMMYTALMM CETeH MOABIIKHOMN panuotenedoHHoM cBsa3u. YacTs
VIL. IlpaBuna npuMeHeHHs OGOpPYIOBAaHHA KOMMYTALHH crangapra LTE»
(3aperucTpupoBaH  MUHHCTEPCTBOM  IOCTHLMM  Poccmiickoit ®enepanuun
28 utons 2011 r., peructpauuonusii Ne 21216);

nyHKT 3 VI3MeHeHHH, KOTOphle BHOCATCS B NpUKassl MHUHHCTepCTBa
UHGOPMAIIHOHHBIX TEXHOJIOTUH )7 CBS3H Poccuiickoit Qenepanun
¥ MuHKcTepcTBa CBA3M M MacCCOBBIX KomMMmyHHKauil Poccuiickoit ®@enepanuy,
YTBEPXIEHHBIX NpHKa3oM MUHUCTEPCTBA CBSA3M UM MAacCOBBIX KOMMYHMKAIHIA
Poccuiickoit ®@eneparuu ot 14.12.2015 Ne 543 «O BHeceHMH W3MEHeHi
B HEKOTOpBIE MpHUKa3kl MHUHHCTEPCTBA WHPOPMAIMOHHBIX TEXHOJOTHH U CBS3U
Poccuiickoii ®eneparmn 1 MUHHMCTEPCTBA CBS3M M MAaCCOBBIX KOMMYHHKaIIUH
Poccuiickoit ~ @enepamyu»  (3aperncTpupoBad  MHHHCTEPCTBOM — IOCTHIAH
Poccniickoit @enepanuu 18 suBaps 2016 r., peructpanyonnsiii Ne 40606).

3. IlpusnaTs He NoANEKAIMMH IPUMEHEHHUIO:

NOANYHKT 5 myHkta 9.1 IlpaBun npuMeHeHus 06GopynOBaHHA KOMMYTALUK
CHUCTEM MOABIKHON paiuoTenedonnoi cs3u. Yacts II. [lpaBuna npuMmeHeHUs
00OpyZIOBaHMS KOMMYTAllMM CeTH IIOJBIKHONW pamuoTeTedOHHON CBS3M
craugapra GSM  900/1800, yTBepkIeHHBIX mpHKa3oM MHUHHECTEpCTBA
HHGOPMALMOHHEIX TEXHOJIOTUM M CBSI3H PoccHiicKoi ®enepaunn ot 31.05.2007
Ne 58 «OG yreepxnennu IlpaBun mpuMeHeHHs OGOpYIOBAHHA KOMMYTALUH
CHCTEM TOABIKHOW panuotenedonroi cs3u. Yacts II. [paBuia mpuMeHeHHUS
00OpyHOBaHUs KOMMYTalMM CETH IIOJBI)KHOH pafuoTeNe(OHHOM CBA3M
crangapra GSM  900/1800» (3apeructpupoBad MHUHNCTEPCTBOM —FOCTHIHH
Poccuiickoit ®eneparun 22 urous 2007 r., perucTpanroHHbIN Ne 9675);

noAmyHKT 5 myHkra 10.1 moamyskr «B» myHkta 10.3 [IpaBmi npuMeHeHHS
000pyAOBaHHs KOMMYTAIIHH CHCTEM IIOJBIKHON pamauoTeneoHHOM cBs3u. YacTp
V. IlpaBuia npuMeHEHNS OKOHEYHO-TPAH3UTHBIX Y3JIOB CBS3M CETEH IOJBHKHOM
pamuoTeneoHHOH  cBAsM  crampapra UMTS, yTBepXKIEHHBIX IIPHUKA30M
MunncTepcTBa HHGOPMALMOHHEIX TEXHONOTHH U cBsi3u Poccuiickoit eneparmn
ot 27.08.2007 Ne 101 «O6 yrBepxaerun IlpaBun npumeHeHMs 0GOpyHOBaHHAS
KOMMYyTalldl CHCTEM NOABHXHOW paiuoTesedonHoil cBs3u. Yacte V. Ilpasuna
NIPUMEHEHUS  OKOHEYHO-TPAaH3UTHBIX  y3JIOB  CBS3M  CEeTeH  IOABMIKHOM
panuoTenedoHHOH cBsisu cTanpapta UMTS» (3apeructpupoBan MUHHCTEpPCTBOM
foctunun  Poccuiickort ®enepamyu 29 aprycra 2007 r., perucTpanHOHHBII
Ne 10066).

4. YcTaHOBWTB, YTO HACTOAIIMH NPUKa3 BCTYMAeT B CHJIy IO HCTEUSHHH
CTa BOCBMMJICCATH JHEH TMOCAe IHS €ro OQUIMAIBHOIO OMyOJHKOBAHKS,
32 HMCKIIOYEHHEM IIOAMYHKTOB 5 ¥ 6 myHkra 15 IlpaBwn mnprMeHeHus
000pyAOBaHKs KOMMYTAallMH CeTel IOABUXKHON pamuoTene(oHHON cBa3u. YacTs
VIL. IlpaBuna npumeHeHHs oGopyJoBaHHS KoMmMyTauumek cTaHgapra LTE,
YTBEP)KACHHBIX  HACTOSILIMM  IPMKa30M, KOTOpBlE BCTYHNAlOT B  CHIY
¢ 1 nexabps 2019 roxa.
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5. HampaBuTb HacTOSIImMH NpHKas Ha TOCYJAapCTBEHHYIO PErHCTPALIHIO
B MunucrepcTBo roctunuu Poceuiickoit @eneparuu.

Munuctp K.IO. Hockos



YTBEPXIEHBI
npuKasoM MuHucTepcTBa UH(BPOBOro
Pa3BUTHUSA, CBI3M U MaCCOBBIX KOMMYHHUKAIHI
Poccuiickoit @enepannu

or 23, O8. 22XS Ne

IIpaBuiia npuMeHeHHs1 0G0PYI0BAHUSI KOMMYTAIIHH CeTell MOXBHKHOI
paanoteiedonnoii ceszu. Yacte VIL IpaBuna npumenenns
oGopyroBannst KoMMyTauuu crangapra LTE

I. O6Gmue nosioxkenns

1. IlpaBuna npumeHeHHs 00OPYIOBaHHS KOMMYTAIMH CETel MOJBHKHOM
pannorenedonnoi cpssu. Yacts VII. IlpaBuna npuMeHeHHs 0GOpYZOBaHUS
kommyranuu craHpapra LTE (manee — IlpaBuna) paspaGoTaHsl B Lesx
obecreveHHs LEeNOCTHOCTH, YCTONYUBOCTH (yHKIMOHHPOBAHUS M OE30MaCHOCTH
€IIMHOM CETH 3IEeKTPOCBA3u Poccuiickoi Denepanuu.

2. llpaBuna ycTaHaBIMBAIOT TPeOGOBaHUS K 0GODYHOBAHMIO KOMMYTALHH
crainaproB LTE u (wim) LTE-Advanced (manee — crampapt LTE), Bkmouas
obopynosanve kommyTanmu IMS, IpH OKasaHMM YCIyr Ilepeladdl JaHHBIX H
TENeQOHHOrO  COEIMHEHHA, B TOM 4YHCIe TpPeGOBAHHS K IPOTOKOJIAM,
obecrevnBarOIMM B3aUMOJIEHCTBHE C y3/aMu CBA3U cTaHaapToB GSM 900/1800
u UMTS, a takxe k obopynoBaHuro Kommyrtauud craggapta LTE s
B3aUMOJEHCTBUSL C OeCmpOBOAHBIM JIOCTYIIOM, OTJIMYHBIM OT CTaHApTOB
GSM  900/1800, UMTS, LTE (manee — non-3GPP) u mnpuHamiexammm
AOMAIlHEMY MM BH3UTHOMY OIIEPaTOpPy CETH NOIBIKHON paauoTene(oHHOM
CBA3M  (Hamee — JOBEepeHHHI OecrnpoBoimbii  goctyn  TWAN)
NIPUHAJUIeKAIUM JPYTOH CETH CBA3M OOLIEro MoIb30BaHUs (Jajiee — HeHaAeKHbII
OecnpoBoaHbIi noctynmn UTWAN).

3. Obopynosanue xommyTanun craHgapra LTE wupenTHduuupyercs
KaK CJIOXKHOE TeJeKOMMYHHUKAIMOHHOE 00Opy/OBaHHEe KOMMYTAallMHd CeTeH
NOABIDKHOM ~ pajioTeNlepOHHOM  CBA3M M COIVIACHO  MYHKTY 8
llepeynss  cpencTs  cBA3M, HOmIeKAIMX  OOS3aTENBHOH  CepTHOUKALWIL,
YTBEPXKICHHOro mocraHoBieHueM IlpasurensctBa Poccuiickoit ®enepanuu
or 25 wmoHa 2009 r. Ne532 (CobGpanme 3akoHOmaTenscTBa PoccHifckoii
®eneparuy, 2009, Ne 26, cr. 3206; 2015, Ne 6, c1. 954), moIeuT 063aTEIBHOMN
CePTH(QUKALMK B MOpSNKe, YCTaHOBIEHHOM IlpaBunamMy OpraHM3alid W
IpOBeJeHUsI paboT Mo 00sA3aTeNBHOMY MOATBEPXKIECHUIO COOTBETCTBHS CPENCTB
CBA3H, YTBePXKACHHBIMM  IIOCTaHOBIeHMeM llpaBurensctBa  Poccuiickoit
Oenepauin ot 13 ampens 2005 r. Ne214 (Cobpanue 3akoHOIATeNbCTBA
Poccwuiickoit @enepanuu, 2005, Ne 16, ct. 1463; 2008, Ne 42, c1. 4832; 2012, Ne 6,
CcT. 687).

4. IlpaBuia pacnpoCTpaHSIOTCS Ha Cleiyollee 06GOpyIOBaHHE CTaHAApTa
LTE:

1) Monyne ynpasnenus MoGmiabHOCTBIO (Mobility Managemen Entity)
(manee — MME);
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2) obcmyxuBarommii o3 (Serving Gateway) (nanee — S-GW);

3) mUmo3 B3aUMOJEHCTBHS C CETSAMH, HCIONL3YIONMMH TEXHOJIOTHIO
¢ kommyranuei nnakeros (Packet Data Networks Gateway) (nanee — PDN GW);

4) peructp uaeHtTuduKanuu obopynosanus (Equipment Identity Register)
(manee - EIR);

5) cepBep aOOHEHTCKUX [aHHBIX W/WIK UEHTp ayTeHTUdukamuu (Home
Subscriber Server / Authentication Center) (zanee — HSS/AuC);

6) oGcmyxuBaromuit yzen momumepxku GPRS (Serving GPRS Support
Node) (manee — SGSN);

7) obopynoBaHue, peanusyrouee GyHKIUH pealu3alyu IPaBUJ [TOJIUTHKH
u Tapudukanum (The Policy and Charging Rules Function) (nanee — PCRF);

8) LEHTp ynpaBlIeHUs U TeXHHYeCcKoro obciyxusanus (gaiee — L{Y u TO);

9) obGopynoBanue kommyTtanuu IMS, BeioNHSIOIIEE QYHKIMH:

a) ynpasieHus ceancoM (manee — CSCF), mpu HCIIOJIBb30BaHUU POKCH
cepsepa CSCF (manee — P-CSCF), o6cnyxusatomero CSCF (manee — S-CSCF), u
sanpawmusaroniero CSCF (nanee — [-CSCF);

0) cepBepa aOOHEHTCKUX NAaHHBIX Hoib3oBaTeseit IMS (manee — HSS/IMS);

B) OIIpefieJIeHUs] MECTOHAXOXKACHHS NMoAmicKy (nanee — SLF);

r) ymnpaBieHus meauanunosamu (naiee — MGCF);

I) YIpaBleHUS pecypcaMu MyJbTuMmeana (nainee — MRFC);

€) Impoleccopa pecypcoB MyiasTuMeua (qanee — MRFP);

XK) ynpaBieHus Beroopom cetH (nanee — BGCF);

3) YIpaBIeHUs NMOTpaHUYHBIM B3auMozelicTBueM (nanee — IBCF);

M) ydeTa JaHHBIX JUIi Hauucienus mwiats! (qanee — CCF);

K) Menuanumosa (zainee — IMS-MGW);

1) nepexonHoro numosa (aanee — TrGw);

M) LUTI03a curHanu3anuu (nanee — SGF);

H) nuro3a aboHeHTCKoro aoctymna (nanee — IMS-AGW);

10) obGopynosanue, peanusyromiee GYHKIUIO areHTa NMpoToKoida Diameter
(Diameter Agent) (mamee — DA), an8 onpeneneHds MeCTOHAXOXKICHHMS
II0JIB30BATENIS, B CIyYae HaJIM4Msl Ha CETU onepaTopa Heckoinbkux HSS.

11) obopynosanue 3GPP AAA cepBep/mpokcu;

12) obopynoBanue, peanusyromiee (GYHKIHH IOCTyma K 0GOPYIOBaHHIO
xommyTauuu crangapra LTE w3 ceru MHTepHeT mpu MCHONB30BaHUU JOCTYIA
UTWAN (nanee — ePDG);

13) ammaparsbiii Momynb OGe3omacHocTm (manmee — HSM) (B ciyuae
peanu3anvy KpUNTOTpapUUecKUX alroOpUTMOB ayTeHTH(HKauuu abOHEHTOB B
OTAEIbHOM anmapaTHOM MoJyJie 6e30IMacHOCTH).

Ilpu  ucnone3oBamuu  obopynoBanus IMS ¢ TeppuTOpHANIBHO
paclpefeieHHON CTPYKTYpOl ¢ IpeoCTaBlIeHHEM YCIYyI CBSI3U B Pa3IHYHBIX
TEPPHUTOPUAIBHO-aIMUHUCTPATUBHEIX 00pa3oBaHusax uHTepdeiicsl IMS momkHbBI
obecrieuynBaTh MPOBEJCHHUE ONEPATHBHO-PA3BICKHBIX MEPONPHUATHI HE3aBUCHMO B
KaX/IOM TeppUTOPUATBHO-aIMUHUCTPATUBHOM 00pa30BaHUU B IIOJIHOM O0BEME.

5. Ilpouenypy oOs3atensHON cepTUGUKAUU HODKHO IPOXOOUTH Kak
o0opyloBaHHE KOMMYTAallUM CeTed TNOABHXKHOU paauoTelle(OHHOM CBS3H B
COCTaBe BXOJAILIEro B Hero obopymoBaHusa koMmyTamuu crannmapra LTE, Tak u
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obopyznoBaHue, IpUBEJEHHOE B NOANYHKTax 1 — 7, 9, 10, 13 nmyHkrta 4 Ilpasui, B
KauyeCcTBe CaMOCTOSTENBHBIX CPEICTB CBA3H, BKIIOYas OOOpPYHOBaHUE CPEICTB
CBSI3H, B TOM YHCJIE IIpOrpaMMHOe obecreueHune, 00eCIIeYNBAIOIIEe BEIIIOTHEHUE
YCTaHOBJICHHBIX ~ JEWCTBHM  IpHM  MNpPOBEAEHHH  ONEPATUBHO-PA3BICKHBIX
MEPOIIPUATHH.

O6opynoBanne kommytauuu craggapra LTE gomxHO obecreunBaTh
BO3MOXHOCTb €r0 HCITIOJb30BaHMs OJHHM MM HECKOJIBKHMH OIlepaTopaMu CETH
IIOJBIKHON paauoTenepOHHOMH CBA3M.

Ilpy wucmone3oBaHMM 00OpYyHOBaHUS KOMMyTamuu craHgapra LTE
HECKOJIPKUMH OII€paTOpaMH CETH IIOJBH)KHOHN panuoTernedOHHOM CBA3M KaXKIBIA
OIepaTop JOO/DKeH o0OecredrBaTh BO3MOXKHOCTH IIPOBEAEHHS OIIEPATHBHO-
Pa3bICKHBIX MEPOINPHATHH B IPUHAUIEXKAIEM eMy TpadHUKe.

IL. TpeGosanns k o6opyaoBaHHI0O KoMMyTauuu cranaapra LTE

6. DOnekTponuTaHHe o0OpynOBaHUA KomMmyTauuu ctanaapra LTE fnomkHO
OCYIIECTBIATBECH B  COOTBETCTBMM C TpeOOBaHMSAMH K  [apamerpam
3NIEKTPONUTAHUS, YCTaHOBIEHHBIMH IMyHKTamu II. 9.1 — I1. 9.4 npunoxenus 9 x
ITpaBuiaM IpHMeHEHHs TPaH3UTHBIX MEXIYTOPOIHEIX Y3JI0B aBTOMAaTHYECKOMN
kommyTanuy. Yacts 1. [IpaBuia mpuMeHeHNs TPaH3UTHBIX MEXIYTOPOIHEIX Y3JI0B
CBSI3U, HCTIONB3YOIIMX CHCTEMY CHUTHAIM3aLUH 10 O0IIeMy KaHaTy CHIHATH3aI[uU
Ne 7 (OKC Ne 7), yTBepsKIESHHBIM IIPHUKa30M MHUHHCTEPCTBA MH(DOPMAIMOHHBIX
TeXHOJIoruii M cBia3H Poccuiickoit ®@epepanuun ot 16.05.2006 Ne 59
(3aperucTpupoBad  MuMHHCTEpPCTBOM  focTHUMH  Poccumiickoit  @Denepauyu
29 mas 2006 r., perucrpaiuosHsiii Ne 7879), ¢ W3MEHEHWSIMH, BHECEHHBIMU
npuKa3oM MuHHCTEpCTBa CBSI3M M MAacCOBBIX KOMMYyHHKaIuii Poccuiickoit
®enepamuu ot 23.04.2013 Ne 93 (3apeructpupoBaH MUHHCTEPCTBOM FOCTHLIAH
Poccuiickoi ®enepanun 14 mons 2013 r., peructpanronnsiii Ne 28788) (nanee —
IlpaBuna Ne 59-06) wniu oOT CeTH TEPEMEHHOr0 TOKa C HOMHUHAJIBHBIM
HanpsbxkeHueM 220 B, gacroroit 50 I,

O6opynoBanue 3neKTponuTaromieif ycranoBku (manee — OI1Y) He BXomut
B COCTaB 000pyA0OBaHUs KOMMyTaluu cTanaapra LTE 1 JOIDKHO COOTBETCTBOBATH
IlpaBunaM rnpuMeHeHHs OOOpYHOBaHUS SJEKTPOIMTAHHSA CPENCTB  CBS3H,
YTBEP)KJICHHBIM IIpHKa30M MuHUCTepCTBAa NHGOOPMAIMOHHBIX TEXHOJOTHI U CBI3H
Poccutickoit ®enepanun ot 03.03.2006 Ne 21 (3apeructpupoBan MUHHCTEPCTBOM
foctruud Poccuiickoit @enepaunu 27 mapra 2006 r., peructpaunoHHsit Ne 7638),
C H3MEHEHUSMH, BHECEHHBIMH IIPHKa30oM MUHHCTEPCTBAa CBS3M H MAacCCOBEIX
koMMmyHHKaui Poccuiickoit ®@enepanuu ot 23.04.2013 Ne 93 (3apeructpupoBaH
Munucrepcteom roctunmu  Poccumiickoit ®enpepaumu 14 wmroms 2013 .,
peructpauroHHbIH Ne 28788).

7. O6GopynoBaHue KoMMyTamuu cradigapra LTE [OOKHO COXpaHSATh
paboTOCMOCOOHOCTE  HpPH  OTKJIOHEHWH  HANPSHKEHHA  JIEKTPOIHTAHHSA
OT HOMHUHAJIBHBIX 3HaYE€HUH B AOMyCTHUMBIX IIpeesiax:

(48,0 — 72,0) B npu HoMuHaIBHOM Hanpsixkenuu 60 B;

(40,5 — 57,0) B npu HoMHHaNIEHOM HanpsbkeHun 48 B;

(187 — 242) B npu HanpsbkeHuH nepemeHHoro toka 220 B (wacrora —
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(47,5 - 50,5) I'm, xo3PUUHEHT HeNUHEHHBIX HCKaXKeHHHT — He OGoiee 10%,
KPaTKOBPEMEHHOe (JUIMTENBHOCTBIO 10 3 CeKyHJ) W3MEHEHHE HaIpPsKCHHU
OTHOCHTEJIbHO HOMUHAJIBHOTO 3HaueHus + 40%).

8. B obopynoBanmu xommyrauumd craHgapra LTE fomkna OBITH
NpeayCMOTPEHA CUCTEMA CUTHAIIM3ALMH ATl KOHTPOJIS HeucnpaBHoctel B DITY.

9. TpeboBaHus K mapaMeTpaM yCTOWYHBOCTH K BHEIIHHUM KIMMaTHYECKUM
¥ MEXaHUYECKMM BO3IEHCTBHAM /1 000pyJoBaHMs KoMMYyTaluu crangapra LTE
npuBefieHHBl B mpuiaoxenuu Ne 3 k IlpaBunam npuMmeHeHus oGOpyIOBaHUS
KOMMYTAIll CHCTEM IIOABMXHOM panuorenedonHoi cBsazu. Yacte II. IlpaBuia
NPUMEHEHHsT 000pYNOBaHUS KOMMYTAaLMH CETH MOJABIKHON panuvoTenehoHHOM
cea3u crangaptra GSM 900/1800, yrBepxkaeHHbIM IIpukazom MunucTEpCTBa
MH()OPMAMOHHBIX TeXHONOIMi U cBsi3u Poccuiickoit ®enepanun ot 31.05.2007
Ne 58 (sapeructpupoBan MunucrepctBoM roctuimu Poccuiickoit ®@enepamyn 22
o 2007 r., peructpanuoHHBIH Ne 9675), ¢ H3MEHEHMAMH, BHECEHHBIMH
npukasamMy MUHHCTEpPCTBA CBSI3M M MAacCOBBIX KOMMYHMKalMi Poccuiickoit
@enepanun ot 01.02.2012 Ne 29 (3apeructpupoBaH MHUHHCTEPCTBOM HOCTHLIHM
Poccmiickoit ~ ®enepanmu 22 deBpans 2012 1.,  perucTparMOHHBIH
Ne 23312), ot 23.04.2013 Ne 93 (3apeructprpoBad MHHHCTEPCTBOM FOCTHIMH
Poccmiickoit ®enepanum 14 mons 2013 r., peructpauvonHsiii Ne 2878822)
u oT 14.12.2015 Ne 543 (3apeructpupoBad MuHHCTEPCTBOM rocTHIMH Poccuiickoit
Oenepanynu 18 auBapsa 2016 r., peructpanronsslii Ne 40606) (nanee — Ilpasuna
Ne 58-07).

10. TpeboBanuss Kk cucTeMe HyMepauud W UACHTHOHMKALMM I
obopynoBanus KoMMyTauuu cranpapra LTE npuBeaeHs! B npuntoxennn Ne 1
K IIpaBunawm.

11. dns oGopynoBaHus, BBITIOJIHSIOIIIETO byHKIHH MME,
YCTaHABIIMBAIOTCA CIEeAYIOMUe TpeOOBaHUS K:

1) mepeunto Xpawsmmixci B MME  gaHHBRIX 06  aGOHEHTCKHX
pamHoOCTaHUMAX, MOAAEPKUBIOIMX cTaHAapT LTE u HaXxoAsIIUXCS B COCTOSHMSIX
ECM-IDLE, ECM-CONNECTED wm EMM-DEREGISTERED B 30Hax
cnexenus (TA), obcmyxuBaembx MME (npunoxenue Ne 2 k [IpaBuiam);

2) mepeunro coobmenuit mporoxona S1-AP (S1 Application Part) mpu
B3aMMOJEHCTBHM 00OpynoBaHMS cuUCTeM 0a30BbIX cTaHmui crangapra LTE
(eNodeB) ¢ MME (npunoxenue Ne 3 k [Ipasunam);

3) mepeunto coobmenuit npotokosna SGSAP (SGs Application Part) mpu
peanusanuu uHTEpQekica B3aumoneiicteust MME ¢ cepBepoM ieHTpa MOOHIBHOM
kommyTauu  MSC  cepBep/VLR (unTepdetic SGs) (mpuimoxenwe Ne 4
K IIpaBunam);

4) nepeunio cooOmeHUH mpoTtokona Diameter mnpu  peanMsanyu
unrepderica B3aumogeiicteus MME ¢ DA wumu HSS (untepdeiic S6a), MME ¢
DA unu EIR (unTepdetic S13) (mpunoxxenue Ne 5 k IIpaBunam),

5) mepedeHio coobmeHuit nporokona NAS npu peanusauuu uaTepdeiica
B3aumozercteud AC u MME (unrepdeiic S1-MME) (npuioxenune Ne 6
Kk [IpaBuiam);

6) mnporokony GTP (nmpunoxxenue Ne 7 k IlpaBunam);

7) mHTepdeiicaMm BlanmoaeicTBus (mpuioxernue Ne 9 k [Tpasuiam);
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8) mpotokomy SCTP mpm peammszauuu B 0GOpYHOBaHMM KOMMYTaLHH
cranpapra LTE (myskT 2 npunoxenus Ne 14 k ITpasunam Ne 58-07);

9) nporoxory GTP (unrepdeitc Gn) npu B3ammopeiictBniu MME
¢ SGSN, ecnu SGSN npu B3aumogeiictBu ¢ MME He peanmsyeT NpOTOKOT
GTPv2-C (untepdeiic S3) (mpunoxenune Ne 4 k [lpaBuinaM NpUMeHEHHUS
000pyI0BaHMs KOMMYTAIUH CHCTEM MOABHKHOM pagnoTenedoHHO cBa3u. YacTh
V. llpaBuna npyMeHeHHUs OKOHEYHO-TPAH3UTHEIX Y3JI0B CBSA3U CeTeil NMOIBIKHOMN
panuotenedonHol cBa3uM craHmapra UMTS, yTBEpKAEHHHIM OPHKA30M
MunucTepcTBa HHPOPMALIMOHHBIX TEXHONOTHIA U cBsa3u Poccuiickoii ®enepanyu
ot 27.08.2007 Ne 101 (3apeructpupoBaH MUHHCTEPCTBOM IOCTHIME Poccuiickoit
®enepamuu 29 aprycta 2007 r., peructpauuonHsii Ne 10066), ¢ H3MEeHEHUSIMH,
BHECEHHBIMH IpHMKa3aMM MUHMCTEPCTBA CBSI3M M MacCOBBIX KOMMYHHUKaNU
Poccuiickoit ®enepannm ot 01.02.2012 Ne 31 (3apeructpupoBal MHHHCTEPCTBOM
foctunnn Poccuiickoit @enepauun 24 despans 2012 r., perucTpandoHHEIA
Ne 23324), or 23.04.2013 Ne 93 (3apeructprpoBad MHHHCTEPCTBOM FOCTHIMH
Poccuiickoii ®enepauyu 14 wmons 2013 r., perucrpauuonuerii Ne 28788),
orT 14.12.2015 Ne 543 (3apeructpupoBaH MHUHHCTEPCTBOM IOCTHIMHM Poccuiickoit
®enepanun 18 auBaps 2016 r., peructpanuonssiit Ne 40606) (nanee — Ipasuna
Ne 101-07);

10) dymxkumam MME npu peanusamuu non-3GPP poctyma (mepechuika
kmoda npotokona GRE x S-GW uepes muTrepdeiicet S10/S11 mis mepemaun
JaHHBIX 110 BOCXO/SIIEH JIMHKUU CBsI3U B ciydae nepemerenus UE u3 y3ima CN);

11) nepeunio maHHBIX, XpaHsamuxcs B MME npu peanusanum non-3GPP
noctyna (mpuioxxenue Ne 22 k I[Mpasunam).

12. ns o0opyAOBaHUs, BBITIOJIHAIOIIETO GYyHKIAH S-GW,
YCTaHABIUBAIOTCS CIEAYOIUe TpeOOBaHHS K:

1) mepeunro paHHBIX 00 obcmyxuBaembix B S-GW  aGoHeHTCKHX
paguocTaHUMAX, moaaepxusaromux crasgaptel LTE, GSM 900/1800, UMTS
(npunoxxenue Ne 10 x [TpaBuinam);

2) npotokory GTP (mpunoxenue Ne 7 k IIpaBunam);

3) wunrepdeiicam B3aumozerctus (mpunoxenune Ne 9 k Ipasuinam);

4) cucTeMe ydeTa JAHHBIX JUII HAYUCIICHHUS IUIATHl (MprioxeHue Ne 11 k
IIpaBunam);

5) mporokosry PMIPv6 npu peanmusauum B 0GOpYJOBaHHH KOMMYTAIMH
crangapta LTE (mpunoxxenne Ne 8 x [IpaBunam);

6) nepeunro cooOmeHuit mnporokosa Diameter mnpu peanuzanmu
unrepderica B3aumoneicteus S-GW ¢ H-PCRF (V-PCRF) (untepdeiic Gxc) B
ciydae peanusaiuu uHTepdelricoB S5 u S8 mporokonom PMIPv6 (mpunoxeHue
Ne 5 x IIpaBunam);

7) dynkmusm S-GW npu ocymectienuu non-3GPP nocryna:

a) peanu3anys QYHKIUHA JIOKAJHHOTO y3Jia YNpaBlEHHS MOOHIBHOCTBHIO
(manee — LMA) BusuTHOMH (roCTeBOM) CETH IMOABIKHON pamuoTene(OHHON CBA3U
(mamee — VPLMN) ¢ TWAN npu B3ammopgeiictBurn ¢ TWAN mo mpoTokoiry
PMIPv6, xorga UE HaXxoIUTCs B POYMHHTE;

6) undpopmupoBanre PCRF 0 MpoHCXOMAIMX M3MEHEHHAX IPH IEPEXOe
UE Ha HOBYIO TE€XHOJIOTHIO PaHOIOCTYyIIa,;
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B) ocCyllecTBIeHHe KOHTpoJs Tpaduka ot UE;

r) peamusamus ¢yHkuuidi MAG B cioyyae peanmsauun HHTepdeHcoB
B3aumopeiicteun ¢ P-GW (unrtepdeticel S5 u S8) mporokonom PMIPvV6;

1) IPHHATHE PEIICHHs O MapIIPyTHU3alMU [TAKETOB IO BOCXOIAIIEH JIMHUU
k P-GW, mo Hucxomsumern mauaum Kk UE wim  onpeneneHue I1akeToB,
npeaHa3HaYeHHBIX 1 S-GW;

e) peanusanus ¢yHkuuii areHta nporokoma DHCPv4 nu6o DHCPv6
npu peanuzauuu uaTepdetica S5 wnu S8 nporokonom PMIPV6;

) OCYILIECTBIIEHHE oOOMeHa COOOIIEHUSAMH «3ampoc  AOCTYIHOCTH
mapupyTtusaropa» (Router Solicitation) (nanee — RS) u «OtBet MapumpyTusaropa»
(Router Advertisement) (manee — RA) mnpotokonma NDP npu peanuszanuu
uHTepdeiicoB S5 u S8 nmporokonaom PMIPv6;

3) OCyIUEeCTBIIEHHE OOMEHa COOOIIEHUsIMH «3alpoc JOCTYNHBIX COCENEn»
(Neighbour Solicitation) u «OtBet cocena» (Neighbor Advertisement) mpoTokoina
NDP npu peanuzanuu uaTepdeiico S5 u S8 npotokonom PMIPv6;

M) OCYILECTBIICHHE T'eHepalK U paclpefesieHus Kimodel nporokona GRE
JUIA KaXXIOro COeIMHEHHs Nepefavyd AAaHHBIX 0 HHUcxonsdmeid nuHuu ot P-GW
K S-GW npu peanuszauun uatepgeiicoB S5 u S8 npotokonom PMIPv6;

K) peanusanus ¢yHkumii LMA B otHomenuu ¢yHkumii MAG nporokosna
PMIPv6, peanuzoBanHbix B TWAN mu6o B ePDG;

J) OCYILECTBJIGHHE IeHepaluy U pacipeleneHus kimodeil nmporokonaa GRE
JUIS MTHKAICYJIAIUN ITaKeTOB AAHHBIX IS KaXKIOro COeAUHEHM IIepeayy JaHHBIX
no Bocxoasmie smauH oT S-GW npu peammzaimuun uHTepgeiicoB S2a/S2b
npotokosniom PMIPv6;

M) peanuzanus  GyHKOWHA — B3auMojeHcTBHA — mportokona  PMIPv6
B HampaBienud P-GW wu B HanpaBneHun o¢ysHkuuii MAG, peann3oBaHHBIX
B TWAN (unrepdeiicet S8 u S2a) mubo B ePDG (unTepdeiicer S8 u S2b).
ITpu atoM S-GW peanmmsyet pynxuuu MAG no otHomenHo kK P-GW;

H) peammszauus ¢(yHkimi coenuHenus PMIPv6 B Hanpasnenmu P-GW
U B Hanpasinenun ¢yukimid MAG, peanmnsoBanHbXx B TWAN 6o B ePDG, s
II0JIb30BaTEIILCKOT0 YPOBHS;

8) mporokomy MIPv4 npu BlammopeiictBum  S-GW ¢ TWAN
(uuTepdeiic S2a) npu peanusanuu B 000pyI0BaHUM KOMMyTaluu cranaaprTa LTE
(mpunoxenue Ne 17 k IlpaBunam);

9) mepevHIO JaHHBIX, xpaHiAumxcs B S-GW mpu peanuzanuu non-3GPP
noctymna ([Tpmroxerue Ne 22 k IIpaBunam).

13. s o0opynoBaHus, BEIIIOJIHAIOLLIETO GyHKIUA P-GW,
yCTaHaBJIMBAIOTCA Clelyolue TpeOoBaHu K:

1) mepeunro panHeIX 00 oOcmyxuBaeMbix B P-GW aGoHeHTCKHX
paavoCcTaHmaAX, nopnepxusaronmx cranaaptel LTE, GSM 900/1800, UMTS
(mpunoxenue Ne 12 k IlpaBunam);

2) mpotokony GTP (mpunoxenue Ne 7 x [Ipasunam);

3) mepeuHro coobmieHu#i mporokona Diameter mpu B3aUMOIEHCTBUU
P-GW c¢ PCRF (unrepodeiic Gx) B ciydae peanusanuu uHTepdeicoB S5, S8
nportokosoM GTP (punoxerue Ne 5 k Ilpasunam),

4) wunTepdeiicam B3aumoneiicTBus (npuinoxkenue Ne 9 k Ipasunam);
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5) cucreme ydeTa JaHHBIX Ul HA4YHUCIEHHs iatsl (mpuioxenne Ne 11
K [IpaBunam);

6) nporoxony PMIPv6 mpu peanusanuu B 0GOpYHOBaHMH KOMMYTALdM
crangapta LTE (npunoxxenue Ne 8 k [IpaBunam);

7) npotoxony SCTP mnpu peanusauuu B 00OpYHAOBaHMH KOMMYTAIlMH
cranaapra LTE (mynkT 2 npunoxenus Ne 14 k ITpasunam Ne 58-07);

8) mporokony GTP (unrepdeiicst Gn wnu Gp) mnpu B3aMMOIEHCTBUU
P-GW ¢ SGSN, ecniu SGSN mnpu B3ammogeiictBuu ¢ P-GW He peamusyercs
nporokon GTPv2-C (urtepdeiic S3) (mpunoxenue Ne 4 k IIpasmiam Ne 101-07);

9) dynxuuam P-GW npu peanmuzanuu non-3GPP pocryma:

a) peanusanus GYHKIUHA TOYKH B3aMMOJCHCTBHS YPOBHS IOJIB30BATENs
IOpyd IEPEIBIKCHUU IIOJb30BaTeNsd MEXAYy CeTIMH JOCTyHa CTaHJapToB
GSM 900/1800, UMTS, LTE u non-3GPP;

6) peanusanus ¢pyHkuu y3na LMA npu peanusaimu uHTEpdEicoB S5 u
S8, unu S2a, unu S2b nporokosiom PMIPv6;

B) peanu3anMs QYHKOMM JOoMamHero areHta (mamee — HA) mpu
peanuzauuyu HHTepdelica B3aumoneiicTBus Mexay P-GW u UE (unrtepoeiic S2¢)
nporokonoM DSMIPv6 (nporokoinom DSMIPv6 nomkeH co3gaBaTbCs TYHHENb
Mexnxy UE u P-GW mnpu peanusanuu wunTepdeiica S2¢ mis mepechUIKH
IOJIb30BaTENIbCKOr0 M curHanbHoro Tpadguka wmexny UE u  P-GW,
obecrieunBaroIUM Ha3HaYeHue [P-apecoB a1 co3aaHus TYHHENS);

I) OCYILECTBJICHHE I'eHepallui U pachpeneleHus Kiodeii npoTokoia GRE,
UCIONB3YEMBIX Ul HHKAICYJSIUU IOJB30BaTEIbCKUX JAHHBIX, IepeJaBacMBIX
10 BOCXOZALIEH JIMHUY IIpU peanusanuu unrepdeiicoB S5 u S8 mmm S2a, wmm S2b
nporokosioM PMIPv6;

1) peanu3aiys QyHKIUH JOMAIIHEro areHTa IpH pealu3aluu uHTepdeiica
S2a npotokosioM MIPv4 (ipu perucTpaldi JOJDKHO OCYIIECTBIIATECS Ha3HAYCHHE
UE BpemenHoro IP-anpeca ¢ nomomisio npotokona MIPv4 nmpu sToM BpeMeHHBIH
IP-azipec nomxeH SABIATHCA aipecoM areHta BUusuTHOH ceth (qanee — FACoA);

e) peanusaunus mnporokoiga GTP mus ypoeus ympasnenus (GTPv2-C)
1 yposHs noins3zoBarens (GTPv1-U) mna obecneuenus coemunenns PDN ¢ UE
(npu peanuzamuu uHTepdeiicoB S2a mmum S2b mnporokonom GTP nomxen
ucnonb3oBaThesa non-3GPP noctym);

x) B3aumogeicteue ¢ 3GPP AAA cepBepoM BHeLIHe#H ceTH Iepenayu
naHHbIX (uHTepdeiic SGi) no npotokory RADIUS unu Diameter;

3) B3aumogelictBue ¢ 3GPP AAA cepep/mpoxcu (uHTepdeiic S6b) mo
nporokoiry Diameter;

10) mporokony MIPv4 npu B3aumoneiicteun P-GW ¢ TWAN
(uaTepdeiic S2a) npu peanuzanuu B o0opynoBaHuM KommyTanuu crangapra LTE
(17 x IIpaBunam);

11) mpotokoimy DSMIPv6 mnpu B3ammopetictBuu P-GW ¢ UE
(unTepdetic S2¢) mpu peanuzauuu B ob6opynoBaHur KomMmyTanuu cranaapta LTE
(npunoxenne Ne 18 k [IpaBunam);

12) mporokonmy IKEv2 npu  B3ammopeiictBuu P-GW ¢ UE
(uaTepdeiic S2¢) npu peanusanuyd B 000pyAOBaHHN KOMMyTanuu crangapta LTE
(nmpunoxxenne Ne 19 k [TpaBunam),
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13) nporoxomy IPSec mpu  B3aumopmeidicteum P-GW ¢ UE
(uaTepdeiic S2¢) (mpunoxenne Ne 20 x IIpasunam);

14) mepeunro cooOmeHu#f mportokoida Diameter mnpu peanmsanuu
unTepdeiica S6b (mpmroxenue Ne 21 k Ipasuinam);

15) mepeunro naHHBIX, Xpausmuxcsd B P-GW, npu peanunsanuu non-3GPP
noctymna (npuinoxxerue Ne 22 k [IpaBunam).

14.  JIna obopynoBanus, BeinonHsommero Gpyukiuu EIR, ycranasnusaroTcs
cienyomue TpeboBaHus K:

1) nanHeiM 06 aboHEHTCKOHM paguoCTaHIMH, XpaHsmuMca B EIR
(mpunoxenue Ne 14 k IlpaBunam);

2) mepeyHro coobmeHuii mporokona Diameter mpu peanmzanuu
unrepoerica Bzaumopeitcteus MME ¢ EIR (unrepdeiic S13) (npunoxenne Ne 5
K IIpaBunam);

3) wmHTepdeiicaM B3auMoelcTBus (priokenune Ne 9 x IIpaBunam);

4) mporokony SCTP mpm peanusanuu B 0OGOpYIOBaHHM KOMMYTAaLUH
cranaapra LTE (mynkr 2 npunoxenus Ne 14 k ITpasunam Ne 58-07).

15. Ina  obGopynmoBaHus, BemonHAomero  ¢yakuuun  HSS/AuC,
YCTaHaBJIMBAIOTCS CIeNyIoIKe TpeOOBaHu K:

1) mepeunro xpaHsmuxcs B HSS manubix 06 aGOHETCKUX paaMOCTaHIMAX,
noanepxusaronmx crasaapt LTE (mpunoxenue Ne 13 k [IpaBunam);

2) mepeuHI0O COOOMEHWH IpoToKoida Diameter mnpu peanusalnyy
uHTepdeiica B3aumoneiicteust HSS ¢ MME (unrtepdeiic S6a) (mpunoxenne Ne 5
K IIpaBunam);

3) wuHTepdelicaM B3auMoneicTBus (priiokenue Ne 9 x IIpasuiam);

4) mporokomy SCTP npu peanmsauuu B 0GOpYyAOBaHHH KOMMYTAIMH
crangapta LTE (nmysxT 2 npunoxenus Ne 14 k [Ipasunam Ne 58-07);

5) OCYWIECTBIEHHIO HpOLENYp ayTeHTU(DHKAMA H HACHTHQHKALHHI
abOHEHTOB C  MHCIIOJNIB30BaHHEM CpPEACTB  KPHUITOrpaQMYeCKOM  3alIUTHI
HHOOpDMALIMH,  HMEIOIIUX  IOATBEpXXAEHHE  COOTBETCTBHA  TPeOOBaHMAM
1o 6ezonacHocT HHGopMarmy kiacca KA 11 06opynoBaHus KOMMYTAIHMH Y3JI0B
CBS3H, YCTaHOBIEHHBIM (efepanbHbIM OPraHOM HCIIOJHHUTEIBHOH BJIACTH
B obnactu obecneuyenns 0€30MMacHOCTH;

6) NpPOTOKONy B3aUMOIEHUCTBUSA cepBepa aOOHEHTCKUX AaHHbBIX HSS n/wmn
neHTpa ayreHTHOHKaKH AuC ¢ OTIeIbHBIM anapaTHEIM MOYJIEM 0€30MacHOCTH
HSM, BpimojHAOmMMM  KpUnNTorpapuyeckue QYHKUMHA ayTeHTHQHKALUH H
UIEHTUGUKAITH abOHEeHTOB (npunoxenue Ne 24
Kk IlpaBunam);

7) byHKIHIM HSS pu peanuzanuu non-3GPP JocTyna
npu  B3aumogeiictBun ¢ 3GPP AAA cepBepom mno mnporokony Diameter
(unrepdetiic SWx);

8) mepeuHio cooOmeHmii TpoTokona Diameter mnpu peanuzanuu
uHTepdeiica SWx (mpunoxenue Ne 21 k [Ipasuiam);

9) mepeunio nmaHHBIX, XpaHamuxcs B HSS, mpu peamusanuu non-3GPP
noctyna (nprmioxeHue Ne 22 k [Tpasuiiam).

16. Hna obopynoBaHus, BBITIOJIHSIOIIETO GyHKIMHA SGSN,
yCTaHaBJIMBAIOTCA CleIyIoIne TpeOOBaHMS K:
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1) npotokory GTP (mpunoxenun Ne 7 x IIpasuinam);

2) wuHTepdeticam B3aumoeicTBus (punoxenun Ne 9 k [Tpasunam);

17. Hnsa obopynoBaHus, BBIIOJIHSIOIIETO byHKIUH PCREF,
yCTaHaBJIMBAIOTCA Clexyromue TpeOOBaHuA K:

1) mepeunro coobuieHmii nporokona Diameter mnpu peanuszanyu
unTepdeiica B3ammoneiictBus PCRF ¢ P-GW (unrepdeiic Gx) B ciydae
peanu3anun uHTepdeiicoB S5 u S8 mporokosom GTP, PCRF Bu3uTHOH ceTH
(manee - V-PCRF) ¢ PCRF momammeit cetn (manee - H-PCRF), H-PCRF (V-
PCRF) ¢ S-GW (untepdeiic Gxc) B ciaydae peanusanuu uHTepdeiicoB S5 u S8
nporokoaoM PMIPv6, PCRF c¢ ¢yskuusmu npunoxenuit (uHrepdeiic Rx)
(mpunoxxenue Ne 5 k [IpaBuinam);

2) mporokoiry SCTP mnpm peanusanuu B 0OOpYIOBaHHHM KOMMYTALHH
crazapta LTE (myskT 2 npunoxxenus Ne 14 k [Ipasuiam Ne 58-07);

3) wunTepdeticam B3aumoneiicTus (npmwiokenre Ne 9 k [pasunam);

4) ¢ynxuusam PCRF npu peanusanun non-3GPP x:

a) PCRF pomamneii cetu (nanee — H-PCRF):

B3auMozercteue ¢ P-GW pgomammeidl cetum (unrepdeiic GX) TOIDKHO
OCYIIECTBIIATECA JUIa oOMeHa MHGpOpMaluell yImpaBiIeHHs KauyeCTBOM Iepelavu
naHHEIX QOS ¥ mpaBui Tapu(UKalUK NpPH MaplIpyTH3alUM TpaduKa depes
JIOMAIIHIOIO CeTh IO MpoToKoay Diameter;

B3aumozericteue ¢ TWAN (untepdeiic Gxa), ¢ S-GW (untepdeiic Gxc),
¢ ePDG (unrepdeiicy Gxb) nomMKHO OCYIIECTBIATECA Ui Hepenadl COOOIIEHMH
yTpaBJIeHUsT Ka4yecTBOM Iepefaud AaHHBIX QoS U TapuUKaLUU IO MPOTOKOITY
Diameter;

B3aumozericteue ¢ PCRF BusutHoli cetu (nanee — V-PCRF) (untepdeiic
S9) IOIDKHO OCYIIECTBIATEHCS MO IpoTokoiny Diameter;

6) PCRF BusutHO# ceTH:

B3anMozericteue ¢ TWAN (untepdeiic Gxa), ¢ S-GW (untepdeiic Gxc),
¢ ePDG (uuTepdeiic Gxb) momxHO oCymEecTBIATECS IS Mepeaavyr COOOIIEHHMIA
YIOpaBJIeHHsT Ka4eCTBOM Iepenayd HaHHBIX QoS M Tapudukauvy No MPOTOKOIY
Diameter;

B3auMogeiicteue ¢ H-PCRF (untepdeiic S9) nomkHO OCyIIEeCTBIATECS IO
nporokony Diameter.

18. TpeboBanusa x obopyznoBanuio kommyrauyu crangapta LTE B pexume
OKa3aHUs YCIYI CBA3M C HCIOJNb30BaHHEM oO0OpyHoBaHHS KoMMmyTtanud IMS
npuBeAeHs! B IpuiokeHuu Ne 16 k Ilpasunam.

19. Tpebosanus x obopyznoBanuto Llentpa Ynpasnenus u TexHuueckoro
O6cmyxuBanus (LY u TO) npusenens! B nprmioxenun Ne 15 k I[IpaBunam.

20. Jna obGopynoBaHHs, BBINONHSAOMEro ¢GyHKuuH DA mepeximodeHus
(manee — DRLA), npokcu cepepa (nanee - DPXA), nepeHanpasnenus (manee —
DRDA), ofecnednBaromero onpefieieHHE MECTOHAXOXACHHUS  MOIIKMCKH
II0JIb30BaTeNs], B Cily4Yae HalW4dsid Ha CeTH oneparopa Heckolpkux HSS,
yCTaHABIUBAIOTCS ClleAyIoIue TpeOoBaHUs K:

1) mepeuniro cooOwmeHuil mnporokosa Diameter mnpu peaiusauuu
unTepdeiica BzaumoneiictBun MME ¢ DA (unTepdeiic S6a) (mpmwroxeHue Ne 5
K [IpaBunam);
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2) mpotokoiny SCTP npum peanusamuud B 00OpYNOBaHMH KOMMYTallMH
crapgapra LTE (mmyHkT 2 npunoxenuns Ne 14 k ITpasunam Ne 58-07);

3) wuHTepdeiicam B3aumopeiicTBus (npmwioxenun Ne 9 x I[Ipasuiam).

21. Hns o0opynoBaHus, BBITTOJIHAOIIETO GyHKIHH ePDG,
yCTaHaBIIUBAIOTCA CleAyIOIre TpeOOBaHUS K:

1) ¢ysxuusm ePDG:

a) BeigeneHue UE BpemeHHoro ypanexnoro IP ampeca (manee — CoA),
ABJISIONIErocs JoKanbHeIM A1 ePDG, npu peanuszanuu unTepdeiica S2c¢;

6) peructpauus nokansHoro IP anpeca UE;

B) ofecreueHHe BO3MOXXHOCTH TPaHCIOPTHPOBKH ynaaneHHoro IP-ampeca,
BbIJIeJICHHOrO B KauecTBe IP-anpeca PDN, npu peanuzanuu unrepdeiica S2b;

r) MapmpyTusanus IakeroB IaHHBIX oT(k) P-GW (ot(x) S-GW mpu
BeimojiHeHuH S-GW ¢ynkuuu LA B cetu VPLMN k(ot) UE, ecinu peanusyetcs
unTepodeiic S2b mporokonaom GTP;

I) MapmpyTuzanus mnaketoB aAaHHeIX K UE dyepes wumtepdeiic SWu,
CBA3aHHBIN coeauHeHHEM ¢ PDN;

€) HUHKanCylsLUus M JeUHKANCYyNslus IakeToB maHHeIX IPSec, mpu
OCYIECTBIIEHUH TIOAJEP)KKM MoOOMIbHOCTH Ha ©Oaze wuHTepdeiica S2b,
peanuzoBanHoro npotokojioM GTP unu PMIPv6;

K) peanmsauua QyHkiud MAG npu peanusanum  uHTepdeiica S2b
npotrokosnoM PMIPv6;

3) ¢opmupoBanue GeszomacHbIX TyHHene# IPSec mportokonom IKEv2 mus
nepefavyy JaHHBIX ayTeHTH(HUKAMK U aBTOPU3aIlHH;

u) obecneuenme o¢yHkuuii LMA B cioydyae peanusaiiu¥l pacIIUpeHHs
npotokoiyia IKEv2;

K) TreHepalys U pacnpejenenue kmodeid npotokosia GRE, ucnosib3yeMbix
JUId MHKancysinuu AaHHeix PMIPv6, nepenaBaembix EPC B Hanpasnenuu ePDG B
CcTOpOHY uUHTepdeiica S2b;

Jd) OpraHu3alus B3aUMOJCHCTBUSA INpaBWI TapUPUKALMKA Pa3THMYHBIX
OIepaTopoB;

M) peanu3auusa QyHKIUNA MOTPAaHUYHOTO B3aUMOIEHCTBHS;

2) wunrtepdeiicam B3anmojeiicTBus (pmioxenue Ne 9 k [IpaBunam);

3) npotokomy PMIPv6 npu peanuzanuu B 000pPYZOBaHHH KOMMYTAILlHH
crannapta LTE (nmpunoxenne Ne 8 k [IpaBunam);

4) nporoxony SCTP mnpu peanuzanud B 0O0OpYIOBaHHH KOMMYTAallH
crannapra LTE (mysnkr 2 npunoxenus Ne 14 k ITpasunam Ne 58-07);

5) mnporokony GTP (nmpunoxenue Ne 7 k [IpaBunam);

6) npotokony IKEv2 (mpunoxenue Ne 19 k IIpaBunam);

7) npotokony IPSec, upentudrkanrnoHHOMy 3aroioBKy npotokona IPSec
(AH), mporoxony ESP) (mpunoxxenue Ne 20 x ITpaBunam);

8) nmepeuHo coobmeHu#t mnportokona Diameter mnpu peanuzanuu
unTepgeiica BlaumogeiictBus ePDG u  3GPP AAA  cepBep/mpokcu
(uaTepdeiic SWm) (npunoxenne Ne 21 k [IpaBunam);

9) mepeuHro naHHBIX, xpaHsmmxcs B ePDG, npu peanuzanuu non-3GPP

noctyra (npmioxenne Ne 22 x Ilpasunam);
10) mporokony EAP-AKA, EAP-AKA' (npwioxenune Ne 23
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K IIpaBunam).

22, Jna obopynoBaHus, BemouHsomero ¢pyukuuu 3GPP AAA cepsepa,
YCTaHaBJIMBAIOTCS CIEeAYIOMUe TpeOOBaHu K:

1) dynxmusm 3GPP AAA cepsepa:

a) BHIMONHEHHE QYHKUHH cepBepa st Metoma EAP-AKA, ucnoms3yeMoro
npu ayrentudukanuu UE;

6) momyyenne or HLR/HSS wundopmanmu o npopunsx UE
11 ay TeHTU(DUKAIUY;

B) ayreHTHOHKarus 3GPP monp3oBarens ¢ HCIONBE30BaHUEM OAHHBIX,
nony4deHHsIx or HLR/HSS;

r) obrosnenue uH(Gopmanuu s gocryna TWAN no sanpocy HLR/HSS;

n) mepenada MHGQOpMAIMH aBTOpH3aluu moib3oBarens K WLAN uepes
3GPP AAA npokcu cepsep, eClE MOIB30BaTeNb HAXOAUTCS B BU3UTHOM CETH;

e) perucrpauus azgpeca B HLR/HSS npm xaxnoli ayTeHTHOHKAIMH
T10JIb30BaTES;

K) ylaleHHe JaHHBIX o noxkmodenun wu3 HLR/HSS npu oTMmene
perucrpauuy ronb3osateisi B 3GPP AAA cepsepe;

3) coxpaHeHHe HHpopMaluH o coctossHun noakmodenus UE k WLAN;

u) QopMupoBaHHE U TNepelada IaHHBIX s TapUQHKALUHM CHCTEME
tapudukanu B HPLMN npu noctyne UE uepes UTWAN; |

K) XpaHEHHUe JaHHBIX O KauecTBe obOcmyxuBanus 1 TWAN;

1) B3aumogmeiicteue ¢ TWAN (untepdeiic STa), ¢ HLR/HSS
(untepdeiic SWx), c UTWAN (urtepdeiic SWa), c 3GPP AAA npokcu cepsepoM
(uHTEpdeiic SWd) no nporokoiy Diameter;

M) nepenada kK P-GW undopmaiyu s aBTopusanuy;

H) npegocrasieHne P-GW Bpemennoro ynanennoro IP agpeca UE,
nony4eHnoro ot HSS npu ucnosne3oBanuu cratuyeckoro yaanenHoro IP agpeca;

o) npexocrasienne 3GPP AAA npokcu cepBepy uHbOpMaLUM
0 IIpaBUIax 00CIIy)KHUBaHHUSA I0JIE30BaTEIS;

2) nporokomy PMIPv6 npu peanusanuu B 06OpyIOBaHMH KOMMYTALUH
crangapra LTE (npunoxenue Ne § k [IpaBuiam);

3) wuHTepdelicam B3auMoneiicTus (npunoxenue Ne 9 k IIpasuiam);

4) nporokony SCTP mnpu peanusauuu B 00OpYIOBaHHM KOMMYTALAM
cragaapra LTE (myskt 2 npunoxxenus Ne 14 k [IpaBuiam Ne 58-07);

5) nporokory IKEv2 (mpunoxxenne Ne 19 k IlpaBunam);

6) mpotokomy IPSec, uneHTH(UKAIMOHHOMY 3arojoBKy npoTtokoia IPSec
(AH), mporoxony ESP (npunoxxenue Ne 20 k ITpaBuiam);

7) mepeuHto coobmeHHi mporokona Diameter mnpu peanuzanyu
unrepdercos STa, SWx, SWa, SWd (npunoxxenne Ne 21 k ITpaBuinam);

8) nmepeuHro JaHHBIX, XpaHamuxcs B 3GPP AAA cepsepe, mpu
peamusanun non-3GPP nocryna (mpunoxxerue Ne 22 k IIpaBuiam);

9) mporoxonmy EAP-AKA, EAP-AKA' (upuinoxenne Ne 23
K IIpaBunam).

23. Jlna obopymoBanus, BemonHswomero ¢ynkuuu 3GPP AAA mpoxcu
cepBepa, YCTaHABIMBAIOTCA CIIEAYIOIIe TPeGOBaHUS:

1) TpaHCcnamus wuHOpMammMu Uit ayTeHTHGUKAHd Mexny WLAN
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1 3GPP AAA cepBepom;

2) nmpemocraBneHHMe HHQOpMAaUMH 00 OrpaHWYEHHMAKX, MONYYEHHON
U3 IOMAIIHE! CETH IIPH UcTob30Banuu gocryna WLAN;

3) ¢opmupoBaHHMe M Hepeiaya NAHHBIX IS TapUQHKAIMH CHCTEME
tapudukauua VPLMN;

4) mnpekpalueHue 06CITyKUBAHNS;

5) obecneuenue B3aumojeiicTBus uHTepheiicoB SWa, STa u SWd
IIPH MCIIOJIb30BaHUH HA HUX Pa3IMYHBIX MPOTOKOJIOB;

6) « mporokoiy PMIPv6 npu peanusaunu B 060py0BaHHM KOMMYTAIIHH
cranaapta LTE (npunoxxenue Ne 8 k [Tpasunam);

7)  x untepdeiicam B3auMozeiicTBus (puioxenne Ne 9 k IIpasunam);

8) k mpotokomy SCTP mpu peanusamuu B 060pyNOBaHMM KOMMYTAIIHH
crangapra LTE (myskT 2 npunoxernus Ne 14 k ITpasunam Ne 58-07);

9) x mporokony IKEv2 (nmpunoxenne Ne 19 k ITpasunam);

10) x mpotokomy IPSec, HMAEHTH(UKAUMOHHOMY 3arojOBKy IIPOTOKOIA
IPSec (AH), mpotoxony ESP (npunoxenue Ne 20 k ITpasuiam);

11) x mnepeunio coobmeHuii mnporokona Diameter npu peanusanun
untepdericos STa, SWa, SWd (npunoxenne Ne 21 k [Ipasunam);

12) x mnepeunro maHHbIX, XpaHamuxcsi B 3GPP AAA npokcu cepsepe, pu
peanmusanuu non-3GPP nocryna (nmpunoxenue Ne 22 k ITpaBunam);

13) x mporokomy EAP-AKA, EAP-AKA' (npunoxernune Ne 23
K IIpaBunam).
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ITpunoxxenne Ne 1

K [IpaBunaM npuMeHeHUs 00OpyAOBaHUA
KOMMYTalHUH cere MOJABH)XHOM
panuorenedonHoiicszu.  Yacte  VIL
[IpaBuna mnpuMmeHeHus 0OOpyZOBaHUA
KOMMYTalu1 CTaHJapTa LTE,
YTBEPKICHHBIM IIpHKa30oM MUHNCTEpPCTBA
(pPOBOro pa3BUTHUSA, CBA3W U MACCOBBIX
KOMMyHUKaui Poccutickoit @enepanun

oT 25 06 20#AR NeIF 74

TpeOoBaHUA K CHCTeMe HyMEpPAalHH H HACHTH(PHKAIHH

1. Unentudukanus AC [OKHA OCYIIECTBIATBCS B COOTBETCTBUU
c TpeboBaHMAMH IpHKa3a MUHUCTEpCTBA CBA3M M MAacCCOBBIX KOMMYHUKaUUH
Poccuiickoit @eneparuu ot 25 ampens 2017 r. Ne 205 «O06 yTBepxAeHUH H
BBEICHUM B JIeICTBUE pOCCHHCKONM CHUCTEMBI M IIJJaHa HyMEpauum»
(3apeructpupoBad  MunncrtepctBoM  octunuu  Poccuiickoii  Pepepauuu
13 uronst 2017 r., peructpaunoHHbIif Ne 47401).

2. OOGopynmoBanue komMmytanuu cranjgapra LTE momxHO oCyImiecTBIATH
MapIIPyTH3aLMIO JaHHBIX, HCIOJNB3Ys ajpecanuro cetd VHrtepHeT B (opmare,
ornpeneleHHOM mpoTokojamu I[P uerBeproit m miectoif Bepcuit (manee — IPv4,
IPv6).

3. Jna upentudukamun AC B MHOOPMaIMOHHO-TEIEKOMMYHHUKAIIMOHHON
cetu «MHTepHeT» Ha Bpema B3aumojeiictBus AC ¢ HHPOPMALUOHHO-
TEJIEKOMMYHHUKAIIMOHHOM ceThio «VIHTepHET» €f [NOJDKEH INMPHUCBauBaThCH anpec
ceTd B popmare mpotokoia [Pv4 u (win) IPvé.

4. Jna ayrentudukauuu UE mnpu poctynme uepes TWAN  IOMKHEI
HCTIOJIb30BaThHCS MI€HTU(PUKATOPBHI:

1) mocryna k cetu (zanee — NAI), umeronuii CTpyKTypy:

«»<IMSI>@wlan.mnc<MNC>.mcc<MCC>.3gppnetwork.org  —  and
ayreHTA(ukanuu EAP-AKA;
«O»<IMSI>@wlan.mnc<MNC>.mcc<MCC>.3gppnetwork.org  — s

ayrentudukanuu EAP-SIM;

2) certu gocryna (manee — ANID), npuHuMarommii mpu goctyne non-3GPP
CllelyIoIle 3HaAUYEHHUA:

«WIMAX» — ceThb nocryna Wi-Max;

«WLAN» — ceTh nocryna WLAN;

«ETHERNET» — ceTh GUKCHPOBaHHOIO AOCTYIIA C KOMMYTAaLUEH ITaKETOB.
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Ipunoxenune Ne 2

K IIpaBunam npuMeHeHHs 060pyHnOBaHHs

KOMMYTalLyx ceren
paguoTeneoOHHON CBA3M.
IlpaBuna mnpuMeHeHUs
KOMMYTalu{ CTaHJapTa

MOIBMKHOM
Yactes VII.
obopyroBaHHs
LTE,

YTBEPXXIEHHBIM IIpHKa30M MunucrepcTsa
MGPOBOrO Pa3BUTHSA, CBA3M U MAaCCOBBIX
koMMmyHuKauui Poccuiickoit @enepanuu

or 75.06 Z0/® Ne 379

Ilepeyens xpansimuxcss B MME qaHHBIX 00 a60HEHTCKAX PagHOCTAHIASX,
noaaep;kuBROIHX cTaHAapT LTE 1 HaXoASIHXCH B COCTOHUSX
ECM-IDLE, ECM-CONNECTED naun EMM-DEREGISTERED

B 30HaX cJieskeHus (TA), o6cay:knBaembix MME

Tabmuua.

JlanHbie

KommenTapun

Mexnynapoznusrit Homep AC (IMSI)

Huuxatop HENMOATBEPKACHUS NOATMHHOCTH IMSI
(IMSI unauthenticated-indicator)

Mexnynaponusrii Homep AC B cet ISDN (MSISDN)

IIPY HAJIMYUU B
HSS

Cocrosaue ynpasnenus Mmo6uwisHocTe0 (ECM-IDLE, ECM-
CONNECTED, EMM-DEREGISTERED) (MM State)

I'noGanbHblil yHMKaIBHBIH BpeMeHHbIH naenTudukarop (GUTI)

Mexnynaponuslii unenTrdukarop obopynosanus AC u Bepcus
nporpammHoro o6ecnedenus (IMEI/IMEISV) (ME Identity)

Crnmcox 30H cnexenus (Tracking Area List)

WneHTrhHKaTOp 30HEI CIIEKEHUS, B KOTOPOU ITPOU30IIIO
nociepHee oOHoBneHNe 30HbI ciexerus (TAI of last TAU)

['moGaneHeIi HASHTHGUKATOP COTHI B CETH PaaHOAOCTYIA
crangapra LTE (E-UTRAN Cell Global Identity)

Bpems, npoenimee ¢ MOMeHTa OCIEIHETO OMPEAEICHHUS
I'no6ansHoro uneHTH(UKaTOopa coThl crangapra LTE u/umm
LTE-Advanced (E-UTRAN Cell Identity Age)

Wnentudukarop 3akpbIToil rpynmnsl nonezosareneii (CSG ID)
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YIIeHCTBO B 3aKpHITOH IpyIIIe IOIb30BaTeNei
(CSG membership)

Pexxum ocryna (Access mode)

ITapameTps! ayTeHTHOUKAIMHU: TPOU3BONBHEIH HOMep (RAND),
oxunaemelil orBeT (XRES), kimrou (KASME), cuMBon
ayrentu¢uxamu (AUTN) (Authentication Vector)

BosmoxuocTH paguonoctyma AC
(UE Radio Access Capability)

Mapxka knacca 2 1 o6opynoBanus AC (mogaepxka nepeaadn
o6CImy)KMBaHUA K CeTH paguomocTyna craggapta GSM 900/1800
un UMTS) (MS Classmark 2)

Mapka knacca 3 a1 o6opynoBanus AC (moanepxka nepegadn
o0ciyXMBaHHS K CeTH paguoxoctyma cranaapra GSM 900/1800)
(MS Classmark 3)

Ionnepxusaemele kopeku (Supported Codecs)

Ceresrie BosmoxHocTH AC (UE Network Capability)

Ceresrie BosmoxHocTH AC cranzapra GSM 900/1800 mu
UMTS (MS Network Capability)

IMTapameTpsr DRX (UE Specific DRX Parameters)

BriGpannsIii anroput™ 6e3omacHocTH ciios 6e3 HocTyna
(Selected NAS Algorithm)

Hnentudukarop ycraHoBku kimoua (eKSI)

Kmrou KASME (KASME)

Kiroun ciios 6e3 noctyna u mapameTpsl cuera
(NAS Keys and COUNT)

Wnentrdukarop BEIOpaHHOTO Oleparopa CeTH
(Selected CN operator id)

Boccranosnenue gannsix HSS (Recovery)

Orpanunyenue nocryna (Access Restriction)

OrpanndeHus onepartopa I YCJIyT Iepeaadu JaHHBIX
(ODB for PS parameters)

3amena APN-OI (APN-OI Replacement)
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IP anpec MME pis untepdeiica S11 ¢ S-GW
(MME IP address for S11)

WnentudukaTop KoHEUHOM Touku TyHHen1 MME mis
unTepdeiica S11 (MME TEID for S11)

IP agpec S-GW mis untepdeiico S11/S4
(S-GW IP address for S11/584)

WnenTndukaTop KOHEYHOM TOYKH TyHHEeNS S-GW s
uHtepdeiicos S11/S4 (S-GW TEID for S11/S4)

IP agpec SGSN nns untepdeiica S3 (SGSN IP address for S3)

Wnentndukarop KoHeuHO#H Touky TyHHeAI SGSN s
unrepdeiica S3 (SGSN TEID for S3)

IP anpec ucroneszyemoro ysna paguonoctyna eNodeB mis
unreppeiica S1-MME (eNodeB Address in Use for S1-MME)

YuukaneHeii uneHTUUKaTOp AC 111 eNodeB
(eNB UE S1AP ID)

YHuKaneHbIl unentudukatop AC mt MME
(MME UE S1AP ID)

O6mas MakcUManbHas CKOpOCTh nepegadn s AC
(ITopnucka AC)
(Subscribed-UE-AMBR)

OO1as MakcumainbHas ckopocts nepepayn (UE-AMBR)

XapakTepUCTHKH AT yueTa cTouMOCTH AC B COOTBETCTBHH C
IMOANIUCKON B CETH ‘
(EPS Subscribed Charging Characteristics)

Wnpexc npuopureTHOCTH BBIOOpa TexHomoruu
papuonoctyna/Yactotsl (Subscribed RFSP Index)

Hcnonssyemerit Unaexc npuopuretHocTH BeiGopa TexHomOrHM
pagnonocryna/Yactors! (RFSP Index in Use)

INonpo6Hoe onucanue tpetica (Trace reference)

Tun tpetica (Trace Type)

Wnentuduxarop tpurrepa (Trigger id)

WnenrrdukaTtop HeHTpa yIpaBiIeHus 1 00CIyKUBaHMs, Ky1a
OynyT nepenaBaThbes 0T4eTsI 110 Tpericam (OMC Identity)
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ITapameTp 3anpoca gocrynaocta AC 1t MME
(URRP-MME)

JlaHHBIE TOANIMCKY 3aKPHITO# IPYIIBI IONE30BaTeNeH
(CSG Subscription Data)

Paspemrenne mectHoro IP moctyna (LIPA Allowed) <*>

INonnvcka Ha eproUvecKOe OGHOBIEHHE 30HEBI
MapLIpyTHU3aIUK/CIIeKEHHS TI0 TalMepy
(Subscribed Periodic RAU/TAU Timer) <*>

[Mommucka Ha mpuopuTeTHOE 06CTyX)uBanue B fomene CS (MPS
CS priority) <*>

IMoamuicka Ha mpuopuTeTHoe obciyxuBanue B EPS (MPS EPS
priority) <*>

I[aHHBIe HJIA KaXKJI0TO aKTUBHOT'O COCIUHEHHUA CETH II€peavyl JaHHBIX

Hcnons3yemas Touka noctyna (APN in Use)

Orpannuenue Touku focryna (APN Restriction)

Ioamucka Ha APN (APN Subscribed)

Tun cetn nepenaun nanHex (IPv4, IPv6, IPv4v6)
(PDN Type)

IP anpec (anpeca) cetu nepenayun aaHbiX (IP Address(es))

XapaKTepHUCTUKH y4eTa CTOUMOCTH a0OHEHTCKOM CTaHLIMHU B
COOTBETCTBHH C IMOANKUCKOHN B CETH Nepegavyu JaHHbIX EPS
(EPS PDN Subscribed Charging Characteristics)

3amemenne Touku gocryna (APN-OI Replacement)

Paspemienys BO3MOXXHOCTH pacnipeseneHus tpaduxa IP
(SIPTO permissions) <*>

Paspemenus LIPA (LIPA permissions) <*>

LIPA-
paspelieHo,
Tosibko LIPA,
LIPA-npu
YCIIOBUHU

BosMmoxHOoCTh Hcnonk3oBaTh 11t APN AC P-GW nomaiusei
unu BusutHOU cetu (VPLMN Address Allowed)

IP agpec ucnonszyemoro P-GW (111 II0CKOCTH yITpaBIICHHS)
(P-GW Address in Use (control plane))
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WnenTudurkarop KOHEUHOI ToukM TyHHeNsI P-GW mis
uHTepdeiica S5/S8 (s mrockocTy ynpasinenus)
(P-GW TEID for S5/S8 (control plane))

Coobmenne 06 usmenennn napopManun AC
(MS Info Change Reporting Action)

Coobmenre 06 H3MeHeHNH HHGOPMAIUK 3aKPEITON TPYIIIIEI
none3oBareneil (CSG Information Reporting Action)

IMpodune kauecTBa 06CITYKUBaHUS B COOTBETCTBHH C HOMHUCKOM
B EPS (QCI u ARP)
(EPS subscribed QoS profile) <*>

IMoamycka Touka nocryna - O6Ias MakCUMalbHas CKOPOCTh
nepenayn (Subscribed-APN-AMBR)

Touxka A0CTyIa - O6I.I_Iaﬂ MaKCuMaJibHas CKOPOCTh nepeaayu
(APN-AMBR)

Koy GRE, Beiaenennsiit P-GW s nepenaun
II0JIb30BATENbCKUX JaHHBIX "BBEpX"

(Toneko st PMIPV6 ua S5/S8)

(P-GW GRE Key for uplink traffic (user plane))

Wneutuduxarop EPS no ymomuanuro (Default bearer)

Huskwuit nproputet nocryna (low access priority) <*>

I[aHHBIe AJIA KaXXI0r'o KaHajla COSAUHCHHA CCTH Nepeaavyu JaHHBIX

Wnentudukarop kaHaia nepenaqn gaHHeIx EPS
(EPS Bearer ID)

Hpnentudukarop tpanszakmuu (TT)

IP anpec S-GW nns S1-u untepdeiica
(S-GW IP address for S1-u)

Wnentndrkarop koHewHO# ToukHy TyHHeNd S-GW mis
uHTepdeiicoB S1-u (S-GW TEID for S1-u)

WneHTndukatop KoHeyHo# ToUkU TyHHEII P-GW mis
uHTepdeiica S5/S8 (s IIOCKOCTH MOJIB30BATENS)
(P-GW TEID for S5/S8 (user plane))

IP anpec P-GW nmns untepdeiica S5/S8 (s mnockoctu
nons3oBarens) (P-GW IP address for S5/S8 (user plane))

KauectBo 00ciTyXMBaHUs B KaHalle Nepeadd JaHHBIX EPS
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(QCI u ARP) (EPS bearer QoS)

[lla6m01 moToka Tpaduxka (Tonsko mist PMIPv6 na S5/S8) (TFT)

HaHHble A7 5KcTpeHHOro o6cmy)uBanus AC

HanMeHOBaHHE TOUKH HOCTYyIIA IIPU SKCTPEHHOM 06CIYKHBaHHUH
(Emergency Access Point Name (em APN))

ITpoduns QoS npu 3xkcTpennom o6enyxusanuu EPS
(QCI u ARP) (Emergency QoS profile)

Touka moctyna npu skcTpeHHOM 06CiyXuBaHuy - O6mast

MaKCHUMaJIbHasi CKOPOCTh Tepenadn
(Emergency APN-AMBR)

Wnentupuxarop P-GW npu skcTpeHHOM 06CITyXKMBaHAH
(Emergency P-GW identity)

Ilpumevanne: <*> "JlanHble" 00s3aTeNbHBI TONBKO Ui craHgapra LTE-
Advanced.
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IIpunoxenue Ne 3

K IIpaBunaM npumeHeHHs 00OpYIOBaHUS
KOMMYTalux ceren MOJBHXXHOMN
panuoreneonHoi cBa3u. Yactes VI
IlpaBuna npumeHeHHs 00OpPYyIOBaHMS
KOMMYTaIuH CTaHJapTa LTE,
YTBEPXKIEHHBIM IIpUKa3oM MuHHCTEpCTBA
IIM(POBOTO Pa3BUTHSA, CBA3M M MAacCOBBIX
koMMyHuKaui Poccuiickoit @enepanyu

or S DE TP/ Ne /G

Ilepeyenn coobmennii nporokona S1-AP npu B3auMoaelcTBHH
obopynoBanus cucreM 6a3oBbix cranuuii cranaapra LTE (eNodeB) ¢ MME

Tabmuna.

Coobienne Hamnpasnenue

nepeaavu

3ampoc ycrtanoBku E-RAB ot MME k eNodeB
(E-RAB SETUP REQUEST)
OrtBert Ha 3anpoc ycranoBku E-RAB ot eNodeB x MME
(E-RAB SETUP RESPONSE)
3anpoc u3meHenus E-RAB ot MME k eNodeB
(E-RAB MODIFY REQUEST)
Ortset Ha 3amnpoc u3Menenuss E-RAB ot eNodeB x MME
(E-RAB MODIFY RESPONSE)
Komanna ocBoboxneuns E-RAB ot MME k eNodeB
(E-RAB RELEASE COMMAND)
OtBet Ha KomMaHIy ocBOGOXaeHNs E-RAB oT eNodeB xk MME
(E-RAB RELEASE RESPONSE)
OcBobOoxneuue E-RAB ot eNodeB xk MME
(E-RAB RELEASE INDICATION)
3alpoc YCTaHOBKHM MHULIAATA3ALMHA KOHTEKCTA ot MME k eNodeB
(INITIAL CONTEXT SETUP REQUEST)
OTBeT Ha 3aIpoC YCTAaHOBKH HHHUIMATH3AIMH KOHTEKCTA oT eNodeB xk MME
(INITIAL CONTEXT SETUP RESPONSE)
Ommbxa yCTaHOBKH MHHIHAIM3AIHNA KOHTEKCTA ot eNodeB x MME
(INITIAL CONTEXT SETUP FAILURE)
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3anpoc ocBoGoxaeHns kouTekcTa AC ot eNodeB xk MME
(UE CONTEXT RELEASE REQUEST)

Komannaa ocBo6oxnenusa koarexkcra AC ot MME k eNodeB
(UE CONTEXT RELEASE COMMAND)

OcBob6oxnenre koaTekcta AC BEIIIOJIHEHO ot eNodeB xk MME
(UE CONTEXT RELEASE COMPLETE)

3anpoc u3MeHeHus: KoHTekcTa AC oT MME k eNodeB
(UE CONTEXT MODIFICATION REQUEST)

Orser Ha 3ampoc u3MeHeHns KoHTekcTa AC ot eNodeB x MME
(UE CONTEXT MODIFICATION RESPONSE)

Omnbka M3MeHEHUsT KOHTEKCTA ot eNodeB k MME
(UE CONTEXT MODIFICATION FAILURE)

Tpebyetcs xeHmoBep ot eNodeB kK MME
(HANDOVER REQUIRED)

KomaHna Ha BeImoTHEHHE XeHJ0Bepa ot MME k eNodeB
(HANDOVER COMMAND)

XeHZoBep HE BO3MOXKEH ot MME k eNodeB
(HANDOVER PREPARATION FAILURE)

3anpoc XeHaoBepa ot MME k eNodeB
(HANDOVER REQUEST)

IMoarsepxaeHye 3anpoca XeHA0Bepa ot eNodeB xk MME
(HANDOVER REQUEST ACKNOWLEDGE)

OrcyTcTBHE pecypcoB Ui XeH10Bepa ot eNodeB x MME
(HANDOVER FAILURE)

IMonTeepxaeHne XeHOOBEpa ot eNodeB x MME
(HANDOVER NOTIFY)

3anpoc KOMMYTALMU KOHEYHOM TOYKH TyHHEIS ot eNodeB xk MME
(PATH SWITCH REQUEST)

IonTBepkaeHre KOMMYTAIlIMU KOHEYHOM TOUKA TyHHens | or MME k eNodeB
(PATH SWITCH REQUEST ACKNOWLEDGE)

OwrbKa mpy KOMMYTAILMX KOHEYHOM TOYKH TYHHEJ ot MME k eNodeB
(PATH SWITCH REQUEST FAILURE)

OtMeHa xeHI0Bepa ot eNodeB xk MME

(HANDOVER CANCEL)
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IMonTBepxaeHre OTMEHBI XEHI0BEPa ot MME k eNodeB
(HANDOVER CANCEL ACKNOWLEDGE)

Ilepenaua craryca eNodeB ot eNodeB xk MME
(eNB STATUS TRANSFER)

Ilepenaua cratyca MME ot MME k eNodeB
(MME STATUS TRANSFER)

Ilouck ot MME « eNodeB
(PAGING)

Huunuanuzanms coobuienmnit AC oT eNodeB xk MME
INITIAL UE MESSAGE

Tpancnoptuposka coobmennit NAS "BHu3" oT MME k eNodeB
(DOWNLINK NAS TRANSPORT)

Tpancnopruposka coobmenuit NAS "sBepx" ot eNodeB xk MME
(UPLINK NAS TRANSPORT)

HenocraBka coobienuit NAS "Buus" oT eNodeB xk MME
(NAS NON DELIVERY INDICATION)

C6poc ot eNodeB xk MME u
(RESET) ot MME k eNodeB
Iloateepxaenue copoca ot eNodeB xk MME n
(RESET ACKNOWLEDGE) ot MME k eNodeB
WHaukanus ommoKku ot eNodeB xk MME u
(ERROR INDICATION) ot MME k eNodeB
3arpoc ycTaHoBKH S1 ot eNodeB x MME
(S1 SETUP REQUEST)

OrtBer Ha 3anpoc ycTaHoBkH S1 oT MME k eNodeB
(S1 SETUP RESPONSE)

Omubxa ycranosku S1 ot MME k eNodeB
(S1 SETUP FAILURE)

O6HoBneHue koHpuUrypanuu eNodeB ot eNodeB xk MME
(ENB CONFIGURATION UPDATE)

Ioareepxaenne oOHOBNeHU KoHurypanuu eNodeB ot MME k eNodeB
(ENB CONFIGURATION UPDATE

ACKNOWLEDGE)

Omu6xa npu o6HOBIeHMs KoHpurypauuu eNodeB ot MME k eNodeB
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(ENB CONFIGURATION UPDATE FAILURE)

O6HoBneHue koHburypanun MME ot MME k eNodeB
(MME CONFIGURATION UPDATE)

Ionreepxnenue o6HOBIeHNS KoHUTypanud MME ot eNodeB kK MME
(MME CONFIGURATION UPDATE

ACKNOWLEDGE)

Ommbxa npu o6HOBIEHHs KOHGUTYyparn MME ot eNodeB xk MME
(MME CONFIGURATION UPDATE FAILURE)

Hauano neperpysku or MME k eNodeB
(OVERLOAD START)

OxoHuaHue neperpysKu ot MME k eNodeB
(OVERLOAD STOP)

HMunukanus Bo3moxHocTelr AC ot eNodeB xk MME
(UE CAPABILITY INFO INDICATION)

Hauano 3anucu Tpeiica ot MME k eNodeB
(TRACE START)

HMupukanus ommbKy 3anucu Tperica oT eNodeB xk MME
(TRACE FAILURE INDICATION)

3aBepliLeHue Tpeiica ot MME x eNodeB
(DEACTIVATE TRACE)

3anpoc HHPOPMAIHH O MECTOIOJIOKEHUN ot MME k eNodeB
(LOCATION REPORTING CONTROL)

Ommbka pu 0TIETE O MECTOIOIOKEHUH ot eNodeB xk MME
(LOCATION REPORT FAILURE INDICATION)

OTt4eT 0 MECTOTNOJIOKEHUH ot eNodeB x MME
(LOCATION REPORT)

3arpoc Havyajia uiy Bo30OHOBIeHus npeaynpexpatonmx | or MME k eNodeB
COOOIIEHHH

(WRITE-REPLACE WARNING REQUEST)

OtBeT Ha 3ampoc NpeaynpexaroIX COOOIEeHU ot eNodeB x MME
(WRITE-REPLACE WARNING RESPONSE)

3anpoc yaaneHus mpeaynpexaarolx cooOmenuit or MME k eNodeB
(KILL REQUEST)

OtBeT Ha 3anpoc yganeHus Npeaynpexaaromux oT eNodeB xk MME
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COOOIIEHHH

(KILL RESPONSE)

Ilepenaya nndpopmauuu eNodeB ot eNodeB x MME
(eNB DIRECT INFORMATION TRANSFER)

Ilepenaua nadopmarpn MME ot MME k eNodeB

(MME DIRECT INFORMATION TRANSFER)

Ilepenaya kKoHQUTypalMU CeTH pagHOOCTYIIA
(eNB CONFIGURATION TRANSFER)

oT eNodeB x MME

ITepenaya KoHUIypalHK CETH PaaUOLOCTyIIA ot MME k eNodeB
(MME CONFIGURATION TRANSFER)
Ilepenaya nHpOpMaLMK O MyTH B COTE ot eNodeB xk MME

(CELL TRAFFIC TRACE)
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[Ipunoxenue Ne 4

K IIpaBunaM nprMeHeHHs 0GOpyHIOBaHMS
KOMMYTaLuU ceren MOABWKHOMN
paguotenedonHo cBs3u. Yactes VIIL
IlpaBuna mnpuMeHeHHs 06OpyHOBaHHS
KOMMYTallu# CTaHZapTa LTE,
YTBEPXKIEHHBIM IpHKa30M MuHHCTepCTBa
IM(POBOro pa3BUTHS, CBA3M U MacCCOBBIX
KoMMmyHHuKauii Poccuiickoi @eneparum

or L5086 Zp7P N I/F

Ilepeuyenn coobmennii nporokoa SGSAP npu peaan3aunu
HHTepdeiica B3aumoaeiictenss MME c cepBepom neATpa MoGHIIbHOIH
kommyTanuu MSC cepsepom/VLR (untepdeiic SGs)

YcraHoBieHHe BXOJAIIEH M MCXOAsIIEl paauoTenedOHHOM CBSI3H JOIDKHO
ocymecTBIATECS K AC, uMmeromeit peructpauuio 8 MME cetm crasgapta LTE u B
BUSUTHOM  peructpe  MecromoioxeHus  (VLR)

GSM 900/1800 wiu UMTS.

Coobwenus nporokona SGsAP, nepenaaembie mMexay MME u MSC
ceppepoM/VLR uepes wuuTepdeiic SGs s ycTaHOBIEHHs paapoTene(oHHOM

CBS3H, IIPUBCACHEI B Ta6JII/IHe.

cered

Tabnuua.

Coobmenne Hampasnenue

nepeaavu

IonrBepxaeHue Ha 3ampoc akTuBHocTH AC ot MME kx VLR
(ALERT-ACK)
Ortkas Ha 3anpoc aktuBHOCTH AC ot MME x VLR
(ALERT-REJECT)
3amnpoc aktuBHOCTH AC ot VLR x MME
(ALERT-REQUEST)
Hannsre "Bau3" (0T VLR Kk AC) ot VLR xk MME
(DOWNLINK-UNITDATA)
IloaTBepxieHre Ha HHAMKAIIHIO OTKIroueHus EPS ot VLR xk MME
(EPS-DETACH-ACK)
HMunukamnus otkimroyenus EPS or MME k VLR
(EPS-DETACH-INDICATION)
IToaTBeprkieHHe Ha MHAMKAIMIO OTKIoueHus IMSI ot VLR x MME
(IMSI-DETACH-ACK)

CTaHaapTOB
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Wupukanus otkmouenuns IMSI or MME k VLR
(IMSI-DETACH-INDICATION)

OGHOBIEHHE MECTOIOIOKEHH)S BEIIIOTHEHO ot VLR xk MME
(LOCATION-UPDATE-ACCEPT)

OGHOBIIEHHE MECTOIIOIOXKEHHS OTKIOHEHO ot VLR k MME
(LOCATION-UPDATE-REJECT)

3anpoc 0OGHOBJIEHUS MECTOIOIOKEHHS or MME k VLR
(LOCATION-UPDATE-REQUEST)

3anpoc crenupuueckoil abOHEHTCKOM nH(GOpMaLuK ot VLR x MME
(MM-INFORMATION-REQUEST)

Wnnukanus cratyca ot VLR x MME
(STATUS) uiu ot MME k VLR
3anpoc 00CITy)KMBaHHs or MME k VLR
(SERVICE-REQUEST)

Wunnkanus aktusHocTH AC ot MME k VLR
(MS-ACTIVITY-INDICATION)

AC HepoctymHa ot MME k VLR
(MS-UNREACHABLE)

Hannsle "BBepx" (o AC x VLR) ot MME x VLR
(UPLINK-UNITDATA)

Ortka3 B moucke or MME k VLR
(PAGING-REJECT)

3arpoc noucka AC ot VLR x MME
(PAGING-REQUEST)

IloareepxaeHKe BRINOIHEHUS cOpoca ot VLR x MME
(RESET-ACK) unua or MME x VLR
WMunukanus copoca ot VLR xk MME
(RESET-INDICATION) uimn ot MME x VLR
ITepenaznauenne TMSI BoInoTHEHO or MME k VLR
(TMSI-REALLOCATION-COMPLETE)

3anpoc 0CBOOOXKACHHS or VLR x MME

(RELEASE-REQUEST)
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IIpunoxxenue Ne 5

K [IpaBunam npuMeHeHHS 0GOpYHOBaHUS
KOMMYTallMH cerei TIOJIBHKHOM
paguorenedoHHoi cBszu. Yacte VIL
IlpaBuna npuMeHeHHS 06OpYHOBaHUS
KOMMYTaIuH cTaHaapTa LTE,
YTBEpXKAECHHBIM IIpHKa3oM MuHNCTEpCTBA
U(POBOrO PasBHUTHS, CBI3M M MAaCCOBBIX
KoMMyHHKanui Poccuiickoit ®@enepanuu

or 75.06 20/8 NeF7G

Ilepeuennb cooGmennii nporoxona DIAMETER npu peann3anuu
nHaTepdeiicos B3aumoneiicrenss MME ¢ HSS (untepdeiic S6a),
SGSN c HSS (antepdeiic S6d), MME c EIR (untepdeiic S13),

SGSN ¢ EIR (untepdeiic S13'), PCRF ¢ P-GW (unTepgeiic Gx),

H-PCRF(V-PCRF) ¢ S-GW (unTtepdeiic Gxc),
V-PCRF ¢ H-PCRF (untepdeiic S9),
PCRF ¢ pynxknusamn npunoxkennii (uarepdeiic Rx)

Tabmuua Ne 1. Coobmenus nporokona Diameter Ha uHTepdeiicax S6a/S6d MEXIY

MME/SGSN #u

HSS,

OIIpCACIICHBIC

UAECHTUDHUKATOPOM

npusioxenus (ganee - Auth-Application-Id), paBasiM «16777251»

Coo01ienue Kon cooOmienus Hamnpasnenne
nepenavn

OOHOBIEHHE JAHHBIX O 316, 6ut R B none ot MME ninu SGSN k
MECTOHAX0XJIEHHU ITOABAKHOI'O KoMauae! "@mar" HSS
abonenra. 3ampoc (Update- ycTaHoBJIeH B "1"
Location-Request (ULR))
OOHoOBIIEHME JAHHBIX O 316, 6ut R B one ot HSS x MME wnnu
MECTOHAXO0XXJIEHHH IIOABUKHOIO xoMaHabe! "®mar” SGSN
abonenta. OtBer (Update- OYHIIEH
Location-Answer (ULA))
Hudopmanys ayreHTHPHKALIH. 318, 6ur R Bnone | or MME mmmu SGSN k
3anpoc (Authentication- KoManab! "®nar" HSS
Information-Request (AIR)) ycTaHoBJIeH B "1"
Wudbopmanus ayrentudukanuu. | 318, 6ur R B nosne ot HSS x MME wiu
OrtBer (Authentication- xomauzs! "®mnar" SGSN
Information-Answer (AIA)) OYUIIIEeH
OtmeHa nHpOPMAIUH O 317, 6ut R B nose ot HSS x MME wuiu
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MecToHaxoxaeHnu AC. 3ampoc KoMaHzH "@ar" SGSN
(Cancel-Location-Request ycTaHoBJIeH B "1"

(CLR))

Otmena uadopmaruu o 317,6utr R Bmote | or MME uiu SGSN k
MecToHaxoxaeHuu AC. Otser xoMaHas! "®mar" HSS
(Cancel-Location-Answer OYHILEH

(CLA))

Peructpanus aboHEHTCKHX 319, 6ut R B noste ot HSS x MME unu
naHHbIX. 3anpoc (Insert- KoMaH/ib1 "®ar” SGSN
Subscriber-Data-Request (IDR)) ycTaHoBJIeH B "1"

Perucrparus aboHEHTCKHX 319, 6ut R B none oT MME wunu SGSN k
nanHbIX. OtBet (Insert- xoMaHae! "®mar" HSS

Subscriber-Data-Answer (IDA))

OYHILEH

VY naneHne aOOHEHTCKUX

320, 6ut R B mose

ot HSS x MME unu

naHHbIX. 3anpoc (Delete- xoMaus! "®mar" SGSN

Subscriber-Data-Request yCTaHOBJIEH B "1"

(DSR))

VY nanenne abOHEHTCKUX 320, 6ur R B mone | or MME umu SGSN x

nmaHHbIX. OTBet (Delete- xoMaHab! "®mar” HSS

Subscriber-Data-Answer (DSA)) OYHIIEH

YBeoMiIeHNE O CTUPAHHUH 321,6ur R Bmone | or MME uinu SGSN k

JaHHBIX ab0HEeHTa. 3ampoc KoMaH[ib1 "®@ar” HSS

(Purge-UE-Request (PUR)) ycTaHoBJIeH B "1"

YBeOMIIEHUE O CTUPAHHUH 321, 6ut R B nosne ot HSS x MME nnu

JauHbIX aboHenTa. OTBeT koMaHab! "Omar” SGSN

(Purge-UE-Answer (PUA)) OYHINEeH

C6poc. 3anpoc (Reset-Request 322, 6ut R B nosne ot HSS x MME unu

(RSR)) KoMaHzb! "®nar” SGSN
ycTaHoBieH B "1"

C6poc. OtBet (Reset-Answer 322,6ur R Bnone | or MME mmu SGSN k

(RSA)) koMmaHzb! "Omnar" HSS

OUHIICH

YBenomnenne. 3anpoc (Notify- 323,6ur R Bmone | or MME miu SGSN k

Request (NOR)) KoMaH[b1 "®mar” HSS
ycTaHoBieH B " 1"

YBenomnenue. Oteer (Notify- 323, 6ut R B one ot HSS x MME wmin

Answer (NOA)) xoMaHb! "®nar" SGSN
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OYHIIEH

Tabmuua Ne 2. Coobmenus nporokona Diameter Ha untepdeiicax S13/S13' mexny

MME/SGSN u EIR, omnpenenensie Auth-Application-Id,
paBHBIM «16777252»
CooOmeHue Koza cooOmenus Hanpasnenue
nepenavu

IIpoBepka MexayHapOIHOTO 324, out R B nosne oT MME unu SGSN
UAeHTH(HKaTOpa 000PYAOBaHUS KoMaH/1bl "®ar” K EIR
AC. 3ampoc (ME-Identity- ycTaHoByieH B "1"
Check-Request (ECR))
IIpoBepka MeXIyHapOIHOTO 324, 6ut R B nosnte oT EIR k MME unmmn
uaeHTH(UKaTopa obopynoBanus|  KoMaHsl "®mar" SGSN

AC. Otset (ME-Identity-Check-
Answer (ECA))

OYHIIIEH

Tabmuna Ne 3. Coobimenus nporokona Diameter na unrepdeiice Gx mexxy PCRF

u PDN GW,

OIIPCACIICHEIC

Auth-Application-Id, paBHBIM

«16777224», n Ha untepdeiice S9 mexny V-PCRF u H-PCRF,
onpeaenensle Auth-Application-Id, paBasiM «16777267»

Coobmenue Kon cooOienus Hanpasnenue
nepesaqn

IIpaBuna monutuky ynpasienus | 272, 6ur R B none ot PDN GW « PCREF,
1 tapudukanuu (PCC). 3ampoc KoMaH[b! "®nar” ot V-PCRF
(CC-Request (CCR)) ycTaHOBJIeH B "1" k H-PCRF
IlpaBuna nonutuku ynpaeienus | 272, 6ut R B moie ot PCRF x PDN GW
u tapudukamum. Oteert (CC- KoMaHJb! "®nar" ot H-PCRF k V-
Answer (CCA)) OYHILICH PCRF
He3zanpamusaemsie npaBuina 258, 6ut R B none ot PCRF x PDN GW
PCC. 3ampoc (Re-Auth-Request KoMaHb! "®nar” ot H-PCRF k V-
(RAR)) ycTaHoBieH B "1" PCRF
HesanpamuBaeMelie npaBuia 258, 6ut R B none ot PDN GW k PCRF
PCC. OtBet (Re-Auth-Answer koMaH bl "®ar” ot V-PCRF x H-
(RAA)) OYHILIECH PCRF
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Tabmuma Ne 4. Coobmennst npotokosa Diameter Ha unTepdeiice Rx mexny PCRF
1 QyHKIMAMH npunoxeHuil (manee - AF), ompemenensie Auth-
Application-Id, paBusM «16777236%»

Coobuienne Kon coobmenuns Hanpasnenue
nepenadu
Nudopmanus o ceccun. 3ampoc 265, out R B mone ot AF x PCRF
(AA-Request (AAR)) koMaHzp! "®ar”
ycTaHoBjieH B "1"
Nudopmarnms o ceccuu. OtBer 265, out R B mone ot PCRF x AF
(AA-Answer (AAA)) xoMaHJibl "®mar”
OYMILEH
He3zanpammBaemsie paBuia 258, 6ut R B none ot PCRF k AF
PCC. 3ampoc (Re-Auth-Request KoMaHb! "®mar”
(RAR)) ycTaHoBleH B "1"
He3anpammBaemsie mpaBmia 258, 6ut R B none ot AF k PCRF
PCC. OtBet (Re-Auth-Answer KoMaH[b! "Onar”
(RAA)) OYHIIEH
OxoHuanue ceccuu. 3amnpoc 275, 6ut R B mone ot AF x PCRF
(Session-Termination-Request KoMaH[b! "®nar"
(STR)) ycTaHoBJieH B "1"
Oxonuanue ceccun. OTBeT 275, out R B none ot PCRF k AF
(Session-Termination-Answer KoMaHas! "®nar"
(STA)) OYHILICH
ABapuiiHoe IpeKpalieHue 274, 6ut R B nose ot PCRF k AF
ceccud. 3anpoc (Abort-Session- koMaHJbl "®ar”
Request (ASR)) ycTaHoBiieH B "1"
ABapuiiHoe npeKpalieHue 274, out R B mone ot AF x PCRF
ceccuu. OtBet (Abort-Session- KoMaH[ib1 "@ar”
Answer (ASA)) OYHILEH

Tabnuma Ne 5. Coobmenust npotokona Diameter Ha unTepdeiice Gxc Mexmy
H-PCRF (V-PCRF) u S-GW, onpegnenensie Auth-Application-Id,

paBHBIM «16777266»
Coobmenue Koz coobmenus Hanpagnenue
' nepeaavn
IIpaBuna nonutuku ynpasienus | 272, 6ut R B mone or S-GW
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u tapudukarun (PCC). 3ampoc.
(CC-Request (CCR))

koMmauns! "®nar"
ycTaHoBjieH B "1"

x H-PCRF (V-PCRF)

[TpaBuia HONMKUTHKY yrIpaBIeHHUS
u tapudukaimu. Orer. (CC-

272, 6ut R B none
koMaHas! "®@jar”

ot H-PCRF (V-PCRF)

Answer (CCA)) OYMIIEH K S-GW
HesanpammyBaeMbie npaBuia 258, 6ut R B mone
PCC. 3anpoc. (Re-Auth-Request Komauzxs! "®mar" ot H—PEI;F&&-PCRF)
(RAR)) ycTaHoBJieH B "1"
He3zanpamnBaemsle npasuia 258, out R B nose or S-GW
PCC. Otser. (Re-Auth-Answer koMaHe! "®mar"

k H-PCRF (V-PCRF)

(RAA))

OUYHUIIICH
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IIpunoxenne Ne 6

K IIpaBunam nprumeHeHus oOopyHOBaHHs
KOMMYTAaLUX ceTrel MOJABMIXHOU
panuorenedonHoi cBa3u. Yactes VI
IlpaBuna mpumeHeHHS OOOPYIOBaHHA
KOMMYTaluu CTaHJapTa LTE,
YTBEPXIEHHBIM IpUKa30oM MuHHCTEepCTBa
IU(POBOrO pa3BUTHSA, CBA3H U MACCOBEIX
KoMMyHUKanui Poccuiickoit @enepanuu

oTr Z5 06 Z07FP N 7/ G

Ilepeyens coobmennii nporokosna NAS npu peannszauun uarepdeiica
B3anmoaeiicteuss AC n MME (unrtepdeiic S1-MME)

Tabmuma Ne 1. Coobmenus mnpotokona NAS MOACHCTEMBI  YIIpaBJIEHHUS
mobunsHOCTRIO  (EMM), mepemaBaemele  Mexay —AC
1 MME uepe3 unrepdeiic S1I-MME
CoobieHue Hamnpasnenue
nepenadu

Ioxxmrogenue npunsTo (Attach accept) ot MME k AC
ITonxmouenue BemomnHeHO (Attach complete) ot AC x MME
Iogkmouenue otkinoneHo (Attach reject) or MME k AC
3anpoc nogxmoueHus (Attach request) ot AC x MME
Heycnemnas ayrentudukaius (Authentication failure) ot AC x MME
Otknonenne ayrentudukamun (Authentication reject) or MME k AC
3amnpoc ayreHTUuKaiuu (Authentication request) or MME k AC
Otet ayrenTudukauum (Authentication response) ot AC x MME
YBenomnenue o6 obcmyxuBanuu B CS or MME k AC
(CS service notification)
Ortknmouenue 3aBepiueHo (uHUIUaTop otkmodeHus AC) ot MME x AC
(Detach accept)
OTtkmoueHne 3aBepiIeHo (MHULIAATOP OTKIIIOUEHHS CETh) or AC xk MME
(Detach accept)
3amnpoc oTkio4Yenus (MHULUaTop otkiodeHus AC) or AC x MME
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(Detach request)

3anpoc OTKIIOYeHNs (MHALHATOP OTKIIOYEHHMS CETh) or MME k AC

(Detach request)

TparcnoptupoBka coobmenniit NAS "BHu3" or MME k AC

(mocraBKa KOPOTKHMX COOOILEHHIA)

(Downlink NAS Transport)

Hudopmarus cetn 06 ynpasieHrnH MOOHIBLHOCTHIO or MME k AC

(EMM information)

CocTosiHMe Tpoliecca ynpaBiieHusT MOOHIIBHOCTHIO or MME k AC

(EMM status) w oT AC x
MME

3anpoc pacIIMPEeHHOT0 00CITYKUBaHUS ot AC x MME

(Extended service request)

Komanza HasHaueHus rno6aabHOro YHUKaIBHOTO BpeMeHHoro | or MME k AC

UAeHTUpUKaTopa

(GUTI (Globally Unique Temporary Identifier) reallocation

command)

IonTBepxaeHne Ha3HAYSHHS TTI00AIBHOTO YHUKAILHOTO ot AC x MME

BPEMEHHOI0 HAeHTU(HUKaTOpa

(GUTT reallocation complete)

3anpoc unentuuHoctH (Identity request) or MME k AC

Otset Ha 3anpoc uaenTuyHoctH (Identity response) ot AC x MME

Komanna pexxuma 6e3onacHoctd (Security mode command) or MME k AC

BrinonneHnne pexuma 6e30macHOCTH or AC xk MME

(Security mode complete)

Orknonenue pexuma 6esonacHoctH (Security mode reject) or AC x MME

Ortkionenne 3amnpoca obcmyxuBanus (Service reject) or MME k AC

3ampoc obciryxuBaHus (Service request) ot AC x MME

IIpuHsATHe 3anipoca OOHOBIEHMS 30HBI CIEKEHUS or MME k AC

(Tracking area update accept)

BrinonHeHne 0OHOBIIEHHUS 30HEI CIIEKEHUS or AC x MME

(Tracking area update complete)

Otka3 0OHOBJIEHHUS 30HBI CIICKEHHUS or MME k AC
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(Tracking area update reject)

ot AC x MME

(Uplink generic NAS transport)

3anpoc OOHOBIIEHHS 30HbI CIIEKEHHS

(Tracking area update request)

Tpancnopruposka coobimenuit NAS "seepx" ot AC x MME
(mocTaBKa KOPOTKHX COOGIICHHIA)

(Uplink NAS Transport)

OcHoBHas TpaHCTIOPTHPOBKA cooOmenuit NAS "BHu3" or MME x AC
(Downlink generic NAS transport)

OcHoBHast TpaHCIIOPTHPOBKa coolienuii NAS "Bepx" or AC x MME

Tabmuma Ne 2. CooGmenns mpotokona NAS momcucTeMsl YIIpaBJIEHUS ceccueil
(ESM), mnepenaBaemsie Mexny AC u MME Ha wmnTepobeiice

S1-MME
Coo0Oiienne Hanpasnenue
nepenaqn

3anpoc akTHBalMH KOHTEKCTa BEIOpanHo# EPS mpuHsT or AC x MME
(Activate dedicated EPS bearer context accept)
3anpoc aKTUBaIMH KOHTeKCTa BhIOpanHoi EPS oTKkioHeH or AC x MME
(Activate dedicated EPS bearer context reject)
3anpoc akTHBaIMX KOHTEKCTa BbIOpanHoi EPS or MME k AC
(Activate dedicated EPS bearer context request)
3anpoc akTuBaluH KoHTeKcTa EPS 1m0 yMomyanuio npuHaT or AC xk MME
(Activate default EPS bearer context accept)
3anpoc axtuBanuu koHTekcta EPS mo ymomanuio or AC xk MME
OTKJIOHEH
(Activate default EPS bearer context reject)
3anpoc aktuBaimu KonTekcra EPS no ymosyanuio or MME k AC
(Activate default EPS bearer context request)
OTkiI0HEeHUE BBIENIEHHS pecypca or MME k AC
(Bearer resource allocation reject)
3ampoc BEIIENEeHUs pecypca ot AC x MME
(Bearer resource allocation request)
OtknoHeHne Mo UKaIUH pecypca or MME k AC
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(Bearer resource modification reject)

3arnpoc MoAudUKaIul pecypca or AC k MME
(Bearer resource modification request)
3anpoc yaaneHus: KOHTeKcTa BeIOpanHoit EPS npuusT or AC x MME
(Deactivate EPS bearer context accept)
3amnpoc yjajieHus: KOHTeKcTa BeIOpanHoi EPS or MME k AC
(Deactivate EPS bearer context request)
3anpoc HHGOpMAIUH YIIpaBIeHHs ceccueit or MME k AC
(ESM information request)
Wudopmanus ynpasienus ceccueit or AC x MME
(ESM information response)
CocTosiHMe IIpoLiecca yrpaBieHUs CecCruei or MME x AC
(ESM status) WA

or AC x MME
3amnpoc Moaudukanuu kontekcra EPS mpunst or AC x MME
(Modify EPS bearer context accept)
3anpoc MoauduKkauuu kourekcra EPS otkionen ot AC x MME
(Modify EPS bearer context reject)
3ampoc Moaudukanuu koutekcra EPS or MME k AC
(Modify EPS bearer context request)
OTKIIOHEHHE BO3MOXKHOCTH COEMHEHUS C CEThIO Iepeaadn or MME k AC
na"HelX (PDN connectivity reject)
3anpoc coeAUHEHHUSI C CEThIO Mepeaayn ot AC x MME
JaHHBIX
(PDN connectivity request)
OTKiOHEHN e 3anpoca pa3beUHEHHS ¢ CETHIO NepeIadn or MME k AC

TaHHBIX
(PDN disconnect reject)
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ITpunoxenne Ne 7

K IlpaBunam npumeHeHuss 0GOpyHAOBaHHA
KOMMYTaIuH ceren [MOJABH)XHOU
pamuorenedonHoi cBs3u. Yacts VIL
IlpaBuna mnpuMeHeHHs o06GOpPYAOBaHHSA
KOMMYTaIu{ CTaHzaapra LTE,
YTBEP)XKIEHHBIM IpHUKa3oM MuHucTepcTBa
IH(POBOTr0 Pa3BHUTHs, CBI3UM U MACCOBBIX
koMMyHuKauuil Poccuiickoii @enepannu

ot Z5 08 20/ Ne 374

TpeboBanus k nporoxoiay GTP

1. Ilporoxon GTP (mamee - GTPv2-C) JnomKeH peann30BHIBaTh
B S-GW, P-GW, SGSN, MME wuntepdeiickl B3aumozeiicTsus S5/S8 (ecnu He
ucnonesyercs PMIPv6), Sv, S11, S4, S3, S10, S16 U cOOTBETCTBOBATH
CIEeYIOIIUM TPEOOBAHUSIM:

1.1. obmmit popmar 3aronoka coobiernii nporokona GTPv2-C mpusenen
Ha pUCyHKe 1.

Bepcus P T |0 0 0

Tun cooOrenus

JnuHa coobenns

TEID

Homep
I10CJIEIOBATENHHOCTH

Peseps

Pucynok 1.

IIpumeuanue:

B IIEPBOM OKTETE:

1) Outel 6-8 mOMKHBI ompeensTh Bepcuro mpotokoma GTPv2-C
1 OBITH paBHBI JECATUIHOMY YHCITY «2%;

2) O6ur 5 (dmar P) nomkeH OmpenensATh HAIMYHE IPUKPEIUICHHBIX
COOOIIeHMIA:

IPUKPEIJIEHHBIX COO0IeH i HeT npu ¢uare P paBHOM «0»;

apyroe coobmenne GTPv2-C ¢ CcOOCTBEHHBIM 3arojOBKOM H TeJOM
IIPUCYTCTBYET B KOHIIE TEKYIEro coobImenus npu ¢iare P pasHoM «1»;

3) Owur 4 (pnar T) moDKeH ONpeleNsITh HaIMYHE MONA HAEHTH(HKATOpA
KoHe4HOM To4YkU TyHHens TEID B 3arojyioBke:
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none TEID He nomkuo npucyrcTBoBats pu duare T paBHOM «Op;

none TEID pomkHo crnemoBath B okreTax 5-8 3a momeM «/{iuHa
COOOIIEHUs» U 3aHUMATD YETHIPE OKTETa;

4) Outel 3 - 1 (pesepBHBIE) JOIKEH OBITH paBeH «0», a MOJIy4aTelb He
JIOJDKEH aHAJIN3UPOBATH;

BTOPO# OKTET JOIKEH ONPEAENATh TUI COOOIEHHUS,

OKTEeTHI 3 - 4 IOJDKHBI COZlepXaTh moie «JlmuHa cooGIeHus», comepaliee
HH(QOPMAIWIO O JTHHE COOOLIEHHs B OKTETaX, HAYMHAS C IIITOTO OKTETA,

okreTel 9—11 (B cimyuae mpucyrctBus TEID) wm 5-7 (B ciydae
orcyrctBusi TEID) momxael comepxxath mone «Homep mocienoBaTeNBHOCTH
GTPv2-C. Crenyoomuii OKTET JOIDKEH UCIIONb30BaThCA KaK pe3eps;

1.2. undpopmanmonHsie snemenTs coobmenus GTPv2-C noxHBI Clie10BaTh
3a 3arojI0OBKOM coobmeHus nporokona GTPv2-C;

1.3. coobmenus nporoxona GTPv2-C npusenens B Tabmume Ne 1.

Tabmuna Ne 1.

Tun Coo01menue
cooO1eHUs
1 3amnpoc "3x0" (Echo Reques)
2 Ortset "3x0" (Echo Response)
3 Bepcus ne mopnepxusaercs (Version Not Supported Indication)

Ot SGSN/MME x MSC cepsepy (Sv) npu xaHA0Bepe

25 3anpoc oTAeNbHOM HEeNPEPEIBHOCTH TOJI0COBOTO BEI30Ba HA PAJIHO
uHTepeiice (ganee - SRVCC) npu nepexoze oT ceTH ¢
KOMMYTAaIMeH MaKeTOB K CETH ¢ KoMMyTanueii kaHaioB (SRVCC
PS to CS Request)

26 Orser Ha 3anpoc SRVCC npu nepexoje OT ceTd ¢ KOMMyTaIHeit
IIAKETOB K CETU C KOMMYyTalleil KaHaJoOB
(SRVCC PS to CS Response)

27 YBenomienue o BeimonHeHnd SRVCC nipu nepexose oT ceTu ¢

KOMMYTAaIlHEH NTaKETOB K CETH C KOMMYyTaIlieil KaHaJIOB
(SRVCC PS to CS Complete Notification)

28 ITonreepxaenne BemonneHus SRVCC npu nepexose oT ceTu ¢
KOMMYTAIHEH ITaKETOB K CETH C KOMMYTallieil KaHAJIOB
(SRVCC PS to CS Complete Acknowledge)

29 VBenomienue o 3aBepuieHnd SRVCC npu nepexose ot cetu ¢
KOMMYTaI[HeH MaKeTOB K CETU C KOMMYTAIlUel KaHaJIOB
(SRVCC PS to CS Cancel Notification)
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30 Ionreepxxnenue 3aBepmenus SRVCC npu nepexoze oT cetu
C KOMMYTAaLMeH ITaKEeTOB K CETH C KOMMYyTaLMel KaHATIOB
(SRVCC PS to CS Cancel Acknowledge)

Ot SGSN/MME k P-GW (S4/S11, S5/S8)

32 3anpoc cosmanus ceanca (Create Session Request)

33 OrtBet Ha 3anpoc cosnanus cearca (Create Session Response)

34 3anpoc usmenenus Hocurens (Modify Bearer Request)

35 OtBeT Ha 3anpoc H3MEHEeHHs KaHala epefady JaHHBIX
(Modify Bearer Response)

36 3anpoc ynanenus ceanca (Delete Session Request)

37 Ortser Ha 3anpoc ynanenus cearca (Delete Session Response)

38 3anpoc yBenomnenus o6 m3merennu (Change Notification Request)

39 OrtBeT Ha 3anpoc yBeoMiIeHUs 06 H3MEHEHUH
(Change Notification Response)

164 YBenomieHne o Bo306HOBIeHHH CBs3H (Resume Notification)

165 ITogTBepxneHne BO30OHOBIIECHUS CBSI3U

(Resume Acknowledge)

Coobuienns 6e3 seHOro oTBeTa (Messages without explicit response)

64

Komana n3smeHeHus kaHaia [epejauy AaHHbIX
(Modify Bearer Command) (MME/SGSN x P-GW - S11/84, S5/S8)

65

WHanKauys HeyjauHOTo H3MEHEHHUs KaHala Mepeaul JAHHBIX
(Modify Bearer Failure Indication)
(P-GW x MME/SGSN - S5/S8, S11/84)

66

Komana ocBo6oxIeHNs KaHalla Iiepeaadn JaHHbIX
(Delete Bearer Command) (MME/SGSN k P-GW - S11/584, S5/S8)

67

WNHpukanus HeynadHoro ocBo60XKIEHH KaHala Iepeadn JaHHBIX
(Delete Bearer Failure Indication)
(P-GW x MME/SGSN - S5/S8, S11/84))

68

KoManna pacnipeneneHus pecypcoB KaHaa repefadl JaHHBIX
(Bearer Resource Command)
(MME/SGSN x P-GW - S11/84, S5/S8)

69

I/IH,ZII/IKaI_II/I}I HEYAa4YHOT'O pacpeacliCHUs peCypCOB KaHajIa
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nepenaym naHHsIX (Bearer Resource Failure Indication)
(P-GW x MME/SGSN - S5/88, S11/84)

70 Wnjykanys HeyJaqyHoTro YBEAOMIIEHHS O I€peade JaHHBIX "BHU3"
(Downlink Data Notification Failure Indication)
(SGSN/MME k S-GW - S4/S11)

71 AxTHBanus ceaHca TPaCCHPOBKH
(Trace Session Activation) (MME/SGSN k P-GW - S11/84, S5/S8)

72 JleakTuBanus ceaHca TPaCCHPOBKH
(Trace Session Deactivation) (MME/SGSN k P-GW - S11/84,
S5/88)

73 Muaukanus ocTaHOBKH ITOUCKA

(Stop Paging Indication) (S-GW x MME/SGSN - S11/84)

Ot P-GW x SGSN/MME (S5/S8, S4/S11)

95 3arpoc aKTHUBaIK KaHaJla TIepeaadyy JaHHBIX
(Create Bearer Request)

96 OTBeT Ha 3anpoc aKTHBAIMK KaHaJIa Iepeaady JaHHBIX
(Create Bearer Response)

97 3ampoc 0OHOBIIEHUS KaHalla Mepeaayy JaHHbIX
(Update Bearer Request)

98 OrtseT Ha 3anpoc 0OHOBIICHHS KaHalla epeaady JaHHBIX
(Update Bearer Response)

99 3ampoc ocBOOOXKIeHUS KaHalIa Mepefayy JaHHBIX
(Delete Bearer Request)

100 OrtseT Ha 3a1poc 0cBOOOXK/IEHUS KaHaJIa IIepeaayy JaHHbIX
(Delete Bearer Response)

Ot P-GW x MME, ot MME k P-GW, ot S-GW k P-GW,
or SGW x MME (S5/88, S11)

101 3anpoc ynanenus coenunenus (Delete PDN Connection Set
Request)

102 OtBeT Ha 3ampoc yaaneHus COeTuHEHHS
(Delete PDN Connection Set Response)

Ot MME x MME, ot SGSN x MME, ot MME k SGSN,
otr SGSN k SGSN (S3/510/516)
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128 3anpoc unentudukanuu (Identification Request)

129 Orser Ha 3anpoc unenrudukanun (Identification Response)

130 3ampoc koHTekcTa (Context Request)

131 OrtseT Ha 3anpoc konrekcrta (Context Response)

132 ITonreepxaeHne oTBeTa Ha 3ampoc koHTekcTa (Context
Acknowledge)

133 3amnpoc nepe,uaqﬁ npu nepememiennu AC

(Forward Relocation Request)

134 Ortser Ha 3anpoc nepenayn npu nepememieHud AC
(Forward Relocation Response)

135 YBeoMIIeHHEe BBIMTOHEHNUS NTepeaadu npH nepementeHun AC
(Forward Relocation Complete Notification)

136 IlonreepxaeHne BEIIOTHEHUS ITepeadu npu rnepeMeiieanu AC
(Forward Relocation Complete Acknowledge)

137 YBenoMieHHe 0 Iiepesjaue KOHTEKCTa
(Forward Access Context Notification)

138 IlogTBepxaeHne nepeiadn KOHTEKCTA
(Forward Access Context Acknowledge)

139 3ampoc otmeHsl nepemenienus (Relocation Cancel Request)

140 Ortset Ha 3anpoc orMeHs! nepemernenns (Relocation Cancel
Response)

141 Kondurypauus tynnens nepenaqu (Configuration Transfer Tunnel)

152 Ilepenaua undopmanuu cetu paguonoctyna (RAN Information
Relay)

Ot SGSN x MME, or MME k SGSN (S3)

149 YBenomiienue o6 orkmoueHud (Detach Notification)

150 ITonTBepxnenue orkmoyenus (Detach Acknowledge)

151 Wupukanus novucka B CETH C KOMMYyTalMel KaHaJIOB
(CS Paging Indication)

153 Yeenomnenune MME (Alert MME Notification)

154 [Toarepxnenue Ha yBegomienne MME (Alert MME
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Acknowledge)
155 Yeenomnenue akruBauuu AC (UE Activity Notification)
156 Honrsepxnenue axruanuu AC (UE Activity Acknowledge)

Ot SGSN/MME x S-GW, ot SGSN x MME (S4/S11/S3), or SGSN k SGSN

(S16), o S-GW Kk P-GW (S5/S8)

162 YBenomienre o npepriBanny cBssu (Suspend Notification)
163 IoaTsepxnenve npeprisanus cBssu (Suspend Acknowledge)
Ot SGSN/MME « S-GW (S4/S11)

160 3anpoc co3laHus TYHHEIS NIepeadyn
(Create Forwarding Tunnel Request)

161 OtBeT Ha 3anpoc Co3JaHus TYHHENS epefadn
(Create Forwarding Tunnel Response)

166 3anpoc co3aHus TYHHEJIS Ilepejaul KOCBEHHBIX JaHHbIX
(Create Indirect Data Forwarding Tunnel Request)

167 OtBeT Ha 3anpoc Co3AaHus TYHHE Hepejadl KOCBEHHBIX JAHHBIX
(Create Indirect Data Forwarding Tunnel Response)

168 3anpoc ynaneHus TyHHeJIs epeJady KOCBEHHBIX JaHHBIX
(Delete Indirect Data Forwarding Tunnel Request)

169 OrtBeT Ha 3anpoc ynaieHus TYHHES Mepefavyl KOCBEHHEBIX NAHHbIX
(Delete Indirect Data Forwarding Tunnel Response)

170 3anpoc 0cBOGOXKAEHHS TOCTYIA K KaHAILY epeaad JaHHbIX
(Release Access Bearers Request)

171 OtBeT Ha 3anpoc 0CBOGOXKASHUS JOCTYNA K KaHAIy IIepeaqn
JaHHBIX
(Release Access Bearers Response)

Ot S-GW x SGSN/MME (S4/S11)

176 YBenoMmieHue o nepenade JaHHBIX "BHHU3"
(Downlink Data Notification)

177 IoaTBeprkaeHNe yBeJOMIICHHS O Iepeiaue JaHHBIX "BHU3"
(Downlink Data Notification Acknowledge)

179 YBenomnenue o pecrapre P-GW (P-GW Restart Notification)
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180 Iloareepxnenune Ha yBeomienue o pectaptre PGW
(P-GW Restart Notification Acknowledge)

Ot S-GW k P-GW, ot P-GW x S-GW (S5/S8)

200 3anpoc 0OHOBIIEHHS COEAMHEHHS
(Update PDN Connection Set Request)

201 OtBeT Ha 3anmpoc yaaleHus coeAuHeHHsI
(Update PDN Connection Set Response)

Or MME k S-GW (S11)

211 3anpoc H3MEeHeHHs KaHaja JOCTyIIa
(Modify Access Bearers Request)

212 OTBeT Ha 3ampoc U3MEHEHHUs KaHalla Jocryna
(Modify Access Bearers Response)

2. Tlporokon GTP (GTPv1-U) nomkeH peani3oBEBaTh B 060pyIOBaHUH S-
GW, P-GW, SGSN wuHredelicer B3ammoneiicteus S1-U, S5/S8 (ecnn
He wucnonedyercs PMIPv6), S4, S12 u cooTBeTCTBOBaTh  ClEAYIOLIMM
TpeOOBaHUAM:

2.1. ¢opmar 3aronoska coobmeHuit nporokona GTPv1-U npuseneHs! Ha
pHUCYHKe 2.

Bepcus PT ™) E |S |PN

Tum coobmenus

JnmHa coolmenus

TEID

HOMep IIOCJICAOBATCIIBHOCTHU

Howmep 6iioka gaHHEBIX

I[OHOJ'IHI/ITCJIBHHﬁ 3aroJIOBOK

Pucynok 2.

IIpumeuanue:

B IIEPBOM OKTeTe:

1) 6utsl 6 - 8 momKHEI onpexnensTs Bepcuio npotokona GTPv1-U u 6sITs
PaBHBI JECATUYHOMY HHCIY «1»;

2) 6ur S5 (bnmar PT) gomkeH ompemenars TUO IIPOTOKOJA
1 OBITh PaBHBI NECATUYHOMY YHCITY «1»;

3) 6ur 4 (pe3epBHBI) HOKEH OBITH paBeH «0» M He JOIDKEH
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aHAJIU3UPOBATECS IOJTydaTelIeM;

4) 6ur 3 (dnar E) momkeH onpeneniats Haaudue Mo «JIomonHATeIbHEIH
3aroJIOBOK»:

noJie «J[OnONMHUTENBHEIH 3ar0J0BOK» JODKHO MPUCYTCTBOBATH IIpH ¢iare B
paBHOM «1»;

none «JIONOMHHUTENBHBIA 3aroJIOBOK» HOJDKHO OTCYTCTBOBaTh MM HE
obpabateiBathcst ipu duiare E paBaoM «O0x;

5) Our 2 (pnar S) nomxeH ompenenats Hanmuume nois «Homep
[10CJIEIOBATEILHOCTI

nosie «HoMep mocie10BaTeIbBHOCTH» HOIDKHO MPUCYTCTBOBATH IpH ¢iiare S
paBHOM «1»;

nojpe «Homep mociaenoBaTeNbHOCTH» JOJDKHO OTCYTCTBOBATh HIHM HE
obpabatsiBaThcs IpH (iare S paBHOM «O0»;

6) 6ut 1 (pnar PN) momxen ompenensats nammuue mons «Homep Gmoka
IOAHHBIX):

nojne «Homep Onoka AaHHBIX» JODKHO MPHUCYTCTBOBAaTH B 3aroJIOBKE
coobuenus npu ¢utare PN paBHOM «1»;

none «Homep 6noka JaHHBIX» IHOKHO OTCYTCTBOBaTh IpH ¢uare PN
paBHOM «0»;

BTOPO# OKTET JOJDKEH ONpPEAENATh THUIT COOOIIEHHS;

OKTeTBl 3 -4 [OIKHBI cofepxarTh Imoiie «JInuHa  CoOOLIeHMY,
YKa3bIBAOLLIETrO JUIMHY COOOIEHNS B OKTETaX, HAUMHAs C IEBITOrO OKTETA,

nosie TEID noikxHO 3aHMMATh YeThIpe OKTETA C MATOr0 IO BOCEMOI;

okTeTHI 9 - 10 moymxHEI coepxkath noye «KHoMep mocie0BaTeIbHOCTHY;

nons «Homep 6Gnoka naHHBIX» U «J[OTIOJHUTENBHBINA 3aroJOBOK» JIOJKHBI
3aHUMATh 10 ONHOMY OKTETY;

2.2. vHbOpPMAaIMOHHbIE SJIEMEHTHl WM MaKeTHI I0JIb30BaTELCKUX JAHHBIX
JOJDKHBI CJIEI0BATh 3a 3arojoBKOM coobuieHuil mporokona GTPv1-U.

2.3. coobmenus nporokona GTPv1-U npusenens! B Tabmune Ne 2.

Tabnuma Ne 2.
Tun CooOmenue
cooOmeHust
1 3ampoc "ax0"

(Echo Request)

2 Otsert "3x0"
(Echo Response)

26 OmnboyHas MHIUKALIUS
(Error Indication)

31 YBeJloMIIeHHE O MOAIEP)KKE paCIIMPEHHBIX 3ar0JIOBKOB
(Supported Extension Headers Notification)
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254 Mepkep xoH1a 06MeHa nHpopMaIyel o TYHHETIO
(End Marker)
255 biok gannsix nporokona GTP (G-PDU)
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ITpunoxenue Ne 8

k [lpaBunam npuMeHeHHS 00OPYIOBaHUA
KOMMYTaLUHU cerelt MMOABUKHOM
panuorenedonHoir cBs3u. Yacte VIIL
[IpaBuna mnpuUMeHeHHS O0O0OPYIOBaHUS
KOMMYTaluu CTaHJapTa LTE,
YTBEPXXIEHHBIM NpHKa30oM MuHHCTEpCTBA
UGbPOBOro pa3BUTHS, CBI3HM U MacCOBBIX
KoMMyHUuKaiui Poccutickoit @enepanun

or Z8.0€ 27D Ne 5/AF

TpeboBanusi k nporoxoay PMIPv6

1. TpebGoBanus k npotokoxy PMIPv6:
1.1. dopmar 3aromoBka Mobility Header u mepeueHs mnopaep:KuBaeMbIX
noJieii mprBeieHsI B Tabmuie Ne 1.

TaGmuma Ne 1.

Ne momns ITons 3aronoBka JuHa nons (6uT)

1 Payload Proto 8

2 Header Len 8

3 MH Type 8

4 Peseps 8

5 Checksum 16

6 Message Data 0-n
IIpumeyanue:

noige Payload Proto pomxHO uAEHTHQUUUPOBATH THII 3aroJIOBKa,
cremyromero 3a 3aronoBkoM Mobility Header u 1o/mxHO HCIIONB30BaTh 3HAYCHUS,
AHAJIOTHYHBIE HCITONIE3YEMBIM B 3aronoBke «ClemyrolHii 3aroloBOK» IIPOTOKOJIA
IPv6 ommcannoe B moamyHkTe 1.2.5 mynkra 1 ITpunoxenus Ne 8 Ilpasu,

mone  Header Len  pmomkHO — yKkaseiBaTh  JUIMHY  3arojioBKa
(3a UCKITIOYEHUEM IIEPBBIX 8§ OKTETOB) B €JMHMLIAX, PaBHBIX 8 OKTeTaM, M JOJDKHO
ObITH paBHO «0», eciii COOOILEHNE HE UMEET IapaMeTPOB;

none MH Type H0JIKHO yKa3BIBaTh THII [IePeAaBaEMOro COOOIEHH .

nosie Pe3epB omKHO OBITE paBHO «0»;

noje Checksum HOMKHO coaepXaThb KOHTPOJIBHYIO CYMMYy 3arojioBkKa
Mobility Header, Haunnas ¢ mons Payload Proto;

none Message Data pmomkHO OBITH IOJIEM IEPEMEHHOM  IJIMHBI
1 JOJDKHO COJEpKaTh AaHHble cooOmeHus. Tul cooOmenns ODKEH yKa3bIBaThCs
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B nosie MH Type;

1.2.  mone «JlononHeHue 10 rpaHMIIBI 3ar0I0BKay HOJKHO HCIIONH30BaThC
AUl BBIDAaBHMBAaHUS TPaHMIBl 3aroloBKa IO JUIMHE, KPaTHOM & oOKreTaM.
(cBOOOHBIE TO3UIINH JJOJKHBL 3AMIOTHATHCS HYJIAMH);

1.3. cooGmenus mns unrepdeticos S5, S8, S2a, S2b:

«O6Hosnenne peructpanun npoken» (PBU - Proxy Binding Update);

«[lonTBepknenne ob6HoBNeHUs peructpanum» (PBA - Proxy Binding
Acknowledgement);

«Munukanus aHHyaupoBanus peructpauun» (BRI - Binding Revocation
Indication);

«IloxTBepkiieHne aHHynMpoBaHHMA peructpaumum» (BRA - Binding
Revocation Acknowledgement);

1.4. ¢popmar 3aromoBka Type 2 Routing Header u nepeuens
HOJAEPXKUBAEMBIX MOJIeH MpUBeHeHEI B Tabnumie Ne 2.

Tabnuua Ne 2.
N nons ITons 3arosoBka Jnvna nons (6ur)

1 Next Header 8
2 Hdr Ext Len 8
3 Routing Type 8
4 Segments Left 8
5 Peseps 32
6 Home Address 16
IIpumeuanue:

none Next Header nomxHO UISHTHQUUUPOBATE THI  3aroJIOBKa,
ciieqyronero 3a 3arojaoBkoM Type 2 Routing Header u ucmosp3oBats 3HaueHus,
QHAJIOTUYHBIE MCIIOJB3YEMBIM B 3aronoBke «Clexyromuii 3arojloBOK» MPOTOKOJIA
IPv6;

nore Hdr Ext Len pgomkno  ykassiBaTh JUIMHY  3arojiOBKa
(32 HCKIIIOUEHHWEM IIepBBIX 8 OKTETOB) B €IMHMIAX, PABHBIX 8 OKTeTaM H OBITH
paBHO ABYM €IMHHULIAM;

nose Routing Type nomKHO yKa3blBaTh TUII MapIPyTH3alUUK U OBITH PABHO
«2»;

nosie Segments Left nomkHO OBITH paBHO «1»;

nosie Pezeps ObITh paBHO «0»;

none Home Address (16 okTeTOB) MOIDKHO cOIepkaTh NOMAIIHHN ajpec
y371a Ha3HA4YEHUS.
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IIpunoxenne Ne 9

K [IpaBuiaM npuMeHeHHS 000pPYIOBaHMS
KOMMYTaluU cerelt MOABHKHOM
panuotenedonHoit cBs3u. Yacte VIL
[IpaBuna mpuMeHeHHS O00OpYIOBaHUS
KOMMYTall{ cTaHjapTa LTE,
YTBEPXKJAESHHBIM MpHKa3oM MUHHCTepCTBa
HU(GPOBOTO Pa3sBUTHS, CBSI3H U MAacCCOBBIX
KOMMyHUuKaui Poccutickoil @enepannu

ot 75 06 29 7P Ne 972

TpeOoBanus k naTepdeiicam B3aUMOAeliCTBHA

1.  Ob6opynoBanue MME nomxHO B3aMMOAEWCTBOBAaTH C 00OpYJOBaHUEM
UE mno wunrepdeiicy SI-MME c¢ wucnonszoBanueM mnpotokona NAS,
c obopynoBanueM cetu pamguonocryna cranmaproB LTE/LTE-Advanced (manee -
E-UTRAN) mo wunrepdeiicy S1-MME c¢ ucnonp3oBanuemM mpotokona S1-AP,
c obopynoanueM MSC cepepa/VLR mo untepdeiicy SGs ¢ ucmonp3oBaHHEM
npotokoia SGsAP, c¢ obGopymoBanmem HSS/LTE mno wuntepdeiicy Sé6a
C MCIIONBb30BaHueEM IpoTokoinia Diameter, ¢ o6opynoBanuem SGSN no untepdeiicy
S3 ¢ ucnons3oBanueMm npotokona GTP ypoBHs ymnpaBieHus Bepcuu 2 (naiee -
GTPv2-C), ¢ obopynoeanuem EIR mno unrepdeiicy S13 ¢ wucnoms3oBaHHEM
npoTtokoia Diameter.

BsaunmopeiictBie MME ¢ SGSN n0mKHO OCyIIECTBIATHCS 1O HHTEpGeECy
Gn ¢ ucnonp3oBanueM nporokona GTP, ecnu obecrieunBaromuil B3auMoAelCcTBHE
¢ MME SGSN =e peanusyer unrepdeiic S3.

2. O6opynosanue S-GW HOIKHO B3aMMOJEHCTBOBATh ¢ 00OPYOBaHUEM
E-UTRAN no untepdeiicy S1-U ¢ ucnonb3oBanueM npotokona GTP yposu:a
none3oBarens Bepcun 1 (mamee - GTPvl-U), c¢ o6opynoBanmem SGSN
no unrepdeiicy S4, ¢ obopynosanuem P-GW cBoeil cetn mo umHTEpdeiicy S5,
apyroii cetd mo wuHTepdeiicy S8 ¢ ucnonp3oBaHueM npotokoioB GTPv2-C
u GTPvl-U umn PMIPv6, ¢ obGopynoBanmeM MME mno wuHTepdeiicy S1l
¢ wucmonp3oBanneM nporokona GTPv2-C, ¢ ob6opynosanuem UTRAN
1o uHTepdeiicy S12 ¢ ucrnonszoBanueM nporokona GTP.

3. O6opynoBanue P-GW nomxHO B3auMoJeHCTBOBaTh ¢ 000PyAOBaHHEM
S-GW cBoeii cetn mo wunHtepdeiicy S5, apyroit ceru mo wuHrepdeiicy S8
¢ wucnonb3oBanueM mporokonoB GTPv2-C u  GTPvl-U wmu PMIPVG,
¢ obopynosanueM PCRF no wuHTepdericy GX ¢ HCIOIB30BaHMEM IIPOTOKOJIA
Diameter. BsaummogeiicteBue SGSN ¢ P-GW [0omKHO  OCYIIECTBIATHCSA
no unTepdeiicam Gn wim Gp ¢ ucnonb3oBaHueM mpotokona GTP, eciu SGSN
He peanusyet uHtepdeiic S4. O6opynoBanue P-GW 10/DKHO B3aUMOAEHCTBOBATD
¢ 06opyIOBaHMEM BHEIIIHEH CeTH Nepeaav AJaHHbIX o nHTepdeiicy SGi.

4. O6opymoBaure HSS momxHO B3amMoneHCTBOBAaTh C 00OPYIOBaHHEM
MME no unTepdeiicy S6a ¢ ucrobp3oBaHreM npoTokona Diameter.

5. O6opynoanre PCRF nomKHO B3aMMOAEHCTBOBAaTH C 000OPYJIOBaHHEM
P-GW mno unrepdeiicy Gx, ¢ o6opynoBanuem PCRF ppyroit cetu no untepdercy
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S9 m c obcmyxuBaromeidl cersto IP mo uuTepdeiicy Rx ¢ Hcrnonbs3oBaHHEM
npotokona Diameter.

6. Ob6opynosanue EIR nomxHO B3auMOAeHCTBOBaTh ¢ 0GOPYAOBAHHMEM
MME no unTepoeiicy S13 ¢ ucnonp3oBanneM npotokosia Diameter.

7. Ob6opynosanre SGSN HODKHO B3aUMOIEMCTBOBATH ¢ 06OPYIOBaHHEM
MME 1o wunrepdeiicy S3 ¢ wucnonezoBanmeM mporokona GTPv2-C,
no uHTepdeiicy Gn ¢ ucnonszoBanueM npotokona GTP, ecnu obecredynBaroLImii
B3aumozercTeue ¢ MME SGSN He peanusyer untepoeiic S3, ¢ o6opymoBanneM
S-GW no untepdeiicy S4 ¢ ucrnonszoBanuem npotokonos GTPv2-C u GTPv1-U,
¢ P-GW 1no unrepdeiicam Gn unu Gp ¢ ucnons3oBanueM nportokoia GTP, ecnu
SGSN =e peamusyet untepdeiic S4.

8. B obopynoBanuu komMmytanuu cramgapra LTE  momkHEbI
UCIIONIB30BaTbC HMHTEpPQEHChl K CeTH IepeAadd MOaHHBIX C HCIIOJL30BAHMEM
KOHTpOJId Hecymed M oOHapykeHMeM Koiumusuil. TpeGoBaHus K IapaMeTpaM
corjlacHo nmpujioxenuro 25 x IlpaBunam npuMeHeHUs 000pyIOBaHHS MPOBOSHBIX
U ONTHYECKHX CHCTEM IepeAadd abOHEHTCKOro JOCTYyINa, YTBEPXKAECHHBIM
npruKa3oM MuHUCTepcTBa HHGOPMAIMOHHBIX TEXHOJOTHH U CBA3M Poccuiickoi
®epnepanun ot 24.08.2006 Ne 112 (3apeructpupoBad B MUHHUCTEPCTBE HOCTHIMH
Poccuiickont ®@enepanumu 4 ceHTsa6ps 2006 r., peructpanuoHHsii Ne 8194),
C HM3MEHEHMSIMH, BHECEHHBIMHU INpHKa3zaMd MUHHCTEPCTBA CBS3H H MAaCCOBBIX
KoMMmyHuKanui Poccuiickoit @enepamuu ot 23.04.2013 Ne 93 (3apeructpupoBaH B
Munucrepctee roctunmu  Poccuiickoiik ®epepammu 14 wmroms 2013 1,
perucTpaumonseii Ne 28788) m ot 17.03.2014 Ne 45 (3apeructpupoBan
B MunncrepctBe roctunum Poccmiickoit ®Depepauuu 16 ampens 2014 r.,
peructpauroHHbIA Ne 31998);

9. Jna obcmyxusanus non-3GPP moctyma mOMKHBI peanv30BBIBATHCS
clleyromue uHTepgeicel B3anMOISHCTBU:

S2a (B3ammopeiictBue TWAN (TWAG) um S-GW m6o P-GW
B 3aBHCHMOCTH OT AapXWUTEKTypel CceTH, obecleueHHe TIepefayd JaHHBIX
IOJIB30BaTeNsd M CHTHAIW3ALMM, pealld3alldsd IPOTOKOJIOB  yIpaBlIeHUS
mobunsHOCTEIO PMIPV6, MIPv4 (c anmpecammeit FACoA) unu GTP yposHs
YIPaBICHUSA U YPOBHS IOJIb30BATEN);

S2b (Bzaumopeiicteue ePDG u S-GW mu6o P-GW B 3aBucHMOCTH OT
apXMTEKTYypbl CEeTH, oOeclledeHHe IepeAayd JaHHBIX TMOJIB30BaTeNs |
CHTHaIM3alUH, peaau3alys IPOTOKOJIOB yIpasieHus MoounbsHocThi0 PMIPV6 nnu
GTP);

S2c (BzaumogeiictBue UE ¢ P-GW, obecneueHue mnepenayd IHaHHBIX
IIOJB30BaTeNsl W CHUTHaIM3alLMH, I[OANEpP)KKa IIPOTOKOJIOB  YIIpaBICHHUSA
MobunsHOCTEI0O DSMIPV6 1 IPSec). ®opmupoBanue 6e3omacHbIX TyHHenel IPSec
JIOJDKHO BBINOJIHATECS IpU oMol npotokona IKEv2;

S5 (B3ammopetictBue S-GW u P-GW, obecneueHue nepenauu JaHHBIX
IIOJIB30BATENsl W CHUTHAIM3allMMd C MHCIIOJIB30BAaHMEM TYHHeNEeH, peanu3alus
npotokosioB GTP nu6o PMIPv6);

S8 (BzammopeiictBue S-GW B VPLMN u P-GW B HPLMN, ucrnons3oBanue
oJIb30BaTeNIbcKoro Tpaduka dvepes HPLMN mnpu poymuHre u B cCiydae
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MapuIpyTU3aluy, peanuzanus nporokona GTP mubo PMIPv6);

S6a (B3ammogeticteBue MME u HSS, nucronp3oBanue a1 ayTeHTHQUKALAN
¥ aBTOpHU3alLlUM, peanu3anus nporokona Diameter);

S6b  (B3aumopeiictBue P-GW u  3GPP AAA cepeepa smbo
3GPP AAA mnpoxkcu cepBepa (IIpyd pOyMHHTe B CIydae MapIIpyTH3alMu Tpaduka
yepe3 BUSUTHYIO CETh) ¢ UCHONIb30BaHUueM Diameter);

Gx (obecneueHne nepenay COOOLIEHUH yIpaBiIeHUS KaueCTBOM Iepeaadn
naHHbIX QoS u mpaBun tapudukanuu or PCRF x P-GW ¢ ucnone3oBanuem
npoTtokona Diameter);

Gxa (obecrneueHue mnepenadd cooOmieHWit mnporokosa Diameter s
ynpaBiieHus kadecTBoM nepenauu naHHBIX QoS ot PCRF x TWAN);

Gxb (B3aumogeiicteBue ePDG u VPCRF, ofecrnedenne mnepenauu
coobmenu#t nporokona Diameter s ynpaBieHHs KaueCTBOM Mepenaddl AaHHBIX
QoS ot VPCRF k ePDG);

Gxc (obecrreueHne mepemaun cooOmeHW mpoTokoia Diameter s
ynpaByieHUs KadecTBoM Inepenaun nanHbix QoS mexnay S-GW u PCRF);

S9 (obecneueHue mnepemaun CcooOlIeHHWIt ImpoTokoja Diameter s
yIpaBlieHUsT KavyeCTBOM IepeAadd AaHHBIX QOS B YCIIOBHUAX POYMHUHIA MEXIY
HPCRF u VPCRF). Ilo untepdeiicy S9 nomKHBI IepefaBaTbCs MAaHHBIE O
IpaBUiIax Tapu(UKALKHU B CIIydae MapUIpyTH3aLKU II0JIB30BaTENBCKOr0 Tpaduka B
PDN u3 BU3UTHOI ceTH;

SGi (B3aumopaeiicteue P-GW u PDN);

SWa (BzaumopeticteBue UTWAN c¢ 3GPP AAA cepsepom (mpokcu
cepBepoM) Io mpoTtokoixy Diameter mns Oe3omacHON mnepepadu HHGOPMAIMH
ayTeHTU(UKALMH, aBTOPU3AIMH U yueTa (TapuuKaLnn);

STa (B3aumoneiicteBue TWAN ¢ 3GPP AAA cepBepoM (TIpoKcH CepBEpOM)
no nporokony Diameter 1ns  OesomacHod  nepefauyd  MHQOpMAIUH
ayTeHTU(QUKAMK, aBTOpU3allud U yueTa (Tapudukanuu) C MOAAEPXKKOH
nporokona EAP-AKA, EAP-AKA");

SWd (B3aumoneiicteue 3GPP AAA npokcu cepsepa u 3GPP AAA cepsepa
no mpotokony Diameter ¢ moanepxkoii npotokona EAP-AKA, EAP-AKA'");

SWm (B3aumopxeiicreue 3GPP AAA cepsepa (ripokcu cepsepa) u ePDG s
nepeiayyd JaHHBIX CHUTrHanu3anuu AAA u mepefayd AaHHBIX ayTeHTUGUKALMU
¥ aBTOpPHU3AIMK IPOTOKOJIOB yIpaBieHHs MobOmwibHocTH PMIPv6 (MAG-AAA)
1 MIPv6 (MIPv6 NAS-AAA) c nmogaepxkoii mporoxkona EAP-AKA);

SWu (B3ammopneiictBue MOOWIBHOTO TepMuHasa MW 1numo3a ePDQ,
obecnieyeHre Oe30MacHOi mepegadu AaHHBIX B TyHHene IPSec). OO6MeH kimrouamu
npu ¢opmupoBaHur TyHHens IPSec JOMKeH BBINOJIHATECS IIPH  IOMOIIH
npotokoiia [IKEv2;

SWx (B3aumopneiictBue 3GPP AAA cepBepa u 06a3sl gaHHbeix HSS,
obecrneyenrie oOMeHa JaHHBIMHU IJ1s ayTeHTU(uKanuy U aBropuzauuu UE).

Wutepdeticer S5, S8, S2a, S2b momxHB! peaqnu3oBBIBATE OAMH U TOT XK€
npoTtokoi — audo PMIPv6, nu6o GTP.
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Ilpunoxxenue Ne 10

K IIpaBunaM npumeHeHus 060pyHOBaHU
KOMMYTaluu cerent MOABMXXKHOU
paguoTteneporHHoi cBs3u. Yacte VIIL
IlpaBuna mnpuMeHeHHs 00OpYIOBaHHMS
KOMMYTalLuH CTaHJapTa LTE,
YTBEP)KIEHHBIM NpHKa3oM MuHHCTepCTBa
U(GPOBOro Pa3sBUTHS, CBA3M M MAaCCOBBIX

KoMMYyHHKa1ui Poccuiickoii ®eneparnyu
OT 75 08 20/P Ne37G

Ilepeyenn naHHBIX 00 06Cay)KHBaeMBbIX B S -GW a60HEHTCKHX
PaJHOCTaHUUAX, MoAAepkuBaOmuX ctanaaptbl LTE, GSM 900/1800, UMTS

JlanHbIe LTE w/unu GSM
LTE-Advanced | 900/1800,
UMTS
Mexnynaponustii Homep AC (IMSI) IIPUCYTCTBYET | IPUCYTCTBYET
HnukaTop HENOATBEP K IEHHS IIOJIMHHOCTH HDHCYICTEVET | MDHCYTCTBVeT
IMSI (IMSI unauthenticated-indicator) pacy Y pucy Y
MexyHapoHEIi uaeHTH(UKATOD
obopynoBaHust AC u BepcHs MpOrpaMMHOIo
obecnieuenns (IMEI/IMEISV) TPUCYTCTBYET | IPHCYTCTBYCT
(ME Identity)
Mexnynaponusiit Homep AC B cetu ISDN HPHCYTCTBYeT | MpHCYTCTBYeT
(MSISDN)
Hnentudukarop BEIOpaHHOTO OMEpaTopa CeTH
(Selected CN operator id) TIPHCYTCTBY®T | HpHCYTCTBYeT
HnenTudukaTop KOHEYHOH TOYKH TyHHEIS
MME nns natepdeiica S11 IIPUCYTCTBYET
(MME TEID for S11)
IP anpec MME nis unrepoeiica S11
(MME IP address for S11) - HPHEYTCTBYeT
Wnentudukatop KOHEUHO# TOYKK TYHHEIS S-
GW gis unTepdeiico S11/S4 (ms miockocTu HpHCYTCTBYeT | mpHCYTCTBYeT

yIIPaBIECHU)
(S-GW TEID for S11/S4 (control plane))
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IP anpec S-GW nis untepdetica S11/84 (s

IUTOCKOCTH YTIPABIICHHS) IIPUCYTCTBYET | HPUCYTCTBYET
(S-GW IP address for S11/84 (control plane))
IP anpec SGSN mis untepdeiica S4 (as
IUTOCKOCTH YIIpaBIICHUS ) IIPUCYTCTBYET
(SGSN IP address for S4 (control plane))
WnentrduxaTop KOHEYHON TOUKH TyHHES
SGSN mns unrepdetica S4 (s miockocTu

IPUCYTCTBYET
YIIPaBJICHHS)
(SGSN TEID for S4 (control plane))
IoxpobHoe omcanue Tpeiica DHCYTCTBYET | IDHCYTCIBYET
(Trace reference) PHCYTCTBY pHCyTCTBY
Tum Tpeiica (Trace Type) IPUCYTCTBYET | HPUCYTCTBYET
Wneutndukarop tpurrepa (Trigger id) MIPUCYTCTBYET | IPHCYTCTBYET
HnenTnduxatop neHTpa ynpasieHds U
o0cmyXuBaHus, Kyaa OyayT epeaaBaThcs IPUCYTCTBYET | HPUCYTCTBYET
or4eThl Mo Tpeiicam (OMC Identity)
IMocnequnii M3BeCTHBIN HASHTH()UKATOP COTHI DHCYTCTBYET | IIDHCYTCTBYeT
MectoHaxoxaeHus AC (Last known Cell Id) PHCYTCTBY PHCYTCTBY
Bpems nocneanero o6HoBIEHUs
HJICHTHPHUKATOPA COThI MecToHaXOXAeHHs AC | IPHCYTCTBYeT | IPHCYTCTBYET

(Last known Cell Id age)

I[aHHI)Ie AT KaXXIOro COSAUHEHHUA € CETHIO Mepeaavyrl JaHHBIX

Hcnone3yemas Touka nocryna (APN in Use)

IPUCYTCTBYET

MPHCYTCTBYET

XapaKTepucTHUKH yuera cToumocTtd it AC B
CETH Iiepeaayu AaHHBIX EPS
(EPS PDN Charging Characteristics)

IIPUCYTCTBYET

IIPUCYTCTBYET

IP anpec ucnonssyemoro P-GW (zs
IUIOCKOCTH YIIpaBJICHHUS )
(P-GW Address in Use (control plane))

IIPUCYTCTBYET

IIPUCYTCTBYET

WnentndukaTop KOHEYHOM TOYKH TYHHEN P-
GW nna untepdeiicoB S5/S8 (s miuockocTr
ympasyienus) (Toabko s GTP na S5/S8)
(P-GW TEID for S5/S8

(control plane))

IIPUCYTCTBYECT

IPUCYTCTBYET
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IP agpec ucnonssyemoro P-GW (s
IUTOCKOCTH II0JIb30BAaTEIs)
(P-GW Address in Use (user plane))

IPUCYTCTBYET

IPUCYTCTBYET

Kmou GRE, Beigenennsiit P-GW s nepenaun
NOJI30BATENBCKUX JaHHBIX "BBEpX" (TOJBKO
a5 PMIPv6 Ha S5/S8)

(P-GW GRE Key for uplink traffic (user plane))

IIPUCYTCTBYET

IPUCYTCTBYET

IP anpec S-GW muis unTepdeiica S5/S8 (ms
IJIOCKOCTH YIIPaBJICHHS)
(S-GW IP address for S5/S8 (control plane))

IIPUCYTCTBYET

MNPUCYTCTBYECT

HnenTnduxaTop KOHEYHON TOYKH TYHHENS S-
GW mis uaTepdeiicos S5/S8 (mns mmockoctu
ynpasieHus) (Tonbko ainst GTP Ha S5/S8)
(S-GW TEID for S5/S8 (control plane))

IIPUCYTCTBYET

IPUCYTCTBYET

IP anpec ucnonszyemoro S-GW (mis

IUTOCKOCTH IOJIB30BATEIA)
(S-GW Address in Use (user plane))

IIPUCYTCTBYET

IIPUCYTCTBYET

Kmou GRE, Beienennsiii S-GW s nepenaun
II0JIb30BATENBCKUX NAaHHBIX "BHHA3" (TOJIBKO JIJIs
PMIPv6 na S5/S8)

(S-GW GRE Key for downlink traffic (user

plane))

IIPUCYTCTBYET

IIPUCYTCTBYET

Kanan nepenauu JaHHBIX 10 YMOIYAHUIO
(Tospko mist PMIPv6 Ha S5/S8)
(Default Bearer)

MIPUCYTCTBYET

IIPUCYTCTBYET

I[&HHBIC 0 Ka)XIOM KaHaJICe nmepeaayvn JaHHbIX EPS B COCIUHCHUHU CECTH II€pCaavYn

JaHHBIX

Hnentudukarop KaHaua repegavyn JaHHBIX
EPS (EPS Bearer ID)

IPUCYTCTBYET

IIPUCYTCTBYET

IITa6n0H notoka tpaduka (TFT)

IIPpUCYTCTBYCT

IIPUCYTCTBYET

IP agpec ucnonszyemoro P-GW (s
IIJIOCKOCTH 1oJb30Batelts) (Tonbko s GTP Ha
S5/88)

(P-GW Address in Use (user plane))

IPUCYTCTBYET

IPUCYTCTBYET

Wnentuduxarop KOHEYHOH TOUKH TYHHENS P-
GW nns unrepodeiica S5/S8 (ans mrockocTu
nonb3oBates) (Tonsko st GTP Ha S5/S8)

IIPpUCYTCTBYET

IIPUCYTCTBYET
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(P-GW TEID for S5/S8 (user plane))

IP anpec S-GW nns untepdeiica S5/S8 (s
IUTOCKOCTH TI0JIb30BAaTEIs)
(S-GW IP address for S5/S8 ((user plane))

MIPUCYTCTBYET

MIPUCYTCTBYET

Wnentudukarop KOHEYHOMH TOYKH TYHHES S-
GW nna unrepdeiicoB S5/S8 (mng miockocTu
nonb3oBaresi) (tosbko st GTP Ha S5/S8)
(S-GW TEID for S5/S8 (user plane))

TIPUCYTCTBYET

IPUCYTCTBYET

IP anpec S-GW s untepdeiicos S1-u, S12 u
S4 (o714 IIOCKOCTH IOJIB30BATENIA)
(S-GW IP address for S1-u, S12 and S4 (user

plane))

IIPUCYTCTBYET

IPUCYTCTBYET

Hnentudukarop KOHEUHOH TOYKU TYHHENS S- -

GW nns unrepeiicos S1-u, S12 u S4 (mns
IJIOCKOCTH IIOJIB30BaTeIf)
(S-GW TEID for S1-u, S12 and S4 (user

plane))

IPUCYTCTBYET

NPUCYTCTBYET

IP appec y3na panuonocrtyna eNodeB mis
uHTepdeiica S1-u
(eNodeB Address for S1-u)

IIPUCYTCTBYET

VnenTudukarop KOHEYHOMN TOYKH TyHHEISA
y3na paguogocryna eNodeB mns untepdeiica
S1-u (eNodeB TEID for S1-u)

MIPUCYTCTBYET

IP appec koHTpoOsIEpa CETH paguodOCTyNa
UMTS nns unTepdetica S12
(RNC IP address for SI2)

IPUCYTCTBYET

Wnentnukarop KOHEUHOH TOYKU TYHHEIS
KOHTpoJuiepa ceth paguonocryna UMTS nns
unrepdetica S12 (RNC TEID for S12)

IIPUCYTCTBYET

IP agpec SGSN m1s unTepdetica S4 (s
IUIOCKOCTH I10JIB30BATEIS)
(SGSN IP address for S4(user plane))

IIPUCYTCTBYET

WpeHTrHUKaTOp KOHEYHOHN TOYKH TyHHES
SGSN s unTepdeiica S4 (A MIOCKOCTH

II0JIB30BAaTEN)
(SGSN TEID for S4 (user plane))

IPUCYTCTBYET

KauecTBO 06CTy )XHBaHHUS B KaHaJe ITepeJaqn

MIPUCYTCTBYET

MIPUCYTCTBYET
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nanHeix EPS (ARP, GBR, MBR, QIC)
(EPS Bearer QoS)

Wnentudukarop JaHHBIX y4eTa CTOMMOCTH,
regepupyemeix S-GW u P-GW
(Charging Id)

IPUCYTCTBYET

IPUCYTCTBYET
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ITpunoxenue Ne 11

K IlpaBunam npumeHeHHs 00OpymIOBaHMSA
KOMMYTaLluU ceTel MOABH)XHOM
paguorenegonHoi cBsa3u. Yacte VIIL
IIpaBuna mnpuMeHeHHS O0O0OpYIOBaHHA
KOMMYTaLlu{ CTaHjapTa LTE,
YTBEP)KICHHBIM IIpHKa3oM MuHucrepcTBa
I(pPOBOro pa3BUTHUSA, CBI3U U MACCOBBIX
KOMMYyHUKaui Poccuiickoii ®enepanym

or J5.06. 70/P Ne37/F

Tpeﬁonamm K CHCTEME YU€Ta JaHHBIX Il HAYHCJICHHUA IJIAThbI

1. Cucrema yuera NaHHBIX A HauucleHus Iuiatel (manee - CVY]I)
AOJKHA BBINOJIHATE COOp M XpaHEHHE YYETHBIX NaHHBIX IS IOCIELYIOIIErO
OIIpeeNIEHHs] CTOUMOCTH I BCEX BUJOB YYETHOTO TpadHKa.

2. CYJ onpomxHa ofecneynBaTh mepeadyy  yYETHBIX  JAHHBIX
B aBTOMaTH3MPOBaHHYIO CHCTEMY pacueToB (mainee - ACP).

3. ®OopMHpPOBaHHE YYETHBIX [AHHBIX JO/DKHO HAYUHATHECA C MOMEHTA
MHIWKAIMK OTBETA BHI3BIBAEMOro aboHEeHTa (CIIyObI) M IIpeKpalnarsCs Mpu 0Thoe
mo6oro u3 aboHeHTOB (CITyX0BbI).

4. CY nmomkHa co3jgaBaTh 3anuch Uil oOecreveHus QyHKIMN ydera,
PETUCTPHUPYIOLIYIO CIeAYIOLHe NaHHbIE:

1) xaTeropuro M HOMep BBI3BIBAIOIIETO aOOHEHTAa MM AJAPECHYIO
MH(OpMAIHIO BHI3BIBAIONIEH CTOPOHEI,

2) Homep BbI3BIBaEMOro aboHeHTa (CIyXOBI) WIH  aIpPECHYIO
MH(QOPMALIHIO BEI3BIBAEMO CTOPOHEL,

3) nmaty (meHB, Mecsll, rOJ) U BpeMs Hadvajla COeIUHEHHs (4ac, MUHYTa,
CeKyH/1a);

4) NIPOROIKUTENBEHOCTH COECAWHEHHUS WIM BPEMs OKOHUYAHMS COEIAHEHMS
(dac, MHHYTa, CEKYH/Ia);

5) wucnomp3yeMble B COEIUHEHUH YCIYTH;

6) ob6veM mnepenaBaeMoOil/IpUHAMAEMOl HWHPOpPMALMH C YKa3aHHEM
Ka4ecTBa MNpPEAOCTAaBIEHUS YCIYTH, B Cclydae YCTAHOBJIEHHS COEIUHEHHI
IUI Nlepeladdl JaHHbIX;

7) UHAUKATOPHI 3aINCH;

8) umeHTH(UKATOPHI ONIEPaTOPOB;

9) wunentudukaropsl obopynosanus EPC, obecnednBaromero c6op
IOAHHBIX 71 y4eTa CTOMMOCTH.

5. CVY] nomxHa obecnieunBaTh XpaHEHUE YIETHBIX TaHHBIX.

6. [Ilepemaua wundopmammu B ACP [momKkHa  OCYHIECTBISITHCS
C HCIIOJIb30BaHUEM CTaHAAPTHHIX CETEBBIX IIPOTOKOJIOB ¥ OTKPBITHIX HHTEP(EHCOB.

7. Hna Oecnepeboiinoit paboter CVYJ[ nmomxHBl obecneuynBaThCA
oyOnupoBaHHE M  pe3epBHpoBaHHe  ycTpoicTB. CHcTeMe  yIpaBleHHUS
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U TEXHHYECKOro OOCITyXUBaHWs, MOJDKHBI ITOCBLIATBCA COOOLICHWS 00 OTKaze
WIN HEHCIPaBHOCTH oOopynoBanus CVY][ mnpu BO3HMKHOBEHHH OTKa30B
WIH HEWCHpaBHOCTH obopysaoBanus CVY]J[, a Takke B Ipolecce Iepenadn
uHpopmanuu B ACP, M ONHOBPEMEHHO OCYIIECTBIATHCS 3aIUCh CBEICHHIA
O HEUCNPaBHOCTSX.

8. B CVYI nmomxkHa OHTh TIpeAyCMOTpEHAa CHCTEMA  3aIlUTHI
OT HECAaHKIIMOHUPOBAHHOIO AOCTYIA K HH)OPMAIIHH.

9. B CVYJ ofecneueHa BO3MOXHOCTH YCTAQHOBKH OOCIy)XHBaeMbIM
[IEPCOHAJIOM MapaMeTPOB, PETHCTPUPYEMBIX B 3alMCAX O COEHUHEHHUAX, U THUIIOB
3aIlUCEH.

10. B CY] nmomxHa obOecneunBaThCs (DYHKIMSA HEMEIJICHHOIO BBIBOIA
Ha YCTPOMCTBO TEXHHYECKOTO OOCITYXXHBaHUS YYeTHOW WHGOpMaIyy s
onepaTuBHON 00pabOTKH TaHHBIX.
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IIpunoxenue Ne 12

K IIpaBunaM npumeHeHus oGopyaoBaHus
KOMMYyTaruu cereu MOJIBUXKHOM
pamuotenedonHoit cBs3u. Yacte VIL
[IpaBuna mnpuMeHeHHs 006Opy/IOBaHUA
KOMMYTaluH CTaHJapra LTE,
YTBEPKICHHBIM IPUKa30M MUHHCTEPCTBA
1(pPOBOro pa3BUTHSA, CBA3M M MAaCCOBBIX

KoMMYHHKanui Poccuiickoii @exnepanum

or 7506 . 207P NeS/F

Ilepeyenb AaHHBIX 06 00cCay:kHBaeMbIX B P-GW aGoHeHTCKHX
PaaHOCTaHIHAX, NoaAep;kuBaomux cranaaptel LTE, GSM 900/1800, UMTS

Tabmuna.
JlaHHEIE LTE w/umu | GSM 900/1800,
LTE- UMTS
Advanced
Mexnynaponustit Homep AC (IMSI) IIPUCYTCTBYET | INPUCYTCTBYET
Huavkarop HeNOATBEP>KACHUS OUIHHHOCTH N I —
IMSI (IMSI unauthenticated-indicator) PHCYTCTBY PHCYTCTBY
MexnyHapoaHblil HIEeHTUPHKATOD
o6opynoBanus AC u Bepcusi IpOrpaMMHOIO
obecnieuenus (IMEI/IMEISV) HIPHCYTCTBYCT | IPHCYTCTBYCT
(ME Identity)
MexnyHaponusiit Homep AC B cetn ISDN npHcyTeTByer | mpmcyTeTRYyer
(MSISDN)
Mnentudukarop BEIOPaHHOTO OIiepaTopa CETH
(Selecte(cil) CN olf))eratoir3 id) PR HIPHCYTCTBYCT | HPUCYTCTBYeT
Tun TexHOIOrMH pagrooCTyIIa IDHCYICTBYET | IDHCVICTBYET
(RAT (Radio Access Technology) type) PHCYTCTBY PHCYTCTBY
IlompoGHoe onucanue Tpeiica
(Trace reference) IIPUCYTCTBYET | NMPHUCYTCTBYET
;1“1/111 Tpeiica ) npucytcrByer | [Ipucyrcrsyer
Trace Type
VnenTudukarop Tpurrepa IPUCYTCTBYET | TPUCYTCTBYET

(Trigger id)
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WnenTuduKkaTop HeHTpa ynpaBieHUs U
o0cyXuBaHus, KyJa OyoyT IepenaBaThCs
otueTsl 1o Tpeiicam (OMC Identity)

IIPUCYTCTBYET

IPUCYTCTBYET

I.IaHHI:Ie JUIS KaXK oM I/ICIIOJ'II:SyeMOI‘;I TOYKH JOCTYIIa

I/Icnonbe.yeMax TOYKa JOCTyIa

(APN in Use) IIPUCYTCTBYET | MPUCYTCTBYET
Touka goctyna - O6u1as MaKCUMaJIbHas
CKOPOCTH TIepeavn MPUCYTCTBYET | MPUCYTCTBYET

(APN-AMBR)

I[aHHBIe O COCOMHECHHUHU CCTH NEpeaavyu JaHHBIX 1A KaXJ0M TOUKH A0CTyIna

IP-anpec(a)
(IP Address(es))

IPUCYTCTBYET

IPUCYTCTBYET

Tun cetu nepenavyn JaHHBIX
(PDN type)

IIPUCYTCTBYET

IPUCYTCTBYET

IP-appec ncnonezyemoro S-GW (a1 ypoBHs
yIIpaBJI€HUS )
(S-GW Address in Use (control plane))

IPUCYTCTBYET

IPUCYTCTBYET

W nentudukarop KOHEYHOHW TOUYKH TYHHENS S-
GW nns unrepdeiicoB S5/S8 (nmns ypoBHs
ynpasnenus) (Tonbko st GTP Ha S5/S8)
(S-GW TEID for S5/S8 (control plane))

IPUCYTCTBYET

IPUCYTCTBYET

IP agpec ucnonszyemoro S-GW (1u1st ypoBHS
nons3oBarens) (Tonbko s PMIP Ha S5/S8)
(S-GW Address in Use (user plane))

IPUCYTCTBYET

IPUCYTCTBYET

Kitou GRE, Beinenennsit S-GW ais nepegauu
II0JIb30BATENILCKUX AaHHBIX "BHHU3" (TOJBKO IJIs
PMIP na S5/S8)

(S-GW GRE Key for downlink traffic (user

plane))

IPUCYTCTBYET

IIPUCYTCTBYET

IP appec P-GW nins unrepdeiica S5/S8 (s
YPOBHS yIIpaBJIeHHU )
(P-GW IP address for S5/S8 (control plane))

IIPUCYTCTBYET

IPHUCYTCTBYET

Unentudukarop KOHEUHOHM TOUKU TyHHeINs P-
GW pna urTepdeiicoB S5/S8 (ans ypoBHs
ynpasienus) (Tonpko mist GTP Ha S5/S8)
(P-GW TEID for S5/S8 (control plane))

MPUCYTCTBYET

IPUCYTCTBYET
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IP agpec ucnonsszyemoro P-GW (mns ypoBHs
nojas3oBares) (Toasko aust PMIP Ha S5/S8)
(P-GW Address in Use (user plane)

IIPUCYTCTBYET

NPUCYTCTBYET

Kmrou GRE, Beigenennstit P-GW mis epenaun
I10JIB30BATEILCKUX JAaHHBIX "BBEpX" (TOJIBKO
s PMIP Ha S5/S8)

(P-GW GRE Key for uplink traffic (user plane))

IIPUCYTCTBYET

MPUCYTCTBYET

Bo3MoXHOCTB nepesiauu CooOIIeH i 00
n3MeHeHuHu nHpopmanuu 06 AC
(MS Info Change Reporting support indication)

MIPUCYTCTBYET

Heob6xomuMocTs nepenadu coodienuii 06
u3MeHeHuu nHpopmanuu 06 AC
(MS Info Change Reporting Action)

HPUCYTCTBYET

IIPUCYTCTBYET

Heo6xoaumocTs nepenayn coolOieHuit 06
U3MEHEHUH HHGOpMAIIUH O 3aKPBITOU IPyIIIe
MOJIb30BaTeNei

(CSG Information Reporting Action)

IPUCYTCTBYET

HPHUCYTCTBYET

CormnacoBaHHBIN peXUM YIIpaBJieHHS KaHAJIOM
(BCM)

MIPUCYTCTBYET

Wnentudukarop kaHaia nepenavyu JaHHBIX 110
ymomianuto (Default bearer)

MPUCYTCTBYET

IIPUCYTCTBYET

XapaKTepUCTHKH y4eTa CTOUMOCTH
abDOHEHTCKO} CTaHIIMH B CETH Iepeaavn
nanHbex EPS

(EPS PDN Charging Characteristics)

IIPUCYTCTBYET

HIPUCYTCTBYET

JlaHHBIE 0 Ka)kK[IOM KaHaJle Ilepe/ladyd JaHHBIX B COeIMHEHUH CETH Mepeaqn
naHHbIX (Tosibko st GTP Ha S5/S8)

Wnentnduxarop kaHana nepeiadu JaHHBIX

EPS IIPUCYTCTBYET | IIPUCYTCTBYET
(EPS Bearer ID)

ITa6noH notoka tpaduka (TFT) IIPUCYTCTBYET | NPUCYTCTBYET
IP anpec ucnonsszyemoro S-GW (miist ypoBHs

nosns3oBatens) (S-GW Address in Use (user IPUCYTCTBYET | TPUCYTCTBYET
plane))

Wnentudukarop KOHEUHOH TOYKU TYHHEIS S- pHCYTCTBYeT | MPUCYTCTBYeT

GW mia uaTepdeiicoB S5/S8 (mis ypoBHS
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I10JIH30BATEJIA)
(S-GW TEID for S5/S8 (user plane))

IP anpec ucnonszyemoro P-GW (st ypoBHs

IIOIB30BATEN)
(P-GW Address in Use (user plane))

IIPUCYTCTBYET

IPUCYTCTBYET

Mnentudurkarop KOHEYHOM TOYKHU TyHHENS P-
GW nia untepdetica S5/S8 (ms yposHs
II0JIB30BATEIIA )

(P-GW TEID for S5/S8 (user plane))

IIPUCYTCTBYET

IPUCYTCTBYET

KauecTBo 0o6ciryXuBaHUA B KaHaJIe IIepeaadn
nannblx EPS (ARP, GBR, MBR, QCI)
(EPS Bearer QoS)

MIPUCYTCTBYET

HPUCYTCTBYET

WnenTrdurkaTop NaHHBIX y4eTa CTOMMOCTH,
renepupyeMsix S-GW u P-GW
(Charging Id)

IIPUCYTCTBYET

IIPUCYTCTBYET
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IIpunoxxenue Ne 13

K [IpaBmiaM npumeHeHHs: 060pyAOBaHMS
KOMMYTaIA{ ceTen ITOJAB>KHOM
panuotenedonHoit cBa3u. Yacte VIL
[IpaBuna mnpuMeHeHUsT OOOPyAOBaHUS
KOMMYTaLuu cTaHjapTa LTE,
YTBEPXXICHHBIM ITpHKa3oM MuHHCTEPCTBA
UGPOBOTro pa3BUTHS, CBSA3UM U MacCOBBIX
KoMMyHUKaui Poccutickoii @enepanuu

or 25.06. 2078 NI7G

Mepeuenn xpansmuxcs B HSS nannbix 00 a60HeTCKHX paAHOCTAHIHSAX,
noagep;xkuBammux craiaapt LTE

Tabnuna.

JlaHHBIE KommMmeHnTtapuu
Mesxnynapoausiii Homep AC (IMSI)
Mexaynaponusiit Homep AC B cetr ISDN (MSISDN) OTI[MOHAJIEHBIH

MexryHapoqHbIi naeHTHPHKaTOp obopynoBanus AC

H BEPCHUSA MTPpOTPpaMMHOI'O O6CCHC‘ICHI/I5{
(IMEI/IMEISV)

[TapamMeTphl ayTeHTU(UKALNN: IPOU3BOJILHBIA HOMED
(RAND), oxunaemsrit orset (XRES), ximrou
(KASME), cumBoi ayreHTadukanun (AUTN)
(Authentication Vector)

Hnentudukarop MME, o6cmyxusaromero AC B
nanuelii MomeHT (MME Identity)

Bosmoxuoctu gansoro MME (MME Capabilities)

EMM u ESM xonreker a1 AC ynanensl u3 MME
(MS PS Purged from EPS)

OrpazudeHus 00CITy>KMBAIOIIETO OIIepaTopa
(ODB parameters)

OrpaHiyeHus JOCTYTa B COOTBETCTBHH C IOAIMCKON
(Access Restriction)

XapakTepucTtrka Ui ydera croumoct AC B
COOTBETCTBHUY C IMOAIUCKOHN B CETH
(EPS Subscribed Charging Characteristic)
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IMogpoGHoe omucanue Tpeiica (Trace Reference)

Tum tpetica (Trace Type)

VinenTrduKaTop LIEHTpa YIpaBIeHUs U
00CITyXHBaHUsA, KyJa OyIyT epeaBaThCsl OTYETHI 110
tpeiicam (OMC Identity)

IToamucka AC - O0mas MakcuMasbHasi CKOPOCTh
nepenaun (Subscribed-UE-AMBR)

3amena Toukn goctymna (APN-OI replacement)

WHieKc MPHOPUTETHOCTH BEIOOpa TEXHOIOTUN
panuonoctymna/Yacrorsr (RFSP Index)

[NTapametp 3ampoca goctynHocté AC yka3pIBaromui,
gro noateepxkaeHue aktuBHoctd AC or MME
sapeructpuposaHo B HSS (URRP-MME)

JlaHHBIE TTOJIITUCKHU 3aKPBITOM IPYIINbI I0JIb30BaTeNeH
(CSG Subscription Data)

Paspemnenne ucnons3oBanusa B VPLMN nokansaoro IP
noctyna (VPLMN LIPA Allowed) <*>

INoamucka Ha meproarUecKkoe OOHOBIEHUE 30HBI
MapIIPyTH3ALMH/CIIeKEHUS 110 TaHMepy
(Subscribed Periodic RAU/TAU Timer) <*>

ITomucKa Ha IPUOPUTETHOE OOCIYXKMBAHUE B JOMEHE
CS (MPS CS priority) <*>

BozMoxxHOCT TToaepxku Al AC HEIIPEPLIBHOCTH
rOJIOCOBOTO BBI30Ba Ha pajuouHTepdelice

(UE-SRVCC-Capability)

IMoanucka Ha mpuopuTeTHOE 0OCHyXuBanue B EPS
(MPS EPS priority) <*>

OI[I/IH WJIA HECKOJIBKO KOHTEKCTOB CE€TH IICpeaavdn JaHHBIX

Unentndukarop kontekcra (Context Identifier)

Anpec cetu nepenauu gasHbX (PDN Address)

Tun cetu nepenaun ganusix (IPv4, IPv6, IPv4ve6)
(PDN Type)

Bamemenue ToukH gocryna (APN-OI Replacement)

ONYUOHANILHBLU
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HanMeHoOBaHue TOUKHU JOCTyMa
(Access Point Name (APN))

Pa3pemnienus BO3MOXXHOCTH pacnpeieieHus Tpaduka
IP nns APN (SIPTO permissions) <*>

Pazpemenus LIPA
(LIPA permissions) <*>

LIPA-pa3pelieHO, TONBKO
LIPA, LIPA-npu ycnoBuu

[Tpoduns kayecTBa OOCITYKHUBAHUSA B COOTBETCTBHH C
nonmnuckoit B EPS (QCI u ARP)
(EPS subscribed QoS profile)

[Noanucka Touka nocryna - O6mmas MakcuMalbHast
ckopocTh nepenayu (Subscribed-APN-AMBR)

Xapaktepuctuku ydera croumoct AC B
COOTBETCTBHUU C IOAIUCKOHN B CETH MepeIavyn JaHHBIX
EPS(EPS PDN Subscribed Charging Characteristics)

BosmoxkuocTs ucrons3osath 111 APN AC P-GW

JNOMAIITHeH MIIK BU3UTHOM CETH
(VPLMN Address Allowed)

Unentudukarop P-GW (P-GW identity)

Tun Beibopa P-GW (cratudeckuii, AMHAMHYECKHUH)
(P-GW Allocation Type)

CeTtsb papuoTeniehOHHOH CBSI3U, B KOTOPOH HAXOUTCS
nuHamudecku BeIOpanHbIl P-GW (PLMN of P-GW)

OpHopoaHas noajep)kka rojlocoBoro BerzoBa IMS

B 30HaX ciexxeHus oociyxuparoriero MME
(Homogenous Support of IMS Over PS Sessions for
MME)

[Tepeuens cootHomeHuit: HauMeHoBaHMe Touku nocryna - Unentugpukarop P-GW

Howmep cootnomenus APN - P-GW
(APN - P-GW relation #n)

[Ipumevanue: <*> - «1aHHBIe» 00s3aTeNbHbIE TONBKO A cTaHgapra LTE-

Advanced.
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ITpunoxxenue Ne 14

k IlpaBunam npumeHeHUs 0GOpYIOBaHHS
KOMMYTaLlu{ cereu IOJIBUKHOM
pamuoreneponHoit cBsa3u. Yacte VI
IlpaBuna rmpuMeHeHHS O0OOPYIOBaHHSA
KOMMYTalU{ cTaHJapTa LTE,
YTBEPXKICHHBIM IIpHKa3oM MUHHCTEpPCTBa
1 (POBOro pa3BHUTHUS, CBA3H U MACCOBBIX
KOMMYyHHKauui Poccuiickoii @eneparun

or 75. 0L . 2D/P Ne3/G

TpeOGoBanus
K JaHHBLIM 00 a00HEeHTCKO# pagnocTannul, Xpausmumcs B EIR

1. B EIR [OMWKHBI  XpaHHTBCI  MEXIYHApOAHBIA  HMAEHTHPHUKATOP
o6opynosanuss AC (IMEI) mnu MexIyHapoIHbI WIeHTHGHUKATOp 0GOPYHOBaHMA H
BepCHs IIporpaMMHoro obecnedenus obopynosanus AC (IMEISV).

2.  ®opwmar IMEI:

xox tuna (TAC) nomxkeH comepkaTe 8 IeCATHYHBIX 3HAKOB;

cepuiinpli HoMep (SNR) pmomkxeH comepxarh 6 JECATMYHBIX 3HAKOB
(MHOVBU Y aTbHBIH CEpUMHBIN HOMED, OJHO3HAYHO UIACHTUDUIHPYIOIIHA
obopynosanue AC B npenenax TAC);

pe3epB MOJDKEH COIEp)KaTh | JAeCATUYHBIA 3HAK, NPHHUMAIOINMK 3HAYEHHE
pasHoe "0" npu nepenaue IMEI ot AC.

Yucno gecarnunbix 3HakoB B IMEI nomxno GITh paBHo 15.

3. ®opwmar IMEISV:

xox tuna (TAC) noixeH comepxaTth 8 IeCATHYHBIX 3HAKOB;

cepuiiaepli  HoMmep (SNR) gmomkeH comepkarb 6 JECATHYHBIX 3HAKOB
(MHOUBUIYaTBHBIH CEepUMHBIN HOMED, ONHO3HAYHO UACHTUDULUPYIOIIUA
obopynosanue AC B npenenax TAC);

HOMEp BepcMHM mporpaMMHoro obecnedenus obopynoBanus AC (SVN),
UISHTHUQUUUPYIOMUHA HOMEpP BepCHH IIPOTPaMMHOrO oOOecredeHrs MOOHIBHOro
obopynoBanus. J[uHa MO JOJKHA COCTABIIATh 2 AECATHYHBIX 3HAKA.

Yucno necarnynsix 3HakoB B IMEISV nomxkxo 6bITE paBHO 16.

4.  MexnyHaponHsle uneHTuuKaTopel obopynosanus AC, comepXxaiiuecs B
EIR, 10mKHBI pa3iensaThbCs Ha TPU CIUCKA:

Oenplii  cmucok, coxepxkammit IMEI nomymenHoro miusi paGoTsl B ceTH
obopynoBaHus;

YepHBIM crHcok, coxepxamuii IMEI He momymieHHoro mis paGoOTEI B CETH
o6opynoBaHus;

CEpBIN CIIMCOK, coaepxaluii IMEI He 3anpeiieHHOro a1 paboThl B JaHHOM CETH
obopynoBaHus KpoMe ciydaeB, korga IMEI oGopynoBaHHs COHEP)KUTCS B YE€PHOM
~ CIIMCKE WM HE COACPIKUTCS B OEJIOM CIIHCKE.



68

5. OO6opymoBanune xomMyTamuu craHzapra LTE JOIDKHO OCYIECTBISATH
npoBepKy IMEI npu xaxmoi moneitke nocryna AC B EPC u ocTaHaBIuBath M0GYIO
IIONIBITKY AOCTyNa NpH noiyYyeHuH u3 peructpa EIR omHoOro us ciemyromux oTBeTOB:
«o0OpyHOBaHHE HAXOAMTCS B YEPHOM CIIHCKE» WM «0GOpYyHOBaHHE HE COIEPKUTCS
B 6eI0OM criucKe.
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IIpunoxenue Ne 15

K IIpaBunam npumeHeHuss o0OpymOBaHHS
KOMMYTaIu{ cerei IIOABMKHOMN
papuorenegonHoit cBs3u. Yacte VI
IIpaBuna mnpuMeHeHHS OOOPYyHOBaHHS
KOMMYTaluu cTaHjaapra LTE,
YTBEPXACHHBIM IIpUKa3oM MHHHCTEPCTBA
IM(POBOTO pa3BUTHs, CBA3H U MAaCCOBBIX
KOMMyHUuKauuil Poccuiickoit @enepauuu

or 2506 20/8 N S/G

Tpebosanus k IleaTpy Ynpasienns u Texunueckoro O6ciyxuBanus (IY n TO)

1. B Lentp Vnpasnenus u Texuuueckoro O6cmyxupanus (LY u TO) nomxkna
HanpasJIATeCd HHPOPMALUA O COCTOSHUU 000pyAOBaHHs KoMMyTanuu cTangapra LTE.
Jns ynpaBneHMs M TEXHHUYECKOTO OOCIy)XHBaHUSA OGOPYHOBaHHS KOMMYTALUH
cranaapra LTE nomkeH ucnomnbs3oBaTbes IEHTPATU30BaHHEIH METO/I.

2. IIV u TO pomxeH HCIIONB30BaThCA MAJIS YNpaBieHHS O0OpYyIOBaHHEM
xoMMmyTanuu  crangapra LTE, xoHTpons paborocrmocobHOCTH — 0060pymoBaHUs
kommyTanuu crangapra LTE, cbopa u BeIBoja mHpOpMaImud 0 (GYHKIHOHHPOBAHUH
obopyoBanus koMmyTaiuu cranaapta LTE o6cnyxuBaromeMy mepcoHay.

3. ®yHKUMM YIpaBi€HHs, 3KCIUIyaTalldd ¥ TEXHUYECKOT0 OOCITyKHBaHUS
JOJDKHBI ~ BBIIIOJHATBCS ~ aBTOMaTHYECKM B COOTBETCTBUM C  IIPOrPaMMHBIM
obecriedeHHEM MM II0 KOMaHZaM OOCIy)XHBAIOIIEro II€PCOHANa, BBOIUMBIM C
TEPMHMHAJIAa TEXHUYECKOrOo OOCIy)XHBaHHS, C HCIOJB30BAaHHEM «MEHIO» HIIH
rpaguyueckoro uHTEpdeiica.

4.11Y u TO nomxkeH BBIIOIHATH ClIeAYIONIHe QYHKIUH:

aIMHHUCTPAaTUBHOE yIIPAaBJICHHE,

KOHTpPOJb yHKIIMOHHPOBaHM 060pynoBanus kommyTauuu crangapta LTE;

yIpaBJIeHHE BOCCTAHOBJIEHHEM paboTOCIOCOOHOCTH 000pyXOBaHHS KOMMYTALIUU
craugapra LTE;

YIPaBJI€HUE TECTUPOBAHUEM M TAATHOCTHKOM.

5. OyHKIMsA agMHUHHCTPATUBHOIO YIpaBJIEHUS OOOpYyHOBaHHEM KOMMYTALHH
crangapra LTE nomkHa BKIIIOYaTh:

1) ynpaBineHue KoHpurypanueii oGopynoBaHus KOMMyTaluu cTanmapta LTE,
obecrnieurBaroIee:

BBOJI, I3MECHEHUE U yJlaJIeHUe JaHHBIX KOHQUTYpallUH;

aKTMBALMIO WM JEaKTUBALMIO 3arpy3kd NPOrpaMMHOTO  oOecredeHHs
(manee - I1O) B 06opynoBaHue y3ia CBSI3H U €ro paboTOCIIOCOOHOCTE;

2) ynpaBieHHe KOMaHAaM# CUCTEMBI, o0ecrieunBarolee ciaeayoume QyHKIIH:

BEIBOJ| BCEX KOJOB KOMaH]l, peaM30BaHHbIX B CUCTEME;

BO3MOYXHOCTb U3MEHEHHUS CyIIECTBYIOIINX U BBEICHNE HOBBIX KOMaHL;

3) agIMUHUCTpATUBHOE yIpaBiieHHe aOOHEHTCKUMHU JAHHBIMH, 00eCIIeYHBaroIIee
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crenyromue GyHKIUH:

Co3JaHue, U3BMEHEHUE, yIaleHNe, CYUThIBAaHHE A00OHEHTCKUX JaHHBIX;

OJIOKMPOBKA WK Pa30IOKHPOBKA a0OHEHTOB;

IIPOCMOTP, U3MEHEHHE U BBIBOJ JaHHBIX YYeTa CTOMMOCTH;

4) ymnpaBieHHe MapIIPyTH3AIMEH;

5) ynpasneHume 3amuTOH MHGMOpMauuH, oGeCIeYMBAIOmIEe  CIENYIOMIHUE
byHKIIM:

3anmmra gocryna K 1Y u TO nocpencrsom naposnei;

HaJlMYue He MeEHee J[BYX KaTeropuil Iosb30oBaTeeil (agMHHUCTpPaTOp u
MOJIb30BATENb), HMEIOIIUX Pa3NIMYHbIEe [IAPOIM U pasivdHble mpasa mocTyna k LY u
TO;

6) ymnpaBleHHe CHCTEMHBIMH YacaMU pealbHOro BPEMEHH, 0OecledHBarolee
KOHTPOJIb U BO3MOXXHOCTh yCTaHOBKH CHCTEMHBIX YaCOB PEAIbHOrO BpEMEHH.

6. Konrpons QpyHKIHOHUpOBaHUS 060pYyJOBaHks KOMMyTanuu craggapra LTE
OOJDKEH  BKIIOYaTh  OOHapykeHMe U (QUKCAUUI0  aBapUMHBIX  CUTHAJIOB
¢  OYyHKIMOHANBHBIX  OJIOKOB, MOZIyled, CHCTEM II€pefayd, HCTOYHHUKOB
3IIEKTPONMTAHUS ¥ MX 00pabOTKy € IOCIEeIYyIOMUM BBIBOJIOM aBapHUMHEIX COOOILLECHUI
Ha JUCIUIEd ¥ MPUHTEP TEPMMHAa TEXHHYECKOTO OOCIY)KHBaHHS WM CHCTEMHYIO
IIaHeNb aBapUITHBIX CUTHAJIOB.

7. KouTpone QyHKLHOHMPOBaHUS 000pYIOBaHH KOMMYyTaliu cTanaapta LTE
AOIDKEH OCYIIECTBIIAETCS IIOCTOSIHHO MM IEepHOAMYecKH (IO PacIMCaHHIO HIH 110
KOMaHJIe TEXHUYECKOro IePCOHaIa ¢ TEPMUHANA TEXHUIECKOTO OOCITy )KUBAHUA).

8. ABTOMAaTHYeCKMH KOHTPOJb IOJDKEH OCYIIECTBIATHCS pPaCIpeNe/IeHHO
(MOmy M CaMOCTOSITENBHO JOIKHBI OOHAPY>KUBATH MIOBPEXIECHHS ¥ OIMOKH).

9. AsapuiiHble CcOOOLIEHMS IODKHBI OBITH pa3lielieHbl Ha KaTerOpHH 110
CPOYHOCTH BOCCTAHOBJIEHUSI HEUCTIPABHOCTEH:

1) kpurudeckue aBapudl (HEHCIIPABHOCTH, BBI3BIBAIONIAS 3HAYMTEIHHOE
yXyZALIeHHe 00CITy)XUBaHUS U TpeOyrolas HeMeAJIEHHOTO BMEIaTeIbCTRA);

2) rIaBHBIE aBapuu (cepbe3HbIe HEHCIIPAaBHOCTH, TPeOYIOLIME BMEIIATEILCTBA
B T€YEHHUE JTHA),

3) He3HA4YUTENbHBIE aBapyUU (HEHUCIPAaBHOCTH, He TPeOYIOIIHEe HeMEIJIEHHOIOo
BMCILIATEJILCTBA U MOJIEKAIME YyCTPAaHEHHUIO B IIEpHO/] HAUMEHBIIeH Harpy3KH).

10. VYmnpasienne BocCTaHOBJICHUEM pabOTOCIIOCOGHOCTH JOJIKHO OCYLIECTBIATh
KOHTPOJIb COCTOSIHUS (PYHKIIMOHAJBHBIX OJIOKOB M YIIPaBIATH Iepe3alycKkamMu OJIOKOB
C BO3MOXKHOCTBIO NEpe3alycKa AJIs NpeAOTBPaLieHUs BIUSIHUS HEUCIIPABHOCTH.

11. OGecnieuyenue HaJeXHOCTH  JOJDKHO  pealu3OBBIBAThCA  IIyTeM
PE3epBUPOBAHUS OCHOBHBIX IPYIIIOBHIX U YIPABIIONIUX OJIOKOB.

12. Ilepesanyck I1O momkeH NpoU3BOAUTECS C COXpaHEHHEM CTAaTHCTUYECKHX U
TapU(GUKAUOHHBIX JaHHBIX ¥, B OCHOBHOM, C COXpaHEHHEM YCTaHOBJIEHHEIX
COCIMHEHU.

13. Ilepesarpy3zka IIO o6opynoBanus kommyrtanmu crangapra LTE momkHa
IIPOU3BOJMTLECS C  COXpaHEHHWEM JaHHBIX ydeTa CTOMMOCTH  COEIMHEHHMH
U CTaTUCTUYECKUX AHHBIX.

14. VnopaBneHue TeCTUPOBAaHMEM M JUArHOCTHKON MJOJKHO OCYIIECTBIIATH



71

oOHapyXXeHHe ¥ JIOK&JIU3aIl[Mi0 HEHNCIPaBHOIO O0OPYHOBAaHHA C  ITOMOIIBIO
JUArHOCTUYECKHUX MPOTPaMM.

15. Y u TO gomkeH oOecreynBaTh aBTOMATHYECKHUI e€XEMECIUHBIH
CTAaTUCTUYECKUH Yy4YeT CHUTyaluii B o0opynoBaHUH KoMMmyTtauuu craHgapta LTE
¥ IPOrpaMMHOM O0eCITeYSHHUH.

16. IY u TO pomkeH ofecnedyWBaTh BO3MOXHOCTH COOpa M OTOOpaKEHMS
CTaTHCTUYECKHUX JAHHBIX.
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ITpunoxxenue Ne 16

K IlpaBuiam npuMeHeHUs 000pyIOBaHUA
KOMMYTalll{ ceTeit TIOABHKHOM
panuorenedonHoir cBs3u. Yacte VIL
[lpaBuna mpuMeHeHHS 000OpyIOBaHUA
KOMMYTAaIu{ CTaHJapTa LTE,
YTBEPKICHHBIM IIpUKa3oM MuHucTepcTBa
U(pPOBOro pa3BUTHS, CBSI3U U MAacCOBBIX
KOMMyHHKauui Poccuiickoit @enepanuu

ofr J8.06. . 208 Ne 37/G

TpeGoBanus k 06opyaoBaHui0 KommyTanuu cranaapta LTE B pesxknme oxka3aHus
YCJIYT CBA3H C HCMOJIb30BaHHeM 000pyaoBaHus KomMmyTanunud IMS

1. Jna nogkmodeHus k obopynoBanuto IMS UE nokHO MHUIMUAPOBATE:

nponenypy noakmouenus UE k cetu paguonocrymna (nanee - EPS);

IIpoLEAYypY aKTUBAIUU KaHalla Ilepeiayu JaHHBIX B EPS;

Boienenue IP-anpeca P-CSCF;

npouenypy peructpanuu B IMS.

2. Tlpu oxa3aHUM yCIyT Iepelayd AaHHBIX U TeJIE(POHHOTO COCIUHECHHUS Yepes
obopynoBanne kommyTtanuu IMS BpemenHo (ma BpeMs B3amMopeicTBua UE
¢ obopynoBannem kommytanuu IMS) B pamkax mpouenyp noakmoueHus UE x EPS
U COEOMHEHHUS C CeThlo nepeaaun AaHHBIX EPS nomkHo obecrneumBaThCs Ha3HAYEHHE
UE IP-ampeca B dopMmare, onpefeeHHOM NpoTokojamMu [P yeTBepTOd MM IIECTOM
Bepcuit (manee - IPv4, IPv6), mnpunaminexamem onHod wu3 cereil IMS,
B3auMogeicTByromieit ¢ P-GW:

IP-agpeca cetu IMS nomarHero oneparopa;

IP-agpeca cetu IMS Bu3zuTHOIO OmEpaTopa;

[P-agpeca cetu B3aumozpericTByromei ¢ IMS noManinero oneparopa.

Broigenenue UE IP-ampeca P-CSCF OomkHO OCYINECTBIATECS OJHUM U3
CJIEAYIOMIUX CTIOCOOOB:

C MOMOIUBIO IPOTOKOJA IWHaMU4ecKod koHourypauuu (mamree - DHCP) u
cepBepa UMeH JJoMeHOB (nanee - DNS);

C MMOMOIIBIO MIPOLIEAYPHI aKTHBAIMK KaHaJIa [lepefiadur AaHHbIX B EPS;

UE gomxno Bei6upats P-CSCF 13 cnricka, XpaHsAmerocs B MAeHTHQUKALMOHHOM
Moye aboHeHTa Juis pabotsl B IMS (manee - ISIM);

UE pomxno BeiGupath P-CSCF u3 cniricka 06bekToB ynpasinenus IMS.

[lepBoHa4yanbHO axTHBalMA KaHajla Iepefadd JaHHeIX B EPS  momkna
OCYLIECTBIATECA B pamkax npouexyps! nojkmouenus UE k EPS, unuuuunpyemoit UE
¢ moMolplo coobmeHus nporokona NAS «3ampoc momiimoueHus». B «3ampoce
MOAKITIOYEHHA» B IIapaMeTpe HACTPOMKH IOJB30BAaTEIbCKOro  000pYyNOBaHwUs,
onpeeNsomeM 000pyAOBaHiHe KOMMYTAIUH, Yepe3 KOTopoe OyIeT OCYIIEeCTBIATHCS
Tene)OHHOE COEIUHEHHE, B TPEThEM OKTeTe BTOPOH M TPeTHH OUTHI HOJDKHBEI HMETh
OJIHO U3 TpeX 3HAYCHUM:
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«01» - ronoc Toneko uepes IMS;

«10» - B mepBylo ouepenp roNOC CileAyeT NepenaBaTh depes nomeH CS,
BO BTOpYIO - yepe3 IMS;

«11» - B mepByIo OYepens TONOC CiIeayeT IepenasaTh uepes IMS, Bo BTOPYIO -
yepe3 fomeH CS.

Tperuit OuT Npy YCTAHOBICHHWH COENMHEHHUS I TIepefady To0ca JOJDKEH ObITh
paBeH «0», 1nd epegavy JaHHBIX — «1».

AxTUBaLKs KaHaIa Nepeadn JaHHbIX EPS n0mKHa OCYIIECTBIATECS C IIOMOIIBEO
cooOuieHni «3ampoc COeAMHEHHs C CEeTBIO Iepenadd JaHHBIX» IpoTokona NAS u
«3anpoc axTUBallMM KaHalla Nepefadyd AaHHBIX» npoTokona GTPv2-C. B rapameTpe
«3ampoca COEIMHEHUS C CETBIO Ilepefaudl NaHHBIX», OMNPEeNEIIIOmEM OINMLHH
KOH(QHIypalluy IIPOTOKOJIA, JOIKHEI OBITh YCTAHABIIUBIIEHL:

3anpoc anpeca P-CSCF (eciu ucmone3yercs BTopoit criocoG BeIieieHHs ajpeca
P-CSCF),

dbmnar curnanuzanuu IMS.

B mapamerpe coobmenus mnporokona NAS «IlogKkmoYeHHe NPHHSITON,
ONPENENAIIIEM IIOANCP)KUBACMbIE CETHIO (YHKIMM, NEpPBBIA OUT TPETHErO OKTETa
JOIDKeH OBITh paBeH «1», yTo yKasbiBaeT Ha mojdepxky IMS romoca uepes moMeH
KOMMYTAallM{ NIaKeTOB Ha uHTepdeiice S1.

Hepenaua UE IP-agpeca (B mapameTpe «AJpec CeTH Nepenayd JaHHBIX») U IP-
agpeca P-CSCF (B mapamerpe «IIpoTokon mnapamMeTpoB KOH(UIYpamHH») HOJDKHA
OCYLIECTBIIATECA B OTBeTe Ha «3alpoc aKTUBALMK KaHala Mepelavyd JaHHBIX»
npotokoia GTPv2-C u B oHOM H3 coolIenuii «3ampoc akTUBaIMK KoHTekcta EPS 1o
YMOTYaHHIO», «3aIpoC aKTHBALMU KOHTeKCTa BEIOpanHo# EPS» npoTokoia NAS.

UE nomken mpucsaupaThcsi HOBBIM IP-ampec npu mepememenus UE B 30HY
obciyxuBanus apyroro P-GW. _

UE n0/KHO OCYIECTBIATh IPOLEAYPY PETHCTPAaldM WM IIepeperucTpaliu
B IMS nocne Haznauenus win u3smenenus [P-anpeca UE unn IP-agpeca P-CSCF.

OcBoGoxaenue auHamudeckoro IP-agpeca UE  J0MKHO —OCYIECTBIATHCA
IpH pa3pblBe COCOUHEHUsA C 00OpyJOBaHHEM KoOMMyTauuu IMS ¢ moMoOIBo
cooOLIeHHs «3ampoc pa3beIUHEHHs C CETHIO Iepelaur NaHHBIX» mpotokona NAS mwru
IIpY OKOHYaHUH BPEMEHH PErHCTPaIliu.
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IIpunoxenue Ne 17

k [IpaBunam npumeHeHus oGopymoBaHMA
KOMMYTalUU cerent MIOABUKHOM
pagrorenedonnoit ces3u. Yacte VIIL
IlpaBuna mnpuMeHeHHss 00OpyIOBaHUA
KOMMYTaIux cTaHaapTa LTE,
YTBEPXICHHBIM IIpMKa30M MUHHCTEpPCTBA
I(pPOBOro pa3BUTHS, CBA3M M MAaCCOBBIX
KoMMmyHHUKauui Poccuiickoit ®eneparyu

or 25 06. 25/ Ne 572

TpeboBanus k nporokoay MIPv4

1.  TpeGoBanus K JOIOIHEHHSM U PACIIMPEHHUSM IPOTOKONOB, HEOOXOIUMBIX
AJIs TOJIEPXKKH MOOHIBHOCTH IIOJIB30BaTeNIsl B CETH, HCIIOB3yromeit [Pv4:

1.1. TpeboBanus K JOMONHHTENLHBIM COOOLICHUAM «3alpOC PErHCTPAIHI»
(Registration ~ Request),  «Pesymerar  peructpammu»  (Registration  Reply),
NOJACPXKUBAIOLINE YIPABIEHHE MOOUIBHOCTBIO TMOJB30BATENS M OTIPABISEMBIE
¢ nopra UDP/TCP 434:

a) ¢opmar coobmenus «3anpoc perucTpauuny» IpUBEAEH Ha PUCYHKE 1.

JnurensHOCTD
pEruCTpalln

Tun S (B [ DM |G |r |T |X

Homaninwmii agpec

AJlpec ToMalIHero areHTa
CoA

WNnentudukanus

Pacumpenns

Pucynoxk 1

IIpumeuanue:

nojie « Tum» (1 6aiiT) OMKHO OBITH paBHO «1»;

nosie «S» (1 6HT) 1OMKHO GBITH PaBHO «1», €CIIM MOGHIIBHBIN Y3€I1 3alpaluBaeT
COXpaHEHHEe HECKOJIBKUX NMPEABLIYIIIX aJpecoB MPUBA3KH;

noste «B» (1 6uT) 1omxHO GBITE paBHO «1», eclIM MOOWIIBHEII y3€Il 3ampalinBaeT
y JOMAIIHEro areHTa JOCTaBKy IHUPOKOBEIIATENbHBIX AeHTarpaMm;

noie «D» (16wur) pmomkHO OBITH paBHO «1», eciM MOGHIBHBIA Yy3en
IeKalcyIupyeT JeldTarpaMMbl, HallpaBieHHbIe o agpecy CoA;

nosie «M» (1 61T) DOIKHO GBITH PaBHO «1», eCiii MOGHIIBHELH y3€IT 3ampaliuBaeT
y JOMAIIHEro areHTa peXXuM MUHUMAJIbHON MHKAICYJISUHAN JaHHBIX;

nosie «G» (1 6uT) KOMKHO OBITH PaBHO «1», ecIi MOOWJIBHBIN Y3€IT 3alpalliBaeT
y JOMAIlIHEro are’Ta pexkuM uHkancyssinun GRE;
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mongs «» u «X» (no 16uty) momxHO OBITH paBHBI «0» W JOJKHBI
UTHOPUPOBATHCS NMPU IIpHUEME;

nosie «T» (1 6uT ) MOMKHO yKa3bIBaTh Ha 3aIIPOC OOPaTHOTO TYHHEIUPOBAHIS;

nojie «JIIuTeNbHOCTD perucTpanum» (2 6aifta) JOHKHO YKa3bIBaTh JIUTEIBHOCTh
perucTpauud B ceKyHAax (mpH 3HadeHHH «0» - 3ampoc OTMEHBI PETUCTpallidl, IIpH
3HaueHnn «Oxffft» - OeckoHeuHOCTD);

nojnie «JlomamHuii agpec» (4 Gaiita) HOJDKHO ykaspiBaTh IP agpec MoOMIBHOrO
y3J1a B JOMAaIllHEeN CeTH;

nojge «Appec nomamHero areHta» (4 Oaiita) momkHO ykaswiBaTh [P agpec
IOMAIITHEeTO areHTa,;

none «CoA» (4 Gaiita) JOIKHO yKa3bIBaTh BpeMeHHBIH IP axpec MoOuiIbHOro
y37a B BU3UTHOM ceTy;

nojie «Mnentudukanus» MTODKHO COAEPXaTh CreHEPHPOBAHHOE MOOWIBHBIM
y370M 64-0MTOBO€ YHCIIO, UCIONB3yeMOe JJisi COMOCTaBICHHS 3alpoca perucTpaluu
¥ OTBETA;

0) dopmar coobmeHus «Pe3ynpTaT perucTpanim IpUBEACH Ha pUCYHKE 2.

Tun Kon JTUATENIbHOCTD perUCcTpaliu

JomamHuii anpec

Azxpec JOMAIIHCT'O arcHTa

Unentudukarop

Pacmypenus

Pucynok 2

IIpumeuanue:

roste « Tum» (1 6aitT) KOKHO OBITH paBHO «3»;

nosie «Kom» (1 6aiT) HODKHO yKa3bIBaTh Pe3yNbTaT peruCTpaluy;

nojie «JITHTeIbHOCTD perucTpanum» (2 OaiiTa) JOMHKHO yKa3bIBaTh AJIUTEIBHOCTh
perucTpanyu B ceKyHAax (mpu 3HaueHuu «0» - OTMEHa peruCTpallMy, IpH 3HaUYCHHH
«0xffff» - GeckoHEUHOCTR);

nose «Jomamnuii agpec» (4 Gaiita) momkHO ykaspiBaTh IP axpec MoOuiIBHOrO
y3ia B JOMAllHEN CeTH;

none «Ampec momamiHero areHta» (4 Oaiita) momkHO ykaseiBath IP ampec
JTOMAILHETO areHTa;

none «MneHTrdUKaTOpP» MOJDKHO COAepXKaTh CreHepHpPOBaHHOE MOOMIIBHBIM
y3JI0M 64-0GHUTOBOE YHCIIO, MCIIONB3yeMOe JUIS COMOCTaBICHHMs 3aIlpoca PErMCTpalu U
OTBETa;

B) B COOOIIEHHAX «3ampoc perucTpanun», «Pe3ynpraT perucTpaluu» IOJDKHO
IPUCYTCTBOBATh OJHO U3 CIIEIYIOLIMX PACLIMpeHUH: «AyTeHTHQUKANU B NOMAIUHEH
cetu (Mobile-Home Authentication), Tun pacmupenus — 32», «AyTeHTHQUKaLUI B
BusuTHON cetu (Mobile-Foreign Authentication), Tun pacmmperus - 33w,
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«AyTeHTHUKAIMA MEXAy JOMallHEH W BHU3HTHOH CETAMH (Foreign-Home
Authentication), Tun pacmmpenus — 34».

®opmar paclMpeHHH Hns coollueHudl «3ampoc permcTpaumymny, «Pesynprar
PETHCTpali» MPUBEIeH Ha PUCYHKE 3.

Tun pacmmpenus JvHa SPI
SPI Aytentudukarop
Pucynok 3.
IIpumeuanue:

none «JlnuHa» JOMKHO yKas3bIBaTh JUIMHY ayTeHTU(uUKaTopa mmoc 4 Gaifra.

none «SPI» (Security Parameter Index) momkHo ykaseBaTe HMAEHTH(HUKATOD
IapaMeTPOB 3aLUTHI, UCIHOJIb3YEMbIH Il BRIYMCICHUSA ayTeHTH()HKATOpa. AIrOpUTM
ayTeHTU(UKAIMH, HCIIONB3YEeMBIH [0 YMOI4aHHIO, HoibkeH 65rte HMAC-MDS.

none «AyTeHTH(UKATOPY» NOKHA OBITH [IEPEMEHHOM [IMHEL AyTeHTHOHKATOP
OOJDKEH BBIYUCIATECS IS KaXIOTOo COOOIIEHUS PpErucTpalldd, a TaKXe IOJDKHEI
HCIIOBb30BATHCA MOJIA MOCTYNMUBIINX ¢ nopTa 434 UDP coobiienuit perucrpanym, sce
NPUCYTCTBYIOIUHE B COOOIIEHNAX PErUCTPAlUK paclikpenus, noas «Tumy, «[uHay u
«SPI» pacumpenus.

1.2. TpeGoBanns Kk coobuieHusM mpotokoda ICMPv4  «OGbaBieHne
mapmpytusatopa» (Router Advertisement), «3anpoc JOCTYIIHOCTH MapHIpyTH3aTOpay»
(Router Solicitation), moxnepxuBarOIMM yIpaBIeHHe MOGHIBHOCTBIO MTOTB30BATEIA:

a)  3HAYEHHMSA PACIIUPEHMH, WCIONB3YeMBIX i COOOIIEHHH MHPOTOKONA
ICMPv4 «O0bpsBeHUE MapIIpyTHU3aTopar» (Router Advertisement),
«3anpoc AoCTymHOCTH MapmpyTu3aTopa» (Router Solicitation):

«0» — omuu GaWT 3amoNHeHHs, MOCIenHee paciuMpeHue coobmienns ICMP
AOJDKHO HMCIIONB30BATECA JJIs JOIOJHEHUS JUIMHBI COOOIIEHH 10 YeTHOrO0 KOJIMYECTBA
OaiT;

«16» — «ObbaBreHre MOOHIBHOTO areHTa» (Mobility Agent Advertisement);

«19» — nnuHa npedukca;

6) Qopmar pacmmpenus «OObsABIEHHE MOGHILHOTO areHTa» MpPHBEACH

Ha PUCYHKE 4.

Tun paciumpenus | inuna | IlopsakoBeiiit HoMep

HmurensHocts peructpamuu |R [B |H|F | M| G |r| T | Peseps
Anpec (a) CoA

PucyHok 4.

IIpumeuanue:

nosie «Tun pacimpenus» (1 6aliT) T0KHO GBITE paBHO «16x;

nosne «llopsakoBeidi HOMep» (2 6aiiTa) ODKHO COIEPXaTh HOMEP COOBIEHHS
¢ pacivpenneM Agent Advertisement;
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none «JnuTenbHoCTh peructpanum» (2 Gaiita) JOMHKHO ComepKaTh HHYOPMALIUIO
0 JUIMTENIbHOCTM DPETMCTPallid B CeKyHIax (Npu 3HaueHHH «0» - 3alpoc OTMEHEI
peructpauuy, npy 3adeHnn «Oxfffh» - 6eckoneunocTs);

mone «R» (1 6ur) mOmMKHO conmepkaTth WHOPOpMAUWIO, YTO Tpedyercs
peructpanus B Bu3sUTHOM areHte (FA) npu Hanuuuu y MoOuwisHOTO y3na agpeca CoA;

none «B» (1 6ut) momxHO conepxats uHpopMauoo, uto FA He OCyLIeCTBIAET
PETrUCTpaLMIO MOOIBHBIX Y3JIOB;

none «H» (1 6ur) (momamnmii areat, HA) nomkHO copepkars HHGOPMAIIMIO, YTO
areHT NpeJJaraeT yCiayry JOMalIHero areHTa;

none «F» (1 6uT) (BU3HTHBIM areHT) NOIDKHO COAEPXKaTh HH()OPMAIHIO, YTO
areHT NMpeajaraeT ycJIyry BUSUTHOTO arcHTa;

nonre «M» (1 6ur) (MUHHUManbHas WHKAICYIALUSA) MHOJDKHO COAEPXKaTh
MHOOpPMALMIO, YTO areHT pealu3yeT [pueM AedTarpaMM, HCIHOJB3YIOIINX
MHUHHMAaJIbHYIO HHKAIICYJISIHIO;

nojne «G» (1 6ut) (GRE uHKancynsuus) JOMKHO COAEPKaTh HHPOPMAIMIO, YTO
areHT peanusyeT IIpUeM JelTarpaMmM, KoTopsle uenoib3yioT GRE HHKancysiuo;

noze «r» (1 6uT) TOMKHO OBITH Pe3epBHBIM U paBHO «0»;

nosne «IT»(1 6ut) momxHO conmepxath MH(opMmanuio, uto FA mommepxusaer
00paTHYIO HHKAIICYJIALUIO;

none «Pe3eps» (8 6UT) HOIKHO OBITH paBHO «0»;

none «Anpec(a) CoA» NOMKHO comepxaTh ofuH Wik Gonee agpecos CoA mpu
yCTaHoBJIeHHMHM OuTa F (KOnM4ecTBO afpecoB, MPHUCYTCTBYIOIIUX B IIONIE, JOJKHO
OIIpeIeATECA yKa3aTeneM JJINHEI);

B) ¢opmar pacmupenus «/lnuna npedukcay (19) npuBeneH Ha pucyHke 5.

Tun pacmupenus Hnvna JnuHa npedukca

Pucynok S.

[Ipumeuanue:

nojie «Tun pacmupenus» (1 6ailT) BomkHO OBITE paBHO «19»;

nosie «/JlnuHa npedukca» (8 OUT) TOIDKHO ONMPEHENATh YHUCIO HAaYaIbHEIX OHTOB,
OIpeIeIAIOIIMX HOMEpP CeTH B ajpece MapUIpyTH3aTopa, YKa3aHHOrO B COOOIIECHHH
ICMP Router Advertisement (i KaXIoro aapeca JOJDKHA YKa3bIBaTHCS CBOS JJIHHA
npeduxca).

Pacmupenne «llnmHa 1peduxca» MOXeET ClIeJOBaTh 3a PacCHIUPEHHEM
«O06bsBIeHIEe MOOMIBHOTO areHTa» M IOJDKHO yKa3bIBaTh KOJHUYECTBO OWUT mpedukca
CeTH, IIPUMEHAEMOr0 K KaXAOMy ajpecy MapHIpyTH3aTopa, YyKa3aHHOMY
B coobmenuu ICMP Router Advertisement.
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Ipunoxenne Ne 18

K IlpaBunam npuMeHeHus 0GoOpymOBaHHA
KOMMYTaIld{ cerei IIOIBYKHOM
pamuorenegoHHoi cBs3u. Yacte VIL
IlpaBuna npuMeHeHHS 0GOPYHOBaHUS
KOMMYTaIuu CTaHJapTa LTE,
YTBEPXKIEHHBIM IIpHKa3oM MuHuCTEpCTBa
IHA(QPOBOro PasBUTHS, CBA3M M MAacCOBBIX
KoMMyHHuKaiuil Poccuiickoit ®@eneparn

ot 25.06 . 20/ Ne 379

TpeboBanuns k nporokosiam MIPv6, DSMIPv6

1. TpeGoBaHus K NONONHHUTENBHOMY 3arOIOBKY NPOTOKONA MOGUIBHOCTH
IPv6 Mobility Header (MH), oGecnieunBaroimeMy MOGHIBHOCTE II0JIb30BATENS:

1.1. 3aromoBokx «Mobility Header» momkxen o6o3HauaThcs B monie «Next
Header» (Crnenyrommuii 3aroyioBok) 3HadeHneM «135» ¥ BKIIOYATH 107151, IIpUBEAEHHEIE
B Tabuune Ne 1.

TaGmuna Ne 1.

Iosis 3aronoBka
Ne mons HasBanmue JlinHa nons (6ur)

1 Payload Proto 8

2 Header Len 8

3 MH Type 8

4 Peszeps 3

5 Checksum 16

6 Message Data 0-n
IIpumeuanue:

none «Payload Proto» momkHO HIEHTHQHIHAPOBATE THII 3aTOJIOBKA, CIIEAYIOLIEro
cpasy 3a Mobility Header, ucrons3oBaTs 3HaueHHS, COOTBETCTBYIOLIME 3arOJIOBKY
«Crenyromuii 3aronoBok» mnporokona IPv6.

none «Header Len» nomkHO ykas3elBaTh [UIMHY 3arojioBKa (3a HMCKIIOYCHHEM
IIEPBBIX 8 OKTETOB) B €IUHHUIAX, PaBHEIX 8 okTeTaM. 3Hauenme Header Len momkuo
YCTaHaBIIMBAaThCs PaBHBIM «0», eCiM cooOlIeHNe He HMeeT [TapaMeTpPOB.

noste «MH Type» H0mKHO yKa3bIBaTh THIT IIEPEAABAEMOTO COOBIIEHHS.

nose «Pe3epB» NOMKHO yCTaHABIUBATHCS PaBHBIM «0».

nore «Checksum» momkHO coxmepkaTh KOHTPOJBHYIO CyMMy 3arolloBKa
«Mobility Header», Hauunas ¢ mons «Payload Proto».

noie «Message Data» moIDKHO OBITH IOJIEM NEPEMEHHOM IJMHBI U JOJDKHO
colepxarh OaHHbe COOOmEHMA. TUn COOOINEHWs MO/KEH YKa3bIBaThCS B IOJIE
«MH Typen».
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nmojie «JIoToJIHEHWe OO0 TpaHMIBI 3arojioBKa» JOJDKHO HCIIONB30BaThCS I
BBIDABHHBAHMs TPAaHUIBI 3arojoBka MO HOJHWHE, KpaTHoW 8 okrteram. CBoOGOIHBIE
TIO3HIIMH JOJDKHBI 3aII0JTHATHCS HYJIAMHU.

1.2. cooOIeHusi, IepeaaBacMble TPH HCIOJNB30BaHUK 3arojoBka «Mobility
Header»:

a) «3ampoc obHoBneHus npuBs3ku UE» (coobmenme BRR (Binding Refresh
Request) m0/mKHO BKITFOUATh clieayromnue moist (rnoie « MH Type» nns coobmenns BRR
JIOJKHO OBITH paBHO «0»):

«PesepB» (16 Owur) (moKHO OBITH pe3epBHBIM, paBHO «0» H JOIKHO

UTHOPHUPOBATHCS MOTYUIaTENIEM);

«Omuun MobunsHOCTH» (Mobility Options) (Z0XKHO OBITH TEPEMEHHOMN JIMHEI
(ITHHA TIOJTHOTO 3arojloBKa MOOWJIBHOCTH JOJKHA OBITh KpaTHa 8 OKTeTaM) M JOJDKHO
cojiep)XaTh OJHY HJIM HECKOJIbKO ONIUA MOOWJIBHOCTH, 3aKOAUPOBaHHBIX B (opMmate
TLV, win He AOJDKHO COJIEpKAaTh TAaKUX OILHM,a I10JIy4aTellb JODKEH HTHOPHUPOBATh U
MPOITYCKATh JIIOOBIE OILIUN);

0) «uunuupoBaHKe MPOBepKH AoMamrHero aapecay (coobuienue HoTl (Home
Test Init ) momxHo BKIIoYaTh ciepyromue mois (mone «MH Type» mns cooOreHus

HoTI nomxHo OBITH paBHO «1»):
«PeszepB» (16 6uT) (momkHO OBITE pe3epBHBIM, paBHO «0» H TOJDKHO

UTHOPUPOBATHCS IOJTydaTeNeM);

«nentuduuupyromas uemnoyka aomamHero aapeca» (Home Init Cookie)
(momKHO OBITH 64-OMTOBBIM ITOJIEM, COJIEPIKAIIKMM 3Ha4eHHWe BHOBb CTCHEPHPOBAHHOIO
ClIy4aifHoro 4mcia, kotopoe Bo3Bpamaetcsa B UE B coo6mennu Home Test);

«Omun MoouinsHOCcTH» (Mobility Options) (nomkHO OBITH MoJIEM IEpEMEHHOMN

IJHHBI (IJIHHA ITOJHOTO 3aroJIoBKa MOOWIIBHOCTH JIOJDKHA OBITh KpaTHa 8 OKTeTam),
COZlEpKaTh OMHY HJIM HECKOJNBKO ONIMH MOOWIBHOCTH, 3aKOAMPOBAHHBIX B (popmare
TLV, unu He TOJDKHO COAEp KaTh TaKUX ONLMH, a OTy4aTeNlb JOKEH HTHOPUPOBATh U
IPOITyCKAaTh JIOOBIE OIIHH).

MoOGuIBHEIA y3e JOoDKeH ucmonb30oBaTh coobmenue «Home Test Inity»
U1 WHAUAIN3alHMA [poueaypbl OOpaTHOM MapLIpyTH3alMM M 3alpoca MapKepa
«Home keygen token» oT y3ma-KOppEeCIIOHIEHTa, TyHHEIMPYEMOE Yepe3 JOMAIHETO
areHTa, Koraa MOOMJIBHEIN y3ell HaXOQUTCs B BU3UTHOM CETH;

B) «HMHMIUMpOBaHKe IPOBEPKH BpeMeHHOro aapeca» (coobmenue Care-of Test
Init) momxHO BKIOYaTh cieayromue mois (mose « MH Type» st coobmenus «Care-of
Test Init» TOJDKHO OBITH paBHO «2»):

«genTudunypyomas nemno4yka BpeMeHHoro azapeca» (Care-of Init Cookie)
(nomKHO GBITH 64-GMTOBBIM IONEM, COAEPXKALUM 3HAYEHHUE BHOBb CT€HEPUPOBAHHOI'O
ciTydaiiHoro umcina, koropoe Bosspamiaercsa B UE B coobmennn «Care-of Test»);

«Onmuu MobunsHOCTH» (Mobility Options) (moykHO OBITE IOJNEM NMEPEMEHHOM
JUTHHBI (IJIMHA TOJHOIO 3arojioBka MOOWIBHOCTH HOJDKHA OBITH KpaTHa 8 OKTeTam),
cofiep’KaTh OAHY MM HECKOJIBKO OMUMiA MOOGHMIBHOCTH, 3aKOJMPOBAHHEIX B (popmare
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TLV, unu He IOIDKHO COAepXaTh TAKUX OMLMM, a MOydaTelb JOJKEH UTHOPUPOBATH
Y TIPOITYyCKATh JIFOOBIE OIIUHN).

MoGunpHEIA y3en JoKeH ucmnois3oBath coodmenue «Care-of Test Init» (CoTI)
JUIS MHUNWAIHA3alMHA IIPOLEAypsl OOpaTHOW MaplipyTH3allMd W 3ampoca Mapkepa
«Care-of Keygen Token» oT y3na-KoppecloHeHTa;

r) «[IpoBepka momamHero aapeca» (coobmenue Home Test), ucrnonabsyemoe
A ocymecTBiieHus Bo3Bpata UE uaeHTHQUIUPYIOMEH LEeMoYKH, TOChUIaeMOM y3IIy-
xoppecnoneHTy B coobmenun «Home Test Init» gomxHO BKIIOYATh ClIeAyIOLIHE MO
(mone «MH Type» mist coobienus «Home Test» momkHO ObIT paBHO «3»):

«Onsopa3oBelii MHAEKC AomairHero Homepa» (Home Nonce Index) (momxno
OBITE 16-OMTOBBIM IIOJIEM M BO3BPAIIATHCS Y3IIy-KOPPECHOHACHTY MOOMIBHBIM y3JIOM B
coodmennn «Binding Update»);

«HneaTudunupyromas emnouka moMamHero anpeca» (Home Init Cookie)
(moMmKHO GBITH 64-GHTOBBIM I10JIEM U IMpUHUMATHCS B coobuennr «Home Test Inity»);

«Mapkep Home Keygen Token» (momxHO copmepxarb 64 O6uTa Mapkepa,
HCIIOJIB3YEMOTO B IPOLeIype 00paTHOW MapIIpyTH3ALUH);

«Onnuu MobunsHocTH» (Mobility Options) (qomxHO OBITH MoJIEM NEPEMEHHOM
IMHBl (IUIMHA TOJIHOTO 3arojioBKa MOOHJIBHOCTH JOJDKHA OBITH KpaTHa 8 OKTeTaM),
colepKaTh OJHY WA HECKOJBKO OMIHWI MOOGHIBHOCTH, 3aKOJHPOBAaHHBIX B (opmare
TLV, uix He DOKHO COAEpXKaTh TaKUX ONLMMU, a MONy4daTellb JOJDKEH MTHOPHPOBATh
¥ TIPOITYCKaTh JIF00bIE OIIUM);

n) «Care-of Test», ucnons3yemoe s Bo3Bpara UE waeHTHOHUMpYIOLIEH
IETIOYKH, TOCHIIaeMOi y3iy-koppecmoHaeHty B coobmenun «Care-of Test Init»
JIOJDKHO BKmouarh cieaywomue nons (mone «MH Type» 1g  coobuieHus
«Care-of Test» TOJDKHO OBITH paBHO «4»):

«OnHopa3oBelil HHAEKC BpemeHHOro HoMepa» (Care-of Nonce Index) (momkHO
6BITH 16-6MTOBEIM I10JIEM, BO3BpalllaeMbIM OOPaTHO y3IIy-KOPPECTIOHAECHTY MOOHIBHEIM
y3noM B coobmenun «Binding Update»);

«Unentudunupyromas uernouka BpeMeHHoro anpeca» (Care-of Init Cookie)
(mOMKHO OBITH 64-GHUTOBBIM IIOJIEM, COIEpXKAIlUM IpHHATOe B coobmenun «Care-of
Test Init»3HaueHue);

«Mapkep Care-of Keygen Token» (momxHO copepxare 64 Outa Mapkepa,
ICIIONIB3YEMOTO B MpoLeAype 00paTHOM MapIIpyTU3alMN);

«Onuuu MobuneHOCTHY (Mobility Options) (IomKHO OBITH IOJIEM IIEPEMEHHOMN
IIUHB! (JUIMHA TOJIHOTO 3arojioBKa MOOMIBHOCTH HO/DKHA OBITH KpaTHa 8 OKTETaM),
CONEpXaTh ONHY WM HECKOJBKO OIIIMH MOOUIIBHOCTH, 3aKOAMPOBAHHBEIX B (hopmare
TLV, unu He JO/KHO COJAEpXAaTh TaKUX ONILUH, a MoJIydaTensb IOJKEH MIHOPHpPOBATh
¥ MPOITYyCKATh JIFOObIE OIIUH);

e) «Hupopmuposanue 06 oGHoBieHHM HpuBs3KM» (coobmenne BU (Binding
Update) HO/DKHO HCIIONB30BaThCS MOGHIBHBEIM Y3JIOM JJIsl YBEIOMIICHUS APYTHX y3JIOB
0 CBOEM HOBOM BPEMEHHOM ajipece U BKIo4aTh ciemyromme mons (mone «MH Type»
a7 coobmenus «Binding Update» momkHO OBITH paHo «5»):
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«ITopsinkoBelii HOoMep» (Sequence) (HOMKHO OBITH 16-GMTOBBIM ITOJIEM,
UCIIONB3YyeMBIM I HyMepauuu coobmenuil «Binding Update» mnsa comocraBnenus
coobwenus «Binding Acknowledgement» ¢ cooGmenunem «Binding Update»);

our «IlonTepxmenue» (A) (Acknowledge) (momxeH ycTaHaBIHBATHCA
MOCBUTAIOMMM MOOMJIBHBIM Y3JIOM M COAEpXaThb HH(OOPMALMIO 006 OXHAAHUH
coobenus «IlonTBepxaeHue PUBI3KHY ),

our «Peructpanus B momammuem arente» (H) (Home Registration) (momken
YCTaHaBIUBATECS IOCBUIAIOMIMM MOOHIBHBIM Y3JI0M, YTOOBI MPUHHMAIOLIMA y3e
JOMAIIHER CETH CIYXHJI €My JOMAIIIHUM areHTOM);

6ur «CooTBercTBHe JIMHKa U JokamsHOro anpeca» (L) (Link-Local Address
Compatibility) (momkeH ycTaHaBIMBaThCS MPH OJMHAKOBOM HIEHTH(HMKATOPE
uHTepdelica ToMalIHero afpeca, HepefaHHOro MOOMIIBHBIM Y3JI0M, ¥ JIMHKA);

Out «B03MOXHOCT, MOOGHIBHOTO ympaBiends kmodamu» (Key Management
Mobility Capability) (K) (momxeH O6biTb paBeH «0», KOraa HCIONB3yeMBIH I
YCTaHOBJICHUS ~ KOHTEKCTOB  0€30IIaCHOCTH  MeXZAY  MOOWIBHBIM  Y3JIOM
U JIOMAIlTHUM areHToM nporokoin IPsec He mepeHOCHT MHpOpMALMIO O HEpEMEILEHNH,
JOJDKeH HCIIONB30BaThCsd TOJNBKO B coobmeHmsx «Binding Update», mocelmaeMsIx
AOMaIlHEeMy areHTy, U JNOJDKeH ObITh paBeH «0» B Ipyrux coobuenusx «Binding
Update, a y3/b1-KOppecIOHAEHTH! JODKHEI HTHOPUPOBATE YKA3aHHEIH GHT);

«3apeseppupoBano» (Reserved) (12 6ur) (moyokHO GBITE paBHO «0» U JOIKHO
UTHOPHPOBAThCS MOJIydaTelieM);

«Bpems xu3Hn» (Lifetime) (16 6UT) (0KHO YKa3EIBATh HA KOJIMYECTBO €IUHMUII
BPEMEHH, OCTaBIIMXCA JO TOr0o MOMEHTa, Korga npuBsska UE cuuraercs
NpocpoyYeHHOX (mpu 3HaueHMM «0» yKa3plBaeT Ha HEOOXOOMOMCTH YAAJICHUS
MH(OPMALMK O NpPUBs3KE MOOHIBHOrO y3Jia IIPY 3TOM yKa3aHHbBIH BPEMEHHEBINH agpec
JAOJDKEH YCTaHaBIMBAaeThCA PaBHBEIM JOMAIIHEMY afpecy). 3a eAWHHI]y BpEMEHH
JOJDKHBI OBITh IPUHATHI 4 CEKYHIBI);

«Omnuu MobuneHoCTH» (Mobility Options) (ZODKHO OBITEH TOJIEM MEPEMEHHOM
JUIMHBI (JMHA TIOJIHOTO 3arojloBKa MOOWIIBHOCTH JOJDKHA OBITH KpaTHa 8 OKTeTaM),
COAEPXKaTh OJHY WJIM HECKOJIBKO OMNLMA MOOUIBHOCTH, 3aKOAMPOBAaHHEIX B (opmare
TLV, unu He TOIKHO colep)kaTh TaKUX OIIMM, MOyYaTelb JO/DKEH UTHOPHUPOBATEH M
IPOITyCKAaTh JIFOOBIE OIIIVH ).

B coobmennn «Binding Update» noinkHBI OBITE JOMYCTHMBI CIEAYIOLIUE OMIKH
MOOUJIBHOCTH:

onuusa «/lannsie aBTopusanuu npussskn» (Binding Authorization Data) (momkHa
ObITE  OOs3aTenbHOM B coobmeHusx «Binding Update», mocbutaeMeIx —y3iy-
KOPPECIIOHACHTY );

onuus «MHaekcel ogHopa3oBseix HoMepoB» (Nonce Indices);

onuus «AJBTEpHATUBHBINA (3amacHoi) BpeMmeHHBIH ampec» (Alternate Care-of
Address).

Ilone 3aromoBka «Mobility Header Header Len» nmokHO OBITH paBHO «1»
IpyU OTCYTCTBHM OINUMIl B COOOIIEHHH, a TaK )K€ CJIeLyeT HCIOIb30BaTh 4 OKTeTa
3aIIOJTHEHHU.



82

%) «[logTBepxaeHHe mpuemMa coOOIIEHHS 06 OOHOBIGHHH IIPHBSI3KH»
(coobmenne BA (Binding Acknowledgement) (mone «MH Type» mns coobmenus BA
JOJKHO OBITH PaBHO «6%»);

3) «CoobmeHue 06 ommbKe, CBA3aHHONW ¢ MOGUIBHOCTHIO» (coobmenne BE
(Binding Error ) (mone «MH Type» nis coobwmenus BE nomxHo GbITE paBHO «7»);

1.3. momonHHMTeNBHBIH 3aronoBok mnportokona IPv6 «Type 2 Routing Header»,
o0ecreyrBaOmKUi JOMOTHUTENBHBIE aHHBIE IS MAPIIPYTH3AIHH:

a) nous 3aronoska «Type 2 Routing Header» npusenens: B Tabmume Ne 2.

Tabmura Ne 2.

Ilons 3aronoBka
Ne mons HazBanue Javna nons (6ur)
1 Next Header 8
2 Hdr Ext Len 8
3 Routing Type 8
4 Segments Left 8
5 Pezepn 32
6 Home Address 16
IIpuMmeuanue:

none «Next Header» nomkHO MISHTHQUIMPOBATH THII 3ar0JIOBKA, CIIEIYIOIIETO
3a 3arooBkoM «Type 2 Routing Header» u wucmons3oBaTh I HACHTHOUKALUH
3aroJIOBKOB T€ XK€ 3Ha4YEHHs, YTO U B 3arojoBke «CiieIyronuii 3aroloBOK» IIPOTOKOJIA
IPv6;

none «Hdr Ext Len» nomkHO comepxarh WHGOPMAaIMIO O UIMHE 3arojiOBKa
(32 HCKIIOYEHHEM IEepBBHIX 8 OKTETOB) B EAMHHIAX, pPaBHBIX 8 OKTETaM
1 OBITH paBHO «2»,

none «Routing Type» 10/KHO comepkaTh HHGOPMALIUIO O THIIE MAPIIPYTH3AIUN
1 OBITH paBHO «2»;

nosue «Segments Left» nomkxHo 66ITE paBHO «1»;

none «PesepB» oMKHO OBITH paBHO «0»;

noje «Home Address» HomkHO OBITH HONEM JUIMHOW 16 OKTETOB U COAEPIKATH
JOMAITHUN afpec y3Jia Ha3HaYeHHS.

1.4. nomonuutensHble coobmenus ICMP IPv6:

IIpotokonom Mobile IPv6 BBoaWTCS deThlpe HOBBIX THIIA COOOIIEHMI IJIs
npotokoina ICMP.

Jnis ompeneneHus anpeca MOMAIIHEro areHTa JOJDKHBI HCIIOJL30BAaTHCSA HOBEIE
coobmenus ICMP:

«3ampoc ompeneneHus anpeca noMmamHero areHta» (Home Agent Address
Discovery Request) (HOKHO WHCIIONB30BAaThCS MOOWJIBHBIM —TEPMHHAIOM IS
MHULHMAIIA MeXaHU3Ma JUHAMHYECKOT0 ONpeAeIeHHs agpeca JOMAIIHETrO areHTa);

«OtBeT ompeneneHus aapeca AomamHero areHra» (Home Agent Address
Discovery Reply) (mOKHO HCITONB30BAaTbCS JOMAIIHMM areHTOM JUISl OTBETa
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MOOMJIBHOMY Y31y, HCIIOJIB3YIOIEMy MEXaHH3M JUHAMHYECKOro OIpeelieHHs anpeca
JIOMAIIIHETO areHTa).

Hns nepeHymepoBaHUS ceTell W KOHOUIypHpPOBAaHHSA aApPecOB HA MOOGHILHOM
y3J71e JOJDKHBI UCIIOJIB30BaThCs HOBEIE coobrenns ICMP:

«3amnpoc MmobunbsHOTrO npedukca» (Mobile Prefix Solicitation);

«O06BsBeHre MOOMIBHOTO npedukca» (Mobile Prefix Advertisement).

a) ¢opmar cooOuieHus «3ampoc OMpedeeHus aapeca JOMAIIHEro areHTa»
(Home Agent Address Discovery Request) npuBeeH Ha pucyHke 1.

Tun Kon KonTponsHas cymma
Unentudukarop Pezeps
Pucynoxk 1
Ilpumevanus:

nosie «Tumy» (1 6aift) HOMKHO OBITE paBHO «144%;

none «Koxmy» (1 6aitT) 1omkHO OBITE paBHO «0»;

none «Mnentudpukarop» (2 Oaiita) JOMKHO COHEpKaTh CreHEPHPOBAHHOE
MOOUJIBHEIM y3JI0M 64-OHTOBOE YHCIIO, UCMOJB3yeMOe IJIS COIMOCTABIEHHUS 3aIpoca
U OTBETA;

noje «PesepB» pomkHO OBITH paBHO «0» W HODKHO WTHOPHPOBATHCA
HoJydareyeM;

6) dopmar coobmenus «OTBeT ompeleNeHHs agpeca IOMAIIHErO AareHTay
(Home Agent Address Discovery Reply) npusenen Ha pucynke 2.

Tun Kog KonTtponbHas cymma

Unentudukarop Pezeps

A,upec AOMAIIHECroO arcHra

Pucynok 2

[Ipumeuanue:

nosne «Tum» (1 6aiiT) 1omKHO OBITH paBHO «145y;

noisie «Kox» (1 6aiit) nomkHo ObITE paBHO «0»;

nosie «MnenTndukarop» (2 6Gaiita) NOMKHO COIEp)KaTh YHUCIO U3 COOOIIEHMS
«Home Agent Address Discovery Requesty;

nose «PesepB» JomxHO OBITH paBHO «0» H©W JOJDKHO HUTHOPHUPOBATHCS
TIOJTy4aTesieM;

noje «Azpeca JOMallIHEro areHTa» JIOJDKHO COAEpXaTh CIHCOK aIpecoB
IDOMAIIHUX areHTOB MOOMIIBHOTO y3J1a B IOMalllHel ceTy;

B) ¢opmar COO0IIEeHUS «3arpoc MOOHIIBHOTO npeduxca
(Mobile Prefix Solicitation) npuBeneH Ha pucyHKke 3.



84

Tun Kog KoHTponsHas cymma
Wnentudukarop Pezeps
Pucynok 3
IIpumeuanue:

nosne «Tum» (1 6aifT) MOMKHO OBITH paBHO «146y;

none «Kox» (1 6aiiT) 1OMWKHO OBITH paBHO «0»;

none «Mnentuduxaropy (2 Oaiita) AOIKHO COAEPKAaTh CreHEPHPOBAHHOE
MOOHMJIBHBIM Y3JI0M 64-0MTOBOE UHCIIO, HCIOJNBE3yeMOe IJis COMOCTABJIEHHS 3alpoca U
OTBETa;

none «Pe3epB» AOMKHO TOMMKHO OBITH paBHO «0» M JOMKHO MTHOPHPOBATHCS
HOJTy4JaTelieM.

Ilona maxera mpotokona IPv6 HODKHBI 3allONHATHCA CIEAYIOIIAM 00pa3oM:
B 1ojie «Azpec uctounuka» (Source Address) TOIDKEH yKa3BIBaThCS BPEMEHHBIH ajpec
MOOHIBHOTO Y3714, a-B Ioje «Anpec MecTa HasHaueHHs» (Destination Address) - anpec
JOMAIIIHEr0 areHTa MOOMIEHOTO y3I1a;

r) ¢opmar coobmenus «O0bpsaBIeHHe MOOMIBHOTO Tpedukca» (Mobile Prefix
Advertisement) npuBe/ieH Ha PUCYHKe 4.

Tun Kon KoHTponbHas cymma
Wnentudukarop M | O | Pezeps
Onuuun
Pucynok 4
ITpumeuanue:

nosie «Tum» (1 6aiit) HomKHO OBITH paBHO «147x;

nosnie «Kom» (1 6aiiT) 1oMmKHO OBITH paBHO «0»;

none «HneHtupukarop» (2 OaiiTa) JOMKHO COHEpXKaTh CreHEPUPOBAHHOE
MOOHIBHBIM Y37I0M 64-OUTOBOE YUCIIO, HCHONB3yeMOe Ui COITOCTaBJIEHUS 3ampoca U
OTBETa;

none «M» (1 6ur) (¢pnar ynpasnseMoro KOHQUIypHpPOBaHUS aJpPeCOB) JOJIKHO
yKa3bIBaTh Ha JOCTYNHOCTH aapeca yepe3 DHCPv6 npu 3navuenun nosns «M» paBHOM
«1»;

none «O» (1 6ut) (Qumar gpyroi KoHPUrypamuu) HOKHO YyKa3blBaTh Ha
CyLIeCTBOBaHME Jpyroil MHpopmanuu o KoHpurypauuu, noctynHoi yepes DHCPvO,
Tpy 3Ha4eHHUH 1oyt «O» paBHOM «1»;

none «Pesepp» pomxkHO OBITH paBHO «0» W JOMKHO WTHOPHPOBATHCA
HOJy4aTeneM;

none «Onuuu» (cooOIIeHre NOIDKHO COAep)XaTh OAHY WM HECKOJNBKO OIIMH
«Prefix Information») momkHO mnepenaBaTh mNpedUKC, KOTOPHI MOOWIBHBIA y3eln
HCIIONB3YeT Ik KOH(GUIYpHUPOBaHUS CBOETO JOMAIIHEro afpeca (JOMaLIHUX aJ[pecoB).
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Ilons maketa npotokona IPv6 HOMKHBEI 3aMONHATHCS CIEAYIOIMM 06Pa3OM:
B 11071 «AJpec UCToYHHKa» (Source Address) ToKeH yKas3BIBATBCS aJpec JOMAILHETO
areHTa, a B moiie «Anpec Mecta HasHadeHUs» (Destination Address) - 3HaueHHe Mo
«Source Address» u3 coobmeHnst «3anpoc MOGHILHOrO IpeduKcay.

2. TpeGoBanus x ¢opMary cooOIIEHHI MPOTOKOIA OGHAPYXEHHS COCEIHHX
y3110B (nanee — NDP):

2.1. ¢opmar coobmenus «OO6bsBaeHHe  MapmpyTHzatopa»  (Router
Advertisement) npuBeZieH Ha PUCYHKE 5.

Tun Kon KonTponbHas cymma

Texymuii npenen

[IArOB M | O | H | Pezeps | Bpemst xu3Hi MapiupyTu3aTopa

BpeM}I JOCTHXKUMOCTH

Bpems noBTopHoOI nepenaun

Onuun

PucyHnok 5

Ilpumeuanue:

none «Tum» (1 6aiT) KoMKHO GBITH paBHO «134»;

nose «Koa» (1 6aiiT) nomxHO OBITH paBHO «0»;

none «Tekymmi mpezen Mmarosy» AODKHO COAEPKATh 3HAYEHHE IO YMOIYAHHUIO
U ero ciexyeT MOMECTUTH B MoJjie Yucia maroB IP-3aronoBka Ajis HCXOASIIMX I1AKETOB;

nojse «M» (1 6ur) (pnar ynpapnsieMoro KOHGUIypHPOBaHUS aIPECOB) HOIIKHO
colepxarts HHGOPMALMIO O JOCTYNHOCTH anpeca depe3 DHCPvV6 npu 3HaYeHUM mois
«M» paBHOM «1»;

noge «O» (1 6ur) (dmar gpyroit Konburypauuu) HODKHO COAEPIKaTh
MH(POPMALMIO O CYIIECTBOBAaHHH JAPYroi HHGOpMaLMH O KOHGHIYypaluM, JOCTYIHOM
gyepe3 DHCPv6, npu 3HauenHNu nomist «O» paBHOM «1»;

none «H» (1 Our) (dmar momamHero areHTa) comepkaTh HH(POPMALHUIO
0 GYHKUMOHMPOBAHMHM MAapIIPyTH3aTOpa B KadecTBE JOMAIIHETO areHTa IIpH
3Ha4YeHHUU noust «H» paBHOM «1»;

nome «PesepB» HOMKHO ObITE paBHO «0» M [JODKHO HIHOPHUPOBATHCH
HOJy4aTelieM;

noine «BpeMs XM3HHM MapIIpyTH3aTOpa» IODKHO COAEPXaTh HHGOPMALHIO O
BpeMEHU (PYHKIIMOHMPOBAHMA YCTPOHCTBA B KaUueCTBE MapLIPYTU3aTOPa, H3MEPSIEMOE B
CEKyHJlaxX;

none «Bpems moctmxuMocTH» (4 6aiiTa) ITOJDKHO coAepXkaTh HH(OPMAIUIO O
BpPEMEHU JOCTYITHOCTH COCEIHET0 MapIIpyTHU3aTOpa MOCe MOMyYSHHS TOATBEPKICHHUS
JOCTYIHOCTH, U3MEPIEMOe B MUJUTUCEKYH/IaX;
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none «Bpems moBTOpHOH mnepemaum» (4 GaiiTa) JOIKHO CcOIEpKaTh
MH(QOPMALMIO 0 BpPEMEHH MEX/Y IIOBTOPHO NEPECHUIAEMBIME COOOIIEHIAMH 3alPOCOB,
U3MepseMoe B MUJITICEKYHIaX.

3. Tpebosanus x nporokoxy DSMIPv6:

3.1. Ha MOOWIBHOM TepMHHANEe [ODKHO YCTAHABJIMBATECA MNPOTPAMMHOE
obecneuenne (nanee — IT10) knmenta DSMIPv6, na P-GW — 1O noMaumbero arenra
DSMIPv6 nns pynkunonupoanus npotokosna DSMIPv6 Ha unrTepdeiice S2c;

3.2. paclMpeHus I cooOuwenuit mpotokona MIPvé:

a)  Mna coobmenus «Binding Update», nepenasaemoro or UE k momarmHeMy
areHTy WIN TOYKe NpuBsA3Ku MoOuabsHocTH (Mobility Anchor Point (manee — MAP):

omus «IPv4 Home Address Option» (momkHa yka3siBaTh JOMAIIHUE afpec
MOOMIBHOTO y31a opmara IPv4),

onust «IPv4 Care-of Address Option» (momkHa yKa3blBaTh BpeMEHHBIH afipec
MoOuIIbHOTO y3nma ¢opmarta IPv4 Hpy HaxXOXIEHHH €TO B CETH, NOAEePKHBAIOIICH
TOJIBKO NpoTOKO1 IPv4);

Gnar (F) (momkeH yka3elBaTh IpM €ro YyCTAaHOBKE Ha HEOGXOIHMOCTB
HHKAIICYJILUY C ToMoleio nporokosia UDP);

6) mma  coobmenus «Binding  Acknowledgement», mnepenaBaemoro
oT nomaiuHero areuta uini MAP k UE:

onuust «IPv4 Acknowledgement Option» (momkHa ykassiBaTh Ha OCYIECTBICHUE
OOHOBIIEHHUS afipeca NPUBA3KH AV MOGMIBHOTO y3na aapecoM hopmara IPv4 u aapec
MOOHIIBHOTO y311a ¢opmara [Pv4);

omuuss «NAT Detection Option» (momxna yxkaseiBath UE Ha Hanmudume
TpaHCIAMHU ceteBoro anpeca (Network Address Translation, namee — NAT) mpu
IOMOIIM JAOMAILHETO areHTa, BKJIIOYAaTh CUETYUK IOBTOPHON Mepenadynd OOHOBJICHHS M
¢ara «F», yKa3bIBaloINEro IIPH €ro YCTaHOBKE Ha HEOOXOIMMOCTH MHKAICYJIAIUH C
noMousro npotokoia UDP.
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[Ipunoxxenne Ne 19

K [IpaBunam npumeHeHus oO0pyIOBaHHSA
KOMMYTalluu ceTel MOIBHXHOM
panuorenedonHoir cBsa3u. Yacte VIL
[IpaBuna rmpuMeHeHHUs OOOpPYyHOBaHHUS
KOMMYTalluU cTa”HgapTa LTE,
YTBEP>KACHHBIM IpUKa3oM MUHKCTEpPCTBa
¢ POBOTO Pa3BUTHS, CBSI3U MU MAacCCOBBIX
KoMMyHuKanuit Poccuiickoit ®enepauuu

or 2506 20/ No 575

Tpe6oBanus k nporokosy IKEv2

1. TIIportoxon obmena kmouamu B UnTepHeT (Internet Key Exchange) Bepcus 2
(manee - IKEv2) nomxkeH nonb3oBaThes ycimyramu rpoTokosna UDP depes mopter 500
u 4500. B peitrarpamme UDP nomxHa oCyIeCTBIATHECA Ilepeaada OOHOIO COOOIICHHIO
IKEv2. Anpeca IP u HOomepa moptoB UDP B 3aronoBkax HOJDKHBEI COXPaHATHCS MU
UCIIONIB30BaThCA i1 nepeaadu oTBeTHbIX mnaketoB. Coobmenune IKEvV2 pomkHO
HaYMHAThCS HeIocpeAcTBeHHO nocie 3arosioBka UDP npu nepenaye vepes nopt UDP
500, a npu mepemade 4yepe3 mopt UDP 4500 nepen coobuienmem IKEv2 pomxHBI
IIOMEINATHCS] YEThIpEe OKTETa C HYJIEBBIMH 3HAQUYEHHAMHU. OTH OKTETHl HE SABIAIOTCSA
qacTeio cooOmienus IKEv2 u He MOMKHBI YYUTHIBAaThCA B pa3sMepax U KOHTPOJIBHBIX
cymmMmax IKEv2.

2. Tpebosanus k 3aronoBkaM nporokoina IKEv2:

2.1. coobmenue mnporokona IKEv2 pomkHO HadyWHATBCA C  3aroJjioBKa.
ITocie 3aronoBka JOMKEH CIEAOBATH OJUH WM HECKONBKO 31eMeHTOB AaHHbIX IKEvV2,
naeHTUQUUUpeMbIXx 3HadeHHeM 1o «Next Payload» mnpeppiaymero sneMeHTa
OAHHBIX. DJIEMEHTBI JaHHBIX JTOJDKHBI 00pabaThiBaThcs B MOPSAKE UX CIEJOBaHUS B
coobmennn IKEvV2 myTeM BBI30Ba COOTBETCTBYIOLIEH ITPOLEAYpPHl, OIpeneseMoit
3HadenueM noisa «Next Payload» B 3aronoBke IKEv2, 3atem 3HaueHuem mons «Next
Payload» B nepBom anemente nanueix IKEv2 u nanee, noka B mone «Next Payload» ne
Oyner oOHapyXeHO HyJ€BOE€ 3Ha4eHMe, yKa3blBalolllee Ha OTCYTCTBHE CIEIYyIOILLEro
dJIEMEHTa NaHHBIX. OJeMeHT JaHHBIX Tuna Encrypted mpu mpueme noikeH OBITh
nemmepoBaH, a  pe3yidpTaT paclIUppOBKH  HEoOXoAMMO  pa3bupaTh  Kak
JONIOJTHUTENBHBIE AJIEMEHTHI NaHHBIX. JneMeHT Encrypted momkeH OBITH IOCIEAHHUM
3NIEMEHTOM B mnakere. B 3ammdpoBaHHBIE 371€MEHTH! HEIOMYCTHMO BKIIOYATh ApYrue
aneMeHTHI TUMa Encrypted;

2.2. ¢dopwmar 3aronoska IKEv2 npuseneH Ha pucyHke 1.

Initiator's SPI
Responder's SPI

Next
Payload

MjVer | MnVer | ExchType| Flags Message ID
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Length

Pucynoxk 1.

IIpumeuanue:

none «Initiator's SPI» (8 okTeToB) HOMKHO COmepKaTh 3HAYEHHE, BHIGPAHHOE
HHHULMATOPOM [Vl YHHKAJIBHON MICHTH(HUKAMY IapaMeTpoB GezomacHoctH (Security
Parameter Index, nanee -SPI) IKEv2 u He 10/KHO GBITE paBHO «0»;

noie «Responder's SPI» (8 okTeToB) HOMKHO comepXKaTh 3HAYEHHUE, BHIOPAHHOE
OTBETYHKOM JJIsi YHUKAIbHON HMIeHTHU(UKAaUuU 3amuineHHoi cBg3u IKE u DomxHO
OBITh paBHO «0» B MepBOM coobIIeHnH HadansHOro o6MeHa IKEv2 (BKMoYas IOBTOPEI
3TOro coobmeHus, coaepxauume cookie), I BceX OCTANBHBIX COOOIIEHHI HE IOIKHO
OBITH paBHO «0»;

none «Next Payload» (1 oxrer) mOMKHO colepaTb MHPOPMALMIO O THIIE
3JIEMEHTA JAHHBIX, PAaCIIOIOKEHHOTO Cpa3y MOCIIe 3aroJI0BKa.

dopMarT U 3HaUEHUS THIIA DJIEMEHTA JAHHBIX:

«Mj Ver» (4 6uTa) JOIDKEH 3aJaBaTh CTApLIyI0 YacTh HOMepa BEpPCHH
ucnone3yemoro mporokona IKE. Peamuzanuum Ha ocHoBe IKEv2 nmomxHBI
yCTaHaBIIMBaTh 3Ha4yeHWe Major Version paBHoe «2». OCHOBaHHEIE Ha JTOH BEPCHH
nporokona IKE peanusanuy mODKHBI OTBEpraTh WM HMIHOPUPOBATH IAKETBHI CO
3HaYEHHEM 3TOTO IO, MPEBHIIIAIOIINM «2);

«Mn Ver» (4 Oura) momkeH 3aJaBaTh MIAJIIYI0O 9acThb HoMmepa Bepcum IKE.
Peamisanuu Ha ocHoBe IKEV2 @MO/KHBEI ycTaHaBIMBaTh 3HaueHue Minor Version
paBHOe «0» 1 MTHOPHPOBATH MIIAALIYIO YaCTh HOMepa B IIPHHAMAEMBIX COOOLIECHHSX;

«Exchange Type» (1 okTeT) mOMKeH yKa3eIBaTh THII MCIOJIB3YeMOro obMeHa,
OrpaHHYHBAIOIINH HaOOp 3IE€MEHTOB JAAHHBIX B KaXIOM COOOLIEHMH M IOPSIOK
cooOlIeHnit B oOMeHe.

Tumnel o6MeHa npuBeneHs! B Tabaume Ne 1.

Tabmuna Ne 1.

Tun oOmeHa 3HaueHue
IKE_SA_INIT 34
IKE_AUTH 35
CREATE_CHILD SA 36
INFORMATIONAL 37
Peseps JANA 38 -239
Pe3epB 1111 4aCTHOrO HCITOIB30BAHUS 240 - 255

[IpumeuaHue:

«Flags» (1 okTer) mokeH yKa3blBaTh Ha HAJM4YMe CIELUPUIECKHX ONLUN B
COOOIIEHUH IIPU YCTAaHOBJIEHHH COOTBETCTBYIONIEr0o OuTa (hiara B «1»;
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«Message ID» (4 okTeTa) HOMKEH COAEpPXaTh WACHTH(PUKATOP COOOIIEHUS
U HCIOJNB30BAaThCs JUIS YINpaBIEHUSA IOBTOPHON Inepefadell MOTEPSHHBIX IAKETOB
M CBSI3BIBaHUS 3aIIPOCOB C OTKIIUKAMU;

«Length» (4 okTeTa) MOIDKEH COAEPKaTh pa3Mep BCEro cooOIIeHNs (3aroloBOK U
3JIEMEHTHI JaHHBIX) B OKTETAaX;

2.3. cTpykTypa 0a30BOro 3arojioBka 3jemeHTa HaHHBIX (payload) IKEv2
IpUBeicHa Ha PUCYHKe 2.

Wnentudukarop
CJIEIYIOILETO C Peseps Pa3mep Teky1ero anemMeHTa
3JIEMEHTa
DJIEeMEHTEI TaHHBIX
PucyHok 2
[IpuMeyanue:

none «Mmentudukatop crexyromero siemeHtay (Next Payload) (1 oxrer)
IOJDKHO YKa3hIBAaTh THUII CJIEAYIOLIETO dJIEeMEHTa JaHHBIX B COOOIIEHNH, NOIKHO OBITH
paBHO «0», ecnM TeKymWH 5JeMEeHT SBISETCS IOCIEAHHUM, M HE TOJDKHO
UCIIONBL30BaThCA A1 djeMenTa Tumna Encrypted (Bcerma nomxeH OBITH MOCIECAHUM B
coobuienun). YKa3aHHBIN DJIEMEHT JOJDKEH CONepXKaTh CTPYKTYPHI JaHHBIX B opmMare
JIOTIOIHUTENIFHEIX 3JIeMeHTOB. B 3aronoske anementa Encrypted mone «Next Payload»
JOJIKHO YCTaHABJIMBATHCS B COOTBETCTBHU C THIIOM IIEPBOTO BIIOXEHHOTO 3JIEMEHTa
(BmMecTo «0»).

3HaueHUd HACHTH()HUKATOPOB CIEAYIOMIHX 3JIEMEHTOB COOOIIEHHS NPUBEIEHE! B
tabsie Ne 2.

TaGmuma Ne 2.

Wnentudukarop ciaemayrolero 3JIeMeHTa Obo3HaueHus 3HaueHue
OTcyTCTBYET CIEAYIOIUN 3JIEMEHT 0
Peseps 1-32
KoHtekcT Oe3omacHOCTH SA 33
OOMeH KITroYaMHu KE 34
NnenTrruKaTop HHUIIMATOPA IDi 35
HneHTuduKaTop OTBEYAIOIIErO IDr 36
CepTuduxar CERT 37
3amnpoc cepTUduUKara CERTREQ 38
VnenTudukanus AUTH 39
CnyuaitHoe umuciio Ni, Nr 40
YBenomienue N 41
VY nanenue D 42
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Wnentudukarop peanuszauum \Y 43
Cenexrop Tpaduka - Uaunmatop TSi 44
Cenekrop Tpaduka - OTBeTIHNK TSr 45
KonupoBanue E 46
Konduryparms CP 47
Pacmmpsiemas uneHTUQUKALIAS EAP 48
Pezeps IANA 49-127
JIiig 4acTHOTrO IpPUMEHEHHUS 128-255
ITpumeuanue:

none «C» (1 6mr) momkHO OBITH paBHO «0» miA oOecriedeHHs 3asIBICHHOMN
OTIIPAaBUTEJIEM BO3MOXKHOCTH MO IPOITyCKYy HOJydaTejeM 3JeMeHTa ITaHHBIX, KOrAa
noy4arenb He uaeHTuuuupyer koa B noyie «Next Payload» mpemsiayiero aneMeHTa.
Iomyyatens NOMKEH UTHOPHUPOBATH STOT (uiar mpu HACHTH(HKAIUKM THIIA 3J€MEHTA.
@inar «C» IOHKEeH OTHOCUTBHCS K TEKYIIEMY 3JIEMEHTY JaHHBIX;

none «Pesep» (7 O6utoB) momxHO OBITE paBHO «0» mpu Tmepemade H
UTHOPUPOBATHCS Ha IPHEME;

noine «Pa3smep Tekymero snemeHta» (Payload Length) (2 okreta) momkxHO
ColepXaTh pa3Mep TEKyIIero 3JieMEeHTa JaHHBIX B OKTETaX C y4eToM 0a3oBOro
3aroJIoBKa;

2.4. ctpyktypa oaneMeHta JaHHbIX «[Ipemmoxenus» (SA) mnpuBedeHa
Ha pUCYHKe 3.

0 nnu 2 Peszeps JlnrHa npeanoxxeHus
Howme Nnentndukato Yucno
P ! P 3Hauenue SPI .
IpeaJIOKeHUs IIPOTOKOJIA nipeoGpa3oBaHUi

SPI nepenaromieil CTOpOHBI

Crpyxkrypa npeobpa3oBaHus

Pucynok 3

Hannbie koHTekcTa Oe3omacHOCTH (Security Association Payload, manee — SA)
IOJKHBI MCIIONB30BaThCS AJIA COIIaCOBAaHUS aTpuOyTOB 3aIMILEHHON CBA3U. DIEMEHT
SA MOXeT BKIIIOYaTh HECKONBKO IIPEAJ0KECHUM, yIOPSIIOYEHBIX B IOPSAKE CHHKCHHUS
npuopuretra. Kaxaoe mpeanokeHue MOXET BKIIOYATh HECKOJIBKO IIPOTOKOJIOB IPsec
(IKEv2, ESP, AH), kaxxapIii MPOTOKOJI MOXET BKIIFOUATh MHOXKECTBO Ipeobpa3oBaHMuii,
a Kaxoe npeodpazoBaHHE MOXKET BKIIIOYATh HECKOJIBKO aTpUOyTOB.

IIpumeuanue:

NEepBBI  OKTET MJO/DKEH CoAepXXaTh HHPOpMAlMIO O TOM, SBIAETCS JIK
peUTOKEHHE TIOCIEAHUM B CyOCTpYKType IpeIoKeHnH ieMeHTa SA (IpeyIoKeHHE
JIOJDKHO OBITH MOCIEOHUM IIpH 3HAYEHHH IIepBOro OKTeTa paBHOM «0» M He JOIDKHO
SIBIIATHCS MOCIEAHUM IIPH 3HAYSHUH PAaBHOM «2»);
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nore «JlnmvHa mpemnoxeHus» (2 OKTeTa) NOIDKHO YKasbiBaTh pasMep
NPEIJIOXKEHHUS, BKIIIOYast BCe BXOAIIME B HETO IPeoOpa3oBaHus U aTPUOYTEL;

nore «Homep mnpemnoxenus» (1 OKTeT) MJOMKHO yKa3wBaTh HOMED
npepnoxenus. [lepBoe mnpeanoxeHue B djeMeHTe SA [ODKHO HUMETh Homep «1»,
a HOMepa MOCIEAYWUMX NPEeUIOKEHHHA JOKHBI COBIAaTh C HOMEPOM
npenwecTBeHHuka (M — nepeceueHne NByX NpeqioKeHHWi) Wi OBITH Ha 1 GoJblne
(WIN —- obbenvHeHne ABYX NpeIJIoKeHHit). Bce HOMepa npezoxeHui B sneMeHTe SA
AOJDKHBI COBNAJaTh MpH IIPUEME U COOTBETCTBOBAaTH HOMEPY IEPENAHHOIO
IPeAJIOXEHHs], KOTOpOoe OBLIO MPHUHSATO;

nose «Mnentuduxarop npotokonay (1 OKTeT) HOKHO 3a1aBaTh UACHTAGHKATOD
npoTokoia IPsec ans Texymero cornacoBanus;

none «3HayeHne SPI» (1 OKTeT) MODKHO MCIIONB30BAaTHCH IS HAYAIBHOTO
cornmacoBanus IKE_SA u nomkuno 6w1Te paBHO «0». 3Hauenue SPI crnenyer mosmydats
U3 BHEIIHEro 3arojloBKa W IIpY MOCIEAYIOUIMX COrJIaCOBaHHUAX IONIe «3Ha4YeHUe
SPI»momkHo mokaseiBaTs pasmep SPI (B okTeTax) M COOTBETCTBYIOIIETO IPOTOKOIA
(8 mna IKEv2, 4 nyist ESP u AH);

none «Hucno npeoGpasoBaHuii» (1 OKTET) JOIDKHO COmepKaTh MHPOPMALHIO O
qucsie npeodpa3oBaHuil B MPEAIOKEHNM;

nojie «SPI nepenaromeii CTOpOHBI» JOIKHO GBITH IEPEMEHHOTO pa3Mepa;

nosie «CTpyKTypa npeo6pa3oBaHus) TODKHO OBITh IIEPEMEHHOIO pa3Mepa.

®opmat nona «CtpykTypa npeoOpa3oBaHuUs» IPUBEIEH Ha PUCYHKE 4.

0 unu 3 Peseps JinHa npeo6Gpa3oBaHus
Tun
Hpeobpasosarms Peseps Hnentuduxarop npeobpazoBaHusa
ATpubyTsl Npeobpa3oBaHus

Pucynok 4

IIprmeuanue:

IIEPBLIM OKTET JO/DKEH AODKEH colepXaThb HHGOPMALHI0 O TOM, SABISAETCS
n1n npeoOpa3oBaHHe IOCIEIHUM B IpemioxkeHuu. [IpeoOpasoBaHue IOKHO OBITH
IOCTIEIHUM IIpH 3HAYEHUH IIepBOTO OKTeTa paBHOM «0» H He JODKHO SBJISATHCS
IIOCJIEIHUM IIPU 3HAYEHHH PaBHOM «3»;

none «Pesep» (1 okrter) momkHO OBITH paBHO «0» TpH mepemaye
Y UHTHOPUPOBATHCS Ha IIPUEME;

nojie «JlnuHa mpeoOpasoBaHus» (2 OKTeTa) HOIDKHO COMAEpPkATh HH(OPMALHIO
o pasmepe mnoist «CTpykTypa npeoOpa3oBaHUs» (B OKTETaXx) C YYE€TOM 3arojioBKa
U aTpulyTOB,;

none «Tun mpeobpasoBanuss» (1  OKTeT) [JODKHO COAEpXXaTh  THII
npeoOpa3oBaHus, 3aJaBacéMOr0 OJTUM OJJieMeHTOM. IIpeoOpasoBaHue He JOJDKHO
BKJIFOYATbCS B IPEJIOKEHUE, €CIM OHO SBISETCS HeoOsA3aTeNIbHBIM W HHHUIUATOP
IpeQIaraeT €ero MNpomyCTuTh. VIHULMATOp [JODKEH BKIIOYAThb CYOCTPYKTYpY
npeobpazoBanus ¢ unaeHTHukaropom Transform ID paBHOM «0» B KadecTBe OIHOM
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U3  ONIUH Ipy  nnepegade  BOIpoOCa 00 HCIONB30BaHMHM HeoOI3aTEIHLHOIO

npeoOpa3oBaHUs OTBETUHUKY.

Tunel npeoGpa3oBanuil NpuBeAeHH B Tabmuie Ne 3.

TaGmuia Ne 3.
Tun .
HazBanue npeobpazoBanus Hcnonb3yeMblit IIpOTOKO
npeoOpa3oBaHHUs
Pezepn 0
Encryption Algorithm (ENCR) — 1 IKE n ESP
JICOPUTM IIH(PPOBaHHS
Pseudo-random Function (PRF) —
N 2 IKE

nceBAocIydaiiHas GyHKIUs
Integrity Algorithm (INTEG) — 3 IKE, AH, onuuoHansHO B
AJITOPUTM 3alIUThI LIEJIOCTHOCTH ESP
Diffie-Hellman Group (D-H) — 4 IKE, ommonansHo B AH
rpynna Diffie-Hellman u ESP
Extended Sequence Numbers
(ESN) — pacmmpeHHbIe 5 AH u ESP
NOpAKOBBIE HOMEpa
Peszeps IANA 6-240
YacTtHOE IpUMEHEHHE 241-255

Ilpumeuanue:

noine «Wnentudpukartop mnpeobpasoBaHus» (2 OKTeTa) MOJDKHO COAEpXKaTh
HAEHTU(UKATOP KOHKPETHOTO IIpeoOpa3oBaHUs YKa3aHHOIO THIIA.
Yucno u tun nmpeobpazoBaHuil B 37€MEHTaX AaHHBIX SA JODKHBI 3aBHUCETH OT

THUIIa IPOTOKOJIA B camoit SA.

OOs13aTenbHBIE U ONMIIMOHABHBIE THUITEI NIPeoOpa3oBaHMil MPUBEEHBI B TaOIHIIe

Ne 4,
Tabnmmna Ne 4.,
OO06s13aTenbHbIE
ITporokon OnuuMoHaIbHBIE THITBI
THIIBI
IKE ENCR, PRF,
INTEG, D-H
ESP ENCR, ESN INTEG, D-H
AH INTEG, ESN D-H
IIpumeuanue:

none «ATpuOyTBl  HpeoOpa3oBaHUAN

OOJDKHO  COJEpXaTb  aTpUOyTHI,

OpeAcTaBisgiole Cco0OM mapel «THUM-3HAYEHHE» JUIL KaXJoro mnpeodpa3oBaHUsA
3JIEMEHTa JaHHEIX SA, puBeJieHHbIe B Tabmuie Ne 5.
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Tabmuia Ne 5.
Tun atpubyra 3HadeHNe aTpudyTa ®opmMat atpubyra

Pezeps 0-13
Pasmep kimova mudposanvs 14 THUI/3HAYEHHE
nepeMeHHoro pasmepa (Key
Length) (B 6urax)
Peseps 15-17
Pezeps JANA 18 - 16383
71 9acTHOTO IpUMeHEHUs 16384 - 32767

ITpumeuanue:

3HaueHue  atpubyTa JOKHO WMMETh  (DHKCHPOBAHHYIO (2 oxrerta)
WK IEPEMEHHYIO JUIUHY. JiA MpeCTaBlIeHHs aTpulyTa MepeMEHHON JIMHBI JODKEH
HCIIOJIb30BATECS (OPMAT (TUI-pasMep-3HaYCHE.

Dopmar nonst «AtpubyTa Ipeobpa3oBaHus» IIPHBEIEH HA PHCYHKE 5.

Tun atpubyra HnvHa atpu6yTa (3HaYeHuUE)

3HaueHUe aTpubyTa

Pucynok.5

Ilpumeuanue:

none «Tum atpuGyTta» (2 OKTeTa) NOJDKHO COAEPIKATh MAESHTUDUKATOD aTpHOYTa.
Jlnt  atpubyta  MOMKEH  HCIONB30BaThcsi — MONHBIH  (opMar aTpuOyTa
(TUn/pasMep/3HaueHne) IIPY YCTAHOBJIEHHH CTapIero Guta mois «Twum aTpubyTra» -
tirara ¢opmara atpubyra (AF), paBHOro «0» MIM COKpAIECHHBIH ¢opmar arpubyra
(tun/3Haguenue) npu AF paBHOM «1»;

mone «JlnuHa arpubyra (3HaueHMe)» (2 OKTeTa) MOKHO —COIAEPHKATH
uHbOpMaIUIO O pasMepe aTpuyTa, cofepxamwiics B moje «3HadeHue aTpuOyTa»
(mepemennas amuna), npu AF paBHOM «0» MM cofepxaTh 3HaUCHHE atpubyta nmpu AF
paBHOM «1»;

2.5. Qopmar snementa nanHbIx O6MmeH kitouamu (Key Exchange, nanee — KE)
IIPHUBEJIEH HAa PUCYHKE 6.

Homep rpynmnsr DH Pezeps

Jlanabie oOMeHa KirouyaMu

Pucynok 6

Onement nanHelx KE pmomkeH wucHons3oBarbCs s o6MeHa OTKPBITHIMH
HoMmepamu npotokona Juddu-Xénnmana (Diffie-Hellman, nanee — DH) npu o6meHe
kirouamu DH.
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OnemeHT AaHHBIX KE nOMKeH co3maBaThCs IyTeM KOMHUPOBAHHUS OTKPBITOIO
3Hauyennsd DH B none «JlanHbie oOMeHa kimoyamuy. Pazmep oTkpeiToro 3Havenns DH
JOJDKEH OBITh paBeH pa3Mepy NEpBHYHOTO MOIYJS, UIL KOTOPOrO BBIMOJIHAETCS
BO3BEJIEHHE B CTEINEHb, JONOIHEHHOTO PY HEOOXOAMMOCTH HYJIIMH B Havalle.

ITone «Homep rpynmnet DH» (2 Gaiita) gosmkHO uaeHTHGHIMPOBATh rpymmy DH,
B KOTOPOH OBLIO paccunuTaHO 3HadYeHUe Nois «JlaHHble 0OMeHa Kirouamu». CooblieHe
JOJDKHO  HCHOPHMpOBAaThCI €  BO3BpAaTOM  JJIeMEHTa  «YBeIOMJICHHE  THIA
INVALID KE PAYLOAD» mnpu BbIOOpe MpemsIOKEeHHs, HCIIONB3YIOMETr0 IPYryIo
rpynimy DH;

2.6. ¢opmar snemenToB Unentuduxarop uaunuatopa (IDi) u Mnentudukarop
otBeydaronero (IDr) mpuBeneH Ha pucyHke 7.

Tun upenTudukanyu Peseps

Hannble naeHTHGUKATOPA

Pucynok 7
IIprmevanue:
none «Tun unentudukamum» (1 GalT) nOMKEeH 3adaBaTh THII HCIIONB3YEMBIX
UACHTU(UKATOPOB;

none «JlaHHble HAeHTH(UKaTOopa» (TIEepeMeHHON MJIUHBI) NOJDKHO COIEepXKaTbh
UAECHTH(QUKATOP, TUI KOTOPOTO yKa3aH B MPEAbIAYIIEM IOJIE;
2.7. Qopmar anemeHTa faHHBIX CepTUdUKAT IpHUBEEH HAa PHCYHKE 8.

Tun ceptudukara Jannble cepTudukara

Pucynok 8

IIpumeuanue:

nosne «Tum ceprudukara» (1 okTeT) JOMMKHO coepXaTh HHPOpPMALIHIO O criocobe
KOAMPOBaHUs cepTU(UKaTa;

nosie «/laHHbIe cepTHU(UKaTa» JOMKHO UMETH IIEPEMEHHEIH pasMep.

OnemeHT naHHBIX CepTudukar nOoDKeH ob0ecrneuynBaTh CIocod Iepenadu
CepTUHKATOB WIH ApPYrod, cBs3aHHOH ¢ uieHTUukauued undopmanum depes IKE.
OnemeHT pAaHHbIX CepTugukar ciemyeT BKIOYaTh B OOMeH, ecnu ceprudukar
JOCTyIIEH OTIIpaBUTENIO JO YKa3aHHsA [apTHEPOM BO3MOXXHOCTU IOJyYEHUS
UACHTA(UKAMOHHON WMHQOpManmuu MHBIM IIyTEM C HCIOJIB30BaHHEM JJIEMEHTa
VBenomnenne Tuna HITTP_CERT_LOOKUP_SUPPORTED. Tpe6oBanus k

3uavyeHus nous «Tun ceprudukara» npuseneHs! B Tabnue Ne 6.

Tab6auma Ne 6.

3uaueHue

Crioco6 konupoBaHus cepTudukaTa ®opmar atpubyTa

Pezeps 0
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Ceprudukar X.509 ¢ PKCS
(Public Key CryptographyStandard — xpunrorpaduueckuii 1
CTaHJapT OTKPBITOTO Kiroya)) Ne7

Ceptuduxar PGP (Pretty Good Privacy)

Ionmucannsnii kitoy DNS (Domain Name System)

Ceptuduxar X.509— noarmnuck

Mapxep Kerberos

Cnucox oTo3BaHHBIX cepTudukaroB CRL
(Certificate Revocation List)

ARL

Ceprudukar npoctoit ”HPPACTPYKTYPHI OTKPHITHIX
kmoueif SPKI (Simple Public Key Infrastructure)l

Ceptudukar X.509 — atpubyt 10

0 N | NV

\O

Hepazo6panHblit KiF09 KpAITOrpadUuecKoro airopuTMa ¢
OTKpPBITBIM Ki1t04oM RSA

Xem u URL ceprudukara X.509 12
Xew 1 URL cBs3ku (bundle) X.509 13
Pezeps IJANA 14-200

JIji1 4acTHOTrO IPUMEHEHUS 201-255

11

2.8. Qopmart sneMeHTa JaHHBIX 3anpoc cepTH(UKaTa IPUBEISH Ha PUCYHKE 9.

Tun ceprtudukara Y moctoBepsrouii HEHTP

Pucynok 9

IIpumeuanue:

noie «Tum ceprudukara» (1 okTeT) JOMKHO coaepkaTh HHPOPMALHIO O criocobe
KOIUPOBaHUS CepTH(UKATa;

10JIe «Y IOCTOBEPSAIOLUI LEHTP» JOJDKHO UMETh IIEpEMEHHEBIH pa3Mep.

2.9. onemeHT [gaHHBIX MneHTudukauus JOMDKEH COAEp)KaTh JaHHBIE,
UCIIONIb3yeMBblIe Ui UACHTU(DUKALUY.

®opmar s5eMeHTa JaHHbIX VneHTudukays npuseieH Ha pucyHke 10,

Meron uaeHTHUKAIITH Peseps

VneHTuduxanioHHble JaHHBIE

Pucynok 10
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IIpumeuanue:

none «Merox uaeHTHOHKAHK» (1 OKTET) HOIDKHO colepxaTh MHPOPMALUIO O
HCIIOJIB3yeMOM METO/e HASHTH(GUKALMY ¥ IPUHUMATD 3HAYCHUS:

RSA uudposas moxmmuce (1) (OOMKHO pacCUUTHIBATBCS C MCIIONB30BaHUEM
npuBatHoro kimo4da RSA u xsm-3nauernss PKCSNel ¢ 3anonseHuem);

Shared Key Message Integrity Code (2) (momXHO paccUUTBIBATBCI C
HCIIOJIB30BAHHEM pa3lesIeMOro KJ04a, CBS3aHHOIO C OOBEKTOM M3 3JeMeHTa Tum
HIeHTH(GUKAIIMK U COrNIacOBaHHOH QyHKIMY prf);

DSS (Digital Signature Standard) wmudpoBas mnommuce (3) (TOKHO
PacCUHTEIBATECS C HUCIONB30BaHHEM 3aKkpeiToro kmoda DSS ¥ Xdlu-3HaYeHHs
anroputMa kpurnrorpadudeckoro xemmposanus SHA-1 (Secure Hash Algorithm);

3navenre 0 u 4 - 200 momkHEI OBITH 3ape3epBupoBaHbl IANA, 201-255 moimKHEI
OBITH BBIIETICHBI IS YaCTHBIX [IPIIIOKEHHI;

noJie «MneHTrduKaMoHHbIE JaHHBIe» TOJKHO UMETh [IEpEMEHHBIN pa3Mep;

2.10. amemenT panHeix Ciy4ailHoe 4YHCIO JOJDKHO HMETh OOHO II0jIe
IIEpEMEHHOr0 pa3Mepa, CoIepKalllee CO3[JaHHOE Iepelarolliell CTOPOHOM CIly4anHOe
3HAYEHHE, pa3Mep dJJIEMeHTa JOJDKEH HaXOOUThCs B AuanazoHe (16 - 256) oxreros
BKJIIOYMTENBHO, IIOBTOPHOE  HCIOJb30BaHWE 3HadeHws CiydvaliHoro  4mcia
HeE JIOIycKaeTcs;

3. DIEeMEHT JaHHBIX YBeJOMJIEHHME IOJDKEH HCIONb30BaThCAd Il Iepeladyu
ciry>xe0HoM uH(pOpMaIUn.

dopmar 351eMeHTa JaHHBIX Y BeIOMIIEHHE IPUBEICH Ha pUCYHKe 11.

nentuduxatop Pazmep SPI Tun yBegomiieHHs1
IPOTOKOJA
SPI
JlaHHBIE yBEJOMIIEHUS
Pucynok 11
IIpumeuanue:

none «Maentudurarop npotokosay (1 OKTeT) HOIKHO NOKa3EIBaTh TUI SA, eCiH
yBEIIOMJIEHHE OTHOCHTCS K CymiecTBylomed SA, [OOMKHO OBITE paBHO «1»
nns yeenomiennii IKE_SA, «2» ms nporokona AH unmy «3» mnsa nporokona ESP st
yBeIOMIIeHHH, Kacatomuxcs IPsec, u «0» npu nepegave H HTHOPUPOBATHCS HA MPUEME
IJIs YBEIOMIIEHHH, He OTHOCSAIIUXCS K CyIIeCTBYIOIUM SA. Bee octaipHble 3HAUYCHU
JOJDKHBI OBITH 3ape3epBrUpoBaHbl IANA 11 HCIIONB30BaHKA B Oy IyIIEM.

none «Pasmep SPI» (Security Parameter Index) (1 oxTeT) HO/KHO yKa3bIBaTh
pasmep SPI B okrTeTtax;

nojie «Tun yBegomiteHIsD» (2 OKTeTa) JOJDKEH 3a1aBaTh THIT YBEIOMIICHUS;

nosie «SPI» MOMKHO MMeTh IEPEMEHHBIN pasMep U COAepXaTh UASHTU(PHUKATOP
IIapaMeTpOB 3allHUTHI;

nosie «JlaHHBIE YBEIOMIIEHIS» JODKHO MMETh IIEPEMEHHBIN pasMep U COAEpKaTh
JOMOJIHATENbHYIO HHPOPMALUIO K TUITY YBEIOMIICHHS,

3.1. ¢dopMar 3eMeHTa JaHHBIX Y JalleHHe IpUBEIeH Ha pUCyHKe 12.
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DeMeHT JaHHBIX YHalleHHe IOJDKEH COAepXkaTh OIpeAeisAeMBId IIPOTOKOJIOM
UACHTU(PHUKATOD 3AILUIICHHOHN CBA3H.

Hnentuguxarop Pasmep SPI KomuuectBo SPI
IIPOTOKOJIA
Nupexkc mapamerpo 6e3omacuoctu (SPI)
Pucynox 12
IIpumeuaHue:

none «Hnentudukarop mnporokona» (1 oxrer) AOMKHO OBITH paBHO «I»
g IKE _SA, 3 «2» - nna AH, «3» - g ESP;

none «Pasmep SPI» (1 okrer) momkHO comepxkaTrh pasMep SPI ykasaHHoro
IIPOTOKOJIA (B OKTETax);

none «KonuuectBo SPI» (2 okrera) HOMKHO comepkarh konudectBo SPI B
3JIEeMEHTe JJaHHBIX Y JAJICHHE;

none «HMHnexc mapamerpoB GezomacHocTH» (SPI) NOMKHO MMETh NEpEMEHHBIN
pasMep U UIeHTH(UINPOBATh YAAIAEMOE 3alIUINEHHOEe COCAUHEHHE;

3.2. oneMeHT AaHHbBIX Maentndukarop peanu3alud JODKEH UMEETh OJHO IOJIE
IIEPEMEHHOT0 pasMepa, Coeprkaliee yHHKAIbHBIH HICHTU(GUKATOP POU3BOAUTEILS;

3.3. 3ieMeHThl JTaHHBIX Cenekrop Tpaduka — HNuunparop,
Cenekrop Tpadurka — OTBETYUK.

®opmar semenrta Cenekrop TpahuKa NpUBEIEHEI HA PUCYHKe 13.

KonnuecTBo CeneKTopoB
Pezeps
Tpaduka
Cenexrop(sl) Tpaduka
PucyHnok 13
[Ipumeuanue:

ote «Kou4uecTBo ceeKTopoB Tpaduka» JOIKHO HMETh pa3Mep 1 okrerT;

none «PesepB» (3 okxrera) nOMKHO OBITE paBHO «0» mnpH mepenade
Y UTHOPUPOBATHCS HA IIPUEME,

none «Cenexkrop Tpaduka» IODKHO MMETh IEPEMEHHBIN pa3Mep U COAEpXKaTh
OIIMH WJIY HECKOJIBKO OT/IEIBbHBIX yKa3arenel Tua Tpaduka;

3.4. onement nmaHHeIx Komuposanue (Encrypted - nanee E), momkeH
coflepXaTh JpyrHe >IEMEHTH B 3aum@poBaHHoM Buje. [Ipy Hamuuuu B COOOUICHUH
snemeHTa KonupoBanue OH J0JDKEH ObITh MOCIEHUM B COOOLIEHHH.

dopmaty >meMeHTa JanHbix KoqupopaHue npuBe/ieH Ha pUCyHKe 14.

Initialization Vector
Hannsle IKE
Padding (0 — 255) oxreToB Pad Length
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Integrity Checksum Data

Pucynok 14

IIpuMeuanue: ‘

none «Initialization Vecto» mOKHO comepxaTe ciydaiiHOe 3HaueHHe,
COBMajaloliee ¢ pasMepoM OllOKa HCIONB3yeMOr0 alroOpuTMa INH(POBAHMS.
Iomy4arenn NODKHBI BOCOPUHMMATE JIEOOBIE 3HAYEHHs 3TOTO MOJIA, 4 OTIPABHTENSIM
CIIeAyeT TeHEpUPOBaTh IICEBAOCITy4YaliHOE 3HAYEeHHE HE3aBUCHUMO MJIS  KaXXJOro
COOOLIEHHS WJIM MCIONB30BAaTh JUIL BbIOOpa 3HaueHHH IMH(POBAHHEIA OIOK
IpeAbIAyIIero COOOIIEHHS;

none «/lanuele IKE» JOMKHO OBITH IEPEeMEHHOM UIMHBL, COAEPYKaTh
mrdposannsie dneMeHTH IKE u mmdposaTtecs ¢ MCMONB30BaHHEM COTIIACOBAHHOIO
AJITOPUTMA,;

none «Padding» mMoxeT conepxath I000e 3HaUeHHe, BEIGPAHHOE OTHPaBUTEIIEM,
JOJDKHO HMETh pa3Mep, KOTOphIM MdelaeT CyMMapHBIH pasmep IIH(POBaHHBIX
aneMeHToB, nonst «Padding» u moms «Pad Length» xpatHeiM pasmepy 6moka
wudposanus  «Initialization Vecto» u mmopoBaThcs ¢  HCHONB30BAHHEM
COINIaCOBaHHOT'O AJITOPUTMA,;

nonte «Pad Length» (1 okTeT) HOIKHO cofepkaTs UHPOPMALHIO O pazMepe MO
Padding wu mmdpoBaThCs C HCMONB30BAaHHEM  COITIACOBAHHOTO  ANTOPHTMA.
Otnpasutesmo ciexyer ycraHaBnuBath B mosie «Pad Length» MuHMManbHOe 3HaYeHMe,
KOTOpOE JieaeT pa3Mep Hojied mu(poBaHHeIX 31eMeHToB «Padding» u «Pad Length»
KpaTHBIMU pasMmepy Onoka mmdpoanus. ITomydarens Ho/DKeH NpUHHMATH JTHOGHIE
3Ha9YeHHs, obecreunBaromume TpeOyeMoe BBIpaBHHBAaHHE. DJTO Iojle MHUBpyeTCs
C HCIIOJIb30BaHHEM COIIACOBAHHOTO aJITOPHTMA;

none «Integrity Checksum Data» pomkxHO comepxarh KpHNTOrpadHUECKyIO
KOHTPOJBHYIO CYMMY BCETO COOOIIEHHs, HaYuHas ¢ GUuKcHpoBaHHOro 3aronoska IKE u
3akaHumBas royneM «Pad Length». KoHTponbHas cyMMa I0/KHA pPacCUMTHIBATBCS VIS
3alIM(pOBaHHOrO coobIeHNs. Pasmep Mo JOMKEH ONMpENeNaThcs COTIACOBAHHBIM
aJIFOPUTMOM 3aIIUTHI UEIOCTHOCTH;

3.5. omemeHT pAaHHBIX Kouowurypauws (CP) HOMKEH HCIONB30BATHCS LIS
oOMeHa KOH(UTYpallHOHHBIMH [TapaMeTpaMu Mexay naptHepamu IKE.

TpeboBanus k Qopmary oneMeHTa [aHHBIX KOHGHIypauus npuBeIeHbI
Ha pUCyHKe 15.

Tumn obmena Pezeps

ATpuOyTHI KOHGUTYpaLHH

Pucynoxk 15

OnemeHT naHHBIX KoHowurypamums mokeH BKIOYaTh 6a30BbIi 3aronoBok IKE
¥ CIIeAYIOIIUE MOJIA:

none «Tun obMeHa» (1 okTeT) HOIKHO COAepIKaTh HHPOPMAIHIO O TUIIE 0OMeHa
nanaeiMu Kongurypanuu (REQUEST-1, REPLY-2, SET-3, ACK-4);
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none «PesepB» (3 oxrtera) nomkHO OBITH paBHO «0» TmpH mepenaye
¥ UITHOPHPOBATHCS Ha MPHEME;

noie «ATpuOyTel KOHOUIypalWm» MAOMKHO HMETh IIEPEMEHHBIH pasMep |
cofepxath aTpUOyTHl KOHQUTYpALUHU B (popMaTe «THII-pa3Mep-3HaYSHHEY.

OnemeHT naHHbIX KoHurypamus MoxeT coaepaTh HECKOJIBKO aTpUOYTOB HIIH
HE COJEPXKUT aTpulyTEHI;

3.6. sneMeHT pgaHHbIX Pacmupsiemas wunentudukanus (EAP) nmomxen
1103BOJIATh BHIMONHATE uaeHTUuKamuio IKE SA ¢ ucrons3oBanuem nporokona EAP.
®opmMmar aneMmenTa 1aHHbIX EAP nipuBeneH Ha pucyHke 16.

Kon Unentudukarop Jnuna
Tun JlaHHBIE
Pucynok 16
ITpumeyanue:

noste «Kom» (1 OKTeT) MOMKHO ITOKa3bIBaTh THIT COOOIIEHHE M JOJKHO OBITH
paHo «1» mpu 3ampoce (Request), «2» npu otkiuke (Response), «3» mpu yclielHoM
3aBepieHreM (Success) win «4» npu otkaze (Failure);

nosie «nentudukarop» (1 OKTeT) JOMMKHO HCHOIB30BaThCs B MpoTokoie PPP,
9TOOBl OTJIMYUTH IIOBTOPHOE HKCIIONB30BaHME COOOIIEHWH OT MOBTOPHOH INepenayu.
B otxnukax nose «MaeHTHGUKaTOP» AOMKHO OBITH PaBHO 3HAYEHUIO UIEHTU(UKATOpa
B COOTBETCTBYIOIIEM 3aIIpOCe, @ B OCTAIBHBIX COOOIIEHUAX MOXKET MPHHUMATH JIF000e
3Ha4YeHMe;

none «JlnumHa» (2 oOKTeTa) HOJKHO colepkarh HHGOpMAaIMI0O O pa3sMepe
coobmenus EAP u 651Th B 4 pa3a MeHble 3HaueHUs o «Pa3Mep TeKylero ajieMeHTa
(Payload Lenqth) 6a3oBoro 3aronoBkay;

noje «Tum» (1 okTeT) KOMKHO OBITH TONBKO B coobieHusx ¢ kogoM Request (1)
wnn Response (2). s apyrux xomoB pasmep coobmeHuss EAP momkHO cocTaBiATh
yeThlpe OKTera, a ronsa «Tum» u «JlaHHBIe» IOIKHBI OTCYTCTBOBaTh. B 3ampocax (1)
noje «Tum» JODKHO yKa3blBaTh 3alpallliBaeMble JaHHBIE, a B OTKJIMKax (2) moie
«THum» TOMKHO OBITH MyCTHIM HJIM COOTBETCTBOBAThH THUILY 3allpOIIEHHBIX JAHHBIX.

3uaueHus nous «Tumy»:

] — TOX1eCTBEHHOCTD,

2 — yBeJOMJICHUE;

3 — TOJIBKO OTKJIMKH,;

4-MDS5 — BBI30OB;

5 — OIHOKpATHBIN [1apOJIb;

6 — MapKepHas kapTta 6a30BoOro THmna.

[Tone «J/laHHBIE» HNOKHO OBITH NMEPEMEHHOrO pasMepa U 3aBUCETh OT THIIA
3aIrpoca U CBA3aHHOIO ¢ HUM OTKIJIHKA.
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[Ipunoxenue Ne 20
K IlpaBunam npumeHeHHss 00OpyIOBaHUS
KOMMYTAIMH cerei MIOJIBIKHOM

paauorenedonHoit cBs3u. Yactes VIL
[lpaBuna mpuMeHeHUs OOOPYAOBaHHUS
KOMMYTaLUHU cTaHzapTa LTE,
YTBEP)KACHHBIM IIpUKa3oM MuHucTepcTBa
(GPOBOr0 Pa3BUTHUS, CBA3HM U MacCOBBIX
KOMMyHUuKaiuil Poccuiickoit ®enepauuu

or L5 06 20,8 Ne 3758

TpebGoBanusi k nporoxosy IPSec

1. TpebGoBanus K HaAeHTAGUKALIMOHHOMY 3aroioBky AH:

1.1. wpeHTH)UKAIMOHHBEIA 3aroioBok mnporokona IPSec (AH) gmomxen
HCIIOJIB30BATECH I O0ecledeHus LeIoCcTHOCTH aedrtarpamMMm IP u mpeHTHduKanyum
HCTOYHUKA JaHHBIX 0€3 OpraHu3allii CIICIUAFHBIX COSJUHEHUN W 3alWThl IPOTUB
MIOBTOPHOTO KCITOJIb30BaHUs MakeToB. AH MoXeT HCIop30BaThCsl B KOMOMHAIMH C
ESP wnu myTeM BioXeHHs. YCIYyTH IO 3alllUTe MOTYT 00€CIIeYMBaThCS MEXAY Iapoi
B3aMMOJIEHCTBYIOMINX 3JIEMEHTOB ceTH IP.

1.2. dbopmar 3aronoBka uaeHTuguKkanvu AH npuseneHs! Ha pucyHke 1.

Crnenyromuit

JnuHa 3aroinoBka Peseps
3aroJIOBOK

Unentudukarop napamerpos 3amuTsl (SPI)

IMopsanakoBslid HOMEP

AyTeHTH)UKAMOHHEIe HaHHbIe (3HaueHne KOHTPoIbHOH cyMMEl (ICV))
(mepemeH.)

PucyHnok 1

[Tpumeuanue:

none «Cnenyromuit 3aronoBok» (1 OKTeT) MJODKHO MOKas3kIBaTh THII
MH(OPMALIIK, PACTIONOXKEHHOH Hocie uaeHTUGuKaloHHoro 3arojnoska AH. 3nauenus
3TOrO IOJISA JTOJDKHBI BBIOMPATHCS U3 CIIMCKAa HOMEPOB IIPOTOKOJIOB, MIPEIOCTABICHHOIO
AnMunucTpaIyeii agpecHoro npoctpanctsa MHTepHeT IANA;

nojie «JInuua 3aroaoBka» (1 OKTET) HOJDKHO coaep kaTh HHOOPMAIHIO O pa3Mepe
sarosioBka AH B 32-6MTOBEIX cltoBax (4-0aiToBBIX 0110Kax) MUHYC 2;

nojie «Pe3epB» (2 okTeTa) JOIDKHO OBITH PE3EPBHBIM, PaBHO «0»H UTHOPHPYETCS
Tnojy4ateneM. 3Ha9eHUE STOrO IOJIS JO/DKHO YYHTHIBATECA Ipu Berumcienuu ICV, HoO
UrHOPUPOBATHCS MOITydaTelleM;

nore «Hnentuduxatop mapamerpoB 3sammth» (SPI) momkHO  OBITH
NPOU3BOJBHEIM  32-OMTOBHIM  3HAYEHHEM, HCIOIB3YEMBIM  TIONydaresneM Ui
uaeHTHGHUKaMKH SA, ¢ KOTOPOH CBA3aH BXOIAIMM IakeT. [ MHAUBUIYaIbHBIX SA
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3HayeHnre SPI moxer maeHtuduuupoBath SA WIHM HCIOIB30BAThCS B KOMOWHAITUU
¢ tunoM mnpotokona I[Psec (B nmamHoM ciydyae AH). ITome SPI momkHO OFITH
00s13aTeNBbHBIM U MEXaHU3M OTOOpaKeHHs BXOISALIEro Tpaduka Ha HHIUBHUAYaAbHBIE
SA momkeH noaaepXuBaThCs BceMH peanusanusimu AH;

noine «IlopsakoBelif HOMep» (4 OKTETa) AODKHO COJEP)KATh 3HAYEHHE CUETUMKA
IIaKETOB, yBEeJIMYMBaeMoe Ha «1» g Kaxa0ro nepefaHHoro rnakera (C4eTYHK MaKeToB
st SA). Oto mone OKHO OBITh 00sA3aTeNbHBIM M MIPHCYTCTBOBATh JAXE B ClIydae,
KOTJa TIoNy4aTeilb He IMOJNb3yeTcs YCIyraMd 10 INPeJOTBPAlllEeHHIO ITOBTOPHOTO
UCITONIb30BaHUsI MAakKeTOB Mg KOHKpeTHoW SA. OtnpaButens AOJDKEH IepeaaBaTh
yKa3zaHHOE I10JIe, HO IT0JIyqaTesb He 0053aH IPUHUMATH €ro Bo BHUMaHue. CYETYHKH Ha
CTOpOHE OTIIPaBHUTENII M IOJIydaTess JOJDKHBl WHHULHAIA3HUPOBATHCSA IIPH 3HAYECHUU
nons «llopsimkoBeii HOomep» paBHOM «0» npu co3gaHuu SA (mepBbId Maker,
IIEpelaHHbIN C UCIIOIB30BaHNeM JIaHHOM SA, OyJleT UMeTh NOPSAIKOBBIA HOMep — «1»).
Ecnu npenoTBpallieHre NOBTOPHOTO MCIONIb30BaHUS NIaKETOB BKJIFOUEHO (UCIONIB3YyeTCs
IO YMONYaHMIO), IlepelaBaeMble IIOPAAKOBBIE HOMEpa HHUKOTrJa HE JIOJDKHEI
IOBTOPSAThCA. PaciiupeHHBIH MOPSIKOBBI HOMEpP HOJDKEH IO3BOJISATH HCIIONH30BAThH
s SA 64-6utoBble nopsAgKkoBbie HOMepa. B 3aromoBke AH kaxaoro makera JOJKHBI
niepefaBaThCsl TOJNBKO Miaamme 32 Oura pacUIMpeHHOro IOPSAKOBOTO HOMeEpa, a
crapumie 32 OuTa JOMKHBI YYMTBIBATBCH KaK dYacTh IOPSJKOBOTO HOMepa
OTIIpaBUTENIEM M IoyyaTeleM U BKIodatbes B pacder ICV, HO He MOIDKHBI
nepeiaBaThCs;

nojge «AyTeHTH(QUKAalMOHHBIE MJaHHBIE» JOJDKHO COJepXaTh 3Ha4YeHUe
KOHTpoJbHOI cyMMbl ICV g manHoro makera. Pasmep mons noimkeH ObITH KpaTHBIM
32 6utam kak g IPv4, tak u qsa IPv6. YkasaHHoe noJie MOXKET BKIIFOUYATh 3alOJIHEHHE
s obecriedyeHnus KpaTHOCTU pa3Mepa 3aroyioBka AH B niesiom 32 (IPv4) mnu 64 (IPv6)
OutaM. 3anonHeHHE AOJDKHBI MOJANEPKUBATh BCE peaiU3allii U pa3Mep 3aloNHEHHUS
JOJDKeH OBITh MHHHUMAQJIBHO JIOCTATOYHBIM JJI1 BBIPABHHUBAaHHS 3aroJioBKOB
B COOTBETCTBUH C TpeboBanusmu [Pv4/IPv6;

1.3. MecToHaxoXxaeHHe 3arojioBka AH:

AH pomxHO ofOecneunBaTh paboTy B ABYX peXHUMax: TPaHCIOPTHOM M
TYHHEJIbHOM:

a) B TpaHcmopTHOM pexkxuMme AH nommkeH momelnatbCs MeXAy 3arojIOBKOM
nportokosia IP 1 3aroJloBKoM MpOTOKOJIa TPAHCIIOPTHOTO YPOBHS WIIU Iiepel ApyrMMHU
3arojioBkaMu IPsec mpu Hammuuu. TpebGoBaHHsS K MeCTOHaxoOXAeHHIO 3aroijoBka AH
B TPAHCIIOPTHOM PEXHUME NPUBEACHBI Ha PUCYHKE 2.

3arosoBox 3aroj0BoK
ucxoasoro IP 3aronosok AH TCP (UDP) JlaHnHbIe
raKera
Pucynoxk 2

I[Tpu ucrons3osanuu IPv4 AH nomxeH pa3memarscs nocie 3aronoska IP ( mocie
BCcex omimii 3arosoBka IP), HO mepen 3aroIOBKOM IIPOTOKOJIA CIEAYIOLIEr0o YPOBHS.
ITpu ucnosnn3oBannu [Pv6 3aronoBok AH IoiDkeH pasMeIaThCs I10C/Ie 3arojlOBKOB IP
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U pacluupeHus. BpacmivpeHHOM 3arojioBke HEOOXOOMMO OOECHEYHTH PacIOIOKEHHE
omnuuii noiryuyarens nepen 3aroinoskoM AH, nmocie Hero uitu 1o o6e CTOPOHBI,

6) B TyHHENBHOM pexume 3aroinoBok AH moimkeH 3amminate UCXOMHBIHA IP
HakeT HEeJUKOM (BKIIEOYAs €ro 3aroJIoBOK).

TpeboBaHus K MECTOHAXOXIEHHIO 3arojioBka AH B TYHHEIBLHOM peXHMe
IIpUBEJICHBI HA PUCYHKE 3;

3aroJioBoK 3aronoBok | 3arojioBok
BHemHero [P 3aromoBox AH HCXOIHOTO TCP JlaHHBIE
NaKeTa IP naketa (UDP)

Pucynok 3

2. Tpebosanus k nporokoixy ESP:

2.1. mpotokon ESP (IP Encapsulating Security Payload) gomxeH
UCIIONB30BaThCA sl obecleyeHusl LENOCTHOCTH MW KOH(PUACHIHMATHHOCTH ITaHHBIX
nyTeM #uX mu¢poBaHHs. B 3aBUCHMOCTH OT MOJB30BaTENbCKUX TpeOOBaHUM K
0e30macHOCTH OSTOT MEXaHH3M ClleflyeT NpPUMEHSTh s IIH(POBAaHUSI IaKETOB
TpaHcnopTHOro ypoBHsi (Hanpumep, TCP, UDP, ICMP, IGMP) wmu peiitarpamm IP
noinHocTeio. B mpotokone ESP nmomkHO OBITH 00ecreueHO OIHOBPEMEHHOE HIIH
pa3fenbHOe MCIOJb30BaHHEe (YHKUUE ayTeHTHQUKALMK H KpUITOrpaduuecKoit
3alllUTHl BMECTE;

2.2. JlomkHa obecnieunBaThcs BO3MOXHOCTE coaepxanus ESP B mobom mecte
MeXIy 3arojoBkoM IP M KOHEYHBIM MNPOTOKOJIOM TPAHCIOPTHOrOo YpoBHA. Jlns
npotokona ESP nomxen wucmone3oBatbes uaeHtuduxatop IANA 50. 3aronoBok,
PacnoJIoXKeHHBI HEMOCPEICTBEHHO Nepes 3aroioBkoM ESP, nomxkeH Bcerna cogepxaTth
3HaueHue paBHoe «50» B mone «Cnexyromuid 3aronoBok» st IPv6 unu «IIpoTtokom»
s [Pv4. ESP nomkeH cocTosTh U3 HEMH(POBAaHHOTO 3arojioBKa, 32 KOTOPHIM JOJKHEI
ClleZloBaTh 3alindpoBaHHbIe AaHHEIe. [lludpyemble JaHHBIE TOJKHBI BKIIOYaTh B ce0s
3allMINeHHble ToJyig 3arojioBka ESP W 3amuinaeMble MOJIb30BaTEIbCKHE JaHHBIE:
JertarpamMy IP uiy makeT NpoTOKOJIa BEILIENEXKAIIETO YPOBHS.

®opwmart 3aronoska ESP npuseneH Ha pucyHke 4.

Wnentudukarop napamerpos 3amuTsl (SPI)

IlopsinkoBslit HOMEP

JlaHHbIe (TIepeMeH. )

Hanusle (IepeMeH. ) 3aIoTHUTENb

3anoJIHUTED JlmuHa 3amoIHATENS Crnenyroiuit 3arojJoBoK

AyTeHTH(HKAIMOHHBIE TaHHbIE (IEpeMeH.)

Pucynox 4

2.3. MecToHaxoxneuue 3aronoBka ESP:
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JlomxHa oOecIerneYnBaTbCs BO3MOXHOCTE paboTel ESP B TpaHCIOpTHOM H
TYHHEJIbBHOM peXuMax.

a) B  TPAHCIIOPTHOM  pexuMe  3alidppoBaHHbIE  JAaHHBIE  JOJDKHBI
TPAHCIIOPTUPOBATECS MEXAY XOCTaMHM, 3arojioBoK HcxoaHoro IP-maxera noimxeH
0CTaBaThCs BHEIIHUM, a 3arojioBok ESP momkeH momemarbes B IepeAaBacMblil ITakeT
MEXIY 3aroJIOBKaMH IPOTOKOJIOB TPETHETO U YETBEPTOrO YPOBHEM.

[MIundposaTecs JOJKHBI TOJIBKO IaHHBIE UCXOTHOTO [P-naketa
Y 3aKJIIOuMTENbHasg yacTh ESP 3aronoska. B atoM pexxume ESP He momkeH mudpoBaTh
3arojioBok [P-nmakera, monsa «SPI» u «IlopsakoBeiit HOMeEp».

0) OyHKUMM TYHHEIBHOTO DPEXHMa JOJDKHBl DPEaU30BHIBATHCA B IILIIO3aX
0e30macHOCTH.

B TyHHeNBHOM peXHMe B KadeCTBE BHEIIHErO 3arojOBKa JOJDKEH CO3/aBaThCs
HOBBII 3aroyioBok IP, ESP 3aroioBok Io/DKeH IOMEIIAThCA IIEepel, 3arojOBKOM
ucxonHoro IP-nakera, a Bech MCXOAHBIN IP-MakeT U 3aK/IIOYUTENBHAs YacTh 3aroj0OBKa
ESP nomxHbl mmdpoBaThcs. 3aroaoBoK BHewHero IP-naketa He JOJDKEH 3alHINAThCS
npotokosom ESP.
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ITpunoxenue Ne 21

K IIpaBunam npumeHeHHs 00OpymOBaHMS
KOMMYTalliH cerei MTOABMKHOM
panuotenedonHoit cBsa3u. Yacte VI
IIpaBuna mnpuMeHeHUS O0OOPYHOBaHUSA
KOMMYTalLl1 CTaHJapTa LTE,
YTBEPXKIECHHBIM IIpHKa30oM MuHucrepcTBa
U(POBOro pa3BUTHSA, CBA3HM U MACCOBBIX
KOMMYyHHKau# Poccuiickoii @eneparum

ofr 24506 20/ Ne 374

Ilepeuenn coo6mennii nporokona Diameter npu peaansauun untepdeiicos S6b,
SWx, SWm, STa, SWd, SWa

Tabnuua Ne 1. Coobmenus nporokona Diameter Ha unTepdeiice S6b, ompenenensie
UIEHTHQHMKAaTOpOM IpuioxeHus (maree — Auth-Application-Id),

paBHBIM «16777272»

Coo01ieHue

Kon coobenns

HanpasneHnue nepenaun

Diameter-EAP-Request
(DER)

268, 6ut R B nose
KoMaHasl «Diaary
YCTaHOBJIEH B «1»

oT P-GW x 3GPP AAA cepBepy

Diameter-EAP-Answer
(DEA)

268, 6ut R B noite
KoMaHOb! «Pnar»
OYHIIEH

ot 3GPP AAA cepBepa k P-GW

Nndopmanus o ceccum.
3anpoc (AA-Request
(AAR))

265, 6ut R B nose
KOMaHIbl «PJjar»
YCTaHOBJIEH B «1»

ot P-GW x 3GPP AAA cepgepy

Hndopmarus o ceccun.
Otset (AA-Answer
(AAA))

265, 6ut R B moste
koMaHasl «Diary
OUHIIEH

ot 3GPP AAA cepsepa x P-GW

OxoHuaHue ceccum.
3amnpoc (Session-
Termination-Request
(STR))

275, out R B noie
KoMaH bl «Pjar»
YCTaHOBJIEH B «1»

oT P-GW x 3GPP AAA cepsepy
WA
ot 3GPP AAA cepsepa k P-GW

OxkoHuanue ceccuu. OTBET
(Session-Termination-
Answer (STA))

275, 6ut R B nosie
koMaHasl «Diary
OYHINEH

ot 3GPP AAA cepsepa k P-GW
WK
ot P-GW k 3GPP AAA cepsepy

ABapuiiHoe IIpeKpaleHue
ceccuu. 3anpoc (Abort-
Session-Request (ASR))

274, 6ut R B noste
KoMaHObI «Dnar»
YCTaHOBJIEH B «1»

ot 3GPP AAA cepsepa k P-GW

ABapuifHOe IIpeKpalleHne

274, 6ut R B nione

ot P-GW k 3GPP AAA cepsepy
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CoobuieHue Kog coobmenus Hanpasnenne nepenayn
ceccun. OtBet (Abort- KoMaHIb! «Diar»
Session-Answer (ASA)) OYHIIIEH

OOHOBJIEHUE TAaHHBIX
aBTopu3anuy. 3anpoc (Re-

Auth-Request (RAR))

258, 6ut R B nosne
KoMaHael «Dary
YCTaHOBJIEH B «1»

ot 3GPP AAA cepsepa/mpokcu
k P-GW

OO6HoBIIEHHE NaHHBIX
aBTopusauuu. OtBeT (Re-
Auth-Answer (RAA))

258, 6ut R B none
KoMaHas! «Pnary
OYMIIEH

ot P-GW x 3GPP AAA
CepBeEPY/TIPOKCH

Tabmuna Ne 2. Coobienus mporokona Diameter Ha unrepdeiice SWx, onpezenensie
Auth-Application-Id, paBaeiM «16777265»

CoolOuienue Kon coobruenus Hampasnenue nepenaun
AyTeHTUdUKAIHS TPU 303, 6ur R Bmone | or 3GPP AAA cepsepa K
MYJbTUMEIUIHON CECCHM. KOMaHAHI «Diar» HSS
3ampoc. (Multimedia- YCTaHOBIIEH B «1»

Authentication-Request

(MAR))

AyTeHTHUKAIMSA TPH 303,6ut R Bmone | ot HSS k 3GPP AAA

MYJIETUMEOURHOM CECCHH. Komauzel «Daar» | cepBepy

Otset (Multimedia- OUHIIEH

Authentication-Answer

(MAA))

O6noBreHME TpoduIIEii. 305,6utr R Bnote | or HSS x 3GPP AAA

3anpoc.( Push-Profile-Request komaHzabel «Dnar» | cepepy

PPR)) YCTaHOBIIEH B «1»

O6HoB1eHNE TPOGhUIIE. 305, 6ur R Bmone | ot 3GPP AAA cepaepa k

Ortsert.( Push-Profile-Answer KOMaHIb! «Dmar» HSS

(PPA)) OYHILIEH

Perucrpanus cepsepa cepsepa. 301, bur R Bone | ot 3GPP AAA cepsepa k

3anpoc.(Server-Assignment- koMaHabl «®@mar» | HSS

Request (SAR)) YCTaHOBJIEH B «1»

Peructpanus cepsepa. OtBer. 301,6ut R Bmone | or HSS x 3GPP AAA

(Server-Assignment-Answer komaHgs! «Par» | cepBepy

(SAA)) OYHIIIEeH

OkoHuaHue perucTpairuy. 304, 6ut R B mosne ot HSS x 3GPP AAA

3anpoc. (Registration- KoMmaH/el «@ar» | cepBepy WM

Termination-Request (RTR) yctaHoBleH B «1» | or 3GPP AAA cepsepa k
HSS

OxoH4aHue peructpanuy. 304, 6utr R Bmone | or 3GPP AAA cepsepa k

Ortser (Registration- komaHasl «®mar» | HSS wim or HSS x 3GPP

Termination-Answer (RTA)) OYUILICH AAA cepsepy




Ta6numa Ne 3. Coobmenus mpoTtokosia Diameter Ha unTepdeiice SWm, onpeneneHsle
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Auth-Application-Id, paBHbiM «16777264»

CooO1enue

Kox coolrienus

HaHpaBJIeHHC nepeaadyn

Diameter-EAP-Request
(DER)

268, out R B nmone
KoMaHIb! «Piar»
YCTaHOBJIEH B «1»

ot ePDG k 3GPP AAA
cepBepy/IPOKCH

Diameter-EAP-Answer
(DEA)

268, out R B mone
KoMaHIbI «Par»
OYHIIEH

ot 3GPP AAA cepBepa/npokcu
k ePDG

Hudopmanus o ceccuu.
3anpoc (AA-Request
(AAR))

265, out R B noie
KoMaHab! «Dar»
yCTaHOBJEH B «1»

ot ePDG k 3GPP AAA
cepBepy/IpoKCH

Hudopmanns o ceccuu.
Otset (AA-Answer
(AAA))

265, out R B moite
KoMaHIbI «Drar»
OUMILIEH

oT 3GPP AAA cepsepa/mipokcu
k ePDG

Termination-Answer
(STA))

OYHIICH

OxoHYaHHEe CECCHHU. 275, 6ut R B none ot ePDG k 3GPP AAA

3arpoc (Session- KoMaH[el «®Par» | cepBepy/IIPpOKCH
Termination-Request yCTaHOBIEH B «1»

(STR))

OKOHYaHHE CECCHU. 275,6ur R snone | or 3GPP AAA cepBepa/mpokcu
OtBeT (Session- xoMmaugsl «®nar» | k ePDG

ABapuiiHoe IIpeKpalleHue
ceccun. 3ampoc (Abort-
Session-Request (ASR))

274, 6ut R B mone
KoMaHasl «Piaar»
yCTaHOBJIEH B «1»

oT 3GPP AAA cepBepa/pokcu
k ePDG

Auth-Answer (RAA))

OUYHIIICH

ABapuiiHoe npekpauterue | 274, 6utr R Bmone | ot ePDG x 3GPP AAA

ceccuu. OtBer (Abort- KoMmauzel «@iar» | cepBepy/IIPOKCH
Session-Answer (ASA)) OYHIIIECH

OO06HOBIIEHHE JaHHBIX 258, 6ur R Bone | or 3GPP AAA cepBepa/mipokcu
aBTOpU3AIMU. 3alpoC KoMaHAbl «Pnar» k ePDG

(Re-Auth-Request YCTaHOBJIEH B «1»

(RAR))

OOHOBIIEHHE JaHHBIX 258, out R B none ot ePDG k 3GPP AAA
aBropusauuu. OtBet (Re- KoMaHel «@Dar» | cepBepy/IIPOKCH

Tabmuma Ne 4. Coobimenus mpotokosa Diameter Ha unTepdeiice STa, ompexenensie

Auth-Application-Id, paBabM «16777250»

Coo01uenue

Kox coobmienus

HamnpasneHue nepegayu

Diameter-EAP-Request

268, out R B mose

ot TWAN k 3GPP AAA
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CoolOuieHue

Koz cooGenus

Hanpasnenne nepenaun

(DER)

KoMaHzas! «Diary
YCTaHOBIJIEH B «1»

cepBepy

Diameter-EAP-Answer
(DEA)

268, 6ut R B nose
KoMaHbl «Pnary
OYHIIEH

ot 3GPP AAA cepsepa k
TWAN

ABapuiiHoe IpeKpalieHue
ceccud. 3anpoc (Abort-
Session-Request (ASR))

274, 6ut R B nosne
KoMaHaw! «Dnary
YCTaHOBJIEH B «1»

ot 3GPP AAA cepBepa/mpokcu
k TWAN

Termination-Answer
(STA))

OYHIIIEH

ABapuiinoe npekpamenre | 274, 6utr R Bmone | or TWAN k 3GPP AAA
ceccuu. OtBet (Abort- KoMaHIel «Dar» | cepBepy/TIpoKcH
Session-Answer (ASA)) OYHIIIEH

OkoHYaHHE ceccHH. 275,6ur RBmone | or TWAN k 3GPP AAA
3ampoc (Session- koMaHel «Dar» | cepBepy/mpoKcH
Termination-Request YCTaHOBJIEH B «1»

(STR))

OxoHuaHMe ceccui. 275, 6ur R Bmone | or 3GPP AAA cepBsepa/mpoxcu
Ortser (Session- KoMaHbI «Piar» k TWAN

OOGHoOBNeHHE TaHHBIX
aBTOPM3aLUHU. 3aIpoc
(Re-Auth-Request
(RAR))

258, 6ut R B nosne
KoMaHasl «Dary
YCTaHOBJIEH B «1»

ot 3GPP AAA cepBepa/mpokcu
k TWAN

(AAR))

YCTaHOBJIEH B «1»

OOHOBIIEHHE JTaHHBIX 258, 6ut R Bmone | or TWAN k 3GPP AAA
aBTopu3anuu. OteeT (Re- KoMaHIbl «Djar» | cepBepy/TIpoOKCcH
Auth-Answer (RAA)) OYHIIeH

Hudopmanus o ceccuu. 265,6ur R Bnone | or TWAN k 3GPP AAA
3ampoc (AA-Request KoMaH[s! «Dar» | cepBepy/TIpoKCcH

Hndopmanus o ceccum.
Otset (AA-Answer
(AAA))

265, out R B moste
KoMaHael «Pary
OYHIIEH

ot 3GPP AAA cepsepa/npokcu
K TWAN

Tabauua Ne 5. Coobmennst nporokona Diameter Ha uHTepdeiice SWa, OIIpe/iEIICHbIe

Auth-Application-Id, paBasiM «16777250%»

CooO1ienue Kon coobmenuns Hanpasnenue nepenaun
Diameter-EAP-Request 268, 6ut R Bore | or UTWAN kx 3GPP AAA
(DER) Komauzael «@mar» | cepBepy

YCTaHOBJIEH B «1»
Diameter-EAP-Answer 268, 6ur R Bmone | or 3GPP AAA cepsepa k
(DEA) KoMaHAb! «Diary» UTWAN
OYHIIIEH
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Auth-Answer (RAA))

OYHIIEH

Coobmienne Koz coobuenns Hanpasnenue nepenadu
ABapuiiHOe TIpeKpanieHHe 274,6ur R Bmote | ot 3GPP AAA
ceccuu. 3ampoc (Abort- xomaHgel «®@mnar» | cepepa/mpokcu k UTWAN
Session-Request (ASR)) YCTaHOBJIEH B «1»
ABapuiiHoe npekpaiieHue 274,6ur R Bnone | or UTWAN k 3GPP AAA
ceccun. OtBet (Abort- KoMaH/bl «Dnar» | cepBepy/IIPOKCH
Session-Answer (ASA)) OYHILEH
OxoHuanue ceccuu. 3ampoc 275,6ur RBmone | or UTWAN k 3GPP AAA
(Session-Termination- koMaHabl «®nar» | cepBepy/mpoKCH
Request (STR)) YCTaHOBJIEH B «1»
Oxonuanne ceccun. OTBeT 275,6utr R Bmonne | or 3GPP AAA
(Session-Termination- KoMauael «®nar» | cepBepa/mpokcu Kk UTWAN
Answer (STA)) OYHUIIEH
OOHOBIIEHHE JaHHBIX 258, 6ut R B one ot 3GPP AAA
aBropusanuu. 3anpoc (Re- xomanns! «®mnar» | cepepa/mpokcu k UTWAN
Auth-Request (RAR)) YCTaHOBJIEH B «1»
OG6HOBIIEHHE NAHHBIX 258,6ur R Bmone | or UTWAN k 3GPP AAA
asropu3anuu. Oteet (Re- KoMaHasl «Dnar» cepBepy/IpoKcH
Auth-Answer (RAA)) OYHILEH
HHudopmarust o ceccuu. 265, 6ur R Bmote | or UTWAN k 3GPP AAA
3ampoc (AA-Request (AAR)) KomaHIel «®Pmnar» | cepBepy/NpoKcH
YCTaHOBJIEH B «1»
HNudopmanus o ceccum. 265, 6ut R Bone | ot 3GPP AAA
Otset (AA-Answer (AAA)) koMaHgel «®nar» | cepBepa/mpoxcu k UTWAN
OYMIIEH
OOHOBIIEHNE JAHHBIX 258, 6ut R B none or UTWAN k 3GPP AAA
aBropu3anuu. OtBeT (Re- xoMmaHasl «@rar» | cepBepy/mpoOKCH

Ha wunrepdeiice SWd 1IOKHEI TpaHCIHPOBAaTHCA COOOIIEHHS MPOTOKOJIA
Diameter ¢ unTepdeiicoB S6b, SWm, STa, npusenennsie B Tabmumax NeNe 1,3, 4

COOTBCTCTBCHHO.
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Ipunoxenne Ne 22

K IIpaBuiaM npuMeHeHHs 0GOpyIOBaHUS
KOMMYTalu{ cereit ITOABMXHOM
pamuorenedoHHoi cBasu. Yacte VILL
IlpaBuna npuMmeHeHHs 06GOpymOBaHUA
KOMMYTall{ cTaHJapTa LTE,
YTBEPXKACHHBIM NpHKa3oM MuHuCTepcTBa
HU(POBOro Pa3BUTHS, CBA3H U MAacCCOBBIX
KOMMyHUKauuii Poccuiickoii ®@enepanyn

ot L5.08 2079 Ne $/GF

Ilepeyenn naHHBIX, Xpansmuxcsa B HSS, MME, S-GW, P-GW,
ePDG, 3GPP AAA cepBepe, 3GPP AAA npokcn cepBepe,
npu peajusanun non-3GPP nocryna

Tabnumna.

Iapamerp

HSS

MME |S-GW |P-GW | ePDG

3GPP
AAA | AAA
cepBep| mpok-
cH
cepBep

MesxnyHapoaHsbIif
nuaentuukatop MS
(IMSI)

Me:xnynaponusiit Homep
MS B cern ISDN
(MSISDN)

IlapameTpsr mist
ayTeHTU(HKALIUK B CETH
UMTS (RAND, XRES,
CK, IK, AUTN)

IlapameTps miis
ayTEeHTH(QUKALUHU B CETH
LTE (RAND, XRES,
KASME, AUTN)

Pexxum noctyna x cetu
(Network Access Mode)

Iloxpo6Hoe omucanme
tpetica 2 (Trace Reference
2)

YpoBeHb riryOuHBI Tpeiica
(Trace depth)

CCTCBBIX]
KOTOPBIX|

Crucok
9JIEMEHTOB, B

3GPP Tun map.
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[Tapamerp

HSS

MME

S-GW

P-GW

ePDG

3GPP
AAA
cepBep

3GPP
AAA
TIPOK-
cH
cepBep

Tun nap.

IIPOBOAUTCH cOOp TpEiicOoB
(List of NE types to trace)

[TapameTprl, yka3bIBaeMEI€]
B Tpeiicax  (Triggering
events)

Ilepeuenr  uHTepdeiicoB
CETEBBIX JJIEMEHTOB  [JIf
KOTOPBIX  (OPMUPYIOTCS]
tpeiicel (List of interfaces
to trace)

IP appeca 1 KOTOPBIX|
¢dopmupyrorcs Tpeticel (IP)
address of Trace Collection|
Entity)

Ilpopmnu uMeH  TouYeK
JIOCTYyTIa (APN-
Configuration-Profile)

Vka3aHHas B  IOAIHUCKE
ob1as MaKCUMaJIbHA,
CKOPOCTh  IepeaadH ,zmj
TOYKH JOCTyHa

(Subscribed APN-AMBR)

Hcnonesyemas
MaKCHUMaJlbHasi  CKOPOCTH
nepenay g TOYKY|
moctyna  (Used  APN-
AMBR)

Anpec cetm  mepenayy
nanHbIX (PDN Address)

PaspeluenHsIil agpec
BU3UTHOM ceTH
paauoTenedoHHOM CBA3U
(VPLMN Address
Allowed)

Wnentudpukarop PDN GW
(PDN GW identity)

Hcnons3yemas Touka
noctyna (APN in Use)

Unentudukarop EPS
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[Tapamerp

HSS

S-GW

P-GW

ePDG

3GPP
AAA
cepBep

3GPP {Tum nap.
AAA
IPOK-
cH
cepBep

(EPS Bearer ID)

KauecTBo 00cmyxnBanus
EPS (EPS Bearer QoS)

XapaKkTepUCTUKH y4eTa
CTOMMOCTH COEIUHEHHUS
EPS PDN (EPS PDN
Connection Charging
Characteristics)

Tun Texuonoruu
paguoaocTyIa
(RAT type)

IocTossHHBIH
uaeHTudukaTop
nonb3oBatens (Permanent
user identity)

BoamoxHocTn
MOOHIIBHOCTH TIpH
noctyne He 3GPP
(Mobility Capabilities)

IP appec muntoza MAG
(MAG IP address)

Hnentudukarop
BU3UTHOM cetu (Visited
Network Identifier)

JaHHbIe i1
ayreHTUuKanuu EAP
(EAP payload)

HanHble 006 HCOIB3yeMOM
IIPOTOKOJIE MOOHIIBHOCTH
(MIP Subscriber profile)

Koy GRE mns
BOCXOJISIIErO

HanpaslIeHus HHTepdeiica
S5 (Uplink S5 GRE Key)

Kirou GRE s
HHCXOJIAIIETO
HarpasleHus uHTepdeiica
S5 (Downlink S5 GRE
Key)
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IapameTp HSS [ MME |S-GW [P-GW | ePDG | 3GPP | 3GPP |Tun nap.
AAA | AAA
cepBep| MpoK-
cH
cepBep
Kirou GRE st v y Y B
BOCXOJSIIETO
HarpaBJIeHus HHTEepdeiica
S8 (Uplink S8 GRE Key)
Kirou GRE s v v B
HUCXOMSIIETO
HamnpasJleHUs UHTepdeiica
S8 (Downlink S8 GRE
Key)
Kimoun GRE untepoeiica v Y v B
S2a (S2a GRE Keys)
Kmoun GRE unrepetica y v v B
S2b (S2b GRE Keys)
Hnentudukarop v v B
MobunsHoro y3na (Mobile
Node Identifier)
AJpec MapuIpyTH3aTopa b4 y B
10 yMo/I4anuio popmara
IPv4 (IPv4 Default Router
Address)
JloxanbHBIl afpec auHKa Y y B
(Link-local address)
JlaHHBIe IOIB30BAaTENS HE v Y y B
3GPP (Non 3GPP User
Data)
Wnentudpuxarop 3GPP y Y Y B
AAA Cepsepa (3GPP
AAA Server Identity)
Bri6op pexuma v v v B
HOJAEPXKKHA MOOUIIBHOCTH
(Selected IP mobility
mode)
Hpnentuduxarop cepsepa y Y B
Diameter gns HSS
(Diameter Server Identity
of HSS)
HeayTtentuunupoBanusl v v B
i IMSI (Unauthenticated
IMSI)
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[TapameTtp

HSS

MME

S-GW

P-GW | ePDG | 3GPP
AAA
cepBep

3GPP
AAA
IPOK-
cH
cepBep

Tun map.

Wnentuduxarop
coequnenuss PDN (PDN
Connection ID)

Wnentndukatop

KOHEYHOH TOYKH TYHHEIIS

ePDG F nns

S2b(mmockocTh

ynpasienus) (ePDG F-

TEID for S2b (control
lane))

Hnentuduxarop
KOHEYHOU TOYKH TYHHEJS
ePDG F s
S2b(mockocTh
nosb3oBarteisn) ePDG F-
TEID for S2b (user
plane)

Wnentuduxarop
KOHEYHOU TOYKH TYHHENSA
PGW F mns
S2b(mmockocTh
ynpasieHus) (PGW F-
TEID for S2b (control

plane))

Wnentuduxatop
KOHEYHOH TOYKH TYHHEJIS
PGW F mna
S2b(mmockocTh
nons3oBarens) (PGW F-
TEID for S2b (user plane))

[TapameTps! Tapudukanuu
nosib3oBatens (Subscribed
Charging Characteristics)

Macrtep Kkimr04 ceccun)
(Master session Key

Y Y v

B

Ilpumeuanue: B — BpemeHHble naHHbBle, O —
10 ycJI0oBHIO, [T — mocTOsIHHBIE TaHHBIE.

00s13aTeNIbHEIE JAaHHBIC, YV — naHHBIE
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IIpunoxenne Ne 23

k IlpaBunam npumeHeHus 06OpyHOBaHUS
KOMMYTalN{ cereu MOJBUXHOM
paguorenegonHoit cBssu. Yacte VIIL
IlpaBuna mnpuMeHeHHs 00OpPYIOBaHUA
KOMMYTaLlN{ cTa”HjapTa LTE,
YTBEPXKIEHHBIM IIpHKa30oM MuHHCTEpCTBa
1K (POBOrO pa3BUTHSA, CBA3H U MACCOBBIX
KoMMyHHKaui Poccuiickoii @eneparuu

ot L5.0& 20/8 Ne 372

TpeGoBanns k nporokojsam EAP-AKA, EAP-AKA'

1. Ilporokon EAP-AKA nomkxeH OBITE pacIIUpSeMBIM IIPOTOKOJIOM
ayTeHTHQMKAIMH I ayTeHTHOUKALUUM M COIJIACOBAHHS KIFOUYel MOJIb30BaTeNei
UMTS npu nomoin yHEBepcanbHOTO MORYIIS uaeHTHHUKanyH aGonenTa (USIM).

IIpotokon EAP-AKA' nomkeH HpHMEHSTbCS s NOCTYa K 0GOpPYIOBAaHHIO
koMMyTanuu craiaaptoB GSM 900/1800, UMTS, LTE ¢ ucnonp3oBanueM TWAN wumu
UTWAN nocryna.

Ilporokonst EAP-AKA u EAP-AKA' [OmKHBI II0JB30BaThCsl  yCIyraMH
IIPOTOKOJIOB KaHAJIBHOT'O YPOBHS.

2. TpeboBanus k nmporokoiny EAP-AKA:

2.1. dopmar nakeroB EAP mpuBeneHs! Ha pucyHKe 1.

Kon Wnpentudukarop JlnnHa
Hannsbie
Pucynok 1
IIpumeuanue:

noste «Kom» (1 okrer) momxeH comepxars HH(pOpMaIMIo 0 THie nakeTa EAP u
IIPUHUMATh 3HAYESHHU:

1 —3ampoc (Request);

2 —otBet (Response);

3 — noaTBepxxaeHue (Success);

4 — otkas (Failure).

[Taketst EAP ¢ apyrumm 3Ha4eHHMSIMH KoJa JOJDKHEI OTOPacHIBAThCA O0GEHMU
cTopoHamu 6e3 yBeJOMJICHHSI,

none «Hnentudpuxarop» (1 oOKTeT) MOMKHO OOECIeYHBATH COOTBETCTBHE
3allpOCOB U OTBETOB Ha HHUX;

none «/{nuHa» (2 okreTa) HOMDKHO coaepkaTh pasmep (B okTerax) makera EAP ¢
yuyetom moneid «Kom», «Mpentudukarop», «Jmuna» u «Janueie». OKTETH,
BRIXOJAIIKE 3a Mpefensl YKa3aHHOTO pa3Mepa, CJeAyeT CYHTAaTh 3allojHEHHEM
KaHaJIbHOIO YPOBHsI, Ha IIpHEME Takue JaHHbBIE ClieAyeT UTHOPHUpPoBaTh. COOOIIEHHS CO
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3HaYeHHeM Mo «J[TuHay, NMpeBBIIAIONIEM pa3Mep IIONyYEHHOI'O IaKeTa, JOJDKHEI
oTOpackIBaThCs 0€3 YBEJOMIICHHUS,

nojie «JlaHHbie» MOMKHO UMeTh pasmep 0 mnu Gonee okreToB. PopmMar mois
JOJDKEH 3aBHCETh OT THUIA ITaKkeTa (3HaueHus mois «Koay);

2.2. ¢dopmar naketoB EAP Request u Response, HCIONB3yeMBIX MJIs
ayTeHTH(QUKAIIMK M corjacoBaHus kKimoueir ¢ momompio USIM (manee — AKA),
NpHUBEJIeH Ha PUCYHKE 2.

Kon Hnentudukarop Hnuna
Tun (23) [TonTun Peseps
Tun atpubyra Juna atpubyta 3navenue (2 u 6osee 6aiiTOB)
PucyHok 2
ITpumeuanue:

g makeToB Request 1 Response mone «JlaHHBIE» NOKHO HAYMHATBLCA C IOJIA
«Tum» (1 oxTeT) W comepXXaTh THI 3anpainuBaeMoil mHpopMmanuu. Ilakers! Request
JOJDKHEI TIepeiaBaThes, IIoKa He OyAeT MOydYeH KOPPEKTHBIM OTKIIMK, HE 3aBEPIIUTCS
OTCUET YKMCIA IOIBITOK WM HIDKEIe)Xallnid ypoBeHb He coobummr o6 orkase. Ilome
«AneHTHdHUKATOP» HOJDKHO COXPAHATH 3HAUEHHe ISl IOBTOPHBIX 3aIIpOCOB, YTOOBI UX
MOXHO OBLIO OTJIIMYHTH OT HOBBIX 3amnpocoB. Coxepxumoe nons «JlaHHBIE» JOIDKHO
3aBHceTh OT «Tumay» 3ampoca. ITakersl Response HOMKHBI IlepefaBaTbcs B OTBET Ha
KOPPEKTHBIN 3ampoc;

o « Tum» ansa makeroB EAP-AKA nomxHO OBITE paBHO «23»;

nojie «JlaHHbIe» MOJKHO BKIOYaTh mote «[loxrum» (1 okrer) m none «Pe3epsy
(2 okrera). ITone «[ToaTum» NOMKHO yKa3bIBaTh THII 3anmpoca/oTBera A1 EAP-AKA;

nojne «AtpubyThl» ciiefyeT B moie «JlaHHble» 3a moneM «PesepB» H TOIKHO
HCIOIB30BaTh (POpMaT: TUII-ATHUHA-3HAUYCHUE;

2.3. conepxaHue IIaKeTOB EAP-Request/AKA-Identity (oaTH-5)
(3anpoc uAeHTUGUKAIMOHHON HH(POPMALIUH).

WneatndrkannoHHo wuH(pOpManued Ui MOJB30BaTeNsd CETH CTAHIApTOB
GSM900/1800, UMTS, LTE wu wuHbOpMAIMOHHO-TEIEKOMMYHUKAIHOHHON CETH
«Hnatepre» nomkHbl 66rth IMSI (TMSI) 1 NAI (1M nons3oBaTens(@oneparop).

3anpoc JODKEH COJIepXKaTh OIWH U3 TpeX aTpuOyTOB, YKA3BIBAIOIIMX THII
3alpalruBaeMoro uAeHTuuKaropa:

AT PERMANENT ID_REQ;

AT FULLAUTH_ID_REQ;

AT ANY_ID REQ;

2.4. conepxanne maketoB EAP-Response/AKA-Identity (oTBer, comepkarui
3aMpalIMBaEMYI0 HASHTHAUKAIIMOHHYIO HHPOPMALIHUIO).

Ortser nomxken conepxath arpudyt AT _IDENTITY;

2.5. maketr EAP-Request/AKA-Challenge (moxarum-1) mgomkeH copepxartb
JaHHble I TONHOM ayTeHTU(HUKANUM [OJNB30BAaTeNss W BKIIOYATH aTpPUOYTHI
AT RAND, AT MACu AT_AUTN;



116

2.6. gaker EAP-Response/AKA-Challenge momkeH cojepxaTh OTKIHK
nosie3oBarests U Bkmodats atpudyTel AT MAC u AT RES;

2.7. mnaker EAP-Response/AKA-Authentication-Reject (mogrum-2) momkeH
IIepelaBaThbCs, €CIM IOJb30BaTeNlb HE NPHHUMAET NapaMeTp ayTeHTH(QHKAUH CETH
AUTN;

2.8. maker EAP-Response/AKA-Synchronization-Failure (moarumn-4) mommken
nepefaBaTbcss Npu omubOke B mopsakoBoM HoMepe AUTN u BkirodaeT atpuOyT
AT_AUTS;

29. maker EAP-Request/AKA-Reauthentication (moarun-13) momken
IepelaBaTbcsl IPU  3apoce CEepBepOM IIOBTOPHOW OBICTPOi  ayTeHTH(UKALHH
none3oBarend rocne nonydeHus EAP-Response/ldentity wmu EAP-Response/AKA-
Identity u Bxmouats atpubytr AT MAC;

2.10. maxer EAP-Response/AKA-Reauthentication momkeH mepenaBaThCs B
oreeT Ha 3ampoc AKA-Reauthentication u Bkmouats atpuOytel AT MAC, AT IV
u AT_ENCR _DATA;

2.11. maxker EAP-Response/AKA-Client-Error (noxTun-14) JIOJDKEH
nepefaBaTbCs NpU OOHapy>XKEHUM IoNb30BaTeNieM ommOku B nakere EAP /AKA, n
cogepxatb atpubytr AT_CLIENT ERROR_CODE;

2.12. maker EAP-Request/AKA-Notification (moarum-12) moipkeH BKIIOYATH
arpubyr AT _NOTIFICATION AT MAC wu nmepemaBarbcs I Iepenayd
II0JIL30BATENIO YBEJOMIICHHS OT UASHTUDUIUPYIOIIEH CTOPOHBI;

2.13. maker EAP-Response/AKA-Notification momkeH nepeaaBaThCs B OTBET
Ha EAP-Request/AKA-Notification u Bkmowats atpubytei AT ENCR_DATA
u AT _1V;

2.14. reHepanys KiIro4a AOJDKHA OCYIIECTBIATHCS C HCIIONB30BaHUEM (DYHKIMH
SHA-1.

3.  Tpebosamms k mnporokony EAP-AKA' nmOMDKHBI COOTBETCTBOBAThH
TpeboBanmsIM Kk EAP-AKA 3a HCKITIOUEHHEM:

s naketoB EAP-AKA' 3nadeHue mons «Tum» HOMKHO YyCTaHaBIMBAThCS
paBHBIM «S0»;

IoJDKHBI ucnionb3oBaTthed HOBbIe aTpulyTel AT _KDF, AT KDF INPUT;

reHepanys KIo4Ya JO/DKHA OCYILIECTBISATHCS C HCIOJIB30BaHHEM (YHKIMH
SHA-256.
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IIpunoxenne Ne 24

K IlpaBunam npumeHeHHS 000OpPYHOBaHUSA
KOMMYTAalU{ cerei HOJIBIDKHOM
panuotenedonHoi cBs3u. Yacte VI
IlpaBuna mnpuMeHeHUs OOOPYZOBaHMS
KOMMYyTaluu cTaHjaapra LTE,
YTBEPXKACHHBIM NpUKa3oM MuHKCTEpCTBaA
1(pPOBOro pa3BUTHUS, CBA3M W MACCOBBIX
KoMMyHUKauui Poccuiickoit @enepanun

or 5. 06 2p/® Ne 379

TpeGoBaHus K NPOTOKOJY B3aHMOAeHCTBHSA

cepsepa aboHenTcKHX AaHHBIX HSS n/nnu nenrpa ayrenrudpukanuu AuC
€ OTACJBHBIM aNNapaTHbIM MoayJieM 6esonacHocTd HSM , BLINOJTHSIOIHM
Kpunrorpagpuyeckue GyHKIHH ayTeHTHGHKANHN A00HEHTOB

1. JIna B3auMonmeHCTBHS cepBepa a0OHEHTCKHX MHaHHBIX W/WIH LEHTpa
ayrenTudukanuu HSS/AuC u HSM, BomonHsommM Kpunrorpapudeckue (QyHKIIMH
ayTeHTH(HKAIKY aOOHEHTOB, TOJDKHEBI HCTIONIB30BATLCS CIIEAYIOIIHE COOOIEHMUS :

1.1. 3ampoc

co croponsl HSS/AuC ayrenTHduUKanMOHHONW WHGOOPMAIMH

(Authentication Crypto Request — ACR).

Conepxxanue

I/IH(bOpMaIII/IOHHBIX JJICMEHTOB, HCHOJB3YEMBIX B JTaHHOM

cool1eHny, npuBeaeHo B Tabnuie Ne 1;

Ta6mmua Ne 1.

WNHpopmanuoHHBIH Conepxanne HHQOPMAILIMOHHOTO 3JIEMEHTA
AJIEMEHT

Code Hudopmauuonnsii snemenTr Code HOMDKEH COmepkKaTh KOX
coobmenus HSM. Jinuna nomkHa OHITH 48 OHT.

K HNudopmarmonnsiit anemenT K momkeH comepxath kimou K,
KOTOPBI XpaHUTCS B cepBepe aboHeHTckuX maHHBIX HSS/AuC.
JnvHa nomkHa ObITh 128 6uT.

AMF HNudopmarmonnsiit anemenT AMF (Authentication management
field), nmpemycmorpennsiii 1m.6.3 ETSI TS 133 102. Hdnuna
JIOJDKHA OBITH 16 OHT.

SQN HNupopmanmonHslii anemenT SQN (sequence number),
npexycMorperHbi 1.6.3 ETSI TS 133 102. [InuHa goikHa
OBITH 48 OuUT.

AIR-Filler HH}opMaloHHBIH 31eMEeHT JOJKeH 00ecieunBaTh

IpEeBEIICHUE ITMHOM 3aMpoca JJTHHBI COOTBETCTBYIOIIETO MY
otBeTa. JlmnHa momkHa OBITE 448 OwHT.
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1.2. orBer HSM c ayrentuduxaunonnoit unpopmanmeit (Authentication Crypto
Answer — ACA).

Conmepxxanne HMHQOPMAIMOHHBIX 9JIEMEHTOB, HCIOJB3YEMBIX B JaHHOM
coOO0IIeHNH, MpUBEACHO B Tabuile Ne 2;

Tabmuma Ne 2.
NudopManrnoHHBIH Copnepxanne HHPOPMALMOHHOTO dJIEMEHTA
JJIEMEHT

Code Hudopmaunonnsiit snemedT Code IODKEH COJEpXKaTh KOJ
coobmenus HSM. Jliiuna nommkHa OBITE 48 OHT.

Authentication HNudpopmaronssld  snemenT Authentication Vector (AV),

Vector npeaycMmorpenssid n.6.3 ETSI TS 133 102. yiuna momkHa
OBITE 576 OuT.

1.3. 3ampoc co croporsl HSS/AuC ayTenTuduxanmnonHoi nHGOpMaIu Ipu
pecunxponuzanuu (Resynchronization Crypto Request — RCR).
Conepxanue HHGOPMALMOHHBIX 3JIEMEHTOB, MHCIIONB3YEMBIX B JaHHOM
coo0IeHuH, npuBeeHo B Tabuuie Ne 3;

Tabmmma Ne 3.
HNHpopMaLroHHBIH Conepxanre HHPOPMALIMOHHOTO 3JIEMEHTa
3JIEMEHT
Code Nudopmanmonnsiii snemeHT Code mOMKEH COIEpXKaTh KOJI
coobmenns HSM. JlnmuHa nomkHa ObITh 48 OurT.
K Nedopmanmonnslii snemMenT K 1momkeH coxepxarh KIo4

abonenta K, npexycmorpennsrii 1.6.3 ETSI TS 133 102. Inuna
JOJDKHA OBITE 128 OuT.

RAND Undopmarmonnsii  snemeHT RAND gnomxeH cozpepxaTh
RAND, npexycmotpennsii 1.6.3 ETSI TS 133 102. [nuna
JIOJI)KHA OBITE 128 OuT.

Conc(SQNys) Hndopmanmonnsiit snemenT Conc(SQNys) HOMKeH coiepkarhb
Conc(SQNMS), mpenycmorpennsiit m.6.3 ETSI TS 133 102.
JlnmuHa nomkHa OBITH 48 OHT.

1.4. orBeT HSM c ayTeHTH(OUKAMOHHON MH(pOpMalel pH PECUHXPOHU3ALIUN
(Resynchronization Crypto Answer—-RCA).

Copepxanue UHQOPMALMOHHBIX D3JEMEHTOB, HCIONB3yeMBIX B JaHHOM
cooO1LeHuy, npuBeneHo B Tabmnuie Ne 4;
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Tabmma Ne 4.
HNudopmanroHHbIii Conepxanue HHPOPMALHOHHOTO 3JIEMEHTA
DJIEMEHT

Code HNudopmanmonnsii snemedTr Code momkKeH coieparh KOJ
coobmenus HSM. Jlnuna nomkHa 661Th 48 6UT.

XMACS HHdopmanmoHH eI SJIEMEHT JIOJIKEH COIepPXKAaTh
Kpunrorpa@uuecky 3alWIIeHHYI0 uMHTOBCTaBKY XMACS,
npegycMmorpernyro 1m.6.3 ETSI TS 133 102. JlnuHa goiDKHA
OBITH 64 OUT.

SQNwums HMudopManuoHHBIH dJIeMeHT JHOJDKeH comepxkaTh SQNys,
npexycMmotpenssiit 1m.6.3 ETSI TS 133 102. [nuua nomxHa
OBITB 48 OuT.

2. HSS/AuC npu peanusaiuu npotoxona B3aumozneiictsun ¢ HSM momxeH
obecreunTh:

2.1. ortmpasky 3anpoca B HSM 1uis reHepauyu JaHHBIX ayTeHTHDHKALNY;

2.2. yCTaHOBKY A7 KaXIOrO OTIPAaBICHHOIO 3ampoca YHHMKAIBHOIO ajpeca
OTNIPABUTENII COOOIIECHMS COIVIACHO IIPOTOKONY B3aUMONEHUCTBHS 4  ypOBHA
(TpaHCIIOPTHOTO NMPOTOKOJIA Nepejadn AeUTarpamMm mnojs3osatens — UDP);

2.3. oxuAaHHUe JJIA KaXIOTo OTIIPABJIEHHOTO 3ampoca oreeTa oT HSM B TeueHne
YCTaHOBJIEHHOT'O IIPH HAaCTPOHKE BPEMEHH.

3. HSM npu peanmsamum nportokona B3aumogeiictsuun ¢ HSS/AuC momxeH
00ecreunTs:

3.1. npunarue or HSS/AuC xoppekTHOro 3ampoca i I€HEpalMd JaHHBIX
ayTeHTH(HKanuyU, 06paboTKy 3ampoca u nepegady orseta B HSS/AuC;

3.2. coBmaJeHHMEe YKa3aHHOTO B OTBETe ajpeca IIOydarels COOOINEHHS C
ampecoM, YKas3aHHEIM B 3aIpOCe OTHPABHTENS COOOIIEHHUs, COMJIACHO IPOTOKOJY
B3aMMOACHCTBYS 4 yPOBHS;

3.3. otka3 B oTBeTe Ipu nocrymieHud oT HSS/AuC HexOppeKTHBIX 3aIIpOCOB;

3.4. omoBeIIeHHE CUCTEMBI 00 OTKa3e B OTBETE IyTeM OTKIIOYEHHS HHTepdeiica
Ha QU3UYECKOM ypOBHE B3aUMOJIEHCTBHSI.

4. Peanusauus  npoTokosa — B3aUMOAEHCTBHS 4  YpOBHA  JIOJDKHA
OCYILIECTBIIATBCS C YYETOM CIEAYIOUINX TpeOOoBaHMii:

4.1. nns agpecalMy 3alpoOCOB M OTBETOB COINIACHO MPOTOKOJTY B3aMMOIEHCTBHA
4 ypoBHs HODKHBI Ucnonb3oBaTtbess UDP-niopTer U3 quanaszona 49152 — 65535;

4.2. agpeca moirydaress OTBETOB U OTIPAaBUTENS OTBETOB COIVIACHO IIPOTOKOIY
B3aMMOJIEHCTBHA 4 YPOBHS JOJDKHBI YCTAaHABIMBATECSA OJAMHAKOBBIMUA B KOHQUTYpaIUAX
HSS/AuC u HSM cooTBeTCTBEHHO;

4.3. unpopmanusi, mneperaBaeMass B COOOIIEHUSAX COIVIACHO IPOTOKOILY
B3aUMoOJeiicTBUs 4 ypOBHS, NOJDKHA OBITh 3allMIIEHa OT HECAaHKIHOHHPOBAaHHOIO
JOCTyIIa K Hel.

5.  3HaueHUs KOJOB HH(OPMAIMOHHBIX COOOIIEHUH MpHU B3aUMOAEWCTBUU
HSS/AuC ¢ HSM J10o/bKHBI  COOTBETCTBOBATh  3HAYEHHSM, IIPHBEIECHHBIM
B Tabmnuie Ne 5.
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Tabmuma Ne 5.

HHdopMarmonHoe coolimenne Cokparnenne Suatenue
koxa/Code
1.1{Authentication = Crypto  Request  Ge3 ACR 0
ucnosib3oBanusa AK
1.2 |Authentication Crypto Request c ACR 1
ycnoyp3oBanneM AK
2. |Authentication Crypto Answer ACA 2
3.1|Resynchronization Crypto Request 6e3 RCR 4
ycnoyipb3oBannsa AK
3.2|Resynchronization Crypto Request ¢ RCR 5
ucnonas3oBaHuemM AK
4. |Resynchronization Crypto Answer RCA 6
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IIpunoxxenue Ne 25

K IIpaBunam npuMeHeHus 00OpyIOBaHHUS
KOMMYTaIu ceren ITOIBY>KHOM
panuotenedonHoit cBs3m. Yacte VIIL
IlpaBuna mpuMeHeHHS O0OpYIOBaHMS
KOMMYTAalu{ CTaHJaapTa LTE,
YTBEPXKACHHBIM IIpHKa3oM MuHucTepcTBa
U(POBOro pa3BUTHS, CBI3U H MaCCOBBIX
KoMMyHuKaimi Poccutickoit @enepanun

or 25.06. 20/ Ne 7.9

CrpaBo4Ho
Cnucok Henmosb3yeMbIX COKpalleHH i

1. 3GPP — 3" Generation Partnership Project (xoHCOpLIMYM, pa3padaThIBAIOIIHI
crienvUKaluy U1 ceTel paIuoTeNeOHHOMN CBS3H).

2. AAA - Authentication, Authorization u Accounting (ayreHTHpUKAIWS,
IpoBEpKa IOJTHOMOYHM, yUET).

3. AH - Authentication Header (ayTeHTH)UMKALMOHHBEIM 3arojOBOK IS
npotokodna IP).

4. ANID — Access Network Identity (ugeHTH(}HKATOp CETH JOCTYMA).

5.  APN - Access Point Name (unentudukaropa Touku qoctymna k PDN).

6. ARP — Allocation and Retention Priority (HasHaueHwe u COXpaHEHHE
[IPHOPHUTETA).

7.  AUTN — Authentication Token (cHMBOJI ay TeHTH()HKALHH).

8. CoA - Care-of Address (ampec, Ha3HayaeMblii B MOMEHT perHCTpaIMH
TIOJIb30BAaTENs B CETH).

9.  CN —Core Network (6a3oBas ceTs).

10. DA — Diameter Agent (o6opynoBanue, peanusyioniee (GYHKIHIO areHTa
nporokona Diameter).

11.  DHCP — Dynamic Host Configuration Protocol ( mpoTokosn auHaMu4ecKoit
HACTPOMKH y31a).

12. DSMIP — Dual-Stack Mobile IPv6 (nByxcrekoBpiifi mporokon IPv6 1o
o0ecrieueHHI0 MOOMIIBHOCTH).

13. DPXA - Diameter Proxy Agents (byHkius npokcu rmporokoina Diameter).

14. DRDA — Diameter Redirect Agents (QyHKIMS epeHanpaBiIeHus IPOTOKOIA
Diameter).

15. DRLA - Diameter Relay Agents (GyHKIHS IEepeKIIOYEHUS MPOTOKOJIA
Diameter).

16. EAP-AKA - Extensible Authentication Protocol Method for UMTS
Authentication and Key Agreement (pacmmpsieMblii pOTOKON AyTeHTHU(PHUKALMK IS
ayTeHTU(HKaLKUK U coryiacoBaHuA Kirodeit nonp3oBareneidr UMTS).
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17.  EIR -~ [Equipment Identity Register (peructp wuneHTHPHUKAIHY
obopymoBaHus).

18. eNodeB — Evolved NodeB (6a3oBeie cranuum crangapra LTE u LTE-
Advanced). .

19.  ECM —EPS Connection Management (ynpasienue coequaerreM B EPS).

20. ECM-CONNECTED - EPS Connection Management-CONNECTED
(cocTosiHME mpoliecca YNpaBIeHUS COeUHEHWEM i «a0OHEHTCKas PaiHOCTAHIMS -
COEIMHEHHE ).

21. ECM-IDLE - EPS Connection Management-IDLE (ucxomHoe cocTOsHHE
npouecca ynpasienus coeauaenueM s AC B EPS).

22.  EMM — EPS Mobility Management (ynpaBieHnue MoOWILHOCTEIO B EPS).

23.  EMM-DEREGISTERED - EPS Mobility Management-DEREGISTERED
(cocrosHue mpomecca ympaBineHus MoOmimsHOocThIO s AC B EPS -
HE 3aperucTprupoOBaHa).

24. EPC - Evolved Packet Core (0a3oBas ceThb crangaproB LTE
u LTE-Advanced).

25. ePDG - Evolved Packet Data Gateway (06opynoBaHHE, peald3yIOIIEe
yHkuuu goctyna k obopynoBanuio komMytaiuu crangaapra LTE u3 cetu HMutepHer
npu ucnois3oBanuu goctyna UTWAN).

26. EPS — Evolved Packet System (cetb pamuomoctyma u 0Ga3oBas cCeTh
cranaaptoB LTE u LTE-Advanced).

27. ESP — Encapsulating Security Payload (mpotokon 3amuthl (turdpoBanms)
JNaHHBIX ).

28. E-UTRAN - Evolved UTRAN (cerp pammomoctyma crangaproB LTE
u LTE-Advanced).

29. FA —Foreign Agent (areHT BU3UTHOM CETH).

30. FACoA —Foreign Agent Care-of Address (ampec areHTa BUSHTHOM CeTH).

31. GBR - Guaranteed Bit Rate (rapantupoBaHHas CKOpPOCTh Iepeaavu
JTAHHBIX).

32.  GRE - Generic Routing Encapsulation (0o01ast ”HKancyJSus MapuIpyToB).

33. GSM - Global System for Mobility (rmobGanpHas cucTreMa MOOHIBHOI
CBSI3H).

34. GTP — GPRS Tunnelling Protocol (mporoxon TynHenupoBanus GPRS).

35. HA — Home Agent (areHT JOMaIlIHEH CeTH CETH).

36. HBM —Host Based Mobility (ynpaBienue MoOMIBHOCTBIO Ha 6a3e XOCTOB).

37. HLR —Home Location Register (nomMamnuii peructp MECTOHaXOXICHUS).

38. HMAC - hash-based message authentication code (xox ayreHTHpHUKAIIHU
COOOIIEHNH, UCTIONB3YIOUTNI Xell-(QYHKINUN).

39. HPLMN - Home Public Land Mobile Network (cers Omnepartopa
MOOWJIBHOH CBSI3U, B KOTOpOW abOHEHT IOANKCAaH Ha OKa3aHHe YCIyr MOOUIBHOHN
CBSI3H).

40. HSS — Home Subscriber Server (cepBep a00OHEHTCKUX JTaHHBIX).

41. HSM - Hardware Security Module (ammapaTHsiif MOysib 6€30I1aCHOCTH).
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42. ICMP - Internet Control Message Protocol (mpoTokon ynpaBisroImX
coobueHuii B IHTEpHET).

43. IKEv2 — Internet Key Exchange version 2(ITpoTokos o6MeHa KII0OYaMH B
HHTepHeT Bepcus 2).

44. IMEI - International Mobile Equipment Identity (MexmyHapomHbIi
uaeHTuduKaTop 060py10BaHNT aGOHEHTCKOM PaJUOCTAHIINH).

45. IMEISV - International Mobile Equipment Identity and Software Version
(MexIyHapomHBIH HAEeHTH(OUKATOp O0OPYHOBaHHS W HOMEP BEPCHH IIPOrPaMMHOIO
obecnedyeHust 000pyROBaHUs a0OHEHTCKOM PaMOCTaHIIMH).

46. IMSI — International Mobile Subscriber Identity (MexxyHapogHbI HOMEp
abOHEHTCKOW CTaHIIMH).

47.  IP — Internet Protocol (mpotokon MHTEpHET).

48. IPSec — Internet Protocol Security (mpotokos MHTEpHET ¢ MOAAEPKKOM
¢byHKIUH 6€30IIaCHOCTH)

49.  KDF —key derivation function (pyHKums popMupoBaHuUs KIIFOYa).

50. LIPA —Local IP Access (mectHsrit IP moctym).

51. LMA - Local Mobility Anchor (okanbHBI y3eln yIpaBIeHHUS
MOOUIIBHOCTEIO).

52. LTE —Long-Term Evolution (3Bosromust Ha JUTHTENBHBIN IEPHO).

53. LTE-Advanced — (pasButue crangapta LTE).

54. MAG — Mobile Access Gateway (1IU1r03 MOGHIIBHOTO TOCTYIIA).

55. MBR —Maximum Bit Rate (MakcuManbHas CKOPOCTb IIepeadn).

56. MCM — Multi-connection mode (pexuM HECKOJIBKUX COEUHEHHIA).

57. MD5 —Message Digest 5 (128-OUTHBII aTOPUTM XEIIUPOBAHHUA).

58. MIPv4 — Mobile IP version 4 (pacmupenue $yHKIHOHAIBHOCTH IIPOTOKOJIA
IPv4 mo o6ecnieueHuI0 MOOHUIBHOCTH).

59. MME - Mobility Management Entity (Moxyne  yrpaBieHus
MOOHIIBHOCTEIO).

60. MSISDN — Mobile Subscriber ISDN Number (Mexxynapoassiii Homep AC
B ceTu ISDN).

61. NAI - Network Access Identifier (nneHTH(dHUKATOP HOCTYMA K CETH).

62. NAS protocol — Non-Access-Stratum protocol (mporokon cios 6e3
JOCTyIa).

63. NBM - Network Based Mobility (ymnpaBieHne MoOHIBHOCTBIO Ha Gaze
CEeTH).

64. NDP — Neighbor Discovery Protocol (mpotokon oGHapykeHHs coceneii).

65. Non-3GPP — cets paguonoctyna, oriu4Has ot crangaproB GSM 900/1800,
UMTS, LTE, ucnons3yromas nepeaady JaHHBIX B nuana3oHe ot 30 Ml go 66 I'T1

66. P-GW — Packet Data Networks Gateway (1103 B3auMOJI€HCTBUS C CETIMH,
HCTIONB3YIOUIMMHY TEXHOJIOTHIO C KOMMYyTallKel TakeToB).

67. PCRF — The Policy and Charging Rules Function (¢yHKuus mnpaBui
TIOJTUTHKH )

68. PDN — Packet Data Network (ceTs nepenaun qaHHBIX).
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69. PMIPv6 — Proxy Mobile IP version 6 (pacmmpeHne $hyHKIHOHATEHOCTH
npoToxona IPv6 o o6ecneuenuto cereBoit MOGUTBEHOCTH).

70. PPP - Point-to-Point Protocol (mportokon kaHana CBS3H  C
HEIOCPEICTBEHHBIM COSTUHEHHEM).

71.  PRF - PSEUDO_RANDOM_FUNCTION (nceszo ciaydaiinas byHKIN).

72. QCI - QoS Class Identifier (umeHTHdUKaTOp Kiacca KadecTBa
06CITy)KUBaHUN).

73. QoS — Quality of Service (ka4ecTBo 06CITyKHBaHM).

74.  RADIUS — Remote Authentication in Dial-In User Service (nporoxon mus
ayTeHTU(UKALUH, aBTOPH3ALHY yAAIEHHEIX MOIb30BaTeNnei).

75.  S1-AP - S1 Application Protocol (mpuknagHo#i mpoTokon mis uHTepdetica
S1).

76.  SCM - Single-connection mode (pexwuM oHOTO coeTUHEHN).

77.  SCTP - Stream Control Transmission Protocol (mportokon nepegaym
C yIpaBJIeHHEM IIOTOKaMH).

78.  SGSN - Serving GPRS Support Node (o6cmyxuBaromuii y3en [IOAJIEPXKKHU
GPRYS).

79.  SGsAP - SGs Application Part (mpukmagHO# IPOTOKON s uHTEpdeiica
SGs).

80.  S-GW - Serving Gateway (0Gciy>KUBarOIIMiA IITEO3).

8l. SHA - Secure Hash Algorithm (anroput™m KpUnrorpadguyeckoro
XELIUPOBaHUA).

82.  SIPTO - Selected IP Traffic Offload (Bo3MOXHOCTE pacnpezneneHus
Tpaduka IP).

83.  SRVCC - Single Radio Voice Call Continuity (oTaensHas HEIIPEPHIBHOCTH
TOJIOCOBOTO BBEI30BA Ha paJlioNHTepdelice).

84.  TCP — Transmission Control Protocol (mpotokon ynpasnenus mepegadei).

85. TEID - Tunnel Endpoint Identifier (umeHTH(UKaTOp KOHEYHOH TOUKH
TYHHEJIS).

86. TLV — Tag-length-value («tun-mnuna-3HaueHne», METO] 3alUCH JAHHBIX B
TEeJIEKOMMYHUKAIMOHHBIX IIPOTOKOJIAX).

87.  TMAG - Trusted Mobile Access Gateway (1u1r03 MOGHIBHOTO JOCTYTIA).

88. TMSI - Temporary Mobile Subscriber Identity (BpemenmHbIit
HIEHTH(HHKATOP MOOMIBHOrO aGOHEHTA).

89.  TSCM - Transparent single-connection mode (peuM OJHOTO IIPO3PAYHOTO
COCIMHEHHs ).

90. TWAG —TWAN Access Gateway (uuno3 cet TWAN).

91. TWAN - trusted WLAN (oBepeHHBII 6eCipOBOAHEINA TOCTYII).

92. UDP - User Datagram Protocol (mporoxon mepemaun pefTarpamMm
MIOJIB30BATEA ).
93. UE - User Equipment (paguotenepoHHass CTaHOMS CTAaHIAapTOB

GSM900/1800/UMTS/LTE, noanepxuBaroliasi CTaHAApT OeCIpOBOJHOM Iepenadn
JaHHBIX B AuanaszoHe oT 30 MI'u no 66 I'T'm).
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94.  UMTS - Universal Mobile Telecommunications System (yHuBepcaipHas
CHCTEMa MOOMIIBHOM CBSI3H)

95.  USIM - Universal Subscriber Identity Module (yHMBepcanbHBII MOZYIIE
HACHTU(UKAUMK abOHEHTa; KapTa MOGHIBHOrO MOJB30BaTeNs MIs paGoThl B ceTd
UMTS).

96. UTRAN - Universal Terrestrial Radio Access Network (ceTs pagnomocTyma
crangapta UMTS).

97. UTWAN - Untrusted WLAN (HeHaIeXHbIH 6eCIIPOBOAHEIM TOCTYII).

98. VPLMN - Visited Public Land Mobile Network (rocreBas ceTs MOGHIBHO
CBSA3H, B KOTOPOH B HACTOAIIMM MOMEHT 00CITy)KHUBaeTCs aGOHEHT).

99.  WLAN - Wireless Local Area Network (oxambpHas ceTh, OCTPOEHHas
Ha OCHOBE O€CIIPOBOIHBIX TEXHOJIOTHIA).

WLAN AN — WLAN Access Network (ceTb 6ecripoBoiHOro a60HEHTCKOTO

IOCTyIIa).




