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O BHecenuH u3MeHennii B TpeGoBaHHs K 00ece4eHHIO 3AIUUTHI
nHGOpMALHH B aBTOMATH3HPOBAHHBIX CHCTEMAX yNPaBJICHHS
NpPOA3BOACTBEHHBIMH H TEXHOJIOrHY€CKHMH NPONECCAaMH Ha KPHTHYECKH
BasKHBIX 00bEKTAX, MOTEHIHAJBHO ONACHBIX 00bEKTAX, 2 TAKHKe 00beKTaX,
NpeaCTABJSIIOMHX MOBLIIEHHYIO ONACHOCTD /ISl JKH3HH U 310POBbs e
H 151 OKpYyKaloineii IPHPOAHOH cpeabl, yTBePKACHHbIC IPHKA30M
®enepaJibHOi CJIyXKObI 10 TEXHHYECKOMY H 3KCNIOPTHOMY KOHTPO.II0
ot 14 mapra 2014 r. Ne 31, u B TpeGoBanusi no oGecneyeHnio 6e30nacHOCTH
3HAYHMBIX 06beKTOB KPHTHYECKOI HH(POPMaNHOHHO HHPPACTPYKTYPbI
Poccuiickoii ®enepanun, yrsepaaeHHble npukasom DexepajibHol CJTyKOBI
10 TEXHHYECKOMY H IKCIIOPTHOMY KOHTPOJIIO
ot 25 nexa6ps 2017 r. Ne 239

« 9 _»asrycra2018r.

Buectu B TpeGopanus K obeceueHHIO 3aliMThl HHQOpMalMH B
aBTOMATH3MPOBAHHBIX ~ CHCTEMaxX  YIpaBieHWsd  MPOM3BOACTBEHHBIMH  H
TEXHONOTMMECKUMH  IPOLECCaMHM Ha  KPHTHYECKH  BaXHBIX  O0BeKTax,
MOTEHIMAJIbHO ONACHBIX O0OBEKTaX, a TaKkke OOBEKTax, IPeICTABIAIOMUX
HOBBIIICHHYIO OTIACHOCTH JUIst KU3HA u 3I0POBbS moaer
¥ I OKpYXKalollell NpHPOAHON CpeJibl, yTBEPKICHHBIC MPHUKa3oM ®epepanbHOi
CTyXOBl 10 TEXHHYECKOMY H IKCIOPTHOMY KOHTPOINIO OT 14 mapra 2014 1.




2

Ne31 (3aperucTpupoBaH MunucTepcTBoM ocTHmMH Poccuiickoit denepanuu
30 urons 2014 r., peructpauuonusii Ne 32919) (¢ u3MeHEHUAMH, BHECEHHBIMH
npukaszoM ®emepanbHoll CIyXKOBI M0 TEXHUYECKOMY U 3KCIIOPTHOMY KOHTpPOIIO
or 23 mapra 2017 1. Ned9 (3aperncTpupoBaH MHHHCTEPCTBOM IOCTHLAH
Poccuiickoit ®enepanmu 25 ampenst 2017 r., peructpanyoHHbii Ne 46487), u B
Tpe6Gopauus Mo 0BecTeueHHI0 Ge30IaCHOCTH 3HAYMMBIX OGBEKTOB KPHTHIECKOH
HHpOPMALMOHHON HHOPACTPYKTYphl Poccuiickoit ®epmepalii, YTBEPKICHHEIE
npukasoM PenepanbHO# CITYXOBI 10 TEXHHYECKOMY ¥ 3KCIIOPTHOMY KOHTPOJIIO OT
25 nexabps 2017 r. Ne239 (3aperucTpupoBaH MHHUCTEPCTBOM IOCTHLHH
Poccuiickoit Pemepaumyu 26 wmapra 2018 r., peructpanuonHbii Ne 50524)
MU3MEHEHHUs COIIACHO MPHJIOKEHHIO K HACTOAIIEMY MPUKa3y.

JAUPEKTOP ®EJEPAJIBHOM CITYKBbI
10 TEXHUYECKOMY H 3KCIIOPTHOMY KOHTPOJIIO

W B.CEJIMH




IIpunoxenue
k npukazy @CTOK Poccuu
ot « J »asrycra 2018 r. Ne 73S

H3MeHenns1, KOTOpbie BHOcTCs B TpeGoBanns K o0ecre4eHHIO 3aLHThI
HH(pOPMALMH B aBTOMATH3HPOBaHHbIX CHCTEMAaX YIPABJICHHS
NPOH3BOACTBEHHLIMH H TEXHOJIOTHYECKHMH NPONECCAMH HA KDHTHYECKH
BAXKHBIX 00HEKTaX, MOTEHIHAIBLHO ONACHBIX 00BbEKTaX, a TaKKe 00beKTaXx,
NpeJCTABJISIOMHAX NOBbLIMEHHYIO ONACHOCTE JJIfl XKH3HH H 310POBbsI JI0JeH
H /I8 OKpYyKalouiell NpHPOAHOH cpeabl, YTBepKIeHHbIC IPHKA30M
®enepanbHOii c1yKObI 10 TEXHHYECKOMY H 3KCIIOPTHOMY KOHTPOJIIO
oT 14 mapta 2014 r. Ne 31, u B TpeGoBanns no oGecrneveHno 5e30nacHOCTH
3HAYHMBIX 00bEeKTOB KpHTHYecKoi nHpopManHoHHO# MHPPACTPYKTYPBI
Poccniickoii ®exepannn, yreeprkaennbie npukasom deaepanbHoi ciyxKObI
0 TEXHHYECKOMY H IKCIIOPTHOMY KOHTPOJIIO
ot 25 nexabps 2017 r. Ne 239

1.B  TpeGoBammsx k  oOecledeHHI0  3alMTBl  HH(OpMAIIMH
B aBTOMAaTU3MPOBAHHBIX  CHCTEMAax  YNpaBleHUsA  IPOH3BOJACTBEHHBIMH
M TEXHOJOTMYECKUMH TPOLECCAMH HA KPUTHYECKH BAXKHBIX OOBEKTax,
MOTEHIMAIBPHO OMACHBIX OOBEKTaX, a Takke OO0BeKTax, MpeACTaBIAIOINX
TOBHIIIEHHYIO OMACHOCTh JUISl JKU3HM M 3/J0POBBS JIOJAEH W JUIA OKpYXaromeH
NPUPONHOH  Cpensl, YyTBEPXKIEHHBIX IpukasoM @eznepanbHOM CITy>X0BI
110 TEXHUYECKOMY H SKCIIOPTHOMY KOHTPOJIO OT 14 MapTta 2014 r. Ne 31:

1) myrxr 1 mocne aG3ama [epBOro JONONHMTh al3alleM CIEeTYIOMIEro
COJepKAHUA:

«Obecrieuennie 6€30MaCHOCTH aBTOMATH3UPOBAHHBIX CHCTEM YIPaBJICHHA,
ABISIOIMXCS  3HAYMMBIMH  OOBEKTAMH  KPHUTHYECKOH  MH(OpMAlLMOHHOM
uHppactpykTypsl Poccuiickoii ®enepaiy, OCYIIECTBISETCA B COOTBETCTBUH
¢ TpeGoBanusmu 1o obecredeHHI0 Ge30MaCHOCTH  3HAYMMBIX 00BEKTOB
KpUTHYeCKo# HHPOPMALMOHHOH HHPacTpykTyphl Poccuiickoit ®enepanui,
yIBepXJeHHEIME TpukazoM @eznepanibHOd ClyXOBl IO TEXHHYECKOMY H
SKCIIOPTHOMY KOHTpOIIo oT 25 nekabps 2017 r. Ne 239, a Taroke TpeOoBaHUAME K
CO3MaHMIO CHUCTEM OE30MAacHOCTH  3HAYMMBIX  OOBEKTOB  KPUTHYECKOH
uHPOPMAMOHHOM HHpacTpyKTyphl Poccuiickoii ®@enepanun u obecreyeHuIo
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MX (YHKIMOHHPOBAHHS, yTBEPKACHHBIMH HpukasoM (DelepanbHOH CiyxObl 1O
TeXHHYECKOMY M SKCHOPTHOMY KOHTpomo oT 21 pmekabps 2017 r. Ne 235
(3apeructpuposad MunroctoM Poccuu 22 deBpans 2018 r., pernCTpaniOHHBINA
Ne 50118).»;

2) a63alpBl IEpBHIi — YeTBepThIH MOANyHKTa 13.3 myHkra 13 H3NMOXHUTH B
CeAYIONIeH pelaKIyn:

«13.3. Onpenenenne yrpo3 6e3omacHOCTH HHGOPMALHMH OCYLIECTBIAETCS
Ha KaXJOM M3 YPOBHEH aBTOMATH3MPOBAaHHOW CHCTEMBI YIPAaBICHUS U JOJDKHO
BKJIIOYATh:

a) BLIABJICHAE HCTOYHMKOB yrpo3 Ge3omacHOCTH MHGOpMAlMH U OLEHKY
BO3MOXKHOCTEH (HOTEHIMalIa) BHEIIHAX W BHYTPEHHUX HapyLIHTENEH,

0) aHaIM3 BO3MOXKHBIX YS3BUMOCTEH aBTOMAaTH3HPOBAHHOM CHCTEMBI
1 BXOJIAIIMX B €€ COCTaB IMPOTPaMMHEBIX H TPOrpaMMHO-aIlIIapaTHhIX CPEACTB;

B) ONpeJieIeHHe  BO3MOXHBIX ~ CHOCOOOB  (CLIEHAPHEB)  peald3aliy
(BO3HMKHOBEHHS) YIpo3 Ge3omacHOCTH HH(OpMaLHH;

T) OLIEHKY BO3MOXHBIX IIOCICACTBUH OT pealu3alun (BO3HMKHOBEHHS)
yrpo3  6e30macHOCTH  MH(QOPMAlMH, HapyIIeHHs  OTAENBHBIX  CBOHCTB
0e30macHOCTH HHGOPMAIMH (LIETOCTHOCTH, JOCTYITHOCTH, KOH(UAECHIIHATEHOCTH)
¥ aBTOMAaTH3HPOBAHHOI CUCTEMBI YIIPABIEHHUS B IIEJIOM.

B kauyecTBe MCXOAHBIX JAHHBIX NpPH ONpEAENICHHH YIpo3 0e30MacHOCTH
MHpOpMAIHH KCTIONb3yeTcss GAaHK NAHHBIX Yrpo3 Ge3omacHOCTH HMHpOpMaluH,
BegeHre koroporo ocymectBisercs PCTOK Poccun B COOTBETCTBHH C
noxmyskToM 21 mynkra 8 Tonoxenus o OenepanbHoi ciyxbe M0 TEXHHICCKOMY
M JKCIOPTHOMY KOHTpOIIO, YTBepxkIeHHoro YkasoM Ilpesumenra Poccuiickoi
®enepammu ot 16 aBrycra 2004 r. Ne 1085 (Cobpanue 3aKOHOZATENBCTBA
Poccuiickoit ®enepamyu, 2004, Ne 34, ct. 3541; 2006, Ne 49, c1. 5192; 2008,
Ne 43, ct. 4921; Ne 47, ct. 5431; 2012, Ne 7, ct. 818; 2013, Ne 26, c1. 3314; Ne 52,
ct. 7137; 2014, Ne 36, cT. 4833; Ne 44, ct. 6041; Ne 4, ct. 641; 2016, Ne 1, ct. 211;
2017, Ne 48, ct. 7198; 2018, Ne 20, ct. 2818), a TakkKe HHBIE HCTOYHHUKH,
conepiKalllie CBeeHUs 00 YS3BUMOCTSX H yrpo3ax 6e30macHOCTH HHOOPMALIHH.»;

3) B moamyHkTe 15.3 myHkTa 15:

nociie ab3ana BTOpOro JOTOJHATH ab3aleM CIIeAYIOIEero COAepKaHus:

«oTIpe/ieJIeHHe aIMUHUCTPATOpa 6€30MacHOCTH HHGOPMALIHK;»;

B ab3ame 4EeTBEPTOM IIOCIE CIOB «IEPCOHAlla ABTOMATH3MPOBAHHOM
CHCTEMBI YIIPaBJICHHS» JOMOJIHUTE CIOBAMH «H aJMHHHCTpPaTopa 6e30macHOCTH
AHGOpMALIN»;




4) nyHkT 18 H370XKUTH B CICAYIOMENH PETAKIIAH:

«18. OpraHM3aLMOHHEIE ¥ TeXHHYEeCKHe Mephl 3allUThl HHPOPMALKH,
peanu3yeMble B aBTOMaTH3UPOBAHHON CUCTEME YNPABIECHUS B PaMKaX €€ CHCTEMBI
3QI0ATHl, B 3aBHCHMOCTH OT KJacca 3alllMIIEHHOCTH, YIrpo3 0e30macHOCTH
MH(OPMAIIHM, KCHONB3YEMBIX TEXHONOIHH WU CTPYKTYyPHO-(YHKLHOHAIIBHBIX
XapaKTEepUCTUK aBTOMATH3MPOBAHHON CHCTEMBI YNPABICHHS M OCOOEHHOCTEH
ee QYHKUMOHHUPOBAHHS TOJDKHBI 06€CIeYHBATh:

uaeHTHQUKANMIO U ayreHTUPuKanmo (MAD);

ynpasienue gocrynom (YIII);

orpaandenue nmporpammHoit cpenst (OI1C);

3alMTy MAIIMHHBIX HocHuTenel nHpopmanuu (3HH);

aynut 6e3omacHoctd (AY 11);

aHTHBHPYCHYIO 3amuTy (AB3);

TIpenoTBpallieHre BTOpKeHuii (koMIbioTepHbIX arak) (COB);

obecneyenue nenoctaoctd (OLJT);

obecneuenue poctymHoctd (OAT);

3aIMTy TexHuueckux cpencts U cucteM (3TC);

3amUTy MHQOPMALMOHHOM (2aBTOMAaTH3HPOBAaHHOM) CHCTEMBI H €€
koMmmoneHToB (3UC);

pearupoBaHue Ha KoMIbioTepHsle HHIUAeHTH (HIL);

ynpasnenne konpurypanueii (YKO);

yIpaBiieHie 06HOBIeHHsMY nporpaMMmHoro obecneuenns (OI10);

TLIAHMPOBAHHE MepONpHATHiA 110 obecnedeHuIo GesonacnocTu (ILIH);

obecrieueHue feficTuil B HemratHbix curyanusx (JIHC);

nHdopMupoBanue 1 o0ydenne nepconana (UI10).

CocraB Mep 3amurel wuH(popMamuu H HX 6a3oBbie HaOOpBI U1
COOTBETCTBYIOLIMX KJIA4CCOB 3alUIIEHHOCTH ABTOMATH3HPOBAaHHBIX CHCTEM
yIIpaBleHHs TIpUBEieHH! B NpwioxeHud Ne 2 k HactrosmuM TpeOoBaHHSM.

Comepxanue Mep W IpaBUia HX pealH3alld yCTaHABIMBAIOTCHA
METOIMYIEeCKHUM TOoKyMeHTOM, paszpaboranHeiM PCTOK Poccuu B COOTBETCTBUH C
IyHKTOM 5 ¥ moamyHKToM 4 myHkTa 8 IlonoxeHus o DeniepaibHON CITyk0e 110
TEeXHHYECKOMY H KCIIOPTHOMY KOHTDOIIIO, yTBepkAeHHOro YkazoM Ilpe3unenTa
Poccuiickoii ®enepanu ot 16 aBrycra 2004 r. Ne 1035.»;

5) noxmyukte! 18.1 — 18.21 myHskTa 18 mpu3sHaTh yTPaTHBIINMU CHITY.

6) npunoxerre Ne 2 K ykasanueiM TpeGOBaHMAM H3JIOXHTH B CISYIOIMEH
peIaKIum:




«ITpunoxenue Ne 2
K TpeGoBaHIAM K 06€CIIEYEHHUIO 3AILUTHI
uH(popMay B aBTOMaTH3NPOBAHHBIX

cucTeMax ymnpaBiIeHHA NPOU3BOACTBCHHBIMH
H TEXHOJIOTHYECKHUMH ITIPOLICCCaMH
Ha KpUTHYECKH BaXXHBIX 06’I)CKTaX,

MOTEHLMAIBHO OMACHBIX O0BEKTaX,

a TaxKe 00beKTaX, MpeCTaBIAIOIINX
MOBBIIIEHHYIO OTIACHOCTH ISt

YKH3HH H 3I0pOBBS JIIOJeH

U U1 OKPY’Karoleil MpupoIHOH Cpeibl

Cocras Mep 3amuTbl HHPOPMALHH

H ux 0a3oBble Haﬁopu AJISE COOTBETCTBYIOLIEro Kjacca 3alliHIIIEeHHOCTH

aBTomaTmuponaunoﬁ CHCTEMbI YHIPpABJICHHASN

Knacca
YcnoBHoe
3aMIAIIIEHHOCTH
0003Ha-
qeHze 1 Meps! 3amuuThl HHGOPMaLKH B aBTOMATH3HPOBAHHBIX aBTOMAaTH3MPOBaH-
HOMe CHCTeMax YIpaBlICHHS HOMU CHCTEMBI
e 5113 ynpaBlIeHUs
P 3 | 211
I. Unentnduxanus u ayrentadukamus (MAD)
Pa3pabotka THKH HACHTHQHUK
VA®.0 a3paboTKa MONMTHKH HACHTHQUKAIHY + + +
1 ayTeHTH(PHUKALIH
VAD.1 Unentuduxanus U ayTeHTHGUKAIMS NOTB30BaTENCH + + +
¥ MHUIEHPYEMBIX MMH IIPOLECCOB
NAD.2 Unentudukanvs u ayTeHTH(QHKAIMS YCTPOKCTB + + +
HA®D.3 VipapieHue HICHTHQUKATOPaMH + + +
NAD.4 VipasiieHHe CPEACTBAMH ayTCHTH()HKAIIMH + + +
UA®.5 | Unentuduxanus v ayTeHTHUKAINS BHEITHKX IONb3oBarenei | + + +
HAD.6 JIByCTOpOHHSS ayTeHTHQHKaLHs
3ammra ayTeHTHGHKAIHOHHONX HHQOpMAHA
VAD.7 alMTa ayTeHTH(GHKALHAO popmarn + + +
IpH Tepeiaue
II. Ynpasnenue nocrynom (YILI)

YIIA.0 Pa3paboTka HOIMTHKH YIPaBICHHAA JOCTYIIOM
VIIA.1 VipasieHde y4eTHEIMH 3aIIACSMH T0JIb30BaTENeH +
VIIA.2 Peanuzanug moauTHK YIIpaBJICHHS TOCTyIa




VIIA3

JloBepeHHas 3arpyska

VIIa.4 Paznenenue nmoaaomounit (poneit) monap3oparenei
VIULS Hasnagenne MUHAMAIEHO HEOOXOIMMEIX IIPaB
) Y TNIpUBHIIETHI
VLG ~OrpanndeHHe HeyCIEUHBIX MOMBITOK J0CTYIIa
" B HHGOPMAIHOHHYIO (aBTOMATH3HPOBAaHHYIO) CHCTEMY
VI MpenynpexneHne MoNb30BaTeNIs IIPH €ro AOCTymIe
) K HHGQOPMAIMOHHBIM pecypcaM
OmnoselneHne MONB30BaTeNs IIPU YCIEITHOM BXO/IE
VIIA.8 IpeAbIAyIIeM JOCTyIe K HHpOopMaHOHHOM
(aBTOMaTH3NPOBAHHOI) CHCTEME
YIII.9 OrpaHHueHHE YHCIIa Napa/uleIbHEIX CEaHCOB JOCTYTaA
VIIL10 BriokupoBaH#e ceanca JOCTYIa MOIb30BaTEIS
) TIPH HEAKTUBHOCTH
VIUL11 VupapieHue AeHCTBAAME IOJbL30BaTENCH
) JI0 HACHTH(GHKALHY ¥ ayTeHTHQHKaIHH
YITJI.12 Vupapnenue arpubyTamMu 6€300aCHOCTH
VIIA.13 Peanu3zaiys 3aUIeRHOro yAaJIeHHOro JOCTyIa
VIIL14 KOHTpOIIb I0CTYTIa M3 BHEITHHX HHGOPMAIHOHHBIX
) (aBTOMATH3HPOBAHHBIX) CHCTEM
I1. Orpanudenue nporpammuoii cpenst (OIIC)
OIIC.0 Pa3pa6oTka MONMTHKY OrpaHUYEHHS IPOrPaMMHOM Cpeibl
OIC.1 VhpasieHue 3amyckoM (00palieHHIMH) KOMIIOHEHTOB
) IIPOrpaMMHOr0 obeciedeHHs
OIIC.2 VipasiieHHe YCTAaHOBKOH (MHCTA/LIAHEH) KOMIIOHCHTOB
) MIPOTrpaMMHOT0 00€eCTICUeHHUS
OIIC.3 Vupasienue BpeMeHHbIME daiiiaMu
V. 3amurta MamuHHLIX HocuTenel uapopmanuu (3HH)
3HILO Pa3pa6oTKa MOJUTHKH 3allUThl MAITHHHBIX HOCHTENEH
) nHpOpMaIHH
3HU.1 Vyer MalIHHHBIX HOCUTENeH HHGOPMALMH
3HI2 Vipasnenue GU3HYECKAM JOCTYIIOM K MAITHHHBIM HOCHTEIIAM
) nHGOpMaUK
3HIL3 KoHTpos nepeMeen:s MAIIMHHBIX HOCHTENEH HHpopMalmn
) 3a MpeAIeNTbl KOHTPOJIMPYEMOH 30HBI
3HI4 HckimoueHne BO3MOXHOCTH HECAHKIIMOHHPOBAHHOTO YTEHUS
) MH(OPMAIIH Ha MAIIMHHBIX HOCUTEIAX HHGOpManuy
3HILS KoHTpos HcTomb30Banus uHTEpdeiicoB BBOIA (BHBOA)
) nHGOpPMallMU Ha MAIIHHHbIE HOCHTENIH HHpOpMany
3HIL6 KonTposas BBoja (BhIBOJA) HHGOPMAIMHA Ha MAIIWHHBIC

HOCHTEJIH HHGOpMaLHH




3HW.7 KOHTpob NOAK/IIOYeH s MAITMEHBIX HoCUTeneH nagopmManuu | +

VHuuToXKeHHE (CTHpaHue) HHGOpPMaHy Ha MAIIMHHBIX

3HU.8 +
HOCHTEJIX HHYOpMAaIHH
V. Ayaut 6e3onacHocTH (AY]I)
AY].0 Pa3paboTka IOMHTHKY ayJuTa 0€30MaCHOCTH
AV].1 VuBeHTapu3aius HHPOPMALIMOHHBIX PECYPCOB
AY].2 AHajinu3 yA3BHMOCTEH H HX YCTpaHEHHE
AVIL3 TeHepUpOBaHUE BPEMEHHBIX METOK M (HJIM) CHHXPOHH3AIK +
" CHCTEMHOTO BPEMEHH
AV]4 Perucrpanus cobsrTrii 6€30MaCHOCTH +
AV].S5 KOHTpOIIb ¥ aHATH3 CETEeBOro Tpaduka
AVY].6 3ammra uH(popMAIHK 0 COOBITHAX 6€30I1aCHOCTH
AV].7 MoHuTOpHHT 6€30MaCHOCTH
AVILS PearmpoBanue Ha cOOH HPH PETHCTPalUK COOLITHIH +
6e30macHOCTH
AY.9 AHanu3 neicTBH MoJIb30BaTeNnc
AY]I.10 IIpoBeneHne BHYTPEHHUX ayIUTOB +
AV].11 [IpoBeneHne BHELIHUX ayIHTOB
V1. AarusupycHas 3amuTa (AB3)
AB3.0 PaspaboTka HOJIMTHKH aHTHBHPYCHOM 3aIUTHI
AB3.1 Peanu3anus aHTUBHPYCHOH 3aIlUTHI
AB3.2 AHTHBHpPYCHAS 3aIUTa MEKTPOHHON MOYTH H HHBIX CEPBHCOB
AB33 KoHTpOIb HCTIONB30BaHU apXHUBHBIX, HCIIOIHSEMBIX
' H 3anm@poBaHHBIX (aiioB
AB3.4 O6HoBIeHHe 6a3bl JAHHBIX PU3HAKOB BPEJIOHOCHBIX +
) KOMIIBIOTEPHBIX IIPOTPaMM (BHPYCOB)
AB3.5 Hcnoss30BaHue CPeCTB aHTUBAPYCHOM 3aLIMTHI Pa3IUTHBIX
' TIPOM3BOJHTENEH
VIL. ITpenoTBpaienye BTopkeHui (KoMIbIOTepHEIX aTak) (COB)
COB.O Pa3paGoTKa NOJUTHKH IPeAOTBPAIeHHs BTOPXKEHH#
) (KOMIIBIOTEPHBIX aTaK)
COB.1 OGHapyXeHHe H IPEJOTBPAIlCHHE KOMIBIOTEPHBIX aTak
COB.2 O6HoBNIEHHE 6a3bl PEIIAOIIHX IIPABHIT




VIII. O6ecnieuenue nenoctaoct (OLLI)

OLJL.O Pa3paGoTka IOJMTHKH 00ecIeyeH sl LIETOCTHOCTH
OLJIL.1 KOHTpPOJIb HETOCTHOCTH IPOrPaMMHOT0 00ECTICICHHUS
OIJL.2 KoHTpoNb LeNoCTHOCTH MH(OPMAIUH
OIUL3 OrpaHuyeHus 1o BBoAY HHGOpMauK B HHGOPMALMOHHYIO
' (aBTOMATH3UPOBAHHYIO) CUCTEMY
OLUL4 KoHTposs TaHHBIX, BROAUMBIX B HHOOPMALHOHHYIO
] (aBTOMATH3HPOBAHHYIO) CHCTEMY
KonTpos ommu6ouHbIX JeHCTBHI NOIB30BATENCH
OLJL5 110 BBOJY H (HJIH) epenade NHGOpMaLuu
H IIpeAyTIpexIcHIe NOMb30BaTeNeH 06 OIMMOOUHEIX AEHCTBHIX
OLJIL.6 O6e3nuuuBanue ¥ (WiK) AeuaeHTHGUKAOAS HHPOpMallHy
IX. O6ecneuenne nocrynuoctd (OT)
OAT.0 Pa3paboTka HOMMTHKH 00€CIIEUEHHS JOCTYITHOCTH
OAT.1 Hcnonp30oBaHue 0TKa30yCTOMUUBBIX TEXHHYECKUX CPEACTB
OHT.2 Pe3epBupOBaHHE CPEACTB ¥ CHCTEM
ONIT.3 KouTpons 6e30TKa3HOTO QYHKIIHOHHPOBAHMS CPE/ICTB
) H CHCTEM
OoAT 4 Pe3epBHOE KonmupoBaHue HHGOpMALUH
OHT.5 O6ecrneueHRE BOIMOXKHOCTH BOCCTaHOBJIEHUS HHGOPMALIHH
ONIT.6 Ob6ecneyenne BO3MOXKHOCTH BOCCTAHOBJICHHS IIPOIPaMMHOTO
) obecriedeHHs MIPH HEIITATHBIX CUTYaLHsAX
OJIT.7 Knacrepusanus HHGOPMANHOHHO#H (aBTOMAaTU3MPOBAHHOM)
) CHCTEMBI
OJIT.8 KOHTpOB MpeI0CTaBIseMBIX BEIYHCIUTENBHBIX PECYPCOB
] H KaHAJIOB CBS3H
X. 3ammura Texuudeckux cpeacts u cucteM (3TC)
3TC.0 Pa3paboTKa IHOJIMTHKH 3aIIUTH TEXHHYECKHX CPEACTB
) U CHCTEM
3TC.1 3amura HHGOPMALHY OT YTEUKH 110 TEXHHIECKMM KaHalaM
3TC.2 Opraam3anys KOHTPOJIMPYEMOM 30HBI
3TC.3 VYupasnenue GpU3HIECKHM JOCTYIIOM
3TC.4 Pasmemenue ycTpoicTB BeIBOAA (0TOOpaXkeHNs) MHGOPMALIHH,
) HCKJIIOYAIONIee €€ HeCAHKIIMOHUPOBAaHHBIA IIPOCMOTP
3TC.5 3ammTa OT BHEIIHUX BO3ACHCTBHI
3TC.6 MapkupoBaHUe anapaTHEIX KOMIIOHEHTOB CHCTEMBI

OTHOCHUTEILHO pa3peIleHHON K 00paboTKe HHPOpMALlHK




XI. 3amuTa HHPOPMAITHOHHOH (ABTOMATH3UPOBAHHOM) CHCTeMBI B ee KomnonenToB (3UC)

3UC.0 Pa3paboTKa MOJIMTHKHA 3alUTH HHYOPMAIHOHHOK + 4+ +
) (aBTOMAaTH3APOBAHHOH) CUCTEMBI M €€ KOMIIOHCHTOB
Pasnenenue QyHKIMIA 0 YIpaBlIeHHIO (aIMHHUCTPHPOBAHHIO)
3UC.1 UH(OPMAINHOHHOMN (aBTOMaTH3HPOBAHHO) CHCTEMOH € MHBIMH |  + + +
GyHKIAIMHA
3anuTa nepuMerpa HHGOPMAMOHHOH (aBTOMaTH3MPOBaHHOM
3UC.2 a pumeTpa HHpOPMALL ( p )|, N N
CHCTEMBI
3UC.3 Se0HMPOBaHHAA 3aIINTa HHPOPMAIIMOHHOM + + +
) (aBTOMaTH3UPOBAaHHO#) CHCTEMBI
3UC.4 CerMeHTHpOBaHYE HHPOPMAIMOHHO#M (aBTOMATH3HPOBAHHOMN) + +
) CHCTEMBI
3UC.5 OpraHu3anys JeMATATAPU30BAHHOMN 30HbBI + + +
3UC.6 VrpaBJeHHE CETEBBIMH IIOTOKaMHK
3UC.7 Hcrnone30Banne dMyaaTopa cpeabl GyHKIIMOHMPOBAHHS
) NPOrPaMMHOT0 00ecIiedeHus (KIIECOUHHMIIAN)
3C.8 CoKphITHE apXUTEKTYPHI # KOHGHUrypauun HaGOPMAIHOHHOM + + +
) (aBTOMaTH3APOBAHHOM) CHCTEMBI
3UC.9 Cospnaune rereporeHHoH cpeasl
HWcnonp3oBanue MporpaMMHOro o0ecieYeH s,
3UC.10 (YHKIHOHHMPYIOMETO B CPEAax PasiMYHbIX ONEPAHOHHbBIX
CHCTEM
TpenorBpamieHne 3aIepXKKH WA MPEPLIBAHAS BEITIOJHEHUA
3UC.11 IIPOLIECCOB C BHICOKHM IPHOPHTETOM
CO CTOPOHBI IPOIIECCOB C HU3KUM IIPHOPUTETOM
3UC.12 M3onauus npoiieccos (BHIOJIHEHHE OPOrPaMM)
) B BBIICIICHHOM 00JIaCTH TaMATH
3UC.13 3ammTa HeH3MEHAEMbIX JTaHHBIX + +
31C.14 Hcnonp3oBanye HENEpe3amACHBAEMBIX MAIIHHHBIX HOCHTEICH
) uHpOpMaIHH
Peanu3anus 3J€KTPOHHOTO MOYTOBOro 0OMEHa
3UC.15 C BHEITHUMH CETAMH 4€pe3 OrPaHUUYCHHOE KOTHYCCTBO
KOHTPOJMPYEMBIX TOUEK
3UC.16 3amuTa OT crama + +
3UC.17 3amura HHGOPMALHA OT YTEYEK
3UC.18 BrioxupoBKa AOCTyNa K caifTaM HJIH THIIaM CaiToB,
) 3aNpeleHHBIX K HCIOb30BAHMIO
3UC.19 3amuTa HHGOpMAINHK IpH €€ Iepeiaye Mo KaHajlaM CBA3H + + +
3UC.20 OOGecreueHre JIOBEPEHHBIX KaHalla, MapIipyra + + +
3amnper HECAaHKIMOHHPOBAHHOM YAAICHHON aKTHBAUN
31C.21 P P oy an + |+ |
neprdepuAHbIX YCTPOHCTB




Vupasnenue arpuGyTaMu 6e30IacHOCTH IIPH B3aUMOJICHCTBHA

31C.22 C HHBIMH HH()OPMALHOHHEIME (AaBTOMAaTH3HPOBAHHBIMM)
CHCTEMaMH
3UC.23 KOHTpOJIb HCTIOJIE30BaHHs MOOHIIBHOTO KO +
31C.24 Kontpois nepenaun peueBoit HHGOpMAaIHu
3UC.25 KoHTpoJIb Mepeauy BUAeONHGOPMALIMH
3UC.26 TMoaTBep XX aeHAE POUCXOXKICHHS HCTOUHHKA HHPOpMALIHU
3UC.27 O6ecrieueHue MOITHHHOCTH CETEBBIX COSIHHEHHM + +
Hckxmouenn MO TH O Hs OTIpaA
3UC.28 K/IFOUEHHE BO3MOXHOCTH OTPHUIIAHHS OTIIPABKH + 4
HHpOPMAIIH
HckimoueHre BOSMOXHOCTH OTPUIAHUS TIO HHS
31C.29 ¢ © BO3MO OTpHiL yHe + |+
uH(pOpMaIH
31C.30 Hcnonp3oBanue yCTpOHCTB TEPMUHAIBHOTO JOCTyIa
31C.31 3amuTa OT CKPHITEIX KaHAJIOB Nepefayy HHGopMalUK +
3UC.32 3amura 6eCpOBOIHBIX COCTMHEHUH + + +
3UC.33 Hckmouenne JOCTyIa Yepe3 ob1Iie pecypChl +
3amuTa OT yrpo3 0TKa3a B 00CHyXHBaHHH
3UC.34 + + +
(DOS, DDOS-atak)
3UC.35 YnpasieHue ceTeBbIMA COSTUHCHUAMH + +
31IC.36 Co3nanue (3MYJIAIHSA) JIOKHBIX KOMIIOHEHTOB
) HH(OPMAIMOHHBIX (aBTOMATH3HPOBAHHBIX) CHCTEM
3UC.37 Tlepeson HHPOPMANHOHHOM (ABTOMAaTH3HPOBAHHO#H) CHCTEMBI
) B 0e30MmacHOe COCTOSIHHE NIPH BOSHMKHOBEHHH OTKa30B (C60€B)
M bHb
31C.38 3amuTa nHGOpMAIMY IPH HCTIONB30BaHHH OOMIIBHBIX + + N
YCTpOHCTB
Vipasnenue nepeMeIeHneM BUPTYaIbHbIX MalIHH
31C.39 PABJIGHHE [EPEMEIICHICEM BHPTY + |+ |+
(koHTeliHepoB) ¥ 0OpabaTHIBAEMBIX Ha HUX JAHHBIX
XII. Pearupopadue Ha KoMnbioTepHbIe HAIMACHTH (VIHLI)
Pa3paboTka DOMMTHKH pearupoBaHHs
VIHIL0 PADOTKA MOMTHKH peartp oo+ |
Ha KOMIIBIOTEPHBIE HHIIMACHTHI
MHII.1 BrisBrieHHE KOMIIBIOTEPHBIX HHIMACHTOB + + +
WHIL.2 NudbopmupoBanie 0 KOMIBIOTCPHBIX HHIUICHTAX + + +
WHIL.3 AHaJIi3 KOMITBIOTEPHBIX HHIUICHTOB + + +
VHI.4 VcrpaHeHre NOCHECTBHI KOMIILIOTEPHBIX HHIIHACHTOB + + +
HHATHE MEP IO IPEIOTBPAIIECHHIO NOBTOPHOTO
VHILS ITpunsTre Mep 110 IPEAOTBpAIL p + | o+ | 4+
BO3HMKHOBEHMSI KOMIIBIOTEPHBIX HHIIMAECHTOB
XpaneHHe ¥ 3amuTa HHQOPMAIHU 0 KOMIIBIOTEPHBIX
VIHIL6 p thopmait p +

MHIOAACHTAX
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XIII. Ynpasnenne koupurypanueit (YK®)

VK®.0 Pa3paGoTka IOJMTHKH yNpaBieHnsd KoHpurypanuei +
' AH(OPMAIOHHOM (aBTOMaTH3APOBAHHOM) CHCTEMBI

YKo.1 Unentudukanys 00bEKTOB yIIpaBIeHHs KOHQHTypauei

YK®.2 VYnpasneHne H3MECHEHUSIMH +

VK®.3 VcraHoBKa (MHCTALIANNSA) TOJIBKO Pa3pellEHHOIO +
) K HCIOJIB30BAHHIO [IPOrPaMMHOT0 00€CTIeUeHHS

YK® 4 KoHTpos Ae#cTBHIT N0 BHECEHHIO H3MEHEHHM

XIV. Yrpasnenue o6HOBIeHHsMH iporpamMmeoro obecnedenus (OI10)

OI10.0 Pa3pa6oTKa HOJHMTHKY YIpaBIeHHS OOHOBICHHAMH +
) IpOrpaMMHOro obecnedcHus

OM0.1 ITowuck, noTydeHre OOHOBIEHHI IPOrpaMMHOTO 00eCTIEUCHHUS +
] OT IOBEPEHHOI0 HCTOYHHKA

01102 KOHTpOJIb 1IEI0OCTHOCTH OOHOBIICHHUH IIPOrPaMMHOTO +
' obecrieueHUs

0OI10.3 TecTupoBaHue 0GHOBIEHHI TPOrpaMMHOT0 00eCTIEdeHHUA +

OI10.4 VcraHoBKa 0OHOBJICHHM IPOrPaMMHOTO 00eCIIEdEHHS +

XV. InanupoBanue MeponpusTHii no obectedennio 6esonacnoctr (ILUIH)

TUTHLO Pa3pa6oTKa MOMMTUKY IUIAHUPOBAHHS MEPOIPHSTHIA +
) 10 00eCIEYEHHIO 3aIUTH HHpopManyu

TIJIHL1 Pa3paboTka, yIBEpXKICHHE U aKTyanu3alus raHa +
' MEPOIPHATHI MO 06SCIeYeHHIO 3aMUTh HHGOpMAaIuH

DTLL2 KOHTpOJIb BEIOIHEHNS MEPOIIPHATHIA 110 06ECIEYECHHUIO +
' 3amuTH HHGOpMaLuH

XVI. Obecrieuenne aeiicTsuii B HermTaTHex caryanusax (JIHC)
JTHC.0 Pa3pa6oTka MOJUTHKY 00eceYeHHs ICHCTBHIA +

B HCIITATHBIX CUTYaAUAX

JIHC.1 PaspaGoTka miaHa JelCTBHI B HEIITATHRIX CUTyaIUsIX +

HC.2 OGyueHue H 0TpabOTKa JEHCTBUI MEpCOHAIA
) B HEINTATHBIX CHTyalUsIX

Co3manue anbTepHaTHBHBIX MECT XPaHEHHUS
JHC.3 ¥ 00paboTky HHbOpMaNKH Ha CJTy4ail BOSHHKHOBEHUA
HEINTATHBIX CUTyalluH
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Pe3epBupoBanre IporpaMMHOr0 00€CTICdeH s, TEXHHIECKHX
JHC .4 CPEICTB, KAHAJIOB CBS3H Ha CIIydail BOSHUKHOBCHHS + +
HEIITATHBIX CUTyalui

ObGecneueHue BO3MOXHOCTH BOCCTAHOBJICHHS
JHC.5 HHPOPMAIHOHHO#M (aBTOMaTH3UPOBAHHON) CHCTEMBI + + +
B ClTy4Yae BO3HHKHOBECHUS HEIITATHLIX CHTyallUi

AHann3 BO3HHKIINX HELITATHBIX chyanHﬁ H IIDHHATHE MCD

OHC.6 + + +
10 HEJOMYIIEHUIO HX MIOBTOPHOTO BOSHAKHOBEHHMS
XVII. Undopmuposanue u 06ydenue nepconana (UI10)
Pa3paboTKa noJMTHKH HHPOPMHUPOBAHUS B 00yUCHHS
WI10.0 p bopmup y4 N
nepcoHana
VTIO.1 HudopmupoBanue nepcoHana 06 yrpo3ax 6€30macHOCTH + + +
) nrdopMaIuH 1 0 mpauiIax GezonacHo paboTh
HI10.2 OGyueHue nepcoHasa npapuiIaM 6e30nacHoi paboThI + + +
W03 [IpoBeieHre IPAKTUIECKUX 3aHATHH C IEPCOHAIOM + +
| 1o npasuiiaM 6e3onacHo# paboTHl
VIO 4 KoHTpois 0cBeOMIIEHHOCTH NEepcoHaia 06 yrposax + + +
) 6e30macHOCTH HHGOPMAIIMH H 0 TipaBuiIax Ge3omacHo# paboThl

«+» — Mepa 3amuThl UH(OpMAIMK BKIIOYeHa B 6a30BbIi Habop Mep A
COOTBETCTBYIOLIETO Kjacca 3allMIIEHHOCTH aBTOMATH3UPOBAHHOHM CHCTEMBI
yTpaBJIE€HUS.

Meps! 3amUTH HHGOPMAITUH, He 0003HAYEHHBIE 3HAKOM «+», IPIMEHAIOTCA
IpY ajaNTaluM U JONONHEeHHH 6a30BOro Habopa Mep, a Takxke NPH paspaboTke
KOMIEHCHPYIOIMX Mep 3aluThl HHGOpMauy B aBTOMATHU3UPOBAHHOW CHCTEME
yIIpaBJIeHHsI COOTBETCTBYIOIIETO KIAcca 3allUIIEHHOCTH.».

2.B mnpunoxennn K TpeGoBanusM 10 obecnedyeHHIO 0€30MaCHOCTH
3HaUMMBIX OOBEKTOB KPHUTHYECKOM WH(GOpMAMOHHOX  HMHOPacTPyKTyphl
Poccuiickoii Defepanyy, yTBepKIeHHBIM mpukazoM @enepanbHOH CITyXObI
0 TEXHHIECKOMY M DKCHOPTHOMY KOHTpoio oT 25 nekabps 2017 r. Ne 239,
CTPOKY ceqpMyIo pasnena X VI H3noxuTh B ClielyIomen peJiakiuu:

AHaJII/I3 BO3HUKIIHX HEIONTATHBIX CH aIII/Iﬁ U IIPUHATHE MC
« | mHC.6 Ty P P lil+|+]».
IO HCAOMYIICHUTIO HX MMOBTOPHOTI" 0 BOSHHKHOBCHHUA




