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O BHecennu nsmenenni B [Momoxenne banka Pocenu
ot 9 nrons 2012 roga Ne 382-I1 «O TpeGoBanusnx
K o0ecne4eHnI0 3alIUThI HHOPMALHH MPH OCYIIECTBJIEHNH
NepeBoAoB JeHEKHBIX CPEACTB H O NOpsiAKe OCYIeCTBIEHHUS
banxom Poccun koHTpOJIs 32 cobuiioieHnem TpedoBaHuii
K o0ecrneqyeHHI0 3alNThI HH(POPMALHH NPH OCYLIECTBIEHHH

NepeBoAoB JeHEKHBIX CpeaAcTB»

1. Ha ocrnoBanumu uwactu 3 craten 27 ®enepansuoro 3akoHa ot 27 HIOHS
2011 roma Ne 161-03 «O mnammonansHOW marexxHol cucteme» (Cobpanue
3akoHozarenscTBa Poceniickoit @enepauun, 2011, Ne 27, cr. 3872; 2012, No 53,
cT. 7592; 2013, Ne 27, ct. 3477; Ne 30, ct. 4084; Ne 52, ct. 6968; 2014, No 19,
cT. 2315, cr. 2317; Ne 43, ct. 5803; 2015, Ne 1, ct. 8, cT. 14; 2016, Ne 27, ct1. 4221,
cT. 4223; 2017, Ne 15, ct. 2134; Ne 18, cr. 2665; Ne 30, cr. 4456) BHecTH B
Ionoxenne banka Poccuu ot 9 mrons 2012 roma Ne 382-T1 «O tpebGoBanusax k
obecrnedeHnIo 3aKTE HHOOPMALMK TIPU OCYLIECTBIEHUY [1EPEBOJOB JeHEKHEIX
CpeAcTB U 0 nopsiake ocyuiecTBieHus bankom Poccnu koHTpos 3a cobmroneHneM
TpeboBaHMi K ofecrmedyeHMIO 3alUTHI WHGOPMALMH I[IPH  OCYLIECTBICHUH

IIEPEBOJOB HCHEXKHBIX CPECACTB», 3apEerUCTPUPOBAHHOE MHHHCTCPCTBOM OCTHUIINH



Poccuiickoit ®@enepaunm 14 mrons 2012 roma Ne 24575, 1 wmons 2013 ropa
Ne 28930, 10 centsabps 2014 roga Ne 34017, cnenyroliiue H3MEeHEHHS.

1.1. B nynkre 2.2:

a03a1] 1IeCTHAIATHIN H3JI0KUTE B CIIEAYIOIIeH pelaKIuH:

«OrmepaTtop 1O HEPeBONy IEHEXHBIX CpPEICTB, OMNEPaTOp IUIATEXKHOM
CUCTEMBI, OIlepaTop YCIAYr IUIATeXHON MHOPACTPYKTyphl K HHIHAEHTAM,
CBA3aHHBIM C HapyHIEHMSIMH TpeOoBaHUI K 00eCIeYeHHIO 3allUThl HHOOPMAIHH
IIPA OCYILECTBICHUH NIEPEBOJOB JEHEXKHBIX CPEJICTB, HOJDKEH OTHOCUTH COOBITHS,
KOTOPBIE NPUBENIA WIM MOTYT IIPUBECTH K OCYIIIECTBIIEHHIO NTEPEBOIOB JIEHEKHBIX
cpencTtB 0e3 cornacus KIMEHTa, HEOKa3aHUIO YCIYT IO TEPEBOAY IEHEXHBIX
CpPeICTB, B TOM 4YHCIe BKIIOYEHHBIE B Iepe4YeHb THUIIOB HHIMIEHTOB,
COINIaCOBaHHBIM ¢  (enepanbHBIM  OpPraHOM  HCIOJNHHUTENBHOM  BIACTH,
YIIOJTHOMOYEHHEIM B oOnacTu obecriedeHuss 0e30MacHOCTH, U pa3MelaeMblii
banxom Poccuu Ha odpunmansHoM caiite banka Poccuu B cetu MHTepHeT (nanee —
IiepedYeHb TUIIOB UHIHUICHTOB).»;

ab3albl CeMHaqUaThId — AeBIATHAAUATEIA IPU3HATH YTPATUBIIMMHU CHILY.

1.2. TTyHkT 2.5 JOMONHUTS HOAYHKTOM 2.5.5' cnemylomero cogepkanus:

«2.5.5'. Oneparopy 0 IepeBofy IEHEXKHBIX CPEACTB, ONEpaTopy yCIyr
IUIAaTeXHOW MHOPACTPYKTYphl Ha CTaAMSIX CO3JAHUA U IKCIUTyaTalldu O0OBHEKTOB
UH(POpPMaALMOHHON HH(PPACTPYKTYPBI HEOOXOAUMO 00ECIIEUNTh!

UCIIONIb30BAHME [IJIs1 OCYLIECTBIEHHUS II€PEeBONOB [JI€HEXXHBIX CPEACTB
IIPUKJIAJHOTO IIPOrpaMMHOro obecreyeHuss aBTOMATH3MPOBAHHBIX CHCTEM H
NIPUIOXKEHUH, CepTU(QULUPOBAaHHBIX B cucTeMe cepTudukanun DenepansHoOm
CIy’)KOBl IO TEXHUYECKOMY UM OKCIIOPTHOMY KOHTPOJIO Ha COOTBETCTBHE
TpeOOBaHUAM 110 6e30MacCHOCTH MHGOpMAINH, BKIIOYas TpeOOBaHUS IO aHATIH3Y
YS3BUMOCTEH M KOHTPOJIIO OTCYTCTBUS HEJEKJIapUPOBAHHBIX BO3MOXHOCTEH, B
COOTBETCTBHUH C 3aKoHonaarenbCcTBOM Poccuiickoit @enepanuy WU B OTHOIIEHHH
KOTOPBIX IPOBEJEH aHAIHU3 YA3BUMOCTEH [0 TpeOOBaHUSM K OLEHOYHOMY yPOBHIO
nosepust He HKe 4eM OVY]] 4 B cOOTBETCTBUHU C TPeOOBaHUAMM HaLHOHAIBHOTO
crangapra  Poccmiickont ~ ®enepauuu  ['OCT P UICO/MOK 15408-3-2013

«Hanuonaneuei  cranpapt  Poccuiickoit  ®@epepaumu.  HHbopmanunonHas



TexHoJorus. MeTtozsl u cpenctsa obecriedeHus 6e3onacHocTU. KpUTepuu oLeHKH
6ezonacHocTy MH(OpMAMOHHEIX TexHojorui. Yacts 3. KoMmoHeHTHI moBepus
K 0e30racHOCTH», YTBEPXKAEGHHOro mpukazoM @DerepanbHOr0 areHTCTBa II0
TeXHUYECKOMY pPeryJlMpOBaHUIO U METPOJIOTUH oT 8 HosOps 2013 roma Ne 1340-ct
«O6 yTBepxaeHUU HarpoHamsHOro cranaapta» (M., ®I'YI1 «Cranmaptusapopmy,
2014) (nanee — I'OCT P UCO/MDBK 15408-3-2013);

©XEeroJHoe TECTUPOBaHHE Ha NPOHUKHOBEHHWE U aHaU3 YA3BUMOCTeM
nH(OpMaLMOHHOK 6e30macHOCTH 00BEKTOB HH(DOPMAIMOHHON HHPPACTPYKTYPHIL.

JUis mpoBefeHUs aHanu3a YS3BUMOCTEH B TMPHUKIAJHOM MPOrPaMMHOM
obecrieueHNH aBTOMAaTH3UPOBAaHHBIX CHCTEM U TMPIJIOKEHUH orepaTopy IIo
IIEPEBOY IEHEXHBIX CpPEeACTB, ONepaTopy YCIyr IUIATeXKHON HHQPACTPYKTYPHI
CliefyeT MPUBICKATh OPraHU3allMIO, WMEIOIIYI0 JHLEH3MI0 Ha OCYIIECTBIEHHE
NESTeIbHOCTH 1O TEXHUYECKOH 3almTe KOH(UIeHUHaNbHOM HH(OpMamuu Ha
IIpoBeJeHUE paboT U yCIyr, MPeayCMOTPEHHBIX TMOAMYHKTAMHU «0%», «I» MIH «e»
nyHkTa 4 TTono)xeHus o NMUIEH3UPOBaHUH EATEIBHOCTH 110 TEXHUYECKOHN 3aIuTe
KOH(UICHIIHATHHON uHboOpMaLHH, YTBEP>KIEHHOTO IIOCTaHOBIICHUEM
IlpaButensctBa Poccuiickoit @enepanun ot 3 deBpans 2012 roma Ne 79
«O JIHLIEeH3UPOBAHUHU JIEATEIBHOCTH 0 TEXHUYECKOU 3alUTe KOHPUASHIIUATBHOM
uHpopmanum» (CoOGpaHue 3akoHOmarenscTBa Poccuiickoit ®epepanuu, 2012,
Ne 7, cr. 863; 2016, Ne 26, cr. 4049) (nanee — mocrtaHoBnenue IlpaBuTenncTBa
Poccuiickoit ®enepanuu Ne 79).

Ilpn monepHu3aiuu 0OBEKTOB HHPOPMAIMOHHON HHQPPACTPYKTYphI 10
pEeLIeHHUIO ollepartopa I0 IIEpeBOAY [EHEXHBIX CpEICTB, oOmeparopa YCIyr
IUIATe)XKHOU MHQPACTPYKTYPHl POBOAUTCS aHAIU3 YSI3BUMOCTEH TOIBKO OOBEKTOB
nHGOpMaLlMOHHOH UHPPaCTPYKTYPBI, TOABEPTHYTHIX MOAEPHU3ALIHH. Y.

1.3. IloamyHkT 2.8.3 nyHKTa 2.8 U3J0XKHUTH B CIAEAYIOIIEH peIaKIiu:

«2.8.3. Omnepatop IO IepeBOJy MOEHEXHBIX CpPEICTB Ha OCHOBaHHUM
3asBJIEHUS KIUEHTa, IIepellaHHOro CrocoOoM, OImpeJesIeHHBIM JIOTOBOPOM
oreparopa II0 NEePeBOLY ACHEXHBIX CPEACTB C KIMEHTOM, HODKEH YCTaHOBHUTH

OrpaHUYCHHs II0 IIapaMeTpam Qnepaunﬁ, KOTOpPBIE MOI'YT OCYIUECTBIATHCA



KJIMEHTOM C HCIIOJIb30BaHUEeM CHCTeMBbl VHTepHeT-0aHKHHIa, B TOM YHUCIE
yka3zaHHbIe B moamyHkre 2.10.7 nmyHkra 2.10 Hactosimero ITonoxeHus.».

1.4. AG3au mepBeiil noanyskra 2.9.1 nyskra 2.9 U3JM0XKUTh B ClenyroLie
penaKiuu:

«2.9.1. Obecneyenue 3amuthl uHGopMmanuu ¢ nomompio  CK3U
OCYILIECTBIsIETCS B COOTBeTCTBHMU ¢ DejepalbHBIM 3aKOHOM OT 6 ampens
2011 roga Ne 63-®3 «O6 snextporHoit moanucu» (CobOpaHre 3aKOHOIATENbCTBA
Poccuiickoit ®eneparuu, 2011, Ne 15, cr. 2036; Ne 27, cr. 3880; 2012, Ne 29,
cT. 3988; 2013, Ne 14, cr. 1668; Ne 27, ct. 3463, ct1. 3477; 2014, Ne 11, cT. 1098;
Ne 26, ct. 3390; 2016, Ne 1, ct. 65; Ne 26, ct. 3889), ITonoxxenuem o pazpaboTke,
MIPOU3BOJCTRE, peanu3anuu u 3KCIUTYaTalHH G poBaNbHBIX
(xpuntorpaduueckux) cpeacts 3amuTel uHGopmauuu ([Tonoxenune ITK3-2005),
YTBEPXKAEHHBIM mpukazoMm @DenepanbHoil cny)0bl Oe3zomacHocTH Poccuiickoit
Qenepartun ot 9 despanis 2005 roga Ne 66, 3aperucTpupOBaHHBIM
MunucrepcrBoM roctuiuu Poccutickoit @enepanuu 3 maprta 2005 roga Ne 6382,
25 masg 2010 roga Ne 17350 (manee — ITonoxenne ITK3-2005), u TexHH4ecKoi
noxkymeHtauneit Ha CK31.

ObGecrieyeHue 3alUTHl [EPCOHANBHBIX JaHHBIX ¢ mnomouipro CK3U
OCYILIeCTBIsIETCSI B COOTBETCTBUM ¢ npukazoM DepepanbHol  CIIy)KOBI
6eszonmacHoctd Poccuiickoit @epepanuu ot 10 urons 2014 roga Ne 378 «O6
yTBepxkaeHuu CocTaBa U collepKaHUsl OpPraHU3alUOHHBIX U TEXHUYECKUX Mep IO
obecrieyeHUIo 0e30IMacHOCTH NEPCOHAIBHBIX JTaHHBIX
npu ux oOpaboTke B MHGOOPMALMOHHBIX CHCTEMaxX IEPCOHAIBHBIX MAHHBIX C
UCIIOJIb30BaHHEM  CpelCTB  Kpunrorpaduyeckoid  3amuTel  UH(OpMAIUH,
HeOOXOIMMBIX JJIsl BBITIOJTHEHUSI yCTaHOBIEHHBIX [IpaBuTensctBoMm Poccuiickoi
denepauun TpeOGOBaHUN K 3alllUTE IEPCOHAIBHBIX [JAaHHBIX [ KaXXIOTrO W3
YpPOBHEH 3alUIIEHHOCTH», 3aperUCTPUpPOBaHHBIM MUHHCTEPCTBOM FOCTULIUU
Poccuiickoit @enepanuu 18 aBrycra 2014 roga Ne 33620.».

1.5. llysxkr 2.10 pmomonuuth mnopmyHkTamu 2.10.5-2.10.7 cnenyromero

COICpXKaHUA:



«2.10.5.Tlpn  ocyllecTBIIEHUH TEPEBOJOB  JEHEXHBIX CpPEJCTB C
UCTIONIb30BaHueM ceTd VIHTepHeT W pa3MelleHHH NpPOorpaMMHOI0 obecreveHus,
UCIIOJIB3YeMOI'0 KIHMEHTOM IPHU OCYILIECTBICHHUH IEePEeBOJIOB JEHEXXHEIX CPEJICTB,
Ha CpeICTBaX BBIUMCIIUTENBHON TEXHUKH, I KOTOPHIX ONEpPaToOpoOM IIO IIePeBOLY
IEHEXKHBIX CPEeACTB He 00ecreduBaeTCs HEMOCPEACTBEHHBIM KOHTPOJB 3aIUTHI
uHbOpMaMK OT BO3JEHCTBHUS BPEeIOHOCHOTO KOJa, OIepaTopy IO IMepeBOIY
JE€HEXHBIX CPEICTB HEOOXOAUMO O00ECIEUUTh peaTn3alfio TEXHOJOTHISCKHUX Mep
II0  HCHONB30BAaHUIO  pPa3AeNbHBIX  HMHYOPMALMOHHO-KOMMYHHKAIIHOHHBIX
TEXHOJIOTMH JUIsi TOATOTOBKM  JJIGKTPOHHBIX  COOOIIEHUH, COAepIKaIlux
pacnopspKeHHUsT KIIMeHTa Ha MepeBoJl AeHEeXXHBIX CPECTB, U Iepeladu KIIMeHTaMu
TIOATBEPXKACHUN 00 HCIIONHEHUHU PacIOpsDKEHUN Ha TMepeBOM JICHEKHBIX CPEICTB
(nanmee — TEXHOJOTHYECKHUE MEPHI M0 MCIIOIH30BAaHUIO Pa3felbHBIX TEeXHOJOTHI) U
(unn) peanu3oBaTh ONPaHWYEHMS IO MapaMeTpaM OIepalyii M0 OCYIIECTBICHHIO
[IEPEBOJIOB JIGHEXHBIX CpElNCTB, OIpejAesieMble JOTOBOPOM orepaTropa IIo
IIEpEBONY ACHEXKHBIX CPEACTB C KIUEHTOM, a TaKXe O0ECMeYUTh BO3MOXXHOCTH
YCTAHOBJICHUS YKa3aHHBIX OTPaHUYEHHH 110 HHULMATHBE KIIMCHTA.

2.10.6. Peanuzyemble omepaTopoM II0 TIEpeBOAY JCHEXKHBIX CpEICTB
TEXHOJIOTUYECKUE MEpHl IO HCIOJB30BAaHHUIO DPa3/IeNbHBIX TEXHOJOTHH TOJDKHBI
obecreyuBaTh:

UJICHTU(DUKAIUIO U ayTeHTU(PUKALMIO KTUEHTA IPU MTOATOTOBKE KIIMEHTOM U
IpY TOATBEP)KICHUM KIMEHTOM DJJEKTPOHHBIX COOOIIEHWH B COOTBETCTBHUHU C
TpeboBaHUIMHU 3aKoHOAaTeNnbcTBa Poccuiickoit @enepanumy,

BO3MOXXHOCTB UCIIOJIB30BaHUS KJIMEHTOM HE3aBHCHUMEBIX MPOrPaMMHBIX Cpel
JUISl IOATOTOBKY M IIOATBEPXKACHUS 3NIEKTPOHHBIX COOOILIEHHUIA;

BO3MOXXHOCTh KOHTPOJIA KJIMEHTOM PEKBU3UTOB PacCIOpsHKEHUH O IepeBoie
JEHEXHBIX CpeACTB IIpU IIOATOTOBKE JJNEKTPOHHBIX cooOuieHuit (makera
AIIEKTPOHHBIX COOOIEHUH) U UX MOATBEP)KICHUH;

ayTeHTU(UKALMIO  BXOOHBIX  OJEKTPOHHBIX  cooluieHu#t  (makera
9JIEKTPOHHBIX COOOIIEHUI) IIyTeM HCIIOJIb30BaHUSI W CpaBHEHHUS (CBEpKH)
ayTeHTHU(UKALUOHHBIX JIaHHBIX, COPMHUPOBAHHBIX Ha OCHOBe HH(MOpMAIMU O

PEKBU3UTAX pacnop;mceHnﬁ 0 IIEPEBOAE MOCHEXKHBIX CPEACTB IIpU MNOATrOTOBKE



KJIIMEHTOM DJJIEKTPOHHBIX COOOIIeHUH (TaKeTa OJJIEKTPOHHBIX COOOIIEHMI) H
MOATBEPXKICHUM KIIMEHTOM 3JIEKTPOHHBIX COOOIEHMIA;

YAOCTOBEPEHUE OIEPATOPOM IO IEPEBOAY [AEHEXHBIX CpPEICTB B IpaBe
KIIMEHTa  pacIopsDKaTbCs  [JEHEe)XKHBIMH  CpeACTBaMH TOJNBKO B  ClIydYae
IIOJIOXKUTENBHBIX  pe3yNbTaTOB  ayTeHTU(UKAMA  BXOOHBIX  3JEKTPOHHBIX
cooO1eHnii (TTaKeTa 3JeKTPOHHBIX COOOIIEHHMIA).

B 3aBucHMOCTH OT mapaMeTpOB M CTaTUCTHKH BBINOJHSIEMBIX OIEpPALlMiA,
CBA3aHHBIX C OCYILECTBICHUEM IE€PEBONOB HEHEXHBIX CPEACTB, KOJHYECTBA H
XapaKkTepa BBIABICHHBIX WHIMICHTOB, CBSI3aHHBIX C HapylleHHeM TpeOOBaHMM K
obecreyeHuIo 3alUThl HHPOPMAIIHU TIPU OCYLIECTBIEHHH TIEPEBOIOB JEHEKHBIX
CPENICTB, pealM3yeMble TEXHOJIOTUYECKUE MEpPHI 110 HCIIOIB30BAHMIO Pa3/iebHbBIX
TE€XHOJIOIUIl MOTYT JIOTIOJIHUTEIHHO 00ECIICUNBAaTh:

BO3MOXXHOCTb  BBIIIOJIHEHUS [OATBEPXKJICHHUS KIMEHTOM BJIEKTPOHHBIX
COOOIIEHNH BHE OMNEpallMOHHONW CHCTEMBI, HCIONb3yeEMOM [UIS IOATOTOBKH
SIIEKTPOHHBIX COODIICHMUIA;

YCTAHOBJIICHHE BpPEMEHHBIX OrpPaHHYCHHI Ha BBINOJHEHUE KIMEHTOM
IIOATBEPKIEHHUSI SNIEKTPOHHBIX COOOIIEHHUH. |

2.10.7.1lpu peanuzanue OrpaHUYeHHH IO TapaMeTpaM OIepaluil 1o
OCYUIECTBIIEHHUIO IIEPEBOOB IEHEXKHBIX CPEJICTB MOTYT MPUMEHSTHCS CleAyIOIIHe
OTpaHUYECHUS:

Ha MaKCHMAaJIbHYIO CYMMYy II€PEBOJa ACHEXKHBIX CPEJICTB 32 OJHY ONEPALIUIO
U (UJIM) 3a OTIpe/leIeHHBIN TIEPHOJ] BpEMEHH;

Ha IIepe4eHb BO3MOXKHBIX MOJIydaTeniel JeHe)KHbBIX CPeJICTB;

Ha BPEMEHHOM IEepHOJ, B KOTOPBIA MOTYT OBITH COBEPIICHBI IEePEeBOMIbI
JIEHEXHBIX CPEIICTB;

Ha reorpaHuyeckoe MECTOIOJNIOKEHHE YCTPOMCTB, C HCIOJIb30BAHHEM
KOTOPBIX MOXET OCYIIECTBIATHCS MMOATOTOBKA U (WJIM) MOATBEPKACHHE KIHEHTOM
3JIEKTPOHHBIX COOOIICHHMIA;

Ha IepedYeHb UAECHTH(PHUKATOPOB YCTPOWCTB, C HCIIONB30BAHHEM KOTOPBIX
MOXXET OCYLIECTBIATHCS TOATOTOBKAa Y (WIM) TMOATBEPXACHHE KIHEHTOM

3JIEKTPOHHBIX COOOIIEHMIA;



Ha IIepeYeHb IPeOCTaBISIeMbIX YCIIYT, CBS3aHHBIX C OCYIIECTBIECHHEM
IIEPEBOJIOB ICHEIKHBIX CPEACTB.

Omneparop o mnepeBOAy HEHEXHBIX CPEACTB MOXET INPUMEHHUTH HHBIE
OrpaHMYEHUs TII0 T[apaMeTpaM ollepallii [0 OCYIIECTBICHHIO IIEPEBOIOB
JIEHEXKHBIX CPENCTB.».

1.6. JlonomuuTs myHKTOM 2.13' CJIEIYIOIIETO COACPIKAHU:

«2.13." Oneparop mo NIEPEBOly MACHEKHBIX CpPENCTB, OIEpaTop YCIyr
TIaTEXXKHON MHQPACTPYKTYPBl AOJDKHBI OCYLIECTBISATH HHGpOpMHpoBaHue baHka
Poccuu:

O BBIABIECHHBIX MHUUIEHTAX, CBS3aHHBIX C HapylIeHHWEeM TpeOOBaHUH K
o0ecreyeHUIo 3aIUThl HHPOPMALUK TIPYU OCYUIECTBIEHUH IE€PEBOJOB JEHEXKHBIX
CPE/ICTB, B TOM YHCII€ BKIIOYEHHBIX B IIepeYeHb THIIOB UHIUIEHTOB;

O IUIAHUPYEMBIX MEpOINpPHUATHUAX [0 PACKPBITHIO HHPOpMalmu 00
UHIUIEHTaX, CBA3aHHBIX C HapylleHHeM TpeOoBaHHH K 00eCleueHMIO 3allUThI
UH(QOpPMaLUK IPU OCYIIECTBIECHHHM IIEPEBOJOB JEHEXHBIX CPEJICTB, BKIOYAs
pasMelieHre MHPOpMAaLUU Ha OQUIMANbHBIX caliTax B ceTH VIHTEpHET, BBIMYCK
IIPECC-PENM30B U NIPOBEJEHHE IIpecc-KOH(pEepeHIUi He To3IHee OAHOro pabodero
JIHS 10 TIPOBEIEHUS MEPOIIPUSTHS.

HudopmupoBaHue ocyLiecTBisiercsi B popMe MpeIOCTaBIEHUS OIIEPATOPOM
II0 TEpeBONYy  JACHEKHBIX  CPEICTB, ONEpaTopoM  YCIyr  IUIATEXXHOM
uHQpacTpyKTypsl B bank Poccum cBeneHuil, yka3aHHBIX B ab3anax BTOPOM M
TPETBEM HacTosALero NnyHkTa. MHpopmanus o dopme U cpoke NnpenocTaBIeHHS
yKa3aHHBIX CBEJCHUM IIOJJIEXKUT COIVIACOBAHMIO C (efepaibHBIM OpraHoM
UCIIOJIHUTENIBHOM  BJIAaCTH, YIIOJIHOMOYEHHBIM B  00macTH  obecrnedyeHus
(QYHKLIMOHUPOBaHUS rOCYJAPCTBEHHON CHUCTEMBI OOHAPYKEHHUS, MIPEIyIPEXICHHS
U JTUKBUAALUH [TOCTEICTBUN KOMIBIOTEPHBIX aTak Ha MHPOPMAIMOHHBIE PECYPCHI
Poccuiickoit ®enepauuu cornacHo yactd 6 crateu 5 DenepalbHOro 3aKoHa
or 26 wmona 2017 roma Nel87-®3 «O 0e30macHOCTH KPUTUYECKOR
uHbOpMalMOHHOM HHQpacTpykTypel Poccuiickoit ®@enepanum» (Cobpanue
3akoHomarenscTBa Poccuiickonn ®@epepanum, 2017, Ne 31, cr. 4736), u

pasMeraercs Ha opunuansHoM caiite banka Poccuu B cett «HTEpHETY. ».



1.7. A63ar; mectoit moamyHkra 2.15.1 nyHkTa 2.15 H310XKHTE B ClleAyroLLei
penaKiuu:

«OueHKa COOTBETCTBUS JOJDKHA OCYIIECTBIATHCS OIEPATOPOM I10 IEPEBOAY
JNEHEeXHBIX CPEICTB, OIEpaTOpPOM IIIATeXKHOH CHCTEMBI, OIEepaTopoM YCIIyT
IUIaTEXXHOM WMHQPAcTpyKTypsl C MpPHBICYEHHEM OpraHu3alui, HMEIOIIHNX
JULEH3AI0 Ha OCYLIECTBIEHHE JEeATENbHOCTH II0 TEXHUYECKOHM 3allUTe
KOHQUIEHIMANBPHOH  MHpOpMalMM Ha  IpOBeleHHe paboT W YCHyT,
IPEIyCMOTPEHHBIX MOANYHKTaMU «O», «I» wiu «e» nydkra 4 Ilonoxenus o
JIMLIEH3UPOBAaHUU MNEATEIBbHOCTH II0 TEXHHYECKOW 3alluTe KOH(PHIEHIHATLHOM
uHOpMalUY, YTBEPXKAEHHOI'O NOCTaHOBIeHUEM IIpaBuTenncTBa Poccuiickoif
Oenepanuu No 79.%.

1.8. ITognyuxtr 2.16.1 nyskra 2.16 pomonHuTh ab3aneM CIEAYIOIIETO
COllepKaHUS: |

«OnepaTopy HaLUMOHAJIBHO 3HAYUMOW TUIATEXKHOH CHCTEMBI CIELyeT
yYBEIOMIIATh (pefiepabHbI OpraH HCIONHUTENBHON BIIACTH, YIOJHOMOYEHHBIH B
obnactn obecneueHHs 0e30mMacHOCTH, 00 YCTaHOBIEHHBIX TpeOOBaHUAX K
COZIepXKAaHUIO, (opMe U TEPUOAUYHOCTH INPEACTABIEHHMs YKa3aHHOM B a03ane
IIEpBOM HACTOALIETO NOAIYHKTa HH(opMaLuu B yacTu nmpuMmeHenus CK3M.».

1.9. I'naBy 2 nonomHuTh myHKTOM 2.20 ClIe IyIOIIETO COMEPKAHUS:

«2.20. Onepatopy 3HAaUYUMOW TIUIATEXHOH CHCTEMBI B COOTBETCTBUH C
IpaBHJIaMH ILIATEXHONU CUCTEMBl HEOOXOAUMO 00ECTIEYUTh HCIIOIb30BaAHME

B amnmapaTHbIX  MoAynsax  Oe3omacHoOCTH HHG)OPMAITHOHHOH
UHPPACTPYKTYpPBI IJIaTEeXHOU CHUCTEMBI CK3U4, peaU3yIOIMX
KpUNTOrpaUyecKue  ajiropuTMbl, He  ONpelelieHHble  HAlMOHAILHBIMU
CTaHAapTaMu Poccuiickoi ®enepauu (mamee - UHOCTpPaHHEBIE
KPUITOrpaQHUUYecKhe alrOpuTMbI), HUMEIOLIMX IOATBEPXKICHUE COOTBETCTBHS
TpeOOBaHUAM, YCTAaHOBIEHHBIM (efepaibHBIM OPraHOM HCIIOJHUTENLHOM BIACTH
B 00sacTu obecneueHHs 6e30MacHOCTH,

B anmapaTtHeIX  MOAYJIsAX  Oe3omacHOCTH UHGOPMAITTOHHOM
HHQpacTpyKTypsl matexxHod cuctemsl CK3U, peanusyrommux WHOCTpPaHHBIE

Kpunrorpaduyeckue — alrOpuTMbl M KPUITOTpadHuecKWe  alrOpUTMBI,



onpezielIeHHble HAlMOHAJIBHBIMU cTaHfapTaMu Poccuiickoit ®@enepanuu (manee —
Kpunrtorpapuueckue — anroputMel  Poccuiickoit  ®@enepauuu),  MMEOIIUX
NOATBEPXIEHHUE COOTBETCTBUA TpeOOBaHMSIM, YCTaHOBJIEHHBIM (elepaibHbIM
OpraHoM HMCIOJIHUTENBHOM Bi1acTH B 00j1acTu obecrieueHns 0e3011aCHOCTH;

CK3H, peanusyromuX HHOCTpaHHBIE KpHNTOrpadUyecKHe alrOpuTMbl U
Kpunrtorpaduueckde — anroputMmbl  Poccuiickoit = ®Delepanyu, — MMEIOINUX
IIOATBEPXKAEHUE COOTBETCTBHS TpeOOBaHUSM, YCTAaHOBIEHHBIM (elepalbHbIM
OpraHoM HCIIOJIHUTENILHOH BIacTH B o0nacTu obecrieyeHHst 6€30MacHOCTH, B MHBIX
TEXHUYECKUX CPEICTBaX HHGOPMALMOHHON HHQPACTPYKTyphl ILIATEXHOM
CHCTEMBI, HCIIONB3YEMBIX IIPH OCYILECTBIECHUH IIE€PEBOJOB IEHEXHBIX CPEJICTB,
THUIIBI KOTOPEIX onpezeisatorcs bankoM Poccun no cornacoBanuio ¢ ¢enepaibHbIM
OpraHoOM HCIIOJIHUTENBHOM BacTU B 0bnacTu obecriedyeHys 6€301aCHOCTH.

B LESIX obecrieueHus Halle)XXHOCTH 5 OecriepeGOHHOCTH
(YHKUHOHUPOBaHUS MHYOPMAIMOHHON UH(DPACTPYKTYpPHI IIATEXKHOM CHCTEMBI U
€€ YCTOMYMBOCTH OT BHELIHUX BO3JCHCTBUU ONEpaToOpy HALMOHATRHO 3HAYMMOM
IJIATE)XHOW CUCTEMBI B IIpaBUIIaX IJIATE)XXHOW CUCTEMBI CIIEyeT ONpPeNelaTh OO
TEXHUYECKMX CpEACTB HHGOPMALMOHHOM HHGPACTPYKTYyphl HAIMOHAILHO
3HAYMMOMN TIUIATEKHOHM CHUCTEMBI, B KOTOPBIX OOECIeYMBAETCS HCIIOIL30BAHUE
CK3H, yxasaHHBIX B ab3alle 4YEeTBEPTOM HACTOSLIEr0 MYHKTa, Ha OCHOBAHUU
TpeOOoBaHMH, ycTaHaBIMBaeMbIX YkazaHueM banka Poccun ot 25 urons 2014 roga
No 3342-Y «O TpeboBaHMsAX K MHOOPMALMOHHBIM TEXHOJOTHSM, HCIOJIb3YEMBIM
oInepaTopaMu YCJIyr IUIATEXHOM MH(POPMALMOHHON HHQPACTPYKTYPHI, Mis LEei
IIPU3HAHMS IIaTEXXHON CUCTEMbl HAUMOHAIBHO 3HAYUMOM IIATEXKHOH CHCTEMO,
3apeTUCTPUPOBaHHBIM MuHucTepcTBOM foctuuuu  Poccuiickoit  ®Depepariuu
9 oktsi6ps 2014 roga Ne 34269.

Oneparop mo nepeBoJy HEHEXHBIX CPENCTB, OMEPATOP YCIYI IIATEKHOM
MWHPPACTPYKTyphl BIIpaBe NPUMEHSTH I 00eCTeYeH s 3aluThl HHQOPMAIUY NPH
OCYIIECTBIICHHH  MepeBoJoB  aeHexHBIX cpeactB  CK3W  uHOcTpanHOTrO

IIPOMU3BOACTBA B HaCTH, HE npomsopeqameﬁ Tpe60BaHI/I$IM HAaCTOAIIETO IIYHKTA.



YETBEPTOM HaACTOAINEIro IIYHKTA, JOJDKHBI IIPOBOIUTHECA B

Paspabotka u skcmnyaramuss CK3M, yka3zaHHeIX B ab3amax BTOpOM —

¢ IMonoxenuem ITK3-2005.».

1.10. B npunoxenuu 2:

COOTBETCTBUHU

nocye cTpoku I1.14 pomomuute crpokamu [1.14.1 u I1.14.2 cnenmyromero

COZICPIKaHHUA.

«

I1.14.1 | 2.5.5 OmnepaTtopy 1o IepeBoAy JeHEXKHBIX CPEJICTB,
olIepaTopy YCIyT NIAaTeXXHOH MH(PACTPYKTYPHI
Ha CTaJIu¥ CO3JAaHUs U SKCIUTyaTalluu 0OBEKTOB
uH(pOpMaLMOHHOH HHPPACTPYKTYPHI HEOOXOIUMO
00€eCIeYnTh HCIOIb30BaHME I OCYIIECTRICHUS
IIEPEBOJIOB ACHEXHBIX CPEACTB MPUKIAAHOTO
IporpaMMHOro o0ecrieyeHus: aBTOMAaTH3HPOBAHHBIX
CHCTEM U IPUIIOKEHUH, CepTUUIIUPOBAHHBIX B
cucreme ceprudukanuu OenepanbHoit ciayxObI Mo
TEXHHYECKOMY M 3KCIIOPTHOMY KOHTPOJIIO Ha
COOTBETCTBUE TpeOOBaHUSIM MO 6€30MacHOCTH
uH(opManuy, BKIrOYasi TpeOOBaHUS 110 aHAIU3Y
YSI3BUMOCTEH M KOHTPOJIXO OTCYTCTBHUS
HeJIeKJIapHpOBAHHBIX BO3MOXKHOCTEH, B
COOTBETCTBMH C 3aKOHOJATENILCTBOM Poccuiickoii
@enepanuu WM B OTHOMIEHUH KOTOPBIX NIPOBEACH
aHaJIM3 ySI3BUMOCTEH 110 TpeOOBaHUAM K
OLIEHOYHOMY YPOBHIO 10BepHus He Huxke uyeM OV ]|
4 B COOTBETCTBUYU C TPeOOBAHUIMH

I'OCT P UICO/M3K 15408-3-2013

TpeGopanue
KaTeropuu

NIpOBEpKH 3

1.14.2 | 2.5.5' | Oneparopy 1o nepeBoy NEHEKHBIX CPECTB,
OIepaTopy yCIyT MJIaTe)XHOH HHPPACTPyKTYpHI
Ha CTaJuy CO3JaHUs U IKCIUTyaTallud OOBEKTOB
uH(pOpManUOHHOH HHPPACTPYKTYPH! HEOOXOIUMO
obecneynTh IPOBEICHUE €XKEr0JHOTO
TECTUPOBaHUs Ha IPOHUKHOBEHHE U aHAIM3A

ys3BUMOCTEH MH(POPMALIMOHHOM Ge30omacHoCcTH

00beKTOB HHPOPMAITHOHHOM HHPPACTPYKTYPHI

TpebGoBanue
KaTeropuH

IIPOBEPKH 3

cTpoky I1.57.4 u3n0XuUTh B CIeNyrOIIeH peqaKiuu:

»;
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« | I1.57.4 | 2.8.3 | Oneparopy 1o NepeBOAY ACHEKHBIX CPEICTB HA TpebGoBanue
OCHOBAHUH 3asBJICHUS KIIHEHTA, MIepeIaHHOIo KaTeropuu
crocoboM, OIIpe/IeNIeHHBIM JOTOBOPOM OIlepaTopa npoBepku 1
II0 IEPEBOY AECHEXKHBIX CPEJICTB C KIIMEHTOM,
HEOOXOIMIMO YCTAHOBUTH OTPaHHUYEHHS 10
napameTpaM OoIepauii, KOTOpbIE MOI'YT
OCYIIECTBJIATLCS KIHEHTOM C MCHOJIB30BAHIEM
cucteMbl VIHTepHET-0aHKUHTa, B TOM YHUCJIE
ykazaHssle B moanyHkTe 2.10.7 nynkra 2.10

Hactosero [lonoxenns »:
5

cTpoky I1.58 u3noxuTs B clieyroleil peIakimu:

« | IL.58 2.9.1 | Obecneyenue 3aUTH HHGOPMALUUH C IIOMOIIBIO TpebGoranue
CK3U ocymiecTBrisieTcsl B COOTBETCTBUH C KaTeropuu
DenepanbHbIM 3aKOHOM 0T 6 anpens 2011 roxa MPOBEPKH 3

Ne 63-@3 «O6 31€KTPOHHOH NOAIHUCHY,
Ionoxenuem [1K3-2005 u Texuudeckoi
noxymenTtanueii Ha CK3U. Obecneuenue 3anurol
IEPCOHANIBHBIX AaHHBIX ¢ nomoulsio CK3U
OCYILECTBIISIETCS B COOTBETCTBUHU C IIPHKA30M
@enepanpHoit cityxOb1 6e3omacHocT Poccuiickoi
Oenepanuu ot 10 mrong 2014 roxa Ne 378 «O6
yTIBepxkaeHnu CoctaBa 1 ColEpIKaHUs
OpraHu3allOHHBIX U TEXHHYECKUX Mep T10
obecnieyeHuIo 0€30MaCHOCTH HEPCOHATBHBIX
JAHHBIX IpH UX 00paboTke B MHPOPMALMOHHBIX
CHCTEMax [IepCOHATBHBIX JAHHBIX C
HCIIONB30BAaHMEM CPEACTB KpUNITOrpadruiecKoit
3alUTHl HHPOPMALUH, HEOOXOAUMBIX JIJIS
BBIIIOJIHEHUA YCTaHOBJICHHBIX [IpaBuTennCTBOM
Poccuiickoit @enepanuu TpeGoBaHHI K 3aIIUTE
[IEPCOHAIIBHBIX JAHHBIX JUISL KaXKJOTO U3 YPOBHEMH

3aITUUICHHOCTH »,

nocne ctpokd 11.81 momonuuts crpokamu I1.81.1 u I1.81.2 crenyromero

COOCPpXKaHusA:
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«

I1.81.1

2.10.5

I[Tpu ocyliecTBIEHUY IEPEBOAOB AEHEXHBIX
CPEICTB C UCIOJIb30BaHUEM ceTH MHTepHeT U (1in)
pa3MEeIEeHUuU IPOrpaMMHOro obecieyeHus,
UCII0JIb3YEMOT0 KJINEHTOM IIPH OCYIIECTBICHUH
IEPEBOJIOB ACHEXKHBIX CPEICTB, Ha CPEACTBAX
BBIUMCIIUTENBHON TEXHUKH, JUISI KOTOPBIX
OIIEpaTOPOM I10 NEPEBOLY JEHEKHBIX CPEACTB

He obecrieyrBaeTCs HEMOCPECTBEHHBIN KOHTPOJIb
3aIUTHl HHPOPMALUK OT BO3EHCTBUS
BPEJOHOCHOTO KOJIa, OIIEPATOpy I10 NEPEBOLY
IEHEXXHBIX CPECTB HE0OX0AUMO 0becTeYuTh
pean3aniio TEXHOJIOTMYECKUX Mep IO
UCTIOTB30BAHUIO PA3/IEIbHBIX TEXHOJIOTHH U (MIIH)
peanu3oBaTh OrpaHHYEHHUS 10 TapaMeTpam
oIepanuii o OCyIECTBICHUIO IIEPEBOJIOB
JIEHEIKHBIX CPEJICTB, ONpeIeIsiEMbIX JOTOBOPOM
olieparopa Io IEPEBOY IEHEXHBIX CPEJICTB C
KIIMEHTOM, a TakXe 00ecIeuuTs BO3MOXKHOCTh
YCTaHOBJICHHS YKA3aHHBIX OrpaHWYCHUH 110

HHUOHUATUBEC KIIHCHTa

TpeboBanue
KaTeropuu

IpoBepKH 1

I1.81.2

2.10.6

PeanuzyeMebie orepatopom Mo nepeBo.ly JCHEXKHBIX
CpEJICTB TEXHOJIOTHYECKHE MEPHI 10
MCTIONIb30BAHHIO Pa3ieIbHBIX TEXHOJIOTHIA JODKHEI
o0ecrneynBarh:

UIeHTU(HUKAINIO B ayTeHTU(PHKAIHUIO KIIHEHTa
IIPY [IOATOTOBKE KJIMEHTOM U IPH MOATBEPKACHUH
KJIMEHTOM 3JIEKTPOHHBIX COOOIICHHH;

BO3MOXXHOCTH UCIIOTIB30BAHUS KITHEHTOM
HE3aBHCUMBIX IIPOTrPaMMHBIX CpeJ TS OrOTOBKH
U TIOATBEPIKACHUS SJIEKTPOHHBIX COOOIIEHMIH;

BO3MOXHOCTH KOHTPOJISL KJIUEHTOM PEKBU3UTOB
pacIoOpsDKEHHUH O IepeBoie JEHEKHBIX CPEACTB
IIpU DOJATOTOBKE 3JIEKTPOHHBIX COO0IEHuH (TakeTa
JIEKTPOHHBIX COOOLIEHUH) U UX TIOATBEPIKICHUM;

ayTeHTH()UKAITHIO BXOAHBIX JIEKTPOHHBIX
coob1eHun (MakeTa MEeKTPOHHBIX COOOIIEHHH)

IIyTE€M HCIOIB30BAaHMUS U CPAaBHEHUS (CBEPKH)

Tpebopanue
KaTeropuu

nposepku 1
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ayTeHTH(UKAMOHHBIX IaHHBIX, CHOPMHUPOBAHHBIX
Ha OCHOBE HH(}OpMaIHK O PEKBHU3UTAX
pacropsHKEHUH 0 epeBoie AEHEXKHBIX CPENICTB
IPHU ITOArOTOBKE KIIMEHTOM 3JI€KTPOHHBIX
cool1ieHu (maKeTa 3JeKTPOHHBIX COOOLIECHI)

U MOATBEP>KICHUH KIIMEHTOM 3JIEKTPOHHBIX
coOo0IIEeHHti;

YAOCTOBEPEHHE OIIEPATOPOM II0 IIEPEBOTY
JEHEXHBIX CPEJCTB pacIopsDKEHU O IepeBoJe
JEHEKHBIX CPECTB TOJIBKO B CIIydae
NOJIOXKHUTENBHBIX PE3YNIbTATOB ayTeHTU(HUKAIIUH

BXOJIHBIX 3JIEKTPOHHBIX COOOIICHUH (TTaKeTa -
bl

JIEKTPOHHBIX COOOIIECHHUIA)

nocie crpokn I1.115 pomommmte crpokoit I1.115.1 cnenmyromero

COLCPIKaHUS:

« | IL.115.1 | 2.16.1 | Oneparopy HalMOHAIBEHO 3HAYHMOM ITATEKHOM TpeboBanue
CHCTEMBI CJIEAYET YBEAOMIISATH (heiepanbHBId OpraH | KaTerophH
HCIIOJIHUTEILHON BJIACTH, YIIOJTHOMOYECHHBIH IIPOBEPKH 3
B oOyacTu obecreueHus 0e301acHOCTH, 00
YCTaHOBJIEHHBIX TPeOOBaHUSX K COAEPIKAHHUIO,
¢dopMe U NePHOIUYHOCTH NIPECTABICHHS
yKa3aHHOH B ab3ale nepBoM noanyHkra 2.16.1
nyHkTa 2.16 Hactosuero Ilonoxxerns uadopManuu

B yacTu npumenenus CK3U ».

2. Hacrosimee VYkazaHue MOMIEKHUT OQPHUIMAILHOMY OINYOJHKOBAHHIO H
B COOTBETCTBHM C peumeHusamu Coseta nupextopoB banka Poccuu (mpotokosr
3acenanuii Cosera nupextopoB banka Poccun ot 27 okTsiops 2017 roma Ne 28 u
or 27 ampens 2018 roma Ne 15) Bctymaer B cuiay ¢ 1 wmroms 2018 ropa,
3a UCK/IIOYeHHeM ab3aia TpeThero MmoAmyHkTa 1.2, moamyHkta 1.5 u ab3aues
IIEpBOTro — CeAbLMOTro NOANYHKTa 1.9 nyHkTa 1 HacTosmero Yka3zaHus.

Ab3an; Tpetu#i moxmmyHkTa 1.2 W moamyHKT 1.5 myHkrta 1 HacTosuiero
Vka3anus BcTynaiot B cuity ¢ 1 saBaps 2020 roga.

A63aupl IepBbIi — TpeTHii U cefbMOM NMOANyHKTa 1.9 myHKTa 1 HacTosIIero

VkazaHus BcTynarot B cuity ¢ 1 suBaps 2024 roga.
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AG3aupl 4eTBepTHIA — mecTol mommydkra 1.9 myHkTa 1 HacTosAmIero

VYxkazauus BcTynaroT B cuity ¢ 1 sasaps 2031 ropa.

IIpencenarens
LlenTpansHoro 6anka

Poccutickoit @enepanuu

COI''TACOBAHO

Hupextop
DenepanbHON CIIy)KOBI 6€30IMacHOCTH

Poccutickout @enepanuu

Hupekrop
DenepanbHOR CIIyx OB

[0 TCXHHHYCCKOMY H SKCITOPTHOMY KOHTPOIIO

2.C. Habuynmaa

A.B. bopTHukos

B.B. Cennn
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