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006 yrBepxaennn TpeboBaHuMH
no obecrnedeHu o 6e30NaCHOCTH 3HAYUMBbIX 00beKTOB KPHTHYECKOH
undopmanuoHHoi HHPpacTpyKTYphl Poccniickoii ®egepauun

B cooTBercTBMM ¢ IIyHKTOM 4 d9acTd 3 cratbd 6 emepanbHOro 3aKoHa
ot 26 utons 2017 r. Ne 187-®3 «O 6e30aCHOCTH KPHTHIECKOH HHPpOPMALHOHHOM
nadpacTpykTypst  Poccuiickoit  ®enmepamum»  (CoOpaHue — 3aKOHOJATENbCTBA
Poccuiickoii ®enepanun, 2017, Ne 31, ct. 4736) IPU K A 3 BI B A 1O:

YTBepAuTh mnpuiaraeMbie TpeGoBaHHS IO OOeCHEYEHHIO Oe30MacCHOCTH
3HAYUMBIX OOBEKTOB KpUTUYECKOH MHpOopManoHHOH HHpacTpyKTypbl Poccuiickoi
®denepanuu.

JTAPEKTOP ®EJEPAJIHHOM CIYKBbI
110 TEXHHYECKOMY U DKCIIOPTHOMY KOHTPO.IIO

W B.CEJIMH




YTBEPXIEHbBI
nprkazoM OCTIOK Poccun
oT «91/2 » nexabps 2017 r. Nel359

TpeGoBanus
110 oGecneueHnIo 6e30NacHOCTH 3HAYHMBIX 00bEeKTOB KPHTHYECKOMH
uHdopmanuonnoii uudpacTpyxTypsi Poccniickoi @eepanun

I. O0uwe nonoXxeHus

1. Hactosmue TpeGopaHMs pa3paGoTaHsl B COOTBETCTBAU ¢ DenepanbHbIM
sakoHOM oOT 26 mons 2017 r. Ne187-®3 «O Ge30macHOCTH KPHTHYECKOH
uHQOpMaIHOHHOM HHPAacTPyKTyphl Poccuiickon denepaunn» ¥ HaNpaBIeHbl Ha
obecrieueHHe yCTOMUMBOTO (YHKIMOHUPOBAHMS 3HAYMMBIX OOBEKTOB KPHTUYIECKOM
MHpOPMAIMORHOH MHpacTpyKTypsl Poccuiickoit denepanuu (manee — 3HAYMMBbIE
0GDBeKThl, KpUTHYecKas WH(MOpMaluoHHAs HMHOPAcTPyKTypa) IpH TPOBEICHHH B
OTHOIIIEHHH HUX KOMIIBIOTEPHBIX aTakK.

2. JleiictBre HacTosIuX TpeGoBaHUM paclpOCTPaHACTCA Ha HHQOPMAIIMOHHEIE
CHCTEMBI,  ABTOMATH3HPOBaHHBIE  CHCTEMBI  YIpaBI€HWs,  HHGOOPMAIMOHHO-
TeeKOMMYHUKALMOHHBIE CETH, KOTOpble OTHECEeHBl K 3Ha4YNMbIM o0BeKTaM
KPUTHIECKONW HH(POPMAIMOHHOM HMHGPacTPyKTyphl B COOTBETCTBHH CO crateeil 7
®ezepansHOro 3aKoHa ot 26 urons 2017 r. Ne 187-@3 «O 0€30IaCHOCTH KPUTHIECKOM
HH(POPMAIMOHHOM MHPacTpyKTypsl Poccuiickoi Deneparum.

3.Tlo pemenmro cyb6bekTa KpUTHIECKOH HH(OpMAIHOHHOMH HHPPACTPYKTYPBI
nacTosiiie TpeGOBaHHMS MOTYT IPHMEHATECS Ul ObecredeHus 0e30MacHOCTH
OOBEKTOB KPUTHYECKOM HHAOPMAIIMOHHOW MH(PPACTPYKTYphl, HE OTHECEHHBIX K
3HaYMMBIM OOBEKTaM.

4. OGecrieueHre  0O€30MACHOCTH  3HAYUMBIX ~ OOBEKTOB, B  KOTOPBIX
obpabateiBaeTcss ~ MHpOpManMdA,  COCTaBifiomas  roCyAapCTBEHHYO TanHy,
OCYIIIECTBIISETCS B COOTBETCTBHU C 3aKOHOAATETHCTBOM Poccuiickoit @eepanuu 0
rOCyJapCTBEHHOM TalHe.

5.]lns obecredyeHHss ©€30MACHOCTH 3HAYMMBIX OOBEKTOB, SBISIOLIMXCA
MH(QOPMAILIMOHHBIMY CHCTEMaMH TIEPCOHANBHBIX JaHHBIX, HACTOSAMIME TpeboBanus
IPUMEHSIOTCS ¢ yderoM TpeGopaHuil K 3allliTe MEPCOHANBHBIX JAHHBIX MPH HX
06paboTke B MHG)OPMAIMOHHBIX CHCTEMaX INEPCOHATBHBIX AAHHBIX, yTBEPHKACHHLIX
nocraHoBlieHreM llIpaButenscTBa Poccuiickoit @enepanuu OT 1 mos6ps 2012 r.
Ne 1119 (Cob6panme 3akoHomaTenbcTBa Poccuiickon Denepaupn, 2012, Ne 45,
cr. 6257). ‘

Ilns  obecredeHusi OE30MACHOCTH 3HAYAMBIX ~ OOBEKTOB, - SBIIOMIMXCA
rOCyJapCTBEHHBIMH MH(OPMAIMOHHBIMUA ~ CHCTEMaMH, HACTOAMINE TpebGoBanus
TIIPUMEHSIOTCS. ¢ ydeToM TpeGoBaHUH O 3aIIUTE MH(pOPMAIMH, HE COCTABJISIOLICH
rOCYyJapCTBEHHYIO TaiiHy, COMAEpXalleics B TOCyNapCTBEHHBIX UHPOPMALIMOHHBIX
cucTemax, yrBepxaeHHsx npukasoM ®CTIK Poccnn ot 11 despaiist 2013 1. Ne 17
(3aperucTpupoBan Munioctom Poccun 31 mast 2013 T, perucTpauuoHnsii Ne 28608)
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(c u3MeHeHusMH, BHeceHHbME mpukasomM ®CTOK Poccun ot 15 despana 2017 r.
Ne27 «O BHecenwd wu3MeHeHHHT B TpeGoBaHus O 3amuTe HHPOpPMANWM, HE
COCTABISIOIIEH TOCYJNapCTBEHHYIO TaiiHy, COJepiKalllelics B ToCyJapCTBECHHBIX
MH(pOPMALOHHEIX CHCTeMax, yTBepxaeHHbie mnpukasom OCTOK Poccun ot
11 despans 2013 r. Ne 17» (3aperucrpupoan Muntocrom Poccnu 14 mapra 2017 r.,
perucTparronHbiit Ne 45933).

6. Be3omacHOCTh ~ 3HAYMMBIX  OOBEKTOB  OfecrednBaeTcs  CyOBbeKTaMu
KpUTHYeCKOil HMH(OPMAIMOHHOM HHPACTPYKTYphl B pamKax (YHKIMOHHPOBAHMS
CHCTEM 6e30MacHOCTH 3HAYMMBIX OOBEKTOB, CO3ABAEMBIX CyOBEKTaMH KPUTHYECKOH
MH(pOPMAIOHHOM MHPPACTPYKTYPl B COOTBETCTBHM CO cTarheil 10 denepaabHOTO
zakoHa OT 26 mionms 2017 1. Ne187-®3 «O Ge30MacHOCTH KpPHTHYECKOH
MHGOPMAIMOHHOM HHPPacTPyKTyphl Poccuiickoi Dexepatnm».

I1. Tpe6oBanus k obecriedeHHI0 0€30NaCHOCTH B XOJI€ CO3AaHM,
SKCIUIYaTAI[d} ¥ BBIBOJA U3 SKCILTyaTalliy 3HAYUMBIX 00BEKTOB

7. ObecrneueHre 6e30MAaCHOCTH 3HAUMMBIX OOBEKTOB SBIIIETCA COCTABHOW
yacTel0 paboT Mo co3maHuio (MOAEpHM3ALMH), OKCIUlyaTallud H BBIBOJA U3
SKCIUTyaTallid 3HAYHMBIX OOBEKTOB. Mepbl 1o obecredeHnio 0e30macHOCTH
3HAYMMBIX 0OBEKTOB IIPUHAMAIOTCS Ha BCEX CTAAHAX (3Tanax) X XU3HEHHOIO IMKIA.

8. Ha craamsx (3Tamax) )KMU3HEHHOI'O LHKJIA B XOJ€ CO3/1aHH] (MoziepHH3aLNN),
SKCIUTYaTAIlMX U BBIBOJA M3 YKCILUTyaTalliy 3HaYMMOro 00bEKTa IPOBOAATCS:

a) ycTaHOBJIeHMe TpeOoBaHMH K obecrnedeHuio 0e30MacHOCTH  3HAYUMOTO
00BeKTa,

6) pa3paboTKa OpPraHM3AMOHHBIX M TEXHUYECKHX Mep IO 00ecredeHHio
0e30MacHOCTH 3HaUMMOI'0 00BEKTa;

B) BHEpEHHe OPTaHM3AIlMOHHBIX ¥ TEXHMYECKHMX Mep IO 00ecnedeH o
6€30IIaCHOCTH 3HAYMMOT0 O0BEKTa U BBOJ, €T0 B IEHCTBUE;

r) obecrieuerne 6e30MaCHOCTH 3HAYUMOT0 0OBbEKTa B XOJI€ €TI0 SKCILTy aTalliy;

1) obecrievuenre 0€30MacHOCTH 3HAYMMOro OOBeKTa MpU BBIBOIAE €ro us
AKCIUTyaTaluH. _

PesynbTaTsl peaNH3allid MEPONPISTAH, IPOBOIMMBIX IS oObecreyenus
6e30MacHOCTH 3HAYMMOTO O0beKTa Ha cTamusX (9Tamax) ero XXM3HEHHOro ILUKIa,
nojyiexar aokyMmeHtupoBaHumoo. CoctaB M (GOpMBI JOKYMEHTOB ONPEHEIIOTCA
Cy6BEKTOM KPHTUIECKOH HH)OPMAMOHHOH HHPPACTPYKTYPBI.

9. Ins 3HAYUMBIX OOBEKTOB, HAXOJJAIMIMXCS B OKCIUTyaTalli, HaCTOSIMIUC
Tpe6GoBanus MOUIEXAT pealu3allid B PaMKax MOJCPHM3ALHMU WK NOOCHAINCHUA
MOJCHCTEM 0E€30MacHOCTH JKCIUTyaTHPYEMbBIX 3HAYUMBIX 00BeKTOB. MoepHu3alus
WM TOOCHAIIEHHE MOACUCTEM 6e30MaCHOCTH 3HAYUMBIX O0BEKTOB OCYIIECTBIISETCS B
TIOpsiIKE, YCTAHOBJIECHHOM HACTOAIMMH TpeGOBaHHSMH NS CO3NaHWS 3HAYUMBIX
0GBEKTOB M HMX MOICHCTEM OE€30MaCHOCTH, ¢ YYETOM HMEIONIUXCA y CyOBeKTOB
KPUTHYECKOW  HMH(POPMALMOHHON  HH(PACTPyKTypsl ~ NPOrpamMm (1aHoB) MO
MOJIEPHU3AIIAH MM JOOCHAILECHHIO 3HAYUMBIX OOBEKTOB.




YcraHoieHune TpeGoBaHuil Kk obecreueHuo 6e3011acHOCTH
3HAYUMOT0 00BEKTa

10. 3apanue Tpe6oBaHMil K 00eCHeYeHUI0 0e30MacHOCTH 3HAaIMMOIo OOBEKTa
OCYIIECTBIAETCS CyOBEKTOM KPHTHYECKOH HH(POPMALMOHHONW WHOQPACTPYKTYPHl H
(ANM) NMIOM, yCTAHABIMBAOIMM TpeOoBaHMA K obecredeHHI0 0e30IaCHOCTH
3HAYMMBIX 06BEKTOB, B COOTBETCTBHMH C KATErOpHell 3HaYMMOCTH 3HAYMMOI0 00BEKTa,
OIpE/IENEHHON B TOPSKE, YCTaHOBIEHHOM IIpaBriiaMu KaTeropupoBaHUs OOBEKTOB
KpUTHYECKONM uHGpoOpManmoHHOM uH(ppacTpykTypsl Poccuiickoii  ®enepanuy,
yTBEPXKAEHHBIMM  rOcTaHoBieHueM [lIpaButenbctBa Poccmiickort  ®enepaunu
ot 8 ¢enpana 2018 r. Ne 127 «O6 yrBepxaenuu [IpaBun kaTeropupoBaHus 0ObEKTOB
KPUTHYECKOH nHbOopMannoHHON HHPpacTpykTypsl Poccuiickoit Menepanuu, a TaKxe
HepeyHs  IOKa3aTeledl  KPUTEpPHEB  3HAYAMOCTH  OOBEKTOB  KPUTHYECKOM
MHGOPMALMOHHOM  MHOpacTpykTypel  Poccmiickoit ~ ®Depepammu»  (Cobpanue
3aKoHojarenbeTsa Poceniickoit @eneparum, 2018, Ne 8, ct. 1204).

TpeGoBanus K oOecriedeHHI0 0€30I1aCHOCTH BKIIIOYAIOTCS B TEXHHYECKOE
3aJlaHHe Ha CO37aHHe 3HAUYMMOro oObekTa W (WIHM) TeXHHWYecKoe 3aJaHHe (4aCTHOE
TEXHUYECKOE 3aJaHue) Ha CO3[aHue NOICUCTEMBI O€30TIACHOCTH 3HAUYUMOTO OOBEKTA,
KOTOPBIE AOJDKHBI COJIEPIKATh:

a)lenb M 3a7a4d  obecreveHHss OE30IMaCHOCTH 3HAYMMOIO OOBEKTa HIIH
MOJICUCTEMEI 0€30ITACHOCTH 3HAYNMOI0 O0BEKTa;

0) KaTeropuio 3HaYUMOCTH 3HAYUMOTO OOBEKTa;

B) IlepeueHb HOPMATHUBHEIX IPAaBOBBIX AKTOB, METOJWYECKHMX TOKYMEHTOB U
HalMOHAJBHEIX CTAHAAPTOB, KOTOPHIM JIOJDKEH COOTBETCTBOBATH 3HAYMMBIH OOBEKT;

T) epeyYeHb TUIIOB 00BhEKTOB 3aIlUTH 3HAYUMOI0 00BEKTA;

1) OpTaHM3ALMOHHEIE ¥ TEXHHYECKHE Mephl, NpUMEHseMbIe Ul OOecmeueHus
0e30MacHOCTH 3HAYUMOr0o 00BEKTa;

e) cTaguu (3Tambel paboT) CO3MaHMs IMOJACHCTEMBI 0€30MacHOCTH 3HAYMMOTO
00BEKTA;

%) TpeOOBaHMs K NMPHMEHSEMBIM MPOTPaMMHBIM M IPOTrPaMMHO-ANMapaTHBIM
CpelCTBaM, B TOM YHMCIIe CPeACTBaM 3alllUThl HHPOpMaLHY;

3) Tpe6oBaHMs K  3alldTe CPeACTB W  CHUCTEM,  O0eCleYMBarOIINX
(yHKIMOHMPOBaHHE 3HAYUMOTO 00BeKTa (obecrednBatonieil HHGPACTPYKTypE);

) TpeOOoBaHMA K MHPOPMAIIMOHHOMY B3aUMOACHCTBHIO 3HAYMMOIO OOBEKTA C
UHBEIMM OOBEKTAMH KPUTHYECKOW WHGOPMAIMOHHOW HH(QPaCTPYKTYpbl, a TaKxe
UHBIMA ~ MHOOPMAIMOHHBIMH ~ CUCTEMAaMH, aBTOMATHU3HMPOBAHHBIMH  CHCTEMaMHU
yIpaBieHns Wik HHYOPMALHOHHO-TeIEKOMMYHHMKAIIHOHHBIMHU CETSIMHU.

B ciydae ecnu 3HaYMMBIH OOBEKT CO3AaeTCsl B paMKaxX OOBEKTa KalUTaIbHOTO
CTpOMTENECTBA, TpeGoBaHUS K obecredeHH0 Oe30MacHOCTH 3HAYMMOro OOBEKTa
3aJalOTCS 3aCTPOUIMKOM U OQOPMIBIIOTCS B BHIE NPUIOKEHHS K 3aJaHUIO Ha
IPOEKTHPOBaHHEe (PEKOHCTPYKIIMIO) 0OBEKTa KaMTAIbHOTO CTPOUTEIbCTBA.

IMpu omnpenenennn TpeGOBaHUM K obecledeHHIO 0€30IMacHOCTH 3HAYMMOIrO
00bEKTa YUUTHIBAIOTCS TOJIOXKEHUS OpTaHU3aIl[MOHHO-PACIIOPAAUTEIBHBIX IOKYMEHTOB
no oGecneyeHmno 6e30MacHOCTH 3HAYMMEIX 0OBEKTOB, pa3pabaThiBaeMBIX CyObEKTaMH
KpUTUYECKOi HHPOPMALMOHHOM MH(PPACTPYyKTYPhI B COOTBETCTBUH C TPEOOBAHHUIMH K
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CO3JAaHMI0 CHUCTEM O€30MACHOCTH 3HAYMMBIX OOBEKTOB M ODECIIEUEHHIO KX
(YHKIMOHAPOBAHHYS, YTBEPHKIEHHBIME B COOTBETCTBHI C yHKTOM 4 4acTH 3 CTaThbH 6
DenepansHoro 3akoHa ot 26 urons 2017 r. Ne 187-®3 «O 6e30MacHOCTH KPUTHYECKOM
uHQopManuoHHO#  MH(ppacTpykTypel  Poccuiickoit ~ ®Dexepanmm»  (manee  —
OPraHU3aMUOHHO-PACTIOPSAUTENbHBIE JOKYMEHTBI 10 0O€30MacHOCTH 3HAaYUMBIX
00BEKTOB).

Pa3pa6oTKa OpraHM3alHOHHBIX U TEXHHIECKHX MeP 10 00ECIIEUEHHIO
0€30MaCHOCTH 3HAYMMOT'O OOBEKTA

11. Pa3paGoTka OPraHM3alMOHHBIX M TEXHWYECKHX Mep MO0 ObecrmeveHHo
6€30MaCHOCTH 3HAYMMOTO OOBEKTA OCYIIECTBISETCS CYOBEKTOM KPHTHYECKOU
UHGOPMAIMOHHON WHOPACTPYKTYPHI U (WIIK) JIMLOM, IIPUBIEKAEMBIM B COOTBETCTBHU
¢ 3aKOHOZATeNsCTBOM Poccuiickoit Memepali K MPOBENeHUIO paboT MO CO3IAHHUIO
(MoAepHM3aIMK) 3HAUYMMOro o0bexTa W (WiM) obecIeueHHI0 €ro 6e30MacHOCTH, B
COOTBETCTBHM C TEXHHYECKHM 3a[aHHEM Ha CO3JaHHe 3HAYUMOro o0BeKTa M (WiH)
TEXHUYECKUM 3aJaHKMeEM (YaCTHBIM TEXHUYECKUM 3aJaHHEM) Ha CO3/1aHKe TIOACUCTEMbL
0€30MacCHOCTH 3HAYMMOT0 O0BEKTAa U JOJDKHA BKIFOYATE!

a) aHanM3 yrpo3 0e30macHOCTH WHOOpPMAalWH M DPa3paboOTKy MOJENTH Yrpo3
6e30MacHOCTH HHPOPMAIMH WITH €€ yTOUHeHHE (TIPU ee HaTWInH);

6) IIPOEKTUPOBAHKE IOICUCTEMBI OE30IIaCHOCTH 3HAYMMOT0 00BEKTa;

B) pa3paboTky paGouei (IKCILIYaTal[MOHHOM) MOKyMEHTallMH Ha 3HAYHUMBIH
00BbeKT (B yacTH obecriedyeHus ero 6€30MacHOCTH).

Pa3pabaThiBacMble OpPraHM3al[HOHHBIE ¥ TEXHUYECKHE MEpPHI 110 00EeCeYeHHO
6€e30MacHOCTH 3HAYMMOro OOBEKTa HE HAOJKHBI OKa3blBaTh HETATHBHOTO BIMSHHA Ha
co3jianre ¥ QYHKIHOHUPOBAHNE 3HAYUMOTO OOBEKTA.

[Ipu pa3paboTKe OPraHU3ALMOHHBIX M TEXHHYECKMX MEp 10 O0eCre4yeHHUI0
Ge30MacHOCTH  3HAYMMOTO  OOBEKTAa  YUYWTHIBAETCS  €ro  HH(POPMAIMOHHOE
B3aMMONEHCTBHE C  HHBIMU  OOBEKTAMH  KPHTHYECKOH  HH(POPMALMOHHOM
UHQPACTPYKTYpH,  HHOOPMALOHHBIMH  CHCTEMaMM,  &BTOMAaTH3HMPOBAHHBIMH
CHCTEMaMH YIIpaBJIeHHs WM HHPOPMANUOHHO-TEIEKOMMYHHKAINOHHBIMH CETAMH.

11.1. Ifensto  aHanmsa yrpo3 0e30macHOCTH  MHMOpPMAlLMH  SIBISAETCA
OmpesielieHAe  BO3MOXHBEIX ~ CHOCO0OB  peanusaimy  (BO3HMKHOBEHHS) — YIpo3
Ge30macHOCTH MHGOPMAIMHM ¥ TIOCIEACTBHN MX pealn3alyH (BOSHUKHOBEHHS) C
y4ETOM COCTaBa IIOJIb30BaTeIell U UX MOJHOMOYHM, IMPOrPaMMHBIX H IPOrpaMMHO-
aIapaTHBIX  CPEACTB, B3aMMOCBs3ell  KOMIIOHEHTOB  3HAYMMOrO  OOBEKTa,
B3aUMOMEHCTBHS ¢ MHBIMH  OOBEKTAMH  KPUTHYECKOH  MH(OPMAalHOHHOU
UHQPACTPYKTYps,  HHGOOPMALMIOHHBIMH  CHCTEMaMH,  aBTOMAaTU3HMPOBAHHBIMH
CHCTEMaMH YIpaBJieHHs, HHGOPMAMOHHO-TENEKOMMYHHKAIIHOHHBIMH CETAMHU (fanee
— apXHUTeKTypa 3HAYMMOro OOBeKTa), a TakKe OCOOEHHOCTEW (YHKIHOHHPOBAHHS
3HAYUMOTO OOBEKTA.

AHanu3 yrpo3 6e3omacHOCTH HHGOPMAIMH JOJDKEH BKITFOYaTh!

a) BHIABIICHHE HMCTOYHHMKOB Yrpo3 Oe30MacHOCTH HMH(OpMalMy M OIEHKY
BO3MOXKHOCTEH ([OTEHIMANa) BHEIHUX ¥ BHYTPEHHUX HapyIIUTENEH;

6) aHATKM3 BO3MOXHBIX YA3BUMOCTEH 3HaUMMOT0 OOBEKTA U €ro NporpaMMHbIX,




IPOTrPaMMHO-aNIapaTHbIX CPE/CTB;

B) ONpefiefieHde  BO3MOXHBIX ~ CIOCOOOB  (CIEHapueB)  peanu3aluu
(BOSHMUKHOBEHHS) YTpo3 6e301acHOCTH HHPOPMAIIUH;

T) OLIEHKYy BO3MOKHBIX IIOCJIEACTBHM OT peanu3aluy (BOHHKHOBEHHS) yrpos
0e30MmacHOCTH HHPOPMALIHH.

B KauecTBe MCXOMHBIX AAHHBIX Ui aHAIW3a Yrpo3 6e30macHOCTH HH(OpMaIuu
HCIIONB3yeTcs OaHK JaHHBIX yrpo3 0e30IacHOCTH MH(OpMAIMH, BeJeHHE KOTOPOro
ocymectBisiercs ®CTIK Poccum B COOTBETCTBHM C TMOANMYHKTOM 21 myHKTa 8
[Monoxenus o PenepanpHOil cayxOe MO TEXHUYECKOMY M IKCIIOPTHOMY KOHTPOJIIO,
yTBepxkaeHHoro Ykaszom Ilpesunenta Poccuiickoit ®enepauuu ot 16 asrycra 2004 r.
Ne 1085 (Cobpanue 3akoHOmatenscTBa Poccuiickoii ®epepanud, 2004, Neo 34,
cT. 3541; 2006, Ne 49, ct1. 5192; 2008, Ne 43, cr. 4921; Ne 47, cr. 5431; 2012, Ne 7,
ct. 818; 2013, Ne 26, ct. 3314; Ne 53, ct. 7137; 2014, Ne 36, ct1. 4833; Ne 44, cr. 6041;
2015, Ne 4, ct. 641; 2016, Ne 1, c1. 211; 2017, Ne 48, c1. 7198) (nanee — 6aHK JaHHBIX
yrpo3 6esomacuoctn uHpopmaimu PCTOK  Poccum), a Takke MCTOYHHKH,
cofiepKalliiie HHbIE CBEJIEHHS 00 YS3BHMOCTSIX M yTpo3aX 6e30MacHOCTH HH(POPMALIHH.

[Io pesynbTaTaM aHauu3a yrpo3 0e€30MacHOCTH HH(pOpMAlMHM MOTYT OBITH
pa3paGoTaHbl PeKOMEHIAIMHA N0 KOPPEKTUPOBKE apXHTEKTYPhl 3HAYMMOr0 00BeKTa U
OpraHM3alHOHHO-PACTIOPSAUTENBHBIX - JOKYMEHTOB MO 0e30MacHOCTH  3HAYUMBIX
06BEKTOB, HANpABIEHHEIE HA OJOKHpOBaHHE (HEHTPAIHM3alHIO) OTAENBHBIX YIrpo3
Oe3o0macHOCTH HHPOPMALIKH.

Mogens yrpo3 6e3omacHocTH HHGOpPMallMk JO/DKHA COAEepXXaTh KpaTKoe
OINHMCaHHE APXUTEKTYPHl 3HAYNMOTO OOBEKTA, XApaKTEPUCTUKY HCTOYHHUKOB YyTrpo3
6e30macHOCTH HMH(POpMALIMK, B TOM YHUCIE€ MOJENb HAPYIIUTENs, U OMUCAHHE BCEX
yrpo3 6e30macHOCTH HH(OPMAIIHH, aKTYaIbHEIX JIs 3HAYMMOTO O0BEKTA.

OnucaHde Kax0i yrpo3sl 6e30MacHOCTH HHOOPMALMHU TOJKHO BKIIFOIATh:

a) HCTOYHHUK yrpo3bl 6€30MacHOCTH HHpOpMALWH;

6) ya3BUMOCTH  (OIIMOKH), KOTOphle MOryT OBITH HCIHONB30BaHBI UL
peaH3alyy (CIIoco6CTBOBATH BOHHKHOBEHHIO) YTPO3hl G€30MACHOCTH HHPOPMAIIHH;

B) BOSMOXKHBIE CIIOCOOBI  (CLEHApUH) peanu3alud yrpo3bl 0e30MacHOCTH
nHpopMaLuy;

r') BO3MO>KHBIE TIOCIIEACTBHS OT YIPO3bI 6€30I1aCHOCTH UH(OPMALHH.

Mogens yrpos 6e3omacHOCTH HHGOpMaLHH MOXeT pa3pabaTeiBaTECA M
HECKONBKUX 3HAUHUMBIX OOBEKTOB, HMEIOIIMX OJMHAKOBBIC IeJIM CO3JaHHS U
APXHUTEKTYPY, & TAKXKE TUIOBBIE YTPO3EI 6€30IIaCHOCTH UH(OPMALUH.

Jlnst ompezieneHus yrpo3 Ge30macHOCTH MH(OpMalMM ¥ pa3spalOTKH MOJENH
yrpo3 6e3onacHocT HHGOPMAIUH TODKHBI IIPUMEHATHCS. METOAMIECKHE NOKYMEHTBI,
paspa6orannbie u yreepxxaeHHsle ®CTOK Poccuu B COOTBETCTBHHM C TTOJITYHKTOM 4
nynkra 8 IMonoxenus o PenepanpHoii Ciyxk0e MO TEXHUYECKOMY H IKCIIOPTHOMY
KOHTPONIO, yTBepXkneHHoro VYkasom Ilpesumenta Poccuiickoit ~®Penepanuu
ot 16 aBrycra 2004 r. Ne 1085.

11.2. TIpoexTupoBaHre MOACUCTEMBI 0€30MaCHOCTH  3HAYMMOIO 00BeKTa
JOJDKHO OCYINECTBIATHCS B COOTBETCTBHH ¢ TEXHHYECKUM 3aJaHMEM HA CO3[aHHC
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3HAYMMOr0 O00BeKTa M (WIM) TEXHHYECKUM 3afaHueM (YaCTHBIM TEXHHUYECKUM
3alaHieM) Ha CO3JaHME IOJCHCTEMBI 0E30ITaCHOCTH 3HAUMMOIO O0BEKTa C y4eTOM
MOZENH yrpo3 0e30macHOCTH MHGOPMAlMH M KaTerOpHd 3HAYUMOCTU 3HAYUMOIO
o0BeKTa.

ITpu POEKTHPOBAHUH TIOACUCTEMBI GE30IIaCHOCTH 3HAYUMOTO O0BEKTa:

a) onpeeNsorcs CcyObekTH JocTyna (IONB30BaTeNd, IPOLECCHl W HHBIE
CyOBEKTHI JOCTYTa) U 0OBEKTHI JOCTYIIA;

6) OmpefieAIOTCA  TOJWTUKA  YIpPABIeHUS  JOCTYNOM  (IMCKpELHOHHAS,
MaHJaTHas, poJieBast, KOMOMHUPOBaHHAa);

B) OOOCHOBBLIBAIOTCS OPraHM3alAOHHBIE U TEXHHUYECKHME MEpBI, MOAJIeKaNye
peanu3aliyi B paMKaX [OACHCTEMbI 6e30TaCHOCTH 3HAYUMOT0 00BEKTA;

T) ONpefieNsIOTCs  BHABIL M THIOBl  CPEACTB  3alllUThl  HHpOpMALWH,
o6ecIeynBaoIIie Peaqu3aldio TEXHHIECKHX Mep MO obecriedyeHHro Ge30IacHOCTH
3HAYMMOr0 OOBEKTA;

1) OCyLIeCTBIseTCS BHIOOP CpPEACTB 3am|Thl HHbOpMalumu W (WIH) HX
pa3paboTKa C YUeTOM KaTeropHd 3HaYMMOCTH 3HAUMMOIo 00BEKTa, COBMECTHMOCTH C
IIPOrPAMMHBIME U TPOrPAMMHO-AINAPATHBIMA CPECTBAMH, BBIONHAEMBIX (QYHKIAH
6€e30aCHOCTH ¥ OTPAaHUYEHHI Ha SKCILTyaTallHIo;

e) paspabareiBaeTCsl apXUTEKTypa MOACHCTEMBI O€30IMacHOCTH 3HAYUMOIO
0o6BpeKTa, BKIIIOYAMOIIAS COCTAB, MECTAa YCTAHOBKH, B3aMMOCBSI3U CPEICTB 3alUTHI
uHopManuy;

K) ONpeNeNsioTcss TpeGoBaHMS K TapamMeTpaM HAacTPOMKH MPOTrPaMMHBIX H
IIPOTrPaMMHO-aNNAapaTHEIX CPEACTB, BKIIOYas CPEACTBA 3aIMTH  MHG(OpMAluY,
obecIeunBaolye pealu3aluio Mep o obecredeHno 6e30IacHOCTH, OIOKUpOBaHHe
(HeiiTpanu3anuio) yrpo3 6GezomacHOCTH HHGOPMAlMKM U YCTPAaHEHHE YyA3BUMOCTEH
3HAYIMOI'0 OOBEKTA;

3) ONpeENIOTC MePhl 0 obecniedeHo 6e30MacHOCTH IPH B3aUMOJCHCTBUM
3HAYMMOTO OOBEKTa C WHBIMH OOBEKTAMH KPUTHYeCKOH HHPOPMalMOHHON
UHQPACTPYKTYpsl,  HHGOPMALHOHHBIMH  CHCTEMaMH,  aBTOMAaTH3UPOBAaHHBIMH
CHCTEMAaMHU YIIPaBJIeHNS WK HH(POPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHBIMH CETAMMU.

B ciyuae ecny B X0Jie IPOEKTUPOBAHHUS OICHACTEMBI 6€30MaCHOCTH 3HAYHMOT0
06BeKTa NpefycMOTpeHa paspaboTKa NPOrpaMMHOrO OOECTIeYeHHs, B TOM YHCIE
TIPOTPaMMHOTO OOecTeveHuss CPEACTB 3aluThl HHGbOpMAIUHW, Takas pa3paboTKa
IIPOBOJIUTCS B COOTBETCTBHM CO CTAHIAPTaMHU OGe30macHoi pa3paboTKH MPOrpaMMHOro
obecrnieyeHUsI.

Pe3ybTaThl MPOEKTHPOBAHHMS MOICUCTEMBI 0€30MaCHOCTH 3HAYUMOTO OOBEKTa
OTpaXaloTCsi B MPOEKTHOM IOKYMEHTAllMd Ha 3HAYMMBbIH OGDBEKT (IOACHCTEMY
6e30I1aCHOCTH 3HAYUMOT0 00BEKTa).

B mensx TecTMpOBaHMS MOACHCTEMBI G€30MaCHOCTH 3HAYMMOTO OOBEKTa B XO/IE
TIPOEKTHPOBAHHA MOXKET OCYIIECTBISTECS €€ MAKeTUPOBAHHE HIIH CO3[aHUEe TECTOBOH
cpensl. TecTrpoBaHue TODKHO OBITH HAIIPABJIEHO HA!

obecrieueHre paboOTOCIIOCOOHOCTH M COBMECTHMOCTH BBIODaHHBIX CPEHCTB
3aI0UTHl WHQOPMALUKM C TPOTPAMMHBIMM M allapaTHRIMH CpPeJICTBAMH 3HAYUMOTO
00BEKTA;
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IPAKTHYECKYIO OTPabOTKy BBINOJHEHHS CPEICTBAMH 3alMTHI uHpOpPMaLUH
(GyHKIHH 0€30IacHOCTH;

ACKJIOUEHME BIMSHUS IIOJCHUCTEMBI 0€30MacHOCTH Ha (YHKIIHOHHPOBAHHE
3HAYUMOTO OOBEKTA.

MakeTHpoBaHHE TOACHCTEMBI GE30IAaCHOCTH 3HAYMMOro OOBeKTa M €€
TECTUPOBAHHME MOXET IMPOBOJUTHCS C MWCIOJIB30BaHHEM CPEACTB W METOIOB
MO/IETIMPOBAHYS, & TAK)KE C UCIIONIb30BaHUEM TEXHONIOTHii BUPTYJIH3aLIHHY.

[Ipi [POESKTHPOBAHHHM TOACHCTEM OE30IaCHOCTH 3HAYMMBIX OOBEKTOB,
SBISIOMMXCS  MH(POPMAIIHOHHO-TEIEKOMMYHUKAIAOHHBIMA ~ CETSMM, ~ HACTOSIIHE
TpeGoBanusi TNpUMeHSIOTCE ¢ yderoM TpeGoBaHMI K TPOEKTHPOBAHHIO CeTeH
3JIEKTPOCBSA3H, YTBEPXKAECHHBIX Mpuka3oM MunkomcBssu Poccun ot 9 Mapra 2017 r.
Ne 101 (zapermctpupoBan MunroctoM Poccun 31 mas 2017 r., perucTpalHiOHHbIH
Ne 46915), a TakKe HHBIX HOPMATHABHBIX IIPaBOBBIX AKTOB (helepalbHOTO OpraHa
MCIIOIHMTEIBHOM BIACTH, OCYIIECTRISIOMEr0 (GYHKIUH 110 BEIPabOTKe ¥ pealn3alyy
roCyIapCTBEHHOM MOJUTHKH M HOPMaTHBHO-TIPABOBOMY PETYIMPOBAHHUIO B obyiactu
CBSI3H.

11.3. PaspaGotka paboueii (3KCIUTyaTallHOHHON) TOKyMEHTAlMK Ha 3HAYMMBIH
OOBEKT OCYLIECTBIAETCS B COOTBETCTBHHM C TEXHHYECKUM 3aJaHHEM HAa CO3[aHME
3HAYMMOT0 O0OBeKTa M (WIM) TEXHHYECKMM 3aJaHueM (YaCTHBIM TEXHHYECKHM
3a7aHHeM) Ha CO3JaHWe MONCHCTEMBI 0€30MaCHOCTH 3HAYMMOro o0beKTa Ha OCHOBE
MIPOEKTHOM JOKYMEHTAIIUH.

Pa6ouasi (9KCILTyaTAalHOHHAsA) TOKYMEHTAlWs Ha 3HAUYMMBIA OOBEKT JAOIDKHA
COJZIEPKaTh:

OmVCaHHe APXMTEKTYPHI IIOACUCTEMBI GE30IIaCHOCTH 3HAYUMOTO OOBEKTa;

NOPSNIOK ¥ MapamMeTphl HACTPONKM IPOrpaMMHBIX W MPOrpaMMHO-ANIapaTHIX
CpEJICTB, B TOM YKCJIe CPECTB 3aIIUTH HHPOPMALIHH,

MpaBUIIa SKCILTYaTal[iil IPOTPAMMHBIX M MPOrpaMMHO-aNNapaTHbIX CPEACTB, B
TOM HHCIIe CPE/CTB 3aIMThl HHGOpMaNyH (TipaBuia 6e30macHON SKCILTyaTalliu).

CoctaB u GopMsl paGoueii (IKCILTYaTalMOHHON) TOKYMEHTAINH ONpPENEIISI0TCA
B COOTBETCTBHM C TEXHHUIECKMM 3aIaHAEM Ha CO3JaHUE 3HAYMMOro 00BEeKTa U (WIN)
TeXHUYIECKAM 3aaHHeM (YaCTHEIM TEXHHYECKHUM 33JaHHEM) Ha CO3/JaHHe IOICHCTEMBI
6€30MMacHOCTH 3HAYMMOT0 O0BEKTA.

BHCI[peHI/Ie OpraHu3allMOHHBIX U TEXHUYECKUX MCp I10 obecreyeHHIo 0€30MMacCHOCTH
3HAYUMOI'0 00BEKTA B BBOJL €I0 B JICHCTBUE

12. BHefipeHHe OpraHW3AIMOHHBIX M TEXHWYECKHX Mep MO0 00eCIedeHHIo
6e30MacHOCTH  3HAYAMOr0 OOBEKTa OpraHM3yeTcsi CyOBeKTOM KPHTHYECKOH
MH(pOPMAIMOHHOH HMHPACTPYKTYphl B COOTBETCTBUM C HPOGKTHOH H paboueit
(3KCIUTyaTalMOHHOM) JOKyMEHTAalWed Ha 3HAuMMbIA  OOBEKT, CTaHAapTaMH
OpraHu3alyi U BKIIOYACT:

a) YCTAHOBKY ¥ HACTpOMKy CpEICTB 3alliThl HH(OpMAlyM, HACTPOHKY
NPOrpaMMHBIX U IPOTPaMMHO-aMMNapaTHBIX CPeICTB;

0) pa3paboTKy OpraHU3alMOHHO-PACTIOPSTUTEIBHBIX JTOKyMEHTOB,
perflaMeHTHPYIOIIUX MpaBHia U MpOLeaypsl obecrederus: 6e30IMacHOCTH 3HATUMOTO




00BEKTA;

B) BHEJIpeHHE OpraHM3ALMOHHBIX Mep 1o obecrnedeHHI0  0e30MacHOCTH
3HAYHUMOro 00BEKTa;

r) IpefBapUTENbHbIE HCIBITAHHS 3HAUYMMOTO OOBEKTa M €ro IOACHCTEMBI
0e30macHOCTH;

) ONBITHYIO ~OKCIUTyaTaldio 3HAauYAMOro OO0BEKTa M €ro  IMOJCHCTEMBI
0e30I1aCHOCTH;

€) aHa/IMu3 YyA3BUMOCTEH 3HAYMMOro OOBEKTa W MpPUHATHE Mep M0 HX
YCTpaHEHUIO;

) MPUEMOYHbIE HCIBITAHHS 3HAYAMOTO OOBEKTA M €ro  IMOACHCTEMBI
0e30macHOCTH.

ITo pemenno cyObeKTa KpUTHYECKOM MH(DOPMAIMOHHONW MH(PACTPYKTYpHI K
pa3paboTKe ¥ BHEIPEHHIO OPTaHM3ALMOHHBIX M TEXHUYECKHUX MEp MO 00eCTIeueHUI0
0€30IacHOCTH 3HAYMMOTrOo OOBEKTA MOXET TPHBICKATHCS JIMIO, JKCILTYyaTHPYHOIIee
(IIaHUpyollee SKCILTYyaTHpOBaTh) 3HAYMMBIH OOBEKT.

12.1. YcraHoBKa M HacTpoMKa CpEACTB 3allUThI dHbQOpMALMK  JOJDKHA
POBOJUTBCS B COOTBETCTBUM C TNPOEKTHOH H paGoueil (IKCILTyaTalHOHHOM)
JOKyMeHTalllell Ha 3HaUYMMBIH O0BEKT, a TAK)Xe B COOTBETCTBUH C IKCILTyaTaHOHHON
IOKyMEHTAIMeH Ha OTIeNbHbIE CPeICTBA 3aUThl HH()OpMAlIWH.

IIpy ycTaHOBKE H HACTpOMKe CPEICTB 3allUTEl MHGOPMAIMH TOJMKHO OBITH
00€ecIIeYeHO BBIOJHEHHE OrpaHMYeHMH Ha JKCIUTyaTallMI0 JTHX CPEICTB 3allUThL
HH(GOPMAIIHH, B CTydae UX HAIMYMS B IKCILTyaTallHOHHOW JOKyMEHTAIVH.

12.2. Pa3pabaTeiBaeMble OpraHMW3allMOHHO-PACIIOPSAUTENbHBIE TOKYMEHTHI IO
6€30IacHOCTH 3HAYMMOIo OOBEKTa MJOJDKHBI ONpENeNsaTh IPaBHiia W MPOHEeAypbl
peanM3aluy OTAENBHEIX OPraHW3alMOHHBIX U (MJIM) TEXHHYECKMX Mep (IONHUTHK
6e30macHOCTH), pa3paboOTaHHBIX ¥ BHEIPEHHBIX B PaMKaxX MOJICHCTEMBI 0€3011aCHOCTH
3HAYMMOro 00bexTa B cooTBeTcTBUU ¢ r1aBoii Il Hacrosmux TpeboBaHMiA.

OpraHu3aiiOHHO-PaCTIOPSAUTEIbHEIE JOKYMEHTBI 110 6€30MacHOCTH 3HAYHMOT0
00beKkTa MOKHH B TOM 4HCIE YCTaHABIMBATh MpaBhia 0Oe30macHOH paboThHI
paGOTHHKOB,  OKCIUTyaTHPYIOIIMX  3HA4WMble  OOBEKTH, ¥  PaGOTHHKOB,
obecreunBaronMx (PyHKIMOHMPOBaHHE 3HAYUMBIX OOBEKTOB, a TaKKe [EHCTBHSA
paGOTHHUKOB IPM BO3HMKHOBEHUM HEIITATHBIX CHTYalldi, B TOM YHCJI€ BBI3BAHHBIX
KOMIIBIOTEPHBIMU HHITHIEHTaAMMU.

CoctaB u (GOpPMBl OPraHM3aLIOHHO-PACTIOPSAUTENBHBIX TOKYMEHTOB IIO
Ge30MaCHOCTH 3HAYAMBIX OOGBEKTOB ONpENENSIOTCS CyOBEeKTOM KPHTHYECKOH
MH(POPMALIOHHOM HHPPACTPYKTYPHI C yIETOM OCOOEHHOCTEH €r0 NesSTEeTBHOCTH.

12.3. TIpy BHepeHHH OPraHM3ALUOHHBIX Mep IO 00ecnedeHuio 6e30MacHOCTH
3HaYUMOI0 00BEKTa OCYIIECTBIIAIOTC:

a) OpraHu3alys KOHTPOIS (QU3MYECKOro JOCTyNma K MPOrpaMMHO-alIapaTHBIM
CpelCcTBaM 3HAYMMOro 00BEKTa U ero JIMHUAM CBSI3H;

6) peanu3amus MPaBWI pasTpaHUYEHUs OCTYIa, peraMeHTHPYIOMMX IIpaBa
NOCTyIa CyOBEKTOB JOCTyna K OObeKTaM HOCTYNa, M BBEJEHHE OTpaHWYeHWH Ha
IeWCTBYS MOIb30BaTENEH, 4 TaKKe HAa U3MEHEHHE YCIIOBHM JKCILTyaTalluy, COCTaBa U
KOH(HI'YpaIMy MPOrpaMMHBIX U IPOrPaMMHO-AIINaPATHBIX CPEICTB;

B) IpOBEpPKa TMOJHOTHI Y JAETANbHOCTH ONMCaHWs B OpraHM3alldOHHO-
PACIIOPSIATENBHEIX JOKYMEHTaX MO Ge30[aCHOCTH 3HAYAMBIX OOBEKTOB IEHCTBHI




moNnp30BaTeNieli W aJMHHHCTPATOPOB 3HA4UMOro OOBEKTa IO  peaiu3aluH
OpraHU3alMOHHBIX MED;

I) onpesieNieHUe aIMHHUCTPATOpa GE30MaCHOCTH 3HAUMMOTO OOBEKTa;

n) oTpaboTKa [AeHCTBHI IONB30BATENel M aIMHHUCTPATOPOB 3HAYMMOTO
06BbEKTA [0 peaH3alii Mep 10 obecrieueHnio 6e30IaCHOCTH 3HaYUMOro 00BEKTa.

12.4. [IpenBapuTENbHBIE UCTIBITAHUS 3HAYAMOTO OOBEKTa M €ro MOJCHCTEMBI
6e30MacHOCTY AOKHBI TIPOBOAUTHCS B COOTBETCTBUM C IPOTPaMMOM U METONUKaMU
TMpeBapUTENbHEIX ~HCMBITAHAA ¥  BKIIOYAaTh IIPOBEPKY  paboTOCIIOCOOHOCTH
MOJICUCTEMBI O€30MaCHOCTH 3HAYUMOTO O0BeKTa M OTHEIBHBIX CPEICTB 3allUTHI
HHQOPMALMH, OLEHKY BIMSHUS [O/CHCTEMBI 6€30IaCHOCTH Ha (YHKUMOHHPOBAHHE
3HAYMMOTO OOBEKTa IPH IPOEKTHHIX peXUMax ero paboTel, YCTaHOBICHHBIX
TIPOEKTHOH JOKyMEHTAIIHEH, a TaK)Ke IPHHSATHE PElleHHs O BO3MOXHOCTH OIBITHOH
SKCILTyaTal[ii 3HaYMMOTro 00BEKTa U ero MOICHCTEeMBI O€30I1aCHOCTH.

12.5. OnpITHAs O3KCILUTyaTallds 3HAYAMOTO OOBEKTa M €ro  MOJCHCTEMBI
6€30MacHOCTH JIOJDKHA MPOBOIMTHCS B COOTBETCTBHH C IPOrPAMMOM M METOIMKAMH
OTBITHOM OKCILUTyaTalli¥ W BKJIIOYATh NPOBEPKY (YHKIHOHHPOBAHHUS IOJCHCTEMBI
6e30MacHOCTH 3HAYUMOTr'0 0OBEKTA, B TOM UHCIIE PEaIU30BaHHBIX OPTaHU3aI[MOHHBIX U
TEXHHYECKMX Mep, a Takke 3HAHUM W yMEHMH IONb30BaTeield W aIMHUHUCTPATOPOB,
HEOOXOMUMBIX Il OKCIUIyaTalldd 3Ha4uMOro OOBEKTa W €ro  IOJCHCTEMBI
0e30MacHOCTH.

12.6. Aganu3 ys3BUMOCTeHl 3HAUUMOTro OOBEKTa IPOBOAMTCS B IHEIAX
BBISBJIEHHS HEIOCTaTKOB (clabocreif) B momcucTeMe GE30MaCHOCTH 3HAYMMOTO
00BEKTa U OLICHKH BO3MOXXHOCTH WX HCHOJIB30BaHMUA IS pealu3alud yrpos
6ezomacHocTd uH(popMmanmu. I[lpu 3ToM aHaAIM3y MOAJEXKAT YA3BUMOCTH KOJIa,
KOH(QUTYPAIMH U apXUTEKTYPHI 3HAYHIMOT0 OOBEKTA.

AHanu3 ys3BUMOCTeH HpPOBOAUTCS A BCEX NPOrpaMMHBIX U IIPOrPaMMHO-
aNIapaTHBIX CPEACTB, B TOM WYHCJIe CPEeICTB 3allUThl HHQOpMALWH, 3HAIAMOIO
oOBeKTa.

IIpy NpOBEJIEHNH AHATKM3a YS3BMUMOCTEM HPHMEHSIOTCS CIETYIONHME CIOCOOBI
UX BBISIBIICHUS:

a) aHaIM3 MPOEKTHOM, pabodeil (PKCILTyaTallMOHHOM) MOKYMEHTAalUM H
OpraHM3aIMOHHO-PACTIOPSAUTENFHBIX JOKYMEHTOB 10 (e30MacHOCTH  3HAaYMMOIo
00BEKTa;

6) aHaJIM3 HACTPOEK MPOrpaMMHBIX M IIPOrPaMMHO-aMNapaTHBIX CPEACTB, B TOM
YHCIIe CPECTB 3aIUThl HHPOPMAIHH, 3HAYMMOI0 00bEKTa,;

B) BEISBJIEHME H3BECTHBIX YSI3BUMOCTEH MNPOIPaMMHBIX M TNPOTPaMMHO-
aNmapaTHEIX CPEACTB, B TOM HHCIE CPEJICTB 3AIIMTHl MH(OPMAIWH, IIOCPENCTBOM
aHAIM3a COCTAaBa YCTAHOBJIEHHONO NPOrpaMMHOro obecriedeHus U OOHOBICHHH
6€30MaCHOCTH ¢ IIPHMEHEHHEM CPEJICTB KOHTPOJIS (aHANK3a) 3alIMINEHHOCTH U (WIIH)
MHBIX CPEJICTB 3aIlUThl HHGOpMaLUH,

T) BBISBJIEHHE HM3BECTHBIX YA3BUMOCTEM IPOrPaAaMMHBIX M TIPOrPaMMHO-
alMapaTHEIX CPEICTB, B TOM YKCI€ CPEICTB 3allUTHl HHPOPMALUH, CETEBIX CIry X0,
JOCTYNHBIX MJisi CETeBOr0 B3aMMOJEHCTBHUS, C NPUMEHEHHEM CPEACTB KOHTPOJL
(aHaANM3a) 3aLUIICHHOCTH,

I) TECTUPOBaHHE HAa [POHUKHOBEHHWE B YCIOBHSX, COOTBETCTBYIOLIHX
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BO3MOXKHOCTSM HApyLIUTENel, ONpeNeNeHHBX B MOJENH Yyrpo3 0e30macHOCTH
nHbOpMaIIH.

I[TprMeHeHre CIIOCOGOB ¥ CPEACTB BHLABICHHUS YS3BUMOCTEH OCYIIECTBIACTCS
CyOBEKTOM  KPHTHYECKOM  HMHQOPMAIMOHHON  MHQPAaCTPyKTypsl € y4€TOM
ocobeHHOCTel (QYHKIMOHUPOBAHUS 3HAUMMOTO OOBEKTA.

JlomycKaeTcs IPOBEIeHNe aHATKM3a ysS3BUMOCTEH Ha MakeTe (B TECTOBOH 30He)
3HAYMMOTrO 0OBEKTA WM MaKeTax OT/AebHBIX CErMEHTOB 3HAYNMOro 00beKTa.

AHanu3 ysS3BUMOCTEl 3Ha4UMOro OOBEKTa IMPOBOJMTCS 1O BBOAA €ro B
NelicTBHE Ha JTamax, ONpeleNseMbIX CyOBheKTOM KpHTHYecKoil HH(OpMAIlMOHHOH
HHPPACTPYKTYPBL.

B ciy4ae BHISBIEHHS yS3BHMOCTEH 3HAYUMOrO OGBEKTa, KOTOPEIE MOTYT OBITH
WCIOJNB30BaHBL IS peanu3amyd  (CIOCOGCTBOBaTh — BOSHHKHOBEHHIO) — YIPO3
6€30MaCHOCTH MHGOPMAIIUH, IIPUHUMAIOTCS MEPHI, HallPaBJICHHBIC Ha MX yCTpaHEHHE
WM WCKITIOYAlONe BO3MOXHOCTh HCIOJIB30BaHMsA (PKCIUTyaTalliM) HapyIIUTEIeM
BBISIBJICHHBIX YA3BUMOCTEMN.

[To pe3ynsTaTaM aHaimM3a ysS3BUMOCTEH JOIKHO OBITH MOATBEPXKIEHO, ¥TO B
3HAYMMOM OGBEKTE, OTCYTCTBYIOT YS3BUMOCTH, KaK MUHEMYM COZIEpiKalliecs B GaHkKe
maHHBIX yrpo3 GesomacHocti uHGopMamu ®CTOK Poccuu, ykasaHHOM B ITyHKTC
11.1 wmacrosmmux TpeOoBaHul, WM BBIABICHHBIE YSI3BUMOCTH HE IIPUBOIAT K
BO3HHUKHOBEHHIO yrpo3 Oe3omacHOCTH HH(OpMald B OTHOLICHHH 3HAYMMOTO
o0BeKTa. ,

12.7. B xo/e mpHEeMOYHBIX UCIBITAHHH 3HAYUMOro OOBEKTA U ero MOICHCTEMBI
6€30acHOCTH JOJDKEH OBITh MPOBEJEH KOMIUIEKC OPraHM3allMOHHBIX U TEXHUYECKUX
MEpPOIIPUATHI (MCITBITAHUI), B Pe3yNbTaTe KOTOPBIX IMOATBEPHKAAETCS COOTBETCTBHE
3HAYUMOTO OOBEKTa M €ro MOACHCTEMBI GE30MacHOCTH HAcTOSmMM TpeOoBaHUsM, a
TaKxe TpeGOBAHMAM TEXHHIECKOTO 3a1aHHUs Ha CO3TaHUe 3HAYMMOr0 O0OBEKTa ¥ (mnn)
TEXHUYECKOTO 337aHus (YACTHOrO TEXHHYECKOro 3a/IaHus) Ha CO3JaHHe MOACHCTEMEI
0€e30I1aCHOCTH 3HAUUMOT0 OOBEKTa.

B kadecTBe MCXOIHBIX JAHHBIX MPHU MPHUEMOYHBIX HCIBITAHUSIX UCIOIB3YHOTCH
MOZENh Yrpo3 6e30nacHOCTH HHGOPMAIMH, pPe3yNIbTaThl (aKT) KaTeropHpOBaHM,
TeXHIYeCKoe 3ajlaHhe Ha CO3NaHHe (MOIEpPHM3AlMI0) 3HAYMMOrO OoObeKTa W (WilH)
TeXHHUECKOe 3aJaHMe (JYacTHOe TeXHHYECKoe 3aJaHhe) Ha CO3JaHHE MOACHCTEMBI
6e30IacHOCTH 3HAYMMOTO OOBEeKTa, NpoekTHas M pabodas (IKCIUTyaTalMOHHAs)
JNOKyMEHTalusl Ha 3HAaYWMbIi  OOBEKT, OpraHU3alMOHHO-PACMOPSAUTEIBHBIC
JIOKYMEHTH MO 0e30MacHOCTH 3HAYMMBIX OOBEKTOB, Ppe3ysbTaThl —aHanu3a
yS3BUMOCTell 3HaUMMOTO OOBEKTa, MaTepHanbl IpeIBAPUTENbHBIX HCIBITAHENH M
ONBITHONW SKCIUTyaTallud, a TaKkKe HHble JOKYMEHTBI, pa3pabaTbiBacMbIe B
COOTBETCTBHM C HacTosIuMH TpeGoBaHMSIMH H TpeOOBaHUSMH CTaHAApTOB
OpraHU3AaLUH.

TIpHeMOYHBIe HCIBITAHNS 3HAYUMOTO 00BEKTa H €ro MOJCKCTEMBI 6e30MaCHOCTH
TNIPOBOAATCS B COOTBETCTBHH C IIPOTPAMMON W METOJUKON MPUEMOUHBIX WCTIBITAHUH.
Pe3ysbTaThl IPHEMOYHBIX HCIBITAHANH 3HAYMMOTO OOBEKTA M €ro MOACHCTEMBI
6e30MacHOCTH C BBIBOLOM O €€ COOTBETCTBHH YCTAHOBJIEHHBIM TpeGOBaHMAM
BIJTIOYAIOTCS B aKT NIPUEMKH 3HAYMMOTr0 0OBEKTa B IKCILTYaTAIHIO.
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B  cioyyae eciM  3HAUMMBIA = OOBEKT  ABNAETCS  IOCYAapCTBEHHOH
MHPOPMALIMOHHOM CHCTEMOM, B UHBIX CIIy4asX, yCTaHOBIECHHBIX 3aKOHOAATEIHCTBOM
Poccuiickoii (Denepali, a TaKke B Cilydae [PHHATHA pelIeHHs CyOBeKTOM
KPUTHYECKOM HHAOPMAIHOHHOH HH(PACTPYKTYPHI, OLEHKA 3HA9MMOr0 00BEKTa U ero
MoJCHCTEMBI GE30MACHOCTH MPOBOAMTCS B (POpPME aTTeCTalMy 3HAYAMOrO OOBEKTa B
cooTBeTcTBMM ¢ TpeGOBaHMAMM O 3amMTe HHQOPMAIUH, HE COCTABISIOIIEH
roCyapCTBEHHYIO TaifHy, comepkauleiics B ToCyJapCTBEHHBIX HH(GOPMAIMOHHBIX
cucTeMax, yrBepxaeHHsME npukazoM ®CTIOK Poccun ot 11 despais 2013 T. Ne 17.

Beox B JeiCTBHE 3HAYAMOTO OOBEKTAa M €ro MOACHCTEMBI 0€30MaCHOCTH
OCYILIECTBIISIETCS. [IPH TIOJIOKHTEFHOM 3aKITFOYEHNH (BBIBOJIE) B aKTe PHEMKH (M B
arTecTaTe COOTBETCTBHS) O COOTBETCTBHM 3HAYUMOTO OOBEKTa YCTAHOBICHHBIM
TpeGOBaHKsIM M0 06eceYeHHIO 6e30IaCHOCTH.

O6ecrieuenre 6€30MaCHOCTHA 3HAYUMOTIO 00BEKTA B XOJI€ €T0 SKCILTyaTalunu

13. Obecreuenre Ge30MACHOCTH B XOJ€ OKCILIyaTauyud 3HAYAMOro oOBeKTa
OCYILECTBISAETCS CYOBEKTOM KPUTHYECKOH HH(POPMAIMOHHON HHOPAacTpyKTyphl B
COOTBETCTBHM C OKCIUIYaTAl[AOHHOW  JOKyMEHTallied W  OpraHH3allMOHHO-
PACTIOpAIUTENLHEIMY JOKYMEHTaMK 110 6e30I1aCHOCTH 3HAYMMOro 00BeKTa ¥ JIOMIKHO
BKJIOYATh PEATH3AIMIO CIESIYIOIMX MEPOIPHSTHA:

a) INIAHAPOBAHHE MEPONPHATHI MO obecreueHnI0 0e30MacHOCTH 3HAYUMOTO
00BEKTA,

6) ananu3 yrpo3 OesomacHocTH WHGOpMAIMM B 3HAYAMOM OOBEKTE U
HOCJENCTBHH OT MX pealu3alyu;

B) yIIpaBiIeHHe (2IMUHHCTPHPOBAHNE) ITOACHCTEMOH 0€30IacHOCTH 3HATHMOTO
00BeKTa;

r) ynpapieHHe KoHQurypaiueil 3Ha4UMOro oObeKTa H €ro ITOJICUCTEMOM
0€e30I1aCHOCTH;

Jl) pearupoBaHie Ha KOMITBIOTEPHBIE HMHIMIEHTBl B XOJ€ OKCILTyaTallH
3HAYUMOTO O0BEKTa;

e) obecrieyenre AeMCTBUM B HEINTATHHIX CHUTyalUsAX B XOJ€ OKCIUTyaTallH
3HAYMMOT'0 OOBEKTA; |

) HHGOPMHPOBaHKE U 00yYEeHHE IIePCOHANA 3HAYUMOTO OOBEKTa;

3) KOHTPOJIb 33 obecredeHreM Ge30IaCHOCTH 3HAYMMOTO O0BEKTA.

13.1. B Xone IUIAHMPOBAHHS MEPONPUATHH 1O OOecIedYeHHI0 0e30MacHOCTH
3HAYMMOTO 00BEKTa OCYIIECTBIIIOTCS:

a) onpefie]ieHHe JIML[, OTBETCTBEHHBIX 3a IUIAHUPOBAaHHE U  KOHTPOJb
MepONpUATHIA 1o 06ecTieueH 0 6e30IaCHOCTH 3HAYMMOTO 00BEKTa;

6) pa3paGoTKa, yTBEpXAEHHE M AaKTyaluu3alds IUlaHa MEPOIpPHUATHH IO
obecredeHuIo 6€301aCHOCTH 3HAYHMOTr0 OObEKTa;

B) ONPeJie/ICHHs.  TIOPSAKA  KOHTPOJS  BHITIONHEHHS — MEPONpHATHA 110
obecredeHHI0 6e30IaCHOCTH 3HAYMMOTO 00BEKTa, IPEAYCMOTPEHHBIX YTBEPXKIECHHBIM
TUTAHOM.

[ITaHUpOBaHKE MEPONPUATHA MO obecrnedeHut0 0Oe30MacHOCTH 3HAYUMOTO
00BeKTa JOKHO OCYILECTBISATHECS B paMax MpoLEcca IUIAHUPOBaHHs, BHEIPECHHOI'O B
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COOTBETCTBUM C TpeOOBAaHMAMH K CO3MaHHIO CHUCTEM O€30MacHOCTH 3HAYHMBIX
O00BEKTOB M 00ECTIEUEHHIO UX (DYHKIIMOHUPOBAHUS, YTBEPKACHHBIMA B COOTBETCTBUHU
c myHKTOM 4 yacTtu 3 crateu 6 ®enepansHoro 3akoHa ot 26 uromg 2017 r. Ne 187-03
«O 06e30IaCHOCTH KPUTHYECKOM HHGMOPMAIMOHHOW HHOPacTpyKTyphl Poccuiickoi
Oenepauum.

13.2. B xoze aHanu3a yrpo3 6e30macHocTH HHGOpMAalMK B 3HAYUMOM O0BEKTE
BO3MOJKHBIX TIOCJIECTBHM UX pealli3alliy OCYIIECTBIIAIOTCS:

a) aHAJIM3 VA3BHMOCTEM 3HAYMMOro OODBEKTa, BO3HHKAIOIIUX B XOJAE €ro
IKCILTyaTallVH;

6) aHAJIM3 U3MEHEHHUs YIpo3 0€30IMacHOCTH HH(OPMALUK B 3HAYNMOM OOBEKTE,
BO3HHUKAIOIINX B XOJI€ €r0 SKCILTyaTalliy;

B) OLiEHKa BO3MOXHBIX IIOCIEACTBHMH peaiu3aluud yrpo3 0Oe30nacHOCTH
HH(POPMAIIUHU B 3HAYUMOM O0BEKTE.

[NepronInMYHOCTh NPOBEJEHHS YKa3aHHBIX paboT ompenernsercs CyOBEKTOM
KPUTHYECKOH  HHGOPMALMOHHOW  WMHQPAcCTpyKTypbl B OpraHM3al[MOHHO-
PaCIIOPSAUTENBHEIX JTOKYMEHTaX IO 0€30MacHOCTH 3HAYUMBIX OOBEKTOB C YYETOM
KaTErOPHMH 3HAYUMOCTH 00BEKTa H 0COOEHHOCTeH ero (PyHKIMOHUPOBAHHMS.

13.3. B xone ympasieHus (aMAHHCTPHPOBaHHs) MOACHCTEMON 6€30IacHOCTH
3HAYUMOT0 00BEKTa OCYIIECTBISIOTCS:

a) ompe/ieIeHHe JIALl, OTBETCTBEHHBIX 34 YIIpaBlieHHe (aIMUHHCTPHPOBAHHE)
HOJCHCTEMOI 6€30MaCHOCTH 3HAYHMOTO 00bEKTa;

0) yrpaBiieHHe YYEeTHHIMH 3allUCSMH IIOJIb30BaTeNeld MW MOAJEPKaHHE B
aKTyaJIbHOM COCTOSHUH TIPAaBJI Pa3rpaHUYeHHs JOCTYIIa B 3HAUUMOM OOBEKTE;

B) YIIpaBJIEHKE CPEICTBAMH 3aIUTHI HHPOPMAITHMH 3HAYHMOro 00BEKTa;

r) ynpaslieHHe OOHOBJIEHHUSMH NPOrpPaMMHBIX M IPOrpaMMHO-alNapaTHBIX
CpeICTB, B TOM YHCIE CPEICTB 3alIATHl WHGOPMALUH, C Y4eTOM OCOOeHHOCTEH
GbYHKIIHOHUPOBAHMS 3HAYUMOTO OOBEKTa;

1) LEHTPAJIM30BAaHHOE yIIpaBeHHe IOJCUCTEMOH ©O€30MaCHOCTH 3HAYHMOTO
o0BpekTa (TIpu HeOOXOIUMOCTH );

€) MOHHUTODHHI M aHAJIM3 3aPETMCTPUPOBAHHBIX COOBITHI B 3HAYMMOM OOBEKTE,
CBSI3aHHBIX ¢ oOecriedeHreM 6e30MacHOCTH (f1anee - COOBITHS O€30I1aCHOCTH);

’K) COIPOBOXAEHHE  (DYHKIHOHHUPOBAaHUS  TOACHCTEMBI  0€30MacHOCTH
3HAYMMOTr0 OOBEKTa B XOJ€ €€ SKCIUIyaTalldH, BKJIIOYas BeleHHe 3KCIUTyaTallMOHHOM
JIOKYMEHTALIMK M OPTaHH3alHOHHO-PACTIOPSANTEIBHBIX JOKYMEHTOB 110 6€30MaCHOCTH
3HAYUMOT0 OOBEKTA.

13.4.B xome ympaBieHHs KOH(QUTypalmeidl 3HAUUMOro OOBEKTa H €ro
IOACHCTEMBl  0€30IIacHOCTH I Lenedf  obOecrmedeHHs ero  0e30macHOCTH
OCYIIIEeCTBIISIOTCS:

a) OIIpe/ieNIEH e JIHI, KOTOPHIM pa3pelIeHbl JeHCTBHS 110 BHECEHHUIO H3MEHEHUH
B KOHQUIYpalMIO 3HAYAMOTO OOBEKTa U €ro MOACHCTEeMBbl O€e30IacHOCTH, W HX
MOJITHOMOYMIA;

0) onpefeseHre KOMIIOHEHTOB 3HAYMMOIO O0BEKTa M €ro MOACHCTEMBI
0€30MacHOCTH, MOMJIEXKAIMX H3MEHEHHI0 B paMKax YIpaBlIeHHS KOH(QHIypaluH
(unenTHOMKAM O0OBEKTOB yIpaBlieHHUsT KOHQUIYpalMu): IPOrpaMMHO-amnapaTHele,
IpOrpaMMHEIE CPEJICTBA, BKIIFOYAS CPEACTBA 3aIMTH HHOOPMALMH, ¥ HX HACTPOUKH U
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POTPaMMHBIH KOJ, SKCILTyaTalMOHHas JOKyMEHTAIIs, HHTepeiChl, Qaiilbl U HHbIE
KOMITOHEHTBI, IIOUTIEeXKAIe U3MEHSHHIO U KOHTPOJIIO;

B) IIpaBleHUE M3MEHEHHSMH 3HAUYMMOro OOBEKTa M €ro IOJICHCTEMBI
6e30MaCHOCTH: pa3paboTKa NapaMeTpOB HACTPOHKH, 00ECIeYHBAIOINX Oe30MaCHOCTh
3HAYIMOTO O0BEKTA, AHAJIN3 MOTEHINAIBHOTO BO3IeHCTBYS ILIaHAPYEMBIX M3MEHEHH I
Ha obecredeHre 0GE30MacHOCTH 3HAYMMOTO OOBEKTa, CaHKIHOHMPOBAaHUE BHECEHHS
U3MEHEHHH B  3HAYMMBIf OOBEKT M €ro  TMOACHCTeMy  0€30MacHOCTH,
JOKYMEHTHDOBaHHE JCHCTBHI IO BHECEHHIO HM3MEHEHMH B 3HAYMMBIA OOBEKT W
COXpaHEeHHe JJAHHBIX 00 M3MEHEHHUSIX KOH(PUTYpalHK;

r) KOHTPONb JeHCTBHH MO BHECEHHIO W3MEHEHWH B 3HAYMMBIH OOBEKT M €ro
oCHCTEMY 0€30I1aCHOCTH.

PeaM30BaHHble POLECCH  YIPABJIeHHs M3MEHEHUSIMH 3HA9MMOrO O0BeKTa H
ero MOACHCTEMBI GE30MACHOCTH MOJDKHBI OXBATHIBATh HPOLECCH TapaHTHAHOTO M
(M) TeXHWYEeCKOro oOCTyXHMBaHMSA, B TOM YHCIIe NHCTAHIMOHHOIO (yIaseHHoro),
NpOrpaMMHBIX M POrPaMMHO-AMMapaTHBIX CPEJCTB, BKIOYas CPEICTBA 3alUTHI
nH(OpMAIIKH, 3HAYUMOTO O0BEKTA.

13.5. PearnpoBaHnde Ha KOMIIBIOTEPHBIE MHIMICHTHl OCYLIECTBIAETCA B
TMOpSIKe, YCTAHOBIEHHOM B COOTBETCTBMM C IyHKTOM 6 dHacTh 4 CTated 6
®enepanbHOro 3akona ot 26 uross 2017 r. Ne 187-03 «O Ge3omacHOCTH KPUTHYECKOH
nHpOpMaKOHHOM HHGpacTPyKTyphl Poccuiickoi Denepanuin.

JUIst peardpoBaHHs Ha KOMIBIOTEPHBIE HHIIHACHTHI ONPE/IEAIOTCS PAOOTHHKHY,
OTBETCTBEHHBIE 32 BBISBIIEHHE KOMIIBIOTEPHBIX HHLIUIEHTOB H pearupoBaHue Ha HHX,
1 OTIPENIENAIOTCS UX (PyHKIIUH.

13.6. I obecnievyeHns NEHCTBUM B HEIITATHRIX CHTyallUsAX IPH SKCIUTyaTallly
3HAYUMOT0 00BEKTa OCYIIECTBIIAIOTCA:

a) INTAaHUPOBAHME MEPONPHATHI MO obecredeHui0 Ge30MacHOCTH 3HAYMMOTOo
00BEKTa Ha Cllyyall BOSHMKHOBEHHMS HEIUTATHBIX CUTYaLi;

6) 06yueHue 1 0TpaboTKa JeHCTBHI epcoHana 1o 06ecreyeHnio Ge30MacHOCTH
3HAYMMOTr0 0OBEKTA B CITydae BOSHMKHOBCHHS HEIUTATHBIX CUTYaLH;

B) CO3IaHHe ANbTEPHATHBHBIX MECT XpaHeHHs W oOpaGoTKu WH(OpMalUd HA
Cllydyal BOSHUKHOBEHHUS HEIUTAaTHBIX CUTYAIHA;

T') pe3epBHPOBaHHE MIPOTPAMMHBIX M NPOrPaMMHO-aNIapaTHEIX CPEJICTB, B TOM
qHCIe CPeACTB 3aIMMTHI MH(GOpMAINK, KaHATIOB CBS3M Ha CIyYaH BOSHHKHOBEHHS
HEITATHBIX CUTYaLIUii;

1) obecrieueHHe BO3MOXKHOCTH BOCCTaHOBJICHHUSI 3HaYUMOTO oObexTa U (WiIH)
ero KOMIOHEHTOB B CIIy4ae BO3HUKHOBEHHS HEIUTATHBIX CUTYaLUH;

€) ompejieNieHNe TIOpSNKAa AaHAIM3a BO3HHKIINX HEIITATHBIX CHTYallMd K
IPUMHATHS Mep 110 HEAOMYIEHHIO MX IOBTOPHOTO BO3HHKHOBEHUSL.

13.7. B xome uH(GOPMHPOBaHUA M OOyYeHHs MEPCOHANA 3HAYMMOrO OOBEKTa
OCYIIEeCTBIISIOTCS:

a) MHGOPMHUpPOBaHWe IepcoHala 00 yrposzax 0e30macHOCTH uH(pOpMaIHH,
0 TpaBMIIaX Ge30MacHOM IKCILTyaTalluy 3HA9MMOTO OOBEKTa;

6) moBeleHHe 1O TepcoHana TpeGOBaHWM IO ObecTeyeHHIo 0e30TacHOCTH
3HAYHUMBIX OOBEKTOB, a TAaKXKe IIOJIOKEHNI OpraHu3alliOHHO-PaCTIOPANIUTENIbHBIX
JIOKYMEHTOB TI0 6€30MacHOCTH 3HAYMMbIX OGBEKTOB B 4aCTH, UX Kacalomlecs;
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B) oOy4yeHue MmepcoHaia MpaBUiaM dKCILUTyaTallid OTAEIbHBIX CPEICTB 3aIlUThI
MHGOPMAIMH, BKJIIOYAs POBEIeHHUE IPAaKTUUECKHX 3aHATHM C IEPCOHATIOM;

T) KOHTPONh OCBEJOMIEHHOCTH TepcoHata 00 yrposax Ge30macHOCTH
MHGOpPMALMK ¥ YPOBHS 3HAHHMM IEpPCOHaNa M0 BOIpocaM obecnedeHus 6e301acHOCTH
KPUTHYECKOH HH(POPMAIMOHHONX UHPPACTPYKTYPEL

IMeproAMYHOCTS TPOBEJEHUS YKa3aHHBIX MEPONPHUATHH yCTaHaBIMBACTCS
CyOBEKTOM KPUTHYECKON HMH(pOpPManHOHHON HMHQPACTPyKTYphl B OpraHU3alliOHHO-
PACIIOpAAMTENBHEIX JOKYMEHTaX MO Ge30MacHOCTH 3HAYMMOro OOBEKTa C y4eToM
KaTeropuy 3Ha4MMOCTH U 0COOeHHOCTeM (yHKIHOHNPOBAHHS 3HAYUMOTO OOBEKTA.

13.8. B xozme KOHTpons 3a obecniedeHreM 0e30MacHOCTH 3HAYMMOro 00beKTa
OCYIIECTBIISIOTCS:

a) KOHTPOIb (aHAIM3) 3AlIUIIEHHOCTH 3HAYMMOro OO0BEKTa C y4eTOM
0COOeHHOCTeH ero GyHKIIMOHUPOBaHHUS;

6)aHamM3 ¥ OlEHKa (YHKIHOHHPOBAaHHS 3HAUYMMOrO OOBEKTa M €ro
TOJICUCTEMBI O€30IIaCHOCTH, BK/IIOYAs QHAINU3 W yCTPaHEHHE YA3BUMOCTEH W HHBIX
HEIOCTATKOB B (DYHKIIMOHUPOBAHUH [IOJICUCTEMB! Ge30I1aCHOCTH 3HAYMMOr0 00BEKTE;

B) JJOKyMEHTHPOBaHHE MPOIEAYP W Pe3yJIbTaTOB KOHTPONA 3a obecredeHHeM
0€30MacHOCTH 3HAYUMOTO 00BEKTa;

) IpUHSATHE pEIIeHHs [0 pe3ylbTaTaM KOHTpONsd 3a obecrevyeHneM
6e30MaCHOCTH 3HAYMMOTO 06HEKTa 0 HE0OXOAMMOCTH 10pabOTKH (MOIEPHH3ALIMH) ETO
IOJICHCTEMBI 6€30IIaCHOCTH.

ObecmeueHne 0e30MaCHOCTH 3HAYMMOI'0 OOBEKTa
IIPH BBEIBOJIE €T0 U3 3KCILTyaTalluu

14. OGecniedenne O6e30IACHOCTH 3HAYUMOro OOBEKTa IPH BBIBOAE €ro U3
SKCILTyaTAIld! WK [OCHe IPUHATHS PellieHns 00 OKOHYaHH! 00paboTKy HHpOpMALHK
OCYIIECTBISETCS CYOBEKTOM KPUTHYECKOM HMH(MOPMAIMOHHON HH(PAcTpyKTypsl B
COOTBETCTBHH C OKCIUTyaTal[MOHHOW JOKyMeHTaIlMell Ha 3HAUMMBIA OOBEKT U
OpraHM3al[MOHHO-PACIIOPSAUTENFHBIME JOKyMEHTaMH 110 0€30MacHOCTH 3HaYHMOro
o0OBeKTa.

ObecrnieueHrie O€30IACHOCTH 3HAUYMMOTO OO0BEKTa IpU BBIBOJE €ro M3
AKCILTyaTaluy JOJDKHO IpeayCMaTpUBaTh:

a) apXMBHPOBaHKe UHPOPMALHH, CofeprKaIeiicss B 3HAIUMOM O00BEKTE;

6) yHUUTOXeHue (CTUpaHUe) NaHHBIX ¥ OCTAaTOYHON MH(POpPMAIIMK C MAIIMHHBIX
HocuTenel HHMOpMAaIMK ¥ (MJIK) yHAUTOKEHHE MAIIMHHBIX HOCHTENIEH HHpOopMaLnH;

B) YHUYTOXXEHHME [aHHBIX 00 apXUTeKType H KOHQUIypamuu 3HaYUMOTO
00BEKTa; _

I) apXUBUPOBAaHWE WM YHUYTOXEHHME OSKCIUIyaTalMOHHOH NOKyMEHTallMM Ha
3HAQUUMBI OOBEKT M €ro IOoAcHcTeMy O€30IIaCHOCTH M OpraHW3alliOHHO-
PaCIIOPSAIUTENBHBIX JOKYMEHTOB I10 6€30I1aCHOCTH 3HAYMMOTO O0BEKTa.

14.1. ApxuBupoBaHHe HH(OpPMALMH, ColepKamieiics B 3HAIAMOM OODBEKTE,
JIOJDKHO OCYILECTBIATBECA B Cliydae e JalbHEHIEro MCIO0IE30BaHusl B AeATeIbHOCTH
cyObeKTa KpUTHYECKOM HH()OPMAHOHHOM HHPPACTPYKTYPHIL.

14.2. VHUYTOXCHHE (CTUpaHHE) JIAaHHBIX M OCTaTOYHOH MHQOpMalud C
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MAIIMHHBIX HOCWTeNedl WHGOPMAalMM OCYLIECTBISIETCSs B ciiydae o6paboTku
3HAYUMBIM OOBEKTOM HH(POPMAIMK OTPaHUYEHHOIO JOCTYIA WIH B Clly4Yae IPUHATHA
TaKOTO PeIIeHHs CyOHEKTOM KPUTHUECKOH HHGOPMALMOHHOW UH(PACTPYKTYPEL.

VHUYTOXEeHHe (CTUpaHHE) JAHHEIX W OCTATOYHOH MH(OpMaIMy ¢ MAIIMHHBIX
HocuTenell MH(OpMaIMK MPOU3BOIUTCSA NMPU HEOOXOJMMOCTH Iepefayd MaIlMHHOIO
HOCHTEN MHPOPMAalUK APYroMy MOJB30BATENI0 3HAUYMMOTrO OOBEKTa WIIM B HHBIC
OpPraHM3AlMM Il PEMOHTA, TEXHHYECKOro OOCTYKMBaHMS WIH [aJIbHEHIIero
YHHYTOXEHUSI.

IIpy BEIBOJE M3 OSKCILIyaTalMd MAIIWHHBIX HOCHTeNeH WHQOpMAlHW, Ha
KOTOPEIX OCYIIECTBISUIACE XpaHeHHe U 06paboTka mHbOpMaIyy, TPOU3BOAUTCS WK
bU3MYeCKOe YHHMUYTOKEHME CaMHX MAIIWHHBIX HOCHTENed WHQOpMAIMK HIH
VHHUTOXEHHE COZIepXKaIleiicss Ha MAIHHBIX HOCHTENSIX UH(OpMAIMK METONaMH, He
IpeayCMaTPUBAIOLIMMHI BO3MOXHOCTh €€ BOCCTRHOBJICHHUS.

VHudTONKEHNe (CTHpaHMe) NaHHBIX M OCTAaTOYHON MHGpOpMalMu C MallWHHBIX
HOCHTeNelH WH(pOpPMallUU IOUIEKUT JOKYMEHTHPOBAHMIO B COOTBETCTBHH C
OpTaHM3ALMOHHO-PACTIOPSAUTENBHBIME TOKyMEHTAMH 10 0€30MacHOCTH 3HATHMOTO
o0BeKTa.

14.3.1Ipu BIBOAE 3HAYUMOTrO OOBEKTA W3 SKCIUTyaTaldd [NOJDKEH OBITH
OCYIIECTBIIEH COPOC HACTPOEK MPOTrPaMMHBIX M MPOrPaMMHO-AIIapaTHRIX CPENICTB, B
TOM HHCIE CPEACTB 3allUThl MHQpOpMallMH, yhajleHa HHpOpMalHus O CyOBeKTax
JOCTyIa M 06BEeKTaX AOCTyIla, yAaleHbl yUeTHBIe 3allUCH TIONB30BaTeNed, a TaKKe
HIeHTHQHKALMOHHAS B ayTeHTU(QUKALHOHHAs HHPopMalys CyOBEeKTOB JOCTYTIA.

14.4.Tlpu  BHIBOZE  3HaYMMOro OOBEKTa M3  OJKCIUTyaTalMd  BCA
SKCILTyaTallAOHHAas [OKyMEHTAlds Ha 3HAuMMbld OOBEKT U ero MOICHCTEMY
6€30MacHOCTH, JKCILIyaTalldOHHAsl JOKYMEHTAllMsA Ha OT/JeJIbHbIe CPEACTBA 3aIlMThI
UHGOPMAITHH TTOIIEXKUT apXUBHOMY XPaHCHHIO.

CpOKH XpaHEHHs NOKYMEHTAlMH OINpEIeIIOTCS CyOBEKTOM KPHUTHIECKOH
AHPOPMALMOHHOM  MHOPAaCTPYKTYpsl B  OPraHH3alMOHHO-PACIIOPSAUTENBHBIX
JOKyMeHTaX M0 6e30MacHOCTH 3HAYMMOT0 00BEKTa.

[To pemenuo cyOnekTa KpPUTHYECKOH HHQPOPMAIMOHHOM UHOPACTPYKTYPHI
SKCILUTyaTalldOHHAas [OKyMEHTalis Ha 3HAYMMBIA OOBEKT H €ro MOJCHCTEMY
0e30MacHOCTH, a TaKKe OpraHM3alUOHHO-PACIOPSIIUTEIbHbIE TOKYMEHTBI 110
6e30MacHOCTH 3HAYAMOro O0BeKTa (MHCTPYKLHH, PYKOBOJCTBA) MOTYT OBITB
YHUYTOXKEHB. B 3TOM ciiydae (QakT yHHYTOXEHHS MOIJIEXKHUT AOKYMEHTHPOBAHHIO
CyOBEKTOM KpUTHYECKOH HMHGOPMAIIMOHHON WHGPACTPYKTYphl C  YKa3aHHEeM
HaUMeHOBAHHUs, COCTaBa JJOKYMEHTOB, CIIOCO00B M JAThl UX YHHYTOXEHHS.

III. TpeGoBaHMs K OpraHU3AIMOHHBIM U TEXHUIECKHM MEpaM,
IPUHAMAeMBIM i obecrieueHus 6e30MacHOCTH 3HaYMMBIX OOBEKTOB

15. Llenslo  obecmeuenust GE30IACHOCTH 3HAUYMMOIO OOBEKTa  SBIAETCS
ofecriedeHne ero yCToM4MBOro (hyHKIHOHUPOBAHKS B IIPOEKTHBIX PEXUMax pabOTHI B
YCIOBHAX peaiu3aliid B OTHOIIGHHH 3HAYMMOTO O0BEKTa yrpo3 0e30macHOCTH
“HpOpMaLIUH.

16. 3anauamu obecriedeHus 6€30IaCHOCTH 3HAYHMOTO OOBEKTa ABIISAIOTCA:
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a) MpeIOTBpallleHUE HEIIPaBOMEPHOTO JIOCTyTIa K uH(pOpMAaLIVH,
06pabaTeiBacMOii 3HAYMMBIM OOBEKTOM, YHHYTOXEHHS TaKod HHQOpMaluy, ee
MO DUITAPOBAHHUS, OJIIOKHpPOBaHUS, KOITMPOBAHUS, IpeIOCTaBICHUS 7§

PacIpoCTpaHeHHUs, a TaKXKe WHBIX HENPAaBOMEPHBIX NEHCTBHMI B OTHOIIEHWH TaKOH
uHopMaIuy;

0) HemomyiieHHe WHGOOPMALMOHHOTO BO3ACHCTBHS HAa MPOrpaMMHbIE H
IIPOrpaMMHO-aNIapPaTHEIE CPEACTBA, B pe3yibTaTe KOTOPOrO MOXET OBITh HapyINEeHO
u (WIm) mpekpalieHo GyHKIMOHAPOBaHNE 3HAYMMOIo OOBEKTa;

B) obecriedenre (DYHKIIMOHHPOBAHMSA 3HAYNMOIO OOBEKTa B IIPOEKTHBIX
peXuMax ero paboTsl B YCIOBHSIX BO3IEHCTBUA yrpo3 6e30nacHOCTH HHPOpMAIIUH;

r) obecriedeHHe  BO3MOXXHOCTH  BOCCTAHOBIEHHMS  (YHKIMOHUPOBAHMS
3HAYMMOTO 0OBEKTa KPUTHYECKOM HHPOPMAITHOHHON HHQPACTPYKTYPEL.

17.B 3HauuMBIX 00BEKTaX OO0BEKTaMH, MNOMJIEXKAIIMMHU 3allWTe OT YIrpo3
Oe3omacHocTH HHGOpManuu (00bEKTaMH 3aIIUTHI), SBIISIOTCA:

a) B ”H(GOOPMAIIIOHHBIX CUCTEMAX:

uHpopMarus, oopadbarsiBaeMasi B ”HPOPMALMOHHON CHCTEME;

IpOrpaMMHO-aIMapaTHele CpeAcTBa (B TOM 4YHCIE MalIMHHBIE HOCHUTETH
uHbOpMAaIIWH, aBTOMATH3UPOBAHHbIE pabouue MecTa, CepBepbl,
TeJeKOMMYHHKAI[MOHHOe 00OpylOBaHWe, JWHHAM CBA3H, CpeAcTBa 00paboTKH
OyKBEeHHO-IIM(PPOBOI, rpadryecKoii, BUIEO- U pedeBoil HHOOPMALIUH);

IPOrpaMMHBIE CPEACTBA (B TOM UHCJIE MHKPOIPOrpPaMMHOE, OOIECHCTEMHOE,
MPHKJIAZHOE IIPOorpaMMHOe ofbecrieueHne);

CpeACTBa 3alliTHl HHPOPMAaLIUH;

apXHUTEKTypa U KOHPUTyparis HHPOPMALHOHHON CHCTEMEL,

0) B HHOOPMALIMOHHO-TEJIEKOMMYHHUKAIIUOHHEIX CETAX:

uH(OopMaITs, epeiaBaeMast 1o JUHUSAM CBA3H;

TeIeKOMMYHHUKAIIHOHHOEe O0OpyZloBaHWE (B TOM YHCIIE IPOrpaMMHOE
obecrnieueHune, CHCTEMa yIIPABICHHUA );

CpeACTBa 3aIUThl HHPOpPMALIKK;

apxXuTexTypa W KOH(urypauus HHGOPMAIHOHHO-TEIEKOMMYHUKAMOHHON
ceTH;

B) B aBTOMATH3MPOBAaHHBIX CUCTEMAX yIIPABICHHS:

uHpopmaius  (JaHHble) O mapaMerpax  (COCTOSIHMM) — YIPaBJIsiEMOTO
(KOHTpOMHpYeMOro) oOBeKTa WM Ipolecca (B TOM 4HClIe BXOAHAA (BBIXOIHAS)
nH(pOpMAITHs, ynpasisiomas (KoMaHHas1) HHQOpMal¥s, KOHTPOJIbHO-U3MEPHUTEIbHAL
MH(pOpMALs, HHAS KPUTHYECKH BaXkHas (TEXHOJIOTHYeCKas) HHPopMalys);

pPOrpaMMHO-aNIapaTHbple CpeAcTBa (B TOM YHCIE aBTOMATU3UPOBAaHHEIE
paboure MecTa, MPOMBIIUIEHHEIE CEPBEPHI, TEIeKOMMYHHKAIMOHHOE 000pyI0BaHuUe,
JUHWM CBSI3H, IPOrpaMMHpPYEMbIe JIOTHUYECKHE KOHTPOIUIEPHI, ITPOHU3BOJCTBEHHOE,
TEXHOJIOTHYECKOEe 060pyIoBaHke (HCTIOMHUTENbHBIE YCTPOICTBA);

IIPOrpaMMHBIe CpelcTBa (B TOM YKCIe MHKPOIPOTPaMMHOE, OOIIECHCTEMHOE,
NPUKJIAJHOE IIPOrpaMMHOe obecrieueHne);

CpezicTBa 3aIlUTH HHGOPMALlUK;

apXHMTEKTYpa U KOH(UTypal¥isi aBTOMAaTU3UPOBAHHON CHCTEMBI YIIPABJICHUS.
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18. ObecreyeHre 0€30MacHOCTH 3HAYMMOTO OOBEKTa JOCTUracTCs IyTeM
IPUHATHS B PaMKaX IMOJCHCTEMBI 0€30IIaCHOCTH 3HAYMMOIO OOBEKTa COBOKYIHOCTH
OPraHW3aLMOHHBIX ¥ TeXHWYECKUX Mep, HANpaBIeHHBIX Ha OJOKMPOBaHHE
(HeHWTpanu3auuio) yrpo3 6e30macHOCTH HHQOpMAIUH, peanu3alus KOTOPBIX MOXET
TIPUBECTH K IPEKPAIIEHHUIO WIH HapyMIeHHIO (yHKIMOHUPOBAHHS 3HAYMMOTO o0OBeKTa
u obecreunBaromero (yrmpasiseMOro, KOHTPOJHPYEMOIO) MM IpOLecca, a TaKkKe
HapyIIeHHI0  Oe3omacHocTH  0OpabaThiBaeMod — MH(pOpMAlHH (HapyIIeHHIO
JOCTYIIHOCTH, LIEIOCTHOCTH, KOHQUICHIMATEHOCTH HHYOPMALIHH).

OpraHM3allMOHHBIE M TEXHHYECKHE Mephl 10 ObecredeHHio 0e30macHOCTH
3HAYAMOTO OOBEKT2 HPHHHUMAIOTCS CyOBEKTOM KPHTHUECKOH HH(POPMAHOHHON
MHGPACTPYKTYPbl COBMECTHO C JTMIOM, SKCILTYyaTHPYIOIIAM 3HAIMMbIA 0OBEKT (ipu
ero Handuuw). [Ipy 3TOM MexAy CyOBEKTOM KPUTHYECKOH HH(POPMALMOHHON
HHOPACTPYKTYphl M JHIOM, SKCIUTYaTHPYIOIIAM 3HAYMMBIA OOBEKT, JOJDKHO OBITH
IPOBEJIEHO pasrpaHudeHre GyHKuui Mo obecredeHHIO 0e30MacHOCTH 3HAYMMOIO
00BEKTa B XOJIe €ro 3KCILTyaTalluu.

19. Mepsl 1o obecnedeHdio 0Ge30MacHOCTH BBIOMPAIOTCS W Pealu3yroTCs B
3HaYAMOM OOBEKTE C y4eTOM Yrpo3 0e30macHOCTH HH(POpMALUK MPUMEHUTENTBHO KO
BCeM OOBEKTaM M CYOBEKTaM JOCTyNa Ha almapaTHOM, CHCTEMHOM, NPUKIIaJHOM U
CETEBOM YPOBHSX, B TOM YHCIIE B CPEJI€ BUPTYaIH3aliH.

20. Mepsl o obecrieueHnio 6e30macHOCTH 3HAYUMOro OOBEeKTa MPHHUMAIOTCS
CyOBEKTOM KPUTHYECKOM MHGOPMALOHHOM MH(PACTPYKTyphl CAaMOCTOATEBHO HITH
npu HeOOXOAMMOCTH C TMpPHUBJICUYEHHEM B COOTBETCTBHH C 3aKOHOJATETIHCTBOM
Poccuiickoit Meneparuy opraHu3alyi, UMEIOIUX B 3aBUCUMOCTH OT uHbOpMaLUH,
06pabaTEIBaeMOit 3HAYMMEIM 0OBEKTOM, JIMLEH3NIO Ha JEATENbHOCTE 10 TEXHHYECKOH
sammTe WHGMOPMAIKH, COCTABNSIOMEN TOCYAapCTBEHHYIO Taliny, u (Wwid) Ha
eSTENHHOCTH [0 TEXHAUECKOM 3aluTe KOHDHIeHIHaTbHOM HHQOpMALHH

21. TIpuHAMaeMble OpraHM3aLMOHHbIE ¥ TEXHWYECKHE MEpPBL IO 00ECIEYEHHUIO
0e30MacHOCTH 3HAYMMOro OOBEKTa [OJDKHBI COOTHOCHTBCS C MeEpaMH IO
IIPOMBILIIEHHOH, ()yHKIIMOHATBHOM Ge30IacHOCTH, HHBIME Mepamy IO 00ecreYeH o
6€30MacHOCTH  3HAYMMOTO OOBeKTa M obecreduBaromero  (ynpasiseMoro,
KOHTPONHPyeMOro) obbekTa mid mpouecca. IIpu 3TOM Mepel MO OOecredyeHHIo
6e30MacHOCTH 3HAYMMOIo 0OBEKTa HE JOJDKHBI OKa3hIBaTh OTPHULATEIBHOTO BIIHSHHUS
Ha QYHKIMOHHUPOBaHHE 3HAYNMOTO 00BEKTA B MPOSKTHBIX PEXKHMAX €TI0 paboTHL.

22. B 3HauMMBIX OOBEKTaX B 3aBHCHMOCTH OT UX KaTeropuyd 3HaYMMOCTH M
yrpo3 Ge3zomacHocTd WHGOPMAlUM JOJDKHBL OBITh pEANH30BaHBI  CIEYIOLIHE
OpraHH3allMOHHbIE U TEXHUYECKHE MEpBHI:

naenaTudukanys u ayreHtrduKanys (MAD);

yrpasienue goctynom (YIII);

orpanuuenue mporpammuoii cpezsl (OIIC);

3aIUTa MAIIMHHBIX HocuTenel nupopmarmu (3HU);

ayaut GesomacHoctd (AY JI);

aHTHBUpYCHas 3ammTa (AB3);

TpeI0TBpallieHAe BTOpKeHu#t (KoMIbioTepHbIX atak) (COB);

obecneuenue nenoctaoctd (OLT);

obecnieuenue goctynuoct (OAT);
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3amuTa Texandeckux cpeacts u cucteM (3TC);

3alyTa HH(OpMAIMOHHOM (aBTOMaTHU3UPOBAHHOM ) CHCTEMBI 7§
ee kommnoueHToB (3UC);

IIAHKPOBAaHHE MEPONPUATHI 1o oGecnedenuio 6ezonacHoctd (I1LIH);

ynpasienne konpurypanueit (YK®);

ynpagiieHre 06HOBIeHUsAMHU TIporpamMmHoro obecrnedenus (OIO);

pearnpoBaHie Ha WHIMEHTH! MHbOopMaluoHHoH 6e3omacHocta (MHLI);

obecrieuenue neficTBuil B HemTaTHbix cutyarusax (JTHC);

nHdopMupoBaHue u 06ydenne nepconana (UI10).

CocraB Mep 10 ofecledeHHI0 Oe30IacHOCTH 3HAYHMBIX O0BEKTOB B
3aBHCUMOCTH OT KAaTerOPHH 3HAUMMOCTH NPUBENEH B NPUJIOKEHHH K HACTOSIINM
TpeGoBaHMAM.

IIpu peanusaruy Mep Mo 0GECIEYCHHI0 GE30MaCHOCTH 3HAYUMBIX OOBEKTOB
[PEMEHSIOTCS MeTOAMYEeCKhe HOKyMeHTHl, paspaborannsie @OCTOK Poccun B
COOTBETCTBHH C MOAMyHKTOM 4 mynkTa 8 TMonoxenus o @ezepanbHOU ciyxbe 1o
TEXHHYECKOMY M 3KCIOPTHOMY KOHTDOIIO, yTBEPXIEHHOro YkasoM llpesujeHTa
Poccuiickoit ®epepanuu ot 16 aBrycra 2004 . Ne 1085.

23. Boi6op Mep 10 0becTedeHHI0 Ge30MacHOCTH 3HAYMMBIX OOBEKTOB IS HX
peaT3aliy BKIIIOYAET:

a) ompezieNieHHe 6azoBoro HaGopa Mep 1o obecrieyeHHIO (e30MacHOCTH
3HAYMMOT0 OOBEKTa;

6) ananTammo 6asoBoro Habopa Mep IO obecredeHuI0 6e30MacCHOCTH
3HaYMMOTO OOBEKTa;

B) OTIONTHEHHE aaNTHPOBAHHOTO Habopa Mep 10 00eCTIeUEHHI0 6Ee30MacHOCTH
3HAYNMOTO OOBEKTa MEPaMH, yCTAHOBIEHHBIMH WHBIMH HOPMAaTHBHBIMH IPABOBBIMH
aKTaMHd B 00IacTH obecriedyeHHs OE30MACHOCTH KPUTHYECKOH HHGOPMAMOHHOH
uHbpacTpyKTyphl Poccuiickoit Peziepaliuy 1 3aIIMTEHI KHOPMALHH.

Ba3oBEi Habop Mep IO obecredeHHIo Ge30MacHOCTH 3HAYMUMOTo OOBEKTa
OIIpeieIIsIeTcs Ha OCHOBE YCTAHOBIIEHHOMN KaTeropii 3HaYMMOCTH 3Ha9MMOTr0 00BEKTa
B COOTBETCTBUM C IPUIIOKEHHEM K HacTosMM TpeboBaHHsM.

Ba3oBBii Habop Mep Mo obecreveHHI0 Ge30MacHOCTH 3HAYMMOro OGBEKTa
MOJUIEXHAT AJANTaldd B COOTBETCTBMHM C yrpo3amu 0e30macHOCTH HWHGOpMaIuH,
IpUMEHSEMBIMA ~ MH(QOPMALIMOHHBIMH ~ TEXHOJOTHAMH M 0COOEHHOCTSIMHU
YHKIMOHHpPOBAHHS 3HAYMMOr0 o0bekTa. ITpy 310M U3 62a30BOro HaboOpa MOTYT OBITH
WCKIIIOYeHBl ~ Mephl, HENOCPeJCTBEHHO  CBf3aHHble C  HHGOPMAIMOHHBIMH
TEXHOJOTHSIMH, HE HCTIOIE3YEMBIMH B 3HAUUMOM OOBEKTE, MIIA XapaKTePHCTUKAMH, He
CBOWCTBEHHBIMH 3HaYMMOMy o0BekTy. Ilpu amanTanmu 6a3oBoro Habopa Mep MO
obecreuen o Ge30MacHOCTH 3HAaUYMMOro 00BeKTa ISl KaXIOH yrpo3sl 0€30I1acCHOCTH
MH(GOPMallKK, BKIIFOYSHHON B MOJIENb YIPO3, COMOCTABIACTCS Mepa WM Irpyniia Mep,
o6ecreYrBaroInie OIOKIPOBAHAE OJHON WM HECKOJNBKHX yrpo3 0e30MacHOCTH WK
CHIDKAIOLIME BO3MOXKHOCTD €€ pealr3alliid HCXOAS M3 YCIOBHMHA (YyHKIUHOHHPOBAHHUS
3HAYMMOTO 0OBeKTa. B cllydae ecnu 6a3oBbiif HaGOp Mep He MO3BOJSET 00eCIIeYUTh
6i0KupoBaHHe (HeHTpanu3aluio) BceX yrpo3 0e30macHOCTH MH(OPMAlMH, B HETO
NOTIOTHUATENFHO BKJIIOYAIOTCA MephI, NMPUBEACHHBIE B NPUJIOXKCHHM K HACTOSIIUM
TpebGoBaHUsM.




19

JlonoJIHeHNe aJaNTUPOBAHHOrO Habopa Mep Mo o0ecredeHHI0 6e30macHOCTH
3HAYMUMOTO OOBEKTAa OCYIIECTBIAETCS C IEJBI0  BBIIOMHEHHS TpeboBaHuy,
YCTAaHOBJICHHBIX HHBIMA HOPMATHBHBEIMU NIPABOBBIMU aKTaMH B 0671acTH 00ecneyeH s
6e30MacHOCTH KPHTUYECKOM HMH(POPMAMOHHOW MHQPACTPYKTYphl H  3alIUTHI
uHbopManyu. JIomoJHEHHe aJalTHPOBAHHOIO Habopa Mep IPOBOAHUTCS B CIy4ae,
€ClIA B OTHOIIEHWM 3HAYMMOIo OOBEKTa B COOTBETCTBHHM C 3aKOHOIATENHCTBOM
Poccuiickoii Penepani Takke YCTAHOBIEHBI TpeOOBaHMS O 3aluMTe HHGOpPMALNY,
cofiepaleiics B rocyJapCTBEHHBIX HH()OPMAIMOHHBIX CHCTeMax, TpeOoBaHHA K
3alUTe MEPCOHANBHBIX JAHHBIX IPH HX 00paboTKe B MHGMOPMAIMOHHBIX CHCTEMax
TepCOHANbHBIX JaHHBIX, TpeGoBaHus K KpHITorpabudeckoll 3amure HHGOpPMAIHH
WIM WHBle TpebOBaHMs B 00JacTH 3amuUThl HHGOpMaLUMM H oOecreveHus
0€30MacHOCTH KPUTHYECKO# HHPOPMaMOHHON HHPPACTPYKTYPHI.

24.B cnydae €cid 3HAUMMBIA = OOBEKT SBNSETCS  TOCYIApCTBEHHOM
MH(OPMALIMOHHON CHCTEMOM HIM WH(POPMALMOHHOW CHCTEMOH MEPCOHAIBHBIX
JaHHBIX, MEPEI 10 00ECIIeYeHHI0 6e30MacHOCTH 3HaYUMOro 00BEKTa ¥ MEPHI 3alATHI
napopMary (M0 OOECHEYEHHI0 MEepPCOHANBHBIX JAaHHBIX) TNPUHUMAIOTCS B
COOTBETCTBHH C Oojiee BBICOKOH KaTeropveil 3Ha4MMOCTH, KIacCOM 3alMINCHHOCTH
WK YPOBHEM 3alIUIIEHHOCTH NEPCOHABHBIX JaHHBIX.

25.Ecni  npuHATEIE B 3HAYAMOM OOBEKTE Mephl IO  OOECTEeYeHHIO
TIPOMBIIIEHHOM, (yHKIMOHABHON Ge30MacHOCTH U (1K) QU3HYECKON Oe30IacCHOCTH
JOCTAaTOYHBI I OJIOKMpOBaHHsS (HEWTpAIM3alMH) OTACIBHEIX yrpo3 0€30macHOCTH
MHGOPMAIIUH, JTOTIONHUTETBHBIE MEPHI, BEIOPAHHEIE B COOTBETCTBHH C MyHKTaMy 22 1
23 Hacrosmux TpeGoBaHMI, MOTYT He MPUMEHATECS. 1IpH 3TOM B Xoe pa3spaboTKu
OpPTaHM3aIMOHHBIX U TEXHHYECKHX Mep IO obecreueHHIo 0e30MacHOCTH 3Ha4UMOro
0o0beKTa [ODKHA OBITh O00OCHOBaHa JOCTAaTOYHOCTh INPUMEHEHUs MeEp IIOo
o6ecreueHHIo TPOMBINLIEHHON Ge30macHOCTH WIH (QU3MYECKOM 0e30MacHOCTH It
GJIOKHpOBaHMS  (HEHTpamu3alli)  COOTBETCTBYIOIIMX  Yrpo3  0e30MacHOCTH
rH(bOpMaLH.

26.1Ipu OTCyTCTBHMM BO3MOXHOCTH pealM3alii OTIEIbHBIX Me€p TI0
obecrieueHnIO 6€30MacHOCTH U (WJIH) HEBO3MOXXHOCTH MX IPHMEHEHHS K OTACIBHBIM
00bexTaM U CyObeKTaM JOCTyIa, B TOM 9HCJIE BCJIEACTBHC MX HETaTHBHOIO BIIMSHUS
Ha (QYHKUHOHHPOBAaHHWE 3HAYMMOTO OOBEKTa B IPOEKTHBIX PEXHMax 3HAYHMOrO
00beKTa, JOIDKHBI OBITH pa3pabOTaHBl M BHEAPEHBI KOMICHCHPYIOIIME MEpBI,
obecreunBaoIe  ONOKMpOBaHME  (HeWTpamu3amuioo)  yrpo3  0e30macHOCTH
MHOpOPMAIMH ¢ HeOOXOMUMBIM YPOBHEM 3alUIIEHHOCTH 3HauMMoro obbekra. Ilpu
3TOM B XOfie pa3pabOTKH OpraHH3AlMOHHBIX M TEXHWYECKHX Mep MO O0ECHeyeHHIO
6e30MacHOCTH 3HAYMMOIO OOBEKTa HODKHO OBITh O0OCHOBAaHO TNPHMEHCHHE
KOMITEHCHPYIOIIMX Mep, a IIPH MPHEMOYHBIX HMCHBITAaHMAX (aTTeCTalluy) OLICHEHa
JOCTATOYHOCTD ¥ aIeKBaTHOCTh JAHHBEIX KOMIIEHCHPYIOIIUX Mep A OJOKApOBaHUS
(HelTpanuszanuu) yrpo3 6e30macHOCTH HHQOPMAIIVH.

B kadecTBe KOMIEHCHPYIOUIMX Mep MOTYT OBITh DPacCMOTPEHBI MEpBI IO
00ecIedeHHIO IPOMBIIIEHHOH, (GyHKIIMOHAIBHOM U (MiTH) (Gu3MYecKol 6e30macHOCTH
3HAYUMOTro OOBEKTA, [TOJAEPIKUBAIOIINE HEOOXOIMMBIH YPOBEHD €0 3allMIIEHHOCTH.

27. TexHHYeCKHe Mephl 0 obecreveHuto Ge30acHOCTH B 3HAYAMOM OOBEKTe
pEaIM3yIOTCS  MOCPEACTBOM  KCIONB30BAHHMSA IPOTPAMMHBIX M HPOrpaMMHO-
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allIapaTHBIX CPENCTB, MPUMEHSEMBIX Ul 0OecIedeHHsl O€30MacHOCTH 3HAYHMBIX
OOBEKTOB — CpeACTB 3aluThl HHpopMalMu (B TOM 4YHCIE BCTPOSHHBIX B
oblIecucTeMHOE, TIPUKIIATHOE IPOrPaMMHOE 00eCIICUEeHHE).

ITpu 3TOM B [IPHOPUTETHOM MOPAAKE MOIJIEKAT IPUMEHEHHIO CPEICTBA 3ALMUTEI
MHMOPMAIINH, BCTPOEHHBIE B MpPOrpaMMHOe obecrieueHHe M (WIM) [POrpaMMHO-
almapaTHble CPeICTBA 3HAYUMBIX 0OBEKTOB (TIPU X HAIHIUHM).

28. lna  obecredeHnss O€30IMaCHOCTH 3HAYHUMBIX OOBEKTOB KPUTHYECKOU
MHGOPMAIIMOHHON HHQPACTPYKTYphl JO/DKHEI IIPUMEHSTBCS CPEJCTBA  3allUTHI
MH(MOPMAIHH, TIPOLIEAIIHE OLEHKY Ha COOTBETCTBHE TPeOOBaHHAM I10 G€30TaCHOCTH B
dopMax 006s3aTeNbHOM cepTU(HUKALMY, UCTILITAHAM I TPUEMKH.

CpezcTBa 3amiuThl MHPOPMAIMH, IPOLIEAIINE ONEHKY COOTBETCTBHS B (opme
obs3aTenbHOM  cepTHUKAIMK, TMPUMEHSIOTCS B ClOyYasX, YCTaHOBJIEHHBIX
3aKOHOJATENbCTBOM Poccuiickoit Denepanuy, a TakkKe B Cllydae MPHHATUS PEIICHUS
CYOBEKTOM KPUTHYECKOH HH(POPMAIOHHON HHPPACTPYKTYPHL.

B HHBIX CIy4YasX OPMMEHSIOTCS CPECTBA 3alllUThl MH(DOPMALMH, MPOLIe e
OLIEHKY COOTBETCTBHS B (popMe HUCIBITAHMM HIIM IPUEMKH, KOTOPbIC MPOBOASATCS
cy6BeKTaMH KPUTHUYECKOH HHGOOPMALMOHHON HHPPACTPYKTYPEI CAMOCTOSITENIBHO MIIH
C MpHUBJIEYEHHEM OpraHHU3aIyii, UMEIIIMX B COOTBETCTBHM C 3aKOHOAATEIBECTBOM
Poccuiickoit @efepalMu JMIEH3MA Ha JESITEIPHOCT B 00JNACTA  3allUTHI
HHGOpMAaIIUH.

WcnpiTanus (OpreMKa) CpeICTB 3allUThl HHGOPMALUM IPOBOASATCS OTACIBHO
WM B COCTaBe 3HAUMMOT0 0OBEKTa KPUTHIECKOH HH(GOPMAIMOHHON HH(PACTPYKTYPhI
B COOTBETCTBHH C IIpOrpaMMOHl M METOAMKaMH HCIBITaHHH  (IIPHEMKH),
yTBEPKJAEMBIMH CyOBEKTOM KPHTHIECKON HHPOPMAIOHHOH MHPACTPYKTYPBI.

29. B ciydae HCIONL30BAHHS B 3HAYMMOM OOBEKTE CEPTHQUUHMPOBAHHBIX Ha
COOTBETCTBHE TPeOOBAHMSAM IO O€30IaCHOCTH HHGOPMAIMK CPEeCTB  3allUTEI
nHOpMAaLTIH:

a) B 3HAYMMBIX OOBeKTax | KaTeropud IPHMEHSIOTCS CpPEACTBA 3allUTHI
uHbOpPMaIy He HWKe 4 Kiacca 3alliThl, a TaKKe CPEACTBA BBHIYHUCIHMTCIBHOH
TEXHUKH He HIXKe 5 Kiacca;

0) B 3HAUUMBIX OOBEKTaX 2 KaTeropuM IPUMEHSIOTCS CPEACTBA 3allUThI
pHGOpPMAllMi He HIKE 5 Kiacca 3allUThl, a TaKkKe CPEICTBA BBEIYHUCIHTEIBHOH
TEXHHKH He HIDKe 5 Ki1acca;

B) B 3HAYMMBIX OOBEKTax 3 KaTeropuu IPUMEHSIOTCS CPeACTBAa 3alIUThI
uHpopManMu 6 Kiacca 3allWThl, a TAKXKe CPeJCTBA BBHIYMCIMTENBHOH TEXHMKH HE
HIDKE 5 Kjacca.

IIpu 5TOM B 3HAYMMBIX 00BeKTax | M 2 KaTeropui 3HAYUMOCTH NPUMEHAIOTCS
CepTU(UIMPOBAHHEIE CPEACTBAa 3aIIUTHl HMH(OPMAIWK, MpOLIeAIIe IMPOBEPKY HE
HIDKE 4eM T10 4 YPOBHIO KOHTpPOJISi OTCYTCTBUS HeIEKIapHPOBAaHHBEIX BO3MOXHOCTEH.
Cy6BeKTOM KpUTUIECKOH MH(MOPMALMOHHOM HHPPACTPYKTYPhl MOXKET ObITH MPHHATO
pelieHHe O TIOBBIIIEHWH YPOBHA KOHTPOIsS OTCYTCTBHS HEJCKIapUPOBaHHBIX
BO3MOXHOCTEM CPEJICTB 3alIUTH HHPOPMALUH.

Knacchl 3alMThl ONPeNelTIOTCS B COOTBETCTBUHM ¢ HOPMATHBHBIMHU IIPaBOBBIMHU
axtamu ®CTIK Poccuu, U3IaHHBIME B COOTBETCTBUH ¢ MOAMYHKTOM 13.1 myHKTa 8
IMonoxenus o PenepanbHON Cily)kOe IO TEXHHYECKOMY W IKCIIOPTHOMY KOHTPOIIIO,
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yTBepxaeHHOro YKasoM IIpesunenta Poccuiickoii ®enepauu OT 16 aBrycta 2004 r.
Ne 1085.

[Ipd WCIIONB30BAHMM B 3HAYMMOM OOBEKTE CPEJCTB 3allMThl WHQOpMALNH,
CepTU(HIMPOBAHHEIX MO TPeGOBaHWUSIM Ge30MacCHOCTH HH(OPMaLKH, yKa3aHHEIE
CpeficTBa JIOJKHBL OBITH CepTUHUUMPOBAHBI HA COOTBETCTBHME OOS3aTeNBHBIM
TpeGoBaHKAM M0 0e30macHOCTH WH(OPMalUK, YCTaHOBJICHHBIM HOPMAaTHBHBIMH
IpaBOBLIMH aKTaMM, WIH TpeOOBaHUSM, YKa3aHHBIM B TEXHHYECKHX YCJIOBHAX
(3amaHusxX 1o 6€30MacCHOCTH).

®yrKIpK 6e30IIaCHOCTH CPEACTB 3aIUThl HHPOpMAIHU JOJKHBI 00eCenBaTh
BEHINOJIHEHKE HacTosAmmx TpeGoBaHuil.

30. IIpuMeHsieMble B 3HAYMMOM OOBEKTe MPOrPaMMHBIE M TIPOrpaMMHO-
anmaparHele CpPeACTBA, B TOM YHCIEe CpPEACTBa 3alMThl WHPOpPMAIMH, AOKHBIL
SKCILTYaTUPOBAThCA B COOTBETCTBHH C HHCTPYKIMSIMH (TIPaBHJIaMH) IO 3KCILTyaTalluy,
pa3paGoTaHHBIMU  pa3paboTuMKaMy (IIPOM3BOAMTENSIMH) 3THX CPEACTB, W HHOHU
AKCILUTyaTallHOHHON JOKyMEHTAlUEH.

31. [lpuMeHsieMble B 3HA4UMOM OOBEKTE€ IIPOTPAMMHBIE W IIPOTPaMMHO-
alapaTHble CPENCTBA, B TOM YHCIE CPEACTBa 3aIlUThl MHOOPMAIHH, JODKHBI OBITh
obecrieyensl rapaHTHHHOM U (MJTH) TEXHUUECKOH NOAIEPIKKOM.

IIpu BEIGOpE TPOrpaMMHBIX U IIPOrPaMMHO-AIIAPAaTHRIX CPEACTB, B TOM YHCIE
CPeJICTB 3aIIMTH HHPOpMALMH, HEOOXOMMMO YYHTHIBATh HaIW4YMe OIPAaHMYCHHH Ha
BO3MOXHOCTD MX TNpUMEHEHMS CyOBEKTOM KPUTHYeCKOH HH(OPMAIMOHHOH
HHOPACTPYKTYpH Ha O6OM W3 NpPHHAIIEXAIMHX €My 3HAUMMBIX OOBEKTOB
KPUTHYECKOH HH(MOPMAIMOHHON HHGPACTPYKTYPEl CO CTOPOHBI Pa3pabOTIHKOB
(npow3BOIUTENEN ) WU UHBIX JIMII.

B 3HaYMMOM O00BEKTE HE AOITYyCKAIOTCS:

HaJIM4he yJaJeHHOrO J0CTyNa HeMOCPEeICTBeHHO (HApAMYIO) K IPOrpaMMHBIM
¥ [OpOrpaMMHO-alMapaTHBIM CPEACTBaM, B TOM YHCJIE CPEACTBAM  3allIMTHI
uHGOpMaINH, Uil OOHOBIEHHS WM yIPaBIEHHS CO CTOPOHBI JIML, HE SBIAIOLIMXCH
paGOTHHKAaMH CyGbeKTa KpUTHYECKOH HHOOPMAITMOHHOH HHPPACTPYKTYPBHI;

HAJIWYHE JOKAJIBHOrO OECKOHTPOJBHOTO JAOCTyIa K TPOrpaMMHBIM H
TIPOrPaMMHO-aIIAPaTHEIM CPEICTBaM, B TOM YHCIIe CPeJICTBAaM 3allMThl HH(pOpMalUY,
JUTSL OGHOBJIEHUSI WJIM YIIPABJIEHHMS CO CTOPOHBI JIMI, He SBISIOIMXCS PabOTHHKaMM
cyOBeKTa KpUTHUYECKOH nH(POPMaLMOHHON HHOPACTPYKTYPBI;

mepenaya MHGOPMAUMK, B TOM 9HCIE TEXHONOTUIECKOH HMHpOpMALNHY,
pa3paboTuuKy (POM3BOAUTEO) IIPOTPAMMHBIX U IIPOTPAMMHO-aNapaTHBIX CPEACTB,
B TOM 4HCJe CPEACTB 3alIATH MHGOPMALWM, WIM MHBIM JUlaM 0e3 KOHTPOIL CO
CTOPOHEBI CyO'hEKTa KPUTHIECKOH HH(POPMAIMOHHON HHPPACTPYKTYPHI.

32.Tlpy WCMONB30BaHMK B 3HAYMMBIX OOBEKTaX HOBBIX HMH(OPMAIHOHHBIX
TEXHOJIOTHii ¥ BBISIBJICHHH IOMONHUTEILHBIX Yrpo3 6e30macHOCTH MHPOpMALUH, ULl
KOTOPHIX HE OIpeleNeHsl Mepbl M0 obecreyeHnio 0e30MacHOCTH, JOIDKHBI
pa3pabaTIBATLCS KOMIIEHCHPYIOIIHE MEPhl B COOTBETCTBHH C MYHKTOM 26 HACTOSIIAX
TpeboBanuii.
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ITpunoxenune

K TpeGoBaHHsM 10 00ECIIEUCHHIO
6€30IMacCHOCTH 3HAYUMBIX 0OHEKTOB
KPUTHYECKOH HHPOPMALTHOHHON
uadpactpykrypsl Poccuiickoit denepanun,
yrBepxkaeHHbM mprkazoM ®CTOK Poccun ot

«U5» nexabps 2017 r. Ne239

CocraB Mep no ofecrnie4yeHH10 6€30NMACHOCTH AJIfl 3HAYHMOTI0 00beKTa

COOTBCTCTBymﬂleﬁ KaTeropuu 3 HAaYHMOCTH

O603Ha- Kareropus
YCHUE U 3HAYUMOCTH
Mepbi obGecieueHus 6€30MaCHOCTH 3HAYUMOTO OOBEKTA
HOMED 3 2 1
MepbI
I. Uneatudukarus u ayreatuduxanus (MAD)
NAD.0 Pa3paboTKa MOJHTHKH HACHTUQHUKAIINY ¥ ayTEHTHPHKAIHH + + +
Wnentudukanus v ayTeHTHPHUKANNS 10JIb30BaTENeH H
UAD.1 IIeHTAHKAIK ¥ 3y TeHTHHKANHS 110 N
WHHUIHAPYEMBIX HMH IIPOIIECCOB
NAD.2 Wnentudukaiys 1 ayTeHTA(GUKAIHS YCTPOHCTB + + +
NA®D.3 VYrpapieHue uACHTUPHUKATOpaMH + + +
NAD .4 VrpagieHue cpeIcTBaMu ayTeHTH(DUKaIU + + +
NAD.5 WnenTtudukanus 1 ayTeHTAQHUKAIMS BHEIIHUX T10JIb30BaTENEH + + +
UAD.6 JIByCTOpOHHSSA ay TeHTHHKAASL
HAD.7 3amura ayTeHTHOUKAHOHHOH HH(OpMAIK IpH Niepeade + + +
I1. Yupasnenue nocrynoM (YIL)
YIIJL.0 Pa3paboTka MONMUTHKH yIIpaBIe€HUs JOCTYIIOM + +
VIIJ.1 VipaBieHHe y4eTHHIMH 3aIIUCSIMH 110JIb30BaTEIEH + +
VIIJ.2 Peanu3arus NOMUTHK yIPaBIeHUS JOCTYIIOM + +
YIIA.3 JoBepeHHas 3arpyska + +
YII/1.4 Paznenenue nonHoMounii (poneii) monb3oBaTeNeh + + +
YIIA.S Hasnayenne MUHHMAIHFHO HEOOXOAUMBIX NPaB ¥ IPHBHIICTHH + + +
VL6 OrpaHHYeHHE HEYCIIENTHBIX MOMBITOK JOCTYIIAa B HHPOPMAIIHOHHYIO + + +
] (aBTOMaTH3UPOBAHHYIO) CHCTEMY
VIL7 [IpexynpexaeHue NOIb30BaTENS IIPH €I0 J0CTYIIE K
) HH(POPMALHOHHBIM pecypcaM
VIULS OmoBeleHne MOIB30BATENS [IPU YCIIEIHOM BXOE O IPEIBITYIIEM 4
) J0CTyIe K MHGOPMAIHOHHO#M (aBTOMAaTH3HPOBAHHOMH) CHCTEME
VIIA.9 OrpaHuyeHue YUciia NapauIeIbHBIX CEaHCOB A0CTYIIA +
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YIIJ.10 broxupoBaHue ceaHca JOCTyIa NOJIb30BaTENS IPA HEAKTUBHOCTH
VILL1 Vupasnenue qeiiCTBASIMH TI0JB30BaTeNIeH 10 HACHTUGUKAMK U
) ayTeHTH(QUKAIIUA
YIIO.12 Yupasnenue arpubyramu 6€301acHOCTH
VIIJ.13 Peanuzanus 3ayIieHHOro yAaJIEHHOTO AOCTYIIA
VIIL14 KoHTpoJb qocTyna n3 BHEIMHUX HHPOPMAIMOHHBIX
) (aBTOMaTH3MPOBAaHHBIX) CHCTEM
III. Orparnyenune mporpamMmHoii cpensi (OIIC)
OIIC.0 Pa3paboTka moJmTHKe OrpaHMueHHs IPOrPaMMHOM CpeIBI
OI1C.1 Yupapnerue 3amyckoM (00panieHusIMA) KOMIIOHEHTOB
) IPOrpaMMHOT0 0beceyeHus
OIIC.2 YnpaBieHne yCTaHOBKOH (MHCTAILIALNEH) KOMIIOHEHTOB
) IPOrpaMMHOT0 0OecreueHUs
OIIC.3 Ynpasnesre BpeMeHHbIMHA (aiiiamu
IV. 3amura MammuHHEBIX HocuTenei uadopmanuu (3HN)
3HU.0 | Pa3paboTka MONUTHKHA 3aUTUTHI MAITMHHBIX HOCHTENICH HHPOpMALUH
3HU.1 Vder MamIMHHBIX HOCUTENEH HHPOPMaIuU
3HU.2 Vnpasnenne GpU3NIECKUM JJOCTYIIOM K MAIMHHBIM HOCHTEIISIM
] uH(popMaIH
3HIL3 KoHTpob mepeMeIieHns MalIMHHBIX HOCUTENeH HHpopMaIuH 3a
] TpeeITbl KOHTPOIUPYEMOM 30HBI
3HU4 HckmoueHre BO3MOXXHOCTH HECAHKLIIMOHUPOBAHHOTO YTEHHS
) uH(OpMAITHK Ha MAUTMHHBIX HOCHTENSIX HHPOpMaLUH
3HILS KoHTpoJib HeToIb30BaHus. HHTEPGEHCOB BBOIa (BBIBOA)
] HH(OpMAITHK Ha MalTHHHBIE HOCHTEHN HH(pOpMaLuH
3HILG KoHTpons BBoja (BBIBOAA) HH(GOPMALIUY HA MATMHHBIE HOCUTEIIH
] uHopMayu
3HI.7 KOHTpOJIb MOAKITIOUEHHS MAIIMHHBIX HOCUTENEH HHPOpMaLUH
3HI.8 VHuuTOXEeHUE (CTUpaHue) HHPOPMAITHK HAa MAITHHHBIX HOCHTEIIIX
) HHpOPMAITHH
V. Aynut 6e3omacaoctu (AY]I)
AVY]1.0 Pa3paboTka moimTiky ayauTa 6€30acHOCTH
AV WuBenTapu3anns nHGOPMALMOHHBIX PECYPCOB
AV]L.2 AHanu3 ysI3BUMOCTEHN U UX yCTpaHEHHE
AVII3 I'eHepupoBaHHEe BPEMEHHBIX METOK U (MJI) CHHXPOHM3ALUS
' CHCTEMHOTO BPEMEHH
AVY]l.4 Peructpanus coOsITuii 6€30MaCHOCTH
AVY]S5 KoHTpOIb ¥ aHAIH3 CETEBOTO Tpaduka
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AY].6 3amura HHGOpMAKH O COOBITUAX 6E30IIaCHOCTH

AV].7 MoHuTOpPHHT 6€30TIaCHOCTH

AV]L.8 PearupoBanue Ha cOou MpH perucTpauuy cOOBITHH 0€30MacHOCTH
AV].9 AHanm3 neicTBUl Monbp30BaTesei

AVY].10 TIpoBeneHME BHYTPECHHUX ayJUTOB

AVY].11 IIpoBeieHre BHEIIHUX ayTUTOB

VI. AatuBupycras 3ammta (AB3)

AB3.0 PaspaboTka MoJHTHKHA aHTUBUPYCHOM 3aIlATHI
AB3.1 Peanu3anusi aHTUBHPYCHOM 3aIUTHI
AB3.2 AHTHBUpYCHas 3alUTa IEKTPOHHON IIOYTHI U HHEIX CEPBHCOB
AB33 KoHTpob HCTIONB30BaHUS ADXUBHBIX, HCIIOJIHIEMBIX U

) 3amu(pPOBaHHBIX (haiinoB
AB3.4 O6HoBNeHHE 0a3Bl JAHHBIX MPH3HAKOB BPEIOHOCHBIX

) KOMITBIOTEPHBIX MPOTpaMM (BUPYCOB)
AB3S Hcnonb3oBanue cpeICTB aHTHBUPYCHOM 3allIMThI Pa3IHIHBIX

) MTPOU3BOAMTENCH

VIL. IlpenoTBpairieHre BTOpKEeHUH (KOMITbIOTEpHBIX aTak) (COB)

COB.O Pa3paboTka NOIUTHKH IPEAOTBPAIICHHUS BTOP)KEHHH

) (KOMITBIOTEPHBIX aTak)
COB.1 OGHapy>xeHue 1 IpeJoTBpaIlleHue KOMIIBIOTEPHBIX aTaKk
COB.2 O6HOoBIeHHE 6a3bl pElIalONINX HPaBHIT

VIIIL. O6ecneuenue nenoctHoctr (OLJI)

OLIL.O Pa3paboTka momuTUKN 06€CIEYeHUS LIEIOCTHOCTH
OLJL1 KoHTpob 11e10CTHOCTH IPOrpaMMHOT0 00ecIeYeHUs
OLJL2 KonTpons nenocTHocTd HHGOpManuu
OIL3 OrpanuyeHus Mo BBOLy HHPOpPMAIHK B HHPOPMaIMOHHYIO

) (aBTOMaTH3MPOBAHHYIO) CHCTEMY
OLL4 KoHTpob JaHHBIX, BBOJUMEIX B HH(YOPMAITHOHHYIO

(aBTOMaTH3UPOBAHHYIO) CHCTEMY

KoHTposb 0mnGoYHBIX AEHCTBHN MOJIb30BaTeNel IO BBOAY M (HJIH)
OLUL5 nepenade HHGOpMAUK U MIPEAYTIPEXKICHHE [TOTIb30BaTeNeH 00
OIMMOOYHBIX NEHCTBUSIX

onJ1.6 O6e3nuumnBanue ¥ (WIK) AeHIeHTAGUKAIMS HHPOpMALHH

IX. O6ecneuenue nocrynuoctu (OT)

OAT.0 Pa3paboTka nonmutuku obecrieueHus JOCTyITHOCTH

ONT.1 Vicnonp3oBaHue 0TKA30yCTOMYHMBBIX TEXHUYECKHUX CPEICTB
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ONT.2 PesepBupoBaHme CpEACTB U CHCTEM + +
ONT.3 KoHTposb 6€30TKa3HOTO0 (PYHKIIHOHUPOBAHHUS CPEACTB U CUCTEM + +
OAT 4 Pe3zepBHOE KOMUpOBaHwe HHGOPMAIHH + +
OAT.5 OGecnieueHre BO3MOXKHOCTH BOCCTAHOBIICHHS HHPOPMaUU + +
ONIT.6 ObecneyeHne BO3MOKHOCTH BOCCTAHOBJIEHHS IPOTPAMMHOI0 + 4
] obecnieueHysl MPU HEIITATHBIX CHTyalusX
OAT.7 | Knacrepu3saius HHGOPMAITHOHHOM (aBTOMATH3UPOBAHHOM) CHCTEMBL
ONIT 8 KOHTpOJIH IpeI0CTaBIISIEMBIX BEIYACIUTEIBHBIX 4 4
' PeCypCoOB H KaHAJIOB CBS3H
X. 3ammra TexHudeckux cpencts u cucreM (3TC)
3TC.0 Pa3paboTka NOJMTHKY 3alIUTH TEXHUYECKUX CPEJICTB U CUCTEM + +
3TC.1 3anmmTa HHPOPMAIMH OT YTEUKH 110 TEXHUUECKUAM KaHaIaM
3TC.2 Opranu3anusi KOHTPOJIUPYEMON 30HBI + +
3TC.3 VYnpasneHue GU3HYECKAM JOCTYIIOM + +
3TC.4 Pasmemienne ycTpoiicTB BBIBOAA (OTOOpaXkeHs) HHGOPMAITHH, + "
' HCKJTIOYAOIINEe €€ HECAaHKIIMOHUPOBAHHBINA TPOCMOTP
3TC.5 3amura OT BHEMIHUX BO3AEHCTBHIA + +
3TC.6 MapkupoBanue anmapaTHbIX KOMIIOHEHTOB CHCTEMBI OTHOCHUTEIIBHO
) pa3penieHHoit K 06paboTke HHMOpMALIUH
X1. 3ammTa nHGOPMAMOHHOM (aBTOMAaTH3HPOBAHHO#) crcTeMbl B ee koMnoHeHToB (31C)
3UC.0 Pa3paboTka momuTuky 3amuTh KHGOPMALUOHHOM + +
' (aBTOMaTH3MPOBAHHOK) CHCTEMBI K €€ KOMIIOHCHTOB
Paznenenue GpyHKIHIA O yIpaBIeHUIO (aAMUHUCTPUPOBAHUIO)
3UC.1 uHGOPMAITHOHHOHN (ABTOMATU3UPOBAHHOM) CHCTEMOM C HHBIMHU + +
GyHKIUAMHA
3UC.2 3amuTa nepuMeTpa HHQOPMAITMOHHOH (aBTOMaTH3HPOBAaHHOM ) . +
' CHUCTEMBI
31C3 DIIeTOHUpOBaHHAS 3aluTa HHYOPMALHOHHON + +
) (aBTOMaTH3UPOBAHHOMN) CHCTEMBI
3YC.4 CermenTtupoBanue HHGOPMALUOHHOM (ABTOMAaTH3HPOBAHHOM) + +
) CHCTEMBI
3UC.5 Opranuzanus IeMATATApU30BaHHOMN 30HBI + +
3UC.6 VYipaBieH#ne ceTeBbIMU IOTOKAMHU
3UC.7 Hcnonp3oBanue sMyasaTopa cpeasl GyHKIHOHUPOBAHUS
) mporpaMMHoro obecneuerus ("'mecoununa’)
3VC.8 CoxphITHE apXUTEKTYPHI H KOHPUTYpaIUH HHGOPMAHOHHOM + +
] (aBTOMATH3UPOBAHHON) CHCTEMBI
3UC.9 Co3naHue reTeporeHHOM Cpepl
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Hcrionp30BaHre IPOrPaMMHOTo obecnedeHus, pyHKIHOHUPYIOIIETO

3UC.10
B CpeiaxX Pa3IMYHBIX OEPAlHOHHBIX CHCTEM
[IpenoTBpameHne 3aAep KKK WK IPSPHIBAHHS BHITOJIHEHHUS
3UC.11 IIPOIECCOB C BEICOKHM IIPHOPUTETOM CO CTOPOHBI IIPOIIECCOB C
HU3KAM PHOPUTETOM
3UC.12 N3onsuus mpomeccoB (BBIIOIHEHUE IPOrpaMM) B BBIICJICHHOM
) 00J1aCTH IaAMATH
3UC.13 3amura HeU3MEHIEMEBIX JaHHBIX
3UC.14 Hcnons3oBaHue HeNepe3anuchiBaeMbIX MAITNHHBIX HOCUTENEH
) nHOpMAaIH
3UC.15 Peanmzanus 3JIEKTPOHHOTO TIOYTOBOTO OOMEHA C BHELITHUMHU CETIMH
’ gepe3 OTPaHHYCHHOE KOJIIYECTBO KOHTPOIHPYEMBIX TOUEK
3UC.16 3amura OT criama
3UC.17 3amuTa HHGOPMAIMH OT YTEUEK
3C.18 BoxmpoBKa JOCTYyIIa K caifTaM Wl THIIAM CaiiTOB, 3alPEICHHBIX K
) HCIIOJIb30BAHHUIO
3UC.19 3anmrta nHGOpPMANKMY NIPH ee Iepeade o KaHajlaM CBS3H
31C.20 OGecnieueHne TOBEpEHHBIX KaHajia, MapIIpyTa
31C.21 3ampeT HECaHKITMOHUPOBAHHOM yIaJICHHOH aKTUBAllUU
) nepuepuiiHbIX yCTPOUCTB
31C.22 Yupasnenue arpuOyramu 6€30MaCHOCTH MPU B3aUMOJIEHCTBHH C
: HWHBIMH HHPOPMAIMOHHBIME (aBTOMATH3HPOBAHHBIMHU) CUCTEMaMH
31C.23 KoHTpone ncnons3oBanus MOOUIBHOTO KOJia
3UC.24 KoHTpob nepenaun peueBoil mHGOpMaiu
3UC.25 KonTpoms nepenaun BiconHGOpMAIA
3UC.26 [ToaTBeprkaeHHE IPOUCXOKACHHUS HCTOYHUKA HH(POPMAITUT
31C.27 ObecneueHue NOATUHHOCTH CETEBBIX COCIAHEHUN
31C.28 Hckmoyenne BO3MOXXHOCTH OTPHIIAHHS OTIIPABKH HHGOPMAIMH
3UC.29 HckimodyeHne BO3MOXKHOCTH OTPHIAHUS TTONy4YeHUS HHGOopMaIuu
31C.30 Hcnonb30BaHHE YCTPOHCTB TEPMUHAILHOTO TOCTYIIa
3UC.31 3ammTa OT CKPHITHIX KaHAJIOB ME€peAavyd HHGOpMaIMy
3UC.32 3amuTa 6€CIIPOBOAHBIX COCAHHEHUMN
3UC.33 Uckmouenne aocTyna dyepes od1ue pecypesl
31C.34 3ammra oT yrpo3 oTkasa B obciyxxusanuu (DOS, DDOS-atak)
3UC.35 VipasieHHe CeTEBBIMH COSIMHECHUAMU
3UC.36 Coznanue (3MYJISAIAS) JIOKHBIX KOMIIOHEHTOB HH(POPMAITIOHHBIX
) (aBTOMATH3HPOBaHHBIX) CHCTEM
3YC.37 IlepeBox mHGOPMAMOHHO# (aBTOMAaTH3HPOBAHHOM) CHCTEMEI B
) Oe3omacHOe COCTOSHUE MIPH BO3HUKHOBEHHY OTKa30B (COOEB)
3UC.38 3amuTa HHGOPMAIHH TIPH KCTIOIb30BAaHUH MOOHMITBHBIX YCTPOHCTB
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VipaBiieHHe nepeMenieHreM BUPTYAIbHBIX MallvH (KOHTEHHEPOB) U

31UC.39 + + +
0OpabaThiBaeMbIX HAa HUX JAHHBIX
XII. Pearuporanue Ha KoMmibioTepHbie HHIMAeHTH (HL)
WHIL.0 | Pa3zpaboTka MOIATHKH pearupOBaHMs Ha KOMIBIOTEPHBIE HHIMACHTHI |+ + +
MHII.1 BrIsiBNIeHHE KOMIIBIOTEPHBIX HHIUACHTOB + + +
WHIL.2 HudopmupoBanie 0 KOMIBIOTEPHBIX HHITUACHTAX + + +
HHII.3 AHan3 KOMITBIOTEPHBIX HHIUACHTOB + + +
HHIL.4 YcTpaneHnne nocneACTBUN KOMITBIOTEPHBIX HHITHIECHTOB + + +
VIHILS [MpuHATHE MEp [0 MPEIOTBPALMICHHIO IIOBTOPHOTO BO3HUKHOBEHHUS + + 4
' KOMITBIOTEPHBIX HHIU/ICHTOB
HHII.6 XpaHeHue ¥ 3amuTa HHOOPMALMH O KOMIBIOTEPHBIX HHIHICHTAX +
XIII. Yupasnenue xoudurypamnueit (YKOD)
VK®.0 Pa3paboTka MOJMTHKY yrpaBieHusi KOHGUrypauen + + +
) MHQOPMAITOHHON (aBTOMAaTH3HPOBAHHON) CHCTEMBI
YK®.1 Unentudukanus o6beKTOB YIpaBieHA] KOHPUTypanyei
YK®.2 VYnpasneHne n3MEHEHUAMHU + + +
VK®.3 VcranoBka (MHCTAJUIALHASA ) TOJMBKO Pa3pelIeHHOro K HCIOJIB30BAHHIO + + +
) IpOTpaMMHOT0 00eCTIeUeHUS
YK®.4 KoHTpois AelicTBU# O BHECEHUIO N3MECHEHHUH
XIV. Ypaenenue o6HOBIeHHAME TporpaMMHoro obecrniedenns (OI10O)
Pa3paboTka MONUTHKY yTpaBlieHHS OOHOBICHUSIMU IIPOTPAMMHOIO
OI10.0 P yip Porp + |+ | 4+
obecrieueHust
OTI0.1 [Touck, nonydenue 0OHOBIEHHH TPOrPAMMHOTO 00ECTICUCHHS OT 4 + 4
) JIOBEPEHHOT0 HCTOYHUKA
OI1O.2 KOHTpOIb 1IeTOCTHOCTH OOHOBJIEHUH ITPOTPaMMHOTO 00eCTICUECHHS + + +
OI1O.3 TectupoBanue 0OHOBNIEHHH TPOrPaMMHOTO 0OECIICUEHHS + + +
OI1O.4 YcraHoBKa 0OHOBIECHUH TPOrpaMMHOTO 00€CTIEUeHHS] + + +
XV. IlnanupopaHue MepOINpHsATHii 0 obecrieuenuto 6e3onacuoctu (I11IJIH)
Pa3paboTka MONMUTHKY IUIAHKPOBAHUS MEPOIIPUSATHH 110
TIJIH.0 P p porp P T
00€ecTIeYeH IO 3aIUTH HHPOPMAITHH
UTH.1 PazpaboTka, yrBepxKIeHHE U aKTyaTH3alus IUIaHa MEPOIIPUSATHIM 110 + + +
) obecnieyeHuIo 3aUTh HHPOpMALUH
KOHTpOITb BHITONHEHHUS] MEPOIIPUSITHH IO 00ECIIEYEHHIO 3AIIUTHI
TUTH.2 P ponp i + o+ |t

uHpOpMaIIH
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XVI. O6ecnieyenue neictuii B HemTatHelx cutyanusax (JIHC)

PaspaboTka monutiky obecriedeHus ISHCTBUM B HEIITATHBIX

JHC.0 + + +
CHUTYaIlHsIX

JHC.1 Pa3paboTka miana geHCTBUI B HEINTATHBIX CHTYaIUsAX + + +

OO6yuenue u 0TpaboTKa AeHUCTBHI TepcoHaNa B HEINTATHBIX

JHC.2 i TpaboTia A p + + +
CHUTYaIIASIX

THC.3 Co3gaHue albTepHATHBHBIX MECT XpaHeHHs U 00paboTKu + +

) uHbOpMAaINH Ha CITy4ali BO3HUKHOBEHNS HEIUTATHLIX CHTYallHii
PesepBrpoBaHme NPOrpaMMHOT0 00€CTIEUeHUS, TEXHHYECKUX
JHC.4 CpEZACTB, KAHAJIOB CBSI3H HA ClIy4yail BOSHHKHOBEHHS HEITATHBIX + +

CUTyalui

ObecniedeHre BO3MOXHOCTH BOCCTAHOBJICHUS MHG)OPMAIIHOHHOH -
JHC.5 (aBTOMaTH3UPOBAHHOI ) CUCTEMBI B CIIy4ac BOSHUKHOBEHHS + + +
HEIUTaTHBIX CUTYyallWi

Ananu3 BO3HHKINNX HEINTATHBIX cnryaum‘zi U IIPUHATUC MCP IO

HC.5
A HEIOMYIIECHHUIO UX TOBTOPHOTO BO3HUKHOBEHHUS
XVII. Uudopmuposanne u odydernue nepcorana (U110)
I/IH0.0 PaspaboTka nonutuku uHGOPMHPOBAHUS U 00yUeHHS IEPCOHANIA + + +
Hudopmuposanue nepcoHana o6 yrpo3ax 6€30MacHOCTH + + +
UII0.1 HHGOPMAITHH | O TIpaBmiax 6e3omacHoi paboTh
OOyueHHe epcoHasa npaBuiaM Ge30macHoi paboTeI + + +
HI10.2
IIpoBeneHne MpakTHUECKUX 3aHATHH ¢ IEPCOHAJIOM IO IIPaBHIIaM + +
WUI10.3 6e3omacHOi paboThI
KoHTponb ocBeIOMIIEHHOCTH NiepcoHaiia 00 yrpo3ax 6€30nacHOCTH + + +
WUIT0.4 uH(opMaIuK U 0 mpaBUiIax 6e30macHoOi paboTHI

«+t» — Mepa obecneveHus: 6€30MacHOCTH BKIIFOYeHa B 0a30BbIi HAOOp Mep s
COOTBETCTBYIOLIEH KaTeropuu 3HaUMMOro 0OBEKTa.

Mepsl obecnieueHust 0e30MacHOCTH, HE O00O3HAYEHHBIE 3HAKOM  «1»,
IPUMEHSIOTCSA TIPH aJanTaldd W JOMOJHEeHWH 06a30Boro Habopa Mep, a Takke IpH
pa3paboTKe KOMIIEHCHPYIOIIMX Mep B 3HAYAMOM OOBEKTE€  KPUTHYECKOH
UH(POPMALIMOHHON NHPPACTPYKTYPHl COOTBETCTBYIOIIEH KaTErOPUK 3HAYUMOCTH.




