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O BHecennu H3MeHeHHH B CocTaB H cofiepikaHHe OPraHH3aHOHHBIX
H TEXHHYECKHX Mep 1o obecneyeHHI0 6€30MacCHOCTH NEPCOHANbHBIX JAHHBIX
npH ux o6paboTke B HHPOPMALHOHHBIX CHCTEMAX NEPCOHAIbLHbBIX JaHHbIX,
yTBepaAeHHble Npuka3oM PeaepajbHOM cJyxKObI 10 TEXHHYECKOMY
H 9KCHOPTHOMY KOHTpOJI0 oT 18 deBpans 2013 r. Ne 21,
H B TpeboBaHus Kk oGecneyeHH10 3aliHThI HHPOPMAHH
B ABTOMATH3HPOBAHHBIX CHCTEMAX YNPaBJIeHHsl IPON3BOACTBEHHBIMH
H TEXHOJIOrHYeCKHMH NMPOLECCaMH HA KPHTHYECKH Ba)HbIX 00beKTax,
NOTEHUHAILHO ONACHBIX 00BEKTAX, a TaKXKe 00bEKTaX, NPeACTaBIAAIOLIHX
NOBLIIIEHHYI0 ONACHOCTD AJISl %KH3HH H 310POBbS JI0AeH H AJIsl OKpY:Kalouiei
NPHPOAHOH cpeAbl, yTBepiKAeHHbIe npuka3zoM DenepabHOM CJTyKObI
MO TEXHHYECKOMY H 3KCNOPTHOMY KOHTpPoJ10 oT 14 mapTa 2014 r. Ne 31

Brectu B Cocras %4 collepKaHue OpraHU3aLMOHHBIX
M TEXHUYECKUX Mep I0 obecrieueHUIo 0e30MacHOCTU NEePCOHATBHBIX AAHHBIX IIPU
ux obpaborke B HHGOPMALMOHHBIX CHCTEMaxX MEPCOHANBHBIX JaHHBIX,
yTBepXIeHHble  mnpukasoM  OenepanbHOi  CoyX0bl 10  TEXHHYECKOMY
U IKCIOPTHOMY KoHTpoimro oT 18 despans 2013 r. Ne 21 (3apeructpupoBaH
MuHuctepctBoM toctuuuu  Poccuiickodt ®epepaumu 14 wmas 2013 r,
peructpauroHHbi  Ne 28375), u B TpebGoBanus Kk 0OeCEUEeHUIO 3aLUTHI
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MHOOpPMaLlUY B aBTOMATU3UPOBaHHBIX CHCTEMaX YIpaBJIeHUs [IPOU3BOJCTBEHHEIMU
M TEXHOJOIMYECKMMH IpoleccaMy Ha KpUTHYECKHM BaXKHBIX O0BeKTax,
NOTEHLMAIBHO ONacHBIX OO0BEeKTaX, a Takxke O00BeKTax, IpeICTaBIIIOLIHX
MOBBIIIEHHYIO OINAaCHOCTE U1 JKM3HM U 3J0pOBbsl JIIOLEH U IJIA OKpYXaroLleH
IPUPONHON  Cpelbl, yTBepXkAceHHble IpukazoM DenepanbHOi  CiryX OBl
10 TEXHWYECKOMY M OKCIOPTHOMY KOHTpoiro ot 14 wmapra 2014r.
Ne 31 (3apeructpupoBan MunuctepctsoMm rocturuu Poccuiickoit ®epeparum
30 wrons 2014 1., peructpaunoHHbli Ne 32919), wu3MEHEHHST COINIaCHO
IPUIIOXKEHMIO K HACTOSALIEMY ITpUKa3sy.

JAAPEKTOP ®EJEPAJIBHOM CJIYXBbI
IIO TEXHUYECKOMY U JKCIIOPTHOMY KOHTPOJIIO

N/

B.CEJIMH




[Ipunoxenue
x npukazy ®CTOK Poccrn
oT «AF» mapra 2017 1. Ne 47

HN3meHeHusi, KOTOpbie BHOCATCH
B CocTaB H cofepKaHHe OPraHU3aNHOHHBIX H TEXHHYECKHX Mep
no obecrnedeHHIo 6e30NACHOCTH MEPCOHANBHBIX JaHHBIX MPH HX 00pabdoTKe
B HH(OPMAIHOHHBIX CHCTEMaX NMePCOHAIBHBIX JaHHBIX, YTBePKIeHHbIE
npuxazoM PeaepajibHOMH CJIyKObI 10 TEXHHYECKOMY H 3KCHOPTHOMY
KoHTpoo oT 18 deBpans 2013 r. Ne 21,
u B TpeGoBanus k oGecneyeHH10 3alUUTHI HHPOPMALIHH
B ABTOMATH3HPOBAHHBIX CHCTEMAX YN PaBJIeHHs! IPOU3BOJACTBEHHbIMH
H TEXHOJIOrHYECKHMH NMPOLECCAMH HA KPUTHYECKH BaKHBIX 00beKTax,
NOTEeHIHAJBLHO OMACHBIX 00BEKTAX, a TAKHKe 00beKTax, NPeACTAB/ISIOIIHX
NOBLINICHHYIO ONACHOCTb /IS JKH3HH U 3A0POBb JIIOAeH H /I OKPYKaoLen
NPHPOAHO# cpeabl, yTBepKIeHHbIe NpHKa3oM PenepajibHOl CIIyKObI
110 TEXHHYECKOMY H IKCHOPTHOMY KOHTpoJII0 oT 14 mapTa 2014 r. Ne 31

1. TTynkr 12 CoctaBa U cofepKaHusl OpPraHU3al[MOHHBIX U TEXHUIECKUX MEp
o 0OecreyeHHI0 0e30MacHOCTH IEPCOHANBHBIX JAHHBIX IIPH HX 00paboTke
B MH(POPMAITHOHHBIX CUCTEMaX NMEPCOHANBHBIX JaHHBIX, YTBEPXKICHHBIX MPUKa30M
denepanbHOM  CIYy)XOBI 1O TEXHHUYECKOMY M OJKCIOPTHOMY  KOHTPOJIO
or 18 despams 2013 r. Ne 21 (3apermcrpupoBaH MHHHCTEPCTBOM IOCTHLMH
Poccuiickoii ®enepaunn 14 mast 2013 r., peructpanrioHHbii Ne 28375), H3JI0KHTH
B CJIEIYIOIIEHN peqaKium:

«12. TexHuueCcKre Mepbl 3alUThl IEPCOHAIBHBIX MAaHHBIX pPEaTUu3yrOTCA
IIOCPENCTBOM MPHMEHEHHUsS] CpPEACTB 3allUThl KH(QOpMaluuM, B TOM YHCIe
IPOTPaMMHBIX (TIPOrpaMMHO-aINMapaTHbIX) CPEACTB, B KOTOPHIX OHU pealii30BaHBl,
HUMEIOTHX HeoOX0oauMble PyHKLUN 0€30I1aCHOCTH.

ITpy UCHONB30BAaHUH B HH(MOPMAI[MOHHBIX CHCTEMaX CEepTHGHIUPOBAHHBIX
110 TpeGOBaHUIM GE30IMaCHOCTH HH(POPMAIIUK CPEJICTB 3aIIUThI MHPOPMAIIWH:

B HH(POPMALMOHHBIX CHCTeMax | ypOBHs 3allMIIEHHOCTH IIEPCOHATBHBIX
JIaHHBIX TPUMEHSIOTCS CPEICTBA 3allUTHl HH(OOPMAIK He HHKe 4 Kiacca, a Takke
CpeICTBa BRIYMCIUTENHHON TEXHUKU HE HIDKE 5 Kiacca,

B HH(QOPMAIHOHHBIX CHCTEMax 2 YpPOBHs 3allUMIIEHHOCTH MEePCOHAIBHBIX
JaHHBIX TIPUMEHSIIOTCS CPEeAICTBa 3alllUTHl MH(POPMAIMK He HIKE 5 Kiacca, a Takke
CpeCTBa BBIYHMCIMTEIBHOM TEXHUKU HE HMXKE 5 Kilacca,

B HH(POPMALMOHHBIX CHCTeMax 3 ypOBHs 3alIMIIEHHOCTH NEPCOHANBHBIX
JaHHBIX TIPHUMEHSIOTCS CPECTBA 3allUTHl HH(MOPMAIMK He HIKe 6 Kjacca, a Takoke
CpeZiCTBa BBIYUCIHTENbHOM TEXHUKU HE HIKE 5 Ki1acca,
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B HWH(POPMALMOHHBIX cHcTeMaxX 4 ypOBHsS 3alIMIIEHHOCTH NEPCOHATBHBIX
JIaHHBIX TIPMMEHSIOTCS CPEACTBA 3aIlUTHl HH(POpMaIMK He HIKE 6 Kiacca, a Takke
Cpe/iCTBa BHIYMCIMTENIFHON TeXHUKH HE HIXKE 6 Klacca.

Kmaccel 3aluThl OMpeAeNsioTcss B COOTBETCTBMM C HOPMATHBHBIMHU
NpaBOBEIMM aKTaMH, M3JAHHBIMH B COOTBETCTBHHU C IOAmyHKToM 13.1 mynkra 8
ITonoxenus o PenepanbHOi CiIyX0€ O TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJIIO,
yTBepxkaeHHoro YkasoMm Ilpesupenta Poccuiickoit ®enepaunuu ot 16 asrycra
2004 r. Ne 1085.

Ilpu wmcHoB30BaHWM B HHGOPMALIMOHHBIX CHUCTEMAaxX CPEJICTB 3allUTbl
uH(pOpMaIWH, CepTUGUIUPOBAHHBIX O TPEOOBAaHUIM 6€30MacCHOCTH HH()OPMALWH,
yKa3aHHbIE CPEACTBA [JODKHBI OBITh CEpTHQUIMPOBAHEL HA COOTBETCTBHUE
00s3aTeNbHBIM TPeOOBaHMAM MO 0e30MacHOCTH HH(GOPMAallMy, yCTaHOBJIECHHBIM
HODMATHBHBIMH TIPABOBBIMHM ~ aKTaMM, WM TpeOOBaHMAM, YKa3aHHBIM B
TEXHUUYECKHMX YCIOBHUAX (3aJaHUIX 1O O€30IIaCHOCTH).

®ynkuuyu  6€30IaCHOCTH  CPEACTB 3allUThl MHGOPMAalMd  JOJDKHBI
obecrieyrBaTh BEHINIOJIHEHHE Mep MO O0ecleyeHUuIo 0e30MaCHOCTH MEePCOHATBHBIX
JNAHHBIX, COJIEPIKALXCS B HACTOSLUEM TOKYMEHTE.

Jlns obecriedenus 1 U 2 ypoBHEH 3allMINEHHOCTH IEPCOHANBHBIX NaHHBIX,
a Takke g obOecredeHWss 3 YpOBHS 3allMILEHHOCTH II€PCOHAIBHBIX aHHBIX
B HH(QOPMAIIMOHHBIX CHUCTEMax, M KOTOPBIX K aKTyallbHbIM OTHECEHBI YI'DO3BI
2-ro TUNa, NPUMEHSIOTC cepTHQHIMPOBAHHbIE CPEACTBA 3alIUTHl MHPOpPMAIHH,
nporpaMMHOe oOecriedyeHHe KOTOPBIX MNpOIIO IPOBEPKY HE HUXKE 4YeM
110 4 YPOBHIO KOHTPOJISL OTCYTCTBHS HelleKIapHPOBaHHBIX BO3ZMOXKHOCTEM.».

2.1lyakr 24 TpeGoBaumii K O0OeCIeYeHHIO 3aIlUTEl HMH(OPMALKH
B aBTOMAaTH3MPOBAHHBIX  CHUCTEMax  YIpPABIEHUS  IPOU3BOACTBEHHBIMH
U TEXHOJOTMYECKAMH [POLECCaMd Ha KPUTHYECKH BaXKHBIX OOBEKTax,
NOTEHLMAILHO OMACHBIX OO0BeKTaX, a TaKKe OObeKTax, IPeACTaBIISIONNX
TIOBBILIEHHYIO OMAaCHOCTh ISl JKM3HM W 3MOPOBbS JIOAEH M JUIA OKpYXKaroIen
TIPUPOIHOM CpEZbl, YTBEPKIEHHBIX TprvkazoM @enepanbHOM CIoyXOBl 110
TeXHWYECKOMY H  OKCIOPTHOMY KOHTpomo or 14 wmapra 2014 T
Ne 31 (3aperucrpupoBan MunuctepcTBoM iocThiMU Poccuiickoii ®Denepaunu
30 mrons 2014 r., perucrpanuonHsbii Ne 32919), H3N0OXKHTE B CIEAyIOIIEeH
peaaKLyun:

«24. Texuuveckue Mepbl 3alUThl HHPOPMaLHK peau3yrotCs MOCPeCTBOM
OpUMEHEHHsT CPENCTB 3allUThl WHPOpPMalu{, B TOM 4HCJI€ IPOTPAMMHBIX
(mporpaMMHO-aNmnapaTHeix) CPEeICTB, B KOTOPBIX OHHM pPeaju30BaHBl, HMEIOLIMX
HeobXxoauMBble (ByHKLUM 6e30MacHOCTH. B KauecTBe CPeACTB 3aIUTE HHGOPMAIIHH
B IIEpBYIO OdYepeNb IOAJIEKAT PACCMOTPEHHIO MEXAaHHW3MBI 3alIUThI (IIapaMeTphI
HACTPOWKM) INTATHOTO MNPOTPAMMHOTO OOEeCHeYeHMs aBTOMAaTH3MPOBAHHOM
CHUCTEMBI YIIPaBJICHHUs [IPU UX HATHYHH.

B crnydae uMcnonp3oBaHUS B aBTOMATH3MPOBAHHBIX CHUCTEMAax YHPaBIECHUS
CepTU(QUIMPOBAHHLIX [0 TpeOOoBaHWAM 0e30MacHOCTH HHQPOpPMAIMK CPEACTB
3aMUATH HHPOPMaLUU TPUMEHSIOTC:




B aBTOMAaTH3MPOBAHHBIX CHCTeMax yIpasieHHs 1 Kiacca 3allUIIEHHOCTH
IPUMEHSIOTCS CpeJCTBa 3alIMTHl MH(OpMaLMU HE HWKe 4 Kiacca, a TaKke
CpelCTBa BBIYUCIUTENBHON TEXHUKH HE HUXKE 5 Kilacca,

B aBTOMAaTH3MPOBAHHBIX CHCTEMaxX YIPaBI€HHUs 2 Kiacca 3al{IIeHHOCTH
NPUMEHSIOTCS CPeJCTBa 3allluThl WH(POpMalMU HE HWXKE 5 Kiacca, a Takke
Cpe/ICTBa BEIYMCIUTENHHON TEXHUKH HE HIXKE 5 Kiacca,

B aBTOMATH3MPOBAaHHBIX CHCTeMax YIpaBlIeHHsA 3 Kjacca 3allUIIeHHOCTH
NPUMEHSIOTCS CpelcTBa 3allUThl MHGOpMAaLUM HE HIKe 6 Kiacca, a Takke
CpelcTBa BEIYMCIUTENBHOM TEXHUKH HE HIDKE 5 Kilacca.

Knaccel  3alyThl  OMPEAENSIOTCS B COOTBETCTBUM C  HOPMATHBHBIMHU
NPABOBBIMH aKTaMH, W3JAaHHBIMH B COOTBETCTBUH C MoAmyHKTOM 13.1 myHkra 8
[Tonoxenus: 0 GenepanbHOi Ciryx0e M0 TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJIIO,
yTBepxkaeHHoro Ykasom Ilpesunenta Poccuiickoit ®egepamun ot 16 aBrycra
2004 r. No 1085.

B ciyuae HCIONB30BaHUS B aBTOMAaTU3UPOBAaHHBIX CHCTEMAX YIPaBJICHHS
CPENCTB  3alIMTHl  HMH(OPMAIMH, CEPTU(PUIMPOBAHHBIX MO  TpeOOBaHUIM
0€e30MacHOCTH uH(pOpMaLIUH, yKa3aHHbIE cpeacTaa OTKHBI OBITH
cepTUPUIIPOBAHBI Ha COOTBETCTBUE 00s13aTENBHBIM TpeOOBaHUAM
o 0e30MacHOCTH HMH(OpPMAlUH, YCTAaHOBJIEHHBIM HOPMATHUBHBIMH IIPaBOBBIMHU
aKTaMH, WIH TpeOOBaHUAM, YKa3aHHbIM B TEXHHYECKHUX YCJIOBUAX (3aJaHMAX IO
0e30macHOCTH).

@OyHkiuM  6e30MaCHOCTH  CPEICTB  3aIlUThl  MHQOpPMALUH  TOJDKHBI
obecre4ynBaTh BHIMOJHEHNE HACTOSIIUX TpeOoBaHHM.

B  aBToMaTM3MpOBaHHBIX CHCTEMax yOpaBleHMs 1 W 2  KJaccoB
3alUIIEHHOCTH  NPUMEHSIOTCS  CepTU(ULUPOBAHHBIE  CPEACTBA  3allUTHI
uHpopMaIMK, TTPorpaMMHOe o0ecrieueHre KOTOPBIX IPOIIO MPOBEPKY HE HUXKE
4eM 10 4 YPOBHIO KOHTPOJIS OTCYTCTBHS HeEKJIapUPOBAHHBIX BO3MOXKHOCTEH.

3aka3ynkoM (OrmepaTopoM) B 3aBUCHMOCTM OT IOTE€HIMAala HapyLIUTessd
MOJXET OBITh MPHHSATO pElIeHHe O TOBBILIECHUH YPOBHS KOHTPOJS OTCYTCTBHUS
HeJeKIapUPOBAHHBIX BO3MO)XHOCTEH CPEeICTB 3aIlUThl HHYOPMALMH. Y.




