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KOMIIBIOTEPHBIX aTaK Ha 3APETHCTPHPOBAHO

HHQOpPMaLMOHHEIE pecypchl Perucrpaunonnwii e Z2 4/ 0%
Poccuiickoit ®Depepanuu, BKIHOYas

undopmuposanne ®CB Poccun o or Z"Q%W‘?@ »
KOMITBIOTEPHBIX WHIMEHTAX, '

TIOBJIEKILIAX HEIPaBOMEPHYIO

nepeaady (IpeocTaBieH e,

pacIpOCTPaHEeHHe, JOCTYTI)

IePCOHANBHBIX AAHHBIX

MHRUCTEPCTRO H0CTHUMY POCCHACKOT oExEPAIIH

B coorBercTBMM ¢ uacTeio 12 crateu 19 @epepanbHOro 3aKoHa

' u mynkrom 1

oT 27 wmionsg 2006 r. Ne 152-®3 «O nepCOHAJBHBIX TAHHBIX»
TTonoxenuss o @enepanbHoil ciyxbe GesomacHocTu Poccuickon ®epepanuy,
YTBEPXKAECHHOTO YxazoM Ilpe3unenrta Poccuiickon ®depnepanuu
ot 11 aBrycra 2003 r. Ne 960 «Bompocs @exepaipHOH ci1y>O5l 6€30MaCHOCTH

Poccuiickoit Denepauuu»?,

! Cobpanne 3axoHonarenbcTsa Poccuiickoi ®enepaunu, 2006, Ne 31, cr. 3451; 2022, Ne 29, cr. 5233.
2 Cobpanue 3akoHORaTeNbCcTBa Poccuitckol denepammy, 2003, Ne 33, cr. 3254, 2007, Ne 1, cT. 205.




ITPUKA3BIBAIO:

1. VTBepauTes npunaraeMelii HOPSJOK B3aUMOJEHCTBHUS OIIEPaTOPOB C
roCyJapCTBEHHON CHCTeMOH OOHapy)XXeHHs, NpeXylpexIeHHUs M JUKBUIALUU
IIOCJIEACTBHH KOMITBIOTEPHBIX aTak Ha HH¢popMaluOHHBIE pecypchl Poccuiickoit
®epepaunu, Brmouyas uHQopmupoBanue DCB Poccum 0 KOMIBIOTEPHBIX
WHLUMOCHTAX, MOBJEKIINX HEMPaBOMEpHyI0 Iepenady (mpeRocTaBleHHe,
pacnpocTpaHeHue, JOCTYI) HePCOHANBHBIX JaHHBIX.

2. Hacrosmuii npuka3 BctynaeT B cuity ¢ 1 mapra 2023 1.

HupexTtop A .BOpTHHKOB




YTBepxaeH

npuka3zoM OCb Poccun
oT 13 geBpansa 2023 r.
Ne 77

Ilopsgoxk
B3aHMOJIEHCTBHS OIIEPATOPOB C rOCYAapCTBEHHOM CUCTEMOH 0OHapyXeHus,
TpeayIpeXaeHHs U JIMKBUIALMHU MOCIEACTBUI KOMIBIOTEPHEIX aTaK Ha
uHpOpMaIHOHHEIE pecypchl Poccuiickoit Dexepanuu, BKitodas HHQOPMUPOBaHUE
OCB Poccuy 0 KOMIBIOTEPHBIX HHIMIEHTAX, ITOBJICKIINX HEIIPABOMEPHYIO
niepenady (IpeaocTaBlieHHe, PacIpOCTPaHeHHe, AOCTYII) IEPCOHATBHBIX JaHHBIX

1. BzauMmoJielicTBHe TOCYJaPCTBEHHBIX OpraHOB, MyHUIUIIAIBLHBIX OPTaHOB,
IOPUIUYECKHX WM (GU3UYECKUX JIHUL, CAMOCTOSTENBHO UM COBMECTHO C APYTHMMHU
JUIIAaMH OPTaHU3YIOIINX U (MIH) ocymeci*nnmomnx 00paboTKy nepcOHaIbHBIX
IaHHBEIX, a TakKXe OIpeleNAIomMX Lenu oO0paboTKM MEepCOHANBHBIX HaHHBIX,
COCTaB IEePCOHANBHBIX NaHHBIX, MMOJIEKAIINX 00paboTke, AeHCTBUA (onepalun),
COBeplIaeMEIE C  IIEPCOHAIBHBIMM  JaHHBIMH  (Jamee — orepaTopsl)
C TOCYHapCTBEHHON cHCTeMO#l OOHapy>XeHHs, NpeNyNpexXAeHUs M JIMKBUAALMH
TIOCJIENCTBHI KOMITBIOTEPHBIX aTaKk Ha MH(OpPMaLMOHHBIE pecypchl Poccuiickoi
Denepanuu (nanee — I'ocCOIIKA), Bkmodas uHGopmupoBaHue PCBb Poccun
0 KOMIBIOTEpHBIX HMHIUUACHTaX, MOBJIEKIIMX HEMNPAaBOMEPHYIO Iepenaqy
(mpemocTaBiieHHe, pacHpOCTpaHEHHE, HOOCTYyIl) IIE€PCOHAJBHBIX  JaHHBIX,
OCYILECTBIAETCA yepes HauynonanbHelii KOOPAUHALIMOHHBIN LEHTp
10 KOMITBIOTEPHBIM uHmpneHTam’ (nanee — HKLIKHA).

2. OmepaTophbl, C KOTOPBIMH B3aUMOJEHCTBIE IO MONyYSHHUIO HHOOpMaLUH
OpraHM30BaHO B COOTBETCTBHHM C NOANMYHKTOM 4.8 myHkTa 4 I[lomoxeHus o
HKLIKH, HanpaBiasioT HHPOPMALMIO O KOMINBIOTEPHBIX WHUUAEHTAX, [TOBJIEKIINX

HENPaBOMEPHYIO TIepegady (MpegocTaBlieHHe, paclpoCTpaHEHHe, JOCTyIl)

! Mynkt 2 crathu 3 MenepanbHoro 3akona ot 27 mona 2006 r. Ne 152-03 «O nepcoHaTBHBIX AAHHBIXY
(Co6panue 3akoHoaatenscTBa Poccuiickoit demepauuu, 2006, Ne 31, cr. 3451; 2021, Ne 1, cT. 58.).
IMonoxenne o HanuoHaNMEHOM KOOpAHMHALIMOHHOM IICHTPE 10 KOMIBIOTePHBIM HWHUHWICHTaM,
yreepxaeHHoe npuxkazoM PCB Poccun ot 24 wmons 2018 r. Ne 366 (3apeructpupoBaH MuHioctom Poccun
6 centa6pa 2018 r., peructpaunonnstii Ne 52109) (zanee — IMonoxenue o HKLIKH).
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NepCOHANBHBIX JTaHHBIX, B COOTBeTCTBHH ¢ onpenenenHsiMu HKIIKK ¢dopmaTamMu
npeAcTaBieHiss MHGOpMalUyd O KOMIBIOTEPHBIX HHLMICHTaX B TocCOIKA'
¢ HCIOJIB30BaHMEM KaHAJOB HH(POPMAIMOHHOTO B3aWMOAEHCTBUSA, B TOM YHCIIE
TIOCPEIICTBOM 3JIEKTPOHHOM ITOYTOBOH CBA3U M TEXHHYECKOH HHOPACTPYKTYPHI
HKLIKY, npeaHa3sHAYeHHbIX /Ui OTIPAaBKH, TONydeHHs, 00paGoTKy U XpaHEHHS
yBeIOMJIEHHHI M 3alpoCOB B paMKaX HH(OPMALMOHHOrO B3aHMOJEHCTBHS C
CyOBeKTaMK KPHTHYECKON HHPOPMALMOHHOH HH(PACTPYKTYPEL, & TAKXKe C MHBIMH
HE ABJSIOMUMACS CyOBEKTaMH KpUTHYECKO#H HHOPMALIMOHHOM HH(PACTPYKTYpBI
OpraHaMy ¥ OpPraHW3alliMH, B TOM 4KCJie HHOCTPAaHHBIMH U MEXIyHapOIHBIMH
(manee — KaHabl HHQOPMALMOHHOrO B3aMMOJEHCTBHsA), B TeYeHHE 24 4acoB C
MOMEHTa oOHapyXeHHS KOMITBIOTEPHOTO WHIUAEHTA, MIOBJIEKLIETO
HEMpaBOMEpHYI0 Mepefady (NpeNOCTaBICHHE, PpacHpOCTpaHeHMe, OOCTYI)
MepCOHANBHBIX JaHHBIX.

3. OmepaTopsl, He yKasaHHele B IIyHKTe 2 Hacrosmero Ilopsnxa,
HanpaBIAIOT HMHGOPMamMI0O O KOMIBIOTEPHBIX HHLUHMACHTAX, MOBJIEKIIHX
HENpaBOMEpHYI0O Ilepefady (MpeNOCTaBleHHe, PpaclpOCTpaHEHHe, JOCTYTI)
NEPCOHANBHBIX  JAHHBIX, IIyTeM 3alOJHEHHA  YBEJOMIICHHS O ¢akTe
HermpaBoMepHOM repenayv (NPEedOCTaBlICHHs, pPaclpOCTPaHEHH, JIOCTyTIa)
MepCOHABHEIX aHHBIX, COAepXKalIerocs Ha opuupransHoM caiite PockoMHansopa
B HMH(MOPMAIMOHHO-TEJIEKOMMYHHKALMOHHON ceTH «VIHTepHeT», — B CpOK He
nosaHee 24 4YacoB C MOMEHTa OOHApYXEHHs KOMIIBIOTEPHOTO HHIH/CHTA,
TIOBJIEKIIEr0 HEMpPaBOMEPHYIO Iepedady (NIpeNocTaBiieHHe, DPaclpOCTPaHEHHE,
JOCTYM) MEPCOHAIBHBIX NAaHHBIX, @ TaKXKe IyTeM 3arllOIHCHUS YBENOMIICHHS O
pesynbTaTaX BHYTPEHHEro paccleloBaHMs, COIEpXKallerocs Ha OQHIHAILHOM
caiite PockoMHanm3opa B HH(GOPMaLHMOHHO-TEJEKOMMYHHKALUOHHOH  CETH
«VIHTepHET», — B CPOK He MO3[Hee 72 YacoB C MOMEHTa OOHapYXEeHH:
KOMIILIOTEPHOTO ~ WHIIMAEHTa,  MOBJEKIIEro  HEMPaBOMEpHYIO  Mepeaady

(IIpeJIOCTaB.TIeHHC, pacrpoCTpaHEHUE, noc*ryn) NEpCOHAJIBHBIX JAaHHBIX.

! Moanyskr 4.9 mynkra 4 Monoxenus o HKLKH.
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Ilepenaua ykasauHod uH@opmamuu Pockomuamsopom B  HKIKHU
periaaMeHTHpPYETCs MOPSIKOM, yCTaHaBIMBa€MbIM oCh Poccun
1 POCKOMHA130pOM B COOTBETCTBHH ¢ 4acThio 11 craTey 23 PenepalsHOro 3akoHa
ot 27 o 2006 r. Ne 152-®3 «O nepcoHaIbHEIX HaHHBIX» .

4. TlonrBepxnenueM mnepenaun omeparopamu B HKIIKW undopmaunn
0 KOMIIBIOTEPHBIX HWHLHUJACHTaX, TOBICKIIMX HENPaBOMEPHYIO Mepenady
(IpemocTaBlieHre, PacHpOCTPaHEHHE, JOCTYI) MEPCOHANBHBIX JAHHBIX, SBIAETCS
npucsoenre HKIIKM koMIIBIOTEpHBIM MHLMAEHTAM, [IOBJIEKLIMM HEPaBOMEPHYIO
nepenady (IpenocTaBieHue, PaclpoOCTpaHEeHHe, JOCTYM) MEPCOHANBHBIX JaHHBIX,
HUAEHTH(QUKATOPOB.

Wnentudukaropsl Hanpasistotrcs HKLIKY oneparopam B TeueHue 24 4acoB
C MOMEHTAa MX IIPHCBOEHHMS II0 TEM € KaHanaM, II0 KOTOPBIM YyKa3aHHasd
uHpopmMalus ObUTa HallpaBleHa.

5. Omneparopsl, yka3aHHble B IyHKTe 2 Hacrosmero llopsmka, Brpase
obpatutecs B HKIIKM 1 okasaHus MM COINCHCTBHS B peardpoBaHMH Ha
BBIABJICHHBIM KOMIIBIOTEPHbIN HHIMICHT, MOBICKIINN HENMPAaBOMEPHYIO Iepenavy
(mpegocraBieHHe,  paclpoCTpaHEeHHe, JOCTYN)  MEPCOHAIBHBIX  [JaHHBIX,
u npusnederus cii FocCOITKA ¢ ucnonb30BaHHEM KaHAJIOB HHYOPMALMOHHOTO
B3aUMO/IeHCTBHA.

Ornepatopsl, He yka3aHHble B IyHKTe 2 Hacrosulero Ilopsaka, Bmpase
obparutecs B HKIIKW nns okxasaHMs MM COLEHCTBHS B pEarnipoBaHMH Ha
BBISIBJICHHEIH KOMITBIOTEPHBIN MHLUACHT, MOBJICKIINA HENPAaBOMEPHYIO Iepeaavy
(mpemocTaBieHUe,  PpacIpOCTPaHEHHE, JOCTYN)  IIEPCOHANBHBIX  JAaHHBIX,
u npusiedenus cut I'ocCOITKA ¢ ucrnonb30BaHHEM IMOYTOBOH HIIM 3JIEKTPOHHOM
cBa3n Ha anpeca (Tenedponnele Homepa) HKIIKH, ykasanHble Ha ero
obuIMabEHOM  caiitTe B HMHQOPMAIMOHHO-TEIEKOMMYHHUKAI[MOHHOW  CETH
«AnTEpHETY.

6. B ciaydae HeoOXOOMMOCTH IIPOBEPKH CBEACHHUH O KOMIIBIOTEPHOM

HHIIUACHTE, MOBJICKIIIEM HENpPaBOMEPHYIO nepenavy (HpCIIOCTaBJICHPIe,

! Cobpanue 3akoHonaTenscTsa Poccuiickoit denepaumm, 2006, Ne 31, cr. 3451; 2022, Ne 29, ct. 5233,
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pacnpocTpaHeHHe, AocTyn) nepcoHanbHBIX aAaHHBIX, HKIIKW HampaBnser
3alpOCHl O MPOBECHHUU TaKOW MMPOBEPKHU:

ommepaTopaM, YyKa3aHHBIM B IIyHKTe 2 Hactosfmero Ilopsagka, -
C UCIOJIB30BaHHEM KaHaJIOB HHPOPMALMOHHOTO B3aMMOAEHCTBUS;

omepaTtopaM, He YKa3aHHBIM B IIyHKTe 2 Hacrosmero Ilopsnka, —
C HCIIONB30BAaHHEM JJIEKTPOHHOH CBA3M Ha ajpeca (Tene(bOHHme HOMepa)
GbHU3UYECKHUX WIH IOPUAUYECKUX JIUI, OTBETCTBEHHBIX 38 OpraHu3aluio o0paboTKu
MEPCOHANBHBIX JAHHBIX, CBEJIEHHA O KOTOPBIX BHECEHBI B PEECTpP OIEPaTOpOB B
COOTBETCTBHH C 4acThio 4 ctaThil 22 DenepanbHoro 3akoHa ot 27 urong 2006 r.
Ne 152-@3 «O nepcoHaNbHBIX JAHHBIX»' .

Onepatops! 06s13anbl HHGOopMupoBaTh HKIIKH 0 pesynbprarax MpOBEPKH B
TeueHHe 24 YacoB C MOMEHTa IMOJNyYeHHS YKa3aHHBIX 3alpoCOB 10 TEM XK€

KaHajiaM, 10O KOTOpBIM OHH ObLIH HamnpaBJICHBI.

! Cobpanne 3akoHonaTenscTBa Poccuiickoit ®enepaimu, 2006, Ne 31, cr. 3451; 2022, Ne 29, ct. 5233.




