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o 16 etebap 2o
OO0 onpeaesieHHH yrpo3 6€30NaCHOCTH MEPCOHATBHBIX AAHHBIX,
aAKTYaJ/IbHBIX NPH 00paboTKe NePCOHAILHBIX JAHHBIX
B HHPOPMALHOHHBIX CHCTEMAX NEPCOHAIBHBIX AAHHbBIX, IKCILTYaTHPYE€MbIX
npu ocymecrBiaenun MUYC Pocenn ¢pyHkuuii, onpeaejeHHbIX
3aKoHOAaTeabCcTBOM Poccuiickoil @enepanun

B coorBercTBMM C YacTeio S5 crateH 19 d)enepanLHoro '3aKOHa
ot 27 mons 2006 . Ne 152-03 «O mepcoHaNbHBIX JAAHHBIX»', IyHKTOM 1
TMonoxenunss o Munucrepctee Poccuiickoit ®enepanuu Mo JenaM TpakAaHCKOH
0GOpOHEI, IPe3BHIYANHBIM CHTYAUMSIM M JIHKBHNAUMHM TOCIEACTBHN CTHXHHHBIX
GencTBui, yTBepxkaeHHOro Yxasom IIpesmnmenta Poccuiickoii ®enepanuu
ot 11 urons 2004 r. Ne 8682, m p H Kk @ 3 Bl B a I0:

Ormnpenenuts Yrpo3pl 0€30MacHOCTH MEPCOHAIBHBIX AHHBIX, aAKTyalbHBIC
npy 06paboTke  MEPCOHANBHBIX  NaHHBIX B MH(GOPMAlMOHHBIX  CHCTeMax
IepCOHANBHBIX [aHHBIX, JKCIUIyaTdpyeMbIx Iipu ocymectenennn MYC Poccun
dyHKIHH, ONpefeTeHHBIX 3aKoHOZATeNbCcTBOM Poccuiickoit depepalu, COIaCHO
MIPHIOXKEHUIO K HaCTOAMIEMY IIPHKa3y.

Munuctp A.B. Kypenkos

! CoGpanne 3axoHOJaTeNbCTBA Poccuiickoi dJénepaunn, 2006, Ne 31, cT. 3451; 2011, Ne 31, ct. 4701.
2 Co6panne 3akoHoaaTenbcTBa Poccuitckoit denepammm, 2004, Ne 28, ct. 2882.
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ITpunoxxeHue
k mpukazy MUC Poccun

ot OF. 12, ZLNe 723/

VYT'PO3bI
0€30IaCHOCTH IIEPCOHANIBHBIX TaHHbIX, aKTyalbHbIE IIpH 006paboTKe
IIEPCOHANIPHBIX JJAHHBIX B HHQOPMAIMOHHEIX CHCTEMAX MEPCOHATBHEIX TaHHBIX,
3KCIUTyaTHpyeMEIX npu ocymectsiaeHnud MUC Poccun dyHKwi,
oIpeieJIeHHBIX 3aKOHOAATeNbCTBOM Poccuiickoil Oenepanyu

1. VrpozamMum ©6€30MacHOCTH TNEPCOHANBHBIX JAaHHBIX, aKTyalbHBIMH
npu 00paGoTKe MEpCOHANBHBIX JAHHBIX B HHOOPMAIMOHHEIX  CHCTEMax
TIEpCOHANBHBIX AaHHBIX, SKCIUTyaTUpyeMBIX Ipu ocymecTtBieHun MUC Poccun
GyHKIHIA, OnpeieNIeHHBIX 3aKOHOaTeNbCTBOM Poccuiickoii denepanun, SABISIOTCS:

yIPO3bI 6e3omacHOCTH NePCOHAIBHBIX JIaHHBIX, 3aIIHMIIaeMbIX
0e3 HCIONB30BaHMs CPEACTB KpHmTorpaguveckoil 3ammuTel  HMHGOpPMaLUH
(manee — CK31);

yrpo3sl pealn3alid [eJICHANpaBleHHbIX JACHCTBUH C HCIOJIB30BAHHEM
anmapaTHeiXx M (WIM) IPOTPAaMMHBIX CPEACTB C IIENBIO HapylIeHHs Ge30macHOCTH
jamMIaeMeix ¢ Hcrnoib3oBanneM CK3U mepcoHanbHBIX NaHHBIX HIIM CO3[AHHUSA
YCJIOBUHM JUI 3TOTO.

2. Jlnsd mepcoHaNbHBIX MAAHHBIX, 3amuinaeMsix Ge3 ucronszosanus CK3U,
aKTyaJIbHBIMH SBJISIOTCS YTPO3bI, CBA3aHHBIE C:

1) ocoberHocTAMH  (GYHKIMOHHPOBAHUS TEXHHYECKHX, IIPOrpaMMHO-
TEXHUYECKMX M IIPOrPaMMHBIX CpeACTB, obecmeuuBarolUX XpaHeHHe, 00paboTKy
U rnepenavy uH$popMaLuu;

2) HeCaHKIMOHHPOBAaHHBIM JOCTYIIOM K IEPCOHAIBHBIM JaHHBIM JIHLAMH,
00Ja[aloMH  IT0JIb30BaTEIbCKIMHM  [IpaBaMH  JOCTylla K TIOCYJapCTBEHHEIM
MHGPOPMALIMOHHEIM CHCTEMaM, aBTOMATH3HPOBAHHBIM H HHGOPMAIIHOHHBIM CHCTEMaM
(matee — MHQPOPMALMOHHBIE CHCTEMBI), NIpaBaMH JOCTYNa K aAMHHHCTPUPOBAHHIO
IPOrpaMMHBIX, IIPOrPaMMHO-ANIAPaTHBIX CPEACTB, CPEACTB 3aIIUTH HHGOPMAlHH,
BXOAAIIMX B COCTaB MH(POPMAIMOHHBIX CHCTEM, B XOJIE CO3/IaHHs, IKCILTyaTallWH,
TEXHHYECKOTO OOCTY)XWBaHMsA ¥ (WIHM) PpPEMOHTa, MOJEPHM3ALMH, BBIBOJA
U3 IKCIUTyaTalui HHPOPMALUOHHBIX CHCTEM;

3) Bo3meiicTBUEM BPEJOHOCHOrO KOZa, BPEIOHOCHOM IIPOrpaMMBlI;

4) WCIONB30BaHHEM COLMAIBHOTO U MCHXONIOTHYECKOro BO3I€HCTBUS Ha JIHL,
001aaroIKX MpaBaMH JOCTYIa K HHPOPMAlMOHHBIM CHCTEMaM, MpaBaMH AOCTyTa
K aIMHUHHUCTPHUPOBAHHIO IPOIPaMMHBIX, IPOrPAMMHO-AINAPATHEIX CPEICTB, CPEACTB
3aIUTH KHPOPMALMH, BXOAAILUX B COCTaB HHPOPMALIHOHHBIX CHCTEM,

5) HeCaHKIIMOHMPOBAHHBIM JOCTYIIOM K OTYYXXAQeMbIM HOCHUTEILIM
IIEPCOHANBHEIX JaHHBIX, BKIIOYas IEPEHOCHbIE IIEPCOHATBHBIE KOMIIBIOTEPHI
I10JIb30BaTelleid HHPOPMAITHOHHBIX CHCTEM;

6) BO3MEHCTBHEM Ha OTYY)KJAaeMble HOCHUTENH II€PCOHANBHBIX aHHBIX,
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BKJIIOYast MepeHOCHBIE HepCOHAJIbHEIE KOMITBIOTEPHI TIOJIb30BaTeNeH
HHGOPMALIMOHHBIX CUCTEM;

7) HECaHKI[HOHHPOBAHHBIM IOCTYIIOM K MEpPCOHATIBHBIM JaHHEIM JIUIAMH,
He 00najajolMMM MpaBaMH JOCTyna K HHGOpPMALMOHHBIM CHCTEMaM, IIpaBaMH
HOCTYIIa K aIMHHHCTPHPOBAHHIO MPOTrPaMMHBIX, IPOrPaMMHO-AINAaPaTHBIX CPE/CTB,
CPEINCTB 3alMTHl MHQOPMAIMH, BXONJIIUX B COCTaB MHQOPMAaLMOHHBIX CHCTEM,
C HCITOJIb30BaHUEM YA3BHUMOCTEH:

B OpraHM3alvy 3alUThl IEPCOHAIBLHBIX NAHHBIX;

B o0eclleYeHHH 3alIUTHI CETEBOTO B3aWMOJCHCTBUS M KaHAIOB IIepelayu
JAHHEIX, B TOM YHCJIE C HCIIONIE30BaHUEM IIPOTOKOJIOB MEXKCETEBOTO B3aUMOJIEHCTBH,

B 00€CII€YEHHH 3aUTHI BEIYUCIUTEIBHBIX CeTel HHPOPMALMOHHBIX CUCTEM;

BBI3BAHHEIX HECOONIOZACHUEM TpeOOBaHMI MO KCIUTyaTallHU CPEJCTB 3allUThI
HHGbOpMAaIIUY;

8) mHcmons30BaHMEM HOBBIX HHYPOPMAIIHOHHBIX TEXHOJIOTHH.

3. Jlnd peanu3alldd LieJ€eHANpPaBIeHHBIX JNEHCTBUA C HCIIONB30BaHUEM
anmapaTtHeiX M (WIM) MPOrpaMMHBIX CPEJCTB C LIENbI0 HapylleHHs Oe30MacHOCTH
3amuinaeMbix ¢ mcnonb3oBanneM CK3W nepcoHalbHBIX JaHHBIX HIIM CO3JaHHS
YCJIOBHI AJTs 3TOr0 aKTyaJIbHBIMHU SBJLIIOTCS YTPO3BL:

1) co3gaHus CnocoGoB, MOATOTOBKM WM IPOBEIECHHUS aTaKk 0e3 MpUBIICUYCHHS
CIEeLMaIMCTOB B 00MacTH pa3pabotku 1 ananmuza CK3UY;

2) co3gaHHs Cnoco0OB, MOATOTOBKM M MPOBEAEHHMsS aTaK Ha pasIMYHBIX
sranax xusHenHoro uuxia CK3U;

3) nmnpoBemeHHMs arak HapyNIMTENSIMH, HaXOMSIIMMHCS BHE IIPOCTPAHCTBA,
B [IPEIENIaX KOTOPOTO OCYLIECTBIAETCA KOHTPOIb 3a MPeObIBAaHHEM U JACHCTBUAMH JIUI
¥ (MIH) TPAHCIIOPTHBIX CPELCTB (fjajiee — KOHTPOIMpYyeMasl 30Ha);

4) nmpoBeneHHs Ha 3Tamax pa3paboTku (MOZEpHHU3AIMH), NPOH3BOJICTBA,
xpanenus, TpaHcnoptupoBkd CK3W u srtane Beoja B akcmnyaramuio CK3U
(myckoHanano4YHble paboThl) aTak:

HaNmpaBJICHHBIX HAa BHECEHHWE HECaHKUHOHHMpOBaHHBIX u3MeHeHuit B CK3U
¥ (i) B KOMIIOHEHTHl AalllapaTHBIX K IPOrPaMMHBIX CPEACTB, COBMECTHO
¢ xKoTopeiMH mTaTHO GYHKIHOHUPYIOT CK3H 1 B COBOKYNHOCTH IpeNCTaBIAIOIINE
cpeny ¢ynkuuonupoBanus CK3U (manee — CP), xoTopele CIOCOOHBI MOBIHATH
Ha BemonHeHue mnpembsBiseMblx k CK3U  T1peboBaHumii, B TOM 4HCIE
C HCIIOJIb30BaHNEM BPEAOHOCHBIX MIPOTPaMM;

HalpaBJi€HHBIX HAa  BHECEHHE  HECAHKIMOHMPOBAHHBIX  HM3MEHEHUH
B nokyMeHTaipo Ha CK3U u xomnonentsr CO;

5) npoenenus Ha stane 3kciuryaTanuy CK3U arak Ha:

NIepCOHAJIbHBIE JAHHEIE;

KJIIOYEBYIO, ay TEHTH()ULHPYIONIYIO U napoibHyio uHGopmarmio CK3H;

nporpamMHble koMrnioHeHTH CK3H;

anmnapatHble kommnoHeHTs! CK3H;

nporpaMMHble KoMroreHTs C®, BKiII0Yas 6a30ByI0 CHCTEMY BBOAA (BBIBOZA);

arnraparHbie KOMIOHEeHTE C®;

JaHHBIE, IiepelaBaeMble 0 KaHaJIaM CBSI3H;

HHBIE OOBEKTHI, KOTOPhIE YCTAHOBJCHBI IpU (POPMHPOBAHHM COBOKYITHOCTH




NPEIIOIOKEHAN O BO3MOXHOCTAX, KOTOpBIE MOTYT HCIOJB30BaThCS NPH CO3NAHUM
coco0OB, IOATOTOBKE M TPOBEACHMH aTak C Y4eTOM IPHMEHSEMBIX
B HH()OPMAIIHOHHOM cHcTeMe MH()OPMALMOHHBIX TEXHOJNOTHH, annapaTHEIX CPECTB
(manee — AC) u nporpammMHoro obecrieuenus (aanee — I1O);

6) mOIyYEHHs U3 HAXOMALIMXCS B CBOOOTHOM JIOCTYTIe HCTOYHUKOB (BKIIOYAst
UH()OPMAIHOHHO-TEJIEKOMMYHHUKAIIMOHHBIE CETH, JOCTYN K KOTOPBIM HE OrpaHHYEH
omnpe/ielieHHBIM KpYyrom JIHII, B TOM quclie HHPOPMAIHOHHO-
TENEKOMMYHHKAIMOHHYI0O ceTh «HTepHeT») uHpOpManuu 06 nH(bopMauHOHHon
cucreMe, B KoTopoii ucronsiyercs CK3U, Takoil kak:

obmue cBefieHuss 00 MHGOPMAMOHHBIX CHCTEMaX, B KOTOPBIX HCHONb3YIOTCS
CK3H (na3HaueHHe, COCTaB, ONEpaTop, 0OBEKTHl, B KOTOPEIX Pa3MEIIEHBl PECYPCHI
UH)OPMAIIMOHHOW CHCTEMBI);

cBelieHMs 00 HMH(OPMALMOHHEIX TEXHONOruax, Oazax maHHex, AC, IIO,
HCIIOJIb3yEMBIX B HHPOPMAIIMOHHEBIX ciucTeMax coBMecTHO ¢ CK3H, 3a uckimoueHreM
CBEIEHM, CoAepXalquXcsi TOJNBKO B  KOHCTPYKTOPCKOH  JOKyMEHTAlMH
Ha wuH(bOpMalHOHHBle TexHONMormy, Oasbl ngaHHBX, AC, IIO, wmcronabp3yemsle
B HH¢popManHOHHO# cucteme coBMecTHO ¢ CK3H;

comep)xaHie KOHCTpyKTopcKoi foxkymeHTanuu Ha CK3H;

Collep)KaHHEe AOKYMEHTALMH Ha alllapaTHBIE U IIPOTPaMMHBIE KOMIIOHEHTEI
CK3U u CP;

oOme CBeAeHMs O 3alIMIIaeMOoi HH(OpPMAILMH, HCIOIb3YyeMOHl B Mpolecce
skcmuryataruu CK3U;

CBElleHHs O KaHajlax CBA3H, 110 KOTOPBEIM Nepenatotcs 3ammmaemsie CK3U
riepcoHanbsHbIe AanHble (Hanee — KC);

BCe BO3MOXKHBIE JIaHHBIE, IlepefaBaemble B OTKpsIToM Buie mno KC,
HE 3allMIIEHHBIM OT HECAaHKIMOHMPOBAaHHOTO JOCTyma K HHbopManuu
OpraHM3alMOHHBIMHA U TEXHUIECKUMH MEPaMH;

ceemeHus 000 Bcex rmposeiasmiomuxcs B KC, He  3alMIIEHHBIX
OT HECAaHKIHOHMPOBAHHOTO JOCTynma K MHGOpMalMd OpraHH3aldOHHBEIMU
¥ TEXHHYECKHMH MepaMH, HapyleHusx npapui skciryaranud CK3U u CO;

ceefieHus 0060 Bcex mposeisromuxcs B KC, He 3alUIIeHHBIX
OT HECAaHKI[HOHHPOBAHHOTO JOCTyra K HWHGOpPMalMH OpraHM3alldOHHBIMH
1 TEXHHYECKMMH MEpaMH, HEUCIIPaBHOCTAX U c60sX armapaTHbIX koMnoHeHToB CK31
u Co;

CBeJIeHH, MOJy4aeMble B pe3yIbTaTe aHaINn3a JI0ObIX CHIHAJIOB OT aNnapaTHBIX
xomnoHeHTOB CK3H u C®;

7) TUpUMEHEeHM:

HaXOOALMXCA B CBOOOZHOM JOCTYIl€ WIM HCIONB3YEMBIX 3a IIpeNeaMu
kourponupyemoii 30Hl AC wu IIO, Brio4as anmapaTtHeleé M TIPOrPaMMHEIE
xommnoHeHTsl CK3U u CD;

cniennanbHo paspadoraHHbix AC u I10;

8) HCHoNBE30BaHMs Ha 3Tale SKCIUIyaTallMd B KadyecTBE CPEABl IEpeHOCa
NeHCTBHH, OCYIIECTBIAEMBIX I OATOTOBKE U (MJIM) IPOBEACHHH aTaKH:

KC, He 3aMINEHHBIX OT HECAaHKIIMOHHPOBAHHOI'O JOCTyna K HH(OpMaLuH
OPraHH3aLHOHHBIMU H TEXHUYECKHMHU MEPaMHU,;
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KaHAJIOB PaclpOCTPaHEHHs CHIHAJIOB, CONPOBOXKIAOIINX (yHKIMOHUPOBAHHE
CK3U u CO;

9) nmnpoBegeHHMs Ha OJTame OSKCIUTyaTallid aTaku Hu3 HHQOpMalMOHHO-
TEIEKOMMYHHKAIIHOHHBIX ceTed, JOCTYNl K KOTOPHIM HE OrPaHMYEH ONpE/CIeHHBIM
KpPyroM JIML, B TOM 4YHCIe K3 HHGOPMALMOHHO-TEIEKOMMYHMKALIMOHHOW CETH
«HTepHeT», eciii HHGOPMAIMOHHBIE CUCTEMBI, B KOTOphIX Hcnone3yrorcs CK3U,
HMEIOT BBIXOJ] B 3TH CETH;

10) wcmonp30BaHWS Ha 3Tale 3KCIUTyaTalMHd HaXONALIMXCS 3a Npeaenamu
xouTponapyemoii 30u6l AC 1 I1O u3 cocraBa cpeAcTB HHOOPMALMOHHOA CHUCTEMBI,
npuMeHsieMbIX Ha MecTax 3kciuryarauun CK3U (manee — mraTHbIe CPeCTBa);

11) mpoBenmeHHs aTak NPU HAXOXACHUH B Ipefienax KOHTPOIUPYEMOH 30HBI;

12) momydyenus Ha dtane dKcmmyaTauud CK3M HecaHKIMOHMPOBAaHHOTO
OOCTYIA K CIIETYIOIIHM OObEKTaM:

noxymenTtanus Ha CK3U u xomnonenter CO;

nomemieHys, rae pasMmemens! wucrnoasdyemble CK3HM, xpamsarca CK3U
1 (WIM) HOCHMTENH KIIOYEBOH, ayTeHTH(UIMpYIOmel M NaponbHOH HHGOpMaIuu
CK3U, B KOTOpHIX HAXOOUTCS COBOKYITHOCTh IIPOTPaMMHBIX H TEXHUYECKUX
J]IEMEHTOB  CHCTeEM 0OpaGOTKM  JaHHBIX, CIOCOOHBIX  (yHKIMOHHPOBATH
CaMOCTOSTENIbHO MIM B cocraBe Apyrux cucrteM (manee — CBT), Ha KOTOpBIX
peanmuzoBanbl CK3U u CO;

13) momydeHHs B paMKax IIPEAOCTaBICHHBIX IIOJTHOMOYMIA, a TaKXe
B pe3yJibTaTe HaOIIIoAeHUH ceayomei HHGOopMaluu:

CBelleHHH O (M3MYECKHX Mepax 3alliThl OOBEKTOB, B KOTOPBIX Pa3sMEIICHEI
pecypchl UHGOPMALIMOHHON CHCTEMBI,

cBefleHHII O Mepax 10 OOecCmeveHHI0 KOHTPOIHPYeMOH 30HBI OOBEKTOB,
B KOTOPBIX pa3MelleHbl pecypchl HHGOPMAIIMOHHON CHCTEMEI,

CBEJIEHHIL O Mepax M0 Pa3rpaHUYEHUIO JOCTYNA B IOMEILIECHHU, II€ pa3MelleHbI
ucnonesyemble CK3U, xpanstcs CK3M wu (unM) HOCHMTeNd KIIOYEBOH,
ayTeHTUdUIEpPYIOLIel U naponsHoit HHpopMaiu CK3H, B koTopeix Haxoastes CBT,
Ha KoTophix peanm3oBanbl CK3U u CP;

14) ucmonp30BaHMA ~ MITATHBIX  CPEACTB,  OrPaHUYEHHBIE  MEpaMmiy,
peany3oBaHHEIMM B MH(OpPMAIMOHHOH chcTeMe, B KoTopoil mcmonssyercs CK3H,
¥ HalpaBICHHBIMH Ha IMPEIOTBpAIlEHHE M IIpecedeHHe HECAaHKIHOHMPOBAaHHBIX
TIeHCTBHI; '

15) momydeHHs HeCaHKIMOHHpPOBaHHOTO ¢usmueckoro goctyna k CBT,
Ha KoTopbIx peanu3zoBanbl CK3U u CO;

16) cBs3aHHBIE C BO3MOXXHOCTBIO PacIoJaraTh anrapaTHbIMH KOMIIOHEHTaMH
CK31 u C®, orpaHuYeHHble MepaMy, pPEaIH30BAHHBIMM B HMH(OPMalHOHHON
cucteMe, B kotopoit ucnons3dyercs CK3U, 1 HanpaBieHHBIMU Ha MpeIOTBpallleHue
Y TpecedeHne HeCaHKIMOHNPOBAHHBIX JCHCTBUM.




