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II1. XapakTepucTuka 06001eHHbIX TPYAOBLIX (PyHKIHH

3.1. O606mennas TpyaoBas pyHKIHA

ObGecneuenue (HyHKIHOHUPOBAHHUS CHCTEM H v
OBCHb
Haumenosanue | CPEICTB 3alIMTHI HH(OPMAIMH B OpraHU3aMAX Kon A P 6
KBaTMUKALMA
K®C
Ipoucxoxacxnue
. 3alMCTBOBAHO M3
060061eHHO# TpyIoBOI Opurunan X
OpHrHHaJIa
dyHKIIH
Kon PervctpaunoHHLI A
OpHUruHaja HOMEP
npod)ecCHOHAIBHOTO
cTraHpapra
Bo3MoxHEIE Wnxenep no 3ammure HHGOpMaLUU
HaVMCHOBaHH Cnenvamct o 3amure uHpopmanmu 1 kareropun
JOJDKHOCTEHH, Crenpauct 1o 3ammre nHdopmanmu 11 kareropun
npodeccuii Crenuanuct 1o 3amure HHGopMaluu

HnxeHep-IporpaMMHCT 110 TEXHUYecKo# 3anure uHbopManuu I kareropuu
HmxeHep-porpaMMHECT 10 TeXHUYecKo# 3amuTe HHGopmauun I kareropuu
VHXeHep-IIPpOrpaMMHKCT [0 TEXHUYECKOH 3aInuTe HHPOpMaIH
HmxeHnep-nporpaMMuct I kareropuu

Nmxenep-nporpammuct 11 kateropun

Nuxenep-nporpammuct I xkareropuu

Hnxenep-nporpaMMHCT

TpeboBanus K
00pa3oBaHHIO U
00y4eHMIO

Bricmee o6pazoBanne — GakanaBpuaT B 061acT HHPOpMaHOHHOHA
6e30macHOCTH

TpeOGoBaHus K ONBITY
IPaKTHYECKOH paboThI

JIna ZOIDKHOCTEH ¢ KaTeropueil — onsIT paboThl B JOJDKHOCTH C Ooee
HH3KO# (IIpeALIeCTBYIONIEH) KaTeropHel He MEHEE OHOrO0 roja

Oco0ble ycioBus
Jonycka K pabore

Hpyrue
XapaKTEPHCTHKH

I[OHOJIHI/ITCJIBHI:IC XapaKTCPUCTUKH

HaumenoBanue Kox HaumeHoBaHHe 6a30BO# TPyIIIbI, JOIDKHOCTH (Tpodeccuu)
JOKyMEHTa WIH CIICIHATEHOCTH
OK3 2529 CroeumanucTsl 110 0a3aM AaHHBIX U CETAM, HE BXOIALIKE B
ApYTHe IPyNIbl
EKC? - AZMHMHECTpATOp 110 00ecedeHHI0 6e30MacHoCTH HHPOPMALMH
- HmxeHep 1o 3awmure HHGOpMauu
- Crneupaimct 1o 3amure HHpopMaluy
- HMH)KeHep-TporpaMMHICT 110 TEXHHIECKOH 3aluTe HHPOPMALUH
OKIIJATP* 22567 Wmxenep no samyre HHGOpMaly
26579 Crenuanuct 1o 3amure HHhopMauu
OKCO’® 2.10.03.01 | MudopmanuonHas 6€30MaCHOCT




3.1.1. Tpynosas dpyHxuus

TpoucxoxaeHHe TPYIOBO
¢GyHKUIMH

IIpoBenenune paboT 1Mo yCTaHOBKE, HACTPOUKE H VpoBeHs

HaumenoBanue | TEXHUYECKOMY OOCITYKHBaHHIO CHCTEM U cpeacTB | Kon | A/01.6 | (momyposens) | 6

3amuTsl MHGopMauuu B opranu3anusx KOC KBAIH(UKAUHH

Opuraman X 3auMCTBOBaHO U3
OpHTMHAJIa
Kon PeructpaunoHHLIi
OpHruHana HOMEP

po)eCCHOHAILHOTO

cTaHzapTa

Tpynoseie neiicTBus

- YcTaHoBKa 1 MOHTAQX CHCTEM U CpCACTB 3alllUThI I/IH(I)OpMaI.II/II/I, B TOM YHCIIC

cpencTB Kpunrorpadpudeckoit 3ammrel HHbopmaimm (manee — CK3H), B
opranmsamux KOC

Hacrpoiika mporpaMMHBIX (IpOrpaMMHO-allIapaTHBIX) CPEACTB 3aIHTHI
nadopmanny, B ToM uncie CK3H, B opranusamusax KOC

HWcnbITaHHs CHCTEM M CPEJACTB 3auThl nHGopManuu B opranusammax KOC

O6HapyXeHHEe M HCIpaBIeHHE OMMOOK B KOH(HIypallHH IpOrpaMMHBIX
cpencTs 3amute HHGopMmaruu B oprasuzanusax KOC

Texuuueckoe o6CIy)KHBaHHE CHCTEM H CPE/ICTB 3alllMThI HHPOpMaIHH, B TOM
yucne CK3U, B opranmsamusx KOC

O6HapyXeHHe M YCTpaHEHHE HEHCNpPaBHOCTEH B paboTe MporpaMMHO-
anmnapaTHbIX (TEXHHYECKUX) CPEACTB 3alIUThl MHQOPMaIUY B OpraHH3al#iX
K®C

Heo6xoauMble yMeHHS

TIpoM3BOUTE YCTAHOBKY M MOHTX CHCTEM H CPEICTB 3alMTE HHPOpMAlHH,
B ToM uuciie CK3H, B COOTBETCTBMM ¢ MHCTPYKIHAMH I10 DKCILTyaTani U
9KCINTYyaTAlMIOHHO-TEXHHYECKHMH JIOKYMEHTAMH

[Ipou3BOMMT, HACTPONKY IPOrpaMMHBIX  (IIPOrpaMMHO-ANNapaTHbIX)
cpenct 3amuThl WHpopManuH, B Tom uucie CK3M, B COOTBSTCTBHH C
HHCTPYKLMSMH II0 3KCIUTyaTallid H OKCIUIyaTalHOHHO-TEXHHYCCKHMH
JOKYMEHTaMH '

[IpoBOMMTE MCIBITAHAS CHCTEM M CPEACTB 3aMTHl HHQOpMauMH B
COOTBETCTBHM C HMHCTPYKUHSAMH O 3KCIUIyaTallHd H 3KCIUIyaTalHOHHO-
TEXHHYESCKUMHU JOKYMEHTaMHU

TIpousBomuTs OOHapyXeHHe H HCOpaBlIcHHe OMMO0K B KOHGHIypauuu
NpOrpaMMHBIX CPEACTB 3alllMTHl HHPOpMaIUH

HpOPI3BOIIHTI: TEXHHYCCKOC OGCJIY)KHBaHPIe CHCTEM H CPCIACTB 3allHThI
HHq)OpMaIIHH B COOTBETCTBMH C HHCTPYKIHUAMH IO OSKCIUTyaTallMH H
3KCIIJIyaTaIIHOHHO-TCXHH‘ICCKOﬁ noxymen’raunel‘fl

[Ipou3BOZUTL YCTpPaHEHHE BHIABICHHBIX HEMCIPABHOCTEH IPOrPaMMHO-
anmapaTHbIX (TEXHHYECKHX) CPEACTB 3allUThl HHGOpManu¥ H IIPH
HEOOXOIMMOCTH OPraHH30BBIBATh HX PEMOHT

Heob6xoauMeie 3HaHHSA

3akoHOAaTeNLCTBO Poccuiickoii ®epepanuy, HOpMaTHBHBIE IPABOBBIC AKTHI,
HAIIMOHAIBHEIE, MEXTOCYIAPCTBEHHbIE M MEXIYyHApOOHBIC CTaHAAPTHl B
006J1acTH 3aIUTHI HHPOpMaK

PykoBoismmpe W  METOAHYECKHE  JOKYMEHTHI  YIOJHOMOYEHHBIX
eziepabHEIX OPraHOB HCIIOIHATENBHOM BIACTH, HOPMATHBHbIC aKTH banka
Poccuu B 0071aCTH 3aI0uTH HHGOpMau

CospeMeHnble HHGOPMAIIMOHHBIE TEXHOJNOTHH (ONEPAUMOHHBIC CHCTEMB,
6a3bl JaHHBIX, BHIYACIUTEIBHBIE CETH)

Vrpo3s! 6e30macHOCTH HHGOPMAlHH B aBTOMATU3HPOBAHHEIX CHCTEMaX




Metoapl u cpenctBa 3amuThl WHGopManuu, B ToM 4mcne CK3U, B
aBTOMAaTH3HPOBAaHHBIX CHCTEMAX

OpraHH3alMOHHO-PACIOPAUTEIILHBIE JOKYMEHTSI 110 3aIATe HHGOpMauu
B aBTOMATH3MPOBAHHBIX CHCTeMax B opraHuzarusx KOC

TexHuyeckrde ONMHUCAHWUA MW HHCTPYKIMH (PYKOBOJCTBA) MO SKCIUTyaTalHu
CHCTEM M cpeicTB 3amuThl uHHbopmamuu, B ToM umcae CK3U, B
ABTOMATH3MPOBAHHBIX CHCTEMAX

TMopss0K OpraHM3aldl TEXHHYECKOTro OOCIY)XHBaHHA CHCTEM M CPEJCTB
3amMTel WHGOpPMAMK B  COOTBETCIBUM C  HHCTPYKIMAMH H
IKCIUTyaTallMOHHO-TEXHUYECKOH AOKyMEHTaIuei

TMopsamok ycTpaHeHHs HEHUCHIPaBHOCTEH W OpraHM3allid pPEMOHTa
NpOrpaMMHO-AMNIaPaTHHIX (TEXHHYECKHX) CPE/ICTB 3alIMThHI HHPOpMaLK

Hpyrue
xapaKTepnchn

3.1.2. TpynoBasi pyHKUHA

HanmeHoBaHuE

IIporcxoxaeHue TpYAOBOH
dyHKLHH

AIIMUHHCTPHPOBaHUE CUCTEM U CPE/ICTB Yposenp

samuTh mEGOpMAIMK B opranmsamusx KOC | Kox | A/02.6 | (nomyposems) | 6

keamA(pAKaLAH

Opurunan X 3arMCTBOBaHO U3
OpHUrHHANIA

Kon PeructpanioHHbIN

OpHMTrHHamNa HOMEDp

npoecCHOHATIHLHOTO
CTaHAapTa

Tpynoseie neficTBUA

OnpezieNeHne COCTAaBA M MOPSJIKA MPUMEHEHHs TPOrPaMMHO-ANNapaTHEIX
cpeCTB 3amuThl HHpopManuu B opranu3anusx KOC

KondurypupoBaHue  NpOrpaMMHO-ANNapaTHBIX  CPEACTB  3allUTHI

MH(OPMalMHK B ONIEPAlIOHHBIX CHCTEMax B opramsaiuiax KeC

KOHTpoIb KOppEeKTHOCTH (PyHKIMOHMPOBAHHMS IIPOTPAMMHO-AMMapaTHBIX
CpeACTB 3aUTH HHYOPMAIHH B ONEPAllHOHHBIX CHCTEMaX B OpraHH3allUiIX
K®C

ViupapieHde mpaBaMH IOJNB30BATENCH aBTOMAaTH3MPOBAHHOW CHCTEMEBI B

opragm3aisix KOC
ObecnieucHue 0€30IacCHOCTH HHQOpPMAUMH C  Yy9eToM TpeboBaHHs
3¢ ¢pekTHBHOrO (QYHKUMOHMPOBAaHHS aBTOMATU3HPOBAHHOW CHCTEMBI B
opraamsamusx KOC
VupasieHHe aHTHBUDYCHOH 3allMTOH  ONEPAallHOHHBIX CHCTEM B

COOTBETCTBHH C AEHCTBYIOLIMMH TpeGoBaHusMH B opranusammsix KOC

KouTpois cobmoneHus TpeboBanmii K 3aiKUTe MHGOPMALKK [IPH YCTaHOBKE
nporpaMMHOro obecrnedeHus, BKIIOYas aHTHBHUPYCHOE IPOrpaMMHOE
obecneuenue, B opraausanusx KOC

Heobxoaumsblie yMeHHs

[InaHupoBaTe TOJUTHKY O6€30IaCHOCTH KOMIIOHEHTOB (ONEpalHOHHBIX
cucrteM, 6a3 JaHHBIX, KOMIBIOTEPHBIX CeTel, NPOrPaMMHBEIX CHCTEM)
aBTOMATH3MPOBAHHOM cicTeMbl B opranu3anusax KOC

OneHHBaTh yrpo3sl 6e3onacHocTH uHdopManuy B opranusanusx KOC

VcranaBiMBaTh W HACTpaMBaTh OIEPAlIMOHHBIC CHCTEMBI, CHCTEMBI
ynpaBieHuss 6a3aMy JIaHHBIX, KOMIIBIOTEDHBIC CETH M TIPUKIAJHOE
NporpaMMHOe 00ecieYeHHE C y4eTOM TpeGOoBaHui 110 00ECICYCHHIO 3aIUThI
uHbopManyu




[IpotuBozeiicTBoBaTh ~ yrpo3aM  0e€30macHOCTH ~ MHpoOpMamEu ¢
UCIONB30BAHMEM  BCTPOSHHBIX  CPEACTB  3amMTHl  HMH(OpManuu
OIepalHOHHBIX CHCTEM ‘

BriOupaTs pexuMBl paboThl MPOrpaMMHO-ANNapaTHEIX CPEICTB 3allUTHI
HH(pOpMaLliK B OIIEPAaIHOHHBIX CHCTEMAaX

HacTpauBaTh aHTHBHPYCHBIE CpeICTBAa 3allMThl HMHQOpMauuu B
OlepallMOHHBIX CUCTEMAX

YcraHaBiIMBaTh OOHOBJEHHS TPOrpaMMHOTO 0OECIeueHHs M CpeJCTB
aHTUBHPYCHOM 3aIIUTHI

ITpoBOMMTE MOHMTOPHHT (PYHKIHOHMPOBaHHA MPOrPAMMHO-AIIIAPATHBIX
CpENCTB 3alUTH HHOPMalUH

OneHuBaTh ONTHUMAJIBHOCTH Bmﬁopa IIporpaMMHO-aInapaTHbIx CpPEACTB
3alIHUThI I/IH(I)OpMaHI/IIrI H UX PCXKXUMOB (bYHKuI/IOHI/IpOBaHI/Iﬂ B ONICpalOHHBIX
CHCTEMAxX

HeobxoauMpie 3HaHHS

3akonozarenbcTBo Poccuiickoit @enepanny, HOpMaTHBHEIE IIPABOBEIC AKTHI,
HaI[MOHAILHEIE, MEXTOCYJapCTBEHHBIE H MEXIyHapOJHbLIE CTaHZApTH B
00JIacTH 3amuThl HHPOpMAIHH

PykoBojsiique M METOOMYECKHE  JOKYMEHTBI  YIIOJHOMOYCHHBIX
denepabHBIX OPraHOB HCIIOJIHATENBLHOM BIACTH, HOPMAaTHBHBIE akTh! baHka
Poccun B 00/1acTd 3al0MTHl HHQOpPMaluH

TTpuAmuIsl GOPMUPOBAHHS MOMMTHKH MH(POPMAIMOHHOH Ge30macHOCTH B
aBTOMATH3HPOBAHHBIX CHCTEMaX B opranu3ausax KOC

[lpuHUMIBEL ~ TOCTPOEHHS M (QYHKIMOHMPDOBAHHS  COBPEMEHHBIX
ONEpallMOHHBIX CHCTEM, CHCTEM YynpaBleHHs 0a3aMH JaHHBIX M
KOMITBIOTEPHBIX CETEH

TIporpaMMHo-anmapaTHele  cpeacTBa  obecmedeHmst — GezomacHoCTH
uHPOpMAaIMU B THUIOBBIX ONEPAMOHHBIX CHCTEMAaX, CUCTEMAX YIPABICHHUA
6a3aMH TaHHBIX, KOMIIBIOTEPHBIX CETAX

OcHOBHBIE  KpUNTOrpapUyecKHe METOIBl, AQITOPHTMEIL, IIPOTOKOJIEL,
ucmons3yeMble Ui obecrmedeHuss  GesomacHocTH  WHGOpMauuM B
ABTOMATH3HPOBAaHHLIX CHCTEMAX

IIpMHOMIEl OpraHU3alME M CTPYKTYpa MOACHCTEM 3alllTHI COBPEMEHHBIX
ONEpalMOHHBIX CHCTEM, CHCTEM YIpaBicHHA OasaMu JaHHBIX H
KOMIIBIOTEPHBIX CeTel

HOPX)IOK peann3anud METOAOB M CpEACTB aHTKBHPYCHOﬁ 3alllUTEl B
onepanuoOHHBIX CHCTEMax

[IpuHIMOBl paGoTHl M NpaBHia SKCIUIyaTauMd HpPOrpaMMHO-aNNapaTHBIX
CpE/CTB 3aUIMThI HHGOpMAIHH

PykoBojsdme M  METOOMYECKME  JOKYMEHTHI  YHNOJHOMOYEHHBIX
deiepanbHEIX OPraHOB HCIIOMHHTENBHOM BIACTH MO 3alllUTe HHPOPMALUH 1
obecrieueHUIO 6e30macHOCTH KPUTHYECKOH HHPOPMAITHOHHOM

UHPACTPYKTYPBI

OCHOBHBIE MEPHI [10 3alIATe HHPOPMAIKUH B aBTOMATH3HPOBaHHBIX CHCTEMAX
(opraHu3anMOHHEIE, MPaBOBBIE, OpOrpaMMHO-aNIapaTHEIE,
KpunTorpadguueckue, TexHuueckue) B opranusauusx KOC

Hpyrue

XapaKTCpHCTHKH




3.1.3. Tpynosas pyHKkuus
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Peanu3anus npoueccoB obecnedeHust VposeHb
HanmeHoBanHe | ONepallMOHHON HANE)KHOCTH Koz | A/03.6 | (momyposenp) | 6
(xubepyctoitunBocty) B opranmsamusx K@C KBaHQUKAIHH
IMpoucxosxaeHue TpyAOBOH Opurasan X 3auMCTBOBaHO M3
GYHKIMH OpUrvHajia
Kon PeructpaunoHHbIi
opuruHaia HOMEp
npo¢)eCCHOHATLHOTO
cTaHAapTa

TpyzoBbie neHcTBHA

Peanusanus ¥ COBEPIICHCTBOBAHHE MPOIIECCOB 00ECNIEYEHHUS ONIEPANUOHHOM
HazexHocTH (kubepycroiunBoctr) B opranuzauuax KOC

®opMHpOBaHKE OTYETHOCTH O 3aIIATe HHpopManHH U 00 obecneueHuH
OIepalHOHHON HafexXHOCTH (kubepbesonacHocty) B opranusaniu KOC

O6ecnieyeHre HEOOXOAMMOrO YPOBHS 3pEIOCTH (IIOJHOTHI M KayecTBa)
IPOIIECCOB 0OECIIeUEH s ONIEPAllHOHHOM HaIe)KHOCTH (KHOEpYCTOHIMBOCTH)
B opranu3amusax KOC

Heo6xoaumele ymeHus

AHanuM3upoBaTh M [PHMEHATh METONONOrMYecKylo Oasy, TpeGoBaHus
3aKoHOHaTenbcTBa Poccuiickoit depepaumu, HOpMaTHBHBIX akToB banka
PoccuM, MeXIyHapoOOHBIX ¥ HAIMOHAIBHBIX CTAaHAApTOB B 00JacTH
obecriedcHHs ONEPAlAOHHON HANEXHOCTH (KHOEpyCTOMYHMBOCTH) B
opranmzanmsx KOC

PaspaGaThiBaTh IPEUIOKEHUS @O COBEPIICHCTBOBAHMIO METOJOJIOTUH
obecrieyeHns  ONEPAlMOHHOM HaZeXHOCTH (KHOEpyCTOHYHMBOCTH) B
opranm3anmsix KOC

[IpUMeHATs OpraHM3ALHOHHBIE H TEXHHYECKME MEphl OOeCIedeHus
onepalHOHHON HaAEeXHOCTH (KubepycToiunBOCTH) B opranusamix KOC

BHOCHTb IIPeJIOKEHHs 00 H3MEHEHHH KOHTPOJNBHBIX NOKa3aTescH yPOBHS
pHucKOB MH(pOpMALHOHHON Ge30macHOCTH B opranusamisix KOC

AHannu3upoBaTh TEXHHYECKYI0O  JOKYMEHTAIHIO Ha  oOBeKTax
nHpopmaruzanmu B opranusanusix KOC

Heo6xoaumele 3HaHUs

3akoHoaarenscTBo Poccuiickoit @enepanyy, HOpMaTHBHEIEC IIPABOBBIC aKTEI,
HaAIMOHAJIBHBIE, MEXIOCYIapCTBEHHbIE M MEXIyHapOIHBIC CTaHAAPTHl B
obnactd 3amuTel HHGOpMANMM, peald3allid M KOHTPOJIA IPOLECCOB
obecrmeueHns ONEPALMOHHON HAfeXHOCTH (KHOEpyCTOHUMBOCTH) B
opranu3aisix KOC

PYKOBO).UIIIII/IC H MCTOOANYCCKHE JOKYMCHTBI YHOJIHOMOYCHHBIX
q)enepanbﬂmx opratoB HCTIOJTHUTEIbHON BJIaCTH, HOPMATHUBHBIEC aKThl banka

| Poccun B o6nmacTM 3amuTel HHQpOpPMAllMM, peanM3alld¥d M KOHTPOJSL

NpoLeccoB 0GecnedeHus ONEPAHOHHOM HAIEXXHOCTH (KUOEpyCTONIMBOCTH)
B opranm3anuax KOC

ITpHHIMIIBI - obecrieueHus OnepallHOHHOM HAJISKHOCTH
(xubepycroitunsocTtH) B opranusamuax KOC

Ba30BbIii COCTAB OPraHU3ALUOHHBIX, TEXHOJNIOTUYECKHX M TEXHHYECCKHX MEp
obecredcHHs  ONEPAlMOHHOM HamexHOCTH (kubepycTOHYMBOCTH) B
opraansanuax KOC

[Tomxoapl K cerMEHTallH BEIYHCIHTENIBHbBIX ceTeil B OpraHu3anmMsax K®C

Crnenmduka miaTexHbIX npoueccos B opranusanuiax KOC

OcHOBBI  OOecrieyeHHss 0e30macHOCTH  00BEeKTOB  HMH(MOpPMAaTH3aLUH
NPHKJIAHOTO YPOoBHA B opranusamusix KOC
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IMoxxoasl K MOATBEPXKICHHIO peanu3aliiy (QYHKOUE 6€30macHOCTH U
KOHTpoNsd  (HauMuWs)  ysa3BUMocTedl  00beKTOB  MHGopMaTH3anuH
NpHUKJIagHOro ypoBHs B opramsanusix K@C
Hpyrue -
XapaKTEPHCTHKH
3.2. O6o0mennas TpyAoBas GpyHKIHA
HaHMeHOBAKHE VnpaBsnenre HHIMIEHTaMH HHPOPMALIMOHHOM Koz B Vposenb 7
GesomacHocTH B opraHmanusax KOC KBTH(HKAIUH
Mponcxoxierne 3auMCTBOBAHO U3
0006meHHol Tpy 0RO Opurusgan X
FA— OpHUrvHaNa
Kon PeructpauuoHHbIH
OpHUrvHaNa HOMED
npo¢)eCCHOHATBHOTO
CTaHAapTa
BoamorxHbIe CrenuammcT mo HHGOpMaHOHHOH 6€301MacHOCTH
HauMEHOBAaHHS Beaymmii cienaiicT 1o 3aIuTe HHGopMaIHuu
JNOIDKHOCTEH,
npodeccuit

TpeboBanus x
00pa3zoBaHHUIO U
00yJeHnio

Briciee 00pa3oBaHue — CIIELUAINTET WIH MarucTparypa B 00nacTu
uHOpMaHOHHOH 0€3011aCHOCTH

TpeGoBaHus K ONBITY
IPaKTAYECKOH paboThl

Oco0rle yclioBHA
JoIycKa K pabore

Hpyrue
XapaKTEPHCTHKH

I[OHOIIHI’ITSJIBHHC XapaKTCPUCTUKH

HaumenoBanue Kon HaumeHoBaHue 6a30B0ii IPYIIEI, JOJDKHOCTH (IIPOQECCHH) HITH
JOKYMEHTa _ CHENUAJIBHOCTH
OK3 2529 CreuuanucTsl 1o 0a3aM JaHHEBIX B CETAM, HE BXOAJIIME B
Jpyrue rpynisl
EKC - AmuHECTpaTOp 10 00ecneyeHHIo 6e30I1acHOCTH HHPOPMALIMH
- WHxeHep 1o 3amure HHpopMaLyl
- VHXeHEep-IPOrpaMMHECT [0 TEXHAYECKOH 3amuTe MHpOopManny
- CrienmaiucT 1o obecredeHno 6e3omacHoCcTH HHGOpMaNuy B
KJIIOYEBBIX CHCTEMaX HHPOpMAanuOHHOW HHPPACTPYKTYPhI
OKIIATP 22567 WxeHep 1o 3amure HHGopMalyH
26579 Crenuanuct 1o 3aumte HHGOopMali
OKCO 2.10.04.01 | UudopmaionHas 6€30MaCHOCTD
2.10.05.01 | KomneroTepHast 6€3011aCHOCTh
2.10.05.02 A MudopmanuonHas 6€30MaCHOCTh TEIEKOMMYHHKAITHOHHBIX
CHCTEM
2.10.05.03 | UudopmanmonHas 6€30MaCHOCTh ABTOMATH3HPOBAHHBIX CHCTEM
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2.10.05.04 = MadpopMaunOHHO-aHAIMTHYECKHE CHCTEMBI 6€30MaCHOCTH

2.10.05.05 BesomacHocTs MHGOPMAILIMOHHBIX TEXHOJIOTHH B
IPaBOOXpaHHUTEIbHOMU chepe

2.10.05.06 ' Kpunrorpapus

2.10.05.07 | TIpoTuBOAEHCTBHE TEXHUUECKIM pa3BeaKaM

3.2.1. TpynoBas dpyHKuHuA

HaunmeHoBaHHe

TMporcxokaeHHe TPYAOBOH
¢$yHKIUH

BriaBienue u perucrpaiusa HHIUIEHTOB
o VposeHs
uHGopMaHOHHOH 0€30IIaCHOCTH, B TOM YHCIIE
bopman i Kon | B/01.7 (noaypoBeHs) 7
06HaPY)KCHHC KOMIBIOTCPHEIX aTak, B KBATM(HKALHH
opraamu3auusax KOC :
Opurunan X 3auMCTBOBaHO M3
OpHTHHANA
Kon PernctpatioHHEI
OpHruHaia HOMep
npo¢ecCHOHATLHOTO
CTaHAapTa

TpynoBsie neiicTBUS

OnepaTUBHEIN MOHHMTOPHHI H BBISBIICHHE COOBITHMH HH(OPMAIHOHHOM
6e30macHOCTH, B TOM 4YHCNie OOHapyXeHHE KOMINBIOTEPHBIX aTaK, B
opraam3anusx KOC

CGop JaHHBIX ISl pErUCTPaIHy coObITHit HHPOPMAIMOHHOK GE30MacHOCTH,
B TOM 4YHCJI€ KOMIBIOTEPHBIX aTak, B opranm3anmsix KOC

Obecnieuenrie  (QYHKIMOHMPOBAaHUSA MEXaHH3MOB M HHHIHATHBHOTO
MH(OPMHUPOBAHUS TTOJPA3/ICIICHHH, OTBETCTBCHHBIX 3a YIIPABJICHHE PHCKAMH
AH(OPMAMOHHOH Ge3omacHOCTH, paboTHHKOB opranusamuii KOC o
cobbITHAX HH(OpManHoHHO# Ge3onacHocTH B opranmzauax KOC

Opranmsauyss ¥  BBIIOJHEHHE JCATENPHOCTH [0 MOMYYCHHIO M|
HCIIOJIB30BAHHIO CBEJICHHH 00 aKTyaJbHBIX HHIWKATOpPaxX KOMIIPOMETAIMH
06bexToB HH(popmaTH3auuy B opranusanusax KOC

ABTOMaTH3alnMsd ~ TPOLUEAYP  BBIABICHHMS  HalMYHsid  HHAHKATOPOB
KoMnpoMeranuu B opraauzamuiax KOC

C6op u peructpauus uHpopManuu o6 HHIMAECHTaX HMHPOPMANMOHHOM
6e3omacHocTH B opranm3anuax KOC

Heo6xonuMble yMEHHs

AHanu3upoBaTh W TNPHMEHATH MeTojoNorudeckyo 6asy, TpeboBaHus
3aKoHOJaTeNIbcTBa Poccuiickoit ®denepanyu, HOPMaTHBHBIX aKTOB banka
Poccuu, MeX/IyHApOJHBIX M HalIHOHATBHBIX CTaHJApTOB B 00JIACTH 3aIUTHI
uHopManuu, obecriedeHAs HHPOPMAIMOHHON 6€30I1aCHOCTH, YIIpaBICHHUs
puckamu UH(popmauuoHHo# Ge3omacHocTy B opranusamuiax KOC, a Taioke
oOHapyXeHMs, [NpPEAYNPEXIACHHAs W  JUKBHAANMH = TNOCIEICTBUH
KOMIIBIOTEPHBIX aTaK, NPOBEACHHBIX B OTHOIICHHH 3HAYMMBIX OOBEKTOB
KpATHYECKOH MH(pOpMAaurOHHOH HHPpacTpykTyps! opramusammi KOC, u
pearupoBaHus Ha KOMIIbIOTEPHBIE HHLMJICHTHI

HacTpauBath cpeAcTBa (areHTsl, HHTepdechl) cOopa TEXHAYECKUX JAHHBIX
IUTA BBIABJICHU cOOBITHI MHpOpManuOHHON 6€30I1aCHOCTH B OPraHU3alMsAX
K®C, B TOM 4ncie 1 06Hapy)KeHHsI KOMILIOTEPHEBIX atak

OcymecTBaaTs paboTy C TEXHHYECKUMHU CpeICTBaMU 38U THI uHopMmanyu
M CHCTEMaMHM, pEATH3YIOIAMH (YHKIMM YOpPABICHHA WHLHICHTAMH
nH(OopMaMOHHOM Ge30nacHOCTH B opranusanusax KOC ‘ ‘
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AHaIM3MpOBaTh  TEXHHYECKHE  JIaHHBIE,  CBHICTEILCTBYIOIHE O
BO3HHMKHOBEHHH COOBITHII HHPOPMaHOHHOH 0€30MacHOCTH B OpraHU3alMiIX
K®C, B ToM uncie 06 00HapyX€HHH KOMIIBIOTEPHBIX aTaK

@OopMHPOBAaTh OTYETHOCTh O BBIBICHHBIX COOBITHAX M MHIMAEHTaX
uHpopMaIMoHHO# 6e3omacHocTH B opranusanusax KOC

Heob6xoaumebie 3HaHUSA

3akoHonatenscTBO Poccuiickoit Menepanuy, HOpMaTUBHBIE IPABOBLIE AKTHI,
HAUHOHAIBHBIE, MEXIOCYIapCTBEHHbIE M MEXTyHapOJHBIE CTAHIAPTHI B
obnmacth  3amuTel MHpOpManmH, obecmeucHHs ~HHGOPMAUHMOHHOM
6e30MacHOCTH, YNpaBI€HHs pHCKaMM HH(POPMAIMOHHON GE30IIaCHOCTH B
opranusauusx KOC

3akoHoaarenscTBO Poccuiickoit @epepanuy, HOpMaTHBHEBIE IPABOBHIE AKTEI,
HalHOHAILHEIE, MEXIOCYAapCTBCHHBIE U MEXIYyHapOIHBIE CTaHIApTHl B
obmactn  3amuTel MHpopManum, obecnedeHHs — HH(OPMAIHOHHOM
6€30NaCHOCTH, yIpaBlIeHHs PUCKaMH HH(OpMalLHOHHOH 6e30IacHOCTH B
opranmauusax K®C, a Ttakxe OOHapyXeHHs, NPEAYNPEKICHAS K
JMMKBMJALUMM IIOCIEICTBHH KOMIIBIOTEPHBIX aTaK, IPOBEACHHBIX B
OTHOLICHMH 3HAYMMEIX OOBEKTOB KpUTHYECKOH MH(OpManmoHHOM
UH(PACTPYKTYPHI H pearupoBaHys HA KOMIIBIOTEPHBIC HHIH/IEHTEI

PykoBomsimue M METOAWYECKHE  JOKYMEHTHl  YIOJHOMOYEHHBIX
denepatbHBIX OPraHOB HCIIOJHUTEIFHON BIacTH, HOPMATHBHEIE aKThl baHka
Poccuu B obnacTu 3amuTel MH(popManuK, obecrieueHruss HHPOpManHOHHOH
6€30MacHOCTH, YNpaBICHHS PUCKaMH HHGOpPMaIMOHHOH Oe30macHOCTH B
opranmsanusax K®C, a Taxke OOHapyXeHHS, NpeAyNpexaeHus U
JUKBHAALMH TOCHEACTBHM KOMIBIOTEPHBIX aTaK, IMPOBENEHHBEIX B
OTHOINEHHM 3HAYHUMBIX OOBEKTOB KpPUTHUYECKOH HHGPOpMAlLMOHHOMH
MH(}PaCTPYKTYphl, pearnpoBaHNs Ha KOMIBIOTEPHEIE HHIMICHTEI

OCHOBHBIE yA3BHMOCTM M YIrpo3bl HapyIICHHS 3alMTH HHGOpMAaLH,
XapakTepHbie 1is opranuzanuii KOC

Ba3oBbill cOCTaB M (PyHKIHOHAIBHBIE BO3MOXKHOCTH TEXHHYECKUX CPEICTB
c60pa TEXHWYECKHX JAHHBIX [UIS BBIABJICHUs COOBITHH HH(pOPMAUMOHHOM
6e30macHOCTH, B TOM 4HCIE OOHapyXCHHS KOMIBIOTEDHBIX aTak, B
opranm3auusx KOC

[IpyHIMOE HOCTPOEHHS CHCTEM OOeCHeYeHHs 3alHTHl HHQOpMAUMH |
ONEPAOHHON HaleXHOCTH (KubepycToiiunBocTH) B opranusaumusix KOC

IMoaxoasl K HacTpOHKe CpeCTB cOOpa TEXHUYIECKHX JAHHBIX UL BEIIBICHUS
COOBITHI ¥ HHIMIACHTOB MH()OpMaMOHHOH 6€30IaCHOCTH B OpraHU3aLUAX
K®C, B Tom unciie 00HapyKeHHs KOMIBIOTEPHBIX aTaK

Crenuduka riaTexHbIX npouecco B opranusaiuax KOC

Tunuysbie coOBITHS M HMHIMAEHTH MHGOPMALMOHHON O0€301maCHOCTH B
opranuzanmsx KOC

[Togxomsl K  ONHCAaHMIO  CIECHAapMEB  pealu3allid  HHIMJEHTOB
nagopManronHoi 6e3omacHocTH B opranusanusx KOC

Apyrue
XapaKTCPHCTHKH

3.2.2. Tpynosas ¢pyHKUUA

PearnpoBanue Ha HHUUACHTHI /é VposeHs
Haumenosanue | MH(POPMAIHOHHON 0€30I1aCHOCTH B Kon | B/02.7 | (nomypoBeHb) 7
opranm3auax KOC KBaH(DUKALUH




TIpoucxoXaeHHe TPy A0BOH
dyHkuun
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3auMcTBOBaHO M3
OpuruHan X
OpHWrHHana
Kon PeructpauroHHbI#H
OpUTHHANA HOMep
npodecCHOHATTLHOTO
CTaHaapTa

TpynoBbie neicTBUS

Peanu3aius TOpsaKa pearMpoBaHMs Ha MHIMAECHTH HMH(OPMAHMOHHOM
6e3onacHocTH B opranuzanusx KOC

C6op undopmanuu 06 HHIMACHTaX HHPOPMAIMOHHOH G€30MacCHOCTH B
opraumamuax KOC, nx knaccupukanys U oleHKa KpUTHIHOCTH

BrInoHEHAE AeHCTBHIA 10 pearipOBaHHUIO HA HHIMACHTH HH)OPMAIIOHHOM
0e30I1aCHOCTH B COOTBETCTBHH C €IWHBIMM IPAaBWJIAMH H IIPOLCIypaMu
pearipoBaHHs Ha TaKMe HHIM/ICHTH B OpraHU3alnsixX KoC

Pa3paGoTka eIMHBIX NPaBWI ¥ NPOLEAYP PearMpOBaHUA Ha HMHINICHTHI
nadopManroHHoii 6e3onacHocTH B opranusanusax KOC

OcymiecTBIICHAE B3aUMOAEHCTBHS C MoapasjencHusmu opranusamuu KOC,
bankoMm Poccuu, ¢enepanbHBIMH OpraHaMH HCIOJHHTENBHOM BJIAaCTH U
MHBIMH YIIOJIHOMOYEHHBIMH OpraHM3allMsiMH B paMKax peardpoBaHUA Ha
HHIHIEHTH MH(GOPMALMOHHOM 0e301IacHOCTH, B TOM 4HCIe OOHapYKeHusl,
NpeAyNpPeXICHNs M JIHKBHIALMH. MOCIECACTBUM KOMIBIOTEPHBIX aTaK B
opraumzammi  K®C, a Takke ¢ BHEIIHAMH 3aUHTEPECOBAHHBIMH
opraHu3alMsIMu

Wndopmupopanre bBanka Poccun 06 wuHIMAEHTaX HHPOPMALHOHHOM
6e3omacHocTH B opranm3aiusax KOC B ycTaHOBJIEHHOM MOPSJIKE

Heob6xoxuMble yMEHUS

AHaIM3MpOBaTh M TPUMEHSATH METOAONOTHHeckyro 6a3y, TpeOoBaHHS
3aKOHOJaTenbcTBa Poccuiickoit ®enepanyy, HOPMAaTHBHBIX aKTOB bamka
PoccHH, MEXIYHApOJHBIX H HANUOHANBHBIX CTaHJApTOB B 00IMAacTH
ynpaBjieHHsl DHCKaMH HHQOpMalMOHHON Ge3omacHOCTH, oOecHeYeHH
3aIUTH HHGOPMAIMH M ONEPAlMOHHOM HAEKHOCTH (KHOEpYCTOHYHBOCTH)
B opranusanusx KOC ‘

Hactpausats cpeacTBa (areHThl, HHTEp(eicel) cO0pa TEXHUIECKHX TAHHBIX
IS BBIABJICHHS COOBITHI MHPOPMAHOHHON O€30IaCHOCTH B OpraHU3alusIX
K®C

OcyuIecTBIATL paboTy ¢ TEXHMYECKHMMH CPEICTBAMH 3alIMTHI HHpOpMALHH
H CHCTEMAaMH, peIH3yIOIUMH (YHKIHM YIpaBlICHHA HHIHACHTaMH
nH(opManroHHO# GezonacHocTy oprasuzanuii KOC

AHanmu3MpoBaTh ~ TEXHHYECKHUE  JaHHBIE,  CBHUICTENBCTBYIOIIME O
BO3HHKHOBEHHMHU COOBITHI HH(POPMALHOHHOH 6€30I1aCHOCTH B OpraHU3aLUiIX
K®C

®opMUpOBaTH OTYETHOCTh O BBIABJEHHBIX COOBITHAX H MHIHMICHTaX
nH(OpMalHOHHO# 6e3omacHocTH B opranusausix KOC

HpHMCHHTB MCpHI, HallpaBIICHHBIE HA CHHXXCHHE TAXKECTH IIOCIEOCTBUN
peain3alii HHITHJICHTOB nmbopmaunonnoﬁ 6€30IacHOCTH B opraHu3anusiax
K®C

[IpuMeHATh METOZOJIOTHIO OIIEHKH MOTCHIHANa BIMSIHHAL (KpUTHYHOCTH)
MHIM/CHTa HHpOpManonHo# GesonacHocTH opranusanuid KOC

Heo6xoauMele 3HaHUsA

3aKoHOAATENbCTBO Poccmiickoit @enepannu, HOPMAaTHBHBIE aKkThl baHka
Poccui, MEKIYHApoAHble ¥ HAUMOHAIBHblE CTAaHIApTHI B 00JacTH
obecneueHuss HMHQPOPMAIMOHHON O€30MaCHOCTH, YIPaBICHUSA PHCKaMH
MH(pOPMAIMOHHON Ge3onacHoCTH B opranusausx KOC

3akoHoAarenbcTBo Poccuiickoit @enepanyy, HOpMaTUBHEIE IPABOBLIE AKTHI,
HAUMOHATbHBIE, MEXTOCYJapCTBEHHBIE H MEXIyHAapOIHbIE CTaHAApTHI B
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obmact  3amuTel HHQopmauuu, obecnedeHus — HHPOPMAIMOHHOM
6€30IaCHOCTH, yIpaBlIeHHA PHCKaMH HH(pOpMalHOHHOH 0€30IacHOCTH B
opranu3aiuiax KOC

PykoBoasime ®  METOAMYECKHE  JOKYMEHTHl  YIIOJIHOMOYEHHBIX
denepanbHBIX OPraHOB HCIOJHHTEILHON BIACTH, HOPMAaTHBHEIE aKThl BaHka
Poccuu B 0611acTH 3aluTHl MHGOPMAIMH, o0ecedeHus: HHHOPMAHOHHO
6€30MacHOCTH, yNpaBlIeHHA pUCKaMH HHQOpMAIMOHHOH O€30NacHOCTH B
opranusamusx KO®C, a Taxoke B 061acTi 06Hapy>KeHHUS, OpeIyIPEKICHUT 1
JMKBHAAIMM IOCIEACTBHHA KOMIBIOTEPHBIX aTaKk, MpPOBEICHHBIX B
OTHOINIEHHM 3HAYMMBIX OOBEKTOB KPHTHUECKOH HMH(POpMAIMOHHOH
HHQPPACTPYKTYpPhI, pearpoBaHHs HA KOMIILIOTEPHbIE HHIM/ICHTEI

OCHOBHBIC YSA3BHMOCTH H Yrpo3bl HapymieHWs 3allMTHl HHQOpManuy,
xapakTtepHble 1is opranuzaumi KOC

BasoBslif coctaB M (PyHKIMOHAIBHBIE BO3MOXXHOCTH TEXHHYECKHMX CPEJICTB
c60pa TEXHHYECKHX NAHHBIX JUIS BBIABICHHS COOBITHH MH(OPMAIMOHHOM
6e3omacHoctd B opranmsanusx KOC

[IpMHUMIBI IOCTPOCHHS CHCTEM OOeCNedeHHs 3alMThl HH(OpMaumu o
onepaMOHHON HaleXHOCTH (KHOepycToiuMBOCTH) B opranusauusx KOC

IMomxosl K HaCTpOHKe CpeAcTB cOOpa TEXHUYECKUX JAHHEBIX I BBIABJICHHS
COOBITHI ¥ MHIMIEHTOB MH(OpPMALHOHHOH 6€30I1aCHOCTH B OpraHH3alluaX
K®C

Tunuunele cOOBITHS ¥ HHIUAEHTH MHGOPMAaIHOHHOH O6€30IacHOCTH B
opranu3anusx KOC

Cnenu(uKa miaTeXHbIX npoleccos B oprasusanuax KOC

ITpuAnUIEl paboTEl C TEXHHYECKUMH CPEJCTBAMH 3alllAThl MHGoOpMauuw,
peanu3yonEMu (QYHKUMH YIpaBIeHHS HHIMACHTaMM HMH(OPMALHOHHON
6esonacHocTH B opranm3anusax KOC

[Momxompl K  ONHCAaHHIO  CICHAapHEB  pealu3alld¥  HHIMICHTOB
nH(OpMaLMOHHOI# Ge3omacHoCTH B opranmsanusix KOC

HApyrne -
XapaKTEPUCTUKH
3.2.3. Tpynosasa dpyHxuus
BoccraHopieHde QyHKIIMOHHPOBaHUs OH3HEC-
TIPOLIECCOB U TEXHOJIOIMYECKHX IPOLIECCOB U VposeHb
HaumeHoBanue | 00b€KTOB HHPOPMATH3AIMH IOCTIE pealn3alui Koa | B/03.7 | (nomyposems) | 7
HHIHUIEHTOB HHPOpMAIMOHHOH 6€3011aCHOCTH B KBaIM(pUKaLHH
opranm3anuax KOC
ggsgz);zmneﬂne TPYHOBOMH Opuranan X 3ang«;;:§::ﬂﬂg) u3
Kon PeructpauiOHHbIA
opHuruHajia HOMEp
NpodecCHOHANBHOTO
cTaHAapTa

Tpyznossle geicTBAA

Peanmsanus TOpPAAKA BOCCTAHOBJICHHA (YHKIMOHHMpOBaHHS Ou3Hec-
IIPOIIECCOB M TEXHOJIOTHYECKUX IIPOLIECCOB M 00BLEKTOB MH(OpMATH3ALUH
[OCNie pealH3alAl HHUMICHTOB WH(OpManHOHHOH 6€30MacHOCTH B
opraamsauuax KOC

BbinosHeHue AeHCTBHH 0 BOCCTAHOBJICHHIO ()yHKIIMOHHPOBaHMs OHM3HEC-
IPOLECCOB M TEXHOJIOTMYECKHX MPOLECCOB H 00BEKTOB HH(OpMATH3ALMU
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NoCji€ HMHIMAECHTOB MHPOPMALMOHHONH O€30IIaCHOCTH B COOTBETCTBHH C
€/IHHBIMH IIPaBHJIaMH U TPOLEypaMH MOCIIE peaTn3alii TAKUX HHIMACHTOB
B opranu3anuax KOC

Pa3paboTka  eOMHBIX  MNpPaBWJ M TPOLEAYP  BOCCTAHOBJICHHS
(GYHKUMOHMPOBAHHUS OU3HEC-IPOLECCOB U TEXHOJIOTHYECKHMX IPOIECCOB M
06beKkTOB  HHpOpMaTH3allMM  MOCNe  pealu3allid  HHIHUJEHTOB
nHpopManMoHHOI Ge3onacHocTH B opranusausx KOC

OmpejieleHHe  KPUTEpHEB U IPOBEACHHE  OLEHKH  3aBCPIICHHSA
BOCCTaHOBJICHHS GYHKIIMOHHPOBaHHUS GH3HEC-TIPOIIECCOB %4
TEXHOJIOTHYECKHX IIPOLIECCOB U OOBEKTOB WHGOpMATH3AIUH, YCIOBHH
3aKpBITHS MHUUACHTa HHGOPMAIMOHHOH O6€30IacHOCTH B OPraHH3AIUsiX
K®C

C6op ¥ ¢uKcauus TEXHHYECKHX [AaHHBIX (CBHAETENBCTB) B paMKax
BOCCTAHOBJICHHS ($yHKIMOHUPOBAHUSA Ou3HEC-IPOLECCOB %}
TEXHOJIOTHYECKMX IIPOLECCOB M OOBeKTOB HHGOpMATU3aLMH IOCIE

pealu3alMy HHIUACHTOB HHGOPMAIHOHHOK 6€30MIaCHOCTH B OpraHU3aLisX
K®C :

OcyluecTBIICHHE B3aUMOACHCTBYS C MOApasAeaeHuAME opranusauun KOC,
BankoM Poccuu, ¢enepalsHEIMH OpraHaMHM HCIONHHTEIBHOM BJIACTH,
UHBIMHM  YTIOJJTHOMOYECHHBIMH OpraHu3allisMH B paMKax BOCCTaHOBJICHHS
(YHKUMOHUPOBaHHS OH3HEC-TIPOLIECCOB H TEXHOJIOTHYECKUX IIPOIECCOB H
00BEKTOB uHpopMaTH3aMH  [OCIE  pealu3anuf WHIAACHTOB
nadopManronHoii GesomacHocTH B opraHmzanuax K@OC, a Tawke c
BHENTHUMH 3aHHTEPECOBAaHHBIMH OpraHH3al[UsAMH

Undopmuposanne banka Poccun o craryce 00paboTKM WMHUHMIEHTa
uH(opMauHoHHO#M Ge3omacHoCTH B opranu3anusx KOC

Heo6xoaumbie yMeHUS

AHalIM3MpOBaTh M NPHMEHSTH METOJOJNIOrHYecKylo 6asy, TpeGoBaHus
3akoHOJaTeNnbcTBa Poccmiickoit Denmepanyy, HOPMATHBHBIX akToB banka
PoccHH, MEXIYHapOAHBIX W HAIMOHATBHBIX CTaHJapToB B obnactu
ynpaBieHHs pHCKamu HH(bOpMalMOHHOM Ge3omacHOCTH, obecnedeHus
3aIMTH HHGOPMAIMH ¥ ONEPALHOHHON HaeXKHOCTH (KHOEpyCTOHIHBOCTH)
B opranusaiusiax KOC

OcymecTBIaTh paboTy ¢ TEXHHYECKMMH CPEICTBAMH 3allUTHI HHpopMauy
H CHCTEMaMH, PpEAIM3YIOUMMH (YHKIMH yOpaBleHHS HHUMACHTAMH
nHdopManHoHHO# Ge3zonacHocTH B opranusanuix KOC

AHanuM3UpoBaTh  TEXHHYECKHE  JaHHbIE,  CBHACTCIBCTBYIOMHE O
BO3HHMKHOBEHHMH COOBITHI HHGOPMAHOHHON 6€30MaCHOCTH B OpraHU3anusIX
K®C

dopMHpPOBaTh OTYETHOCTh B PaMKaX BOCCTaHOBJICHHS (yHKIIMOHHPOBaHHS
GM3HEC-TIPOLIECCOB M TEXHOJNOTHYECKHX TIPOLECCOB M OOBEKTOB
MHPOPMATH3AUKM [OCIE pealH3alMd HHIMAEHTOB HHPOPMAHOHHON
6e3onacuHocti B opranusanusax KOC

PaGotaTb C TEXHMYECKMMM CPEACTBAaMH  3aIiUTHl  MH(QOpMaImw,
peanusyromuMe (QYHKUME YIpaBlIeHHs HHIUJEHTAMH HH(pOPMAlHOHHOK
6e3onacHocTH B opranm3anusix KOC

HPHMCHHTB MEpPHI, HANPAaBJICHHBIC HA CHIDKCHHE TKCCTHU IIOCJIEACTBUAM
peanu3anuua HHIHUACHTOB I’IH(l)OpMaIlHOHHOf;I 0€30I1aCHOCTH B OpraHu3arysax
K®C

HeobxoauMele 3HaHHA

3akoHoAaTenbcTBO Poccuiickoit ®enepanyin, HOPMATHBHBIC IPABOBBIC aKThI,
HAOHMOHAJIbHBIE, MEXTOCYAApPCTBEHHBIE M MEXIYHApOIHbIC CTaHAApTHl B
obnacti  3amuTel  MHpOpMaiuH, obecneuyeHHs  MH(OpPMAaUHMOHHOM
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6e30MacHOCTH, YIpPaBJIEHHS PHCKaMi HHGOpMaNHOHHOH 6€30IacHOCTH B
oprasmsamax KOC

PykoBomsiuiue WM~ METOOMYECKHE  JOKYMEHTBI  YIOJIHOMOYEHHBIX
(enepanbHBIX OPraHoB HCIIONHATENBHOM BIIACTH, HOPMAaTHBHbIE aKThl banka
Poccun B obnacTi 3ammThl HHpopManuy, obecnedeHs HHGOPMaHOHHOM
6€30MacHOCTH, YIPAaBICHUS PHCKaMH WHGPOPMAIMOHHOH 6e30MacHOCTH B
opranmsauuax KOC, a Taroxe B 061acTH 06Hapy)KeHHs, TIPeRYNIPEXKACHHS 1
JMUKBUOALMM MOCIHEACTBHM KOMNBIOTEPHBIX aTaK, IPOBEICHHBIX B
OTHOILIEHWH 3HAYMMBIX OOBEKTOB KPUTHYECKOH HHGOpMalHOHHOM
HHPACTPYKTYpPhl, pearHpoBaHHs Ha KOMIIBIOTEPHbIE HHIIHICHTHI

OCHOBHBIE YS3BHMOCTH M YIPO3bl HapylICHHs 3alllUTHl HH(pOpMALHH,
xapakTtepHble s opraamsamui KOC

Ba3oBblii cOcTaB M (YHKIMOHAIBHBIE BO3MOXHOCTH TEXHHYECKHX CPEACTB
c6opa TEXHMYECKHX JAHHBIX A BBLBICHHA COOBITHH HHGOpMALHOHHOM
6esonacHocty B opragmanusix KOC

IIpHHIMIEL OCTPOEHUS CHCTEM obecredeHus 3auTEl HHGOpMAlHM U
ONepaLHOHHOMN HAJEKHOCTH (KHOEpyCTOHYHBOCTH) B opranusauusix KOC

Tunuyeble cOOBITHS H HHUMACHTH MHPOPMAIMOHHOH 0€30macHOCTH B
opraamsaumax KOC

IIpuHIMIE pabOThl ¢ TEXHAYECKHMH CPEACTBAMH 3allMTH MHpOpMamHy,
peanusyromuMe QYHKIHH YIpaBieHHd HHIMACHTaMM HWHQOPMAUHOHHOM
6e3onacHocTd B opragmaiusax KOC

IMoaxoapl X  ONMHCAaHHIO  CIEHApHEB  pealu3alMd  HHIHUICHTOB
nH(OpMalHOHHO# Ge3omacHOCTH B opranu3aiusx KOC

Hpyrue

XapaKTepHCTHKH

3.3. OGo6menHas TpyAoBasa GpyHKIHA

AHAIMTHYECKOE H OpraHH3alHIOHHOE
Honveropampe | COPOBOKAEHHE ICSTENEHOCTH 10 YIIpaBICHHIO Kor C VYposeHb 7
prckamMu HHPOPMALHOHHOH O€30MacCHOCTH B KBTI HKALMH
opranuzauuix KOC
?é):gllz);izg;};;j/noaoﬁ OpurnHan X 32MMCTBOBAHO 13
FA— OpHMryHana
Kon PeructpanioHHBIH
opuruHana HOMEp
npogeccroHaAIBHOTO
cTaHgapra
Bo3moxHbIe [ 7aBHBIi CIEHMATUCT 110 HHPOPMAIIMOHHOK 0€30I1aCHOCTH
HauMCHOBaHUS Beymuii cieunanicT 1o MHPOPMAKOHHON 6e3011aCHOCTH
JIOJDKHOCTEH, PykoBomuTENb CTPYKTYPHOTO IIOJpa3ieIeHAs
npodeccui

TpeGopanns x
00pa3zoBaHHIO H
00y4eHuIo

Beicmee npoduiasHoe 00pa3oBaHHe — MArHCTPaTypa WK CHEIHANMTET B
o6nacTH HHPOPMAIIMOHHOH 6€30IMacHOCTH

- HJIA

Bricmee oOpasoBaHue (HENPOQHIBHOE) — MATHCTPATypa HiIH CIENHATATET 1
JIOTOJHATENBHOE NpodeccHonaIbHOe 06pasoBaHue (TpodeccHoHaTbHAS
IIEpENor0TOBKA) B 00,1aCTH HHOOPMALHOHHOH O€30MaCHOCTH
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TpeGoBanus k onbITY
MPaKTUYECKOH
paboThI

He menee aByx et B 06acTi HHPOPMALHOHHOH 6€30MaCHOCTH B
opranmzamusix KOC

Ocobble ycnoBus
Jiorycka K pabore

Hasnmume monycka K rocyJapCTBEHHO#H TaiiHe (IIpH HeobxomumocTH)®

Hpyrue

XapaKTEPUCTHKH

HOHOJIHI/ITCJIBHBIC XapaKTCpUCTHKH

Haunmenosanue

HaumenoBanue 6a30B0ii TPyIIIbL, JOJDKHOCTH (IpodeccHn)

JOKYMEHTa Kon WIH CIENHAEHOCTH
OK3 2529 CnenuanicTsl 1o 6a3aM JaHHBIX U CETAM, HE BXOAAIINE B
JIpyrHe IPYyIIILI
EKC - I'naBHBIH CHENUATKCT [0 TEXHAYECKOH 3alyuTe HHPOpMalnH
OKILATP 20911 ['naBHBIA CIIELHATACT M0 3aATe HHHOPMALMA
OKCO 1.02.04.01 | MaTteMaTHKa ¥ KOMIIBIOTEPHBIE HAYKH
1.02.04.02 | dyupameHTanbHas HHGoOpMaTHKa U HHPOPMALIMOHHBIE
TE€XHOJIOTHH
1.02.04.03 | MaTtemaTtuyeckoe obecriedeHUE U AIMHUHHCTPUPOBAHHE
HH(POPMAIMOHHBIX CHCTEM
2.09.04.01 | MudopmaTuka U BEIYMCIUTENbHAS TEXHUKA
2.09.04.02 | UHdpopManmOHHBIE CHCTEMBI H TEXHOJIOTHH
2.09.04.03  Ipuxiagnas HHGOpMaTHUKa
2.09.04.04 . IlporpaMMHas MHXEHEPHS
2.10.04.01 | MudopmanuonHas 6€301aCHOCTH
2.10.05.01 | KomnsrotrepHas 6€30IacHOCTb
2.10.05.02 | UndopmamuoHHas 6€301aCHOCTE TEEKOMMYHHKAIMOHHBIX
CHCTEM ,
2.10.05.03 | UudopmanuonHas 6€301aCHOCTh aBTOMAaTH3MPOBAaHHBIX
CHCTEM
2.10.05.04 | MudopmMalMOHHO-aHATUTUYECKHE CHCTEMBI 6€30acHOCTH
2.10.05.05 | BezomachocTh HHPOPMALMOHHBIX TEXHOJIOTHIA B
[paBOOXPAHUTENBHOM chepe
2.10.05.06 | Kpunrorpagus
2.10.05.07 | IIpoTuBOACHCTBHE TEXHHYCCKHM pa3BeAKaM

3.3.1. TpynoBas pyHKIMA

HaumeHoBaHue

TpoucxoxaeHHe TPy AOBOH
$yHKIMA

Omnpeaenenue yrpo3 HHYOPMAIHOHHON YposeHb

6e3onacHocty B opranu3anusx KOC Kox | C/01.7 (noxyposens) | 7

' KBaTHpHUKALUH

3auMCTBOBAaHO M3
Opurmsan X OpMrHHANa

Kox PerncTpaunoHHBIA

OpUTHHAJIA HOMEp
poecCHOHANBHOTO

CTaHzapTa

Tpynoseie neiicTBus

TToAroToBKa MpEUIOKEHHH 110 OPraHH3alMH U BBIIOJHEHHUIO JEHCTBHH 11O
ONpEAEICHHIO W aHaIu3y Yrpos
XapakTepHbIX i oprausammi KOC

unpopManOHHOH  6€30IIaCHOCTH,
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OnpejieieHre BO3MOXHBIX CLEHAPHEB PEATH3AIMH YTPO3 HHPOPMAIHOHHOH
6esonacHocTH B opranuzanuiax KOC

Opranu3auys Ipouecca BIABICHHS BO3MOXHBIX YA3BHMOCTEH KPHTHIHOH
apXHTeKTyphl B opraHm3anusx KOC

dopMupoBaHHE MOIENH BHYTPCHHETO W  BHEIIHETO  HAapyLIHTENA
6e3onacHocTd uHpopMauu B opranusanuix KOC

PaspaGoTka Mozies1 Yrpo3 HHGOPMAIMOHHO# 6€30MaCHOCTH B OpraHH3alikX
K®C

OmneHka BO3MOXHOCTH DOKCIUTyaTalMd ysA3BMMOCTEH B OTHOIUCHHH
KPHTHYHOM apXUTEKTYpHI B opranusanusx KOC

Heobxonumele yMeHHs

AHamu3upoBaTh H TPHMEHSTH METONONOrHueckylo 6asy, TpebGoBaHus
3aKoHOJaTenbeTBa Poccuiickoi ®enepanuu, HOPMAaTHBHBIX akTOB bamka
PoccHH, MEX/IyHApOIHBIX U HAMOHATBHBIX CTAHAAPTOB B 00JIACTH 3aIMTEI
uHpopmanuH, obecredeHus HHPOPMAHOHHON GE30IMacCHOCTH, YIPABICHH
prckaMu HH(OpMAIHOHHO# Ge3omacHocTH B opranusamusix KOC

PaspabaThiBaTh MOJENM Yrpo3 HMHPOPMANHOHHOH Ge30macHOCTH B
oprauzauusix KOC

Pa3pabaTeiBaTh IPOEKTH BHYTPEHHHX NOKYMEHTOB (JIOKQIbHBIC aKTEI,
OpraHH3allMOHHO-PACIOPAMTENBHEIE  NOKYMCHTBI H  METOJMYECKHE
marepuansl) opranmzanud KOC mo BompocaM MOJCIMPOBAaHHA Yyrpo3
uH(OpPMaIHOHHOH 6€30IaCHOCTH '

OueHHBATh BO3MOXHOCTM OKCIUTyaTallid YS3BMMOCTEH B OTHOLICHHHU
KPUTHYIHON apxXUTEKTYphl B opranuzanusix KOC

OueHuBaTh NOTeHIHan HapymmTens OGesomacHocTH wuHbOpManud B
opranmanuix KOC

OcymecTBaate cGop ¥ aHamu3 HHGopManmuu 00 aKTyalbHBIX Yrpo3ax
uH(OpMAIHOHHO# 6€30M1aCHOCTH H yS3BUMOCTSX B opranusauusx KOC

Heobxoaumele 3HaHUA

3akoHOAaTenbeTBO Poccuiickoii denepaliu, HOpMATHBHEIC IPABOBHIC AKTEI,
HAIlHOHAIILHEIE, MEXTOCYIapCTBEHHBIE M MEXKIYHApOIAHBIE CTaHIApTHI B
obnacTd  3amuTel HEQopManuu, obecnedeHHs — MH(OPMAUMOHHOH
Ge30MaCHOCTH, YIpPaBICHHS PHCKaMU HH(OpMAUMOHHONW 0e30MacHOCTH B
opranmsammsax KOC, a Takke B obmactd OOCCredeHHS 0e30macHOCTH
KPHTHYECKOH HHOPMALMOHHOH HH(PaCTPYKTYPEI Poccuiickoi ®enepanuu

PykoBomsiue M METOJMYECKHE  JOKYMEHTBI  YNOJHOMOYCHHBIX
deaepalbHbIX OPraHOB HCIIOJHHTENBHOM BIACTH, HOPMAaTHBHbIE aKThI banka
Poccuu B 06acTH 3amuThl HHEpopManun, obecrnedeHns HHPOPMALHOHHOMK
6e30MacHOCTH, YIpaBleHUs PHCKamy HH(OpMalHOHHOH 0e30MacHOCTH B
oprammamuax K®C, a rtaike B obnmactu obecredeHns 0€30MacHOCTH
KPHTH4ECKOH MH(POPMAIIHOHHOM MHPPACTPYKTYPHI Poccmiickoii Depepanmu

Moenu 6e30IacHOCTH KOMIIBIOTEPHBIX cucTeM B opranusamuax KOC

Mojenu HapymuTensd, METOJAMKAa IOCTPOSHHS MOJCIH HapylMTeNls H
METO/IB! KJIaCCH(UKALUK HapyLIHTEIeH

Tpunmunsl obecredeHns MHPOPMAMOHHON O€30MacHOCTH, YIPaBJICHHA
pucKaM# HHPOPMAIMOHHON 6e30MaCHOCTH B OPraHM3alHsiX K®C

Crendyka MIATEXHBIX NPOLECCOB B oprauzanusx KOC

TIpHHIUIBI IOCTPOCHHA APXUTEKTYpH! HHPOPMAIMOHHOH 6e30MmacHOCTH B
opraum3anuiax KOC

OCHOBHBIC HCTOUHHMKH PHCKOB HH(OPMAIMOHHOH G€30[1aCHOCTH B PaMKax
GH3HEC-TIPOLIECCOB H TEXHOJIOTHYECKHX nponeccos opranusamuii KOC

OCHOBHBIE yrpo3bl HHPOpMaIMOHHOH 6€30MacHOCTH M YA3BMMOCTH B
opranmsammax KOC
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OcHOBHI (yHKLMOHHPOBAH!S ABTOMATH3UPOBAHHBIX CHCTEM M IIPHIIOXKEHHH

Apyrue
XapaKTEPUCTHKH

3.3.2. TpynoBas pyHKnms

HauMeHoBaHne

IpoucxoxaeHue TpyAOBO#
hyHKIIH

Brurasiienne, naeHTH(GUKALUA U OLIEHKA PUCKOB YpoBeHs
uHopManHOHHO#! 6€30aCHOCTH B Kox | C/02.7 | (nomyposems) | 7
opraau3anuax KOC KBATH(UKALHH
3auMCTBROBAHO M3
Opurmnan X opHruHana
Kon PerncrpanyOHHBIH
OpHUrHHaNa HOMep
po(dheCCHOHATBHOTO
cTaHgapra

Tpynossie HeHCTBHS

WnenTHduKanus puckoB HHGOPMAHOHHOK 0€30aCHOCTH B OpraHM3alHsaX
K®C

ITpoBe/ieHHE OLEHKH PUCKOB HHPOPMAUMOHHOH 6€30IMacHOCTH MO KaXKIOMY
BHJIy JesTensHocTH oprausauni KOC

Opranu3aiiiss ¥ BHINOJHEHHE .ONECHKM BEPOATHOCTH BO3HHKHOBCHUSA
HHIHUJIEHTOB HHGOPMAMOHHOH 6€30I1aCHOCTH B OpraHM3alusX K®C

[IpoBe/icHHE OLEHKM CTENEHH THXKECTH TOCHEACTBHH HHIHACHTOB
uHpOpMaIMOHHO# Ge3omacHocTH B opranm3aiusx KOC

TIpoBenenue ananu3a 6a3bl JAHHBIX O COOBITHAX PUCKOB HH(OPMAIHOHHOM
6e3onacHocTH B opranuzanusx KOC

Opranmsanyss. ¥ IPOBEJCHHE CaMOONEHKHM (B YacTHOCTH, MNYyTeM
aHKETHPOBAHMsA IEPCOHANA) PHCKOB HWH(POPMAIMOHHOH 0Ge30macHOCTH B
opraamsauusax KOC

OpraHm3anys ¥ NPOBEIeHNE HHTEPBbIONPOBAHHS PaGOTHUKOB OpraHH3alMiI
K®C B uensix uaeHTHGHKALMA PECKOB HHGOPMALMOHHOM 6€3011aCHOCTH

Heob6xonumeie yMeHHS

AHaIM3HPOBaTh H MPHMEHATH MeTOHOJOTHYecKylo 06a3sy, TpeOoBaHus
sakoHojarenscTBa Poccmiickolt ®eepauuy, HOPMAaTHBHBIX aKTOB baHka
Poccur, MEXKAYHAPOJHBIX M HAlMOHATBHBIX CTaHIApTOB B 001acTH
yhpaBlieHHs pUCKaMH HH(OPMAUMOHHOM 0€30MacHOCTH, 00eCIeUCHHS
3ampTH HHGOPMALMH H OTIEPALMOHHOM HaIeXHOCTH (KHbepycToAIHBOCTH)
B opraau3amuax KOC

IIpHMEHSTH METO/IONIOTHIO NMPOBEJCHHS OLEHKM PHCKOB MH(OPMAIHOHHOM
6e30MaCHOCTH 1O KaXI0MY BHIY JAesTenbHocTd opranmsanui KOC

Pa3pabaTeiBaTh NPOEKTHl BHYTPEHHMX JOKYMEHTOB (JOKAJbHBIE AKTEL,
OpraHM3alUOHHO-PAaCIOPsIUTENFHEIE  JOKYMEHTBI H  METONM4ECKHE
Marepuanbl) opranuzanui KOC 1o BHABIEHHIO, MACHTHQHKALMY H OLIEHKE
pHCKOB HH(bOpMALMOHHO# Ge3omacHocTH B opranusanusix KOC

Paspa6aTsiBath HNPEIIOKEHHS [0 COBEPUICHCTBOBAHHIO ~BHYTPCHHHX
noxkymentoB opranmsamuii KOC, ompenensiolux METOMOJOTHIO OLCHKH
PHCKOB HHPOPMAIMOHHOH GE30I1aCHOCTH B OPraHH3alMIAX K®C

Pa3pabaTbiBaTe NPEIIOKEHHA IO COBEPLICHCTBOBAHHMIO BHYTPCHHHX
nokymenToB opranu3anuii KOC, onpeaensiomux MeToN0I0T IO IPOBCACHHS
CaMOOLICHKH (B YACTHOCTH, IlyTeM AHKETHPOBAHHS I€PCOHANA) PHCKOB
uHdopmanmonHo# GesonacHoctH B opranmsammsix K@C, u mposenenus
MHTEPBLIOHPOBaHHA  paboTHukoB  oprammzamuii  K®C B memix
HIEHTH(UKALMY PUCKOB HHPOPMAIHOHHON 6€3011aCHOCTH
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HeobxomuMble 3HaHAS | 3aKOHOAATENLCTBO Poccuiickoit denepauuy, HOPMAaTUBHbIC TPABOBBIE AKTHI,
HAaIHOHAIbHEIE, MEXIOCYAapCTBEHHBIE M MEXIYHApOIHBIE CTAaHIApTHl B
obmacTH  3amuThl HHpOpManuu, obecnedeHHs ~ HHPOPMAIHOHHOM
6e30MacHOCTH, YNpaBjieHHs pucKamu HHQOpMalHoHHOH 6€30MacHOCTH B
opraamsauusax KOC

PykoBoasiqpe H  METOJMYECKHE  JOKYMEHTHl  YHNOJIHOMOYEHHBIX
(emepaNbHEIX OPraHOB UCIIONHHTENBHOM BIacTH, HOPMATHBHBIE aKkTH banka
Poccus B 06acTh 3amuThl HHGopMaLuy, oOecnedeHHs HHPOPMaMOHHOM
Ge30MacHOCTH, YNpaBIeHHS puckamMu HHGOpMaIHOHHOH 0e30MacHOCTH B
opranmzanusax KOC

OcCHOBHI IpoBeZicHHs aHau3a 6a3 faHHBIX B oprausanusix KOC

Crenu$uKa 1aTeXHBIX IpolieccoB B opranusanusax KOC

TIpHHIHAIE TOCTPOSHHMS APXHTEKTYPhl HHPOPMAIMOHHOH (Ge30IMaCHOCTH B
opraamzamusax KOC

[IpHHIHENEL  yHpaBleHMs pPHCKaMM HHQOpPMANMOHHOK 6e30macHOCTH,
obecnieueHys HHPOPMALMOHHOI Ge3onacHocTH B opranm3aiuax KOC

OCHOBHBIE HCTOYHUKH PHCKOB HH(OPMAIHOHHOH (€30MacHOCTH B paMKax
GU3HEC-IIPOIIECCOB M TEXHOJIOTHYECKHX IponeccoB opranusauui KOC

[Toaxoas! K OLEHKE H JTydiIke NPAKTHKY OIEHKH PUCKOB HH(POPMAMOHHOH
6e3zonacHoctd B opranmsauuax KOC

Toax0/bl K TIPOBEICHHIO M Jy4liKe IPAKTHKH IPOBEACHHUS CaMOOLCHKH (B
YaCTHOCTH, TyTE€M aHKETHPOBAaHHMs INIEPCOHANA) PUCKOB MH(OpMalHOHHOH
6e3onacHoctd B opranmsammix KOC, u mpoBeIeHHA HWHTEPBBIOMPOBAaHHA
pabotauxop opranmsaumii K@®C B Hensix HIEHTHQHKAUMH PHCKOB
nHpopMaIoHHON 6€30MaCHOCTH

Knaccuduxanus coberruii  puckoB  MHQopManHoHHOH 6e30MacHOCTH

opraam3anuit KOC
Tipyrue .
XapaKTePUCTHKH
3.3.3. TpyaoBas dynxuus
C6op u peructpanus nHGopMaluy o YposeHs
HaumenoBaHue = BBLIABJICHHBIX pHCKaX HHGOPMALMOHHON Komn | C/03.7 (noaypoBEHb) 7
6e3onmacHocTH B opranmsamax KOC KBaNHHKALIH

[TpourcxoxneHHe TpyAoBoi 3aUMCTBOBaHO U3

Opurunan X

dyHKUMH OpHrHHAJIa
Kon PeructpalOHHBI
OpUrMHaNAa HOMep
npoheCcCHOHANBHOTO
CTaHgaprTa
Tpynosble nelicTBUA BeisBlieHHe H  Kiaccudukaimus coObITHH pPHCKOB HMHOPMAIMOHHOH

6e3onacHocTH B opranmsanusax KOC

Benenue 6a3bl JaHHBIX O COOBITHAX PHCKOB M PErHCTpanus COOBITHH PHCKOB
uHdopManonHol Ge30ImacHoCTH B opranusausx KOC

OnpezieNicHHe TOTEPh OT PealH3alliy COOBITHI PHCKOB HH(pOpMaLHOHHOMH
6esomacHocTH B opranusauuix KOC

Oprannzaunusi c6opa HHGOPMAIMU O COOBITHAX PHCKOB HH(POPMAILIMOHHOM
6e3omacHocTH B oprannsauusax KOC
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[IpoBesieHre aHaNM3a NPHYMH H IOCIEACTBHH pealu3alud HHIUJICHTOB
uHpopMaLHOHHO#H OGe3onacHocTH B opranmsanmsix KOC

Heobxoaumbie yMeHUsS

AHalnM3MupoBaTh M [PUMEHATH METONOJNOTHYECKylo Oasy, TpeboBaHus
3akoHozarenascTBa Poccumiickoii (enepaunu, HOPMAaTHBHEIX aKTOB banka
PoccHH, MEXIYHapoIHLIX M HAUMOHAIBHBIX CTaHJApTOB B 00iacTu
yIpaBleHHs pHCKamd HHGOPMAIMOHHOH Oe3omacHocTH, OOecHeueHus
3aIUTH HHGOPMAIMK ¥ OTIEPALMOHHON HAIeXXHOCTH (KHOEpYCTOHYMBOCTH)
B opranu3anusx KOC

Paspa6aTeiBaTh OpPOEKTHI BHYTPEHHHX JOKYMEHTOB (JIOKalbHBIC AaKTHI,
OpraHH3allMOHHO-PACIIOPAIUTENbHEIE  JOKYMEHTBI H  METOAMYECKHE
marepuansl) oprasmzauuu K@®C mo BompocaM pHCKOB MH(POPMAUHOHHOMA
6ezonacHocta B opranmsauax KOC

OGecneunBaTh BeicHHE 6a3bl JAHHBIX O COOBITHIX PUCKOB MH(POPMAIMOHHOM
6e3onacHoct B opragmanuiax KOC

IIpHMEHATh METOAOJIOTHIO MPOBEICHHSA OLEHKM NOTePh OT peald3alliu
pHCKOB MH(OpPMAIMOHHON Ge3omacHocTH B opranusanusax KOC

OpraHn30BEIBaTG Npouecc cOopa HHPOpMauMH O COOBITHAX PHCKOB
nH(opManroHHo# Oe3zonacHocTH opraHmsanuii K@C 0T CTPYKTYpHBIX
nofpasfeeHuil (Bnanensues puckos) opranusanuid KOC, B ToM wmcne o
pe3yJIbTaTax IpeTeH3HOHHOH paGoThI

AHanM3MpoBaTh  TEXHHYECKHE  JaHHBIE,  CBHACTENBCTBYIOIIHE O
BO3HMKHOBEHHH COOBITHH H HHIMIEHTOB HHGOPMaLMOHHO# O€3011aCHOCTH B
opraam3amsix KOC

HeobxoauMEele 3HaAHHAS

3akoHO1aTENbCTBO Poccumiickoit denepalind, HOPMaTHBHEIE IIPABOBBIE aKTh,
HAHOHANTbHBIE, MEXTOCYJapCTBEHHBIE H MEXIYHApOJHBIC CTaHJApPTHI B
obnactu  3ammrTel  uHEGOpManmMH, obecrmedeHHs ~— MHPOPMAMOHHOM
6e30macHOCTH, yOpaBlIcHMsA pUCKaMM HH(opMarmoHHOH 6e30macHOCTH B
opraumsanuiax KOC

PykoBopsme ¥  METOJMYECKHE  JAOKYMEHTHl  YIOJIHOMOYEHHBIX
(heepaIbHEIX OPraHOB HCIIONHHTENBHOM BJIACTH, HOPMAaTHBHbIE akThl banka
Poccuu B 06acTd 3amuTH HHGOpMaluM, oOecneucHus HHPOPMAIMOHHOM
Ge30MacHOCTH, YNpPAaBICHHS PUCKaMH HH(OOPMAIHMOHHOH Ge30macHOCTH B
opraamzaupax KOC

[IpMHIMOEL  yUpaBleHHs pPHCKaMH HMH(OpPMaIHOHHOH 6e€30IaCHOCTH,
obecnieueH s MHPOPMALMOHHOH GesonacHocTH B opranu3auuix KOC

CremrduKa IIaTeXHbIX Ipoleccos B opranmsanuix KOC

TIpHHIHIIEI TOCTPOSHHS APXUTEKTYPBI HHPOPMAIMOHHOH 6€301aCHOCTH

OCHOBHBIE HCTOYHHKH PHCKOB MH(pOPMalHOHHOH G€30IacHOCTH B paMKax |
GU3HEC-TIPOIIECCOB M TEXHOJIOIMYECKHX Mponeccos oprannsanuii KOC

Knaccudukanusa coObiTHii PHCKOB HMH(OpPMAIMOHHOH 6E30MacHOCTH
opraum3anyii KOC

OCHOBBI OpraHHU3aliy U BeACHHA 0a3 TaHHbIX

Apyrue

XapaKTCpUCTHKH

3.3.4. TpynoBas ¢pynxuns

HaumeHoBaHue

Pazpa6oTka MeponpUATHIA, HAIPAaBICHHBIX Ha
yMeHbIIEHUE HEraTUBHOTO BJIUSHUS PHCKOB

HHGOPMALMOHHOH 6€30MIaCHOCTH B R -
opranuzauusx KOC

Vposess
Kon | C/04.7 | (nomyposenn) | 7
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3auMCTBOBAHO U3
Opurunan X
OpHWriHana
Koxn PerucTpanysoHHbIf
OpHUTrHHaNa HOMEp
npo¢eccHOHATLHOTO
cTaHgapTa

TpynoBble neHCTBHA

OnpefieneHne CNOCOGOB pEarMpoBaHHs HA PHUCKH MHPOPMAMOHHOH
6e3onacuocty B opranmzamuix KOC

OpraHu3anys 4 BEIIONHEHHE paboT Mo pa3paboTke IIaHa pearnpoBaHUs Ha
pHcKH HHpOpMaMOHHOH GesomacHocTH B opranm3anusax KOC

Onpe/ieneHre KOHTPOIBHBIX H CHTHATLHBIX 3HAYCHHUH OKa3aTeNneil B paMKax
[IaHa pearupoBaHMS Ha DPHCKH HHQOpManMOHHOH Ge30macHOCTH
opranuszamuii KOC B COOTBETCTBHM C [ONYCTHMBIM YPOBHEM PHCKOB
uHdopManronHoil GesomacHocTn opranmsammii KOC  (puck-anmeTHToM
¢uHaHCOBON OpraHM3alMH)

OnpezelieHre  TEXHONOTMYECKHX ~ Mep  3allMTHl  MHGQOpMAIWH,
06pabaTbiBacMOii B PaMKaX TE€XHOJOTHYECKHMX OINEpPAHA IPH BHIIOIHCHHH
GU3HEC-IPOLIECCOB M TEXHOJIOTMYECKHX IIPOLEccoB B opranusauusax KOC

OnpeieNienye OPraHU3alMOHHBIX H TEXHHUECKUX MED 3allMTH HHPOpMAITHH
B obecreyeHns ONEPANMOHHON HANEKHOCTH (KHOEpyCTOHYMBOCTH) B
opraauzamusax KOC

PaspaGoTka MepONpPHATHI, HAlpaBJIEHHBIX HAa OrPaHWYCHHUE CTENCHH
TSDKECTH HOCIICACTBHI B pe3y/IbTaTe HHIMICHTOB, CBA3aHHBIX C Pealu3aluii
MH(OPMALMOHHBIX Yrpo3 B opranusanusx KOC

Heob6xonumele yMeHus

AHaTM3HPOBAaT, M NPUMEHATH METONOJNOTHYeCKyo Ga3y, TpeboBaHHS
sakoHomarenbcrBa Poccmiickoit ®emepauuy, HOPMAaTHBHBIX akToB banka
Poccuy, MEXIYHApORHBIX M HAUMOHAINBHBIX CTaHJAApTOB B 00IacTH
ynpaeieHus puckaMH HHGOpMaIMOHHOH GesomacHoCTH, obecHedeHHS
3amuTHl HHQOPMAIIUH M ONIEPAMOHHON HAJIOKHOCTH (KHOEpyCTOHIMBOCTH)
B opranmsanusix KOC

PaspaGaTbiBaTh TpPEMUIOKCHHS 110 OpraHM3alMM  HEOOXOMMMOro M
JOCTaTOYHOTO PECYpCHOro (XagpoBoro H (uHAHCOBOro) obecHedeHHs
IIPOIIECCOB CHCTEMBI YNPaBICHHS PHCKaMH HH(}OPMALHOHHOA 6e30MaCHOCTH
B opranm3anusax KOC

OcyIIecTBIATh BBIOOp OpPTraHM3ALMOHHBIX W TEXHMYECKMX MEp 3allAThHI
uHpopMaLuK %4 obecneyeHus orepanoOHHON HaAEXHOCTH
(xubepycroiiunBocTH) B opranuzauusx KOC

OCyLIeCTBAATS BHIOOp TEXHONOrHYECKHX MeEp amuTsl HHGOpMALH,
o6pabaTsiBaeMOii B paMKaX TEXHOJIOTHYECKHX OIepallii MpH BBIIOTHCHAH
6U3HEC-TPOIIECCOB M TEXHONOTHYECKHX Mporeccos B opranu3auusx KOC

OcyecTBIATh IUIAHHPOBAHUE ACATEIBHOCTH opranmsammit K®C 1o
pearupoBaHuIO Ha PHCKH MHGOPMaUKOHHO! 0€30MacHOCTH

[InanupoBaTs  TpoOLECCHl  TOATBEPXIEHHS  peanu3anyu $yHKIMiA
6e30MacHOCTH M KOHTpoNis  (HaiMuMs)  YA3BHMOCTEH  OOBEeKTOB
uHGopMaTH3aIMH IPUKIIATHOTO YPOBHS B OpraHH3alMIX K®C

HeobxoauMbie 3HaHUS

3akoHozaTenbeTBO Poccuiickoit denepanyuu, HOPMATHBHEIE IPABOBBIE aKTHI,
HAHOHANbHBIE, MEXIOCYJapCTBCHHbIE M MEXIyHapOAHbIE CTaHAAapThl B
obnacTé  3amuThl MHpopMauud, ofecrmedeHHMs — HH(POPMalHOHHOM
6€30MacHOCTH, YIpPABIEHHS PHCKaMi HH(POPMAIMOHHON 6e30macHOCTH B
opranusapsix KOC

PYKOBOJI}IIIII/IC 5 MCTOANYCCKHC JJOKYMCHTBI YIIOJIHOMOYCHHBIX
q)e)lepanbﬂmx OprafHoB HCIIOTHUTEILHOM BJIaCTH, HOPMATHUBHEIC aKThI Banka
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Poccuu B ob6nacTu 3ammthl HHpOpManuu, obecnieueHnss HHGOPMAIMOHHOM
6e30MacCHOCTH, YNpaBleHHs pHCKaMH HHPOpManMOHHOH 6€30macHOCTH B
opranuzamusax KOC

OCcHOBHBIE MOIXONBI K PpEarHpPOBaHHIO HA PHCKM HHYOPMAIMOHHON
6e3onmacHocTH B opranuzanusix KOC

IIpyHOMOBI NOCTPOECHHS U  COBEPUICHCTBOBAHHS CHCTEM  3alIUTHI
HHpopMaLHA H obGecneyeHus onepanuoHHOH HAJEKHOCTH
(xubepycroitunBocTH) B opranm3amusix KOC

Ioaxomsl K pealn3aly TEXHOJIOTMYECKHX Mep 3alluThl HH(popmaiuy,
o0pabaThiBacMOi B paMKaxX TEXHOJIOTHYECKUX OINEpalldil IPU BHITNOIHEHUI
OHM3HEC-TIPONIECCOB H TEXHOJIOTMYECKHUX NpoleccoB B opranuzanusix KOC

IMoaxoapl K BEBBIEHHIO WHHHMICHTOB, DPEarHpOBaHUIO Ha HWHLMICHTHI
HH(OpMAIMOHHOM 6e30IacCHOCTH H BOCCTaHOBJIEHHIO (YHKIMOHHPOBAHHUSA
OHM3HEC-TIPOLIECCOB M TEXHOJIOTHYeCKHX IpoueccoB opranusanuii KOC u
00beKTOB HHpOpMATH3AHH

Croenu¢uka miatexxHbIx npoueccoB B opranmsanusx KOC

ITpHHIMIIBI TOCTPOEHHS apXUTEKTYPHI HHGOPMaIIMOHHOH 6€30I1acHOCTH

ba3oBBIf COCTaB OpraHHW3alMOHHBIX M TEXHHYECKHMX Mep 3allUThI
uHpopMaHu H obecrieueHus OIIEPAIHOHHOI HAEKHOCTH
(xubepycroiiunBocTr) B opranuzanusax KOC

Kiraccu¢ukaius WHIUICHTOB 3amuTh HH(GopMaruu opraamsammi KOC

HpI/IHI.[I/IIII:I H MOPAAOK IIOATBCPXKIACHHS p€alIu3allui (bYHKIII/Iﬁ 6€30I1acHOCTH
A OTCYTCTBHA YﬂSBHMOCTCﬁ B HCIOJIB3YEMEBIX o0BeKTax I/IH(l)OpMaTI/ISaIII/II/I
TMPHKIIaJHOI0 YPOBHA

HpHHIIHHLI neaenojylaraH¥d, BHABI W MCTOABI  OpranM3alliOHHOIO
IIAHAPOBAHUSA

Hpyrue

XapaKTCpUCTHKH

3.3.5. Tpynosas ¢pyHkuus

MOHUTOPHHT PUCKOB HHPOPMALHOHHOH
6€e3011aCHOCTH M KOHTPOJIb MOKa3arelell ypoBHA

VposeHb

HaumeHoBaHue : . Kox | C/05.7 | (momyposen») | 7
PHCKOB HH(pOpPMaLHOHHOH 0€30I1aCHOCTH B KBATHOUKAI
opraau3amsax KOC

i 3auMMCTBOBaHO U3
TIpoucxoXaeHHe TPy IOBOi Opurmman X aH
dbyHKIIH OpHTHHAJIA
Kon PeructpaunoHHbI#
OpuUrvHana HOMEp
npodeCCHOHAIBHOTO
cTaHzapTa

TpynoBble neicTBus

Onpezenenne HabOpa KIIOYEBBIX HHIMKATOPOB PHCKOB MH(QOPMALMOHHOM
6e3onacnoctr B opranm3aiusx KOC u TpeboBanuii K HUM

JIOKyMEHTHpPOBaHHE KIIOYEBBIX WHIMKATOPOB PHCKOB HH(OpPMAIMOHHON
6e3onacHocTH B opranusanuiax KOC

OpraHu3ainds M OCYLIECTBJICHHE MNEATENLHOCTH [0 pacyeTy 3HauCHHH
KITIOYEBHIX HMHAMKATOPOB PHCKOB HH(OpMANHMOHHON O6€30MacHOCTH U
KOHTPOJIbHBIX TIOKa3aTeleil ypOBHS PHCKOB HHPOPMALIHOHHON 6€30M1aCHOCTH
B opranm3auax KOC
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IIpoBeneHHe OLCHKH MOTEHIMANA IPEBBILICHHS CATHATILHBIX H KOHTPOJIBHBIX
3HAaYeHHI MoKa3aTeliell ypOBHs PHCKOB HHpoOpManHOHHOH 6G€30IacHOCTH B
oprauuzaumax KOC

OmnpezieieHHe NOPsiIKa PpearipOBaHKs Ha NIPEBHILECHHAE OPOTOBBIX 3HAYCHUH
KJIIOYEBBIX MHJMKATOpPOB pHCKOB HHGOpManMOHHOH 0€30macHOCTH B
opranm3amuax KOC

OpraHu3allis 4 KOHTPOJNE BBINONHEHHS MEPONPHUSTUH IO MEPEeoleHKe
PHCKOB MH(MOPMAIMOHHOMN GezomacHocTH B opranuzaumsix KOC

dopMHupoBaHHE BHYTPEHHEH OTYETHOCTH O (aKTHYECKHX 3HAYCHMSX
mokasaTeyieli ypoBHS pHCKOB HHQpopMmanpoHHOH 6e3omacHOCTH B
opraum3anusax KOC

Heo6xoumbie yMEHHS

AHanm3mpoBaTh M TNPUMEHATh MeTofoNorudeckyto Gasy, TpeboBaHMS
3aKOHOIATENbCTBa Poccuiickoif ®emepaunu, HOPMaTHBHBIX akToB batka
Poccud, MEXAYHAPOAHEIX M HAUMOHAIBHBIX CTaHIApToB B o06nacTd
yhpaBleHHs pHcKamu HH(OpMAIMOHHOH 6€30macHOCTH, obecreyeHus
3alIUTH HHPOPMAIMH B OEPALMOHHON HAAEXKHOCTH (KHGEpyCTOHUHBOCTH)
B opranm3aiusx KOC

Pa3pabaTeiBaTh IPOCKTHI BHYTPEHHHX JIOKYMEHTOB (JIOKQIBHBIC AaKTEI,
OpraHu3alMOHHO-PACIOPAUTCIBHEIE  JOKYMEHTBI H  METOJMYECKHE
marepuansl) opraHmsaund K®C, ompenenfiommux Habop KIIOYEBBIX
HHJMKATOPOB PHCKOB M TpEOOBaHHUS K HUM

[IpMMEHSATH METOZOJIOTHIO OLEHKH TTOTEHIHAIIA [IPEBBIICHHA CHIHATBHBIX H
KOHTPOJBHBIX 3HAYEHWil IOKasarencii ypOBHA DHCKOB HH(OPMALHOHHOH
6e3zomacHoct B opragusanusx KOC

[Tpou3BoaUTH HU3MEpEeHHs KJTFOYEBbIX HHIMKaTOpOB PHUCKOB
uH(opManuonHol GesonacHocTH B opranusanuax KOC

OGOCHOBHIBaTh TIOPOTOBHIE 3HAYeHHs KIMIOYEBBIX HHIUKATOPOB PHCKOB
nHdopManHonHoi Ge3onacHocTH B opranuzauusix KOC

Opranu3oBbiBaTh cO0p HHGOPMAIMK /A pacieTa KIOYEBEIX HHAHKATOPOB
PHCKOB M KOHTDOJBHBIX IOKa3aTelell YpOBHS PHCKOB HH(OpMAIlHOHHOM
6e3onacHoCTH B opranmsamsix KOC

Heob6xonuMmble 3HaHHUA

3axoHoHaTeNnbCTBO Poccuiickoit @enepanny, HOPMaTUBHBIC IPABOBBIC AKTHI,
HALMOHAJIHHEIE, MEXIOCYJApCTBEHHbIE H MEXIyHApOOHBIE CTaHAApTHl B
obmacT  3amuTel HHEQOpManuM, obecredeHHs — HH(OPMAIHOHHOH
6e30macHOCTH, yNpaBlieHus PHCKaMH HHQOpManHOHHOH Oe30MacHOCTH B
opraau3aumix K@C

PykoBoisiide ¥  METONMYECKHE  JOKYMEHTHl  YIOJNHOMOYCHHBIX
dbenepaabHBIX OPraHOB HCIIOJHUTENILHON BIIACTH, HOPMATHBHBIE aKThI banka
Poccuu B o6nacTi 3amuThl HHGopManun, obecnedeHns HHPOPMALHOHHOM
6e30MacHOCTH, YIpaBlieHHs PUCKaMi HH(OpManHOHHOH 0e30MacHOCTH B
opraam3anuiax KOC

[IpUHIMNBI  yUpaBlieHHs pHCKaMH HMH(OPMaIMOHHOH 06e30IacHOCTH,
obecneyeHns nHPpOpMaNHOHHO# Ge3onacHocTH B opranu3auusx KOC

CrnocoGbl pacueTa KIOYEBHIX HHIMKATOPOB PHCKOB HH(OPMAITHOHHOH
GesomacHocTH B opranmzamusax K@®C, B TOM duxCle ¢ HCHOB30BaHUEM
CpeACTB HHPOpMATH3AIUH

TIpHHITAIEI IOCTPOEHHAS aPXHTEKTYPhl HHGOPMALHOHHOH 6€30MacHOCTH

CrenudHKa NIaTeXHBIX Ipoieccos B opranuzamusx KOC

[Tomxons!l K ONpENENEHHIO COCTAaBa KOHTPOJIBHBIX IOKa3aTelled ypOBHA
pHUCKOB HH(OPMAIMOHHO# 0€30IIaCHOCTH B OpTraHA3alMIX K®C

[Toaxoapl K OPraHA3alMy COCTABJICHHA OTYETHOCTH B paMKaX yIpaBICHHUS
puckaMu uHGOPMALMOHHOH (e30MacHOCTH
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Hpyrue
xapaKTepncrnKu

3.3.6. Tpynosas pynxkums

HaumeRnoBaHue

IpoucxoxieHye TPYAOBOM
byHKUMH

Ob6ecneuenne nuGopMaIHOHHON 6€30MaCHOCTH .
3HAYAMBIX 00BEKTOB KPUTHYECKOM POBCHDL
HHpOPMaITHOHHOMK I/IH(II))paC’l’pyKTypBI B Kon | C/06.7 (nonypoBeHE) 7
KBanuQuxauuu
opranmsauuax KOC
Opermsan X 3aMMCTBOBAHO U3
OpHTHHANa
Koxn PeructpattdoHHbIN
OpHrHHaNa HOMeEp
npodecCHOHANLHOTO
cTaHaapTa

Tpynossie necTBHS

PaspaGoTka, coriacoBaHue H INIPUMEHEHHE BHYTPCHHHUX [OKYMCEHTOB
opranmsamud KOC, onpeaenfiomux METOJONOTHIO 00€CIeYeHHs 3alHTEl
HHGOpMAlNH  3HAYMMBIX OOBEKTOB KPHTHUYECKOH HH(OpMaHOHHOH
uHQpacTpyKTypHl B opranusanusax KOC

Opranusandss paGoT 0[O KaTeropUpOBAaHHIO OOBEKTOB KPHTHYECKOH
nH(opMauronHo# HHGpacTpYKTyps! Poccuiickoit Qenepaiiuy Ha STanax:

- ompeJielieHHE W BHIBIEHHAE NPOLECCOB B PAMKaX BBHIOJHEHHS (yHKIMHA
(MOTHOMOYHMH) HJIM OCYIUECTBICHHS BHJIOB JEATENBHOCTH CyOBEKTOB
KpUTHYeCKOH HHPOPMAMOHHOM HH(PACTPYKTYphl, HapylleHHe W (WIH)
IpeKpallleHHe KOTOPbIX MOXET INPHBECTH K HETaTHBHBIM COLHAIBHBIM,
MOJUTHYECKAM,  JKOHOMHYECKHM,  JKOJOTMYECKHM  IOCIEACTBUAM,
NOCHEACTBUAM JUIS obecredeHus OOOpOHBI CTpaHbl, 0€30IMacCHOCTH
roCyAapcTBa M NMpaBoIOPs/IKa;

- onpezienenye 06bEKTOB KPHTHIECKOH HHGOPMAIMORHON HHPACTPYKTYPEL,
KOTOpble oOpabaThiBatoT UH(bOPMaLMIO, HEOOXOMUMYIO Ui ObecreyeHus
KPUTHYCCKUX MPOLECCOB, U (WIM) OCYIIECTBILIIOT YIIPABICHHE, KOHTPOIIb
HJIM MOHHTOPUHT KPHTHYECKHX MPOLIECCOB;

- ¢dopmupoBanHe mepedHs OOBEKTOB KPUTHYECKOH HH(POPMALHOHHOH
UHQPACTPYKTYPBHI, IOUIEKAIMX KATCTOPHPOBAHHUIO;

- OLIEHKAa B COOTBETCTBHH C NMEPEYHEM IMOKa3aTeIeH KPUTCPUEB 3HATHMOCTH
MacmrTaba BO3MOXHBIX TIOCJIEJACTBHA B  Cllydae  BO3HMKHOBCHH:
KOMITBIOTEPHBIX MHIKICHTOB Ha 0OBEKTaX KPUTHIECKOH MHOPMALHOHHOK
HHQPaCTPYKTYPHI;

- TpHCBOeHHE 00BEKTY KPHTHYECKOH MH(OPMALMOHHOH HHGPACTPYKTYpEI
OIHO# M3 KaTeropHi 3HaYMMOCTH JIMGO MPHHSATHE pelieHus 00 OTCYTCTBHH
HeoOXOAMMOCTH NPUCBOCHHUS €My OJHOW M3 KaTeropuid 3HaYUMOCTH

CoBepIIeHCTBOBAHHE METONOJOTHM O0ECHeYCHHs 3amKThl HH(pOpPMALHH
3HAUMMBIX OOBEKTOB KPUTHYECKOH HH(POPMAIIMOHHOH HHPPACTPYKTYphl B
opranmzanusx KOC

AHaJu3 pe3ybTaToB (BaTHALMS) IPHMEHEHHS METOAONOTHH 00eCeyeHHs
3aIUTH HHGOPMAIIMY 3HAYMMBIX 0GBEKTOB KPUTHIECKOH HH(POPMAIHOHHOM
uH(PACTPYKTYPHI H 3alIUTHI IEPCOHANBHBIX IAHHBIX B opranusanusax KOC

Pa3pa6oTka nporpaMM KOHCYJIBTHPOBAHHS ¥ NOBBILICHUS OCBEIOMIICHHOCTH
paGoTaukoB opranmsanuu KO®C mo BompocaM 3allUThI uHpOpMALUU
3HAYAMBIX OOBEKTOB KPHTHYECKON MH(GOPMALHOHHOH MH(PACTPYKTYpHI H
3aIIUTHI IEPCOHANBHBIX JaHHBIX B opranmsanusx KOC
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MeToI0JIOTHYECKOE COMPOBOXKACHUE peATU3alUK IIPOrpaMM KOHTPOJIS H
ayIuTa 3aUTHl MHGQOpMAMM 3HAYMMBIX OOBEKTOB  KPUTHYICCKOH
nH(OpMaHOHHOM HHPpPAcTPYKTYphl B opranusamusax KOC

Onpenesienre GOpMATOB PEACTAaBICHHA OTIETHOCTH B paMKaX 00ecreueHust
3amUTH HHQOPMAIlH 3HAYUMBIX 00BEKTOB KPHTHYECKOH HHPOPMaMOHHOM
uHppacTpykTyphl B opranusauusix KOC

HeobGxoauMbie yMeHUS

AHanu3upoBaTh HOpPMAaTUBHBIE IIPaBOBBIE aKTBI, HAUMOHAIbHBIE U
MEX/[yHapOHBIE JOKYMEHTBI, periaMeHTHPYIOIIHE pa3paboTKy
METO/IOJIOTHH obecnedenus 3amuTsl uHpopmanuu B opranusanusx KOC

AHaNM3MpOBaTh M INPUMEHATh MeTofoNorHyecKylo 6asy, TpebGoBanus
3akoHomaTenbcTBa Poccuiickoit @Denepamuu H  QenepalbHBEIX OpPraHoB
WCIONMHUTENBHOM Binacth Poccuitckoit Pemepanuy, YNOITHOMOYEHHBIX B
obnactu obecrneueHHss Oe30MACHOCTH KPUTHYECKOH HMHPOPMALMOHHOM
nadpactpykrypsl Poccuiickoi ®enepalyu, 3alIMTE TEPCOHATHHBIX JaHHBIX

AHAIM3HpOBATL H [PHMEHATH METONONOTHYeCKylo Oasy, TpeboBaHHS
3aKoHOJaTeNnbcTBa Poccuiickoif @esepanyn, HOPMAaTHBHBIX akToB banka
PocchH, MEXAYHApONHBIX M HANMOHAIBHBIX CTaHJAapTOB B obmacTu
yIpaBJieHHs PHCKaMH HH(pOPMALHOHHON 6€30MacHOCTH M O0CCIEYCHHUS
3anIMThl HHGOpMALUH

AHanu3upoBaTh H OOOCHOBBIBATH MCTOJIONOTHIO OOECICYCHHS 3allUTEHI
nnagopmanmu B opranmsanuax K@C

Pa3pa6arbiBaTe MPOEKTHl BHYTPEHHHX JOKYMEHTOB (JIOKAIbHBIC aKTEL,
OpraHM3alUHOHHO-PACHOPSAIMTENBHBIE  NOKYMEHTHI M METOAMYECKHE
matepuansl) opraHmsaima  K@®C, onpegensiomye  METOLOJIOTHIO
obGecnedyeHus 3auTsI uHGopManuu B opraHusanusx KOC

PaspabaTeiBaTh ~ TPOrpaMMBlI  KOHCYJBTHPOBaHWs M IOBBIIECHUS
ocBeioMIIeHHOCTH paboTHuKOB opranuzanun K@®C 1mo BompocaM 3alllMThI
MHQOPMAIUK  3HAYMMBIX OOBEKTOB KPHTHHYECKOH HHGOPMAIMOHHOH
MHQPACTPYKTYPHI H 3aIIATHI EPCOHANBHBIX JaHHBIX B opranu3anuix KOC

[NoaroraBIuBaTh HHHOPMAHMOHHO-aHAIMTHYECKME MATEPHAIBI IO BOIIPOCaM
obGecneueHus 3aMTE HHGopMaluu B opradusamusax KOC

Heo6xoauMele 3HaHHSA

3akoHozarenbeTBo Poccuiickoii denepanuy, HOPMaTHBHBIC IPABOBLIC aKTHI,
HAlHOHAIBHEIE, MEXIOCYAapCTBCHHBIE M MEXIyHapoAHble CTaHIapThl B
oOlacTd 3amuTel HHpOpManmuH, 3alUThl TMEPCOHANBHBIX  JaHHBIX,
ynpaBieHHss pHcKaMd HHQOpPMAHOHHOH 6e30macHOCTH, OOeCHeueHus
undopmanmonHoii GesomacHoctd B oprammsamusx K@C, obecrneyeHus
Ge30macHOCTH ~ KPUTHYECKOM  MHGOPMAUMOHHOH  HHQPAcTPYKTYpHI
Poccmiickoii ~ Pemepanum; [paBWiIa  KaTerOpUpoBaHHs  OOBEKTOB
KpHTHYECKOH HHGopMaiHoHHOH HE(pacTpyKTypbl Poccuiickoi Oenepauuu

PykoBoasiue M METOOMYECKME  JOKYMEHTBl  YNOJHOMOYCHHBIX
denepanbHBIX OPraHOB MCTIOJIHUTENBHOM BIACTH, HOPMATHBHBIE aKThI banka
Poccuu B 06nacTH 3amuThl HHPOpPMALKH, 3AIIUTEI IEPCOHABHBIX JaHHBIX,
obecnieyenuss UH(POpPMAIMOHHOH O€30MaCHOCTH, YHNPABICHHS pPHCKaMH
uHdopManuonHoil GesomacHocTH B oprammsamusx KoOC, obecneueHus
Ge30MacHOCTH  KPUTHYECKOM  MHGOpPMAlMOHHOH  MHOPACTPYKTYpHI
Poccuiickoit ®enepanuu

[IpuHIMIB! pa3pabOTKH M COBEPIICHCTBOBAHHS METOJ0JIOTUH obecrieyeHus
3amuTH HEGopManuu B opranmsausax KOC

[IpHBEIMIB] [OCTPOEHHS CHCTEM OOecmeYeHHs 3allUThI uHbOpMALUH U
3aIIMTHI IEPCOHATBHBIX JAHHBIX B opranusauusx KOC
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CocraB ¥ COAEp)KaHME OpPraHM3ALMOHHBIX H TEXHMYECKHX MEp IO
obecneueHHI0 6€3011aCHOCTH MEPCOHAIBHBIX JAHHBIX NPH MX 0QpaboTke B
MH(OPMAIIMOHHBIX CHCTEMAaX EPCOHAbHBIX JaHHBIX B opranusanusx KOC

Metonosorus pa3pabOTKH [POrpaMM KOHCYJIBTHPOBAHHs M IIOBBIICHHS

- ocBeZIOMJIEHHOCTH paboTHHKOB opranuzanuu K@®C mo BompocaM 3aliuTel

uHpopMalMM M 3aMMTEl OOBEKTOB KPHUTHYECKOH HH(OPMAIUOHHOH
HHPPacTPYKTyphl B opranu3anusax K@C

Crenuduka ruaTeXHsIX npoueccoB B opranusanusax KOC

TIpHRIMITBL OpraHM3alli¥l BHYTPEHHeH OT4eTHOCTH opraHusanuu KOC B
pamkax oGecriedeHus 3aiuThl HHGopMaiuu B opranusamusax KOC

Hpyrue
XapaKTEPUCTHKH

3.3.7. Tpyaosas pyHKUHSA

Oprauusauus 3amuTs HHGOPMAIHH, B TOM VposeHb
HauvmeHoBanue | YHCJIC 3aIUTHI IEPCOHAIBHBIX JAHHBIX, B Kog | C/07.7 | (nmomyposess) 7
" | opranmsammax KOC ‘ KBANH(HKALMH
HpoucxoxneHne TpyA0BOi Opurunan X 3aMMCTBOBAHO M3
GyHKIHMY OpHTHHAJIA
Kon PerucrpaunoHHBIH
OpHruHaNa HOMED
npotdeccHoHANBHOTO
CTaHJapTa

Tpynosblie aeicTBUA

Paspa6oTka mogmenu yrpo3 GeszomacHOCTH HHQpOpPMAlMM, B TOM 4YHCIIeE
6e30MacHOCTH MEPCOHANBHBIX JaHHBIX, B opranmamusax KOC

PaspaGoTka opraHH3allHOHHO-PAacHOPSUTENLHEIX JOKYMEHTOB IO 3alUTE
uHpopManuy, B TOM 4YHCIE MO 3allMTe INCPCOHANBHBIX [AaHHBIX, B
opraam3anusix KOC

Opranusauys BHNOJHEHHS OPTraHM3alMOHHBIX H TEXHHYECKHX MEP IO
3amuTe HHQOPMAINK, B TOM YHCJIE IO 3alIMTE NEPCOHANBHBIX JAHHBIX, B
opraamsamsix KOC

PaspaGoTka apXHTEKTypel H  KOHQMIypauMH  CHCTEMBl  3aIIMTHI

nepCcOHAIBHBIX JaHHBIX B opranusamusx KOC

Pa3paboTka cHCTeM MOHHTOPHHIA PaclpOCTPaHECHHUA nepCOHaJILHLIX JaHHBIX
B opranm3anusix K@C

Pa3paboTka MeTOAMK OLEHKH S((EKTHBHOCTH Mep IO 00eCHeYEHHIO
6€30IacCHOCTH NEPCOHANBHBIX NAaHHBIX B MH(OPMAUMOHHBIX CHCTEMax B
opranu3auusax KOC

Oprasu3auys KOHTPOJIS BEIIOTHEHHS OPraHM3alMOHHBIX M TEXHHYECKHX MEP
1o 3amuTe HHGOPMALHH, B TOM HHCJIE O 3aIUTE EPCOHATBHBIX TAaHHBIX, B
opranuzauusx KOC

IIpoBenenne oOy4eHHs MEPCOHANA IO BBIMONHCHHIO OPraHM3alMOHHBIX H
TEXHHYECKUX Mep 1O 3amuTe HHpopManuyd, B TOM YHCIE IIO 3alllMTe
nepcoHAIbHBIX JaHHBIX B opranusamasx KOC

HeobOxoauMbie yMEHHSA

Pa3pabaTsiBaTh MOZAENH yrpo3 6e3omacHOCTH MHQOpMauuu, B TOM HYHCIIE
Ge30M1aCHOCTH NEPCOHAILHBIX JaHHBIX, B opranmsamuax KOC

Paszpa6arriBaTe  OpPraHM3alMOHHO-PACOPSAAUTEIbHBIE  NOKYMCHTBI IO
3amuTe HHQOPMAIMH, B TOM YHCJIE 110 3ALUMTE NEPCOHANBHBIX JAHHBIX, B
opranuzamusx KOC
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[InanMpoBaTh ¥ OpPraHU3OBBIBATH BBHIIOJHEHHE OPraHW3alMOHHBIX U
TEXHHYECKMX Mep M0 3ammre HHGOpPMalMH, B TOM YHCJIE IO 3allUTe
NePCOHAJIFHBIX JaHHBIX, B opranu3anuax KOC

IInasupoBaTh ¥ OPraHU30BHIBATH KOHTPOJIb BEIIOJTHEHHS OPraHM3allMOHHBIX
TEXHMYECKMX MeEp MO 3ammre MHpOpMalMd, B TOM YHCIE€ IO 3alluTe
NepCOHATBHbIX JaHHbIX, B opranusanusax KOC

Peanu3oBBIBaTh NpaBUlia pasrpaHHYCHHs OCTYNA TIEpPCOHaNa K 00heKTam
noctyna B opraru3anusax KOC

TpoBoauTh OOyYeHHE IEPCOHANAa MO BHINONHEHAIO OpPraHM3allHOHHBIX H
TEXHMYECKMX Mep MO 3amuTe HHGpopMalnuM, B TOM 4YHCIE MO 3aliuTe
NEPCOHABHBIX JAaHHbIX, B opranu3anusax KOC

PaspabaTbiBaTh apXUTEKTYpy H KOHQMIYpAlMIO CHCTEMBI 3allUTHI
IEPCOHAIBHBIX JaHHBIX B opranmsanusx KOC

Pa3paGaThiBaTh CHCTEMBl MOHHTOPHHIA DAaCHpPOCTPaHEHUS HEPCOHAIBHBIX
naHHeIX B opranmsaiuax KOC

Pa3pabareiBaTh METOAMKH OLCHKH 3Q(ECKTHBHOCTH MEp IO 00ECHEuCHHUIO
6€301acHOCTY NEPCOHAIBHBIX JAHHBIX B HMH(OPMAIMOHHBEIX CHCTEMAax B
opranuzamusax KOC

PaspabarTsiBaTh M pealn30BBIBATH METOIBI 00C3NIMYMBAHMA NMEPCOHATBHBIX
JaHHBIX B MHQOPMAIMOHHBIX cHcTEMax B opranu3auusx KOC

HeoOxoauMele 3HaHUSA

3akoHOAATENLCTBO Poccuiickoii ®enepanyuy, HOpMaTHBHBIE MIPABOBBIC AKTHI,
HAallMOHAIbHBIE, MEXTOCYAApCTBEHHbIE M MEXIyHapOIHBIE CTaHAApPTH B
obnacTy 3aIUTH HHGOPMAIIHHU H 3aIUTH] NEPCOHANBHBIX TaHHBIX

PykoBondimue ¥  METOAHYECKME  JOKYMEHTHl  YNOJHOMOYEHHBIX
deiepanbHbIX OPraHOB HCIOTHATENILHOM BIIaCTH, HOPMATHBHEIE aKThl banka
Poccuu B 061acTH 3amuTHl HHGQOPMAIMH U 3alMTHI IEPCOHANBHBIX JaHHBIX

CoBpemerHble HHOOPMALHOHHBIE TEXHOIOIHH (ONEPAHOHHBIC CHCTEMEI,
6a3bl JAHHBIX, BLIYACIHTCIILHBIE CETH)

Vrpossl 6GesomacHocTH HHpOpMamuH, B TOM 4YHCie 0e30IacHOCTH
IIEPCOHANBHBIX JaHHbIX, B aBTOMATH3MPOBAHHBIX CHCTEMAX B OPraHH3allAsiX
K®C

Merogsl M CpeicTBa 3allMTl HHPOPMaluMM B aBTOMATH3MPOBAHHEIX
cucremax B opranmsamusax KOC

[lopsfoK OpraHM3alMM 3allHTBl H OCHOBHBEIE TpeOOBaHMS K 3allUTe
uapopManuyd, B TOM 4HCIE€ K 3alIUTE M[EPCOHATBHBIX [JaHHBIX, B
opranuzaumsx KOC

CocTaB H CoiepKaHHe OpraHH3alHOHHO-PaCHOPAIMTEBHBIX JOKYMEHTOB 10
3anuTe HHGOPMALMH, B TOM YHCIE IO 3all[UTe MEPCOHANBHBIX JaHHBIX, B
aBTOMAaTH3MPOBAHHBIX cHCTeMax B opranusanusx KOC

OcHOBHI  obecricyeHHs  6€30MacHOCTH  OOBEKTOB  HHGOpPMATH3AUUH
IPUKJIAHOrO YpoBHS B opranusamusx KOC

TTopsanoK OpraHu3alii TEXHHYECKOro OOCIyXHBaHHUSA CHCTEM H CPEICTB
3amuTHl MHGopMaiun B opranusamusax KOC

OCHOBHl METOJUKH OOY4YCHHS, TOBBIIECHMA OCBEIOMIICHHOCTH H
KOHCY/IBTHPOBaHMA paboTHHUKOB opranusauuk KOC mo BompocaM 3alluThl
uH(OpMalUy, B TOM YHCJIE 3AIIMTH IEPCOHAILHBIX JAHHBIX

CoctaB H COJCpKaHHE OPraHH3alMOHHBIX H TEXHMYECKHX MeEp II0
obecreueHn0 0e30MMacHOCTH MEPCOHAIBHBIX JAaHHBIX IIPH HX obpaboTke B
MH(OPMALIHOHHBIX CHCTEMAaX NEPCOHANBHBIX JAHHBIX B OpTaHU3alHAX K®C

[IpuHIMOB! ¥ YCIOBHA 00paboTKM MEPCOHAIBHBIX JAHHBIX B OPraHA3aLUsX
K®C
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Mertoasl ¥ CpedCTBa KOHTpPOJNA BBIIOJIHCHHA OpPTraHU3allMOHHBIX M
TEXHHYECKHX Mep o 3amuTe HHGOpMalMy, B TOM YHMCIe HO 3allHTe
IepCOHAIBHBIX JaHHBIX, B opradusammsax KOC

Tipyrue -
XapaKTEpHUCTHKH

3.3.8. TpynoBasi pyHKIHA

ObecnieueHue ONEPAHOHHON HAaIEXKHOCTH YposeHb
Hanmenosauue (xubepycroifunBocty) B opragusanmax KOC Kon | C/08.7 | (nomypoems) | 7
KBTUHKALMH
[MpoucxokaeHue TPy AOBO#H OpHruHar X 3auMCTBOBAHO M3
$yHKUMH OopurMHaIa
Kon PerucrpaupOHHBIH
OpUrHHAJA HOMEp
npofeccHOHAILHOTO
cTaHzapTa
TpynoBsie neucTBUsA Peanu3anus opraHA3alMOHHBIX H TEXHHYECKHUX MEP 3alIHThI HHGOpMaLUH U

omepalMoHHOl HaleXHOCTH (KubepycToiunBocTH) B opranusauusx KQC

CoBEpINEHCTBOBAHWE OPraHM3allAOHHbIX M TCXHHYCCKHX MEP 3alUTEI
MH(OPMAalliE M ONEPALMOHHON HAIeXHOCTH (KHOEpyCTOHYHBOCTH) B
oprammanusix KOC

ObecneueHre HEOOXOMMMOrO YPOBHS 3peiocTH (TONHOTHI M KadyecTBa)
OpraHM3aLMOHHBIX H TEXHHYECKHX Mep 3amuThl HMHQOpMalMH M
ONepalMOHHOM HANEXXHOCTH (KHOEpyCTOHYHBOCTH) B OPraHM3alMiAX K®dC

Onpe/enenne OpranA3alMOHHBIX ¥ TEXHHYECKHMX MEp 3allUThl HHOpMAIKK
M obeciedeHHs ONEPAlMOHHOM HaZeXHOCTH (KHOEpyCTOHYHBOCTH) B
oprauuzanusx KOC :

Heob6xoauMble yMEHHS | AHATH3MPOBaTh U NPUMEHATH METOMIOJIOTHYECKYIO 0a3y, TpeboBaHuUs
3akoHOJaTeNbcTBa Poccuiickoit (Penepauny, HOPDMATHBHEIX akToB bamka
Poccud, MEXAYHAPOAHBIX ¥ HAIMOHANBHBIX CTAaHIApTOB B 001acTd
obecrieyeHHs. ONMEPALMOHHON HaAeXHOCTH (kHOepycToHUMBOCTH) B
opraamanusx KOC

Pa3pabaThiBaTh NPEUIOKEHHS 10 COBEPUICHCTBOBAHHIO METOMONOTHU
obecrieueHnss  ONMEPAalOHHOM  HA/e)XHOCTH  (KHOepyCTOMYMBOCTH) B
opraamamusix KOC

IIpMMEHATs OpraHH3alMOHHBIE M TCXHHYECKHE MEpHI obecneyeHus
ONepalMOHHOM HAIeXXHOCTH (KHOEpYCTOHYMBOCTH) B OPTaHH3aIHMAX KoC

BHOCHTS NPEIOKEHAs 00 M3MECHEHHH KOHTPOJIbHBIX [OKa3aTeNel yPOBHS
PHCKOB HH(POPMAIMORHOM Oe301aCHOCTH B OPraHM3alysiX KoC

OcCyIecTBIATh BBHIOOP OPraHU3AUMOHHBIX M TEXHHYECKUX MEp 3allUThI
HHpOopMaLKU H obecrnieucHus OlepaliHOHHOM HaJIC)KHOCTH
(xmbepycroiiunBocTH) B opranuzamix KOC

AHanu3upoBaTh TeXHUYECKyI0  JOKYMEHTauMio  Ha  OOBeKTax
napopmarusanuy B opranusanuax KOC

Heobxoaumble 3HaHUA | 3akoHozarenbcTBo Poccuiickor Qenepanny, HOPMaTHBHLIC IIPABOBLIC AKTE,
HAIMOHATbHBIE, MEXIOCYAapCTBEHHBIE M MEXIyHapOJHBIC CTaHIapTHl B
o6nacTy 3amuThl MHQOpMaiuH, B 00NacTH pealus3alliy U KOHTPOJIA
MpOIIECCOB 00eCTIeYeH s OTIEPAlMOHHON HaIEKHOCTH (xuGepyCTOHIMBOCTH)
B opraumsanuax KOC
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PykoBomsiiue ¥  METOAMYECKHE  JOKYMEHTHI  YIOJHOMOYEHHBIX
denepanbHBIX OPraHOB HCIIOJHHTELHON BJIACTH, HOPMAaTHBHEIE aKThl baHka
Poccuu B 001acTH 3a1UTH HHQOPMAIHK, B 00/1aCTH peaM3allid ¥ KOHTPOJIA
TIpolieccoB obecneueHus OnepaoOHHOM HalleXHOCTH (KHOepyCTOHYUBOCTH)
B opranm3anusx KOC

[puHIMITBEI obecrnieueHus ONepanoOHHOR
(xubepycroitunBoctr) B opranusanusax KOC

HaJgC)KHOCTH

Ba30BBIi COCTaB OpPraHU3alMOHHBIX, TEXHOJOTHYECKUX H TEXHUYECKHX MEp
ofecrieyeHHss ONEPAl[MOHHOM HAASXKHOCTH (KUOepycTOHYMBOCTH) B
opranm3amsix KOC

IToaxonp!l K cerMeHTalMH BBIMUCIMTENBHBIX ceTell B OpraHu3anusax K®C

CnenndHKa IaTeXHbIX nponeccoB B opranu3anuix KOC

OcHOBHl  OOecmedeHHss  0e30MacHOCTH  OOBEKTOB
IPUKJIAZHOT0 ypoBHS B opranmsauusx KOC

HHpOpMaATH3ALHH

[Moaxomsl K MOATBEPNKACHHIO peanu3amuu GyHKnHE OGe30macHOCTH H

KOHTpONs  (HanMuuMs)  yA3BHMoOCTel  0OBEKTOB  HMH(OpMATH3ALMH
IPHUKJIAAHOro ypoBHS B opranmsanusax KOC
Hpyrue -
XapaKTEPUCTHKH
3.4. O600nmennas TpyaoBasi pyHKuMs
MerToponoraueckoe obecrneyeHre NpoLeccoB
. VpoBeHb
Haumenosarue | MH(OPMAIMOHHOH 6€30IaCHOCTH B OpraHu3anusaX | Kon D R — 7
K®C
IIpoucxoxnaeHue
. 3aMMCTBOBaHO M3
06061meHHOH TPy J0BOMH Opurunan X
OpHWruHana
(hyHKIHM
Kon PeructpalMoHHBIN
OpHruHajia HOMEP
npoecCHOHATLHOI O
cTaHZapTa
Bo3MoXHBIE [naBHBIH CIENHAINCT 10 KHPOPMAIMOHHOH 6€301aCHOCTH
HaHMEHOBaHUS Beaymmii ciendanuct no HHOpMaHOHHOH 6€3011aCHOCTH
JIOJDKHOCTEH, PykoBOJMTENH CTPYKTYPHOIO HOAPa3aeICHHA
npodeccuit '

TpeboBanus k
00pa3zoBaHUIO U
00yJEHHIO

Bricmee npoduisHOe 06pa3oBaHie — MATHCTPATypa WM CHELHATHTET B
o6nacTH HHPOPMAIHOHHOH 6€30MaCHOCTH

HITH

Bricmee o6pasoBatue (HepoGUIBHOE) — MATKCTPATyPa UIIH CIICIIHANUMTET K
IOIONHATENBHOE NpodeccHoHanbHoe 06pasoBaHue (IpodeccHoHaTbHAA
NepenoAroToBKa) B 06/1acTH HHpOPMAITHOHHON Ge30NIaCHOCTH B
opraauzamuax KOC

TpebGoBaHus K ONBITY
MPaKTHYECKOH
paboTHI

He menee aByx et B o6nact HHGOPMALHOHHOMH 6€30M1aCHOCTH B
opranm3auusax KOC

Oco0sble ycnoBus
Jonycka K pabore

Hpyrue

XapaKTEPUCTHKH




JIOOIHUTENBHEIE XapaKTEPHCTHKH
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HanmenoBanue Kox HaumeHoBaHHE 6a30B0i IpyIIIEI, JOJDKHOCTH (Ipodeccrun) Hin
JOKYMEHTa CIELHATBHOCTH
OK3 2529 CoenuaimcTel 10 0a3aM JaHHBIX M CETSAM, HE BXOIAIINE B
JIpyTHe FpyMniisl
EKC - [ 'maBHBIH CIEMUAIKCT 110 TEXHUYECKOH 3al|uTe HHPOpMAIHK
OKIIATP 20911 I nMaBHBIH CHENUATHCT 110 3a1uTe HHPOPMAaIHH
OKCO 1.01.04.02 ' IlpukiagHas MaTeMaTHKa ¥ MHpopMaTHKa
1.02.04.01 | Maremarunka U KOMIIBIOTEPHEIE HAYKH
1.02.04.02 | ®ynnamenTanbHas HHGOPMATHKA H HHPOPMALMOHHEIE
TEXHOJIOTHH
1.02.04.03 | MaremaTtngeckoe obecriedeHUE H aIMHHIUCTPHPOBAHKE
HH(OPMANHOHHEIX CHCTEM
2.09.04.01 | MudopMaTHKa B BEIYUCIMTENbHAS TEXHUKA
2.09.04.02 | UudopManmoHHbIE CHCTEMBI M TEXHONIOTHH
2.09.04.03 | Ilpuxianzas uHPOpMATHKa
2.09.04.04 | IlporpaMMHasi HHXCHEPHS
2.10.04.01 = HMudopmanmoHHas 6€30MaCHOCTD
2.11.04.02 | MuhpoxoOMMYHHKANMOHHLIE TEXHOJIOTHH ¥ CHCTEMBI CBA3H
5.38.04.01 | DxoHOMHKa
5.38.04.05 | busnec-uHpopMarTHKa
5.40.04.01 | FOpucnpyaeHuus
2.10.05.01 | KommeioTepHas 6€30I1aCHOCTD
2.10.05.02 | MudopmammonHas 6€30MaCHOCTh TENEKOMMYHHKAIIMOHHBIX
CHCTEM
2.10.05.03 | UndopmainuonHas 6€30NaCHOCTh AaBTOMaTH3HPOBAHHBIX CHCTEM
2.10.05.04 | MHdopMaunOHHO-aHATUTHIECKHE CHCTEMEI O€30I1acHOCTH
2.10.05.05 | BezonacHocTh MHGOPMALMOHHBIX TEXHOJIOTHH B
IPaBOOXPaHHUTENBHOH chepe
2.10.05.06 « Kpunrorpadus
2.10.05.07 | I[IpoTHBOACHCTBHE TEXHHYECKHM pa3Be/IKaM
5.38.05.01 | DxoHoMHYecKas 6€301aCHOCTh
IIpaBoBoe ofecneueHHe HallMOHAIbHOH 0e301macHOCTH

5.40.05.01

3.4.1. TpynoBas pyHxkuus

HaumeHoBaHHE

TIpoHcXOKAEHUE TPYAOBO#
byHKIMH

Pa3paGoTka NOIMTHKH B 0671acTH obecnedeHus
uHPOPMAIMOHHOHK 6€30I1aCHOCTH, T10 BOIPOCaM Voosers
yIIpaBJieHUs PHCKaMHi HH(POPMAMOHHOH } Kon | D/OL.7 (m;}’,p osers) | 7
6e30macHOCTH, 00ecTieYeHHs ONICPAIHOHHOH PN Sr—
HaJeXXHOCTH (KHOEpyCTOHYMBOCTH) U 3aLATHI
nadopmaunu B opranusamusix KOC
Opurusan X 3aMMCTBOBAHO H3
OpUrHHaia
Kon PerncTpaltMOHHbIH
OpHUruHana HOMEp
npo¢ecCHOHATLHOTO

cTaHjapTa
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TpynoBsle feAcTBUA

Pa3paGoTka, COrIaCOBAHHE H OpPraHHM3AlMA YTBEPXKICHHS IOJIUTHKH B
obmactH obecredeHuss MHPOPMAnHOHHOH O€30mMacHOCTH, II0 BOIPOCAM
yIpaBIeHHs pHCKaMH HHQOPMamMOHHOH Ge30macHOCTH, obecredYeHus
ONePaLHOHHOM HANEXHOCTH (KHOEePyCTOHUNBOCTH) H 3aIUTH HHbOpMAaIyK
B opranmsauuax KOC ,

CoBepIIEHCTBOBAHHE MONTUTHKH B 06J1acTH obecnieuenus HH$OPMaUuMOHHOM
6€30MacHOCTH, N0 BOOpPOCAM YIpaBiIE€HHS PHCKaMH HHGOPMAIMOHHOM
6e30MacHOCTH, obecnieyeHus oInepanMoOHHOMN HaJIeXXHOCTH
(kubepycTOHUNBOCTH) ¥ 3AIATH HHpOpManuu B opranusauusx KOC

Paspa6oTka npeaioxeHuit 10 pacrpeeeHHIO poiedl H OTBETCTBEHHOCTH 32
yipaBneHMe puckamu uH(OpMammoHHON GesomacHOCTH, obecmedyeHHe
3aIIUTH HHPOPMALME U OTIEPALIHOHHOM HAIEKHOCTH (KHO6EpYCTOAYMBOCTH)
B BOBJICUEHHBIX HOJIpa3/ienenusx opranusanui KOC

PaspaGoTka NpEUIOKEHHH IIO OMNPENENICHAIO 30H KOMICTEHIMH COBETA
JIHPEKTOPOB  (HAOIONATEeNHHOTO COBETA) M HCIONHUTEIBPHOIO OpraHa
opranmzanuii KOC

PaspaboTka NpeMIONKEHHH 110 ONPEJENEHAIO COCTaBa KOHTPOJBHBIX
nokasareneii ypoBHA pHUCKOB HHGOpPMAlHOHHOM 0€30MacHOCTH B
oprarmsamusx K®C, a Takke €ro KOHTPOJILHBIX M CHTHAJIBHBIX 3HAYCHUH

Heo6xonuMple yMEHHSA

AHaM3UpoBaTh H 0GOCHOBEIBATH NONMTHKY opranusaumii KOC B obnactn
obecnieyenys MHPOpMALMOHHOH 6€30MacHOCTH, IO BONPOCaM YIPaBJICHUS
pHcKaM# HH(OPMAUMOHHOM Ge30macHOCTH, obecneyeHHs ONEpPalHOHHOH
HaJe)XHOCTH (Ku6epyCTOHYMBOCTH) H 3aIMTH HHGOpMALUH

AHanu3upoBaTh M TNpPHMEHATh METOJONOrMYecKyto Oasy, TpeOOBaHHMs
3aKoHOMaTenscTBa Poccuiickoit ®esepanuy, HOpMaTHBHBIX aktoB banka
Poccud, MEXAYHAaPONHBIX M HAUMOHATBHBIX CTAHIApTOB B 00MacTu
yIpaBIeHHS pHUcKaMH HHQOPMAUMOHHOM Ge30macHOCTH, oObecHedeHns
3auTHl MHGOPMALMH M OTIEPALIMOHHON HATEXHOCTH (KHOEepyCTORYHBOCTH)
B opranmuzaiusax K@C

Pa3pabaTeiBarh HPEVIOKEHHS M0 H3MEHEHMIO H COBEPIICHCTBOBAHMIO
NONMTHKA VIpaBJieHHs pHCKaMH HH(OpPMANHOHHOH Oe30maCHOCTH B
opranm3aiusix KOC

PaspaGaTsiBaTh IIPOEKTHl BHYTPEHHHX JOKYMEHTOB (JIOKIbHBIC AKTHL,

: 0pI‘aHH3aI.II/IOHHO-paCHOP}IﬂHTeJIBHBIe JOKYMCHTHI H MCETOOUYCCKHUEC

marepuaisl) opranmsanui KOC, ycraHaBIMBAIOMMX NEMH U NPUHIMIEBL, 2
TaKOKe ONpENE/LIOMHX METOJOJOTHIO M NpaBhia YNPaBICHUA PHCKaMU
nHQOpMAaIHOHHO# Ge3omacHocTH B opranusauuix KOC

Pa3pabaTeiBaTh MpPEUIOKEHHS IO Pa3BUTHIO KOPIOPaTHBHOH KyJIBTYpbI
(3THKM), yCTaHaBIHBAIOLICH 3HAYMMOCTH BOIPOCOB YNPABJICHHUS PHCKAMHU
nH(OpMalMOHHOM Ge30macHOCTH, OOECHCHCHHS 3AIUTHL uHopmauuy,
OnepalHOHHOM HA/IEXHOCTH (KH6EpyCTOHYMBOCTH) B OPraHU3alyIX K®C

Heo6xoauMble 3HaHUS

3akoHonarenscTBO Poccuiickoit denepalviy; HOpMaTHBHBIC IIPABOBLIC aKTHI,
HAIMOHANBHBIE, MEXTOCYJapCTBEHHBIE M MEXIyHapoAHBIC CTAaHIAPTHl B
obmacTd 3amuTel HHGOpMalMu, B 00IacTH YNpPaBICHUA PHCKaMHU
uHdopmanvonnoli  Ge3omacHOCTH,  obecredeHHs UHGPOPMALHOHHOM
6e30MacHOCTH M ONEepallMOHHOM HaJe)XHOCTH (xubepycTONYMBOCTH) B
opranm3amsix KOC

PykoBomsmue M~ METOOMYECKHE  JOKYMEHTBl  YIOTHOMOHYEHHBIX
denepanbHbIX OPraHOB HCTIOJHUTENBHOM BIIACTH, HOPMATHBHBIC aKThI Banka
Poccuy B 061acTH 3a1IuTH HHGOPMAIMH, B 067IaCTH yIIPaBICHHS PHCKaMH
undopmanyuonnoil  GesomacHocTd, _obecreyeHHs uH(pOpPMaLMOHHOR
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6E30MacHOCTH H ONEPAlMOHHONW HAJeXHOCTH (KuOEpyCTOHYHBOCTH) B
opranuzauusax KOC

[IpHHIMIBL ¥ METOABl DacmpesicjieHHsi pPOJIe M OTBETCTBCHHOCTH 32
yIpasieHHe pHCKaMH HMHQOPMAaUHOHHOK OGe3omacHOCTH, obecreyeHne
3amyUThl HHGOPMAIMM H OTIEPAUMOHHOM HANEKHOCTH (KUOGEpyCTOHIHBOCTH)
B opranm3amusax KOC

[IpuHUMIBI  LETenoNaraHus,
TUIAaHAPOBaHHUSA

BHABI U METOAbI OpraHMu3allHOHHOIO

TIpMHUMIEL TOCTPOEHHS M COBEPIIEHCTBOBAHMA CHCTEM YIPaBICHHSA
prcKkaMu MHGOPMALIMOHHO# Ge30ImacHOCTH, o6ecrieyeHus NHOPMAMOHHOH
6e30MacHOCTH M ONEPAlHOHHOM HAJEXKHOCTH (KuOepycTOHUMBOCTH) B
opranuzanuiax KO@C

CrenmduKa IIaTeXHbIX npoLeccos B opranusanusx KOC

[puanunel  pa3paGoTKM — NONMTHKM B objactd obecniedeHus
HH(OPMAIIMOHHOM GEe30IacHOCTH IO BONPOCaM YNPABICHHS DPUCKaMH
MH(POPMAIHOHHOM 6€30I1aCHOCTH, 06€CTIEYEHHUS ONEPALNOHHON HAEXHOCTH
(xMGepyCTOMUMBOCTH) M 3aLKTHl HH$OpManuy B opranusaipax KOC

Ilomxonsl K ONPENEIEHHI0 COCTaBa KOHTPOJNBHBIX I[IOKasarenedl YPOBHA
PHCKOB HHPOPMaIHOHHOH 6€30MacHOCTH B OpraHU3alliy K®C

Hpyrue

XapaKTepPHCTHKH

3.4.2. TpynoBas pyHKIHSA

HaumMeHoBaHHE

TIpodcXOKAEHHE TPY ROBO#
DYHKLIH

Pa3paGoTka METOROJIOTHH 06€CTIeYeHH) 3l Th] VpoBeHb
nH(pOpMAIIUH H OTIEPAIIHOHHOM HAZIE)XHOCTH Kon | D/02.7 | (momyposens) | 7
(xubepycToiiuuBocTH) B opranusamusx KOC KBATHUKALMH
OpuruHan X 3auMCTBOBAHO M3
OpHMIHHAA
Kon PerucrpalioHHBIH
OpHIHMHaJIa HOMED
npodrecCHOHATBHOTO
cTaHzapra

TpyZnoBele aeicTBUA

Pa3pa6oTka, cornacoBaHH€ H IPHMEHCHHE BHYTPCHHHX JOKYMCHTOB
opranmsamun KOC, onpeaesiomuX METOO0IOTHIO 00eCIeUeH s ATl
uHGOpMALMM ¥ ONEPAMOHHOH HaNEKHOCTH (xubepyCTONYHBOCTH) B
opraamsamuax KOC

CoBEpIIEHCTBOBAHHE METOMOJIOTHE O00€CICYCHHA 3aIIUTHI uHpOpMALHH H
OnepalMOHHON HaIeXHOCTH (KHOEepyCTOAYNBOCTH) B OpraHH3aIMAAX K®C

AHanu3 pe3ybTaToB (BaTHAalHs) IPHMEHEHHS METOMOIOTHH obecnieueHus
3aIMTE MHGOPMALK H ONEPAMOHHON HaEC)KHOCTH (xuCepyCTOHINBOCTH)
B opranmsaiusix KOC

Pa3pa6oTka nporpaMM KOHCYIbTHPOBAHHS ¥ MOBBIIEHUs OCBEIOMICHHOCTH
pabotHukoB opranm3amuu K®C mo BompocaM 3allUTBI dHpOpManuu U
oGeclieuenusi  ONEPALMOHHON  HA/IEXHOCTH  (KuGepycTOHumMBOCTH) B
opranmzamusax KOC

[IoATOTOBKA NpeLIOKEHHH 10 6a3oBOMY COCTaBY OpraHM3allHOHHBIX H
TEXHAYECKHX Mep IO 3amuTe HHpopMamuy 1 oOecieeHHIO OIepaiHOHHON
HazexHoctd (kuGepycroitausoctr) B opranusamusix KOC
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MeToI0IOTHYECKOE COMPOBOXKACHUE pealn3allii [IPOrpaMM KOHTPOJS U
ay[MTa 3aUTel MHGOPMALMH H 00ecIIeYeH s ONEPALMOHHON HaCIKHOCTH
(xubepycroitunBoctH) B opranmsanusx KOC

Onpenenenue GopMaroB NPEACTABICHHS OTICTHOCTH B paMKax obecriedeH s
3aIUTH MHQOPMAIMH M OTIEPALHOHHON HAJEXHOCTH (KHOEPYCTOHYMBOCTH)
B opranm3aiusx K@C

Heo6xoauMble yMEeHHS

AHamM3MpoBaTh HOPMATHBHBIE IIPAaBOBBIE AaKTHl, HAIMOHANBHBIE M
MEXAYHApOAHBIE JOKYMEHTHI, periaMeHTUPYIOIIHE pazpaboTky
METOMONOTHH 0oOecrleyeHns 3aluThl HHpOpMAanMM H  ONEpPalUOHHOM
HAJIEXHOCTH (KubepycroiiunBocTy) B opranmsamusix KOC

AHIM3HPOBATE M TIPUMEHATH METONONOTHuecKylo 6azy, TpeGoBaHus
3aKoHOJaTeNsCTBa Poccuiickoit ®esepaunu, HOPMAaTHBHBIX akToB bamka
PoccHM, MEXAYHAPOOHBIX M HAIMOHAIBHBIX CTaHAApTOB B o00macTH
yOpaBieHHs pHcKaMu HH(POpPMalHOHHOH Ge30macHOCTH, ObecneyeHus
3alUTH MH(QOPMAIIMK 1 ONEPAMOHHOM HAJIeKHOCTH (xubepyCTONIHBOCTH)
B opranmsaiusix KOC

AHamM3upoBaTh M OOOCHOBHIBATH METONONOTHIO OOECHEYCHHS 3alIMTEI
pHdopMallMi M ONCPALMOHHOH HaJEKHOCTU (xubepycTOHYNBOCTH) B
opranmzanuiax KOC

Pa3pa6aThiBaTh MpPOEKThl BHYTPCHHHX JIOKYMEHTOB (JIOKAIbHBIC AaKTHI,
OpraHM3aUMOHHO-PACIOPSAUTENbHEIE ~ JNOKYMEHTBI M METONHYECKUS
MaTepuansl) opraHmsaimua  KOC, onpepensiomme  METOAOJOTHIO
obecrieyeHHs 3amMTEl HMHPOpMAlMM H ONEPALHOHHONH HAIEKHOCTH
(xubepycroitunBocTH) B oprausanusx KOC

TToAroTaBIMBaTh HHPOPMALHMOHHO-AHATMTHYECKUE MAaTEPHAIIBI ITO BOIIPOCaM
obecrieuenus 3amMTHl MHQPOpMAIMM M  OIEPAlHOHHOM HANEKHOCTH
(xubepycToiiunBocTH) B opranusanusx KOC

Heo0xoauMble 3HAaHUA

3akoHoaTenscTBO Poccuiickoii denepaiuy, HOpMaTHBHBIC IPABOBHIE AKTHI,
HAIMOHAJIbHBIC, MEXIOCYJapCTBEHHbIE M MEXTyHapOAHbIC CTaHJAPTHI B
obnmact 3amuTel MHGOpManuu, B o0JNacTM YNPaBICHUSA PHCKaMH
uapOpManvoHHOH  GesomacHOCTH, — obecredcHus HHpOpMaLHOHHOK
6€30MacHOCTH W OIEPAMOHHON HANCKHOCTH (KHOEpYCTOHYIMBOCTH) B
opranm3amusx KOC

PykoBomsimue M~ METOAMYECKME  JOKYMEHTBI  YIOTHOMOYCHHBIX
(enepabHEIX OPraHOB HCTIONHUTEIBHON BIACTH, HOPMATHBHBIC AKThI banka
Poccuy B 00/1aCTH 3alIUTHl HHGOpMalKH, B 00JaCTH yNIPAaBICHUA PACKaMH
MHQPOPMALMOHHOH  0€30IacHOCTH,  OOECHeUCHHS HHGOPMALHOHHOM
6e30MacHOCTH H ONCPALMOHHOH HANEXKHOCTH (KHOepyCTOH4YMBOCTH) B
opraam3aiuax KOC '

TIpUHIMIE pa3pabOTKH ¥ COBEPIICHCTBOBAHMS METOMOJNOTHH OOeCTIeyeH s
3amuUTE THGOPMAIHH 1 OTIEPALMOHHON HaJleXHOCTH (KHO6EPYCTOAYMBOCTH)
B opranmsanuax KOC

[IpHHUMOBI TIOCTPOSHHS CHCTEM OOECIEYCHMs 3allUThl uHpOpMALUH H
OIepallMOHHON HaIOKHOCTH (KHOEpyCTOHYHBOCTH) B OPraHM3alusiX K®C

Ba3oBblii COCTaB OPraHM3alHOHHBIX H TEXHMYECKHX MEp MO 3all|Te
uHpopMaLuu %} obecneyeHUIo omnepannoHHOH HAJIEXXHOCTH
(xuGepycToitunBocTH) B opranusaimusx KOC

Merozmonorus pa3pabOTKH OpOrpaMM KOHCYJIBTUPOBAHUA W MOBBIICHHA
ocBeloMJIeHHOCTH paboTHukoB opranusamuu KOC mo BompocaM 3allUThI
uHpopManuu 74 obecneyeHus OTepal[IOHHOM HaJIeXKHOCTH
(xubepycToitanBoctH) B opranusanusx KOC

CrenuduKa IIaTeXHBIX Iponeccos B opranuszanuix KOC
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[IpyHNMObI OpraHU3alM¥ BHYTPEHHEH oT4eTHOCTH opranmsamuu KOC B
paMKax obecredyeHHs 3alUThl HHPOPMaALKK B ONEPalMOHHON HAaJEKHOCTH

Hpyrue

XapaKTCPUCTHKH

(xubepycroiiunBocty) B opranuzaupsax KOC

3.4.3. TpyaoBas pyHKUHSA

Pa3paboTka METOXOJIOTHH YIIPABICHHUS YposeHb
Hanmenosanue | pHCKaMM HHpOpMaMOHHOH Oe3omacHocTu B | Kox | D/03.7 (noypoBeHb) 7
opranusamuax KO@C KBATH(HKALHH
IporcxoskaeHUe TPYAOBOH Opwruman X 3auMCTBOBaHO U3
dyHKIHH OpHruHaIa
Kon PeructpalttOHHEIH
OpUrHHaNa HOMep
npodecCHOHANLHOTO
CTaHjapra

Tpynossie neiictBust

Paspa6oTka, coriiacoBaHHe H INpPHMEHEHHE BHYTPEHHHX JOKYMEHTOB,
ONpEENAONIAX METONOJIOTHIO YIpaBIEHAS PHCKAaMH HHGOPMAIMOHHOM
6e3onacHocty B opranmzanusax KO@C

CoBepieHCTBOBaHHE METOZOIOTUH yIIpaBICHHUS pHCKaMHu
uH(OPMAIHOHHOM 6e30nacHOCTH B opranusanuiax KOC

AHanm3 pe3y/bTaToB (BanMAalMA) IPHMEHEHH METOMOJOTHH YIPABICHHS
puckamu HHGOpMaHOHHOH Ge3omacHoCTH B opranuzaumsix KOC

PaspaGoTka nporpaMM KOHCYJIbTHPOBAHHUS M [IOBHILICHHS OCBEIOMJICHHOCTH
0 BOIpPOCaM IMPOTHBOACHCTBHA Ppealn3allid HHPOPMALMOHHBIX yrpo3
paboTHHKOB B opranusaiuax KOC

PaspaGoTka mnporpaMM IOBBINICHHS OCBEIOMJICHHOCTH IIO BOIpPOCaM
NPOTHBOJAECHCTBHS pealu3aldd HHPOPMAIHOHHBIX YIrpo3 B OTHOLUCHHM
noTpebuteneii GpuHaHCOBBIX ycuyr B opranuzanusax KOC

Onpenenenne GopMaToB NPEACTABIEHHS OTYETHOCTH B PaMKaX YIPaBJICHHs
puckamu nHGOpMaLMOHHO# Ge3onacHocTH B opranu3auusx KOC

MeTtononoruueckoe COTIPOBOXEHHE OIIEHKH! s¢pdexTuBHOCTU
YHKIMOHMPOBAHHUS CHCTEMBI YMNpaBIEHHS PHCKaMH HHGOPMAIMOHHOM
6e3onacHocTH B oprannzanusax KOC

Pa3pa6oTka METOHOTOTHH OIIEHKH PHCKOB HH(OPMAIHOHHOH 6e30naCHOCTn
B opranuzamusix KOC

Pa3spaGoTka  METOZOJNOTHM  ONpEJENEHHs  [OTEph  OT  COOBITHIA
HH(pOpMaHOHHOI Ge3omacHocTH B oprarmsaiuax KOC

HeobxonuMelie yMeHHS

AHAH3HpPOBaTh W IIPUMEHSATH METOHOJOTHYECKylo Oa3sy, TpeGoBaHM:
3aKOHOJATebCTBA Poccuiickoii Penepauuu, HOpPMaTHBHBIX akToB banka
PoccuM, MEXAYHApOOHBIX M HAUMOHAIBHBIX CTaHIapTOB B obnacT
yIpaBieRHs. pucKamH HHQOpMaIHOHHOH Ge30macHOCTH, obecmeyeHus
3auIMTH HHGOPMALIMH U ONIEPAlHOHHOM HANEKHOCTH (KHOEpyCTORYHBOCTH)
B opranuzanuax KO@C

AHaMM3HpoBaTh M OOOCHOBBIBATH METOJOJIOTHIO YIPABICHHS PHCKaMH
uHpopMalHoHHO# Ge3onacHocTH B opranu3auusx KOC

Pa3paGaTeiBaTh MPOEKTHl BHYTPEHHHX JOKYMEHTOB (JIOKAIBHBIE aKTBL,
OpraHM3alMOHHO-PACTIOPSANTENbHEE  JOKYMEHTEl M METOTHYCCKHUE
MarepHansl) opranuzanuu KOC, onpeaensiomue METOA0I0THI0 yIPaBICHUA
pHcKaMu HEHGOPMAIMOHHO Ge3onacHocTy B opranuzammsx KOC
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IloagrorasnuBarh HH(I)opmaun()Huo-aHannmqecxne MaT€pransl 110 BOIIpocaM
YIpaBJICHUsI PHUCKaMH HH(l)OpMaHHOHHOﬁ 0e30IacHOCTH B Opratusanusx
Ko®C

Heo6xoauMele 3HaHUS

3akonomatensctTBO Poccuiickoii ®enepariv, HOpMaTHBHbIE IPABOBBIE aKThI,
HAIlHOHATLHEIE, MEXTOCYIapCTBEHHBIE M MEXIyHapOJHBIC CTaHAApTHl B
obnmactd 3amMTHl HMHGQOpMauMM, B O00JacCTH YNpaBICHHS PHCKAMHU
uHpopManmoHHO#  Oe3omacHocTH, obecneuenns  HMHGOPMAIHOHHOM
6€30MacHOCTH M OINEpallHOHHON HANEXHOCTH (KHOEpyCTOHYMBOCTH) B
opraamsamusx KOC

PykoBomdiipie ©  METOAMYECKHE  JOKYMEHTBHl  YIOJHOMOYEHHBIX
denepanLHLIX OPraHOB HCIONHHUTENBHOM BIIACTH, HOPMATHBHEIE akThl baHka
Poccuu B 061acTH 3alHTE HHGOPMAIMH, B 00JIACTH YIPaBJICHHS PUCKaMH
uapopManHoHHO  OesomacHocTH, ofecnedeHHs  HMH(OPMaLMOHHOH
6€30MacHOCTH H OIEPAlMOHHOM HAJeXKHOCTH (KHOEpYCTOHYMBOCTH) B
opraam3amsx KOC

[TpuHUMIBI pa3paGOTKH M COBEPIICHCTBOBAHHS METOIOJOTHM YIIPABJICHHUS
puckamu uHpopMauHOHHOH 6e30macHocTH B opranusaumsax K@C

IpHHEUMIBI [TOCTPOCHHS CHCTEM YIPABICHHSA PHCKaMH HHPOpMALHOHHON
oesonacHocTH B opranmsamusix KOC

CrenudrKa I1aTe)XHbIX npoueccos B opranuzauusax KOC

Meroaonorus pa3pabOTKH NporpaMM KOHCYJIbTUPOBAHHS M IOBBIIICHHS
OCBEJIOMIIEHHOCTH II0  BONIpOCaM  IIPOTHBOACHCTBHA  pealH3alluu
HHPOPMALHOHHBIX YTPO3 B OTHOIIEHHH NOTpebuTeNel PUHAHCOBBIX YCIIYT B
opranm3ausax KOC

[IpuBIMNBl OpraHW3alMd BHYTpeHHe# orueTHocTH opranmzamud KOC B
paMKax ymOpaBicHHS pHCKaMM WHGOPMAaIMOHHOM O6€30MacHOCTH B
opranm3anmsx KOC

Hpyrue

XapaKTePUCTHKH

3.4.4. TpynoBas pyHKIHHA

Pa3pa60TKa METOA0JIOTHH BBIABJICHUA HHIUICHTOB

9 YposeHs
Hanmeropanue HH(GOPMAIMOHHOH 6€30I1aCHOCTH, PEarnpOBaHHAs Kox | D/04.7 | (nomyposens) 7
Ha HUX ¥ BOCCTAaHOBJICHH IIOCJIC HX pCAIM3AIMHU B KBATHQHKALHH
opraam3amuix KOC
IpoucxoxkaeHue TPYAOBOH Opwrunan X 3anuMCTBOBaHO H3
$yHxuun OpHrMHaJIa
Kon PeructpaulOHHELH
OpHIMHAla HOMEp
npo¢eCCHOHAIBHOTO
cTaHAapTa

Tpynosele neicTBus

PaspaGoTka, CcoOrJlacOBaHHE BHYTPEHHHX JOKyMEHTOB, OIPEACISIONIHX
NOpA/IOK BBLISABICHUS HHIMACHTOB HH(OpMaNMOHHON O6e30macHOCTH B
opraam3auusx KOC

PaspaGoTka, COIJIaCOBaHHE BHYTPEHHHMX JIOKYMEHTOB, OIIPECIIAIOMMX
MOpPANOK peardpoBaHUs Ha WHUMACHTH MHQOpMANMOHHON (Ge30MacHOCTH B
opranmsamusx K®OC, B TOoM 4uMClIEe TOpPAAOK HMHPOPMHPOBAaHHA O
KOMIBIOTEPHBIX HMHIWAEHTaX, pearHpoBaHHMs HAa HHUX, NPHHATHA MEp IO
JIMKBHIAIMH KOMIBIOTEPHBIX aTak, NPOBEACHHBIX B OTHOLICHHH 3HAYHMBIX
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00BEKTOB KPHTHYECKOH HHPOPMAHOHHON HHPPACTPYKTYphl B OaHKOBCKOM
cdepe 1 uHBIX chepax GUHAHCOBOIO PHIHKA

Pa3zpaGoTka, corjiacoBaHu€ BHYTPEHHHX JOKYMEHTOB, OIpEAEIAIOIHIX
NOPSZIOK  BOCCTAHOBJIEHHMsS (YHKIMOHHPOBaHHSA OH3HEC-IIPOLECCOB U
TEXHOJIOTHYECKHX MPOIECCOB H 00BEKTOB HHGpOpMAaTH3alUH IOCHe
peanu3aliy HHIUAECHTOB HHPOPMANMOHHOH 6€30MacCHOCTH B OpraHH3aIMsaX
K®C, B TOM unciae TOpANOK HHPOPMHPOBAHHSI O KOMIIBIOTEPHBIX
HHIMAEHTAX, pearMpoBaHHsS HA HUX, NPUHATHA Mep [0 JIHKBHJALMU
KOMIIBIOTEPHBIX aTaK, MPOBEICHHBIX B OTHOLICHWM 3HAYMMBIX OOBEKTOB
KpUTHYEeCKON HHOOPMAIMOHHOH HHPPaCTPYKTYpHI

Pa3paGoTKa, COIJIACOBaHHE BHYTPEHHHX JIOKYMEHTOB, OIpENEIAIOMMX
NOPSANIOK OpraHU3allii B3aUMOAEHCTBHS B paMKaX pearupoBaHHMs Ha
MHIMACHTE HHOPMAMOHHOM Ge3onmacHocTy B opranusauusax KOC, B Tom
ypcle MOPAAOK HHPOPMHpOBaHMS O KOMIBIOTEPHBIX HMHIHICHTAX,
pearpoBaHUs Ha HHX, IPHHATUSA Mep MO JIMKBHIAIMH KOMIBIOTEPHEIX aTak,
NpOBECHHBIX B OTHOIICHMH 3HAYAMBIX OOBEKTOB  KPHTHYECKOM
AH(OPMALMOHHOH HHPPAaCTPYKTYpPhI

Pa3paboTka, cOIIacOBaHHE BHYTPCHHHX JOKYMEHTOB, OIpeAeIOLIHX
NOPSAJOK IMPOBEAEHHs aHAIM3a MpPHYMH M IOCHCACTBHH peaau3aluu
HHIMICHTOB HHpOpMalHOHHOH Ge3omacHocTH B opraHu3auusax KOC, B tom
ypclie INOpAAOK HHPOPMHPOBAaHHA O KOMIBIOTEPHBIX HWHIMIECHTAX,
pearupoBaHus Ha HUX, IPHUHATHA MEp MO JMKBHIAIMH KOMIIBIOTEPHBIX aTak,
NpOBEJEHHBIX B OTHOWIEHHH 3HAYUMBIX OOBEKTOB  KPHUTHYESCKOH

uHdopMannOHHONH HHPPACTPYKTYPhl

Ompenenenne  mokasarenedf  3(QEKTHMBHOCTH  pearHpoBaHus |
BOCCTAHOBJICHHS IOCJ€ peald3alliil HHIMICHTOB HMHGOPMalHOHHOM
6e3omacHocTH B opranu3anusx KOC

Pa3paGoTKa, COTNacOBaHHE BHYTPEHHHX JOKYMEHTOB, OIPENCISIOMUX
METOZOJIOTHIO OLEHKH TOTEHIMaNa BIMSHUSA (KPHTHYHOCTH) HHIMACHTA
nH(popManronno# Ge3omacHOCTH B opranusanuax KOC

Heo6xoaumbie yMeHuUs

AHaTA3MpOBaTh W IPUMEHATH METONONIOTHUECKylo 6a3y, TpebGoBaHus
3akoHozarenbcTBa Poccuiickoit ®Denepannyn, HOPMaTHUBHBIX akToB banka
Poccuu, MEXAYHAapOAHBIX ¥ HAUHOHAIBHBEIX CTaHAapTOB B 001acTH
yIpaBlieHHs pHCKam# HH(POPMAIHOHHOH Oe30macHOCTH, O0OecneYeHus
3amuTH HHGOPMALMH H ONEPALMOHHON HANIEXKHOCTH (KHOEpyCTOMIHBOCTH)
B opranmsammsx K®C, a Takke o0 Inopaake HHGPOPMUPOBaHHA O
KOMIIBIOTEPHBIX HHIMIEHTaX, PEarHpoBaHH:A HAa HMX, NPUHATHS Mep Io
JMKBHIALKH KOMIIBIOTEPHBIX aTak, MPOBEACHHBIX B OTHOLICHHH 3HAYAMBIX
0OBEKTOB KPUTHYECKOH HHPOPMALMOHHOH HHPAaCTPYKTYpPhI

ObecrieunBaTh  METOJIOJIOTMYECKOE  CONPOBOXACHHE  JIEATEIBHOCTH
opranuzanuun KO®C B 061acTH BHIABJICHHS WHIHICHTOB, pearupoOBaHMs Ha
HHMX M BOCCTaHOBJIEHMs IOCJE pealn3aniy HHIHAEHTOB MHGOPMALHOHHOK
6e3omacHocTH B opranuzanusax KOC

PaspaGarbiBaTh OPOEKTHI BHYTPEHHHX JOKYMEHTOB (JIOKalibHBIE aKTEHI,
OpraHU3alliOHHO-PaCHIOPATUTENEHBIE  JOKYMEHTHl M MCTOJMYECKHE
matepuaisl) opraHuzammd K@C 1o BBUBACHHIO  MHIMJCHTOB
HH(OPMAIHOHHOM 6€30MacHOCTH, PEarHpoOBaHUs Ha HUX U BOCCTAHOBJICHHS
mocie UX peanusanuy B opranusanuax KOC, B Tom yncne kHGOPMUPOBAHHS
0 KOMIIBIOTEPHBIX MHIH/ICHTaX, PEarHpoOBaHus Ha HUX, NPUHATHA MEp 1O
JIMKBH/IALAA KOMIIBIOTEPHBIX aTakK, MPOBEACHHBIX B OTHOIICHHH 3HAYMMBIX
00BEKTOB KpHTHYECKON HHPOPMAIHOHHON HH(PacTPyKTypBI
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IloarorasnmiBars I/IHQ)OPMaIII/IOHHO-aHaJII/ITPI‘-ICCKI/IC MaTEPHAIEI I1I0 BOIIpOCaM
BBIABJICHHS HHUUICHTOB, pearipoBaHHs Ha HHUX M BOCCTAHOBJICHHS IIOCIIC
peanm3alii HHIHACHTOB nmbopmaunonﬁoﬁ 0€30IacHOCTH B Opranu3anuiax
K®C

HeoOxoauMele 3HaHUS

3akoHozarenscTBO Poccniickoit denepaiyivi, HOpMaTUBHEIE IIPAaBOBLIE aKThI,
HAIlMOHANLHEIE, MEXTOCYHapCTBEHHBIE M MEXTyHapOAHBIE CTaHAapThl B
obnactd 3ammTHl HHQOpMalMH, B OONAacTH YNpaBIECHHA PHCKaMH
nHPOPMAIMOHHON 6E30MacHOCTH, a TAKXKe O MopsaKe HHPOPMHUPOBAHHUS O
KOMIBIOTEPHBIX WHIMAEHTAX, pearupoBaHHs Ha HHUX, NPUHATHS Mep MO
JMHMKBHAALMN KOMIIBIOTEPHBIX aTak, MPOBEJACHHBIX B OTHOILIEHHM 3HAYMMBIX
00BEKTOB KpuTHYeCKOl nHGOpMallHOHHOH HHPPACTPYKTYphI

PykoBoidiue ¥ = METOAMYECKME  JOKYMEHTHl  YHNOJHOMOYEHHBIX
(enepanbHbIX OPraHOB HCIIOMHUTENBHOM BIIACTH, HOPMATHBHbIE aKTHI baHka
Poccun B 06acTH 3alMTEl HHGOpPMAIMH, B 00JIaCTH YIIpaBJICHUS PHCKaMU
nH(pOpManHOHHOM Ge301aCHOCTH, a TAKOKe O IOpPsJIKE HHPOPMHPOBAHHUS O
KOMIIBIOTEPHBIX WHIUICHTaX, PEarHpoBaHHs HAa HHX, MPHHATHS MEp 110
JIHMKBHAALMHA KOMIIBIOTEPHBIX aTaK, HPOBEICHHBIX B OTHOIICHMH 3HAYHMBIX
0OBEKTOB KPHTHYECKOM MHPOPMaLHOHHOH HH(PaCTPYKTYPEI

OcHoBBI opraHu3aluu TIPOIIECCOB BELBJICHHSA HHIIUJICHTOB
nHGOPMALHOHHON 0€30I1aCHOCTH, pearupoBaHKs Ha HEX M BOCCTAHOBIICHUA
pnocie WX peamusauuu B opraHm3anuax K®C, B ToM 4YHCie NOPSIOK
HH(OPMHUPOBAHUA O KOMIBIOTEPHbIX HHIMICHTAX, PEaripoOBaHHA Ha HHX,
NpPHHATHS MEp [0 JIHMKBHIAIHH KOMIBIOTEPHBIX aTaK, NMPOBEJCHHBIX B
OTHOIICHHH 3HAYMMbIX OOBEKTOB KPUTHYECKOH HH(OPMALMOHHOM

HHQPACTPYKTYpPHI

KmoueBsie nmokasarenu 3QPeKTHBHOCTH AeSTeNnbHOCTH opranusanuu KOC
MO  BHIABICHHIO MHIMAEHTOB  HHPOpPManMOHHOM  6€30IacHOCTH,
peardpoBaHWI0 Ha HHX M BOCCTAHOBJIEHHIO IIOCIE HX pealu3alui B
opranuzaumsix KOC

dopmatel o6Mena wuHpopManmeidi 06 MHIHAECHTaX HHGPOPMALHMOHHON
6esomacHocTH B oprammsamuax K®C, B ToM 4Hciae NOPAAOK
MH(OPMHUPOBaHKsT O KOMIBIOTEPHBIX MHIMICHTAaX, PeardpoBaHHsd Ha HHX,
NPHHATHS Mep [0 JIMKBHIAUMH KOMIBIOTEPHBIX arak, IPOBEACHHBIX B
OTHOIIEHHH 3HAYMMBIX OOBEKTOB KPHUTHYECKOH HH(OpPMAIMOHHOM

HHPPaCTPyKTYpHI

TTpUHUHMIEL ¥ METOJBI PacIpe/ICNIeHHs POJIC H OTBETCTBEHHOCTH B PAMKaX
pearupoBaHus Ha HMHIOHMAEHTH HHQOpMalHOHHOH Oe3omacHOCTH H
BOCCTAHOBJIEHHS I0CJIe HX peaym3anuu B opranuszanusx K@C, B Tom uncie
NopAAoK HHGOPMHUPOBAHHSA O KOMIBIOTEPHBIX MHIHMICHTAX, PEardpoBaHHUs]
Ha HHX, IPHHSATHA MEP 110 JTAKBHAANMH KOMIBIOTEPHBIX aTaK, IIPOBEACHHBIX
B OTHOIIEHMH 3HAYUMBIX OOBEKTOB KpPUTHYECKOH WH(POPMALHOHHOH

HH(PPACTPYKTYPHI

Crnenuduka IIaTEXHBIX IpoleccoB B opranusanusx KOC

OCHOBHEIE TIOAXOABI U JIy4llHe MPAKTHKH [0 cOOpYy TEXHMYECKHX JAaHHBIX
(CBMIIETENECTB) B paMKaX BBIABICHMS HHIUICHTOB HHQOPMANHOHHOM
6€e30MacHOCTH, pearupoBaHis Ha MHIMJEHTH M BOCCTAHOBJICHHA NOCIE MX
peanm3auuu B opranmsanusax KOC

Hpyrue
XapaKTEPUCTHKH
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3.5. O60o6mennas TpyaoBas GyHKIHA

Konrpoins obecrieueHns nHGOpManuOHHOM
6e30macHOCTH ¥ oOecriedeHue oIl i
HauMeHOBaHHE HCH CPaHOHHON Kox E Yposers | o
Ha/IeXHOCTH (KHOEpyCTOHYHBOCTH) B KBTHHUKALHHA
opranmsausax KOC
Tponcxoxnere 3auMCTBOBAaHO M3
06061meHHo# TpyA0BO#H Opwurusan X
OpHrHHaJa
dyHKUIHM
Kon PernctpauoHHBIiH
OpUTHHANA HOMep
npo¢ecCHOHANBHOTO
cTaHAapTa
Bo3MoxHbIe Crenuamct no nHGopMalMoOHHOH 6€30MacHOCTH
HAaNMEHOBaHHUS Beaymuii cienuanicT no 3amure HHGopManuy
JOJDKHOCTEH,
npodeccuit

TpeGoBanns
00pa3oBaHHIO H
00y4eHuI0

Bricmiee 06pa3oBaHye — CIEIHATHTET WIH MarucTparypa B obnactu
HH}popMaLHOHHOH 6e30IacCHOCTH

WA

Bricmee o6pasoBanue (HenpoMIBHOE) — MAaTHCTPaTypa WK CHELHATATET U
JOTIONHHUTENBHOE podeccHoHaTBHOe 06pa3oBanue (podeccHoHanbHAasA
IepenoAroToBka) B o6acTi HHPOpMalMOHHOH O€301acHOCTH

TpeboBaHus K OOBITY
MpaKTHYECKO# paboThl

He MeHee oiHOrO roja B 061acTH HHPOpMaLHOHHOH 6€30I1aCHOCTH B
opraam3amuax KOC

Oco6ble ycnoBHs
JIOIycCKa K pabote

Hanu4ne JI0MycKa K TOCYAapCTBEHHOM TaliHe (TIIpH HEOOXOIUMOCTH)

Hpyrue

XapaKTEPUCTHKH

IIOI'IOJIHI/ITCJIBHBIC XapaKTCPpHUCTHKH

HaunmeHnoBanue Kox HauMeHoBaHHe 6a30B0ii IPyIIbL, JOIDKHOCTH (IIpodeccHHm)
JOKYMEHTa WY CHENHAILHOCTH
OK3 2529 CnenuanucTsl 10 6a3aM JaHHBIX H CETAM, HE BXOSALIHE B
IpyTHE IPYIIBI |
EKC - AIMHEHHCTpATOp 1O 00ecnedeHUI0 6e30MacHOCTH HHGOpMaIuK
- WmxeHep no 3amure HHGOpMaLuu
- WHxeHep-NporpaMMHUCT MO TEXHUUECKO#H 3aIuTe HHpopMalyu
- Cnenuanucr 1o obecnevyeHuo 6e30macHoCTH HHGOPMALIUK B
‘ KIIIOYEBBIX CHCTeMax HH)OPMAMOHHOH HHPPACTPYKTYPhI
OKIIATP 22567 Hmxenep no 3anute MHGOpMaUY
26579 Crenpamict 1o 3amure HHGopMaiuu
OKCO 1.01.04.02 | IIpukiagnas MaTeMaTHKa M HHPOpMATHKA

1.02.04.01 | MaremMaTHKa H KOMIIBIOTEPHBIE HAYKH

1.02.04.02 | ®yngameHTanbHas HHPOPMATHKA H HHPOPMALIHOHHBIE
TE€XHOJIOTHH ’

1.02.04.03 | MartemarHuecKoe oGeclieYeHHE ¥ aIMHHACTPHPOBAHUE
HH(OPMALHOHHBIX CHCTEM

2.09.04.01 | UudopmaTHKa ¥ BHIMHCIUTEIbHAA TCXHAKA
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2.09.04.02  UudopmauroHHBIE CUCTEMBI H TEXHOJIOTHH

2.09.04.03 | I[NpuknagHas nHGOpMaTHKA

2.09.04.04 | IIporpaMMHas HHXXECHEPHS

2.10.04.01 = WudopmanmonHas 6€30nacHOCTD

2.10.05.01 = KommbloTepHas 6€301acHOCTD

2.10.05.02 = MudopmauuronHas 6€30MacHOCTb TENEKOMMYHHUKAIIMOHHBIX
CHCTEM

2.10.05.03 | MudopmanmonHas 6€30MacHOCTs ABTOMAaTH3HPOBaHHBIX
CHCTEM

2.10.05.04 . = MladopMauMOHHO-aHATMTUHIYECKHE CHCTEMBI 6€30I1aCHOCTH

2.10.05.05 | BezomacHOCTH HHG)OPMALMOHHBIX TEXHOJIOTHIA B
IIpaBOOXPAHHUTEIILHOM cdhepe

2.10.05.06 = Kpuntorpadus

2.10.05.07 ' IlpoTmBoAeiHCTBHE TEXHUYECKHM pa3BeIKaM

3.5.1. TpynoBas pynkuus

HanmeHoBaHue

[MpoucxoxacHKE TPYAOBOM
GyHKIHM

TpoBeeHre KOHTPOIBHBIX IIPOBEPOK v
a60TOCIOCOGHOCTH H OlICHKA 3)(DEKTHBHOCTH POBCHb
P o0 Koa | E/01.7 | (momyposens) | 7
NPHMEHAEMBIX POTPAMMHO-ANNAapaTHBIX CPEJICTB KBaTHpUKATH
samuThl HHGopmanuy B opranusanusax KOC
3aMMCTBOBaHO U3
OpurmHan X
opHrHHana
Kon PerucTpauroHHbIH
OpHTHHANA HOMEp
npodeCCHOHATBEHOTO
cTaHaapTa

TpynoBble AelicTBUA

TIpoBepka paGOTOCTIOCOOHOCTH INPUMEHSEMBIX MPOrPaMMHO-aMIApaTHBIX
CPeNCTB 3alUTHl MHpOpMAIMKM C MCIONB30BAHHEM INTATHHIX CPEACTB H
MeToguK B opranu3anusax KOC

Onenka 3¢ (exTHBHOCTH NPUMEHSIEMBIX MPOrPaMMHO-aNIapaTHHIX CPEICTB
3amuUTHl HHPOPMALMK C UCTIOIB30BAaHHEM INTAaTHBIX CPEACTB H METOIHK B
opraam3auusix KOC

OnpeneneHne YpOBHS 3alMIIEHHOCTH IPOrpaMMHO-aNIapaTHEIX CPEICTB
3amuTsl HHpopMmanuu B opranmsauusax KOC

HeobxouMele yMeEHHS

AHanM3UpOBaTh M INPUMEHATH METONONOTHYECKYIO 6asy, TpeboBaHUA
3aKOHOJaTenbCcTBa Poccmiickoit ®enepanyy, HOPMAaTHBHBIX aKTOB banka
Poccrn, MeXIyHAapOIHBIX M HAllMOHAJIBHBIX CTAHAAPTOB B 00JIaCTH 3AIMTEI
uHdopmaumu B opranusammsix KOC

Onpenensars HapamMeTpsl (YHKIMOHHPOBAHHS MNPOrPaMMHO-aINapaTHBIX
CpeICTB 3aMTh HHGopManuy B opraausamuax K@C

PaspaGarbiBaTh ~ METOJMKHM  OLIEHKH  3allMIICHHOCTH  IIPOrpaMMHO-
anmnapaTHBIX CPeACTB 3auThl HHGopMauuy B opranmsanuax KOC

OuenuBath P PeKTHBHOCTD 3aUTh HHGopMamun B opranusamusix KOC

inIMeHHTB pa3pa60TaHHHe MCTOIAUKH OIICHKH 3aMUINCHHOCTH
NIporpaMMHO-aIllIapaTHBIX CPEACTB 3aIMTHI HH(bOpMaIIIfIH B Opranusanusiax
K®C

AHaJIPl?»I/IpOBaTL IPOrpaMMHO-AMIIAPaTHRIE CPEACTBA 3AWMTBI C LECJIBIO
OIIPEACIICHHA YPOBHS o0OecrieydBacMOi MMM 3al[UIIECHHOCTH B opraHusanmiax
Ko®C -
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HeobxoauMble 3HaHHUSA

3axoHonarenbcTBO Poccuiickoit @enepannn, HOpMaTHBHEIE IPABOBBIE aKTH,
HaMOHAIIbHBIE, MEXTOCYJapCTBEHHBIE H MEXIyHapoAHbIE CTaHAAPTHl B
obnacTy 3amuTh HHGopMaluu B opranusanusx KOC

PykoBogsmue ®  MeToaW4eckue  JIOKYMEHTHI  YIIOJHOMOYEHHBIX
(enepaIbHBIX OPraHOB HCIIOIHUTEIHHOM BJIaCTH, HOpMaTUBHbIE aKkThl baHka
Poccun B o6nacty 3amuTthel vHGOpManuu B opranusanusax KOC

[TpHHIUNBI NOCTPOSHHST KOMIBIOTEPHBIX CHCTEM H CETEH B OpPraHM3alMax
K®C

MeToapl W METOOMKH OLCHKH O€30MacHOCTH MpPOrpaMMHO-alNapaTHBIX
CpEICTB 3auUThl NHGOpMaLUuH

IlpuHUMOBEI DOCTPOEHHMS MPOrpaMMHO-aNIapaTHBIX
uH$popmanun B oprauzauuisx KOC

CpCaCTB 3AlIUTBL

[TpHHUMITEI HOCTPOESHHS OJCHCTEM 3alUTH HHGOpPMaLHH B KOMIIBIOTEPHBIX
cucreMax B opragusanmsix KOC

Metoasl W CpeAcTBa TpOBEPKH pabOTOCIOCOOHOCTH IPOrpaMMHO-
anmapaTHHIX CPEACTB 3aUIMThl MHOpPMaIIHH

Mertons! onieHKH 3()(PEKTUBHOCTH MOJIMTUKH O€30MaCHOCTH, peanu30BaHHON
B [pOrpaMMHO-almapaTHBIX CpEeACTBaX 3amMTHl  HHOpMalMH B
opranm3anuiax KOC

MerTonp! u cpeicTBa OLEHKH 3P(eKTHBHOCTH NMPOrpaMMHBIX peaTu3amuit
AJITOPUTMOB 3aIUTH HHPOPMAIHU

Cnoco0nl aHATH32 IIPUMEHACMEBIX METOOOB U CPEZICTB 3alTUTHI HH(bOpMaI.[I/II/I
Ha NpeIMET COOTBCTCTBHS IIOJIMTHKE 6€30IaCHOCTH B Oprann3anusax K®C

Hpyrue

XapaKTEPUCTHKU

3.5.2. TpyaoBas pynkuus

HanmeHoBaHMe

[IpoucxoxaeHue TpyA0BOH
byHkMH :

KOHTpOJIb IPOLIECCOB 3aIUThl HHPOPMALIMH H Vposenb
obecreyeHus ONEPalMOHHON HaIe)XHOCTH Kon | E/02.7 | (nomyposens) | 7
(xubepycroitunBocT) B opranusauusax KOC KBaTH(HKALAH
auHMCTB
Opwrunan X 3 OBaHO H3
OpHruHana
Kon PernctpauoHHBIH
OpUTHHaa HOMEp
nipodecCHOHANBHOTO
CTaHIaapTa

TpynoBsle nefcTBHS

KoHTposnp peanu3aly MpPOIECCOB NPHMEHEHHS TEXHOJIOTHYECKHX MEp
3amUThl MHOQpManuH, o0paGaTeiBacMOM B paMKaX TEXHOJIOTHYECKHX
onepanuii, NpH BBHUIOIHEHHA OH3HEC-IPOLIECCOB H  TEXHOJIOTUYCCKUX
npoueccos B opraau3anusix KOC

KonTpons peanmsaumu ¢GyHKUHH O€30HaCHOCTH M KOHTPOJS (HAIHYHS)
ysa3BAMOCTeH 00BeKTOB HH(pOpMaTH3aUMH NPHKIALHOTO YpOBHA B
opranu3aiuax KOC

KOHTpOJIb peanu3alii OpraHU3aHOHHBIX H TEXHOJOTHYECKHX MEP 3aIlHTHI
uHpopMmanuu " obecnevyeHus onepauuoOHHON HaJEXXHOCTH
(xubepycroitunBocti) B opranusauuiax KOC

KOHTponb peau3allii NPOIECCOB obecneyeHHs 3allUTel HHpOpMauuu u
ONEepaIMOHHON HaJe)XHOCTH (KHOEpyCTOHYMBOCTH) Ha dTanax XHU3HEHHOrO
nuKia o6beKTOB MHPOPMATH3AUUK TPUKIAHOTO YPOBHS B OpraHH3alHUsX
K®oC
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Peanm3arus mporpaMm KOHTPOJS M ayAuTa 3alUTHl MHOOpMAIMM MU
ofecrieyeHUs ONEPaHMOHHONW HAAEKHOCTH (KHOEepyCTOMYHBOCTH) B
opranusauusx KOC

IIpeacraBnenue OTYETHOCTH B paMKax oOecreueH s 3aliuThl HHPOpMaluH 1
ONepallMOHHOM HaIECKHOCTH (KHOepycToHYMBOCTH) B opranuzamusax KOC

Opranmsanuss H IpPOBEICHHE CIEHAPHOTO aHAIM3a M TECTHPOBAHHUA
roroBHOCTH opranuzauuii K®C mnpoTHBOCTOATH peaim3aliud  Yrpo3
nHpOpMalIHOHHON 6€30I1acCHOCTH

Heobxonumele ymeHHA

'

AHanu3upoBaTh M IIPUMEHATH METOAOJIOrHYEecKyl0 0a3y, TpeboBaHHSA
3akoHoAarenscTBa Poccuiickoit ®enepauuu, HOpMaTHBHBIX aKkTOB baHka
Poccuy, MEXKIyHApPOAHBIX H HAUMOHATBHEIX CTAHJApTOB B O6IACTH
yIOpaBJICHUS pHUCKaMH WH(OpPMaNMOHHOM Oe30macHOCTH, obecnedyeHus
3amMTH HHGOPMAIIVH U ONEpallMOHHONH HaeKHOCTH (KHOEpyCTOHIHNBOCTH)
B opranu3anusax KOC

Pa3zpabGaTeiBaTh TPEQIOKEHHS 10 COBEPIICHCTBOBAHHIO METOHOJIOTHUH
obecreueHuss 3alMUTBl HMH(QOpPMAllMM ¥ ONEpalHOHHOH HANEe)XHOCTH
(kubepycroiiunBocT) B opranuzanuiax KOC

IMpuMeHAT, TEXHONOrMYeCKHe Mephl I OOECleueHMs  3allMThI
uHpopManuu, oOpabaTsiBaeMOi B paMKax TEXHOJIOTHYECKUX OIEpaldii, Ipy
BBIIOJTHCHUH OM3HEC-IIPOLIECCOB W TEXHOJOTHMYECKHX IIPOLECCOB B
opraam3amusax KOC

[IpuMeHATs, OpraHH3allMOHHbIE M TEXHHYECKME MEpEl 10  3alluTe
uHpopMaIu 7§ obecrieueHuIo OIIEpalMOHHOM HaJIS)KHOCTH
(xubepycroitanBocTH) B opranu3amuiax KOC

AHaIH3HpOBAThH TEXHUYECKYIO  JTOKYMEHTAIHIO Ha 00BEKTEI
nHpopMaTu3aiyu B opranusanuiax KOC

Heob6xoauMeie 3Hanus

3akonoxarenscTBo Poccuiickoit @enepanun, HOpMaTHBHEIE IPABOBBIC AKThI,
HAIIHOHAJIbHEIE, MEXTOCyJapCTBEHHBIE W MEXIYHApOAHBIE CTaHAAPTHl B
o0nacTd 3amMTH HHpOpPMAamuu, B OONAacTH peanusaliMd H KOHTPOJSL
OpoOIleCCOB  3alqMThl HMH(popMmamum U obecmedeHHs ONEpalMOHHOM
Hafe)XHOCTH (kubepycToitunBocTH) B opranu3amuax KOC

PykoBomsmue ¥~ METOAMYECKHE  AOKYMEHTBHI  YIOJHOMOYEHHBIX
(enepanbHBIX OPraHOB UCIIOTHHTENBHOH BIaCTH, HOPMaTUBHEIE aKThl baHka
Poccuu B 06s1acTi 3amu Tl KHGOpMaIHH, B 00/1aCTH peaM3alii 4 KOHTPOIIA
IpPOLECCOB  3alMTHl HHQOpMammH M 00ecledYeHHs ONEPaldOHHOM
HaJIeXKHOCTH (KuOepycroitunBocTH) B opranm3amuiax KOC

[IpyHOMOBI TOCTPOCHUS KOMIBIOTEPHBIX CHCTEM M CETCH B OpraHH3aIUsgX
K®C

ba3oBbIli COCTaB OpraHW3allMOHHBIX M TEXHHYECKMX MeEp 3alluThI
uHpopManuu Hu obecrieyeHus onepanuOHHOMN HAJIe)KHOCTH
(xubepycroiiunBocTn) B opranusamuiax KOC

IToaxoasl K cCerMEeHTALIH BEIYUCITHTEIBHBIX cerei

OcHoBbl  ofecrieyeHuss  Ge3omacHOCTH 00BeKTOB  HHGOPMATH3AIMU
MPHKJIAJHOTO YPOBHS

Croemm¢uka nuaTe)xHsIX npoueccoB B opranusauusax KOC

Hpyrue

XapaKTePHCTHKH
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Peay3aius mporpamMM NOBBILICHHS
ocsesoMaeHHocTd opranm3anuii KOC no Vposens

HaumeHoBaHHe | BOIIPOCAM 3alMThl HHpopMauny 1 oOecniedennss | Kon | E/03.7 | (momyposems) | 7

onepanMoHHOM HaIe)KHOCTH KBaInQuKaLEL
(xubepyctoitunBoctu) B opranuzaiuax KOC

IpouncxoxaeHue TpyaoBoi Opuruan X 3aMMCTBOBAHO U3
dyHKIIMM OpHWrMHaJIa
Koa PernctpaltmoHHbIH
OpHUrHHama HOMEp
npo¢ecCHOHANIBHOTO
cTaHaapTa
Tpynoseie neficTBHA Opranuszanusi KOHCYJILTHPOBAaHHS H HMHCTPYKTHPOBAHHA paboOTHHKOB

opranm3ammii K®C B COOTBETCTBMHM ¢ IIpOrpaMMaMH  IOBBIIICHHS
OCBEIOMJICHHOCTH

OpraHusauus MEPONpPHATHH MO HOBBILCHHIO OCBEIOMJIEHHOCTH WICHOB
COBETa JUPEKTOPOB (HabMI0JaTeIEHOTO COBETA) H HCIOIHUTEIBHOIO OpraHa
0 BOIpOCaM OpraHH3alliM M KOHTPOJI  yNpaBJIE€HHS  pPHCKaMH
nHPOPMAUMOHHON 6e30MacHOCTH, 3alUMThl HHOOpManuH H 00eCIeYeHHUs
OlepallMOHHOM HaAeXHOCTH (KubepycToifuuBOCTH) B opranusanusx KOC

[IpoBesieHHEe KOHTPOJNBHBIX MEPOLPHATHH IO pe3y/bTaTaM pealu3aluu
IpOrpamMM KOHCYJIbTHPOBaHHS Y MOBBIIIEHUs OCBEJIOMIEHHOCTH PaOOTHHKOB
opranmsanuiit KOC mo BompocaM INpOTHBOACHCTBHS peaM3alliH Yrpos3
uHdopMalnoHHO# 6€30MacHOCTH

Oprauu3anys 1 IpoBeACHUE KOHCYIHTHPOBAHMS Ul pAOOTHUKOB, BXOASAIIMX
B IPYNOBl I[OBBIIEHHOTO PpHCKa, IO BONPOCAM  BBIABICHHA |
IPOTHBOJICHCTBHS PEANH3alMH YIpo3 HHGOpMaNHOHHOH 6e30macHOCTH B
opranm3aiuiax KOC

IoaroroBka NpeUIOKEHUN IO COBEPIICHCTBOBAHMIO IMPOrpamMm IO
HOBBIIIEHHIO OCBEIOMIICHHOCTH B opranusamsax KOC

JloBezieHHE 10 KJIMEHTOB — OTpebuTeel PHHAHCOBHIX yCIyT HHpOPMALUH,
CIIOCOOCTBYIOICH  YMCHBUICHHIO  HETAaTHBHOIO  BIMSHHMSA  PHCKOB
ungopMaumonnoii 6e3omacHocTd B opranmsanuax KOC

HeoOxonumbie ymeHust

AHQIM3ApOBaTh M IPHMEHATH METOAONOTHYECKYlO 0Oa3y, TpeOoBaHu:
3aKoHOzaTenbcTBa Poccmiickoii ®enepanmi, HOPMAaTHBHBIX akToB banka
Poccuy, MeXIYHApOAHBIX H HAUMOHAIBHBIX CTAaHJApPTOB B 00JacTH
yIpaBleHHs pHUCKamM¥ HMHQOPMALMOHHOH Oe30macHOCTH, obecneyeHus
3aIMTE] MHGOPMAIMM ¥ OIEPALMOHHON HAJEKHOCTH (KHOEpYCTOHYMBOCTH)
B opranm3anusx K@C

Opl" aHU30BEIBATh H NPOBOJMTH MCPOIPHUATHSA II0 KOHCYJIBTHPOBAHHMIO H
IMOBBIIIEHUIO OCBEIOMJIIEHHOCTH B OpraHu3anusiax K®C

Onpenenats GOpMBI, METOABI H CPe/ICTBA OOBEKTHBHON OLEHKH Ipoliecca U
pe3yJIbTAaTOB NOBBICHHSA OCBEJIOMIECHHOCTH ¥ KOHCYIbTHPOBAHHSA

PaspaGarbiBaTh (OCBaMBaTh) H BHEIPATh COBPEMEHHBIC TEXHOJOTMH M
dopMupoBath  cIOCOGBI  TMOBBINICHHA MOTHBaNMM  pabOTHHKOB B
opraam3aax KOC

IIpUMEHSATh  TEXHOJNOTHYECKHE MEpPhl I OOECIedeHus — 3allyThl
uHdOpMaIHH, 06paGaTEBAEMOl B pAMKaX TEXHONOTHYIECKHX ONepalui, mpy
BLITIOJIHEHAH OW3HEC-TIPOIIECCOB M TEXHOJOTMYECKHX IPOIECCOB B
opranuzamusix KOC ‘
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ITpuMeHATH OpraHM3allMOHHBIE U TEXHUYECKHE MEPHI 3alATH HHpopMauu
H 00ECIICYCHHIO OIICPAlIHOHHONW HAJACKHOCTH (KUOCpYCTOHYHMBOCTH) B
opranuzaumsix KOC

HeoOxoauMmeie 3Hagmst

3akoHoaarenscTBO Poccuiickoit @enepanyy, HOpMaTHBHEIE PABOBEIE aKThI,
HAlLMOHAIBHBIE, MEXIOCYy/IapCTBEHHbIE M MEXKIYHApPOJHBIC CTAaHIApPTHI B
obnacTH 3amMThl HHGOpPMaNWHM, B OONacTH pealH3alliM W KOHTPOJIA
MpOLIECCOB  3amMTHl HHQpopMaiMu H 00ECHeYCHHS ONepalHOHHOM
HAJEe)KHOCTH (KkubepycToiunBocTd) B opranu3anusix KOC

PykoBoasimpe W  METOOMYECKAE  JOKYMEHTHl  YIIOJIHOMOYEHHBIX
(enepanbHBIX OPraHOB HCIIOJMHUTEIPHOHN BJIACTH, HOPMAaTHBHbIE aKkThl banka
Poccuu B 061acTH 3amuThl HHGOPMAIIUH, B 00J1aCTH peall3alii U KOHTPOJIA
IpOLIECCOB  3alUTHl HHGpopMauun ® obOecnedyeHHSA ONepalHoOHHOMH
HaJIeXHOCTH (KkubepycToiunBocTH) B opraamsanusix KOC

Crnenuduxa nnatexxHpIx nponeccos B opranusanusix KOC

IMpunimnel obecrnedeHWss 3alUTHl HHGOPMAllMM M ONEpalioOHHOH
HaJeXXHOCTH (KubepycToiunBocTH) B opranuzarmusix KOC

OCHOBBI METOJIMKH TOBHIMICHHS OCBEIOMIIEHHOCTH U KOHCYIbTHPOBAHHUA,
NOYTH JOCTHXXCHUS PE3YIIHTATOB 1 CIIOCOOBI OLEHKH PE3yIbTAaTOB ITOBBIIIEHUA
OCBCIOMJICHHOCTH U KOHCYJIbTHPOBAHHS

Ipomeccri, MeTOmBl CpencTB MOOYIeHHA pabOTHHKOB OpraHH3alliM K
aKTHBHOMY OCBOEHHIO MaTepHaia '

OcHoBBl oObecreueHMs  0e30macHOCTH OOBEKTOB  HMHGpOpMATH3AIUH
TIPHUKJIaTHOTO YPOBHS

Hpyrue

XapaKTCPUCTUKH

3.6. O600mennan TpynoBas pyHKIUHS

Oprasun3anus npoieccoB obecrneyeHus v
HaumenoBanue | HH(OPMAIIMOHHOM Ge30macHOCTH B opranu3anusax . Kox F Kmﬁg?;};;nn 8
K®C
gg:é:é(})::g;};l;;nomﬁ Opurusai X 3aUMCTBOBAHO 13
PAN—- opHUruHajia
Kon PeructpanuoHHbI
OpHIruHala HOMEP
npodecCHOHAILHOTO
cTaHAapTa
BozmoxHsIe PykxoBoautens aenapTraMeHTa
HauMEHOBAHHSI PyxoBoauTens ynpasieHus
JOJDKHOCTEH,
npodeccuii

TpeboBanms k
00pa3oBaHHUIO U
00y4eHHIO

Beiciuee npoduiipHOe 00pa3oBaHKe — MaruCTpaTypa MM CIEHAIUTET B
06nacTy HHPOPMALMOHHOM 6€30IaCHOCTH

WIH ,

Beicuiee oOpa3oBanue (Henpo¢uiIbHOE) — MarMCTpaTypa HiIH CHELHAIATET U
JONOJIHHUTEIBLHOE MPOQECCHOHANIBHOE 00pa3oBaHue (IpodecCHOHAIbHAS
TIEPENOArOTOBKa) B 00nacTH MHGopMaHOHHOH 6€3011aCHOCTH




TpeGoBanus k onsiTy
MpaKkTU4ECKOH paboTh

He menee natu et B 061acTd MHPOPMAITMOHHOM 6€30MAaCHOCTH B

opranmsauusax KOC, u3 HUX He MeHee JIBYX JIET Ha PYKOBOIAIIMX

JOJDKHOCTAX

Oco6rple ycitoBUA
JOIycKa K pabore

Hanuuue nonycka K rocy1apcTBeHHO#H TaifHe (mpu HEOOX0IUMOCTH)

HApyrue
XapaKTCPHCTHKH

I[OIIOJ'IHI/ITCJ'IBHBIe XapaKTCPUCTUKH

HaumenoBanue
JIOKyMEHTa

Kon

HaumeHoBanue 6a30Boii rpynsl, JOJDKHOCTH (TIpodecchu) Wit
CIEeNHAILHOCTH

OK3

1330

PykoBomuTtermm ciyx6 u noapa3aeneHuii B chepe
UHGOPMAIMOHHO-KOMMYHHKAIMOHHBIX TEXHOJIOTHH

EKC

HavanpHEK oTAesna (TabopaTopHu, CEKTOPA) MO TEXHUYECKOMH
3ammTe HHGOpMaIHH

OKIIITP

46115

PyKkoBOZHTENb aHATHTHYECKOM TPYIIBI OAPa3AeIeHus 10
KOMIUIEKCHOM 3ainuTe HH(popMalun

OKCO

1.01.04.02

IpuxiiagHas MaTeMaTuka H MHGOpPMaTHKa

1.02.04.01

MaremaTtuka u KOMIIbIOTCPHBIC HAYKH

1.02.04.02

dyHgamMeHTaNbHAA HHPOPMATHKa H HH(YOpMaLOHHBIE
TEXHOJIOTHA

1.02.04.03

MaremaTtiyeckoe obecreueHie ¥ aIMHHUCTPHPOBaHUE
UH(POPMALMOHHEBIX CHCTEM

2.09.04.01

I/IH(I)OpMaTI/II(a ¥ BBEIYUCJIUTCIIBHAA TCXHUKA

2.09.04.02

I/Imbopmaunomme CHCTEMEI 1 TCXHOJIOTHHA

2.09.04.03

IMpukinagHas naopMaTiKa

2.09.04.04

IIporpaMmHas HHXEHEPUS

2.10.04.01

HudopmanmonHas 6€301acHOCTDb

2.11.04.02

HH(I)OKOMMYHHK&IIHOHHBIC TCXHOJIOTHH H CHCTCMBI CBA3H

5.38.04.01

DKOHOMHKA

5.38.04.05

busnec-uadpopmatnka

5.40.04.01

IOpucnpyaeHuus

2.10.05.01

KommnbloTepHasg 6€301macHOCTh

2.10.05.02

HudopManmonHas 6e30macHOCTh TENEKOMMYHHUKAIIMOHHBIX
CHCTEM ‘

2.10.05.03

WudopmaiponHas 6e30macHOCTh aBTOMaTH3HPOBAHHBIX CHCTEM

2.10.05.04

HHd)OpMaHHOHHO-aHaJII/ITI/I‘-ICCKHC CHCTEMBI 0€30I1aCHOCTH

2.10.05.05

Be3zonacHOCTh HHGOPMAIHOHHBIX TEXHOJIOTUH B
IPaBOOXPAHHUTENIBLHOR chepe

2.10.05.06

Kpunrorpadus

2.10.05.07

[IpoTHBOJECHCTBHE TEXHHYECKHM Pa3BEIKaM

5.38.05.01

OKoHOMHYECKast 0€30I1aCHOCTh

5.40.05.01

-3.6.1. TpynoBas pynxmus

HpaBOBoe obecnedyeHye HalMOHAIBHOM 6e30macHOCTH

HaumeHoBaHne

OpraHu3anys yIpasJieHHs: pPUCKAMH
uHdopManoHHOH 6€3011aCHOCTH Ha BBICIIEM
yIpaBlieH4eCKoM ypoBHe B opranm3aiuax K@C

YposeHs
(nomyposenb) | 8
KBaJTM(pHKamUH

Kon | F/01.8




[MpoucxoxaeHue TpyA0BOH
$yHKLHH
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3aUMCTBOBAHO U3
Opurgnan X
OpUIUHAIA
Kon PeructpaunoHHsIH
OpHrHHana HOMeEp
npo¢eccUOHAILHOTO
CTaHAapTa

Tpynossie neiicTBHs

OpraHu3alys ¥ KOHTPOJIb BBITONHEHHs paboT 10 pa3paboTKe MpeaoKeHHH
0 CONEPKAHHIO MOJUTHKM B oOnactH obecnedeHHs HHGOPMAMOHHON
0€30IIACHOCTH, [0 BONPOCaM YMPaBICHUS PHCKaMH HHGOPMANMOHHOM
6e30macHOCTH, obecrnieueHus OnepanHOHHOH Ha/Ie)KHOCTH
(kubepycroitunBocTH) B opranusammsix KOC

IMoaroToBka NpeayIoXKeHH 110 ONpe/IC/ICHAIO CTPaTErMYECKHX LEIeH U 3a/1a4
opranmsamuu K@®C no BompocaM ynpaeiieHHs pHCKaMH HH(pOpPMalHOHHOH
6e30macHOCTH, obecreyeHus OIlepaIOHHOM HaJAEeXKHOCTH
(xubepycroitunBoctn) B opranuzauusax KOC

Onpenenenre npaBui B TpeOOBaHUH K pealu3aliy MPOLECCOB BHIABJICHHS,
HACHTA(QUKALMM W OLECHKHA PHCKOB HH(OpPMAIMOHHOH O0€30IacHOCTH B
opranuzausx KOC

Pa3zpaboTka TIpe/UIOXEHHH 10 MEpONpHATHAM, HalpaBICHHBIM Ha
YMEHbIIEHHE  HETaTHBHOTO  BIMSHMSA  DUCKOB  HMH(OPMAIMOHHOM
6€30MacHOCTH Ha (YHKIIHOHHpOBaHHE Ou3Hec-mpoleccoB "
TEXHOJIOTHYECKHX TipolieccoB B opranu3anusax KOC

TnanupoBanue  paboThl, ycTaHOBJNieHHEe  (QYHKIMH, o0Og3aHHOCTEH
KypHpPYEMBIX TOAPA3eNICHAH W OMNpeleleHHEe KOHTPOJNBHBIX IOKa3areseH
JUIA TIopa3aesicHui, 3a1efiCTBOBaHHBIX B PEATIM3allHH MEDP 110 YIPABJIECHHUIO
puckamu nHbopMaloHHON 6e30macHoCTH B opranu3aimax KOC

Opranusanys mponecca ¥ KOHTpOJIb oOecliedeHHs OCBEIOMIICHHOCTH 00
aKTyaJIbHBIX HH(OPMAIMOHHBIX yTrpo3ax B opranusanusax KOC

[ToaroroBka HH(POPMALMOHHO-aHATHTHYECKHX MAaTEPHAJIOB II0 BOIPOCaM
yIpaBlieHHs PHCKaMH HHQOPMalHOHHOH 6e30MacCHOCTH B OpraHH3alHsIX
K®C

Oprasu3anus AesTeIbHOCTH 10 peau3alliy IPOIEAYpP YIIPaBICH)s PHCKAMU
BHYTPEHHETO HApYIUHTEIIs B OTHOIICHHNH paboTHHKOB B opranusammax KOC

OuneHka pecypcHoro (kaapoBoro W (uHaHCOBOro) obecmedeHHs s
IUIAaHAPOBAHHUSA, pea3alii, KOHTPOJs H COBEPIICHCTBOBAHMS IPOLECCOB
CHCTEMEI yIpaBiieHHs pHCKaMH MHPOPMAIMOHHOH O6€30I1aCHOCTH B
opranm3amusax KOC

Opranusais paGoTs 110 GOPMHUPOBAHHIO OTIETHOCTH B PaMKax YIPaBICHUS
pHucKaMu MHGOPMAIMOHHOM Ge3omacHoCTH B opranusauusx KOC

Opranm3anuss paboOTHl 10  BBIABIEHHIO, PETHCTPAlldH  HWHIHICHTOB
MH(OpPMAIMOHHOM 06€30MaCHOCTH, pearupoBaHHI0 Ha HHIUICHTHI U
BOCCTaHOBJIEHHIO NOCJIE X peanu3anun B opranmsamuix KOC

Heo6xomumbie yMEHHSA

AHamM3MpoBaTh W NPUMEHATH METOJOJIOrHYecKylo 6asy, TpebGoBanus
3aKoHOJaTeNnbcTBa Poccuiickoii ®enepanuu, HOPMATUBHBIX aKkToB baHka
Pocchu, MEXIYHapoAHEIX H HAlMOHAIBHBIX CTaHNApTOB B 00MacTu
ylpapjieHHs pHCKaMH HHGOPMalHOHHOKH Ge3omacHOCTH, obecnedeHus
3aIHTH] KHOOPMAIHA H ONEPALMOHHOM HaIEe)KHOCTH (KHOEpyCTOHYHBOCTH)
B opranuzaiusax KOC

OuennBath S(QQPEKTHBHOCTH YNPABICHHA PHCKAMH HHQOPMALHOHHON
6e301acHOCTH, B TOM 4Hcje 3(p(EeKTHBHOCTb BBIABICHHA COOBITHH PHCKOB
nHpopManronHoH GezonacHocTH B opranusaiusax K@C
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BHOCHTD IIpeUIOKEHUS 0 M3MEHEHHIO H COBEPLICHCTBOBAHUIO IIPOIEAYPHI
yHpaBjieHHsT pUCKaMHd HHQPOPMAIMOHHOH 0€30macHOCTH B OpraHH3aLUIX
K®C

PaspabaTeiBaTh IPOEKTHl BHYTPEHHHX JOKYMEHTOB (JIOKQJIbHBIC AaKTHI,
OpraHM3alliOHHO-PACOPSIUTEIIbHbIE  JOKYMEHTHI H  METOAMYECKUE
Marepuainsl) opranmzamud KOC, ycraHaBIHBaIOMMX IEMH W MPHHIUILL, a
TaK)K€ OMNpEAEIAIOMMX METOMOJNOTHIO W TIpaBHJIa YIpaBIeHHS PHCKaMH
uHpopManronHo 6e3omacHocTH B opranusanusx KOC

AHanu3upoBaTh ¥ 000CHOBHIBAaTh 00mIyI0 cTpaTernio opranu3anuit KOC no
BONIPOCaM YIIpaBJeHHs pHCKaMH HH(OpMalHOHHOH 6e30macHOCTH B
COOTBETCTBHH C 3aKOHOAATENbCTBOM Poccmiickoit @enepalivii, Ha OCHOBE
COBPEMEHHBIX METO/IOB M JIYUIIMX MPaKTHK

Peanu3oBEIBaTh MOJMMTHKY B 00jacTu obecnedeHHs HHGPOPMAIHOHHON
6€30MacHOCTH, [0 BONpOCaM VIpaBlicHHS PHCKaMH HWH(pOpMalMOHHOR
6€30MacHOCTH, obecneueHus OTIEpaI[MOHHOM HaJ/IeXXHOCTH
(xubepycroitunBocTH) B opranuzanuiax KOC

VYcranaBmmBarh TpeOoBaHMS K  IIpOLEcCY MOHHTODHMHIAa  PHCKOB
HH(pOpMAMOHHON 0e30IaCHOCTH M KOHTPOMIO (aKTHYECKMX 3HAYCHHH
yPOBHsI PHCKOB HH(bOpMalnnoHHol 6e3omacHocTH B opranusanusix KOC

HeoOxomuMeie 3HAHUS

3akonoaTenscTBO Poccmiickoit denepanyu, HOpMaTHBHEIE TPABOBBIE aKThI,
HaAIlMOHAJILHEIE, MEXTOCy/IapCTBEHHBIE H MEXIAYHapoJHbIE CTaHAAPTHI B
obmactd 3amMTHl WHQOpManuM, B OONAacTH ympaBieHUSA pPHCKaMH
uHdopMalMoOHHOM  Ge3omacHocTH, obecnedyeHHs  HHGPOPMANHOHHOH
6€30MacHOCTH M ONEPAIMOHHON HAAe)XXHOCTH (KHOEpyCTOWYMBOCTH) B
opraauzanusx KOC

Pykopogsmme W~ METOAMYECKHE  AOKYMEHTHl  YIOJHOMOYEHHEIX
¢eaepaIbHBIX OPraHOB UCIIOIIHUTENBLHOH BJIaCTH, HOPMAaTHBHBIE aKThl banka
Poccun B 001acTd 3alIUTHl HHGOPMAIIHH, B 00IaCTH YNpaBICHHAS PUCKAMH
uHdopmanonHoi  OezomacHoctH, obecnmedeHMs — HMHQpopManHOHHON
6e30MacHOCTH M OINCPAIlMOHHON HAAEKHOCTH (KHOEpycTOHYMBOCTH) B
opraam3amusx KOC e

IMpuHIANEl  YIpaBieHHS TNOApa3felicHUsAMH, 3aJcHCTBOBaHHEIMH B
peanu3auyy Mep 0 YIPABICHHIO pUcKaMH HHPOpMaMOHHOH 6€30IaCHOCTH

‘B opranuzanusiax KOC

[puHUMIEl  ympaBiaeHHs puckaMu HH(popMammoHHOM 6e30macHOCTH,
obecrieyenns 3amuTel nHGopMalwu B opraam3amuax KOC

[puHOMIOB  1eNlenoNiaraHusd, BHOBI M METOABl  OPraHHW3ALMOHHOIO
IUIAaHUPOBAHUS

Hopms! mpodeccrnoHanbHON ITHKU

TMomxoas! K ONpe/eIeHHI0 KITIOUeBhIX Moka3sarteneli 3ppeKTHBHOCTH, B TOM
qucle nokasareneit 30¢exTHBHOCTH AesATeNbHOCTH opranusauui KOC

ITpUHIAIIBI IOCTPOSHHS apXHTEKTYPhI HHGOPMAIHOHHO#H 6€301aCHOCTH

Cnenuduka IaTe)xHbIX nporeccoB B oprannsanuix KOC

Kmouessle mokazareid 3()(eKTHBHOCTH HAEATENBHOCTH IO, YNPABJICHHUIO
puckaMd  MH(POPMALMOHHOH  6€30IaCHOCTH, OOECICYCHHIO  3alUThI
uHGOpMAllM¥ M ONEPAlMOHHOW HAAEKHOCTH (KHOEpyCTOHYHMBOCTH) B
opraamsaiusax KOC

Apyrue
XapaKTEPUCTHKH
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HaumeHoBaHHE

IMpoucxoxaeHue TpPyAOBOH
dyHkumn

Opranusauus obecrnedyeHus 3aluTh v
o POBEHL
I/IH(l)OpMaI.II/IfI H ONepallHOHHOHN HaJEe)KHOCTH Koz | F/02.8 | (nomyposers) | 8
(xnOepyCTOHYHBOCTH) Ha BBICILIEM A S—
yIpaBjieHYecKOM ypoBHe B opranusauuiax KOC
. Opursman X 3auMCTBOBaHO U3
OpUTrHHaJIa
Kon PerncrpaioHHbIH
opUrvHaia HOMEpP
nipodeccHOHANTBEHOTO
CTaHaapTa

TpynoBsle neiicTBus

IToAroToBka npeAIoKeHH# MO ONPENENICHUIO CTPATETHYECKUX LEJIEH 1 33129
opraamsammy KOC no BompocaM ofecliedeHHs 3alIMTEI MH(GOpMALMH H
oIepalMOHHON HaleXXHOCTH (KkubepycToiiunBocTH) B opranusanuax KOC

[MoaroroBka HH(POPMALHOHHO-AHAMTHYECKUX MATEPHAIOB IO BOIMPOCaM
3amuTel MHQOpMaMM M obecnevyeHHs onepaunonnon HaACKHOCTH
(xubepycroitunBoctH) B opranm3anuix KOC

Opraumsamuss pabotel M0  (OPMHPOBAaHHIO OTYETHOCTH O  3allUTe
#HpopManuu %1 obecnieyeHuH OIIepaliOHHON HaJe)KHOCTH
(xubepbe3onacHocTH) B opranusauuu KOC

Opranmusaiuss paGoTBl MO BBUIBICHHIO, DPETHUCTPAllMH HHIHUICHTOB,
CBS3aHHBIX C peanm3anueil HHPOPMAIMOHHBIX YIPO3, PEarHpoBaHHIO Ha
HHLIEACHTH ¥ BOCCTAHOBJICHHMIO MOCHIE MX pealn3aluy B opranu3auusx KOC

Opranusanus pa3paboTKH M KOHTPOJTb PEaln3allMd OPraHH3allMOHHBIX |
TEXHMYECKHMX Mep MO 0OeceYeH IO 3aUTh HHGOPMAIMH M ONepalluOHHON
HazexHocTH (kubepycroiiunBocTtr) B opranusanuax KOC

[InanupoBanue  paGoTel, ycraHoBleHHe (yHkumii, oOGsg3aHHOCTEH
KYPHPYEMBIX MOJpa3/Ic/IcHHH M ONpe/EJICHAE KOHTPOJBHBIX MOKa3aTeleH
JUI OZpa3/ic/ieH i, 33JeiiCTBOBaHHbIX B PEATH3alMH MEP IO 00ECIIEYECHHUIO
uHpopManMoHHOMH  0€30IIacHOCTM ¥ ONEPALMOHHOW  HAIE)KHOCTH
(xkuGepycroitunBocTH) B opranmsamusx KOC

Pa3paboTka IPOEKTOB BHYTPEHHHX JOKyMeHToB opranmsauun KOC,
YCTaHABIHBAIOMMX LEIH H NPHHIMIEIL, OIPEACIAIOLIHX METONOJIOTHIO M
npaswia obecrieyeHuss MHGOPMAUHOHHON 6€30IIaCHOCTH M OICPAMOHHOM
HaJeXHOCTH (kubepycroiunBoctH) B opranusamuix K@C

OpraHusauus ¥ OCyIIeCTBICHHE AEATENbHOCTH IO CUCHAPHOMY aHaM3y H
TECTUPOBAHHMIO TOTOBHOCTH  HojpasfeneHui  opranmsaumid ~ KOC
TPOTHBOCTOSTH PeajTH3alHH HH(QOPMALIMOHHBIX YIpo3

Opraunu3zanys paGoTHI 10 BHIABIEHHIO, TIPHOPUTH3ALNH, KIaccHHUKaNuu 1
YCTPaHEHHIO yS3BUMOCTEil B KPHTHYHOM apXHTEKType, KOHTPOIIO MOHOTHI
H CBOEBPEMEHHOCTH YCTPaHEHH BBIABICHHBIX YA3BUMOCTEH B OpraHH3aIlusIX
Ko®C

OmeHka pecypcHOro (KaapoBoro M (MHAHCOBOro) oOecmedeHus Ui
IUITAaHAPOBAHMs, PEaM3aliH, KOHTPOJIA W COBEPLICHCTBOBAHHMSA NPOLECCOB

| CHCTeMBI yTIpaBJIeHHs OTIEPAIMOHHOMN HAJIeXKHOCTBIO (xubepyCTONYHBOCTHIO)

B opranm3auusix KOC

Opranm3aius paboTel IO nnenmd)nxaunn KPUTHYHOM apXHTEKTYpbl B
opraam3anuax KOC

OpraHu3auus paboThl IO BBHIIONHEHHIO MPOLIECCOB 3alllUThl MHpOpMaUUH B
opranm3amsix KOC
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Heob6xoaumbie yMeHHS

Ananu3upoBaTh # 000CHOBBIBaTH 0010 cTpareruio opranusanuii KOC no
BOIpOCaM  3alMThl HHpOpMAUMH U  ONEPAalMOHHOH  HAIEXKHOCTH
(xubepyCcTONYMBOCTH) B COOTBETCTBHH C 3aKOHOZATeNILCTBOM PoccHiickoi
@ejiepalliy, Ha OCHOBE COBPEMEHHBIX METOJIOB H JIYHYIIHX IIPAKTHK

AHalH3HpOBaTh W TPUMEHATh MeToAoJIorMdecKylo 6a3y, TpeboBaHus
3aKoHojaTeNnbcTBa Poccuiickoit ®enepanuu, HOpMaTHBHBIX akToB banka
Poccun, MEXAYHapOOHBIX M HAIMOHAIBHBIX CTAaHAapTOB B 06IacTH
ylnpaBlieHHsT puckamMu HHpOpMamHOHHON Ge3omacHocTH, obecnedenns
3aIUTH MHGOPMALIH U ONEPAMOHHON HaJeKHOCTH (KHOEpYCTORIHBOCTH)
B opranu3anuax KOC

IIpUMEHSATh PHUCK-OPMCHTHPOBAHHBIM IOAX0N K BhIOOpY OOBEKTOB
WH(OpMAaTH3alMH, MOJBEPracéMBIX TECTHPOBAHMIO HAa IPOHMKHOBCHHE, B
opraam3amusx KOC

OuenuBarh 3P (PEKTUBHOCTD HEATENBHOCTH MO BHIIOJIHEHHIO palorT,
CBA3aHHBIX ¢ oOOeclieueHHEM 3amMTHl HHPOpMalMd H ONEPalHOHHON
HaJEeXHOCTH (kunOepycToiiunBocTH) B opranuzanusax K@C

YcranaBnuBarb, NMPHMEHSITh H KOHTPOJIHMPOBaTh BHYTPEHHHE CTaHIApPTHI
KOH(UTI'YPHPOBaHHS 00BEKTOB uHpOpMaTH3ALHT (cTanzmapThl
KoH¢urypupoBanus) B opranusamusax KOC

OpraHu30BHIBATE M OCYIIECTBIATH JEATEJBHOCTh IO TECTHPOBAHMIO
TOTOBHOCTH OpraHu3auui K®C MPOTUBOCTOATH peanu3anuu
HH(OPMaMOHHBIX YIPO3

PaspaGaThiBaTh MpoIlecCHl oOecnedeHUs 3aluThl HHPOpMAlMH |
ONEpalliOHHOM HaJEeKHOCTH (KMOEpYCTOHYMBOCTH) H OpPraHM30BHIBATH
BHEJIpEHHE TPOLECCOB 00ecIEeYSHH 3alUTH HHPOpPMAIMH H ONIEPalMOHHOM
HazexHocTH (kubepycroiiunBoctr) B opranusauusx KOC

Pa3pa6aTmBaTL CIICHApHH, BKIIOYAIOINIUE 3HAYUTCIIBHBIC (l)I/IHaHCOBBIe
IMOTEPH, B paMKax IMPOBEACHHS CTPECC-TCCTHPOBAHHS LA OHPCACIICHUA
IIOTCHIIHAJIa BIUSHHUA U YPOBHA PHCKOB LI OHM3HEC-MOIEIH opraHn3auH1>‘1
K®C

HeobxoauMeie 3HaHus

3akoHonarenscTBO Poccuiickoii @enepaiii, HOpMaTHBHEIE IIPaBOBBIE aKTEHI,
HallHOHAJIBHBIE, MEXTOCYJapCTBEHHbIE M MEKAyHapOAHBIE CTaHIAAPTHI B
obnactu 3amuTel HHQoOpMamWM, B 00ONAacTH YNpaBICHHS PHCKaMH
nadopManvonHol  OesomacHocTH, obOecriedeHHs — HH(OPMAaUMOHHOH
6e30IacHOCTH M ONEPAlMOHHON HaNEKHOCTH (KMOEpyCTOHYMBOCTH) B
opranm3ausix KOC

PykoBopsimime W METOAMYECKHE  JIOKYMEHTHI  YHNOJHOMOYCHHBIX
denepanbHBIX OpPraHOB HCIIOJHATEINBHOM BIIaCTH, HOPMATUBHEBIE aKThl baHka
Poccuu B 0o6acTu 3amuThl HHGoOpMaIMU, B 06/1aCTH yNpaBJICHHS PHCKaMH
unpopmaimoHHoit  OesomacHocTH, obecnedyeHHs  HMH(GOPMALHOHHOM
6e30MacHOCTH M ONEpPALlMOHHOM HANEXXHOCTH (KHOEpyCTOHUHBOCTH) B
opraam3amusx KOC

KmoueBbie nokazarenu 3(pQEeKTMBHOCTH ACSATENBHOCTH MO 0OOecHEeYeHHIO
3amuTHl KHGOPMAIMK U OTICPALIHOHHOM HAlEeXHOCTH (KHOEpYCTONYHBOCTH)
B opranu3aiusx KOC

[IpuHnMObl  ynpaBieHHs pPHCKaMH HHGOpPMaIMOHHOH —6€30macHOCTH,
obecrieyeHHs 3amMTEl HHGOpPMAOUWM U ONECPAllMOHHOHM  HAICXKHOCTH
(xubepycroiiunBocty) B opranmsammsax KOC

HpHHHHHbI mejenojaranysgd, BHABI M MCTOAbBl  OpPraHHU3allHOHHOI'O
IJIaHAPOBAHU A

TToaxos! K ONpeeNICHAIO KIIOYEBbIX MoKasaTenei 3¢ (peKTMBHOCTH

TIpUHUKAIEI IOCTPOSHHS ApXUTEKTYPHI HHPOPMaIHOHHOH O6€30MacHOCTH
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Creuuduka IUIaTexXHbIX IpoueccoB B opraau3anmuax KOC

IMogxonasl K HACHTAGHUKAIMH M BKIIOYCHHIO JJIEMEHTOB KPHUTHYHOH
apXHTEKTYphI B 00J1aCTh NPIMEHEHHS IIpoLecca 00eCeYeHH s ONEPallHOHHOM
HajxexHocTH B opranusausx KOC

CocraB ¥ cofiep)KaHHE, a TaKKe NOPSAJOK NPAMEHECHHS OPraHM3alHOHHEBIX H
TEXHHYECKHX Mep olecliedeHHs 3alMThl MH(pOpMAaLWH M ONEpalHOHHOH
Ha/IeXXHOCTH (KubepycroiiunBocTH) B oprannzanuix KOC

Hopms! mpogeccHoHaIbHOM ITHKU

Hpyrue -
XapaKTepUCTHKA
3.6.3. TpynoBas pyHkmus

KoHTposib npolieyp yrpaBiIcHUs pUCKaMU
undopManEoHHo# 6e30macHOCTH U obecreuyeH s VpoBeHs

HanmeHoBaHue | 3alIMTHI HHGOPMAIIMH U OIIEPallTHOHHOM Kon | F/03.8 | (momypoBeHs) 8
HaIEXHOCTH (KHOEPYCTOMYHBOCTH) Ha BHICIIIEM : KBaTHHKALIH
yIpaBlieHY4ECKOM ypoBHe B opranusanusix KOC

TIpoucxoxaeHne Tpya0Boit
hyHKIMH

3auMCTBOBaHO U3
Opurvnan X
OpHMI'HHAJIA
Kon PeructpauOHHBIN
OpHMrHHAJIA HOMEp
npodecCHOHAILHOTO
cTaHjapTa

Tpynoseie neAcTBHSA

Opranusaius paboT N0 yCTaHOBJICHHIO H PeallH3alliy IIPOrpaMM KOHTPOIIS U
ayauTa o0ecrieyeHHs 3allUuThl HHPOPMAHK M ONEPAlMOHHON HAAEXHOCTH
(xuGepycroiiunBocTy) B opranusamusax KOC

O6ecrieueHHe CONPOBOKIACHHUS MPH MPOBEICHAH OLEHKH 3(¢EKTHBHOCTH
CHCTEMBl YINpaBJIE€HHd pHUCKaMH HHGPOpMalHOHHOH O6€30MaCHOCTH B
opraamu3aisix KOC

Opranuszanus pabOTEI 1O MOHHMTOPHHTY PHCKOB HMH(pOpPMallHOHHON
6e3omacuoctH B opranmaiysax KOC

OmnpepienieHre OpaBHI KOHTPOJ M TpeOOBaHHM K KOHTPONIO IPOLEMYP
yIpaBJIeHHsT PHCKaMH HHQPOPMAHOHHOH 6€30IacHOCTH, OOECIEYCHHUIO
3aMTHl KHGOPMAIUH H ONepaliOHHOH HAJeXKHOCTH (KHOEpyCTONIMBOCTH)
B opraam3ansx KOC

Opranu3zauys ¥ KOOpAHHALHSA paboT MO pealM3alldy CTPATErHH yIPABICHHUS
puckaMy HHGOPMALMOHHOH 0€30IacHOCTH H  O0eCHeYeHHWs 3alUThI
uEGOpMAlMK M OINEPAaUHOHHOH HafeXHOCTH (KHOEpYCTOHYMBOCTH) B
opranm3anusax KOC

Heobxonumele ymMeHHs

BHOCHTB NpEIOKEHHS [0 M3MEHEHHIO W COBEPLIEHCTBOBAHMIO CHCTEMBI
obecrieyeHdss 3alUThl HHGOpMAnMH M ONEPAHOHHOM HAICKHOCTH
(kuOepyCTORYMBOCTH) MO pe3yJibTaTaM PeaH3allid HpOrpamMM KOHTPOJLA H
ayaura obecriedeHus 3aUThl HHQOPMAlMK M ONEPAMOHHON HaIEKHOCTH
(xubGepycroitunBocTr) B opranuzanuix KOC

AHanu3upoBaTh M IIPMUMEHATh MeToJoJorudeckyio 6asy, TtpeGoBanus
3akoHOJaTenbcTBa Poccuiickoit Denepannd, HOPMAaTHBHBIX aKToB baHka
Poccun, MeXAyHAapOAHBIX M HAlMOHANBHBIX CTaHIApTOB B objacTu
ynpaBieHHs puckamMu uHpOpManHOHHOH Oe3omacHOCTH, ObecnedeHHs
3amuTH MHGOPMALIMA U ONEPALMOHHON HaJEXKHOCTH (KHOepyCTOHYHBOCTH)
B opranuzaimsax KOC
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BHOCHTE TpemIOKEHUS 10 H3MEHEHHIO M COBEPIIEHCTBOBAHHMIO CHCTEMBI
ynpaBieHHs PHCKAMH MHQPOPMAIHOHHOM 6Ge30MacHOCTH IO pe3ynbTaTaM
OlLIEHKH 3((PEKTHBHOCTH CHCTEMEI YIpaBJICHHS PUCKaMH HH(OpMALHOHHON
6e3onacHocty B opranusanuax KOC

Pa3zpabaTeiBaTh CTpaTerdM yHpaBJICHHSs pHUCKaMM HH(POPMALHOHHOK
6e3omacHocTH W o0ecledeHHs 3alUThl HHGOpMAllMH H ONEpalHOHHOH
HaC)KHOCTH (KnbepycToiunBOCTH) B opranu3anusix KOC

[lpumeHars  TpeOOBaHHS  HOPMATHUBHBIX  IIPaBOBBIX  aKTOB M
METOAOJIOTHYECKHX JOKyMEHTOB no YIIPaBJICHHIO pUCKaMH
HHOOpMAIMOHHOK  6e30macHOCTH U OOECHEYCHUIO  ONepallMOHHOH
HaJIEXHOCTH (KHbepycToitunBocTy) B opraamsamuix KOC

Onpenenarts  MmOAXOAbl K  OpraHM3alil  MOHHUTOPHHTAa  PHCKOB
HHpopManroHHOH 6e30nmacHOCTH B opranu3anusx KOC

HeoOxomuMeie 3Hanus

3akoHomaTenbCTBO Poccuiickoit deneparn, HOpMaTHBHBIE MPABOBHIE AKTHI,
HAI[HOHAJIbHBIE, MEXTOCYAapCTBCHHEIE M MEXIYHApOIHBIE CTaHIApTHI B
obmactd 3amuThl WHpOpMamMH, B 00IAaCTH YIpaBIeHHS pUCKaMH
HHbOpMalMOHHOK  Ge3omacHocTH, ofecmedeHHss  HHGOPMALUOHHOR
GE30MacHOCTH M OIEPalMOHHOM HaJeXHOCTH (KHOepyCTOH4YMBOCTH) B
opranuzamsix KOC

PykoBomdmme H  METOAMYECKHE  JOKYMEHTHl  YIOJIHOMOYECHHBIX
(eepalbHBIX OPraHOB HCIIOJHUTEILHOM BIACTH, HOPMAaTHBHEIE aKThl baHka
Poccuu B obnactu 3amuthl HHGopMamuy, B 06J1acTH yHpaBlIeHHA PHCKAMH
uHpopMauHoHHOM  Oe3zomacHocTH, = obecmedeHHs  HHPOpMALHOHHOM
0e30MacHOCTH M ONEPAllHOHHON HAJCKHOCTH (KuOepycTOHYMBOCTH) B
opraamanmsix KOC

HpI/IHI_II/IHBI nenaecmnonaranis, BHABI W  METOABI  OPraHUu3alliOHHOIO
IJTAaHHPOBAHHASA

IMoaxomsl K OpraHM3alliH OTYETHOCTH B paMKaxX YIpPaBICHHS PHCKaMH
uHopMalHOHHOH O6e3omacHOCTH, obecnedeHHs 3alHTHl MHGOpPMAaNuH H
OnepanuoHHOM HaIeXHOCTH (kubepycroifuuBocTH) B opranusanusx KOC

IToaxoap! K OIpeIeIeHHIO KIFOUEBBIX IToKa3aTesiel 3 eKTHBHOCTH

TTpMHIHAIIEI NOCTPOEHHS apXUTEKTYPhl HHPOpPMalMOHHOH 6€301aCHOCTH

Crennduka IIaTeXxHsIX rponeccos B opranusamuix KOC

IMpuHUMNBl  yHpaBicHUS pUCKaMH HHGOpPManMOHHOH Oe30macHOCTH,
obecrieyeHns 3aluThl WHGOpPMAlM¥ H ONEPAIlOHHOH HaJEKHOCTH
(xubepycroiiunBocTH) B opranm3anusx KOC

KimoueBble moka3arend 3Q¢EeKTHBHOCTH JMAEATEIIBHOCTH IO YIIPABICHHIO
puckaMu HHPOPMAIHOHHOMH 6€30IIaCHOCTH, B 001aCTH 00ECTICUYEHHU 3AIUTEL
HHGOpPMAllMM ¥ ONEPAIMOHHOM HAaJe)XXHOCTH (KHOEepyCTOH4YMBOCTH) B
opraum3auusix KOC

Hpyrue

XapaKTePHUCTHKH

3.6.4. TpynoBas pyHKkums

HanMeHoBaHuie

CoBepilieHCTBOBaHHE CHCTEMEI YIIPaBIICHHS
pucKamMH HHGOPMALHOHHOM 6€30M1aCHOCTH,
oGecneyenye 3alUTHl HHGOPMALUN U
ONEepaLMOHHON HAaIEKHOCTH KkBanuduKanuu
(xubepycTONYUBOCTH) HAa BBICIIEM
yIpaBJjieH4eckoM ypoBHe B opranmsanuax KOC

YposeHs
Kon i F/04.8 (MOIypOBEHE) 8




TMporcxoxAEHHE TPYAOBOH
dyHKuUH
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3auMCTBOBaHO M3
Opuru=an X
OpHrHHaia
Kon PerucTpanioHHbIH
OpHrHHAIA HOMEp
Apo¢eCCHOHATBHOTO
cTaHzaprTa

TpynoBeie neficTBHS

AHanu3 HeoOXOIHUMOCTH COBEpIICHCTBOBAaHUS CHCTEMBI YIPaBICHUSA
pucKaMH  MH(OpMAIMOHHOH  Ge30macHOCTH, OO€CIEYeHHs — 3allUTHI
uHGOpMAIME H ONEPALMOHHON HAJeXHOCTH (KHOEpyCTOHYMBOCTH) B
opranm3anusx KOC

[InanupoBanyie BHEAPEHHS TAKTHYECKHX M CTPATETHUYECKHMX YIyYINCHHiA
CHCTEMBI  YIPaBICHHsS pUCKaMM HMH(OPMAIMOHHOH  0€30IacHOCTH,
obecrieuenys  uHpoOpMauHMOHHOH  6€30IIaCHOCTH M ONEPAllHOHHOH
HafeXHoCcTH (KubepycroiiunBocTH) B opranusamsix KOC

Opranu3auus JeSTeIbHOCTH 110 pealn3alki TAKTHYECKHX B CTPATerHIeCKUX
yIyqIIEHHH  CHCTEMBl  YNpaBJICHHS  PHCKaMH  MH(OpMaIMOHHOM
OesomacHOCTH, ofecmeyeHus  HHpOpMaUHOHHOH  Oe30macHOCTH U
onepalHOHHON HafexKHOCTH (KubepycroiiunBocTH) B opranusanusx KOC

ObecneueHde ydyacTHsi KypHUpPYeMBIX Mojpa3feieHuii HHPOpMalHOHHOR
6€30MacHOCTH B KOHTPOJIE JEATENBHOCTH, CBS3aHHOH C peanu3alueit
TAKTHYECKHX U CTPATErHYECKUX YJIYYIIEHUH CHCTEMBI YIIPABJICHH PHCKaMH
nHopMalHOHHON Ge30MacHOCTH, 0becriedeHHeM 3allUThl HHGOpMali |
ONepalMOHHON HaIeXHOCTH (KubepycToiiunBocTH) B opranusanusx KOC

Heo6xonuMeie yMeHHS

YcTaHaBIMBaTEL U TOAEPKHBATH JETIOBBIC KOHTAKTHI, CBA3H, OTHOLICHHS C
COTPYIHHKAMH H 3aHHTEPECOBaHHBIMH CTOPOHAMH I10 BOIIPOCaM yIpaBIeHUS
pHcKaMH HH(OPMALHOHHOI Ge30macHoCTH, obecneuenns HHOPMAIMOHHOM
6€30MacCHOCTH ¥ OINCPAllHOHHOM HAIEXKHOCTH (KHOEpyCTOHYHBOCTH) B
opraam3anusx KOC

AHAIM3APOBaTL W IIPUMEHATH METONONIOTHYecKylo 6a3y, TpeboBaHus
3aKOHOJaTebCcTBa Poccuiickoit ®efepanuu, HOPMAaTHBHHIX akToB banka
PoccuH, MEXIyHapOOHBIX M HAIHOHAIBHBIX CTaHAApTOB B 00iactu
yIpaBjicHHs pPHCKaMH HHGOPMAaUMOHHOH 6e30MacHOCTH, OfecneveHuUs
3aIIATH KHGOPMALIMH ¥ ONEPALMOHHOMN HaleXHOCTH (KHOepyCTOHYHBOCTH)
B opranm3aiax KOC

AHann3upoBats U 060CHOBEIBaTH 0011yI0 cTpareruio opranusamud KOC no
BONpOCaM  yNpaBieHHs pUCKaMH HH(opManuoHHOM  Oe30macHoCTH,
obecneyeHyss HMH(OPMALMOHHOM  O€30IIaCHOCTH M ONEPALHOHHOM
HaziexxHocTH (kubepycroiiunBocTH) B opranusamuax KOC

BHOCHTP TIpeJIOXKEHHS 110 H3MEHEHHIO M COBEPIICHCTBOBAHUIO CTpaTerHy
ynpaBieHusi puckamu HH(opMaluoHHOH Oe3omacHOCTH, oObecnedeHus
uHpOpMauMOHHOH  O€30macHOCTH M ONEpallMOHHOM  HAJeXKHOCTH
(xubepyctoiiunBocTH) B opranuszanusax KOC

OnpefensTs HWCTOYHUKH HMHpOpMAanM{ Uil TNpPOBEACHHMS AaHaM3a
HeoOXOJMMOCTH COBEPLICHCTBOBAHMS CHCTEMBbI YIpPaBIEHHA PpHCKaMU
MHpOPMAIMOHHOH Ge30nacHOCTH, ofecreueH s 3amuThl HHPOPMALUK |
oIepalHoHHO# HanexXHOCTH (KubepycToiunBocTH) B opranusamsix KOC

Heo0xoauMele 3HAHUS

3akoHOAaTeNbCTBO Poccuiickoii @enepanyu, HOPMaTHBHBIC IPABOBBIC AKTHI,
HAMOHANBHBIE, MEXTOCYJIapCTBEHHBIE M MEXIyHapOJIHbIE CTaHOApTHl B
obyactH 3amuTel HHpopMamuu, B 00JacTH YIpaBiIeHHs pPHUCKaMH
HHpOpPMAaUMOHHOM  Oe3omacHocTH,  oOecleueHHd  MHQOPMAIMOHHOM
Ge30MacHOCTH H ONEPALMOHHON HANEXHOCTH (KHOEpYCTOHYHMBOCTH) B
opranm3aumsx KOC
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PykoBoasiipe W MeTOOUYECKHE  JOKYMEHTHl  YIMOITHOMOYEHHBIX
(enepanbHBIX OPraHOB MCIIOMHUTENBLHOH BIacTH, HOPMAaTUBHEIE aKThl baHka
Poccuu B 06acTH 3aIMTH HHGOpMAIIMH, B 00JaCTH YIpPaBJIeHHS PUCKaMU
uHQOpManUOHHOM  Oe3omacHocTH, obecmeueHHss  HHGOPMALHOHHOH
0e30nacHOCTH M OIEPAllHOHHONH HaAEeXKHOCTH (KHuOepycToH4MBOCTH) B
opraumsamusx KOC

IlpuHOUNbI  HEJCHONaraHds, BHABI H  METONBl  OPraHH3allHOHHOIO
IUTAHAPOBAHMS

Kmouessle mokazarend 3()(EKTHBHOCTH JEATENHHOCTH IO YIIPABICHHUIO
pHCKaMH  HHPOPMAIMOHHOW  Ge30MacHOCTH, OOECHEYCHHIO  3alllHThI
HHQOpPMAllMM ¥ OMEPAIMOHHOW HAJCSKHOCTH (KHOepycTOHYHMBOCTH) B
opraam3amusax KOC

[puHOMIBI  ympaBleHUs pUCKaMH  HHGOPMAIMOHHOM 6e30nacnocm
obecrieueHns 3alIMTHl WHPOpPMamMd ¥ ONEPalHOHHON HAAEKHOCTH
(xubepycroiiunBocTH) B opranu3amuiax KOC

IMoaxoAab! K OIpeIeSIEHHIO KITIOYEBHIX MoKazarenei g dexTHBHOCTH
OCHOBHEIE IOJXOBI K IPOEKTHOMY YIIPABJICHHIO

IIpHHLHIIB] TOCTPOEHHS apXAUTEKTYPhl HHPOPMAIHOHHOH 6€30MacCHOCTH
Crnenuduka IIaTe)XHBIX mpoueccoB B opranuzanusix KOC

HopMmsl npodeccOHaIBHOM 3TUKH

Apyrue -
XapaKTCPpUCTHKH

IV. CBeenusi 00 opraHu3anusx — pa3paboTynkax npogeccHOHAIBLHOro CTaHaapTa

4.1. OTBercTBEHHAs dprannsauun-paspaﬁqunK

TlenaprameHT uHpopManmonHoii 6e3onacHocTu banka Poccuu, ropox Mocksa
JlupexTop nenapraMeHTa VBapoB Bajum AjiekcanapoBHY

4.2. HanmeHoBaHHS OpPraHu3anuii-pazpadoTiuxos

1 | ®YMO B cucreme Briciiero obpasosanus mo YI'CHII 10.00.00 «AndopmanmonHas
6e3omacHOCThY, ropox Mocksa

! O6mepoccuiickuii KiiaccHUKaTop 3aHATHHA.

2 O6wepoccuiicknii KIaccuPpuKaTop BUAOB IKOHOMUUECKON AeATELHOCTH.

3 Enuubiii KBanu(UKAUNOHHEI CIPaBOYHHUK JO/DKHOCTEN PYKOBOAUTENEH, CIICHHATMCTOR U CIyXalHX.

4 O6mepoccuiickuii knaccudukarop npodeccuit paboIuX, JOMKHOCTEH ClTyXaniux ¥ TApHPHLIX paspsLoB.

5 O6mepoccutickuii xnaccudukatop cneuyalbHOCTEH 110 06pa3oBaHuUIo.

¢ 3akon Poccnmiickoit ®@enepauny ot 21 miona 1993 r. Ne 5485-1 «O rocynapcTBeHHO#M TaiiHe» (Poccnncxax razera, 1993, 21
centa6ps; CoGpanue 3akoHoxaTenscTea Poccniickoii denepaumu, 1997, Ne 41, c1. 4673; 2022, Ne 32, c1. 5809).
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