®EJIEPAJIBHASI CIYKBA BE3ONACHOCTH
POCCHMCKON ®EJAEPAIIAU

ITPUKA3

24 oxraopa 2022 roma MockBa N 524

06 YTBEPXKICHUH TpebGoBanuit
0 3aIuTe HHGQOPMAIIUH, CoJepKamiencs
B TOCYJIapCTBEHHBIX MHGOPMAIOHHEIX

CHCTEMaX, C HCIIONB30BaHUEM 3APETHCTPUPOBAHO
mHPOBAIBHEIX (KPHNTOrPadhHUIECKHX) Perncrpaunonumii e 27O A3
CpEJICTB

0 23" el e

B coorBercTBHH ¢ dYacTel0 S5 crTateu 16 @enepanbHOro 3akoHa

or 27 wrona 2006 r. Ne 149-®3 «O6 wundopmauuu, HHGOPMALHOHHBIX
TEXHONOTUAX M O 3amuTe MHGOPMAIMM» , TYHKTOM «II» 9acTH 1 craThu 13
DepepansHoro 3akoHa ot 3 ampens 1995 r. Ne 40-03 «O denepanbHOi Ciryx0Oe
6e30MacHOCTI»” i TyHKTOM 1 TTonoskeH:s 0 ®enepanpHOii cityxbe 6ezonacHOCTH
Poccuiickoii Penepauun, yrBepkaeHHoro YkasoMm Ilpesunenra Poccuiickoi

®enepauunu ot 11 aBrycra 2003 r. Ne 960°,
ITPUKA3DBIB AIO:

1. VYrtBepauTh mnpunaraeMble TpeOGoBaHus O 3aluTe HHPOPMALMH,
cozepkaencs B roCyJapCTBEHHBIX HMH(OpMaLIMOHHBIX CHCTEMaX,

C MCIOJIb30BaHHEM MM (POBANBHBIX (KpUNTOrpadHuECKUX) CPEACTB.

! Co6panue 3akoHoaatenscTBa Poccniickoit Penepaiiny, 2006, Ne 31, c1. 3448; 2014, Ne 30, ct. 4243.
2 Cobpanue 3akoHomaTenbcTBa Poccuiickoit @enepaiuy, 1995, Ne 15, c1. 1269; 2003, Ne 27, cr. 2700.
3 Cobpanue 3akoHoaaTenbeTBa Poccuiickoii denepauum, 2003, Ne 33 cr. 3254; 2007, Ne 1, ct. 205.
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2. VYcraHOBHTB, YTO HACTOSIILMA TIpUKa3 HeE paclpoCTpaHsIeTcs Ha
roCy/lapCTBEHHBIE HMH(pOPMAalMOHHbIe CHCTeMbl Aamunuctpauuu IIpesuaenrta
Poccuiickoit ®enepamun, Cosera besomacnoctu Poccuiickoit ®eneparvy,
®enepansHoro Cobpanus Poccuiickoit ®enepanuu, Ilpasurenscrsa Poccuiickoi
®epepanun, KoncrutyuuonHoro Cyna Poccuiickoit ®enepauuu, BepxoBHOro
Cyna Poccuiickoit ®@enepaunu u DenepansHoil  ciyX6bl 6e30macHOCTH
Poccuiickoii ®emepauun, a TakkKe Ha TOCYJapCTBEHHBIE HHQPOPMalMOHHBIE
CHCTEMBI, COAEPIKAILMe CBEIEHHS], COCTABIIAIOIME IOCYy JapCTBEHHYIO TaAlHY.

3. HacTosimuii nprKa3 BCTyIaeT B CHIYy 10 HCTEYEHUHU OJHOrO roja co JHs

ero opHLUHATHHOTO OIyOIMKOBaHHA.

[
- A.BopTHUKOB

Hupexrop




YTBepKaeHsBI
npukazoM ®Cb Poccuu
ot 24 oxTa6pa 2022r.
No 524

TpeboBanus
0 3aIlMTe HHPOPMALIMHU, COAEPIKaIIeNCsl B rOCyIapCTBEHHBIX HHPOPMAITHOHHEIX
CHCTEMaX, C UCIIOJIb30BaHNEM MU(POBANBHBIX (KPUIITOrpaQUIECKHX) CPEACTB

I. 3amuTa nHGOpMaLMH, conepxKalencs B rocyAapCTBEHHbIX HHPOPMAIHOHHBIX
CHCTeMax, C HCMOJIb30BaHNEeM MU (POBATBHBIX (KPHIITOTpaGUUIECKHX) CPEACTB

1. Hudopmauus, comepxamasicsi B roCyJapCTBEHHBIX HHPOPMAI[HOHHBIX
cucremax (panee — I'MC), noayexxuT 3ammre ¢ MCIOJNB30BaHUEM LIH(POBAIBHBIX
(xpunrorpadpuIecKux) vcpe,ucm 3amuTel uHpopmauuu (ganee — CK3N)
B ClIy4asX, €CIU:

3aKOHOJIaTeNbHBIMM Y HMHBIMM HODMATHUBHBIMU IIPaBOBHIMH aKTaMH
Poccuiickoii ®enepanuu npeaycMoTpeHa o0A3aHHOCTH MO 3aluTe HHQpopMauuy,
cogepxameiics B 'UC, ¢ ucnonszoBanueMm CK3U;

B I'IC ocymectBnsercss nepefadya HWHPOpPMAaLH II0 KaHAJlaM CBS3H,
OPOXOASINMM 32 IEPUMETPOM  OXpaHAeMOH TeppPUTOPUH npennpmmﬂ
(yupexnaeHHs), OrpaXalolMX KOHCTPYKUUN OXpaHAEeMOTro 34aHHA, OXpaHAEMO
YaCTH 3[1aHU, BBIIEICHHOTO IOMEILeHNs (faee — KOHTPOJIMpyeMas 30Ha);

HeoOxonuMo o0ecneduTs IOpPUAMYECKYH0 3HAUYUMOCTh 3JIEKTPOHHEIX
JOKYMEHTOB M 3alIUTy UX OT IIOJEJIKH;

B I'MC ocymecTsnsercs XpaHeHHe JaHHBIX Ha HOCHUTENSX HHpopmaimy,
NpeAHa3HaYeHHbIX I 3alMCH, XpPaHEHUs M BOCIpPOU3BENCHHS HHQOpMALIWH,
obpabaTeiBaeMOli € HCIOJIF30BaHHEM CPEACTB BBIYMCIMTENBHOW TEXHHKH,
| HECAaHKLMOHMPOBAHHBIA NOCTYIl K KOTOPBIM CO CTOPOHBI TPETHHX JIMIl HE MOXET
OBITh HCKIIIOYEH C IOMOIIBIO HEKPUIITOTPapUIECKUX METOAOB U CIIOCOOO0B.

2. Heo6xonumocts wucnonszoBaHuss CK3U pgnsg 3ammrtel MHGOPMAIUH,

coxepxkameiics B 'MC, moanexxut o60CHOBaHHMIO B MOZENH Yrpo3 0€30mMacHOCTH
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MHQOPMALMH, TEXHHIECKOM MPOEKTe M TEXHHYECKOM 3alaHHu Ha CO3JjaHHe
(passurue) TUC. Monens yrpo3 6e30nacHOCTH UHpOpMAIHH U (WIH) TEXHUYECKOe
3ananue Ha co3nanue (passutue) I'MC mopnexar cornacosanmio ¢ PCb Poccun B
JacTU KpnnTorpa(bnquKoﬁ 3aIuTH HHEGOpManun'.

3. Jlnn obecredeHus 3aluThl HHGOpMAlMM, COAEpKaleHcs B I'McC,
JOIKHBI HCTIONB30BaThes Tonbko CK3U, ceprudnimposannbie @Cb Poccun.

4. Jns npOTnBo;[eﬁCTBwl yrpozaMm,  MpeACTaBIAlomuM  coboi
LieJICHANPaBICHHBIE JCHCTBHS ¢ HCTIONE30BaHHEM anmapaTHBIX, MPOTPaMMHO-
aNMapaTHRIX ¥ (WIM) TPOTPaMMHBIX CPEACTB, HAaMpaBJICHHbIC HA HapyIICHAC
GezonacHocTH 3amumaemoit CK3U undopmanuu 160 Ha Co3laHue YCIOBUH IS
3TOrO (fajiee — aTaku), JOJDKHBI HCIIOJIL:;OBATBCH CK3MU cooTBETCTBYIOLIETO Ki1acca,
OINpe/ieIeHHOr0 B COOTBETCTBHH C IiiaBoid I HacToAmmMX TpeGoBaHUH.

Knacc CK3WU, ompeneneHHBI B COOTBETCTBHH C rinasoii Il HacTosAIMX
Tpebopanuii, MNOMIEKAT OOOCHOBAHHIO B MOMAEIM  YIpo3 0e30MacHOCTH
uHpopMaLuH.

5. B ciayuae ecnm 3TO MpEIyCMOTPEHO NOKyMEHTAlleH Ha CK3U B
OTHOILEHUH aNMapaTHBIX, MPOrPaMMHO-aNNapaTHbIX ¥ MPOTPaMMHBIX CPEICTB, C
koropeiMd B T'MC mpeamonaraercss TaTHoe (GYHKIMOHMPOBAHHUE CK3U
(masiee — TEXHHYECKUE CPECTBA), JOJDKHA OBITH IPOBEICHA OLIEHKA MX BIIMAHUA Ha
pemonHenue npenabapnsembix Kk CK3U TpeGosanmii (manee — OLEHKa BIHAHUA
cpenbl (pyHKIVOHUPOBAHMA).

OueHKa BIMAHHSA cpefbl (QYHKIMOHMPOBaHUSA MPOBOIUTCS OprasHu3aLuei,
YIIOHOMOYEHHOH Ha  OCYIIECTBICHHE KpunTorpaguueckux, HHXEHEpHO-
KpUNTOrpadUYecKuX H CIEIHAIBHBIX uccnenoBanuit CK3U  (TeMaTmyecKux
uccnenosanuii  CK3U) B coorBerctBuM C IloloxeHneM O pa3paboTKe,

MMpOU3BOACTBE, peainn3anun 5 3KcnjayaTauuu IIIPI(prBaJ'IBHBIX

| AG3ai BTOpPOH MyHkTa 3 TpeGOBaHMi K MOPAAKY CO3JaHUfA, PasBUTHA, BBOJA B IKCTUTYaTaLMIO,
SKCTUTYaTAUMH U BHIBO/IA M3 IKCILIYaTaLM TOCYAAPCTBEHHBIX HHPOPMALIMOHHBIX CHCTEM H AanbHeHIIero XxpaHeHus
cofepxameiics B X 6a3ax AaHHLIX WHPOPMALNK, YTBEPKACHHLIX MOCTAHOBICHHEM IpasutenscTBa Poccuiickoit
Gepepauuy oT 6 mons 2015 r. Ne 676 (CoGpanue 3aKOHOAATENLCTBA Poccuiickoit ®enepaumu, 2015, Ne 28,
cT. 4241; 2021, Ne 23, c1. 4079).
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(kpunTorpaduYecKuX) CPEICTB 3AIMUTH HHYOPMALKHU (Tonoxenue TTK3-2005),
yrBepxaeHHEM nprkasoM PCB Poccnn ot 9 despans 2005 r. Ne 66!,

Pe3y/bTaThl OLEHKY BIMSHUS Cpelibl yHKUMOHUPOBAHHS, o6pazisl CK3H,
KOTOpHI€ TLIAHUPYETCs MCTIOJIB30BaTh JUIs 3alMThl HHGOpMALKH, cojJep Kalencs B
T'UC, ¥ TeXHUYECKUX CPEZICTB JOJDKHEI IIpoiiTh 3kcneptu3y B @Ch Poccuu.

O6paboTka 3ammiaeMoii nadopmauuu B I'MIC npy MCIONB30BaHHH UL €€
samuTel CK3M COBMECTHO C HMHBIMU TEXHMYECKHMHU CPEACTBAMH IOITyCKacTCA
TONBKO TMpPH HAIWYMKA  TIOJIOXKHUTETBHOTO  3aKITIO4CHHUA ®Cb Poccun,
TIOATOTOBJIEHHOTO MO Pe3yJIbTaTaM 3KCIEPTH3BL.

6. B moMmemeHusx, B KOTOpBIX pasMeniensl 1 (1mm) xpansrces CK3U u (umm)
HOCHTENH KIIOUEeBOH, ayTeHTHhHIMpYIOWEd U MapolpHOH HHGOpMaIuU CK3H,
IOJKEH obecreunBaTbCs  PEXHM, NPENATCTBYIOIIMA ~ BO3MOXHOCTH
HEKOHTPOJIHPYEMOTO TIPOHUKHOBEHHS MM MpeObIBaHMS JIUL, HE MMEIOIIMX NpaBa
JOCTyNa B TAKHe OMEIIEHHs], KOTOPbIA OCTHIraeTCs MOCPEACTBOM:

yTBEepIKIEHHs TIPaBILT JOCTYIIA B IOMEILEHNs B paboyee U Hepabouee BpeMs,
a TaKXKe B HEHITATHBIX CUTYallMsX;

YTBEPIKACHHS NIEPEUHS JIMII, MMEIOLIHNX [PaBo HOCTyMNa B IOMEIICHH.

IToMeweHus, B KOTOPHIX pa3MelleHbl W (WIM) XpaHATCA CK3U u (unm)
HOCHTENH KIIOUeBOM, ayTeHTH(UIMpYIOmell U IapoibHOH undopmaru CK3H,
NpeJHA3HA4YEeHHbIe U 3allMThl MHpOpMAINH, conepxaieiica B I'MC win
cocrasHoit yactu TUC (nanee — cerment I'MIC), npenHasHa4eHHOH s peLICHUs
sagad TYIC Ha Bceii Tepputopuu Poccuiickoit deepaliiy Wik B Ipefienax AByX H
Gonee cybbekroB Poccuiickoi ®Pepepanuy, o6pabaTsiBarommeil  MHPOpMALHIO
BBICOKOTO yPOBHS  3HAYUMOCTH, [OJDKHBI ~COOTBETCTBOBATE  CICHYIOIIHM
TpeGOBaHUIM:

OKHa TIOMELIEHMI, PACTIONONKEHHBIX Ha NMEPBhIX U (W) HOCICAHUX dTaxax
3JaHMi, a TAKKe OKHA TOMENICHHH, HaXOAAIMXCS OKONIO MOXapHBIX JIECTHHIL H

JApYrux MecCT, OTKyJla BO3MOXXHO IIPOHUKHOBEHHC B NoMeILeHUS MOCTOPOHHUX JIHLI,

1 3apeructpupoBan Musioctom Poccuu 3 mapta 2005 r., peructpauuoHHblit Ne 6382 (C M3MEHEHMAMM,
BHeceHHbIMH npykasoM ®CB Poccuu ot 12 anpens 2010 r. Ne 173, 3apernctpuposai Musioctom Poccnu 25 Mast
2010 r., perucTpauuoHHbiii Ne 17350).
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JNOJDKHBL OBITh OOOPYHOBAaHbI METANIMYECKUMH pelIeTKaMHd WK CTaBHAMY,
OXpaHHOH CHTHAIM3aliiedl MMM JPYrMMHM CPEeACTBaMH, IPENATCTBYIOMHMMU
HEKOHTPOJIHUPYEMOMY IIPOHHKHOBEHHIO TIOCTOPOHHUX JIMI| B TOMEIIECHHS;

OKHA ¥ [BEpH MOMelleHHil, B KOTOpbIX pasMemenbl cepsepsl I IC, mOMKHBL
6BITH 06OPYNOBaHBI METALIMIECKAMH PELIETKAMH, OXPAHHOH CUTHAIM3aIMel Hii
IPYTMMH CPEACTBAMH, NPEISTCTBYIOIMMY HEKOHTPOIMPYEMOMY NPOHUKHOBECHHIO

MOCTOPOHHHX JIUI] B TOMEICHHUS.
I1. TTpaBuna onpezeneHus Kiacca CK3U

7. Knacc CK3U, moaiexamux UCojb30BaHUIO JUIS 3alIMTEl MHPOPMALHH,
cogepxameiics B I'MC, ompenemsercs I KaXA0ro CerMeHTa T'ncC,
npefHasHavyeHHoN Jjuisi pemenus 3amad ['MC B mpenemax oIpe/eneHHON
TEPPUTOPUH WK 06BEKTa (0OBEKTOB).

B cnyuae eciiu I'MMIC He cOmepXHT CETMEHTOB UC, 1o xmacc CK3U,
Heo6XOMMBIH IS 3aLIATHI cofiepKamieiics B Hell HHpopMaLuK, ONPEAETACTCS 1A
I''C B uenom.

8. Onpenenenne knacca CK3U, noanexaiux NCIOIb30BaHAIO ATIS 3aIHTHI
uHpopMaLmH, cofepxkameiics B TUC, ocylecTBIsS€TCA B 3aBUCAMOCTH OT YPOBHA
sHauyuMocTH oOpabareiBaemoii B I'MC mHQpopmanmu H macmrraba TUC B
COOTBETCTBHM C Tabiuileli, TNpUBEIEHHOH B TPUIOXKEHHH K HacTOANMM
TpeGoBaHUsAM, C y4eTOM OCOGEHHOCTEH, MPENyCMOTPEHHBIX MyHKTaMH 10 — 18
HacTosmx TpeboBaHMH.

YpoBeHb 3HAYUMOCTH HHPOPMALMH, CONEPKAIIEHCS B T'NC, onpenensiercs
CTETeHbI0 BO3MOXHOTO yiep6a aist o6magarens vHGOpMaiy (3aka3uuka) u (Mn)
omepatopa OT HapyHNIeHHs KOHQUICHIHANEHOCTH (HenpaBOMepHBIE JIOCTYII,
KONMpOBaHHEe,  IpPENOCTaBJICHHEe  HIIH paclpoCTpaHeHue),  LETOCTHOCTH
(HerIpaBOMEpHBIC YHHYTOXEHHE WM MOIUGHIMPOBAaHUE) HIM JOCTYNHOCTH
(HempaBoMepHOe GIOKMpOBaHHE) UHbOPMaLHH (nanee — cBOiCTBa 0€30IIaCHOCTH

uHpopMAaIUH).
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WHdopManyss UMeeT BBICOKHH ypOBEHb 3HAYMMOCTH, €CIIM B PE3YNbTaTe
HapYILIEHUsA XOTs 6Bl OJHOrO W3 CBOMCTB 6€30MacHOCTH UHGOPMALMK BO3MOXHbI
CYILIECTBEHHBIE HETATHBHbIE IOCICACTBHA B COLNMAIBHOM, MOIUTHIECKOH,
MEXIYHapOAHOM, OJKOHOMHYECKOH, (GMHAHCOBOW WM  HHBIX obnactax
nesrensaoctd 1 (vn) TUC u (unu) oneparop, o6iafarens HHPopMauy He MOTYT
BBIMOJIHATE BO3J0XKEHHBIE HA HUX QYHKIMH.

Wudopmaius UMeeT CpelHAH YpOBEHb 3HAYMMOCTH, €CIH B DE3yJbTaTe
HapyIIeHHUs XOTs Obl OXHOTO W3 CBOMCTB 6e30MacHOCTH MHGOPMALIHH BO3MOXHBI
YMEpeHHble HEraTWBHblE TMOCISACTBHSA B  COIMANBHOH, IOJHTHYECKON,
MEXIYHAPOJHON, SKOHOMMYECKOM, (HHAHCOBOM HIM MHBIX  00MacTAX
nesrensroctH 1 (Mmn) THIC u (win) oneparop, o6nafarens vHGOpMALUK HE MOTyT
BBITIOJIHSATE XOTS GBI OJ{HY U3 BO3JIO)KEHHBIX Ha HUX QYHKLIHUIA.

NndopManyss MMeeT HU3KHH YpOBEHb 3HAaUYMMOCTH, €CIIM B DE3YJIbTare
HApyIIEHHUS XOTs Obl OJHOTO M3 CBOMCTB 6e30MacHOCTH MHGOPMALIMK BO3MOXKHEL
He3HAUMTEIbHbIE HEraTHBHBIE IIOCIHEACTBHS B COLMAIBHOH, IOJMTHYECKOH,
MEX/IYHAPOAHOM, JKOHOMHYECKOH, (MHAHCOBOW HIH  HHBIX obnacTsax
nesitenisHOcTH M (i) TUC u (nm) omeparop, obnafarens WHGOPMALMH MOTYT
BBILIOJHATH BO3JIOXKEHHBbIE HA HAX (YHKIMH C HEAOCTATOYHOH 3((EeKTUBHOCTBIO
WJIH BBIIOJHEHHE QYHKLHHA BO3MOXKHO TOJNBKO C NMPHBJICYCHHEM JOMOTHATENbHbIX
CHJI U CPEICTB.

9. B ciyuae ecniu ' YIC cocTOUT U3 ABYX U 6omee cermentoB [ IC, To ypoBeHb
3HAYMMOCTH HH(QOPMALHMH U MacIITad ONpPeNeNsoTCs Ul KaXI0ro CerMeHTa 'cC
OTJIEJIBHO.

10. Knacc CK3U, moyiexaliix UCIoJb30BaHHUIO TS 3alUThl HHGOpMaLuu
8 THC (cermente T'MIC), npu ee B3ammozeiicteuu ¢ apyrumu IHMC u (um)
cermenTamu japyrux I'MC omnpepensercs mo Oojiee BBICOKOMY Kiaccy CK34,
HCIIOJIB3yeMOMY JUIs 3aIKThl HHPOPMALMH BO B3aHMOACHCTBYOMMX TUC u (unn)
cermenrax ['MC.

11. Knacc CK3MU, moanexalmux UCroib30BaHUIO IS 3aIUThl HHPOpMALlHH

BO B3aMMOZEHCTBYIOMMX MeXAy co6oii cermenTax oanoi I'IC, onpenensercs He
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Hke HauMmeHbmero kmacca CK3U, ucrons3yeMoro s 3allUThl HHGOpManuu B
takux cermentax ['1C.

12. Kmacc CK3U, wucnons3yeMmblx s - B3aUMOAEHCTBUS TpaxJaH
(busmueckux nui) ¢ TUC (cermenrom I'HIC), onpenensiercs ¢ y4eTOM aKTyalbHBIX
yrpo3 6e3omacHOCTH HHGOPMAUMH H MOXET ObITH HIDKE Kjacca CK3W,
onpepenentoro mms T'MC (cermenta I'MIC) B COOTBETCTBAM C HACTOSIIAMMU
TpebGoBaHUAMH.

13. B ciiydae ecnd B MOJend yrpo3 06e30nacHOCTH MH(GOPMAIUH B KaueCTBe
aKTyanbHOM yrpo3sl ONpeieNieHa BO3MOXHOCTh UCTOYHHKA aTaK CaMOCTOSTENIBHO
OCYIIECTBIIATh CO3[aHKe CIOCOOOB aTak, MOATOTOBKY U MPOBEJCHHME aTaK TONBKO
BHE IPE/E]IOB KOHTPOJHMPYEMOM 30HEI, TO s 3allUThl MHGOpMAIHUK B I'C
(cermente T'YIC), B TOM unCIie IPU B3aUMOAEHCTBAM rpakaaH ((H3HIECKUX JIILT) C
TUC (cermertom I'MC), Heobxomumo ucnons3oBats CK3H knacca KCI.

14. B ciyuae eci B MOAENH Yrpo3 6e30NacHOCTH HH(OPMALUHU B KaUeCTBE
aKTyaJIbHOM yrpo3bl ONpefeNeHa BO3MOXKHOCTh HCTOYHUKA aTak CaMOCTOATENIBHO
OCYIECTBIATh CO3@aHHE CIOCOOOB arak, MOATOTOBKY M INPOBE/IEHWE aTak B
Tpeaenax KOHTPOJIMpYeMOR 30HBI, HO 6e3 (QU3HYECKOro JOCTyNa K annapaTHbIM
cpencTBaM, Ha KoTopbix peanusoBaHsl CK3U u cpesia ux QyHKIHMOHUPOBAHMUS, TO
s 3authl uApopMamuu B I'MIC (cermente I'MC), B TOM umCie mpH
B3auMozeiictun rpaxaan (¢usmueckux mum) ¢ [MC  (cermeHTOM '1C),
neob6xoaumo ucnons3obats CK3U knacca KC2.

IIpaBuno, ykazanuoe B ab3alle EPBOM HACTOALIETO IYHKTA, MPUMEHACTCH,
ecnu IS 3ampthl MHpopMarmu, conepxameiics B TYUC (cermente I'MC), B
COOTBETCTBUM C TaOjuiled,, NPHBEAECHHOHM B MPWJIOXKECHHH K HACTOAMINUM
Tpe6osanusam, HeobxoauMo ucnons3osats CK3H kiacca KCl1.

15. B ciydae ecnu B MOZENH Yrpo3 6e30macHOCTH NHPOPMALK B KAYECTBE
aKTyaJlbHOM YIpo3bl Ompe/elieHa BO3MOXHOCTh HCTOYHMKA aTaK CaMOCTOATENBHO
OCYIIECTBIIATh CO3JaHHE CIOCOGOB arak, MOATOTOBKY W TPOBEACHHC aTak B
npezieNiax KOHTPONHMPYEMOH 30HBI C (QU3HYECKHM JOCTYTIOM K anmnapaTHbIM
cpeAcTBaM, Ha KoTopsix peamnsosanbl CK3U u cpena ux GYHKIIMOHUPOBAHMUS, TO

s sammtsl uHpopManuu B I'MIC (cermente I'MIC), B TOM 4HCIe IIpH
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p3auMojieficTBan rpaxaaH (¢usmueckux man) ¢ [HUC (cermentoM I'1C),
Heo6xomuMo ucronssoBath CK3U xnacca KC3.

IIpaBuio, ykasaHHoe B a03alle MEPBOM HACTOAIIETO MYHKTA, MPHMEHACTCA,
ecni 1 3amuTsl MHGbopMamuy, comepxameiica B I'MC (cermente I'cC), B
COOTBETCTBMHM C TaOnuuel, NpPUBENCHHOW B TMPHJIOKEHHWM K HaCcTOAIMHUM
TpeGoBanusaM, HEOOXOIMMO HCTIONB30BATH CK3U knacca KC1 umu KC2.

16. B ciryuae eciii B MOJIeNIH YTpo3 6€30MacHOCTH UH(OpMaIK B Ka4eCTBe
aKTyansHOM yrpo3sl OIpejeNeHa BO3MOXHOCTh MHCTOYHMKA aTaK IpPUBIEKATh
CHEIMAINCTOB, MMEIONIUX ONBIT pa3paboTKU M aHalu3a CK3U, Bxmoyas
CTIENMATICTOB B OGNIACTH aHaiM3a CUTHAJOB JIMHEHHOH nepeiain W CHUTHAJIOB
T0BOYHOTO HIEKTPOMATHUTHOrO M3nydeHns u Hasonok CK3M u criennanicros B
06MacTH MCIOJB30BAaHMS IS peaiu3allid  aTaKk HEeJOKYMEHTHPOBAHHBIX
BO3MOXHOCTEH IPHUKJIAJHOrO MPOTrPaMMHOTO OOeCHedeHHs, TO I 3allUTEI
naodopmaiun B TUC (cermente I'HIC), B ToM YHCIE IPU B3aUMOJIEHCTBUY I'PXKAaH
(pmsnueckux mum) ¢ T'UC (cermenToM T'UC), reobxoaumo ucnonszosath CK3U
kiacca KB.

IIpaBmiio, ykasaHHoe B ab3aile IEPBOM HACTOANIEro IMyHKTa, NPUMEHICTCA,
ecny¥ JUIA 3amUTH MHQOpMaIWH, cojepkaiieiics B TUC (cermenre T'MC), B
COOTBETCTBUM ¢ Tabiuuel, NpUBEEHHOH B TIPUWIOKEHMH K HACTOAIINM
TpeGoBanusIM, HEOOXOMMO HCTIONB30BATH CK3H knacca KC1, KC2 uma KC3.

17. B ciydae ecnv B MOJIENH yrpo3 6e30MacHOCTH uH(pOpMaLUY B Ka4eCTBE
aKTyalbHOM YTpO3sl OMpe/elieHa BO3MOXHOCTh HMCTOYHHMKA aTaK [PHUBICKATS
CTIELHATMCTOB, VMEIOIMX ONBIT pa3paboTKu M aHaIu3a CK3H4, Bxmovas
CIeNMATMCTOB B OONACTH  WCHONB30BaHWS IV peanusaluid  arak
He/IOKyMEHTHPOBAHHBIX ~ BO3MOXHOCTEH  amlmaparHoro d - MpOrpaMMHOTO
KOMITOHEeHTOB cpenbl ¢ynkuuonuposanus CK3H, To 1uis 3aHThI uHpOpMaIUM B
I'MC (cermente ['HIC), B TOM 4uciie NpH B3aMMO/ICHCTBIM TpaxkaaH (pusruyecKux

mur) ¢ TUC (cermentom I'UC), HeoOX0AMMO HCNIOTIB30BATH CK3MU xnacca KA.
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18. B cayuyae ecnd HHBIMM HOPMAaTUBHBIMH IIPaBOBHIMH aKTaMH,
YCTaHABJIHBAIOIIAMH TpeOOBaHUA O 3alIUTe MH(OPMAIMH C KCIOIB30BAHHEM
CK3H, npexycMoTpeHa HEOGXOQUMOCTD HCTIONB30BaTh I 3aIUTHl MHpOpMALHK
CK3MU 6onee BrIcokOro kiacca, ueM kiacc CK3H, onpeneneHHbli B COOTBETCTBHU
¢ HactosumMu Tpe6oBauusamu, To knacce CK3H, mopmexamux UCIONB30BaHUIO B
T'UC (cermente 'UC), onpenenseTcs B COOTBETCTBHH ¢ TAKMMH HOpMaTHBHBIMU

IIpaBOBBIMU aKTaMH.
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