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ITI. XapakTepucTHKa 0606IIEHHBIX TPYAOBBIX yHKIHIH

3.1. O606mennas TpyaoBas GpyHkuus

BrmonHeHne KOMILIEKCa MEp 110 00eCIICUeHHIO

urorupoBanusg CCCO (3a UCKIIIOYECHHEM
HaunmeHoBaHHE (bymsu p ( Kon A VYposens 5
ceTeil CBA3M CHELMAILHOTO Ha3HAYSHUA) U CPENICTB KBaTu(yKauun
ux 3a1uThl oT HJI ¥ KOMIBIOTEPHBIX aTak
[TpoucxoxaeHue
0606meHHO TpyHOBOH OpuruHan X 3aHMCTBOBAHO I3
OpHMrMHATA
ynxupn
Kon PerucTpaiioHHbII
OpHrHHaIa HOMeEp
npoecCHOHATEHOTO
CTaHzapTa
Bo3moxHEIE TexHuK 110 06CTy>KHBAaHHIO TEICKOMMYHHKAIITHOHHOTO obopynoBaHHs
HauMEHOBaHHUA Crapiumii TEXHHK 110 00CITy)KHBAaHHIO TEJICKOMMYHHKAIIHOHHOTO
JOJDKHOCTEH, 000pyI0BaHHUs
npodeccuit

Tpeboanus
00pa30BaHHUIO U
o0y4eHHIo

Cpem{ee npmbeccnonam;uoe 06pa303aHne — IIporpaMMBl IIOATOTOBKH
CHCLHAJIICTOB CPCAHETO 3BEHA

TpeGoBaHUS K ONBITY
npaxTH4ecKoi paboTEI

Oco6rle ycnoBHs
Jomycka K pabore

Hpyrue

XapaKTEepHUCTHKH

PekoMeHIyeTcs JI0NOTHATENLHOE IIPOdEeCCHOHATEHOE 00pasoBaHue —
TIpOrpaMMBI MOBBILICHHS KBaMuHKAUKHA B 00IaCTH uHpOpPMaIIMOHHOH
6e30macHOCTH

HOHOJIHI/ITCJIBHBIG XapaKTCPUCTHKH

HaumMeHoBaHHE Koxn HaumeHoBanue 6a30B0ii rPyNIIBL, AOIDKHOCTH (mpodeccum)
JOKYMEHTa WM CIEIUALHOCTH

OK3 3522 CreHaMCTEI-TEXHAKH 10 TEJICKOMMYHHKALIHOHHOMY
000pyIOBaHHIO

EKC’ - TexHHK 10 3amKATe MHPOPMAHH

OKIIATP! 27032 TeXHUK IO 3alHTe HHPOPMAIHH

OKCO’ 2.10.02.02 NudopmanuoHHas 6€30MaCHOCTH TENEKOMMYHHKAIMOHHBIX
CHCTEM

3.1.1. TpynoBas pyHKuus

HauMeHoBaHue

ot HJ|

VcTaHOBKa IPOTPaMMHBIX, IPOTPaMMHO-
aNmapaTHEIX (B TOM YHCIE KPHNITOrpadAuIecKux)
¥ TEXHUYECKHX CpeacTB U cucteM 3ammuTel CCCO D —

VpoBeHb
Kon | A/01.5 | (momypopeHs) 5




TpoMcxoXKIeHNE TPYAOBOKH
($YHKLHH

3aMMCTBOBaHO M3

Opurunan X
OpUrHHaia
Kon PerucrpautmoHHbIH
OpurHHaja HOMep
po¢ecCHOHANTEHOTO
cTaHgapTa

TpynoBelie neiicTBUs

Momnrtax o6opynoanus CCCO

IlepBruHas HacTpoiika u poBepka Gynkmonnposanus CCCO

MoHTaX nporpaMMHO-aNapaTHeIX (B TOM 4YHClie KpHNTOrpaQuecKux) u
TexAnYeckux cpects u cucreM 3aumthl CCCO ot HIA

VcTaHOBKa IPOTPAaMMHBIX M HPOTPaMMHO-AlIapaTHBIX (B TOM 4HCIE
kpunrorpaduueckux) cpeacts u cucteM samuTel CCCO ot HJ

IlepBryHas HacTpodiKa M IpoBepKa (YHKIHOHMPOBAHHA IPOrPAMMHBIX,
IpOrpaMMHO-aNNapaTHbix (B TOM YHCIE KPHNTOrpaQu4ecKux) H
TexHUYecKuX cpeacts u cucteM 3amutel CCCO ot HJ

Heobxoaumsle yMeHHS

IMposoauts npoepky koMiuiekTHOCTH CCCO, cpeacTB H CUCTEM 3alIUTHI
CCCO ot HJ]

[IpoBoauTE MOHTaX (M1 MPOTPaMMHBIX cpeacTB — ycranoBky) CCCO,
cpexacts U cucteM 3amuTel CCCO ot HJI

TIpOBOJUTE IIEPBHYHYIO HACTPOMKY U NpoBepKy dynknuonuposanus CCCO,
cpencts u cucreM 3amuthl CCCO ot HJ]

HeoOxoauMeule 3HaHHS

HoMmenKnaTypa, GyHKIIHOHAIbHOE Ha3HAYEHHE ¥ OCHOBHBIE XapaKTEPUCTHKH
CCC3O

HomeHnkatypa, GyHKIHOHATLHOE Ha3HAYCHHE M OCHOBHBIC XapaKTCPUCTUKH
cpeacts U cucteM 3amuTel CCCO ot HJY

HopmatuBHEIE TpeGOBaHHA K COCTaBY M COAECPKAHHMIO SKCILIyaTallMOHHOMA
nokymenTaud CCCO, a TakkKe CPEACTB H CHCTEM 3alUTEI CCCO or HJQ

HopmaTHBHEIE NIpaBOBblC aKThl B 00NacTH CBA3W, MHGOpMAaTH3alMH |
3aIMTHl HHGOpPMaIHH

Hpyrue

XapakKTCpUCTHKH

3.1.2. TpyaoBas pyHKuHsA

Ob6ecnedenne Gecnepeboiinoii pabote CCCO, a
TalKoKe MIPOrPAMMHBIX, IPOTPaMMHO-aNNapaTHEIX (B v
POBEHB
TOM YMCJIe KpUNTOorpadhuiecKuX) H TEXHHIECKUX
HaumeHOBaHUe P rpad ) Kon | A/02.5 | (momyposeHs) 5
CpeAcTB U cucTeM HX 3amuTel ot HJI, cpencts it D ——
MOKCKa PU3HAKOB KOMIIBIOTEPHBIX aTaK B CETAX
9NIEKTPOCBSI3H
i 3aMCTBOBAHO M3
IIpoucxoxnenne TpynoBoi Opurmwan X a aH
$yHKIHH OpUruHaja
Kon PeructpaunoHHeIH
OpHUruHajia HOMEDp
npodeccHoHaTLHOrO
cTaHIapTa
TpynoBeie neficTBUA Texymmii, B TOM yucie AaBTOMAaTH3MPOBAaHHBIH, KOHTpPOJIb
¢ynxumonnpoBanus CCCD ¢ ycTaHOBICHHBIMU NOKa3aTeNAMU
Texymmui, B TOM  4YHCI€  aBTOMAaTH3HPOBAHHBIN, KOHTPOJIb

(bYHKHKOHHpOBaHPIH C YCTAHOBJICHHBIMH I1OKa3aTCILIMHU IIporpaMMHLIX,




NpOrpaMMHO-aNIapaTHIX (B TOM YHCIE€ KPHNTOrpaQuyecKHx) H
TexHu4ecKux cpeact u cucteM 3ammuTel CCCO ot HJI, cpeacTs 11 moucka
IPH3HAKOB KOMITBIOTEPHBIX aTakK B CETAX JIEKTPOCBA3H

Buecenue uiMenenuii B Hactpoitku CCCD, mporpaMMHBIX, IIPOrPaMMHO-
annapaTHeIX (B TOM YHCIIE KPUNTOTpaguyecKuX), TEXHHYECKHX CPE/ICTB U
cucreM 3amutel CCCO or HJI, cpeacts s NOUCKA IIPH3HAKOB
KOMIIBIOTEPHBIX aTaK B CETAX 3JEKTPOCBA3H Oe3 NpepriBaHHUs mpolecca UX
(yHKIIMOHUPOBaHHUA

BoccraHopieHHe mnponecca GYHKIHOHMPOBAHMA IOcie COOEB H OTKa30B
CCCD, mnporpaMMHbBIX, MPOrpaMMHO-alapaTHBIX (B TOM  YHCIE
KpHnTorpaguyeckux), TeXHU4ecKuX cpeAcTB u cucteM 3amutei CCCO ot
HJI, cpenctB Ui TMOMCKa IIPH3HAKOB KOMIBIOTEPHBIX aTak B CeTAX

3JIEKTPOCBSI3U
BoccTraHoBlIeHHE 3HayeHHWM Inokasareneil (QyHkmumonupoanus CCCO,
IIPOrpaMMHBIX, IIPOrpaMMHO-aNMapaTHbIX (3 TOM 9uclie

KpAOTOrpadM4ecKuX), TEXHHIECKHX cpeAcTB H cucTeM 3ammuTel CCCO ot
HJI, cpeactB [ifd NOKWCKa IPU3HAKOB KOMIIBIOTEPHBIX aTak B CeTAX
9JICKTPOCBSI3H

Heo6xoanMmele yMeHuUs

IIpoBoauts TEKyIIHHi KOHTpPOJIb rmoKasareJyiei U rnporuecca
¢ynxkupmonupoBanus CCCD, a Takke NpPOrpaMMHBIX, IIPOTPaMMHO-
annaparHeixX (B TOM 4YHCJI€ KPHUITOrpa@HUYECKHX) H TEXHHYECKUX CPEICTB H
cucreM 3ammtel CCCD or HJI, cpeactB s IIOHMCKAa IIPH3HAKOB
KOMIBIOTEPHBIX arak B CETAX OIEKTPOCBA3H, IIPEIdyCMOTPEHHBIH
pErJIaMEHTOM HX 3KCILTyaTalluu

BLINONHATH NPEAyCMOTPEHHBIE B TEXHUYECKOH NOKYMEHTaluH paboThl Mo
nm3meHenuto Hactpoek CCCD, a Takke IPOrpaMMHBIX, IIPOrpaMMHO-
anmaparHeIX (B TOM 4YHCIe KpUNTOrpahHYECKUX) H TEXHHUECKHX CPSIACTB U
cucreM 3amutel CCCD ot HJI, cpeacts i MOHCKAa NPH3HAKOB
KOMITBIOTEPHBIX aTaK B CETSAX JIIEKTPOCBA3H

IIpoBOAMTD IPeXyCMOTPEHHEBIE PETNIAMEHTOM PabOTHI MO BOCCTAHOBJICHHIO
npounecca u mapaMeTpoB  Qymkmmonmpopamms CCCO, a  Taroke
MpOrpaMMHBIX, IpOrpaMMHO-aNIapaTHIX (B TOM YHUCIIe
KPHITOrpadHYecKAX) U TEXHUYECKHX cpeacTB H cucTeM 3ammutel CCCI ot
HJI, cpeactB Iuii IOKMCKa INPH3HAaKOB KOMIILIOTEPHBIX aTaKk B CETAX
9JIEKTPOCBSI3H

HeobOxoauMele 3HaHHA

THOBL, OCHOBHBIE XapaKTCPUCTHKH CPEIACTB M3MEPEHHH H KOHTPOJLA
npouecca 1 napamerpoB (yHkunonnposanus CCCO, a Takke CPeACTB U
cucreM 3ammutel CCCD or HJ, cpencTts s IOHCKa IIPU3HAKOB
KOMIBIOTEPHBIX aTakK B CETAX DIICKTPOCBS3U

IocnenoBaTebHOCTh AciicTBUii B mensx u3MeHeHus Hactpoek CCCO, a
takxke cpeacts u cucreM 3amutel CCCO ot HJ, cpencts Ui MOHCKa
NPU3HAKOB KOMIMBIOTEPHBIX aTak B CETAX JNIEKTPOCBA3M 0e3 MpephiBaHHUs
npouecca MX GyHKIMOHUPOBAHUS

[MocnenoBaTeIbHOCTh ACHCTBUN B IENAX BOCCTAHOBJIEHHS Mporecca U
napameTpoB ¢pyrkuuonupoBanus CCCO, a Takxe CpeICTB U CHCTEM 3allUTEI
CCCD3 ot H]I, cpencts uis TOMCKA OPH3HAKOB KOMITBPIOTEPHBIX aTaK B CETAX
9JIEKTPOCBSI3U

Oprann:saunonnble MCDPBEI 110 3alIUTC PlH(bOpMaLII/II/I

HopMaTHBHBIE IIpaBOBBIE aKTHI B 00JAcTH CBsA3H, MHQOpMaTH3alMH H
samuTel  MHpopMaumy, obecnedeHHs ~ 6€30MAaCHOCTH  KPUTHYECKOH
uH(opMaIOHHOH HHPPACTPYKTYPHI




JHpyrue

XapaKTePHCTUKH

3.1.3. TpynoBas ¢pyHxnus

HawumMeHoBaHMe

TIpoucxoaeHue Tpy AOBOMH
dyHKIMH

Texuuueckoe oocayxuanue CCCI, a Taxkxke
IIPOrpaMMHBIX, IPOrPaMMHO-ANMNAPATHEIX (B TOM
Vposenb
YHCJie KpUNTorpaguueckux) ¥ TEXHHICCKUX
p rpad ) Kon | A/03.5 | (nomypoBeHs) 5
cpencTB u cucteM UX 3amuTel oT HJI, cpencts s e —
ITOMCKA MPU3HAKOB KOMIBIOTEPHBIX aTaK B CETAX
3JIEKTPOCBI3H
3auMCTBOBAHO U3
Opurunan X 2
OpHrMHaJa
Kon PeructpaioHHBIH
OopUrUHana HOMEp
TipoeCCHOHANBHOTO
cTaHjgapTa

TpynoBsle neiicTBUA

Jnarsoctka CCCD mTaTHBIMH CPEICTBAMH B LEIAX NPHHATHSA PELICHUS O
HalpaBJICHHH B PEMOHT H3TOTOBUTENIEM HJIM CBOMMH CHJIAMH

JIuarHocTHKa MPOrpaMMHO-aNIapaTHHIX (B TOM YHCIIE KPUITOrpaguyeckux)
U TexHuueckux cpenctB u cucreM 3amurtel CCCO or HJ, cpencte s
IIOMCKA MPU3HAKOB KOMIBIOTEPHBIX aTakK B CETAX 3JIEKTPOCBA3U IUTATHHIMU
CpEACTBAaMU B LEJIAX MpPHHATHA pEINEHHS O HAMpaBIeHHH B PEMOHT
HM3TOTOBUTEJIEM WJIA CBOMMH CHJIaMH

BhINOJIHEHHE NIPELYCMOTPEHHBIX PETJIAMEHTOM ONIEPalUii 110 TEXHHIECKOMY
obcmyxupanmio cpeacts u cucreM 3ammatel CCCO ot HJI, cpeacts s
HOMCKA IPH3HAKOB KOMIBIOTEPHBIX aTaK B CETAX JJICKTPOCBA3H

OGHOBJIEHHE B COOTBETCTBHH C PETIAMEHTOM JKCILTyaTallHH IPOrPaMMHBIX
xommnoHeHToB CCCD, NporpaMMHEIX, MIPOrPaMMHO-allllapaTHEIX (B TOM
umcie Kpunrorpaduueckux) cpeacts u cucrem samutel CCCO ot HI,
CpeACTB I IOMCKA PH3HAKOB KOMIIBIOTEPHBIX aTak B CETAX 3IEKTPOCBA3HU

Vcrpanenue HeucnpasHocteit CCCO, a Takke IporpaMMHO-aniiapaTHEIX (B
TOM 4YHCJI€ KPHIITOrpapUuecKuX) H TEXHHIECKHMX CPEACTB U CHCTEM 3aIlHUTHI
CCCD ot HJI, cpencTB s IOKUCKA IPU3HAKOB KOMMBIOTEPHBIX aTak B CETAX
SIEKTPOCBA3H CBOMMH CHJIaMH, €CJIH 3TO JOMYCKaeTCd TEXHHYECKOH
JOKyMeHTanuel

HanpapiieHude B peMOHT H IIPHEM M3 PEMOHTA CTOPOHHHMHM OpraHH3alMsAMH
CCCH, a Takxke MOpOrpaMMHO-aNIapaTHBIX (B~ TOM  YHCIe
KpUNTOrpaHIeCKrX) M TEXHAYECKHX CpeIcTB M cucTeM 3amutsl CCCO ot
HJI, cpencTs miAd MOMCKA NPHU3HAKOB KOMIBIOTEPHBIX arak B CeTAX
3JIEKTPOCBSI3H

Benenue skcmnyaranuonHoii nokymentanuu CCC3, a Takxke NporpaMMHBIX,
POrpaMMHO-aNNapaTHEIX (B TOM  YHCJIE  KPUNTOrpaguyeckux) H
TexXHAUecKuX cpejacTs u cucreM 3amuTsl CCCO ot HJI, cpencTs Uit moucka
IPH3HAKOB KOMITBIOTEPHBIX aTakK B CETAX EKTPOCBA3H

Heo6xoaumele yMeHHs

O6napyxuBare HeucnpaBHocTH CCCD, a Takke CPEACTB H IOJCHCTEM
samutel CCCO ot H/I, cpeAcTB A1 NOMCKA IPU3HAKOB KOMITBIOTEPHBIX aTaK
B CETSIX JIEKTPOCBA3M COIJIACHO TEXHMYECKOM JOKyMEHTAlUH

B3auMoeiicTBOBaTh C OPraHA3aHAMH, OCYIIECCTRIAIOIMMH rapaHTHHHBIN 1
nocnerapanTuiiabii peMoHT CCCD, a TaKoKke CPeACTB M MOACHCTEM 3aIUMTEI
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CCCD ot HJI, cpencTs ans moucka MpU3HAKOB KOMIIBIOTEPHBIX aTakK B CETAX
3JIEKTPOCBS3H

[IpoBoauTs paboTHI IO TEXHHYECKOMY OOCIy)XHBAaHHIO, B TOM YHCJIE IIO
0OHOBIIEHHIO BepcHii nporpamMmuoro obecneuenus, CCCD, a Takke CpecTB
u cucreM samutel CCCO or HJI, cpencrtB mis NOHMCKa IPH3HAKOB
KOMIILIOTEPHBIX aTaK B CETAX 3NEKTPOCBA3H

Verpanars HeucnpasHocTd CCCD, a Takke CpeACTB U MOJCHCTEM 3alMThI
CCCD ot HJI, cpeacts [uist oMCKa MPH3HAKOB KOMITBIOTEPHBIX aTaK B CETAX
3€KTPOCBS3H, €CIH 3TO NPETyCMOTPEHO TEXHUYECKOH JOKYMEHTalueH

Heo6xoaumele 3HaHUA

OpraHu3aliys ¥ CoAep)KaHUe JUATHOCTUKH M TEXHHYECKOro 0OCIyXHBaHHS
CCCD, a taxxe cpeacts u cucreM 3amutel CCCO ot HJI, cpencts s
[IOMCKA IPA3HAKOB KOMITBPIOTEPHBIX aTaK B CETAX 3JIEKTPOCBSA3U

[IpaBmia BeJeHHs SKCIUTyaranuoHHOM nokymeHtanun CCC3, a Takxke
IpOrpaMMHEIX, IpOrpaMMHO-aNapaTHBIX {:! TOM yucie
KpHITOrpagMIecKux) ¥ TEXHHYCCKHX cpecTB M cucteM 3ammTel CCCO ot
HJI, cpeacts i IIOMCKAa INPU3HAKOB KOMIBIOTEPHBIX aTak B CETAX
3JIEKTPOCBSI3H

Meromuku u npueMbl peMoHTa CCCO, a TaKkKe CpelCTB U CHCTEM 3allUTh
CCCD ot HJI, cpeacTB mis NOMCKa MPH3HAKOB KOMIIBIOTEPHEBIX aTaK B CETAX
DJIEKTPOCBSI3H

Hpyrue

XapaKTEPHCTHKH

3.2. O606mennan TpyaoBas GyHKIuA

O6ecneuenue 3amuThl OT HJ] ¥ KOMOBIOTEPHBIX
atak coopyxennii ¥ CCCD (3a HCKIIOUeHHEM ceTel YpoBeHb
HanmenoBaH#e Koxa: B 6
CBS3H CIEIHATBHOIO Ha3HAUYCHHU:) B IPOLECCE UX KBanuQUKaLMH
3KCIUTyaTaluH
IpoucxoxaeHue
M . 3arMCTBOBaHO M3
06061IeHHOM TPy 10BO# Opurunan X
OpMrHHaJIa
¢$yHKLHH
Kon PeructpallioHHbIH
OpHIruHaJia HOMEP
npo¢ecCHOHATBHOIO
craHjapTa
BosmoxHbIE Hmxenep 1o 3amute HHPOpMalKH OT HECAHKIIHOHHPOBAHHOTO IOCTYTIA
HaVMEHOBaHHS
JOJIXKHOCTEHH,
npogeccHii

TpeboBanusa K
00pa3oBaHMIO U
00y4EeHHIO

Briciree o6pasoBanue — GaxanaBpuaT B 061acTi HHGOPMaUHOHHOM
6e30macHOCTH

TpeboBaHus K ONBITY

IpaKTHYECKOH paboThI

Oco6bie ycnoBus
JIOIyCKa K padoTte

Hanuuue pomycka K rocyapCTBEHHOR TaiiHe® (mpu HEO6X0MMOCTH)

Hpyrue

XapaKTCPHUCTHKH

PexoMeH/yeTCs JOTIOIHHUTENBHOE IPOQECCHOHANBHOE o6pa3oBaHue —
IpPOrpaMMBbl OBBIMICHNS KBaTH(UKanuy B 00/1acTH HH(OPMAIHOHHOH
0e30IacHOCTH




HOHOJIHHTCJIBHLIC XapaKTEPUCTUKH

HaumenoBanue
JIOKYMEHTa

Kox HaumenoBanue 6a30Boi rpymninbl, JOJDKHOCTH
(mpoeccun) WM CIIENHATIEHOCTH

OK3

2512 Pa3paGoTYHKH IPOrPaMMHOr0 obecieeHus

EKC

- WmxeHep 10 3ammTe HHGOpMaLUH

- HavanpHuK oTAena (1aboparopin, CEKTopa) 10 3aluTe
uH(pOopMALH

OKIIJTP

22567 WexeHep 10 3amuTe HHGOpMaLHH

22870 HmxeHep 3JIEKTPOCBA3H

OKCO

2.10.03.01

WudopmannonHas 6e300acHOCTD

3.2.1. Tpynosasi pyHKIHS

MounuTopunr ¢pysxkunonuposanus CCCI, VposeHb
Haunmenosanue | 3ammineHHoctd ot HJl 1 KOMIBIOTEPHBIX aTak Koax | B/01.6 | (moaypoBeHb) 6
coopyxennii 1 CCCO KBANMHKAIHH
IIpoucxoKIeHHE OBOM 3anMCTBOBaHO U3
P A YA Opurunan X
dyHkuuH OpHTHHANa
Kon PervcTpaliOHHbIM
OpUrHHaia HOMeEp
npodeccHoHaNbHOrO
CTaHJapTa

Tpynossle neicTBUA

IIpucBoeHHE OOBEKTY KpHTHYECKoH HHQOpMAIMOHHOH UHPACTPyKTYphl
OJ{HOM M3 KaTeropuil 3HaYHMOCTH

PaspaGoTka CBEJEHHI O Pe3yiIbTaTaX NPHCBOCHUS OOBEKTY KPUTHYECCKOM
MH(OPMAITHOHHOH HH(PPACTPYKTYPH! OJXHOH W3 KaTEropui 3HaIUMOCTH

JloBe/icHHE CBEJEHMI O pe3yNbTaTax NPHUCBOCHHA OOBEKTY KPUTHYECKOH
MH(pOPMAIHOHHOH MH(PACTPYKTYPBI OJIHOH U3 KaTeropuil 3HaTHUMOCTH JI0
denepanbHOro OpraHa MCIOMHMTENBHOH BJACTH, YIONHOMOYCHHOIO B
obnactd obecredeHnss GE30MACHOCTH KpHUTHUeCKo# HHGOpMALHOHHOH
unpactpykrypsl Poccriickoit denepanun

Ananus pynkumonansHocTH CCCO), 3alHIIEHHOCTH OT HJI coopyxeHuii u
CCC3

KOHTpONB LEJIOCTHOCTH COOPYXXCHHH H CCCD, a Takxke HNpOrpaMMHBIX,
MpOrpaMMHO-aNNapaTHEIX (B TOM  9HCIE KpunTorpapuyeckux) H
Texuuyeckux cpeacts u cucreM 3amutel CCCI ot HJ ¥ KOMIBIOTEPHBIX
aTaKk

CocraslieHre OTYETOB 110 Pe3yIbTaTaM IPOBEPOK, B TOM YHCIIC BBLUABICHHC
MHIMIEHTOB, KOTOpHE MOTYT TPHBECTH K COOSM MIH HapyMICHHIO
(yHKUMOHMpOBAaHMA  WJIH  BOSHHKHOBEHHMIO  yrpo3 6e30MmacHOCTH
urdopmanyy, upkymmpyomei B CCCI

Heo6xoaumele yMEHHA

HMcnonbs30BaTh yCTAaHOBJIEHHBIE (eepalbHBIM OpPraHoM UCIIOJIHUTENbHON
BJIACTH, YNONHOMOUEHHBIM B o6yacTH obecmeuenus 0€30MacHOCTH
KPUTHYECKOH HHPOPMALKMOHHOH uH(pacTpykTyps! Poccuiickoi Qenepanuu
$opMBI  TOKYMEHTOB, CONPOBOKIAIOIIAX JHM3HCHHBI LMK O00BEKTa
KPHUTHYECKON MHPOPMAIMOHHOH HHGPPaCTPYKTYpPhI

Wcnonp30Bare  CpeACTBAa  MOHHUTOPHHIA paboTocnocobHOCTH ~ H
3} (EKTUBHOCTH IPHMEHAEMBIX IPOrPAMMHBIX, IPOrPAMMHO-aNIapaTHEIX (B
TOM YHCIIe KpUITOrpadHIECKUX) M TEXHHIECKHX CPEACTB 3alUThL CCCO or
HJI 1 KOMIIBIOTEPHBIX aTaK
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IIpoBoauTs KoHTPOJE PyHKuHoHHpoBanks CCCO, ux samumennocTH ot HJI
M KOMIIBIOTEPHBIX aTak

Onpenenars texuudeckue xapakrepuctuku CCCO, MX 3aMINEHHOCTH OT
HJ1 1 xOMIBIOTEPHBIX aTak

OueHuBaTh MOMEXOYCTOMYMBOCTh H 3P PEKTHBHOCTH CeTeH 3IEKTPOCBA3H
npu nepejgade Tpaduka, ONTUMH3MPOBATH X IIAPaMETPH

Ocymecteiats npoepkn CCCO, mporpaMMHEIX, IPOrPaMMHO-aNapaTHAIX
(B TOM 4HCIE KpUNTOrpaHUeCKHX) H TEXHMYECCKHX CPEACTB U CHCTEM
samuThl CCCO ot HJ] H KOMIIBIOTEPHBIX aTak Ha COOTBETCTBHE 3aJaHHBIM
TpeOOBaHUAM

ITpoBomuTs HOKyMeHTaUHOHHOE obecneyenne ¢yHkuuonuposanus CCCO,
ux 3amuieHHocTy oT HJl H KOMIBIOTEPHBIX aTak

Heob6xoauMele 3HaHHS

Meroasr konTpons ¢pyHkunonupoBanus CCCO, ux 3aummennoctd ot HJI u
KOMITHIOTEPHBIX aTaK

HpI/IHI.lI/IHBI IIOCTPOCHHS COBpPEMCHHBIX ceteit JJICKTPOCBSA3H,
MaTeMaTHYECKHE MOJEIN KaHAJIOB CBA3H, BUAbl MOAYJIIIIHH CHTHAJIOB

@OyHKIHOHAILHOE HA3HAYCHHE H OCHOBHBIE XapaKTEPHCTHKH CPEACTB
koHTpois ¢yukunonupoBanus CCCD, ux 3zammmeHHoctH or HJl u
KOMIBIOTEPHBIX aTaK

Meroauku korTpois pynkuuonupopanns CCCO, ux 3aumimeHHocTd ot HJI
H KOMIIBIOTEPHBIX aTaK

Bo3MoxxHbIe HCTOYHUKH U TEXHHYECKNE KAaHAIBI YTEUKH I/IH(I)OpMaHHPI

HOpMaTHBHBIe IIpaBOBLIC aKThI B 00J1aCTH CBA3H U 3aIUTHI PIH(bOpMaIII/II/I

3akoHOAATENLCTBO Poccuiickoit @exepaunu B obnactd  obecriedeHus
6€30MaCHOCTH KPHTHYECKOH HHPOPMaMOHHON HHPPACTPYKTYPHI

Hopmarusubie npaBoBeie akTel Ilpesumaenra Poccuiickoii ®enepauny,
IIpasutensctBa  Poccuiickoit  ®exmepanuu,  ¢eaeparbHOro  opraHa
MCIOJIHATEIFHOM BJIAcTH, YINOJHOMOYEHHOr0o B 001acTH oOecnedeHHs
6e30IMacHOCTH ~ KPUTHYECKOH  mHQOpManHOHHOH  HHQPACTPyKTyphI
Poccuiickoii Qenepauuu 1o BompocaMm obecnedeHns HHPOPMALMOHHOM
6esonmacHoct CCCO

Hpyrue -
XapaKTepUCTHKU
3.2.2. Tpynosas pynkuus
Vnpasneuue ¢pysxuuonupopannem CCCO, Vposensb
HaumeHoBanue | 3alAIICHHOCTHIO oT HJ 1 KoMmbloTepHbIX atak | Kon | B/02.6 | (moaypopens) 6
coopyxenuit u CCCO KBanuQukauuy
TIpoMcxoxAeHHE TPYAOBOMT Opursman X 3apMCTBOBAHO U3
(YHKLHH OpHMI'MHaJa
Kon PeructpaliMoHHBIN
opuruHana HOMEP
npogecCHOHATBHOI O
cTanaapTta

Tpynosslie nefcTBUA

OnpeneneHnie HeoOXOOUMOIO COCTaBa, OCOOCHHOCTEH pasMELICHHA H
¢ynkumonansHex  Bo3moxHocTelh CCCD, a Takke NPOrpaMMHBIX,
IpOrpaMMHO-aNNapaTHBIX (B TOM  YHMCJEe  KPHNTOrpaQMYecKux) H
texHudeckux cpeacts u cucreM 3ammrtel CCCO ot HJl ¥ KOMOBIOTEPHBIX
aTtak
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[IpoBeneHne MOHT@XAa M HACTPOHKH CCCD, a Takxe IpOrpaMMHBIX,
IpOrpaMMHO-aNIapaTHEIX (B TOM  9HCIE KpHnTOrpaguyecKkux) H
texumueckux cpeacts u cucreM 3ammuTsl CCCO ot H/ 1 KOMIBIOTEPHBIX
aTak

KOHTpOJIb COOTBETCTBHSI [1apaMETPOB TOICHCTEM 3allUThI CCCO or HAA u
KOMILIOTEPHBIX ~ aTak YCTAaHOBJCHHBIM  TPeOOBaHHAM, obecrieueHue
cBOeBpeMeHHO# KoppekTHpoBKH Hactpoek CCCD3, CpecTB M CHCTEM HX
samutel 0T HJ] M KOMOBIOTEPHBIX aTak B LENAX peardpoBaHus Ha
BBIBJICHHBIE HAPYIICHHS

VCTaHOBKA M HACTPOMKA MPOTPAMMHOTO 00ECTIEUeH s, HEOOXOMUMOTO st
ynpagyienust CCCO H cpe/cTBaMH MX 3allUTHI OT HJI 1 KOMIBIOTEPHBIX aTaK

PaspaGoTka M OpraHM3auus BBHIIOJHEHHS MCPONpPHATHH B COOTBETCTBHH C
HOMOKEHHSIMH MONMTHKM MHPOPMALMOHHOW 6€30macHOCTH B CETH
SJIEKTPOCBS3H

IIpoBelieHHE OTAEIBHBIX MEPONPHATHA B PaMKaX aTTCCTallHM Ha TIPEIAMET
COOTBETCTBUSI TPEOOBAHMSAM IO 3alHTE COOPYXEHHH H CCC3 or HA u
KOMIIBIOTEPHBIX aTak

Heob6xonuMble YMEHHS

OcCymeCTBIATH OPraHH3ANMIO U MIPOBEJCHAC MOHTKA H nacrpoiiku CCCD,
a Taxke cpeacTs H cucteM 3amutel CCCO ot HJI 1 KOMIBIOTEPHBIX aTaK

OcymecTBATh opranm3aimo 6ecrepeboiinoro dynxunonuposanus CCC3,
a Tatoke cpeacTs H cucteM 3amuThl CCCO ot HJI M KOMIIBIOTEPHBIX aTaK

Hcronp30BaTh BCTPOEHHBIE MEXaHM3MBI 3aIUTHI OT HJI 1 KOMIIBIOTEPHBIX
arak B coctase CCCD

VceTaHaBIMBaTh M HACTPaMBarh I1apaMeTpbl CETEBHIX  TPOTOKOJIOB,
peaM30BaHHbIX B TEJIEKOMMYHHKAIIHOHHOM 000pyAOBaHHH

PaspaGaTeiBaTh MPEMIOKEHAS MO COBEPHICHCTBOBAHMIO H IOBBIMICHMIO
>()(QEKTHBHOCTH NPHHAMACMBIX TEXHMYECKMX MEp ¥ HPOBOUMBIX
OpraHM3aLMOHHBIX MEPOIPHATHH 110 3aIIHTE CCCD ot H/I 1 KOMIIbIOTEPHBIX
aTax

OpFaHHBOBBIBaTB paGOTBI II0 BBIITOJIHCHHUIO Tpe60BaHHﬁ pexuMa 3a1MAThL
nnd)opmaupm OTpaHHYCHHOrO I0CTy1Ia B CCTH JJICKTPOCBA3H

PaspabaTeiBaTh ~ METOJMYECKHME  MaTepuaqbl M OpraHM3alMOHHO-
PaCIIOPSIUTENBHBIE JOKYMEHTHI 110 00CCIIEHEHHIO AT COOpYXEHHH U
CCC?D ot HJI 1 xOMIIBIOTEPHBIX aTak

HeoOxoauMble 3HAHUSI

Bosmoxusre yrpo3si HI x coopyxerusm B CCCO ¥ KOMIBIOTCPHBIX aTaK Ha
HHX

CerteBbi€ IIPOTOKOJIBI H UX napaMecTpPhl HaCTpOﬁKPI

Cpencrsa H cioco6bl 00eCeUCHHUS 3aMTH OT HJI x coopyxenusm 1 CCCO
¥ KOMIIBIOTEPHBIX aTaK Ha HHX, PHHUMIE IIOCTPOCHHUS CPE/ICTB U CUCTEM
sauquTe! coopyxernit 1 CCCO ot H/I ¥ KOMIBIOTCPHBIX aTaK

OcoGeHHOCTH TPHIMEHEHHUS IPOTPAMMHBIX, ITPOrPAMMHO-aNNaPaTHRIX (B TOM
ypcite KpunTorpaduyeckux) M TEXHMYECKHX CPEICTB H CHCTEM 3alllMTHI
CCC3 or HJI 1 KOMIIBIOTEPHBIX aTaK

MeTtoapl KOMIITIEKCHOIO oOecreycHUs1 3alUThI cereid 3JICKTPOCBA3H

Tlokazatenu >(¢EKTHBHOCTH NPUMEHAEMBIX NPOrPaMMHBIX, IPOrPaMMHO-
anmaparHsiX (B TOM YHCIIE xpuntorpaduIEcKuX) U TEXHAYECKAX CPE/ICTB B
cucteM 3amuTsl CCCO ot H/l M KOMIIBIOTEPHBIX aTak

HOpMaTPIBHbIe MpaBOBbIE AaKTbl B oOnmacTy  3alIMTHI m—l(bopmaunn
OrpaHH4YeHHOro JOCTyIa

HanmoHanbHBIE, MEXTOCY/apCTBEHHBIE H MEXIyHApOAHBIC CTaHIApThl B
06nacTy 3alUTHl HHGOPMALMH
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PYKOBOHHIJ.II/Ie 51 MCTOOUYCCKHUC JAOKYMCHTHI YIIOJTHOMOYCHHBIX
(I)CﬂepaJIBHBIX OpratoB HCIIOJHUTEIBLHOM BJIACTH 110 3aIMUTE nmbopmaunn u

obecrieueHHIo 6e3omacHOCTH KPUTHYECKOH HHGOPMAIMOHHOH
HHOPACTPYKTYPHI
Apyrue -
XapaKTePHUCTHKH
3.2.3. TpynoBas ¢pyHknus

VipaBieHue nepcoHauoM, 00CTyKHBAIOMHM
coopyxerus u CCCDO, a Taxxe IporpaMMHBIE,

MIPOrpaMMHO-AIIIIapaTHLIE (B TOM YHCIE VposeHs
HaumeHoBanue | KpHITorpaduyeckue) U TeXHUIecKkue cpeactBa | Kon | B/03.6 | (nonyposens) | 6
¥ cucTreMbl ux 3anuTte! ot HJI, cpeactBa ans KBanMpuKauum
ITOMCKA MPH3HAKOB KOMITBIOTEPHBIX aTaK B CETAX
3JIEKTPOCBS3H
l(i)[gg:;);zmnenne TPyAOBOI Opurmaan X (3);1;1;:2:31}10 u3
Kon PeructpalidOHHBIN
opHuruHaia HOMED
npo¢ecCHOHANLHOTO
CTa"aapTa

TpynoBbie IeHCTBUA

@®opMHUpOBaHUE LENei, MPUOPUTETOB, OOA3aHHOCTEH M IOJIHOMOYHIA
nepcoHaia, oocimyxusatomero coopyxxesaus # CCCO, cpeacrsa H CHCTEMBI
¥x 3ammtel or HJI, cpeacTea a1 moncka NpH3HAKOB KOMIBIOTEPHBIX aTak B
CETSIX DIIEKTPOCBSI3H

Pacmpeznenenue o0sr3aHHOCTEH 7§ TIOJTHOMOYH I nepcoHana,
obcmyxwuBatoniero coopyxenus 1 CCCO, cpeAcTBa M CUCTEMBI HX 3AINUTHI
or HJI, cpeacTBa Mid MOMCKAa NMPU3HAKOB KOMIBIOTEPHBIX aTaK B CETAX
9JIEKTPOCBS3H

IlpoBepka ypoBHA KBamM(UKaWM MEpPCOHANa, OOCIYXKHUBAIOLIETO
coopyxenus 1 CCCO, cpencrsa ux 3amutel o HJI, cpencrsa q moucka
[IPA3HAKOB KOMITBIOTEPHBIX aTaK B CETAX 3IEKTPOCBA3H, B TOM YHCIIE MPH
mpueMe Ha paboTy

KOHTpo/Ib  BHIONHEHHS NEPCOHAIOM TpeOOBaHHMH HMHCTPYKUMHA H
periamenToB 1o skciutyaranuu CCCD, cpeacts u cucteM 3ammuThl CCCI ot
HJI, cpenacTtB mis NOUCKA IPU3HAKOB KOMIBIOTEPHBIX aTak B CETAX
9JIEKTPOCBS3H

Pa3pa6oTka mpeaJioKeHH# Mo MpodecCHOHANLHOMY Pa3sBUTHIO IEPCOHANA,
o6cenyxuBatorero coopyxxenus 1 CCCO, cpeacTBa ¥ CUCTEMBI HX 3alUTHI
or HJI, cpeactBa A NMOHCKAa NPU3HAKOB KOMIIBIOTCPHBIX aTaKk B CETAX
3JIEKTPOCBA3H

Heob6xoauMbie yMEHHS

[pou3BOAUTE HOCTAHOBKY 3aJau IIEPCOHANyY IO OOECIEYCHHIO 3aLIUTHI
CCCD or HJI ®H KOMIOBIOTEPHBIX aTak B CETAX DJJIEKTPOCBA3M H
OpraHu30BbIBaTh HX BHINOJIHECHHE

OpraHH30BBIBaTh KOHTPOJb BBINOJHEHHA OpPraHH3allHOHHO-TEXHUYECKUX
Meponpustuii o obecrrevennio 3amuTel CCCO ot H/I ¥ KOMIBIOTEPHBIX
aTaK B CETAX AIEKTPOCBSI3H

OpraHu3oBEIBaTh I€pepaclpesie]icHue O0OA3aHHOCTEH M MOJIHOMOYHi
nepcoHaia, oocimyxuBatomero coopyxeaus u CCCO, cpeacTa U CHCTEMBI
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ux 3amuTsl ot HJI, cpeaicTBa JUist IOMCKa NPU3HAKOB KOMIIBIOTEPHBIX aTak B
CETAX JNEKTPOCBS3H

HeobxoauMble 3HAHUS

I_IeJm M 3aJ1a4d YIIpaBICHUA MEPCOHAIOM II0 00€eCTIeYECHHIO 3alUThI ceTel
JIEKTPOCBA3H OT HH U KOMIIBIOTEPHBIX aTakK B CETAX 3JICKTPOCBA3H

Meromuka BHIpabOTKA M peanu3allid YIPABICHYECKOTO pEMeHUs IIo
06ecIeYeH IO 3aIKThI ceTel 3eKTpocBsa3H oT HJ[ u KOMIBIOTEPHBIX aTak B
CeTAX JIEKTPOCBA3H

PyKOBOlIPIl].II/IC u METOAUYICCKHE JOKYMCHTHI YHOJITHOMOYEHHBIX
(be,uepanbnblx OprafoB HCIIOJIHUTEIBHOM BJIACTH 110 3aIlUTE I/IH(I)OpMaIII/II/I u

obecne4eHnIo 6e30macHOCTH KPUTHYECKOH uH(pOpMaLMOHHOH
UH(PACTPYKTYPSI
Kputepur  KOMIUIEKCHOM  OICHKH KBaM(pHKAME  IepcoHaa,

o6cnysxusaromiero coopyxenns 1 CCCO, cpencTsa i CHCTEMBI HX 3AIIATEL
or HJI, cpencrsa A MOMCKA IPH3HAKOB KOMIBIOTEPHBIX aTak B CETIAX
JIEKTPOCBAI3H

Hpyrue
xapaKTepnchn

3.3. O606mennas TpyaoBasi GyHKIHs

Obecneuenue KIAOHHPOBaHUsI CPCACTB CBA3H YpoBeHb
HanMeHoBaHnue - byHim P pea Kon C P 6
cereii CBA3U CIIEIHANIBHOIO Ha3HAYCHUA KBMWPHKamH
IIpoucxoxaeHne
06061meHHo TpyA0BOH Opuranai X 3aiMCTBOBAHO 13
OpHrMHana
dyHKIMK
Kon PeructpanoHHbIH
OpHUruHana HOMEp
npodecCHOHAIBHOTO
CTaHZapTa

Bo3moxHbIe VmxeHep CICIHANBHOM CBSI3H
HAaUMCHOBAHUA
HOJDKHOCTEH,
npodeccui

TpeGoBanus K
00pa30BaHHUIO H

Briciee 06pa3oBaHue — GakanaBpuar B 00J1acTH HH}OpPMAMOHHOH
0e30macHOCTH

00yUEHHIO U
JlomoNHUTENbHOE MPOdecCHOHANBHOE 00pa3OBaHKe — IPOTPaMME]
OBBILIEHHS KBaTHUKanK B 00NaCTH SKCITyaTalMy CPE/ICTB CBA3N cerelt
CBSI3H CIIENHAIFHOIO Ha3HAYCHUS

TpeGoBaHus K ONIBITY | -

IpaKTUieckoi paGoThl

Oco6bie ycloBus
Jonycka K pabore

Hanuuee f0mMycKa K rocyJapCTBEHHOM TaiiHe (IpH HeoOXOIUMOCTH)

Hpyrue

XapaKTepUCTHKH

JIOTOJIHATETBHBIE XapaKTEPUCTHKH

HaunmMeHoBaHue
JOKYMEHTa

HaumeHoBaHu€E 0a30BOi IPyIIkI, JOJDKHOCTH

Koz (mpodeccru) MK CIIeNHaTbHOCTH
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OK3 2153 HHxeHepsI 10 TEIEKOMMYHHKAUAAM
EKC - Wmxenep 110 3amute HHQOPMaIHH
- HavansHuk otaena (ylabopaTopuu, CEKTOpa) IO 3alluTe
AH(popManun
OKITATP 22567 Hmxenep no 3amute HHOOPMALIH
22847 HuxeHep cieHabHON CBSI3H
OKCO 2.10.03.01 HUundopmanuonHas 6€30MacHOCTh

3.3.1. prnonaﬁ $yHxua

YcTaHOBKA CPEJICTB CBSI3U CETEH CBS3H v
POBEHb
HauMeHoBaH e crenyaibHoro HasHauenus, Biiodas CK3U, Koz | C/01.6 | (nomyposers) 6
CpeAcTBa [yId IIOMCKa IIPH3HAKOB KOMIIBIOTEPHBIX KBATHOVKALIH
arak B CETAX MEKTPOCBA3HU
[MpoucxoxaeHue TPYIOBO Opurumar X 3aMMCTBOBAHO M3
GyHKIMH OpWrHHala
Kon PeructpanuoHHbIR
OpHTHHaNa HOMEp
npodheCCHOHANBHOTO
cTaHAapTa

TpymoBsie neicTBUA

MoOHTaX CpPEICTB CBA3M CETEH CBA3H CNELHAIBHOTO HAa3HAYECHHMs, BKIIIOYAS
CK3HU, cpeactsa Ainsi NMOHCKAa IPH3HAKOB KOMIIBIOTEPHBIX aTaK B CETAX
9JIEKTPOCBSI3H

HacTpoiika CpeICTB CBS3H CETEH CBA3M CIENHAIBHOTO Ha3HAYEHMs, BKITIOYast
CK3H, cpenctBa UiA NOMCKA NMPH3HAKOB KOMIBIOTEPHBIX aTakK B CETAX
SNIEKTPOCBA3U

IpoBepka (GYHKLUMOHHPOBAHUA CPEICTB CBA3HM CETEW CBA3H CIELHMAIBHOTO
nasHayenms, Bimoyai CK3U, cpeactBa miid TMOHCKa IPH3HAKOB
KOMITLIOTEPHBIX aTaK B CETAX IEKTPOCBI3U

Heob6xonumbie yMeHUS

IpoBoauTh TpPOBEPKYy KOMIUIEKTHOCTH CPEJICTB CBS3M CeTell CBA3M
cnenpansHoro HasHauenus, Bkmouas CK3U, cpeacrsa uid IOHCKa
MPH3HAKOB KOMMBIOTEPHBIX aTaK B CETAX 3JIEKTPOCBA3H

ITpoBouTh MOHT@X (I IPOrPaMMHOIO OOECTeYCHHS — YCTaHOBKY)
CPEICTB CBSI3M CETECH CBA3M CHEHHAIBHOrO Ha3HA4YCHHs, BKIIOYAL CK3H,
CpeJCTBa IS TIOHCKA NIPH3HAKOB KOMIBIOTEPHBIX aTaK B CETAX 3JIEKTPOCBA3H

BBIIOJNHAT, HACTPOMKY M TIPOBEepKy (PYHKIIMOHMPOBaHHS CPEICTB CBSA3M
ceTeii CBA3M crenuansHOro HasHaueHus, Bkmodads CK3U, cpeactBa mis
MOMCKA IIPU3HAKOB KOMIIBIOTEPHBIX aTaK B CETAX IJICKTPOCBS3H

Heo6xoaumeie 3HaHUSA

Homenkinarypa, G yHKIHMOHAIPHOE HAa3HAYCHHUE H OCHOBHBIE XapaKTEPHCTHKH
CPEICTB CBA3M CETel CBs3W CNENHalbHOTO HasHadenmus, Bkmodyat CK3H,
CpeACTBA [UIA IONCKA IPH3HAKOB KOMIIBIOTEPHEIX aTaK B CETAX JICKTPOCBA3H

HasHaueHue ¥ NPHHUUILI PabOTHI OCHOBHBIX Y3JI0B CPEJCTB CBA3HM CeTEH
CBSA3M crenuaibHoro HasHadenws, Bkmodas CK3U, cpencrsa s moucka
NIPU3HAKOB KOMIIBIOTEPHBIX aTaK B CETAX 3JIEKTPOCBA3H

PykoBogsmue ¥  METOAMYECKHE  JIOKYMEHThl  YHOJIHOMOYECHHbIX
deiepanbHbIX OPraHOB HCTIOJIHUTEIBHOM BIIACTH 110 3al1uTe HHPOpMaHH

Hpyrue

XapaKTEPHCTHKH
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O6ecneuenue GecriepeboitHoOl pabOTHI CpeCTB
CBS3M ceTell CBA3H CIICIUAIBHOTO Ha3HAYCHHA, VpoBeHb
Haumenosanue | pkmodas CK3HU, cpencrsa uid moucka Kon | C/02.6 | (moayposeHs) 6
NPU3HAKOB KOMIIBIOTEPHBIX aTaK B CETAX KBIM(HKAIUH
SNEKTPOCBSA3H
g;:::;«l)dmnenne TPYHoBOH Opurmian X ?);I;L:::Bazza}m u3
Kon PeructpaumoHHbIH
OopurvuHaia HOMED
Tipo¢eCCUOHANILHOTO
CTaHaapTa
TpynoBsble AeiicTBUA Texymmid, B TOM  YHCIE aBTOMAaTH3HPOBaHHBIH, KOHTPOJIb

(yHKIMOHAPOBAHUS CPEJICTB CBS3H CETEH CBA3M CIEMHATLHOrO Ha3HAUCHHA,
smodas CK3H, cpezncTa i MOMCKAa NPU3HAKOB KOMIBIOTEPHBIX aTak B
CETSAX BJIEKTPOCBA3H

Texymmui, B TOM yucae aBTOMaTH3UPOBAHHBIH, KOHTpPOJIb
(G YHKLMOHAPOBAHUS IPOTPAMMHOIO OGCCIICUCHHA B COCTaBE CPE/ICTB CBA3U
cerell CBS3M cmeuuansHOro HasHadenms, Bkmodad CK3U, cpexcrBa mns
TIOMCKA MPH3HAKOB KOMITBIOTEPHBIX aTaK B CETAX 3JIEKTPOCBS3H

BHeceHde M3MEHEHHM B HAcTpOWKH CPEICTB  CBA3HU cereii CBA3MU
cHEHMAIbHOTO Ha3HA4YeHH

BoccTaHOBIeHHe npoliecca (YHKIMOHUPOBAHMS Iocie cOOeB M OTKA30B
CpPEJICTB CBS3H CeTel CBSI3H CHEIHAILHOr0 Ha3sHAYeHUs

HOJIY‘ICHHC, HUCIOJIb30BaHUE H aHHYJIMPOBAHUE CIICIIHAIBHBIX JOKYMCHTOB,
NpUMCHICMBIX B npoiecce 3IKCIUTyaTaniia CpE€ACTB CBA3H ceTeil CBA3HU
CIICIHAIIBHOTO HA3HAYUCHUS

Hpe}l[}’CMOTpeHHOG perilaMeHTOM H HOpPMaTHBHBIMH JOKYMCHTAMH
TEXHUYCCKOC OGCJIY)KI/IBaHHe, B TOM uHcle OOHOBJIIEHME HnporpaMMHOI0O
obecrieueHHs] B COCTaBe CpCACTB CBA3H ceTeil CBYI3U CIEHAIIBHOI'O
Ha3HA4YCHMUSI

I[namocmlca CPEICTB CBA3H ceTel CBS3H CIEHUaAILHOT0 Ha3HAYCHUS B ICTHIX
NPpUHATHA PCIICHHSA O HaNnpaBJICHUHA B PCMOHT HN3rOTOBHUTCIIEM

HeobxoauMble yMEHHSA

IpoBoauTh  TeKyWwii  KOHTpONb  IOKasaTeled M mpolecca
(byHKnnOanOBanwl CPEJICTB CBS3H CETeH CBA3H CIICUHATBHOTO Ha3HAYCHNMS,
TIpElyCMOTPEHHBIH PETJIaMEHTOM HX SKCIUTyaTalyuy

BLIIONHATE [PEAYCMOTPEHHBIE OKCILUTyaTalMOHHOH M HOPMaTHBHO-
METOIHYECKOH JOKyMeHTauuel paboTel M0 H3MEHEHHIO HACTPOCK CPCACTB
CBSI3M CETEH CBSA3M CIIENHAIPHOTO Ha3HAUCHHUS

IIpoBOAUTE NPELYCMOTPEHHBIC PEITIAMEHTOM paboThI IO BOCCTAHOBJICHHIO
nmpolecca ¥ NapamMeTpoB (yHKIMOHHPOBAHHS CPEACTB CBAZH cereil CBA3M
CrHeUHaIbHOr0 Ha3HAYEHHUs

I[IpoBONMTE  HPEAYCMOTPEHHOE  PEINAMEHTOM M HOPMATHBHLIMHU
JIOKyMEHTaMH TEXHH4eCKoe OOCIy)XHBaHHE, B TOM MHHCIC 0OHOBIICHHE
BepcHil POrpaMMHOro ofecreyeHrs B COCTaBe CPENCTB CBA3H cereil CBA3M
CHENUATBHOTO Ha3HAYCHHS

HeobxoauMmele 3HaHUA

THIIbI, OCHOBHBIE XapaKTEPHCTHKH CPEICTB H3MEPEHUH M KOHTPONA
mpolecca ¥ NapamMeTpoB (YHKIMOHMPOBAHHS CPE/ICTB CBA3HM cerei CBS3M
CIIENMATILHOTO Ha3HAYCHMS
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Merozauka (peraamMenT, IOCIeA0BaTeNbHOCTh) H HOPMATHBHEIE TPEOOBAHHS
K JCHCTBMAM B HEJAX M3MEHEHHS HACTPOEK CPEICTB CBS3H CETEH CBA3M
CIENHATFHOrO Ha3HAYEHHs

Mertoauka (periaMeHT, IOCieA0BaTeNbHOCTh), HOPMAaTHBHBIE TPEOOBAHUS U
COfepXXaHHE TEXHHYECKOTO OOCTY)XMBaHHs, BKIIOYas OGHOBIICHHE
IpOrpaMMHOr0 OO€CIIeueHHs] B COCTaBE CPEACTB CBA3M CeTeH CBSi3U
CIENHATPHOTO Ha3HAYCHHUs

MeTtoauka (pernameHT, HOCJICJIOB&TCIIBHOCTB) H HOPMAaTHBHEIE Tpe6013am151
K JEHCTBHSIM B IeldX BOCCTAaHOBJICHHSA IIpollecca MW IMapaMeTpoOB
(I)YHKI_II/IOHPIPOBaHI/ISI CpCACTB CBA3H ceTel CBA3H COeHAILHOTO Ha3HAYCHU

PyKOBOIDIII[I/Ie H METOANUYCCKHE JAOKYMCHTHI YIIOTHOMOYCHHBIX
(beﬂepaHBHBIX OpraHoB HCIIOJHHUTEIIHLHOM BIACTH IO 3alIUTE I/IH(i)OpMaI_II/II/I

Hpyrue

XapaKTCPUCTHKH

3.3.3. TpynoBas pyHKIHA

HauMeHOBaHME

ITpouncxoxkaeHne TpyAOBOH
GyHKIHH

BCIICHI/IC CIICHIHAJIBHOI'O ACIONPOU3BOACTBA H y
OBEHb
TEXHAYECKUX TOKYMECHTOB B ITPOLIECCC p
™ poriee Kon | C/03.6 | (nomypoBeHs) 6
3KCIUIyaTalluy CpeACTB CBA3H CECTCH CBA3H KBATHKALIH
creuaIbHoro HasHayenus, skimodat CK31
3auMCTBOBaHO U3
Ha
Opuru X opUruHaNa
Kon PeructpanioHHsIH
OpHIMHANA HOMeEp
npoeccCHOHATILHOTO
CTaHgapTa

TpynoBble 1eHCTBUSA

3anoJHCHAE CIENHAIBHAIX JKYPHAIOB M YIETHBIX (HOPM, IIPENYCMOTPEHHBIX
HOPMATUBHBIMU JOKYMEHTAaMH 110 IPUMEHEHHUIO CPEJICTB CBS3M CETEH CBA3M
CHEeNHUAIBHOrO Ha3HAYCHUS

HaHpaBJIeHHe B PEMOHT H IIPHEM H3 PEMOHTA CTOPOHHUMH OpraHu3anusiMn
CpECICTB CBA3H ceTed CBA3H CICHHaJIbHOIO Ha3HAYCHMA

Benenne SKCHJIyaTaIIHOHHOf/'I JOKYMCHTALIUH CPEACTB CBA3H ceTeil CBsA3HM
creuaJbHOrO Ha3sHA4YCHHUA

Heo6xoiuMbie yMeHHs

BhINONHAT 3a7a4H 110 NOJYYEHHIO, XpaHEHHIO, YYETY, BblIa4e, NpUeMy U
YTHJIM3alMM  CIENMaTbHBIX JOKyMEHTOB, NPHMEHIEMBIX B Ipouecce
SKCIUTYATAlMH CPEJICTB CBA3M CETEH CBS3H CEUHAIbHOI0 Ha3HAYCHHs

B3auMOeCTBOBATE C OPraHM3allusIMHU, OCYIIECTBIAIOMAME rapaHTHHHbIA 1
TOC/IETapaHTUMHBIA PEMOHT CPEACTB CBS3H CETell CBA3M CIEHAILHOrO
Ha3HAuYCHUA

Bectun SKCHIIyaTallHOHHYIO TOKYMEHTAIlMIO CPCIACTB CBA3H CeTEH CBA3U
COenraJIbHOTO Ha3HAYCHUA

HeoOxoauMele 3HaHHASA

HpaBHJla BEICHHA CICHHAIBHOIO JCJIONPOHU3BOACTBA H TCXHHYICCKHX
JOKYMCHTOB CpPCACTB CBA3H ceTeil CBI3H CuelaibHOro Ha3sHaAuCHUSA

HopMaTHBHEIE TIPaBOBbIE AKThI IO OPraHM3alliK 3aIMUThL rOCYAPCTBEHHOH
Tai{Hbl, KORQUACHIHATLHON HHPOPMAIUH U AeSTEIHHOCTH OPraHOB 3aIHUThI
roCyJapCTBEHHOM TalHEI

Opranmaunonnme MEphpl IO 3aluTe HH(bOpMaHHK B CE€TAX CBA3H
CIEHAJIBHOIO Ha3HAUCHHUA
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PykoBonsmpe W METOIMYECKHE  JOKYMCHTBI  YHOJHOMOYCHHBIX
(peaeparbHBIX OPraHOB HCIIONHATEIHON BIIACTH 10 3aliTe HHGOPMALMH 1
6e301acHOCTH KpUTHIeCKo! HHGOPMaHOHHOH HHGPacTPyKTyph

Hpyrue

XapaxTepUCTUKH

3.4. O606mennas TpyaoBasi QyHKIHA

Paspa6otka cpezcts 3amuTel CCCO (32 v
A OBCHb
HauMeHoBanue | HCKIIIOUEHUEM CETEH CBA3H CIICIUAIBHOIO Kon D KBpaJII/I F—— 7
HasHadeHus) oT HJ/l # KOMIBLIOTEPHBIX aTax
[MpoucxoxaeHue
o 3auMCTBOBAHO U3
0600meHHON TPy AOBOH OpwurviHan X
OpHruHalIa
GyHKIHN
Kon PeructpalMoHHBIiH
opuUruHaia HOMED
npodeccCHOHANBHOTO
cTaHgapTa
Bo3moxHEIE HuxeHep-npoeKTHPOBIIMK I kareropun
HaMMEHOBaHHA HuxeHep-npoexTupoBIMK II Kareropuu
JIOJDKHOCTEH, Wuxenep-npoexruposiMk Il kareropun
npodeccuit HmxeHep-poeKTUPOBILHK

PykoBoAUTENE IPOEKTOB

TpebGoBanus K
06pa30BaHHIO H
00y4€eHHIO

Bricinee 06pa3oBaHue — CHELAATHTET HIH MarucTparypa B 0611acTH
uHDOPMAIIHOHHOH 6€30MaCHOCTH

TpeGoBaHH: K OIBITY
TPaKTAYECKOH paboThI

151 IOJDKHOCTEH ¢ KaTeropHeif — onbIT paboThl B IOKHOCTH C 6onee
HU3KO# (IIpeIIecTBYIOMEN) KaTeropueii He MEHee OJTHOTO roza

Oco0bIe yCIOBHSA
J0mycKa K padore

Hanwuse fomycka K rocyapcTBEeHHOM TaiiHe (Tpu HEOOXOMMOCTH)

Hpyrue

XapaKTCPUCTHKH

PexoMeHAyeTCs JONOIHATENBHOE NPOYECCHOHATBHOS obpazoBaHHE —
IPOrPaMMBbI IIOBBILICHHS KBaIM(HKAIKH B 001aCTH HHPOPMAIIMOHHOK
0€e30MacHOCTH

JIOHOMHUTENBHBIE XapaKTEPUCTHKH

HaumeHoBanne Kon HanmenoBanue 6a30Bo¥ I'PYIILI, JODKHOCTH
JOKyMEHTa (mpodeccun) HIlM CIICLHATTLHOCTH
OK3 2519 Pa3paGoOTYNKH 1 AaHATMTUKH POTPAMMHOTO
oOecrieyeHys ¥ MPHIOKEHHH, HE BXOIIHE B IpYIHE
rpynnsl
EKC - 3aseayromuii (HauaabHHUK) Hay9HO-HCCIIEI0BATENBECKUM

otzmenoM (1aGopatopueil) yupexIeHHUs; 3aBeAYIOIIHi
(HaYaTbHMK) HAyYHO-HCCIIEI0BATENBCKHMM CEKTOPOM
(mabopatopueit), BROJAUIAM B COCTaB HAy4HO-
HCCIIEI0BATENBCKOTO OTIeNa (OTAENeH s, 1abopaTopun)
HHCTUTYTA

- VHXeHep-TporpaMMHUCT (IIpOrpaMMHCT)

- HmxeHep-IPOSKTHPOBIIMK

- Hay4Hb1i1 COTpYAHHK
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- CrenganucT 1o 3amute HHGopManum
- Crapmuii Hay4YHBIH COTPYJHHK
OKIIATP 22824 HHxeHep-nporpaMMHCT
24392 Hayunslii coTpyiHuk (B o61macTu HHGOPMATHKH X
BBIYMCIIMTEILHON TEXHHKH)
26579 CnenuammcT 1o 3amyre HHpopMaluu
44544 HavansHHUK HCCIICIOBAaTENbCKOM IPYIIBI
OKCO 2.10.04.01 HudopmauronHas 6€30MacHOCTb
2.10.05.01 KoMmneioTepHas 6€3011aCHOCTD
2.10.05.02 WndopmarpionHas 6€301acHOCTD
TeJIEKOMMYHHKAIIMOHHBIX CHCTEM
2.10.05.03 UndopmanponHas 6€30n0aCHOCTh aBTOMAaTH3HPOBAHHBIX
CHCTEM
2.10.05.04 HropMaIFOHHO-aHATUTHIECKHE CHCTEMBI
6e30macHOCTH
2.10.05.05 Be3zonacHocTh MH(GOPMAIMOHHBIX TEXHOJIOTHHA B
IPaBOOXPaHATENBLHOR cdepe
2.10.05.06 Kpunrrorpadus
2.10.05.07 IMpoTHBOAEHCTBAE TEXHHYCCKUM pa3BeKaM

3.4.1. Tpynosas pynknus

AHanu3 yrpo3 HHGOpManOHHOK Vposens
HanMeHOBAHHE | Ge3oMacHOCTH B CETAX BIEKTPOCBA3N Kox | D/01.7 | (nomyposens) 7
KBaTAGUKALMH

I[IpoucxoxkaeHue TPYAOBO
$yHKIHH

3auMCTBOBAHO H3

Opwurnaan X p—
Kon PerucTpaHOHHBIN
OpurHHaNa HOMep
npogecCHOHATLHOTO
cTaHIapTa

TpynoBble AEACTBUA

Bousnenue yrpo3 HJI K ceTAM 3ICKTPOCBA3N

C6op u cucTemaTH3anys (aHAIM3 W OLEHKA) CBEACHUM 006 yrpozax HJI k
CETSIM DJIEKTPOCBS3H

OneHKa ya3BUMOCTEH ceTel SMEKTPOCBSA3H C TOUKH 3PEHHA BO3MOXKHOCTH HA
K HUM

BrIpa6oTka npeyioxKeH i N0 TPe/JOTBPAILCHHIO 1 HEHTpaNM3aluy yrpo3 HA
K CCTAM 3JICKTPOCBS3H

Heo6xoauMeie yMEHHS

BeLsBiiaTh ¥ oneHuBarh yrpo3bl HJI K ceTsM 3JIEKTPOCBA3H

TIpoBOaHTE NpoBePKY PaGOTOCHOCOOHOCTH H 3()EKTHBHOCTH IPHMCHACMBIX
IPOrpaMMHO-aNMapaTHRIX (B TOM  YHCIE kpunrorpahudeckux) H
TEXHHYECKHX CPEJICTB 3AATHI CeTeR 3MeKTpocBs3u oT HJT

TIpoBOMTH HHCTPYMEHTAIbHbIH MOHHTOPHHI 3alMIIECHHOCTH CCCO

IIpoBOIUTh TEXHHYECKHE pPaGOTHI IpPH ATTECTALMH CCCO c yueroM
TpeGoBanuii o 3amuTe MEGOpPMALIH

Heo6xoaumMulie 3HaHHUS

Mogpemu yrpo3 HJI X ceTsiM 3/1eKTpOCBA3H

MeTOaMKH OLICHKH YS3BHMOCTeH ceTeil 37eKTpOCBA3M C TOYKH 3peHHA
posmoxkHoctd HJI K HUM

CpezcTBa aHaTM3a H KOHTPOIL 3aIMINCHHOCTH CCC3

OpraHM3alMOHHO-TEXHMYECKHE MEPONPHUATHS MO ODECMEYEHHIO 3alATHL
cereii oexTpocssisd oT HJI 1 uX 3¢ deKTUBHOCT
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HopmaTHBHEIE TIpaBOBble aKkThl B OONAcTH CBA3HM, HH(OpMAaTH3alMH H
3aIuThl HHQOPMALH

HanpoHalnbHBIE, MEXTOCYJapCTBEHHBIE M MEXIYHAPOIHBIE CTaHAAPTH B
obnacTy 3auMTH HHGOpPMALUH

Hpyrue

XapaKTCPUCTHKH

3.4.2. TpynoBasi dynknus

HanmeHoOBaHMe

IMpoucxoxacHne TpyaOBOH
dysKIA

Paspa6otka cpeacts u cucteM 3amurtsel CCCO o1 VposeHs
HJI, cpencTs st NOMCKa IPH3HAKOB Kon | D/02.7 | (moayposeHs) 7
KOMIILIOTEPHBIX aTak B ceTsax MekTpocssasu 3TKC KBaHGHKAH
Opurmwan X 3aMMCTBOBaHO U3
OpWTHHaNa
Kon PerncrpallHOHHBIH
OpHruHana HOMEP
npogeccHOHATBEHOTO
cTaHzapTa

TpynoBble feHCTBHA

CucreMaTu3anus (aHaJH3 M OLEHKA) CBEJCHHH O METONAx, CPEeACTBax M
cucremax 3amutel CCCO or HJI, cpeAacTBax MId IIOHCKa IIPHU3HAKOB
KOMITBIOTEPHBIX aTaK B CETAX 3JIEKTPOCBA3H, IPHUHIIHNAX TOCTPOCHUS 3TKC

dopMupOBaHME Pa3eioB TEXHHYECKOTO 3a/1aHKA Ha pa3paboTKy CPeACTB U
cucreM 3amutel CCCD or HJI, cpeactB 4 DIOHMCKa IIPU3HAKOB
KOMIOBIOTEPHBIX aTak B ceTsx 3nmekrpocssu, 3TKC

PaspaGoTka MpEMATOKEHHH IO TNPHMEHEHHMIO TEXHOJIOTHH  3allUTHI
nHopManuM TpH co3naHuu cpeacTs H cucTeM samuthi CCCO or HI,
CPEICTB Ul MOMCKA IPA3HAKOB KOMIBIOTEPHBIX aTaK B CETSX JEKTPOCBA3N,
3TKC

IIpoexTupoBanHe 3i1eMeHTOB cpenctB M cucreM 3amurel CCCO ot HI,
CPEZCTB /I OKCKA MIPH3HAKOB KOMIIBIOTEPHBIX aTak B CETAX JICKTPOCBA3Y,
3TKC

Pa3paGoTka npeaokeHni U MpaKTHYeCKask peali3alys JJIEMEHTOB, CPEICTB
u cucreM 3ammutel CCCO ot HJI, cpeacts i NOMCKAa IIPH3HAKOB
KOMIIBIOTEPHBIX aTak B cersx anexrpocsasy, 3TKC, skmouas paspaboTKy
IIPOrPaMMHOT0 06eCIIEYCHHS

Heo6xoauMeie yMeHHS

ITpoBoauTH COOp M aHAHM3 HCXOMHBIX AHHBIX JJI1 MPOCKTHPOBAHUS CPEICTB
u cucreM 3amutel CCCO ot HJI, cpeacts mid MOMCKa IPU3HAKOB
KOMIIBIOTEPHBIX aTaK B ceTsX dMnekTpocsssu, 3TKC

TIpoBOUTH CPAaBHUTE/BHBIN aHAN3 CeTel M CHCTEM Mepe/iavl HHopMaluHu
110 TIOKA3aTeNIsAM 3aAIUTH HHpOpMaluH

TIpoekTupoBath cpezcTBa U cucrembl 3amutel CCCI ot HIL, cpencrsa s
IOMCKA IIPHU3HAKOB KOMIIBIOTEPHBIX aTak B ceTax snektpocsssu, 3TKC ¢
y4eToM TpeGOBaHMH HOPMATHBHBIX IIPaBOBBIX aKTOB M METOAMYECKHX

JOKYMEHTOB

PaspaGaTbiBaTh TNPOEKTHL, TEXHMYECKHE 3aaHMs, IUIAHBI U rpaduky
nposegenus pabot mo 3amure CCCO ot H/I, KOMNBIOTEPHBIX aTakK B CETAX
5IE€KTPOCBA3H H HEOOXOAUMYIO TEXHMYECKYIO JIOKYMEHTAIHIO

O6ecrieunBaTh  pAlMOHAIGHBIA  BHIOOp  dlEMEHTHOW  0a3bl  npH
nmpoexkTHpoBaHMH ycTpoiicte u cucrem sammtet CCCO  or HI,
KOMIBIOTEPHBIX aTaK B ceTsix eKkTpocsssu, 3TKC
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Vcnonp30BaTh CTaHIAPTHBIE METOABI H CPEACTBA INPOECKTHPOBAHHA
1HMPOBBIX Y3JI0B U YCTPONCTB, METOIbI AHAJIN3a JJIEKTPHYECKHX LIENEH
Pemate THIOBBIE 3aJa4d  IIOMEXOYCTOHYMBOIO  KOAMPOBaHHSA H
JEKOAMPOBAHHUSA COOOIIEeHN

Pa3pa6arsiBaTh MOJMTHKY 6€30macHOCTH, BBHIOMpaTh METONBI M CpPEJCTBA
obecneuenuss HHOOPMAIMOHHOM 6€30ITaCHOCTH CETEH SNEKTPOCBSA3H
HeoGxomumble 3HaHMsT | HOpMATHBHbIE MpaBOBBIE aKThl B 00JacTH CBs3H, MH(GOpMaTH3aUMd |
3alATHl HHQOpPMaluH

HamponansHele, MEXrocylapCTBEHHBIE H MEXIyHapOIHBIE CTaHJIApTHI B
061acTH 3alMTH HHGOpPMaIUH

OCHOBHEIE METOABI YIPaBJICHHS HHOOPMAIMOHHON 0€30IMacHOCTHIO CeTei
anektpocsssn, 3TKC

Vrpo3sl Ge3omacHOCTH, HHGOPMAIHOHHEIE BO3ACHCTBHSA, KPUTEPHH OLCHKH
3aIUIECHHOCTH M METOIBl obecneueHns HHQPOpMaIMOHHOH 0€30MacHOCTH
cereit anextpocsizn, 3TKC

Mertobl, CIIoCO0bl, CPEACTBA, MOCIENOBATENbHOCTh H COIAEPKAHUE ITAIOB
paspabotku cpeactB u cucteM 3ammTel CCCO ot HJI, cpencts uii moucka
IPU3HAKOB KOMITBIOTEPHBIX aTak B ceTsaX eKrpocsssn, 3TKC

OCHOBHI TEOPHH OJICKTPHUYECKHMX IIEMEH, METoAbl aHaiu3a H CHHTE3a
3JIEKTPOHHBIX CXEM

OCHOBHBIE XapaKTEPUCTHKH H TIOKa3zaTend 3(P(EKTHBHOCTH CpPEACTB M
cucteM 3amutel CCCD ot HJI, cpeacts s MOHCKA NPH3HAKOB
KOMIBIOTEPHBIX aTaK B ceTsX AMeKTpocBsasy, 3TKC

MeTo¥KH pacdeToB M NPOSKTHPOBaHUA cpeAcTB U cucteM 3amutel CCCO
or HJI, cpenctB A MOWCKA NPU3HAKOB KOMIIBIOTEPHBIX aTaKk B CETAX
anekrpocsszu, 3TKC

OcHoBel MoaenupoBanus ¢ynkunonuposanus 3TKC

TexXHONOIMH, METOObl, S3bIKH M  CpelICTBAa INPOrpaMMHPOBAHUS,
TIpUMEHSEMBIE JUIS CO3/[aHus IIporpaMMHoro obecnieuenns B cocrase CCCOI,
a Takxke cpeactB H cucreM 3amutel CCCO ot HJI, cpeacts s moucka
NPH3HAKOB KOMIBIOTEPHBIX aTakK B ceTsX aekTpocsssy, 3TKC

Apyrne -
XapaKTEepUCTHKH

3.4.3. TpynoBas pyHKIHSA

ITposenenre HUOKP B cdepe pazpaboTku Vposens
Haumenosanne | cpeacts U cucteM 3amutel CCCO ot HJ, Kon | D/03.7 | (nomypoBeHb) 7
cosnanns 3TKC KBanH(UKaLUK1
IpoucxokIcHHE TPYXOBOK Opurmman X 3auMCTBOBAHO 3
(yHKUMH OpHTHHaJIa
Kon PeructpalMOHHBIH
OopurMHajia HOMeEp
Ipo(eCcCHOHATLHOTO
cTaHmapra
TpynoBble neicTBHSA IInaauposanue stamoB BemonHeHus HUOKP mno cospanmio cpeacts u

cucteM 3amuthl CCCO ot HI, 3TKC
Brmosnnenne HUOKP mo cospanuio cpeacts u cuctreM 3amuthl CCCH ot
HJI, 3TKC
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Opranu3anus ONBITHON SKCILTyaTalli CPECTB M CHCTEM 3alllMThI CCC3 ot
HJI, 3TKC

TIpoBenenne cepTU(UKANMOHHBIX HCIBITAHMA CPEACTB H CHCTEM 3aLIMTHI
CCCD ot HJT, 3TKC ¢ ucrons30BaHHEM HHCTPYMEHTAIBHBIX CPEACTB

IToaroroBKka aHAJIMTHYECKOrO OTYETAa II0 pe3yibTaTaM IpOBEJCHHBIX
cepTU(UKAIHOHHBIX HCIBITAHUH CPEICTB H CHCTEM 3aILMTHI CCC3 ot H/,
3TKC u dopMyIHpOBaHHE BHIBOJIOB M0 OLICHKE 3alUIEHHOCTH

TIoArOTOBKH OTYETHBIX JOKYMeHToB 1o uroram mpopenenns HHOKP B
COOTBETCTBHH C HOPMATHBHBIMH JOKYMEHTaMH H TpeOOBaHUAMH 3aKa3unKa

Heo0OxoauMble yMeHHS

Opraunu3oBbiBaTh c6op, 06pabOTKy, aHANH3 H CHCTEMATH3AIMIO HAyTHO-
TeXHHYECKOM HH(POPMALMH, OTEYECTBEHHOTO M 3apy0eXHOro OmbITa IO
npo6nemamM MHGOPMAMOHHON  6€30macHOCTH  ceTeH  JIEKTPOCBA3M,
BLIpaGOTKY TNpEANOXKEHHA [0 BOIPOCAM KOMIUIEKCHOTO obecneueHus
uH(OPMAMOHHOH G€30NaCHOCTH ceTel JNIEKTPOCBSI3H, pa3paboTKy MoJesneH
yrpo3 HJI x ceTsM 3JIEKTPOCBS3H

IIpoBOUTB BEIGOP, HCCIIENO0BATh 3(pPeKTHBHOCTE H pa3pabaTeIBaTh TEXHHKO-
3KOHOMHYECKOE OOOCHOBAaHHE TPOEKTHBIX pEINEHHH CPEACTB M CHCTEM
samuter CCCD ot HII, 3TKC ¢ uensio obecnedeHus TpeGyeMoro ypoBHA
3aMAIEHHOCTH

ITnaanposats oTansl BemonHeErns HUOKP no co3nanuio CpecTB U CUCTEM
samutel CCCO ot HJI, 3TKC

Pacnpenenats 3ana4u cpeau ucnonaurenedi HUIOKP mo cosnanmio cpencts
u cucreM 3amutel CCCD ot HJI, 3TKC, KOHTpOIMpPOBATH CPOKU M KA9ECTBO
HX HCIOJTHCHHS

OpFa}{HSOBLIBaTB NOATCOTOBKY HAYYHO-TEXHHYCCKHX OTHET OB, 0630pOB,
nyﬁnnKauuﬁ 110 pe3yJbTaTaM BBINTOJHCHHBIX I/ICCJICIIOB&HHﬁ

OpraHH30BBIBATH CONPOBOXKICHAE pa3paboTKH TEXHMIECKUX H NPOTrPaMMHO-
aNMapaTHBIX CPEICTB 3alluThl M 00paboTKH pHQOpMAIMH B  CETAX
JNIEKTPOCBSA3H

Heobxoiumbie 3HaHHUSA

HanuoHaNbHBIE, MEXTOCYJAPCTBEHHBIE M MEXKAYyHapOAHBIC CTaHIApTEL,
ycTaHaBIMBAOIMEe TpeOOBaHMs K OpPraHM3allid M IPOBEACHHIO HUOKP,
ODBITHOM SKCIITyaTaluH cpeAcTB u cucteM 3amutel CCCO ot HJ, 3TKC

PykoBojsmmue M  METOAMYECKME  JOKYMEHThl  YIOMHOMOYCHHBIX
demepaTbHBIX OPTaHOB HCHOJNHHMTENBLHOH BIACTH, —YCTAaHABIHBAIOIIMC
TpeGoBapMsi K  OpraHM3allii M MPOBEJCHUIO  aTTeCTallid M
cepTH(UKAUHOHHBIX HCIBITAHAN CPE/ICTB H CUCTEM 3alMTRI CCCD ot HJJ,
3TKC

OCHOBHBIE CpeACTBA H crocoObl obecmevenus HMHGOPMAUHOHHOH
6€30MaCHOCTH, IPHHITAIIEI OCTPOeH s cpencTs M cucteM samutel CCCO ot
HJI, 3TKC

VIHCTpyMEHTANbHbIE CPE/ICTBA KOHTPONS U HCIBITAaHHH CPEACTB U CHCTEM
samutel CCCO ot HJI, 3TKC n MeToaMKa MX ITPUMECHEHHA

HanuoHanpHble, MEXIOCYJApCTBCHHBIE H MEKIYHAPOIHBIC CTaHIApThI,
yCTaHaBIMBaOle TPeGOBaHMA IO 3aluTe HHpOpMAIMH, aHANH3Y
3AIIAMICHHOCTH CeTedl 3JIEKTPOCBSI3M M OLECHKE DPHUCKOB HApYyIICHHUA HX
MH(OpMaLHOHHON 6€30MacHOCTH

Hpyrue

XapaKTCPHCTUKH
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3.5. O600menHas TpyaoBas GyHKIHA

|
\
\
|
| e
ObecIiedeHne 3aIMUTHI CPEACTB CBA3H CETEH | YpoBeHb
HanMenoBaHue Kon | E 7
CBSI3H CHENHAIBHOro Ha3HaueHus ot HJJ B | xeanudukaumu
IIpoucxoxaeHue
006006WeHHON TPy 10BOH Opurunan X 3aUMCTBOBARO 13
Py P OpHruHana
(pyHkuun
Kon PerucrpaumoHHsIiH
i OpHrHHala HOMEp
| npo)eCCHOHANTBLHOTO
CTaHJIapTa
\
Boamoxnsie Crapmmii HHXEHEp
HAaMMCHOBAHUS Crapumit nHXeHep-pa3paboTIHK
JOJDKHOCTEH, Crapmuii HHXCHEp ClIELHANbHON CBA3H
npodeccuit KoHcynbTanT 1o clieudalbHbIM TEJIEKOMMYHHKAIUSIM
TpeboBanus k Bricmee o6pazoBanue — CIEIHAIATET MM MarucTparypa B 001acTH
obpa3oBaHUIO U uHGOPMAIIMOHHOH 0€3011aCHOCTH
‘ 00y4eHHIO
\
|

Tpebosanns k oneity | He Menee omHoro roga B cepe obecneuenus samurel CCCO ot HI mubo
MpaKTAYeCcKOi paboThl | pa3pabOTKH CPEJICTB M CHCTEM TAKOH 3aILUTHI

| Oco0sle ycrmoBus Hanuuue fomycka K rocyAapcTBEHHOM TaitHe (IpH HEOOXOMMOCTH)

‘ Jionycka K pabore

| Hpyrue PexoMeHiyeTCs IOTIOJTHUTENbHOE mpodeccHoHanbHOE 00pa3oBaHHe —

| XapaKTEPUCTHKH NporpaMMsI MOBEILIEHAS KBaTH(uKanuy B 06:1acTH HHPOPMAIHMOBHOM
6e3omacHOCTH

JlononHATENIbHBIE XapaKTEPACTHKA

HanmenoBanue Kox HaumeHoBanue 6a30B0i Ipyniibl, JOIDKHOCTH
JIOKyMEHTa (npodeccun) MM CHENHAIBHOCTH
OK3 2519 Pa3paboTunku ¥ aHAIMTHKH IPOrPaMMHOIO
obecreyeHns ¥ MPHJIOXKEHUH, He BXOAIIHE B APYTHE
TPYIIIbI
EKC - 3aBeayronmii (HayaJbHUK) HayYHO-HCCIIEN0BATEIbCKUM

otnenoM (aGoparopueil) yapexaeHus; 3aBeIYOIIMA
(HavaJIbHUK) HAy9HO-HCCIEA0BATEIbCKAM CEKTOPOM
(mabopaTopueii), BXOAAIINM B COCTaB Hay4HO-
HCCIIEI0BATENLCKOTO OT/AeNa (OT/IeNeHu s, TabopaTopun)

WHCTHUTYTA
- HKeHep-KOHCTPYKTOP (KOHCTPYKTOP)
- HxeHep-mporpaMMHUCT (TIPOrPaMMHKCT)
- HHxeHep-NpOEeKTUPOBIIHK
- Hayunslil COTpYIHHK
- CHequaIucT 1o 3amure HHPOpMaLuK

- Crapimii Hay9HBIH COTPYAHMK
OKIIATP 22016 3aBeayroumit 1aboparopuei (Hay4HoO-

HCCIIEIOBATENBCKOM )
22827 WHxeHep-npoeKTHPOBIIMUK

26579 CroernganucT no 3amure uHGopManuu
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OKCO 2.10.04.01 Wndopmannonnas 6e300acCHOCTh

2.10.05.01 KommnblorepHas 6€3011aCHOCT

2.10.05.02 WudopmanronHas 6€301acHOCTh
TEJIEKOMMYHHKAITHOHHBIX CHCTEM

2.10.05.03 HudopmannonHas 6e30macHOCT aBTOMATH3HPOBAHHBIX
CHCTEM

2.10.05.04 HupopMalHOHHO-aHATUTHYECKHE CHCTEMBI
6e301acHOCTH

2.10.05.05 Be3onacHoCTs HH)OPMALHOHHBIX TEXHOIIOIU B
IPaBOOXPAHUTEIHLHOMN chepe

2.10.05.06 Kpunrorpapus

2.10.05.07 TTpoTHBOACHCTBHE TEXHUYECKUM pPa3Be/iKaM

3.5.1. TpynoBas ¢yHKIHSA

Opranusauus GpyHKIMOHHPOBAHHSA CETEH VposeHb
HanMeHoOBaHHE | CBSI3H CIIEUAIBHOTO Ha3HAYCHUS U UX Koxa E/01.7 (noaypoBeHs) 7

CPEICTB CBSI3H KBAIMHKALH
[TpoucxoxkaecHAE TPYROBOH Opurmman X 3aMMCTBOBaHO U3
$yHxuMn OpHTHHANA

Kon PeructpailioHHEIH HOMED
OpHurHHAIA npo¢ecCHOHANBHOTO
cTaHaapTa

TpynoBbic AEHCTBHA

BEIIOJIHEHHE KOMILIEKCA MEPOIPHSTHI MO MOHT)XY CPEICTB CBS3H CETEH
CBSI3H CIIEIMANBHOrO Ha3HAYCHUA

Brimonnenue IIyCcKa ¥ HAJIaIKU CPCACTB CBA3ZH ceTeil CBA3H CIECIUAITLHOTO
HasHAYCHH

KoHTpons 3(¢eKTHBHOCTH (YHKIHOHAPOBAHASA KOMILUICKCHOH CHCTEMEI
3AI0UTHl COOPYXEHHH M CPEICTB CBA3M CETed CBA3H CNCUUANBLHOTO
gasHauenns oT HJI, BKodYas BBIABICHHE HMHIMICHTOB, KOTOPBIE MOTYT
mpuBecTH K c0OAM WIH HapyIIEHHIO HX GYHKIHOHHDOBAaHHS —HIH
BO3HMKHOBEHHIO yrpo3 GezomacHocTd MHGOpMalyH, OUPKYIHpYIOmeH B
HHX, a TAK)Ke pearipoBaHHE HA TAKNE HHIMCHTHI

Heob6xoauMele yMeHHUs

OpraHu30BHIBATE MOHTAX, HACTPOHKY ¥ 3KCILTYaTalHIO CPELCTB CBA3H cereit
CBSI3M CIIENHMATBHOTO Ha3HAUEHHs, CPEJICTB U CHCTeM MX 3amuThl oT HJI

HpOBOIIHTI: KOMIUICKCHOE€ TECTHpOBaHHE, IIYCK U HAIAAKY CpEACTB CBA3H
ceTeli CBI3H CIIeHaAILHOIO Ha3HAYeHHsI, CPEACTB H CUCTEM HX 3alluThI OT HH

OcymecTBiiATh KOHTpOJb 3¢ GeKTHBHOCTH (yHKUMOHHPOBAHHUS
KOMILTEKCHOM CHCTEMBI 3aIUTHl COOPYXEHHiA H CPEICTB CBA3H CETeH CBA3M
crnenuaiibHOro HasHaueHus ot HJI

Pa3pa6aTBIBaTI> NpeIIOXKEHIHI IO COBCPIICHCTBOBAHHIO H ITOBBIIICHHUIO
S(t)q)CKTPIBHOCTI/I NPpHHAMACMBIX TEXHHICCKHUX ME€p H MPOBOAHMBIX
OpraHu3alliOHHBIX MBPOI'IPHSITI/Iﬁ 110 00ECIICYCHMIO 3alUThI COOpy)KCHPIﬁ )41
CpCICTB CBA3H cerelf CBA3M CHENUAIFHOrO Ha3HAYCHHS OT HlI

OpraHu3oBbIBaTh PabOTH 1O BHIIONHEHMIO TPEOOBaHWH PeXWMA 3alUTHI
uH(OpPMaLKK OTPAaHMYEHHOrO IOCTYNa

PaspabateiBarh ~ METOAMYECKHE  MaTcpHajlbl  H OpraHu3anuOHHO-
pacopsAMTENbHEIE JOKYMEHTBI 110 06eCIIeYCHHIO 3AIUTH COOPYXEHUH U
CpeJCTB CBSI3H CETCH CBA3M CCUHAIILHOIO Ha3HAYICHHS OT HJI
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Heob6xoaumele 3Hauus | Momenu yrpo3 HJI x coopykeHHsAM H CpeicTBaM CBS3H CETEH CBSI3H
CIeNHaTLHOTO Ha3sHAYCHHU

CocraB M Ha3HAYEHHE AaNNapaTHO-MPOTPAaMMHBIX CPEICTB  3allUTHI
COOPY)KEHHH M CPECTB CBSI3U CeTel CBA3H CenualIbHOro HazsHayeHus ot HJJ

HopMaTuBHBIE IIPAaBOBbIE aKTHI, PYKOBOJSIIHE U METOAUYECKHE TOKYMEHTBI
YIOOJHOMOYEHHBIX (eNepabHBIX OpraHOB HCHOJNHHTEIBHON BIACTH,
yCTaHAaBIMBAIOIKEe TPeOOBaHHS IO 3alMTe HHPOpPMAUM ceTed CBA3U
CHENHAIBHOTO Ha3HAYCHHS

MeTo/151 KOMILIEKCHOTO 00€CTIeYeHHS 3alUTH COOPYKEHHH U CPEACTB CBA3H
ceTel CBs3H ClIEUANbHOTO HasHayeHus ot HJ|

IMoxaszatenu 3¢(eKTHBHOCTH IPHMEHSAEMBIX IIPOrpaMMHO-ANNapaTHEIX (B
TOM YHCIIE KpUNTOrpapuyeckux) H TEXHUYECKUX CPEICTB 3allIUTEI CPEICTB
CBS3H CETEH CBA3M CEnUaIbLHOro HazHaveHus ot HJ[

Hpyrue -

XapaKTCpUCTUKH

3.5.2. TpyaoBas ¢pyHKkuus

Ipoenenne HUOKP B chepe paspaboTku cerei VposeHs
HaumeHoBaHHE | CBSI3H CIIEIIHAILHOrO Ha3HAYeHMs U UX cpeactB | Kox | E/02.7 | (momyposens) 7
cBa3H, Bomodas CK31 KBAIH(HKALHH
ITpouncxoxaeHne TPYAOBOM Oparuman X 3auMcTBOBaHO U3
¢$yHKIUH OpWrHHaia
Kon PerucTpalmOHHBIH
OpHruHajia HOMEp
npoecCHOHABLHOTO
craHizapra
TpynoBelie AeiCTBHS PaspaboTka pa3ZieJIoOB TEXHHYECKOTO 3aJaHUA Ha NPOEKTHPOBAHHE U

MOZHU(HUKAIINIO 3JIEMEHTOB M CHCTEM 3allUTHl CETEH CBA3H CIICUHAIBHOIO
HaszHaYeHHud u HX cpeAcTB cBs3u oT HJI

ITpoeKTHpOBaHHE 3TEMEHTOB M CHCTEM 3ALIMTHI CETEH CBA3M CIICLHAIBHOTO
Ha3zHaveHus ¥ uX cpeActB cBa3u oT HJ{

Pa3paGoTka METOAMK IIPOBEACHHS HCIBITAHHA JJIEMEHTOB W CHCTEM
obecneyenys 3alUTH CETeH CBA3M CIENMATBHOTO Ha3HAYEHUS H MX CPEJICTB
csi3u ot HJ|

KOHTpOJII: COOTBCTCTBH TCXHHYCCKOMY 3aJIaHHIO PE3yNBTATOB
IPOCKTHPOBAHUA JJIEMEHTOB H CHCTCM obecrieueHHs 3alIUThI ceTeil CBsI3U
CICIAAIILHOTO Ha3HAYCHHA U UX CPCJCTB CBA3H OT HI[

Heo6xonumble yMeHHs | IlpoBoauth cGOp M aHAIM3 HCXONHBIX JAHHBIX Ui pa3paboTkd H
MOAu(HUKALKNK 3IEMEHTOB H CHCTEM 3alIUTBI CETCH CBA3M CICHHAILHOTO
Ha3HAYeHHA H MX cpeacTB cBszd oT HJ{

TIpoBOAUTH CPaBHUTENBHBIN aHANM3 CETEH CBA3M CHEUHATBHOIO Ha3HAYCHHUS
M MX CPEJCTB CBS3M 110 II0KA3aTE/IM MX 3alIMIICHHOCTH OT HJI

Pa3paGaTeiBaTh IIPOEKTH, TEXHHYECKHE 3a/laHMA, IUIAHBI U Trpaduku
nposefeHus paboT 110 3alIUTe CeTel CBA3U CIIELMAIBHOIO Ha3HAYCHHA H HX
cpencts cBssu oT HJI, Heo6X0auMyI0 TEXHHYECKYIO JOKYMCHTAIMIO

O6ecneunBaTh palHMOHATBLHBIA BHIGOP 3I1EMEHTHOM 6a3bl pu pa3paboTke U
IPOEKTHPOBAHHN CeTeif CBA3M CINENMAIbHOTO Ha3HAYCHUsS M HX CpPENCTB
CBA3U
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PaspaGarbiBaTh HOJMMTUKY O€30IIaCHOCTH, BHIOHpAaTh METOABI H CPEACTBA
o0ecredeHns 3alHTEI CETEH CBA3M CIELHAIBHOIO Ha3HAYCHHUS M UX CPEJICTB
cesa3u ot HJ

OueHuBaTh COOTBETCTBHE pE3YyIbTATOB TNPOEKTHPOBAHHSA JJIEMEHTOB H
CHCTEM 3aIIUTHI CETEH CBA3HM CIENHATLHOIO Ha3HAYEHUS H MX CPE/CTB CBA3H
oT HJI TexHuyecKOMy 3aJaHHIO

HpOBOJIHTB AHaJIU3 BBIMIOJIHCHHUA Tpe6013aHm7‘1 3alUITNICHHOCTH ceTeil CBA3U
CIIEIUAIIBHOIO HA3HAUCHHUA H UX CPEJICTB CBA3H OT HI[

Heob6xoauMeie 3HaAHUSA

HpPIHIII/IIIH TIOCTPOCHUSA ceTell CBA3M CNENHAIBHOIO Ha3HAYEHHU S

CrocoObl M CpeACTBa 3aMTH HHGOPMAIMH OT YTEYKH MO TEXHHYECKHM
KaHaJaM H METOIBI KOHTPOJIS UX 3((EeKTHBHOCTH

OCHOBHBIE XapaKTEPUCTHKH M MoKa3areld 3()GEKTHBHOCTH JJIEMEHTOB M
CHCTEM 3aIIUTHI CeTEH CBA3H CIENHAATLHOTO Ha3HAYEHHs H HX CPEJICTB CBA3N
ot HJ{

IIpuHnUnEl paGoTH! 371€MEHTOB H (YHKIMOHAIBHBIX Y3JIOB 3JIEKTPOHHOH
anmaparypbl, THUIOBBIE CXEMOTEXHHYECKHE PEIICHHsS OCHOBHBIX Y3JIOB H
0JIOKOB BJIEKTPOHHOM anmaparypsl

Meronuku pacyeToB H IIPOCKTUPOBAHUA CPCACTB H CHCTCM 3allIMTEBI cetel
CBA3H CIIEIHAJILHOTO HAa3HAYCHUA H UX CPCIACTB CBA3U OT HI[

OCHOBEI MOZIETUPOBaHUs (QYHKIMOHHPOBAHMS CETEH CBA3H CIEHHAIBHOTO
Ha3zHAuCHUs

HammoHanbHele, MEXTOCYAapCTBEHHBIE M MEXIYHApOJHBIE CTaHIApTHI,
yCTaHaBIHMBAIOIHE TPeOOBaHHS K OpraHM3allid H NPOBEICHHIO HUOKP,
OMBITHON SKCIUIyaTalli# »JJIEMEHTOB M CHCTEM 3alllATHI CeTedl CBA3M
CIICIMANGHOTO Ha3HAYEHHs M UX cpeacTB cBs3u oT H]|

HopMaTHBHBIE TIPaBOBBIE AKTHI, PyKOBOIALIME H METOANYECKUE NOKYMECHTRI
YIONHOMOYEHHBIX ~ ()EACPATBHBIX OPraHOB MCIOJHHTENbHOH  BIIACTH,
yCTaHABJIMBAIOMHE TPeOOBaHMA K CHCTEMaM 3alldThI cerel CBA3M
CHEMUATILHOrO Ha3HAYeHMs U HX cpeacTB cBsi3u oT HJI

Hpyrue
XapaKTEPUCTHKH

3.5.3. Tpynosaa dpynxknus

KonTpo:ns 3amuimerHocty ot HIl u YpoBeHs
Hanmenosande | (PYHKIIMOHAJIBHOCTH CETEN CBA3U Koa  E/03.7 | (momyposeHs) 7
CIICUHAJIIBHOTO HA3HAYCHUSL KBaHHKAIAY
XO0XKJICHHE 0BOi#1 3anMCTBOBaHO U3
Tponcxoxiete TPyA Opurnaan X
¢dyHKUMH OpurHHana
Kon PeructpauoHHbI#
OpHrHHAJIA HOMep
npo¢ecCHOHANBEHOro
CTaHJapTa

Tpynoselie qeHCTBUA

Ananus 1 onenka yrpo3 HJI k ceTsiM CBA3H CIEIHAIBHOTO Ha3HAYCHUA

AHanu3 W oreHKa paboTocnocoGHOCTH H 3P (EKTUBHOCTH MPUMEHACMBIX
NpPOrpaMMHO-aINIapaTHEIX (B TOM  YHCIC Kpunrorpapu4eckux) H
TEXHHYECKHMX CPEJCTB 3aIIUTHI CeTel CBA3M CIEUMAIBHOrO Ha3HAYCHHA OT

HJl

ATrectaums 3ampmenHoctH oT HJI U GyHKUMOHAIBHOCTH CETeil CBA3H
CHENHAIBHOrO Ha3HAYCHHA
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WHCTpyMeHTAIBHEIM ~ MOHMTOPHHr  3amumeHHocts or HJ  #
(YHKIIMOHATGHOCTH CETEH CBSI3H CNIENHAIBHOIO Ha3sHAYCHMS

Heobxoaumele ymeHHs

BrBiasate M oneHmBarh yrpo3sl HJl k ceTsM CBA3M CHELMAIBHOTO
Ha3HaYCHHUS

ITpoBomuTs IPOBEPKY paboTOCIOCOGHOCTH U 3()(PeKTHBHOCTH NPHMEHAEMBIX
NpOorpaMMHO-aNmapaTHeIX (B TOM 4YHCIe KpUOTOrpaguUecKHx) u
TEXHHYECKHMX CPECTB 3alIUTHI CeTeil CBA3U CIIENHAIBHOTO Ha3HAUYEHHS OT

HJL

TIpoBOAMTL MHCTPYMEHTANBHBIH MOHHTOPHHT 3allMIIEHHOCTH CETEW CBA3H
crenHaIbHoro HazHadeHus ot HJ{

Pa3pabarbiBarh MpeUIoKeHH 10 HelTpanmu3anuu yrpossl HJI k ceTam cesasu
CIENHMATILHOrO Ha3HAYCHHUs

HpOBO)II/ITL TEXHHUYCCKHC paGOTBI IIpA  arrecTallui  CCT el CBA3M
CIICOHAIBHOTO HA3HAYCHUA

Heo0OxoauMele 3HaHHA

OcrosHEIe yrpo3bl HJ 1 Mozen HapyUTeNs NOTHTHKH HHPOpMalMOHHOMH
6€30IaCHOCTH CETel CBSA3H CIICHHAILHOIO Ha3HAYCHHS

HopMaTHBHBIE IIPAaBOBBIE aKTHI 110 OpPraHH3alHM 3aMMTEL TOCYJApCTBEHHOM
TaliHel M KOHQHUIOCHIMATGHOH HHGOpPMAaIMHM, 3aJa4aM OpPraHOB 3alIHTHI
TOCYAapCTBEHHOM TalHbI

Cnoco0Obl ¥ CpelCcTBa 3aumuThl HHGOPMALMK OT YTEUKH 10 TEXHHYECKUM
KaHaJaaM ¥ METO/IbI KOHTPOJIS HX 3 ()EeKTHBHOCTH

MeTOUKH OLEHKH YS3BUMOCTEH CeTel CBA3HM CNENHAILHOTO Ha3HAYECHHS C
TOYKH 3peHud Bo3MoxHocTH HJ{

CpezcTBa aHanM3a W KOHTPONS 3allMINEHHOCTH CETEH CBA3H CICHUATBHOTO
HasHaYeHHd

OCHOBHEIE ~ KpUNTOrpaguUuecKkue METOIBI, AITOPHTIMEL,  IIPOTOKOJIBI,
ACHOJIB3YEMBIE U OOecriedeHHs 3allJUTBl CETEH CBA3H CHEHHAIBHOTO
HasHauyeHus or HJ|

I[IporpaMMHO-annapaTHele CpeACTBa OOECHECYEHHA 3AUIUTHI ceTeil CBA3H
CHEeMUaIbHOro HazHadeHud ot HJJ

Oprasu3alMOHHO-TEXHUYECKHE MCEPOIPHATHA IO 3alldTe CETed CBSA3H
crienuansHoro HasHadeHus ot HJI u ux s dexTuBHOCTE

HopMaTuBHBIE IPaBOBBIE aKThl, PYKOBOASAIIKE U METOAUYECKHE JOKYMEHTBHI
YIIOTHOMOYEHHBIX ~ (eflepalbHbIX OPraHOB HCIOJHMTENBHON  BIIACTH,
ycTaHaBnuBaole TpeOOoBaHHA K CHCTEMaM 3allMThl ceTedl CBs3H
CHEIUATIBHOro Ha3HAaUeHMs M WX cpeacTB cBsi3u oT HJ]

Hpyrue

XapaKTCPHCTUKN

3.6. O6o6mennan TpyAoBas GyHKIAS

HaumenoBake Ypasienue pa3BUTHEM CPEICTB H CUCTEM Ko 8 YpoBeHs 7
sammtel CCCO ot HJ{ KBTH(HKALHH
IpoucxoxueHue aVMCTEOBANO 13
0600611eHHO# TPy I0BOIH Opurusan X opUrMHAN
by P
Kon PerncTpatiioHHbIH
OpMIHHAJA HOMep
npoeCCHOHANIBHOTO

CTaHAapTa
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Bo3MoxHbIE HavanbHUK (pyKOBOJMTEND) OT/AENA (OT/AETICHHS) CHCTEM 3alHTHI
HaMMEHOBaHUSA HHbopMaIHK

JIOJDKHOCTEH, Benymuii HEXeHep-pa3paboTIMK

npodeccuit

Tpe6oBanus K
00pa30BaHHIO H
00y4YEeHHIO

Briciee o6pa3oBaHue — CIEIHATMTET WM MarucTparypa

TpeboBaHUSA K OIBITY
NPaKTHIECKOH paboThI

He menee Tpex neT B cdepe obecnedenns samutel CCCI ot HJ nimm
pa3paGOTKH CPECTB H CHCTEM TAKOi 3aIUTHI

Oco0ple yCInoBHs

Hatiuse Jomycka K TOCyJapCTBEHHON TaliHe (IpH HEO0XOAMMOCTH)

JI0IycKa K paboTte
Hpyrue PekOMEH/IyeTCs TOMONHATENBHOE IPOecCHOHATBHOE 06pasoBaHue —
XapaKTEPUCTHKH IPOrPaMMBI IOBILICHHS KBATH(QHUKauu B 001acTH HHPOPMAIMOHHOH

06€3011aCHOCTH

I[OHOJIHI/ITBJILHBIG XapaKTEpUCTUKH

HamnmenoBanune Kon HaumeHoBaHMe 6a30BO# IPYIIILL, JOJDKHOCTH
JOKYMEHTa (upodeccyn) MM CIIECIHATLHOCTH
OK3 1223 PykoBoAMTEIH NOAPA3ACICHUM 10 HAYYHBIM
HCCIIEIOBAHUAM M pa3paboTkaM
EKC - Menemxep
- HauansHHK oT/ena (1abopaTopHH, CEKTOPa) IO 3alIuTe
nH(opMaIH
- CrienaiucT 1o 3auyre HHpopMmaium
OKIIJITP 24074 MeHemxep B noapasaelcHusIX (Cryx0ax) Hay4HO-
TEXHHUYECKOTO pa3BHUTHS
OKCO 2.10.04.01 WudopmannonHas 6€301aCHOCTb
2.10.05.01 KommerotepHas 6€3011aCHOCTh
2.10.05.02 HUndopmaiuonHas 6€30MacHOCTb
TEJIEKOMMYHHKAIMOHHBIX CHCTEM
2.10.05.03 UrdopmanuonHas 6€3011aCHOCTh aBTOMAaTH3HPOBaHHbLIX
CHCTEM
2.10.05.04 WudopManHOHHO-aHATMTHYECKHE CHCTEMBI
0€30macHOCTH
2.10.05.05 Be3onacHOCTh MH(GOPMAITHOHHBIX TEXHOJIOTH B
IIpaBOOXPaHHUTEILHOM chepe
2.10.05.06 Kpumnrorpagus
2.10.05.07 TIpoTHBOAEHCTBHE TEXHUYECKHM Pa3BE/IKaM

3.6.1. Tpyaosasi pyHKuus

YrpapiieHHe pUCKaMH CHCTEM 3alIMTHI CeTeH YpoBeHb
HanMeHoBaHUE | spexrpocBsisu o HI Kon | F/01.7 | (momypoBeHs) 7
KBTU(UKAIUH

TMponcxokaeHUE TPYAOBOH Opurmsan X 3auMCTBOBAHO M3
byHKuMH OpUTHHaNa

Kon PerucrpalidOHHbIH

OpUTHHANA HOMEP
NpogeccHOHATILHOTO

cTaHgapTa
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Tpynosble aeicTBHSA

®opMHpOBaHKE LieNeH, IPUOPUTETOB H OrPaHUYEHHI CHCTEMBI 3allUTHI CETH
anekrpocBsazd or HJ[, B TomM umcie MX H3MEHEHHE N0 MEpe H3MEHEHHs
BHEIIHMX YCIIOBHM M BHYTPCHHHMX MOTpeOHOCTel, BKMouas TpeOoBaHMS
YIOJIHOMOYEHHBIX (he/iepabHBIX OpraHOB HCIIOTHUTENBHON BIIACTH

AHanu3 BHYTpEHHHX H BHeMHUX yrpo3 HJI k ceTH 35eKTpocBs3n

[ToaroToBKka MNIAHOB pPa3BUTHSA, MOJEPHHU3AIMM CHCTEMBI 3alUTHI CETH
anekrpocssizu oT HJI, dopmupoBanue TpeGoBaHHi K OTACIBHBIM JJIEMEHTaM
H CHCTEME B LIEJIOM

KoHTpoJib HCHIONHEHHS pabOT N0 pa3BUTHIO, MOJAEPHM3ALMH CHCTEMBI
3aIMTHI CETH AIEKTpocBA3n oT HJ

HeoOxoaumbie yMeHuUs

q)OpMI/IPOBaTB HCXOAHBIC JaHHBIC H OTPAaHUYCHNS IIPH IIPOCKTHPOBAHHH CCTH
AJICKTPOCBA3H

IpoBoauts anamm3 yrpo3 HJI k ceTH 31e€KTpoCcBA3n

[IpEMEHATE METOJONIOTHIO MEHEDKMEHTa PHUCKOB MH(DOpMaNHOHHOM
6€30MacHOCTH B TEJIEKOMMYHHKALHOHHBIX CHCTEMAX M CETSAX IEKTPOCBA3ZH

[IpoBoaUTH TPOBEPKY OpraHM3aluii Ha COOTBETCTBHE TpeOOBaHHAM
HOPMATHBHBIX IIPABOBBIX aKTOB B 00JIACTH 3aLIUTHI CETEH 3IEKTPOCBA3ZH OT

HJ

OpraHu30BEIBaTh M IPOBOAWTEL NOJATOTOBKY OT3BIBOB M 3aK/IIOYEHHHA Ha
HOPMaTHBHO-METOAMYECKHE MaTepHadbl M TEXHHYECKYIO JOKYMEHTAIMIO
CHCTEM 3aIIUTHI ceTe 3eKTpocBsa3H oT HJI

Heo6xoauMblc 3HaHUS

CocTosiHHE M MEPCIEKTUBBI Pa3BUTHS CHCTEM 3aLIUTHI CETEH DIIEKTPOCBA3U
ot HJT,

Moaenu yrpo3 HJI K ceTsiM 371EKTPOCBA3H

HopMmaTuBHBIE MpaBOBBIE aKThl B 00NacTH CBA3H, MHQOpPMAaTH3alAM H
3aI0UThl HHGOpPMalHH

PyxoBomsdmpe ©H  MCTOAMYECKHE  JOKYMEHTHI  YIOJHOMOYEHHBIX
denepabHBIX OpraHOB MCIIOJIHATENBHOH BJIACTH 10 3alIATE HH(OPMALIMH

OcnoBel  MozemupoBanuss 3TKC w  yrpossl HX HMHQOPMalHOHHOM
6e3omacHOCTH

Mertononorus MeHeDKMEHTa pHCKOB HH(popMmanmuoHHOH 6e3omacHOCTH B
TEJIEKOMMYHHKAUMOHHBIX CUCTEMAX U CETSAX 3IIEKTPOCBA3H

Hpyrue

XapaKTCPUCTHKH

3.6.2. Tpynosas pyHKuHS

anaBneHne OTHOLICHHUSMH C MIOCTABIIUKaMHA U

NOTpeOUTENAMH IIPOrPAaMMHBIX, IPOrPaMMHO- VpoBeHs
HauMeHoBaHWe | aNapaTHEHIX (B TOM 4ncie kpuntorpadudeckux) | Kon | F/02.7 | (nomyposens) | 7
W TEXHUYECKHX CPEACTB M CHCTEM 3allUTHI KpanuQuKauuu
CCCO ot HA
g}r])::;;;mm}me TPYHOBOM Opurmman X 3%;:3:“0 u3
Kox PeructpaudoHHbIH
OpHruHana HOMep
npotecCHOHANIBHOTO

CTaHiapTa
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TpymoBbie neHCTBHA AHajH3 pHHKA NPOTPaMMHBIX, IPOrPaMMHO-ANNAPaTHBIX M TEXHMYECKHX
cpeacts u cucreM 3amutel CCCD or HJl B memix ompenencHus
HOMEHKIIATyphl, XapaKTePHCTUK, YCIOBHA [OCTAaBKM M BBINOJIHCHHA
TpeGOBaHMI HOPMATHBHBIX JOKYMEHTOB K CPE/ICTBAM 3alIUTEI CCCO ot HI

AHamu3 TEKyIIMX H TEPCHeKTHBHBIX TpeOOBaHWi, MPCABABIICMBIX
moTpebuTenssMM K  IPOrpaMMHBIM,  HPOTpaMMHO-anMaparHeM M
TeXHHYECKHM cpencTaM u cucteMam 3amuTel CCCO ot HJI ¢ Touku 3peHus
HOMEHKJIATYpHI, (PYHKIMOHATFHOCTH H YCIIOBAH IIOCTABKH

TIpro6perenne cpeacts u cucteM 3ammthl CCCO or HJ, BKmoYas ux
TIpe/IBapUTENGHBIE H IPHEMOYHbIE HCIIBITAHHS, OTIBITHYIO SKCILTyaTallio

WupopMApOBaHHE NOTEHIHAIBHBIX noTpebuTeneifl CpeACTB M CHUCTEM
samutel CCCD ot HJl o HOMEHKNaType, XapaKTepHCTHKax H YCIOBHAX
IIOCTABKH CPEACTB M CHCTEM 3aIATHI CCCD or HI{

Tloctaeku cpencts | cucteM 3amutbl CCCD ot HII, dopMupoBaHHe NaKETOB
3aKa30B, IVITAHMPOBAHKE U PEryIMPOBAHHE OOBLEMOB IIOCTABOK

HeobxoauMpie yMeHHs | 1[pOBOJMTh aHANM3 PBIHKA NPOrPaMMHBIX, NPOTPaMMHO-aNNAapaTHBIX H
TeXHHUECKHX cpeacTB U cucteM 3amuTel CCCO ot HNL

OpraHu3oBbIBaTh HHGOPMHpPOBAaHHE IOTCHLHAIBHBIX moTpeduTenel o
HOMEHKJIAType, XapaKTCPHCTHKAX H YCJIOBHSAX MOCTABKH CPEICTB H CHCTEM
saumutel CCCO ot HI

OpraHu30BBIBATh U BHIIONHATE 3aKa3 CPEICTB M CHCTEM 3alIUTEI CCCO ot

HJT

OpraHH30BbIBATH IOCTABKH CPeACTB M cucTeM 3amuthl CCCO o1 HA

AHAIH3UPOBATH COCTOSHHE PHIHKA CpeaCcTB M cucTeM 3amutel CCCO ot HI

Heob6xomumpie 3Haauss | OCHOBHBIE TPOW3BOJMTENM M TMOCTABIMKH MPOrpaMMHLIX, TPOrpaMMHO-
anmapaTHbIX M TEXHHYECKHMX CPEJCTB M CHCTEM 3alIUTHI CCC3 ot H/,
TEXHHYECKHE XapaKTEPUCTUKH COOTBETCTBYIOIIETo 00OpYy/NOBaHHA M
IIPOrpaMMHOro obecneyeHus

ITopsanok 3akasa M IOCTABKH [POrPaMMHBIX, NPOTPaMMHO-alMAPATHRIX M
TEXHHYECKUX CPEACTB U CHCTEM 3aILUTHI CCCO or HJ{

TpeGoBauus noTpeOUTENEH K YPOBHIO 3aIMUIIECHHOCTH CCCO ot HJI

PYKOBOIDIIIH/IC Hu MCTOAUMYCCKHUE JOKYMCHTBI YIOJTHOMOYCHHBIX
(be,uepanhﬂbrx OpraHoB HMCIOJIHUTEIHLHOM BJIACTH 110 3aIUTE HH(I)OpMaIII/II/I

HApyrue -
XapaKTEePUCTHKH
3.6.3. TpynoBas pyHKnus
VrpapneHne OTHOIIEHUAMH C PETyIsATOpaMH B v
OBEHb
chepe 3amuTel HHGOpMAIUK U oOECIIEYCHHS P
HanmeHOBaHHe 6(1) pe 3arll (opwman . . | Kon | F/03.7 | (nomyposeHs) 7
€30MMaCHOCTH KPUTHYECCKOH I/EH(I)OpMaIII/IOHHOI/I KBATH(HKALIH
nndpactpykTyphl Poccuiickoii @enepanuu
i HMCTBOBAHO M
TIpoKcXoXaeHUe TPy A0BOH Opurmsan X 3aUMCTBOBAHO M3
¢$yHKUHA OpHUrMHaia
Koxn PerucTpalldOHHBIH
OpHUrHHAJIa HOMEp
npo¢ecCHOHATBEHOTO
CTaHapTa
TpyaoBbie neiCcTBUA MOHHTOPHHF ~ HOPDMAaTHBHBIX  IIDABOBBIX ~ aKTOB, PYKOBOIIMX M

METOAUYECKMX JOKYMEHTOB YNOJHOMOYCHHBIX (bellepaJ'IBHBIX OpraloB
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ucnonuarTensHoi Baactd B cdepe 3ammutel CCCO ot HJ u obecneuenus
6e30MacHOCTH KPUTHYECKOH HH(OPMaUOHHOH HHPPACTPYKTypBI

CorjacoBaHde C  YIOOJIHOMOYEHHBIMM  (elepajbHBIMM  OpraHaMu
HCHOJIHUTENBHOM BIACTH YCJIOBHH ITOCTABKU CPEICTB M CHCTEM 3alllUThI
CCCD ot H/T 1 obecnieuenus 6e300aCHOCTH KPUTHYECKOH HH(POPMAIMOHHOM

UHQPPACTPYKTYPHI
TIpoBesenne ceprudukanuu cpeacts U cucreM samutel CCCI ot HI 1
obecrieyeHuns 6e3omacHOCTH KpHTHYECKO# HH(OpPMALHOHHOMN

MHPaCTPYKTYpPhI B COOTBETCTBHH C TPeGOBaHHIMHU HOPMATHBHBIX NPABOBBIX
aKTOB M B CHCTEMAax JOOPOBOJIBHOM cepTHHKAINH

Opranmsamus u mnposeaenne arrecramuun 3TKC B coorBercTBHH C
TpeOOBaHMAMY HOPMATHBHEIX NPaBOBBIX aKTOB

Heob6xoauMeie yMeHHS

IIpoBOAMTh MOHHTOPHHI H aHAIM3 HOPMATHBHBIX IIPABOBHIX aKTOB,
PYKOBOAAIOMX M  METOAMYECKHX  JIOKYMEHTOB  YIOJHOMOYCHHBIX
esepaTbHBEIX OPraHOB HCIONHUTENBHOH BIacTH B cdepe samutel CCCI ot
HJI u obecredenus Ge30MaCHOCTH KPUTHYECKOH HMH(POPMANMOHHON

HH(PacTPYKTypHI

OpraHu30BbIBaThH NOJMyYEHHE OpraHH3alMel JMICH3HN Ha JTULEH3UPYEMBIC
BHABl [JCATENBHOCTH II0 IPOM3BOJACTBY TOBapoB H Yyciayr B cepe
obecieyenuss 3amuTel CCCO or HJI m obecneueHns Oe3omacHOCTH
KpHTHYECKOM NHPOPMAIMOHHOH HHPPaCTPYKTyphbl

OpraHu3oBBIBATH ~ [OJyYeHHE  OpraHusanmeii  cepru¢ukaroB  Ha
TIpOM3BOJCTBO TOBAPOB H OKa3aHME YCHYT B cpepe obecrmedyeHnus 3ailuThl
CCC?3 ot HJI u obecneuenus Ge30nacHOCTH KPUTHYECKOH HHGOpMaHOHHON

UH}paCTPYKTypHI

Opranu3oBbiBaTh ToNydeHHe dkciutyarupyromeit 3TKC opranmsamueit
paspellUTEeNbHBIX HOKYMEHTOB B COOTBETCTBMHM €  TpeOOBaHHSMH
HOPMaTHBHBIX IIPABOBBIX aKTOB

Heo6xoauMele 3HaHHA

HOpMaTI/IBHHe NpaBOBERIE AaKThl B obmnactn CBS3H, I/IH(l)OpMaTI/BaIII/II/I H
3aMMTEI I/IH(I)OpMa.I.II»‘IIrI

HanmoHanpHBIE, MEXIOCYJapCTBEHHBIE H MEXKTyHapOJHBIE CTaHAAPTHI B
00nacTH CpeCTB M CHCTEM 3allMTHl CETCH 3JIEKTPOCBSA3H OT HI u
obecnieyeHnst 6e3zomacHocTH KpHTHUYECKOH HH(pOpMaLMOHHOI

HHGPaCTPYKTYpEI

HopmaTuBHBIE IIPaBOBBIE aKThl II0 OPraHM3alliH MPOMU3BOJCTBA TOBAapOB H
yenyr B cdepe samutsr CCCO or HJI, Biimouas JMLEH3HPOBAHKE TaKOH
JIeSTeIbHOCTH

PykoBoisie H  METOJMYECKHE  JOKYMEHTBl  YHNOJHOMOYCHHBIX
(eiepabHEIX OPraHOB HCIIOTHHTEILHOM BIACTH MO 3aMuTe HHYOPMALHY U
obecreueHus 6e30macHOCTH KpHTHYECKOH HH(pOpMaAITMOHHOM

HHPPaCTPYKTYPHI

Topsmok ceprudukanmu cpeacte u cuctem 3amutel CCCO ot HJI m
KOMITBIOTEPHBIX aTak

Iopanok arrecrauus 3TKC Ha cooTBeTCTBHE TPeOOBAaHHAM 3alUTHI
nHpopMaLHH

Hpyrue

XapaKTePHCTHKH

3.7. O600mennas TpyAoBas GyHKIHA

HaunmeHoBaHue

DKcHepTH3a POEKTHBIX pelneHuil B cdepe
samputel CCCO ot HJl 1 KOMIIBIOTEPHBIX aTak KBATH(HKALHHA

Kon G VYpoBeHb 8
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ITpouncxoxaenne
0606IIeHHO#H TPy AOBOH OpwuruHan X 3auMCTBOBAHO 13
OpUrMHaua
($yHKUHM
Kon PerucTpalHoHHbIN
OpHMrHHana HOMEp
npodecCHOHAILHOTO
CTaHaapTa
Bo3mokHBIE HavansHEK (PYyKOBOAUTEINb) HAYy4HO-HCCIIEA0BATEIBCKOTO OTACNA
HaMMEHOBaHUA (maboparopun)
JIOJDKHOCTEH, Beymuii (IJ1aBHBI) CIICMMATKCT 110 3aIUTe HHPOpMaUUH
npodeccuit Hayunblii KOHCYJIFTaHT IO 3alluTe HHGOpMAIHH

TpeboBanus x
00pazoBaHMIO H
00y4eHHIO

Bricmiee o6pa3oBaHue — CIEUATUTET U1K MarucTparypa
WA
Briciee 06pa3oBaHHe — aCIIAPAHTypa (aABIOHKTYPa)

Tpe6GoBaHHS K ONBITY
HpaKTHIECKOH paboTEHI

He MeHee [STH JIET B COCTaBE KOJLIEKTUBOB Mo BhinonHeHnio HUOKP B
chepe obecnedenus 3amuTH coopyxenuit u CCCI ot HJI, B ToM dmcie ne
MEHee TPeX JIET Ha PyKOBOANIMX JOIDKHOCTSX ([JIs1 HMEIOLIMX BBICIIEE
o6pa3oBaHHe — CIICIHATHTET HIIM MarHCTparypa B 001acTH
na(OopMaIIHOHHOM 6e301aCHOCTH)

UK

He MeHee Tpex JIET B COCTaBe KOJLUIEKTHBOB 110 BhmonHenmo HUOKP B
chepe obecneuenns 3amuTsi coopyxennii 1 CCCI ot HJI, B ToM uHCHe HE
MeHee IBYX JIET Ha PyKOBOJAIIHX JO/DKHOCTAX (11 MIMEIOLIUX BBICIIEE
o6pa3oBaHHe — aCIIHPaHTypa (aABIOHKTYpa)

Oco6bie ycnoBus
JoImycKa K pabote

Hanuume nomycka K rocyJ1apcTBeHHOI TaiiHe (IpH HE0OXO0IMMOCTH)

Hpyrue

XapaKTEPpUCTHKH

PeKxoMeH/IyeTcs ONOJHUTENBHOE MPodecCHOHANBHOE 00pa3oBaHue —
TIpOrpaMMBI NIOBEIIEHAs KBATM(QHKAIMH B 061aCTH uH(OPMALTHOHHOK
6e30IacCHOCTH

JIONOJIHATENBHBIE XapaKTEPHCTHKH

HanMenoBaHne
JIOKyMEHTa

HaumenoBanue 6a30Boi rpyiIbl, JOJDKHOCTH

Kox (mpodeccu) WM CHELMATIBHOCTH

OK3

1213 PykoBoauTesH B 00/1aCTH ONPEACIICHHUS NOTATHKH H

TUIAaHMPOBAHUA OCATCIIBHOCTH

EKC

- I'maBHBIN HAY4YHBIH COTPYAHHK

- 3apenyromuii (Ha4albHUK) Hay9HO-HCCIIC0BATEIbCKAM
otaenoM (1aboparopueil) yIpexkAeHHs; 3aBAyIOLINiH
(HaYaIbHUK) HAy9HO-HCCIIEA0BATENBCKHM CEKTOPOM
(;aboparopueii), BXOJAIINM B COCTaB HAy41HO-
HICCIIEOBATENLCKOTO OT/ieNa (OTAeIeH s, TabopaTopHH)
HHCTHTYTa

Jkcnept

OKTIITP

20911 I naBHBIH CHENUATKCT [0 3aUUTe HHOOPMALHH

22055 3aseayronmii OTAENOM (Hay4HO-TEXHHIECKOro

pa3BUTHA)

23509 KoHCynpTaHT

OKCO

2.10.04.01 WndopmannonHas 6€30MacHOCTb

2.10.05.01 KommnpioTepHas 6€301aCHOCTb
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2.10.05.02 Hudopmanuonnas 6€30nacHOCTb

TEJIEKOMMYHHKAIIMOHHBIX CHCTEM
2.10.05.03 WudopMmanmonHas 6€3011aCHOCTh aBTOMaTH3MPOBaHHBIX
CHCTEM
2.10.05.04 HudopMaimOHHO-aHATUTHYECKHE CHCTEMBI
6e3omacHOCTH
2.10.05.05 Be3zonacHOCTs HH(POPMAITHOHHBIX TEXHOJIOIUi B
IpaBOOXPaHUTENBHOI chepe
2.10.05.06 Kpunrorpadus
2.10.05.07 [TpoTrBOAEHCTBHE TEXHUIECKHM Pa3BeIKam
2.10.06.01 HudopmaionHas 6¢301aCHOCTh
2.10.07.01 WupopmaionHas 6€301aCHOCTb
OKCBHK'’ 051319 MeTos! ¥ CHCTEMBI 3alIATH HHPOPMALIHH,
nHpopManronHas 6€301aCHOCTD

3.7.1. TpynoBas pyHKuUMNSA

Hccnenopanue 3¢ dexTuBHOCTH C110c060B, v
OBEHb
Hanseroparme | CPEACTB H CHCTEM 3allUThL CCCD or HJI, Kox | G/01.8 (n%xyposem,) g
CpPEACTB JUIs MOKCKA NPU3HAKOB KOMITbIOTCPHBIX KBATHQHKALHH
aTak B CETAX 3NEKTPOCBA3HU
TMpoucxoxaeHRe TPYAOBO Opurmsan X 3aUMCTBOBAHO U3
dyHKIMH opurvHajia
Kon PervcTpanioHHbIH
OpHTHHANA HOMep
npo¢reCCHOHAIBHOTO
cTaHfapTa

Tpyznosele neHcTBUS

ConpoBoxaenne pa3paboTKH, HCCIEAOBaHHM CETEH JIEKTPOCBS3H, a TAKXKe
TEXHUYECKMX M IIPOrpaMMHO-ANIIapaTHRIX CPEACTB HX 3amuTel oT HJI,
CPEZCTB JJIs IOMCKA NPH3HAKOB KOMIIBIOTEPHBIX aTaK B CETAX JJEKTPOCBA3H

AHamu3 3amMINEHHOCTH ceTedl anekTpocBs3H oT HJ] ¥ omeHka puckos
HapylIeHUs UX HHGOPMaIHOHHOH 6€30I1aCHOCTH

HUccnenoanne CCCO, a Takke TEXHHYECKHMX M IIPOrpaMMHO-aNIapaTHbIX
cpeacTB ux 3amuThl oT HI, cpeacTs ajis noucka npu3HakoB KOMIIBFOTEPHBIX
aTaK B CETAX DJIEKTPOCBA3H

Heo6GxoauMeie yMeHUS

O6ecneuuBaTh MOATOTOBKY HMCXOMHBIX JaHHBIX TpH  pa3paboTke,
HCCIIEAOBAHUH CETEH INEKTPOCBA3M, a TAKKE TEXHHYECKHX H MPOrpaMMHO-
anmapaTHBIX CpeACTB HX 3amuTel oT HJI, cpeacTs ans moucka MpU3HAKOB
KOMIIBIOTEPHBIX aTaK B CETAX NEKTPOCBA3N

OueHuBaTh Bq)(l)eI(THBHOCTL cereit JJIEKTPOCBA3U, & TAKKEC TEXHHYCCKHX H
nporpaMMHO-annapaTHbIX CPEACTB HX 3alIuThl OT HI[, CpEACTB Uik TIONCKA
NPHU3HAKOB KOMIIbIOTCPHBIX aTdK B CCTIX 3JICKTPOCBA3H

Pa3pabaTeiBaTh M MCCIEAOBATh AHATHUTHYESCKHE M KOMIIBIOTCPHBIC MOJIETH
cpeacts u cucreM 3amutei CCCO ot HJI, cpencts ams moucka NpU3HAKOB
KOMIIBIOTEPHBIX aTaK B CETAX NIEKTPOCBA3H

AHaIN3upOBaTh pOrpaMMHEIE, ApXHTEKTYPHO-TEXHHYECKUE %
cxemortexuuueckue pemteHus CCCD ¢ meinpio BBIBICHUS MOTCHIHAIBHBIX
yA3BUMOCTEI X 3aliTh! 0T HJI 1 KOMIIBIOTEpPHBIX aTak
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OueHuBarh HHPOPMALMOHHEIE PHCKH B CETAX MEKTPOCBSA3H M ONPEICIATH
HHPOPMANMOHHYI0 HMH(pPacTpykTypy H HH(OpMAIMOHHEIE PECYpCHI,
TNOJUIe)KalHe 3alIuTe

HUcnone3oBaTh  TEXHHYECKHE,  IpOrpaMMHO-afapaTHbe  CPEACTBa
obecneuenus 3ammTel CCCO ot HJI, cpencrBa and moucKa IPU3HAKOB
KOMITBIOTEPHBIX aTak B CETAX JNEKTPOCBI3H

T[IpoBOUTEL aHANK3 BBINONHEHAS TpeGoBanwmii 3anmmenHocTd CCCO ot HI
M KOMITBIOTEPHBIX aTak

HeoOxoauMele 3HaHAA

Mozenu yrpo3 nHGopManMoHHOH 6€30I1aCHOCTH CETEH 3JIEKTPOCBA3N

OCHOBHBIE I/IHd)OpMaIIl/IOHHLIe TEXHOJIOTHH, HCIOJB3YCMBIC B CCTIAX
AJICKTPOCBA3H

IMpusnuns! nocrpoenus 3TKC

OCHOBHEIE XapaKTEPHCTHKH CII0c000B, cpecTB H cucteM 3amuTel CCCI ot
HJl 1 KoMIIBIOTEPHBIX aTaK

Ocnosrl MogenupoBanus 3TKC

Hpyrue
XapaKTCPUCTHKH

3.7.2. Tpynosas pyHKnMs

HaumeHoBaHHE

[powucxoxkaeHue TpyA0BOH
byHKIH

Pa3pa60TKa TEXHOJIOTHYECKHX NPONCCCOB
IIpOU3BOJICTBA IPOIrpaMMHBIX, IIporpaMMHO- v
OBEHb
anmnapaTHBIX (B TOM YHCIIE KPHNTOTpapHIecKuX) Kox | G/02.8 (H%Hyponem) g
H TEXHUYCCKHX CPEACTB H CHCTEM 3allIHUThI manmbmcaunn
CCCD ot H/I, cpeacTB aisi MOMCKA IPU3HAKOB
KOMIOBIOTCPHBIX ATAK B CCTAX IJICKTPOCBA3H
Opurmman X 3auMcTBOBaHO U3
OpHrHHAJNa
Kon PeructpaiiioHHBI}
OpHrHHana HOMep
npo¢deCCHOHATBHOrO
CTaHZapTa

TpynoBeie felcTBUsA

[InanupoBaHHE TEXHOJOTHYECKHX NPOLECCOB MMPOK3BOACTBA IPOrPAMMHBIX,
NpOrpaMMHO-aNapaTHeIX (B TOM 4YMCIe KpUNTorpapuyeckux) H
TeXHUYecKHX cpeAacTs U cucteM 3ammThi CCCO ot HJI, cpeacTB ais MoMCKa
IPU3HAKOB KOMNBIOTEPHEIX aTaK B CETSAX 3NEKTPOCBI3H

Pa3paboTka  TEXHONOTHYECKOH  JOKyMEHTaluH Ha  MPOH3BOJACTBO
NPOrpaMMHBIX, IIpOrpaMMHO-aNIapaTHBIX (B TOM qucie
KpUOTOrpaguIecKuX) ¥ TEXHHIECKHX cpeAcTB H cucTeM 3amutsl CCCO ot
HJI, cpeacTB Jjid NOHMCKAa INPH3HAKOB KOMIBIOTEPHBIX arak B CeTAX
SJIEKTPOCBA3H

PaspaGoTka CHCTEMBl MOHHTODHHIa TEXHOJOTHYECKHX  IPOLIECCOB
TIIPOM3BOJCTBA IPOTPAaMMHBIX, NPOrPAMMHO-ANMNAPAaTHEIX (B TOM 4YHCIIE
KpHunTorpaguYecKHX) H TEXHHYECKHX cpescTB B cucteM 3amursl CCCI or
HJI, cpeactB MiA IOHCKAa IIPH3HAKOB KOMIBIOTEPHBIX aTak B CETAX
AJIEKTPOCBS3H

HeobxoauMeie yMEHHS

[posoauts aHamu3 M BBIOOP COCTaBa, XapaKTEPUCTHK TEXHOJIOTMYECKHX
IPOIECCOB IPOM3BOACTBA NPOrPAMMHEIX, IPOTrPaMMHO-NNapaTHBIX (B TOM
ypclie KpuiTorpaguyeckux) M TEXHMYECKHX CPEACTB M CHCTEM 3allUTHI
CCCD ot H/I, cpeAcTB Ui MOKCKA IIPU3HAKOB KOMIIBIOTEPHBIX aTaK B CETAX
3NIEKTPOCBA3H
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dopMHpOBaTL  TEXHOJOTHYECKYIO JOKYMCHTAIHIO Ha MPOHM3BOJCTBO
IpOrpaMMHEIX, IpOrpaMMHO-aIIIapaTHBIX (B TOM qucie
KpHOTOrpa¢UyecKux) H TEXHHYECKHX CPEACTB U CHCTEM 3alllHTEI CCCI ot
HJI, cpenacts I/ NOHCKAa IPH3HAKOB KOMIIBIOTCPHBIX aTak B CETAX
3JIEKTPOCBSA3H

BeionHsATs aHanM3 U OOOCHOBaHHE  CHCTEMBI ~ MOHHUTOPHHIA
TEXHOJIOTHYECKHX MPOIECCOB MPOH3BOJCTBA MPOrPaMMHBIX, MPOrPaMMHO-
aNmapaTHBIX (B TOM YHCIE KPHNTOrpadhu4ecKuX) H TEXHUYECKHUX CPEICTB U
cucteM 3ammutel CCCD ot HJI, cpeacts i NOHCKa IIPH3HAKOB
KOMITBIOTEPHBIX aTak B CETAX 3JIEKTPOCBA3H

BpiGHpaTs  HOMEHKIATYpy M XapaKTEPUCTHKH  TEXHOJIOTHYECKOro
obopyAoBaHus

Heo0OxoauMele 3HaHHS

Tpebopanuss K TOKa3aTeNsM KayecTBa MPOTPaMMHBIX, MPOTPaMMHO-
annapaTHEIX (B TOM YHCJIE KPHNTOrpaQH4eCKuX) H TEXHUYECKHX CPEJICTB U
cucreM 3ammutel CCCD or HJ, cpeactB g MOMCKa NPH3HAKOB
KOMIIBIOTEPHBIX aTaK B CETAX JJICKTPOCBSI3H

DneMeHTHas IEKTPOHHAs 6a3a MPOHU3BOACTBA IPOrPaMMHBIX, IIPOTPAMMHO-
aNmnapaTHBIX (B TOM YHC/e KPUNTOrpapuIecKux) U TEXHHIECKUX CPEIACTB U
cuctem 3amutel CCCD or HJI, cpeacts And MOWUCKAa IPH3HAKOB
KOMIIBIOTEPHBIX aTaK B CETAX JJIEKTPOCBSI3H

MeTOm0IOr|s HCIIBITARME ITPOrPAMMHLIX, POrPaMMHO-aNNapaTHLIX (B TOM
ypcne Kpuntorpaduueckux) M TEXHMYECKHMX CPEACTB M CHCTEM 3alUUTHI
CCCD ot H/I, cpeAcTB UiA NOHCKA NPU3HAKOB KOMNBIOTEPHBIX aTaK B CCTAX
3JIEKTPOCBSA3H

[IpUHIMOBL  [OCTPOSHMS CHCTEMbl MOHHTOPHHIA  TEXHOJIOTHYECKHX
TIPOLIECCOB POM3BOJICTBA IPOTPAMMHBIX, IPOrPAMMHO-ANIAPATHBIX (B TOM
ypcae Kpunrorpapuyeckux) ¥ TEXHHYECKHX CPEACTB M CHCTEM 3alUUTEI
CCC? ot H/I, cpeacTB JuIA MOKCKA MIPU3HAKOB KOMIIBIOTEPHBIX aTak B CETAX
AIIEKTPOCBSA3H .

HopMaTHBHbIE NpaBOBble aKTHI B 00NacTH CBsA3H, MHGpOpPMATH3AUMM W
3aIATH HHQOPMALHK

HarpioHanpHbIe, MEXTOCYJapCTBEHHBIE M MEXIYHapOAHBIC CTaHAAPTHI B
06I1acTH CPE/ICTB U CHCTEM 3AILUTHI ceTeii snexTpocsssu oT H, cpencts it
TIOMCKA IIPH3HAKOB KOMIILIOTEPHBIX aTakK B CETSAX IEKTPOCBA3H

HopMmaTHBHBIE TIPABOBBIC aKTHl 110 OpPraHU3ally IPOH3BOJCTBA TOBApoOB H
yeayr B cdepe samurel CCCO ot HJL, cpencTs g MOHCKa MPH3HAKOB
KOMIIBIOTEPHBIX aTaK B CETAX JJICKTPOCBIA3H

PykoBojsme M METOOMYECKHE  JOKYMCHTHl  YIOJIHOMOYCHHBIX
(heepaTBHEIX OPraHOB HCIOMHATEIBHON BIIACTH MO 3alUTe HHGOPMAIHH U
6e30MacHOCTH KpUTHIECKON MHGOPMAMOHHOH HHGPACTPYKTYPhI

Hpyrue

XapaKTCPUCTHKH

IV. CBenenusi 06 opranuzanusax — pa3pa6orynxax npogeccHonaILHOro CTaHAapTa

4.1. OTBeTCTBeHHAs OPraHU3aNMsI-pa3paboTInK

Acconuangs 3amuTel HHGopManuy, ropog Mocksa

Ipe3ngeHt

Jlocs Bragumup IlaBnoBu4
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4.2. HaumenoBaHus opranu3anmii-pazpadoTauKon

AHO JITO uenTp nosennenus ksambukanun «AVCy», ropon Mocksa

Accouuanys NpeAnpHATHA KOMIBIOTEPHBIX ¥ HHGOPMaLIHOHHBIX TEXHOJIOTHI, ropox Mocksa
®I'BY «BHUM tpyna» Muntpyna Poccun, ropos Mocksa

®YMO B cucteme Boicmiero ob6pasosanus mo YI'CHII «HdopMannonHas 6€30macHOCTb», TOPOX
Mocksa

FSGRUCRE S}

! O6wepoccuiickuii KnaccHpUKaTop 3aHATHIA.

2 O6mepoccHiickuit KiaccupukaTop BUIOB SKOHOMIIECKON eATENBHOCTH.

3 Enuublil KBanu@uKaMOHHBIH CIPABOYHUK JODKHOCTEH PYyKOBOAMTEIEH, CHELMATHCTOR H IPYTHX CITYXKalluX.

4 O6LepoccriicKHii KTaccu(pukaTop npoeccuii pabodnXx, JODKHOCTEH CIyKaIX ¥ TAPUPHBIX PaspANIOB.

5 O6ImEpPOCCHIACKHI KIacCHPUKATOp CICHMATLHOCTEH 0 06pa3oBaHMIo.

6 3akon Poccuiickoii ®enepamu ot 21 mons 1993 r. Ne 5485-1 «O rocynapcteenHoii Taiine» (Poccuiickas rasera, 1993,
21 centabps; Cobpanne 3akoHonaTenbcTBa Poccmiickoit @enepanuy, 1997, Ne 41, ct. 4673; 2022, Ne 32, ct. 5809).

7 O6uepoccHiickuii kIaccudHKaTop CrieLManbHOCTeH BEICIIeH HayqHOH KBANH(HKALAHL.




