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I. O0mue cBeacHAR

O6ecneuenne 6€30NacHOCTH HHPOpMAIHK B ABTOMAaTH3HPOBAHHBIX CHCTEMAX,
HCIIOJIF3yeMBIX B TOM YKCIIE Ha 00BEKTaX KPHTHIECKOH HHPOPMAOHHOM 06.033
HH(PACTPYKTYPHI, B OTHOLICHHM KOTOPBIX OTCYTCTBYET HEOOXOIHMOCTH ’

IPHUCBOCHHUA HM KaTel‘OpHﬁ 3HAYNMOCTH
(HaMMeHOBaHMe BUNA MPO(YECCHOHANBHOM NEATENLHOCTH) Kon

OcHoBHas LeNb BHJIA HpO(l)CCCHOHaJ'IbHOﬁ JeITCIbHOCTH:

TTOBBIIIEHME 3aMUIIEHHOCTH aBTOMATH3HPOBAHHBIX CHCTEM, QYHKIHOHUPYIOMHAX B YCIOBHAX
CyLIECTBOBAHHS yTpo3 B HH(OPMAIMOHHOM chepe U 06nafaomux HEGOPMAMOHHO-
TEXHOJNOTMYECKHUMH PECYPCaMH, IOUTEKAIMMH 3alATE, HCIONB3YEMBIX B TOM YHCIIEe Ha 00BEKTaX
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KPHTHYECKOI HHGOPMALMOHHOH HH(PACTPYKTYPHI, B OTHOIICHHH KOTOPBIX OTCYTCTBYET
He0OXOIMMOCTD MPUCBOCHHS MM KaTerOpHid 3HAYHMOCTH

['pynna 3aHsATHIA:
1213 PykoBouTeNH B 00/1aCTH 2512 PazpaboTurku IpOrpaMMHOIo
olpefieICHUs NONUTHUKM H obecmeueHus
IUIAHHPOBAHUS ACATCIBHOCTH
2523 CrnenuamicTsl M0 KOMIBIOTEpHBEIM | 3513 CrenuaiucTel-TEXHAKH 10
CeTAM KOMIIBIOTEPHBIM CETSIM H CHCTEMaM
(xon OK3") (HauMeHOBaHHE) (xox OK3) (HanMeHOBaHHE)

OtHeceHHE K BUIAM 3KOHOMHYECKOHN JIEATENBHOCTH

62.09 JleTeNbHOCTD, CBA3aHHAS C UCIOJIB30BaHNEM BEIYMCIIHTEALHON TEXHHKH H
HH(OPMAIIMOHHBIX TEXHOJOTHH, IIpoyast

(xon OKBDI?) (HauMeHOBaHHE BH/Ia SKOHOMMYECKOH JEATENBHOCTH)
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XeW21oud XIqHHegodusnIewolde g HATendopHU
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9 9'90/9 g unrewdoHY HLOOHHIMMIIIRE LUTAY
XBWQLOM) XI9HHRdOdHEHIRNOLIR HHITBLRAILINNIE XU 92%a1modn
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XI9HIBLIIOH HHHIdOMMHHEOd udi numendodHu 19K9191£910 x19do1ox
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II1. XapakTepHcTHKA 0000eHHBIX TPYAOBBIX GyHKIHH

3.1. O606meHnas TpyaoBasi pyHKIHA

O6cmy)XMBaHHE CHCTEM 3aIllUTH HHpOpMaIuH B
ABTOMATH3MPOBAaHHBIX CHCTEMAX, HCIONb3YCMBIX B
TOM YHCJIC Ha 00BEKTaX KPUTHYECKOH
HaumeHOBaHHE . p Kon A Ypoben: 5
uHpopMaIMOHHON HH(PACTPYKTYPEI, B OTHOLICHUH KBaMUHKAMH
KOTOPHIX OTCYTCTBYET HEOOXOAUMOCTE IPUCBOCHUS
UM KaTeropui 3Ha4uMOCTH
[Mponcxoxnenue
3auMcTBOBaHO M3
06061eHHO TpYKOBOIH OpuruHan X
opurhHaia
dyHKuMH
Kon PeructpaliMOHHBIH
OpHrHaja HOMED
npo¢ecCHOHATBLHOrO
cTaHzaprTa
Bo3moxHEIE Texnuk no 3ammre nHGopmauru I kareropuu
HaUMEHOBaHHUs Texnuk o 3aumre nHGopmanuy II kareropuu
JOJDKHOCTEH, Texuuk no 3amure HEGOpMALMU
npodeccuit

TpeboBanus
o06pa3oBaHHIO H
00y4eHHIO

Cpennee npodeccHoHaTbHOE 06pa3oBaHKe — IPOrpaMMBbl IOATOTOBKH
CIIEUATHUCTOB CPEHETO 3BEHA 110 NPOGHITIO NESTENbHOCTH

TpebGoBanUS K ONBITY
HpaKTHYCCKOH paboThl

Tl DOIDKHOCTEH ¢ KaTeropueit — onsIT paboTEl B JOMKHOCTH C 6onee
Hu3KoH (TIpe/ecTByIOleii) KaTeropueii He MEHee OJIHOTO roja

Ocobbie ycnoBus
JOIycKa K paboTte

Hpyrue

XapaKTCPHCTUKH

PexoMeHayeTCS AONOIHATENBHOE PO ECCHOHATEHOE o6pazoBaHue —
IIpOTrpaMMBbI IOBBIUICHNS KBaTH(HKAIUK B obnactu HHGPOPMAIIMOHHOM
0e30MacHOCTH

JIonoJIHUTENbHBIE XapaKTEPUCTHKA

HaumeHoBaHUE Kon HaumenoBanue 6a30B0i rpyIsl, A0/KHOCTH
JIOKYMEHTa (mpodreccun) MK CHEUHAIBHOCTH
OK3 3513 CrenHAIMCTHI-TEXHUKU 110 KOMITBIOTEPHBIM CETAM U
cHUCTEMaM
EKC? - Texuuk 1o 3anmTe HEGOPMAIUH
OKTIIATP* 27032 TexHuk no 3amuTe HHPOPMALUH
OKCO’ 2.10.02.01 Opranu3auys B TEXHOJIOTHS 3alllUThl HHPOpMaLHH
2.10.02.02 Hudopmannonnas 6e30nacHOCTD
TEJIEKOMMYHHKAIIHOHHBIX CHCTEM
2.10.02.03 Hndopmannonnas 6€3011aCHOCTE ABTOMATH3HPOBAHHBIX
CHCTEM




3.1.1. TpynoBas pyHKIHS

ITpoBeeHHE TEXHUYECKOTO 00CTy)KHBaHHS YposeHs
HaumeHoBaHHe | CHCTEM 3aIIUTH HHpOpMaUU Kon | A/01.5 | (momypoBeHs) 5
ABTOMAaTH3HPOBAHHEIX CHCTEM KBANH(UKAIMH
TIpoucxoxaeHue (0):10) 3aumc
p i TPYA Opurmman X TBOBaHO M3
byHKIIH OpHMrHHana
Kon PerucTpallHOHHBIH
OpHIHHANA HOMEp
npodecCHOHANBHOrO
CTaHmapTa
Tpynossie aekcTus IIpoBepka  pabOTOCIOCOGHOCTH ~ CHCTEMBl  3alUTHl  MHQOpMAIHH

aBTOMaTI/I3I/IpOBaHHOﬁ CHCTCMBI

KOHTpOJ'II: COOTBCTCTBHS Kontimrypaunn CHUCTEMBI 3allUuThI PIH(l)OpMaIII/II/I
aBTOMaTI/BHpOBaHHOﬁ CHUCTEMBI €C 31(CIIJIyaTaI.II/IOHH0171 JOKYMCHTAIIUH

KOHTpOJIB CTaOMILHOCTH XapaKTCPHCTUK CUCTEMBI 3AHUThI I/IH(l)OpMaI.II/IPI
aBTOMaTI/I3I/IpOBaHHOI71 CHCTEMBIL

HeoOxonumele yMeHHUSA

KondurypupoBaTb ~ HapaMeTpsl  CHCTEMBI  3aIIATEl  HHQOpMAIHH
aBTOMATH3MPOBAHHOM CHCTEMBI B COOTBETCTBHH C €€ JKCIUIyaTallHOHHOH
JIOKyMEHTallueH

OGHapyXHBATh H yCTPaHSTh HEUCIIPABHOCTH CHCTEMBI 3AIIMTHI HHPOpMALHH

aBTOMaTPIBPIPOBaHHOﬁ CHCTCMBI COrJiaCHO OKCILTY aTaluOHHOM
JOKYMCHTaIlUH

HpOIfISBO}II/ITB MOHTaX ¥ TUArHOCTHKY KOMIBIOTEPHBIX ceTei

Hcnons3oBarh THIIOBEIC KpI/IIITOI‘pa(i)I/I‘ICCKHC cpencTBa 3alINUThI

nHGOpManKK, B TOM YHCIIE CPEJICTBA 3JIEKTPOHHON MOMIHCH

Heo06xoauMEIE 3HAHUS

Tunoseie cpeacrBa M METOABI 3alIHThI nH(l)opmaunn B JOKAJIbHBIX H
r00aJIBHBIX BRIYHC/IATENBHBIX CETAX

bazoBas KoH(pUrypanus CHCTEMBI uHpopMaLuH

aBTOMaTI/ISI/IPOBaHHOi;I CHUCTCMBI

3alIUTEI

Oco6eHHOCTH NpUMEHEHUS IPOTPAMMHBIX M [POrpaMMHO-aNNapaTHBIX
CPEICTB 3aIUMTH HH(OpPMAlNK B aBTOMATH3HPOBAHHBIX CHCTEMAX

THnoBsle  CPENCTBA, METOALI M TPOTOKONBl  MAEHTH(HKaLWH,
ayTeHTH(HKAIHH H aBTOPH3aLHH

HopMaTHBHBIE IPABOBbIE AKTHI B 00IACTH 3aIUMTEI HHOpMAIHK

OpraHu3alMOHHBIE MEPHI 10 3alIuTe HHpOpMAUHH

Hpyrue

XapaKTCPUCTUKH

3.1.2. TpynoBas pyHKuIMs

Benenue TeXHUIECKONM OKYMCHTALHH, VposeHs
HanmeHoBaHHE CBS3aHHOM C SKCILTyaTallMed CHCTEM 3alllAThI Kon | A/02.5 | (momyposeHs) 5

nH(popMaLK¥ aBTOMaTA3HPOBAHHBIX CHCTEM KBANHGHUKALAY

i 3auMCTBOBAHO U3
IpoucxoxneHue TpyIOBOH Opurmwan X
¢GyHKUMH OpHTHHAIA
Koxn PeructpaumoHHbIi
OpHTHHaIa HOMeEp
npodeccHOHATBHOro

cTaHgapTa




TpynoBele geicTBus

BeneHue [JOKYMEHTOB YydeTa, o0O0pabOTKHM, XpaHEHHS M Ie€penavd
uHGOPMALMH OTPaHHYECHHOTO I0CTyIIa

Mndopmuposanue nepconaina o6 yrposzax 6e3onacHocTH HHGopManuu

WudopmupoBanne nepcoHana o NpaBUIax 3KCILTyaTallMd CHCTEMBI 3alUThI
ABTOMAaTH3HPOBAHHON CHCTEMBI H OTACIBHBIX CPE/ICTB 3AlUTHI HH(POPMaLKH

Beznenne OpOTOKOJOB M XKYPHAJIIOB y4eTa IPH H3MEHEHHH KOH(QHIypaluu
CHCTEM 3all[MTHI HHPOpMAIM¥ ABTOMATH3UPOBAHHAIX CHCTEM

Benenne IIPOTOKOJIOB M XXYPHAJIOB y4u€Ta IIPH OCYINSCTBICHHH MOHHTOPHHIa
CHCTCM 3alllUTHI PIH(i)OpMaIlIfII/I aBTOMaTHU3HPOBAaHHBIX CHCTEM

BeZleHne MPOTOKOJIOB M JKYpHANOB ydeTa IPH OCYIIECTBICHHH ayauTa
CHCTEM 3aIMUTHI HHPOPMAIUKN aBTOMATH3HPOBAHHBIX CHCTEM

IMoarotoBka cBeAcHHi 00 OTCYTCTBHM HEOOXOOMMOCTH NIPHCBOCHHS
KAaTeTOpHiA  3HAYUMOCTH OOBEKTy KPHTHYECKOH  HH(POPMAIMOHHOH
AH(QPaCTPyKTypbl, Ha KOTOPOM HCHOJB3YETCs aBTOMAaTH3HPOBAHHAA
CHCTEMa, H HaNpaBlcHHE B MHCBMEHHOM BHJE O3THX CBEICHHA B
desiepanbHEIA Oprai HCIIOIHUTEIBHOM BIACTH, YIIOJTHOMOYEHHEIH B 00/1acTH
obecniedeHus 6e3onmacHoCTH KpHATHYCCKOH HHGOpMALOHHOH
nHdpacTpykTypsl Poccuiickoii @enepaiun, 10 yTBEpKACHHOH MM GopMe

Heo6xomnmeie yMeHus

O¢opMIIATH TOKYMEHTAIHIO IO PerJaMeHTallui MEPONIPHATHH M OKa3aHHIO
yCIIyr B 00JIaCTH 3alIUTHI HHQOpPMALUH

OdopMIsSTE  TEXHHYECKYIO  JOKYMEHTAlldIO B COOTBETCTBHH  C
HOPMATHBHBIMH [IPABOBEIMH aKTaMH B 00/IaCTH 3aIllMThl MHGOpMaluy

Heo6xoaumble 3HAHUSA

HopMmaTHBHbIE TIPaBOBbIE aKTHI B 00J1aCTH 3alIMTHl HHGOpMALH

OCHOBHbIE METOJMYECKHE H PYKOBOIAIIME AOKYMEHTH (eaepantbHbIX
OpPraHOB  MCTIOJHMTENbHOM BJIACTH, YIONHOMOYEHHBIX B  00nacTH
obecrieueHHs: HHPOPMAIHOHHOM 6€30MacHOCTH, Ge30MacHOCTH HHPOPMaIIHH
B KIIOYEBHIX  cHcTeMaX  HHGOpPMAIMOHHOH  HMH(PaCTPYKTYpHI,
IPOTHBOAECHCTBEA TEXHMYECKHM pa3BeAKaM M TEXHHYECKOH 3allHThI
nHpopMauuH

DKCIUTyaTaquoOHHAs ¥ IPOCKTHasd JOKYMEHTAllMs Ha aBTOMATH3HPOBAHHYIO
CHCTEMY

OcCHOBHEIE METOAEI OpraHu3anuy H IIpOBCACHUA TEXHHYCCKOTO
06CII}’)KI’IBaHI/I$I TEXHHYCCKHX CPCACTB Hmbopmamsaunn

Oprannsaunonnme MCPHI 11O 3alIUTE HH(pOpMaIIHH

Hpyrue
XapaKTEPUCTHKH

3.1.3. TpynoBas pyHKIHA

Ob6ecneueHue 3aMUTH HHpOpMaLK OpU Vposenb
HaumeHoBahue | BBIBOJIE U3 SKCIUTyaTallii aBTOMaTU3MPOBAaHHBIX | Kon A/03.5 | (momypoBenb) 5
CHCTEM KBaJTH(HKAIUH
TpouncxoxaeHNE TPYAOBOMH Opurmman X 3alUMCTBOBAHO H3
GyHKLIUH OpMI'HHAJa
Kon PeructpauoOHHBIH
OpHUrMHasa HOMeEp
IpogecCHOHANBHOTO

CTaH@apTa




TpynoBrie aeiicTBas

BxmodeHne B OpraHu3alHOHHO-PACTIOPAIUTENIBHBIE JOKYMEHTBI 110 3alIATE
HHpOpPMAlMH IIPOLEAYp YHHYTOXKEHWA (CTHpaHHs) HHpoOpMauuu Ha
MAINMHHBIX HOCHTENAX, a TaKkKe KOHTPOJsS YHHYTOXXCHHs (CTHpaHHs)
uH(popMalH

VHHYTOXEHHE (CTHpaHue) HH(pOopMaIMy Ha MALIMHHBIX HOCHTEIAX IPH HX
nepeiade MeXJy T0Ib30BaTeNIMH, B CTOPOHHHME OpraHU3alH A PEMOHTa
WIM YTHIM3aLMH, a TAKKe KOHTPOJIb YHHUTOXEHHS (CTHpaHus)

duspyeckoe YHMYTOXKEHWE MAIMHHBIX  HOCHTened  mH(popMaumw,
oGpa6aTrIBacMoii aBTOMaTH3HPOBaHHOM CHCTEMOH

ApxuBHpoBanHe HHpOpMaNuH, obpabarsiBaeMOif aBTOMATH3MPOBAHHOM
CUCTEMOH

Heob6xoaumble yMEHHSA

Hcmoons3oBars MpOrpaMMHBIC CPECACTBA U1l apXUBHPOBaHMA PIH(POpMaHIdIfI

Hcnonp30BaTh MPOrpaMMHBIE M NPOrPaMMHO-alapaTHBIC CpelcTBa A
YHHYTOXeHHs (CTHpaHus1) HH(OPMALMH B HOCUTeNeH MHpopManuy

Vcmonp30BaTh  THIOBBIE  KpHOTOrpagMdecKHe  CpEeACTBA  3aIIUTHI
MHQPOPMAIIHH, B TOM YHCIIE JJIEKTPOHHYIO MOAMHCH
Heo6xoaumele 3Hanus | [Iponenypsr apXHBHPOBaHHs uH(popManum, obpabaTeiBaeMOM

aBTOMATH3HPOBAHHON CHCTEMOM

Hasnauenune u IIPUHIIAIIBI paGOTLI OCHOBHBIX Y3JIOB COBPEMCHHBIX
TEXHHYCCKHX CPCICTB nmbopma’msannn

OpraHu3aiusi TEXHHYECKOrO OOCIyXMBaHMS M PEMOHTa KOMIIOHEHTOB
aBTOMATHU3HPOBAHHON CHCTEMBI

IIpouemypsl yHHUTOXEHUs (CTHpaHud) HHpopMaluyM Ha MallHHHBIX
HOCHTENSIX, a TAK)Ke KOHTPOJIS YHHUTOXKEHHS (CTHPaHHUS) HHPOpMaLMH

HopMaTHBHEIE IIPABOBHIE aKThl B 0671aCTH 3aIUTHL HHGOpMaUUH

OcHOBHBIE METOAUYECKHE H PYKOBOIAINUAE NOKYMCHTEI YIIOJITHOMOYCHHBIX

Hpyrue

XapaKTEepPHCTHKH

q)enepanbﬂmx OpraHos KUCITOJTHUTEIFHOM BJIACTH MO 3alllUTE HH(I)OpMaIIl/IPI

3.2. O606mennas TpyaoBasi pyHKIMs

Obecrneuenne 3aiUTH HHPOPMAIK B
aBTOMATH3MPOBAHHBIX CHCTEMAX, HCIOIB3YEMBIX B
TOM YHCIIE Ha 00BEKTaX KPHTHYECKOM
Haumenosanne | HHQOPMAMOHHON HHPPACTPYKTYpHL, B OTHOmeHu: | Kon | B Yposeis 6
" PMatlH pacTpyKTyphL, KBanMMGUKALHH
KOTOPBIX OTCYTCTBYET HEOOXOIMMOCTh IPHCBOCHNUS
UM KaTeropuii 3HauuMOCTH, B IIPOIECCE UX
AKCILUTyaTalluH
Tponcxoxnetite 3auMCTBOBAHO U3
o6061eHHo# TpyIOBOI Opuru=an X
OpHruHana
$yHKUMH
Kon PerucTpauvoHHBI
OpHrHHaJIa HOMEDP
Mpo¢)eCCHOHANIBHOTO
cTaHaapTa
Bo3MoXxHBIE Hrxenep o 3amute HHGOPMAUHUH
HaMCHOBAHUSA CrenuanucT no 3ammre uapopmauyn I kareropuu
JOJDKHOCTEH, Cnenuamict no 3amute HHGopmanuu II kareropun
npodeccuit CrienMaIKcT 1o 3aumre HHpopMauu
WmxeHep-IporpaMMUCT 0 TeXHIHYecKo# 3amure nadopmauuu I kateropuu
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MHxeHep-IporpaMMHECT 10 TeXHHYecKo# 3amuTe HHbopManuu II kareropuu
W HXeHep-IpOrpaMMHCT II0 TEXHAYECKOH 3aIuTe HHpOopManum
WnxeHep-nporpaMmucT I kateropuu

Unxenep-nporpammuct 11 xkareropuu

Wuxenep-nporpammuct 11 kareropuun

Wnxenep-nporpaMMucCT

TpeGoBaHus K
o0pa3oBaHHIO U
00y4eHHIo

Briciee o6pasoBanue — 6akanaBpuar B 061acTH HHHOPMALMOHHOM
6e30MacHOCTH

TpeGoBaHUs K ONBITY
HpaKTHIECKOi paboTHI

Jlns JOIKHOCTEH ¢ KaTeropuei — OnbIT paboThl B JOJDKHOCTH ¢ Gonee
HH3KO#M (IpeiLIeCTBYIOMIEH) KaTeropuel He MEHee OHOro roja

Ocobblie ycnoBus
JOMycKa K pabote

Hasmaue IomycKa K rocyJapcTBeHHOM TaitHe® (IIpu Heo6X0MMOCTH)

Hpyrue

XapaKTEPUCTUKH

HOIIOJIHI/ITCJ'IBHI:IC XapaKTepUCTHKHN

HaumeHoBanue Kox HanmenoBanue 6a30B0# rpymsl, JODKHOCTH
JIOKYMEHTa (npodeccun) MK CIEHAIBLHOCTH
OK3 12523 CrienuanicThl 10 KOMIIBIOTEPHBIM CETAM
EKC - HmxeHep-nporpaMMHUCT (IIPOrpaMMHCT)
- HxeHep-IporpaMMHICT N0 TEXHUYECKOH 3aluTe
uHpopMaLuH
OKIIATP 22567 Hmxenep no samure HHGOpMaMH
22824 HmxeHep-nporpaMMHCT
26579 Crenpaiuct 1o 3amurte HHGopMaIud
OKCO 2.10.03.01 NndopmanmonHas 6€301aCHOCTD

3.2.1. TpyaoBas ¢pyHxuus

JluarsocTuxa CHCTEM 3aIUTH HHQOpMaLuH YposeHb
Haumenosanye aBTOMATU3UPOBAHHEIX CHCTEM Kon | B/01.6 | (momyposetis) 6
KBanuuxanun
7 aUMCTBOBAHO H
IpoucxoxaeHue TpynoBoi Opurmsan X 3 TBO! 3
$yHKLHH opuruHaia
Kon PeructpaupoHHEIi
OpHUrHHala HOMEP
npodeccHOHANBHOTO
CTaHAapTa
TpynoBeie neicTBHS ObHapyxeHue WHUHUACHTOB B nporuecce SKCIUTyaTallHu
AaBTOMATHU3UPOBAHHOM CHCTEMBI
Unentnduxanus WHIUACHTOB B npolrecce 3KCIUTyaTaluu

a.BTOMaTHBHPOBaHHOﬁ CHCTEMBI

O11eHKa 3aIIHIIEHHOCTY aBTOMAaTU3UPOBAHHBIX CHCTEM C [IOMOILBIO THIIOBBIX
NpOrpaMMHEIX CPEACTB

VcrpaHeHde TOCNEACTBHA  MHIMIEHTOB, BO3HUKIIMX B OpOLECCE
SKCIUIyaTal[ii ABTOMATH3HPOBAHHOMN CHCTEMBI
Pacuer  mokasateneii  >(dekTMBHOCTH  3amUTHl  HHpOpManuwy,

00pabaTrIBacMOii B aBTOMaTH3MPOBAHHBIX CHCTEMax
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MHCTpyMeHTaNbHBI KOHTPOJMb HOKasarenedl I(@eKTUBHOCTH 3aIIUTHI
nadopManuu, 00pabaThIBAEMOH B aBTOMaTH3HPOBAHHBIX CHCTEMAx

Heo6xoqumele ymenus | OnpenensTb HCTOYHHUKH M IIPUYMHBI BOSHUKHOBEHHS MHIHICHTOB

OueHuBaTh NOCIECACTBUS BELIBICHHBIX HHIHMICHTOB

OG6HapyXuBaTh HapyIUeHHUs IPaBII Pa3rPaHMYCHHs JOCTyNa

VCTpaHaTh HapyIleHHs IPaBHI pa3rpaHudYeHus JOCTyna

OCYIIICCTBJISITB KOHTPOJIb obecneucHuA YPOBHA 3alIHIICHHOCTH B
aBTOMATH3HPOBAHHBIX CHCTEMAX

Hcnone3oBaTh KpHOTOrpaguueckHe METOABI M CPEICTBa  3al(UTHI
HH(pOpPMAIMK B AaBTOMATH3HPOBAHHBIX CHCTEMAX

Heobxomumble 3Hanus | HopMaTHBHBIE IPaBOBbIe aKThl B 001aCTH 3aIUTHI HH(GOpMALUK

HanuoHa/IbHBIE, MEXTOCY/JIApPCTBCHHBIE M MEXIYHapOIHble CTaHAApTHl B
00J1acTH 3aIMTE HHGQOPMaLHH

PYKOBOJIHH.II/IC 24 METOJHYCCKHUC JAOKYMCHTBL YIIOJTHOMOYCHHBIX
(benepam,mﬂx OpratHoB HACIOJHHUTEILHOH BIACTH 110 3alllUTe I/IH(l)OpMaIII/II/I

OpraHH3alMOHHbIE MEPHI 10 3aIUTe HHPOpMALUH

TIpMBENMOBI  TIOCTPOEHHMs  CPeACTB  3amuTel  HHpopmaumu  OT
HeCaHKIMOHUPOBAHHOTO HOCTYIA H YTEUKH I10 TEXHHYECKHM KaHaIaM

KpnTeme OLCHKH 3allIlHMIIICHHOCTH aBTOMaTI/I3I/IPOBaHHOI71 CHCTCMBL

TexHWYecKHe cCpeicTBA KOHTpoinsd dGQeKTHBHOCTH Mep  3alluTHI
uH(popMau

PernamMeHT MHQOPMHUpPOBaHKS MEPCOHANA aBTOMATH3MPOBaHHOH CHCTEMBI O
BBISABIEHHBIX MHIUIEHTAX

PermamenTt yue€Ta BBIIBJICHHBIX HHIIHACHTOB

PeriameHT YCTPaHCHHUA MOCJICICTBHAI HHIHICHTOB

OcHoBHBIE Kpnmorpa(bnqecxne METOABI, aIrOpUTMBI, IIPOTOKOIJIBL,
HCIOJIB3YEMBIC JAJIA obecnedeHus 3allUTHI nmbopmaunn B
aBTOMATH3HPOBAHHBIX CHCTCMAX

Hpyrue -

XapaKTCPHUCTHKH

3.2.2. TpynoBas dynKuus

AIMHUHHUCTPHPOBAHHE CHCTEM 3AILHTHI YpoBeH
HanMenosanne | yydopMaliuu aBTOMaTH3MPOBAHHBIX CUCTEM Kon | B/02.6 | (nomyposes) 6
KBaJIM(pHKALIUA
IMpoucxoxacHue TPy AOBOH Opurmuan X 3auMCTBOBAHO H3
$ysxumm OpHUTHHAJIA
Kon PeructpauHoHHbI I
OopMruHana HOMEp
npo¢ecCHOHANBHOTO
CTaHgapTa
TpynoBble neHCTBHA VcTraHoBKa OGHOBIIEHHH IPOrpaMMHOTO 06ecTieYeH s aBTOMATH3UPOBAHHOH
CHCTEMBI

BHIIONHEHHe YCTAHOBJIEHHBIX mponeayp obecneuenus 6Ge3omacHOCTH
urdopMaIuH ¢ yd4eToM TpeGoBaHMA S(peKTHBHOrO (YHKIMOHMPOBAHHS
aBTOMATH3HPOBAHHON CHCTEMBI

YnpaBieHHe NOJTHOMOYMIMHE JIOCTyNa IOJb30BaTeeH aBTOMAaTH3UPOBaHHOM
CHCTEMEI
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UndopmupoBaHre  HONb30BaTeledl O  OpaBWIaX  OKCIUTyaTallud
aBTOMaTH3HPOBAHHOH CHCTEMBI C Y4YeToM TpeOOBaHMIl 1O 3allHTe
nHopMmanun

IIpoBeneHHe 3aHATHH C NEPCOHAIOM MO paboTe C CHCTEMOH 3ALIMTHI
uH(pOpMAHK aBTOMaTU3HPOBAaHHON CHCTEMBI, BKJIIOYasd [POBEHNCHHE
TIPAKTHYECKUX 3aHATHI C IEPCOHAIOM Ha MaKeTaxX HJIM B TECTOBOM 30HE

BHeceHHE H3MEHEHHH B OKCIUIYaTaMOHHYI0  AOKYMEHTAUMIO H
OpraHM3alMOHHO-PACIIOPSAUTENbHEIE JOKYMEHTl IO CHCTEME 3alllUThI
HHPOpPMAIMH aBTOMAaTH3HPOBAHHON CHCTEMBI

HeobxonuMble YMEHHS

CO3}13.B3TI>, yoandaTb A HM3MCHATH YYCTHBIC 3aITiCH noJjap3oBarenei
aBTOMaTHSKpOBaHHOﬁ CHCTEMBI

(DOpMI/IPOBaTb ITOJIUTHKY 6e30MmacHOCTH IporpaMMHBIX KOMIIOHCHTOB
aBTOMATH3HPOBAHHBIX CUCTEM

VeranapnuBarh M HAacTpauBaTh OINEPAalMOHHBIE CHCTEMEI, CHCTEMBI
yupaBiicHusi 0a3aMH JaHHBIX, KOMIIBIOTEDHBIE CETH M IPOrpaMMHBIC
CHCTEMEI C YUeTOM TpeOOBaHMI 110 00eCIICUEHHIO 3aIHThl HHOPMalUK

Hcnons3oBarh KpPIl'ITOI‘pa(i)I/I‘ICCKI/IC METOABI H CPCACTBA  3AlIHTHI
I/IH(l)OpMaIII/II/I B aBTOMaTHU3HPOBAHHBIX CUCTEMAX

PeructpupoBare COOBITHA, CBA3aHHBlE C 3amUTOH MH(OpPMaUHM B
ABTOMATH3MPOBAHHBIX CHCTEMAX

AHanm3UpOBaTh COObITHA, CBA3aHHBIE C 3alUTOH HHpOpManuu B
ABTOMATH3HPOBAHHBIX CHCTEMAX

Heo6xoaumsbie 3HaHUA

[IpuaIHMnsl GOPMHUpPOBaHHS MONMTHKHA HHOpMaIMOHHOH 6e30macHOCTH B
ABTOMAaTH3HPOBAHHBIX CHCTEMAX

IporpaMMHO-annapaTHeIE cpencTBa 3alIMTHI uHpopMaIH
aBTOMATH3HPOBaHHBIX CHCTEM

OcHOBHBIE  KpUmTOrpapuueckue MeETOAbl, AIrOPUTMBIL, MPOTOKOJIBI,
ACIOJIb3yEMBbIE U 3aIIUTH HHPOPMAIMH B aBTOMATH3UPOBAHHBIX CHCTEMAX

Meronsl kKoHTpois 3¢¢GeKTHBHOCTH 3alIHTHI MHQYOPMAUMH OT YTECUKH MO
TEXHHYECKHAM KaHaJlaM

Kputepun oueHKH 3(G(EKTHBHOCTH H HANEKHOCTH CPEICTB 3allHTHI
IPOrpaMMHOr0 00eCIIeueHHs aBTOMaTH3HPOBAHHEIX CHCTEM

TexnuueckHne CcpeacTBa KOHTpolsd 3QQEKTHMBHOCTH Mep  3allMThI
uHdopMaluu

[IpUHIMOB OpTaHW3allMM M CTPYKTypa CHCTEM 3allUThl IIPOrpaMMHOIO
06ecIeYeHHs] aBTOMAaTH3HPOBAHHBIX CHCTEM

Cozlepxcaﬂne H NOPANOK [JEATCIPHOCTH IMEpPCOHATIa MO OSKCIUTyaTalluv
3aIMUIICHHBIX AaBTOMATH3HPOBAHHBIX CHCTEM H CHCTEM 6e30macHOCTH
aBTOMATU3HPOBAHHBIX CHCTCM

OcCHOBHBIE MCPEI 110 3aIIATC I/IH(i)OpMaIIHI/I B aBTOMaTH3WPOBAHHLIX CHCTECMaX

Apyrue

XapaKTEPUCTHKH

3.2.3. TpynoBan dpynxknus

VnpapjicHue 3aUTON HHPOpMAaLHHK B VpoBeHs
HaumeHOBaHKe | 4p1oMaTH3HPOBAHHBIX CHCTEMAX

Kox B/03.6 (oaypoBeHB) 6
KBanupUKaLUH
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IpoucxoxaeHue Tpy10BOH
dyHKUMH

3anMCcTBOBaHO U3

Opurunsan X OpHTHHAJIA
Kon PeructpanioHHbIN
OpHUrHHaNa HOMED
npodeccHOHAIBHOTO
cTaHAapTa

TpynoBeie neHcTBUS

AHanmu3 BO3ACHCTBHA H3MEHCHHH KOH(QHUIypalluM aBTOMAaTH3HPOBAaHHOMI
CHCTEMBI Ha €€ 3alHIIEeHHOCTh

CocTaBiieHHe KOMILIEKCa npaBull, IIpolECAYp, HNPAKTUYECKHUX IPHEMOB,
IIPUHIUIIOB H METOAOB, CPCIACTB obecnedeHHs 3allUThl I/IH(l)OpMaIII/II/I B
aBTOMaTHBHPOBaHHOﬁ CHCTEMC

OlueHKa MOCIEACTBHI OT peanu3aluu yrpo3 6e3omacHocTH HHGOpMalMH B
ABTOMAaTH3UPOBAaHHOMN CHCTEME

Ananus H3MCHEHUS yrpo3 6e3omacHOCTH uHpOpMALHH
aBTOMATH3HPOBAHHON CHCTEMBbI, BOSHHKAIOIMX B XOJI€ €€ 9KCILTyaTalluy

Heobxonumsble yMEHHA

OneHuBaTh I/IH(i)OpMaIII/IOHHI:Ie PHCKH B aBTOMATH3HPOBAHHBIX CHCTCMAX

KitaccuuImpoBarh ¥ OLEHUBATH Yrpo3bI 6€30I1aCHOCTH MHQOpMaluK

Onpenendars  moAnexampe  3amuTe  HHOOPMAUHMOHHBIE  PECYPCHI
aBTOMATH3HPOBAHHBIX CHCTEM

[TpuMeHATD HOPMaTHBHBIE JOKYMEHTBI 1o 3aIUTe oT
HeCaHKI[MOHMPOBAHHOTO JOCTynma K HHGpOpManuM H IPOTHBOACHCTBHIO
TEXHHYCCKOH pa3BeJKe

PazpabaTeiBare  OpPEIOKEHHS IO  COBEPINEHCTBOBAHHUIO  CHCTEMEI
yIIpaBJICHHs 3allUThl HHGOPMaIlHK aBTOMaTU3MPOBAaHHbIX CUCTEM

KoH(QurypupoBaTh ~ NapaMeTpsl  CHCTEMB!  3allUThl  HH(pOpMaLMH
ABTOMAaTH3MPOBAaHHBIX CHCTEM

TIpEMEHATh TEXHHYECKHE CPEACTBA KOHTPOIS PPEKTUBHOCTH Mep 3aIUTHI
HHpopMauH

Heo6xoanmeie 3HaHusA

OCHOBHEIE METO/BI YIIPABJICHUS 3aIMUTOH HHPOPMAIHH

OcHOBHBIE YIrpo3bl 6€30mMacHOCTH MH(OpMalMy ¥ MOJENH HapymuTeld B
ABTOMAaTHU3MPOBAHHBIX CHCTEMAX

Meroapl 3allUTEI HH(i)OpMaIIHPI OT HCCAaHKIIMOHHPOBAHHOI'0 AOCTylla H
YTEYKU 110 TEXHUYCCKUM KaHaJlaM

HopMmaTuBHbIE IIpaBOBBIC aKTHI B 00J1aCTH 3alIMTHI HHGOPMALHH

HaumoHanbHEIE, MEXIOCYyJapCTBEHHbIE H MEXIYHapOIHBIC CTaHIApTH B
00J1aCTH 3aMTHI HHGOPMaLMH

PykoBoismue H  METOAMYECKHE  JAOKYMEHTHl  YIOJIHOMOYCHHBIX
dheiepanBHEIX OPraHOB HCIIONHUTENBHOM BIACTH MO 3aIIATe HHGOpPMALHMH

Apyrue
XapaKTCPUCTUKH

3.2.4. TpynoBas pyHKuus

O6ecneyeHue paboTOCIIOCOOHOCTH CHCTEM YpoBeHb

HaumenoBanue | 3aIIATHI HHPOpMAIMK NIPY BO3HUKHOBEHUH Kon | B/04.6 | (ioxypoBeHs) 6

HEIUTATHBIX CHTyallHul KBaTHKALMK
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ITpoucxoxkaeHUe TPYAOBOH
dyHKIMH

3aMMCTBOBaHO M3

Opurunan X
OpHTHHAJIA
Kon PerucTpaupmoHHbIH
OpHTHHAJA HOMeEp
npodeccHOHAIBHOTO
CTaHAapTa

TpynoBblie neHCTBHA

OG6HapyXeHHE HeHMcIpaBHOCTedl B paboTe CHCTEMBI 3alIUTH HHpOpMaUK
aBTOMATH3UPOBAHHOM CHCTEMBI

YcTpaHneHHe HEUCTIPAaBHOCTEH B paboOTe CHCTEMBI 3AIMTHI MH(OpMalUH
ABTOMATH3UPOBAHHON CHCTEMBI

Pe3zepBupoBaHHE NPOrpaMMHOrO O0ECIEYEHHs, TEXHUYECKHX CPEACTB,
KaHAJIOB IEPE/Iauy JaHHBIX aBTOMATH3MPOBAaHHOM CHCTEMBI YIIPaBJICHHS Ha
Clly4aii BOSHUKHOBEHHS HEINTATHEIX CUTyal[Mi

Co3naHMe aIbTEpPHATHBHLIX MECT XpaHeHHS H 00paboTku HHpopMauuu Ha
CIy4ail BO3HUKHOBCHHSA HEIITATHBIX CUTYal[HH

BoccraHoBiieHHe mociie c00eB H OTKa3oB IporpaMMHOrO obecneueHus
aBTOMATH3UPOBAHHEIX CUCTCM

Heobxoaumsbie yMeHHUS

IlpuMEHATE THIOBBIE IIPOTPaMMHBIE CPEICTBA PC3CPBHPOBAHHA H
BOCCTAaHOBJIEHM HHGOpMalyy B aBTOMaTH3HPOBAHHEIX CHCTEMaxX

[MpumeHATH CpeAcTBa obecnieyeHus OTKa30yCTORYHBOCTH
aBTOMAaTH3UPOBAHHBIX CHCTEM

Knaccuduuupopath U OLEHUBATh YTPO3bl HHPOPMALMOHHOM 6e30NacHOCTH

TIpuMeHsTh IpOrpaMMHBIE CPeJICTBA 06ecieueHUs: 6€30MacHOCTH IaHHBIX

JIOKyMEHTHpOBATh JIEHCTBHS 1O YCTPaHEHWIO HEHCIpPAaBHOCTEH B paboTe
CHCTEMBI 3allUThl HHPOPMAIH aBTOMATH3HPOBAHHOM CHCTEMBI

HeoOxoonMble 3HaHUA

Mertozst H cnocoOsbl obecnieyeHns OTKa30yCTOHYMBOCTH
AQBTOMAaTH3MPOBaHHBIX CHCTEM

Conepxcanne H TOpSJAOK JACATCIBHOCTH IIEPCOHAIA IIO SKCILTyaTalluH
3alIUIICHHLIX ABTOMAaTH3MPOBAaHHBIX CHCTEM M ITIOACHCTCM 0e30MacHOCTH
ABTOMATH3HUPOBAaHHLIX CHCTCM

OCHOBHEIE HH(l)OpMaHHOHHBIe TCXHOJIOTHH, HCIOJIE3YEMBIC B
aBTOMATH3HPOBAHHBIX CHCTEMAX

HpHHIIHIIBI IOCTPOCHUSA CPEACTB 3alllAThI nmbopMamm OT YTCYKH IIO
TEXHHYCCKHM KaHaJIaM

IIporpaMMHO-aNNapaTHbIe CPEACTBA OOECICYCHHs 3amuThl HHpOpPMAlNH
aBTOMATH3UPOBAHHBIX CHCTEM

HopMaTHBHEIE PABOBHIE aKTHI B 00IACTH 3aTMTE! HHGOpMAaIUH

PykoBoisiuue M  METOAMYECKHE  HOKYMEHThl  YIOJIHOMOYCHHBIX
deepaNbHBIX OPraHoB HCIOMHATENLHOM BIaCTH 1O 3aluTe HHGOPMALUH

OpraHu3auMoOHHbIC MEPHI IO 3amuTe HHGOpMaLUH

Apyrue
XapaKTePHCTHUKH

3.2.5. TpynoBas pyHKIuA

HanmeHOBAaHHE | B aRTOMATH3UPOBAHHEBIX CHCTEMAX

MOHHTOPHHT 3aAIMUIIEHHOCTH HHOPMALUH YposeHs
Kox | B/05.6 | (momyposes) 6

KBaTU(PUKALIUH
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3auMCTBOBaHO U3

Opurmaan X
OpMrMHana
Kon PeructpaiMoHHBbIH
OpUTHHajia HOMEp
npodeccHOHAILHOTO
CTaHOapTa

Tpynossle neficTBUs

Bripa6oTka pekOMEHJAIMi M7 IpPHHATHA pPELICHHA O MOJCpPHH3aUUU
CHCTEMBI 3aLIMTEI HHPOpPMaNHK aBTOMATH3MPOBAHHOW CHCTCMBI

BeipaGoTKa pekOMeHJauMi Ui [NPHHATHA pENIEHHs O IOBTOPHOH
aTTeCTallid  aBTOMATH3MPOBAaHHOH CHCTEMBI HWIH O  INPOBECICHHH
JOTIONTHATEILHBIX aTTECTAMOHHBIX HCIIBITAHUMI

BrisBnenue yrpos OesomacHocTH HHQOpManM¥ B aBTOMaTH3HPOBaHHBIX
CHCTEMAax

[IpunsTae Mep 3amMThl HHGOPMAlMA TNpPH BHIIBICHHH HOBBIX yIpo3
Ge30nacHOCTH MHPOPMALHH

AHanmu3 HEJOCTAaTKOB B Q)YHKIII/IOHI/IPOB&HPII'I CHUCTEMBI 3alllUThI I/IHQ)OpMaIlI/II/I
aBTOMaTHBHPOBaHHOﬁ CHUCTCMBI

VYcTpaneHHe HENOCTATKOB B  (yHKUMOHMPOBAHWH CHCTEMBbI  3AIUHTEI
nadopMalK aBTOMaTH3HPOBAHHO! CHCTEMBI

HeobxonuMeie yMEHHS

KiraccH(HIIPOBATE ¥ OLEHUBATh YTPO3bI HHOPMAIHMOHHON 6€30I1aCHOCTH

AHaTH3UpOBaTh IpOrpaMMHBIE, apXUTEKTYPHO-TCXHHYECKHE U
CXEMOTEXHHUECKHME PEIlEHAs KOMIIOHEHTOB aBTOMATH3UPOBaHHBIX CHCTEM C
HeNbl0  BLIMBJEHHS  TNOTCHUHAIBHBIX  yA3BHMOCTEH  6e30macHOCTH
MH(pOpMALNH B aBTOMaTH3HPOBAHHLIX CHCTEMax

TIpUMEHATs HOPMATUBHBIE JOKYMEHTH IO 3ailUTe HHQOpMamuM OT
HECAHKLMOHMPOBAHHOIO JOCTYyNda H TNPOTHBOJCHCTBHIO TEXHHYECKOH
pa3BE/IKe

KonTpomuposats 3(p¢$eKTHBHOCTE IPHHATHIX Mep IO Pealu3alliy IOIUTHK
Ge30MacHOCTH HHGpOpPMallHK aBTOMATH3UPOBAHHBIX CHCTEM

Kontpommposate cOObITHS 0€30MacHOCTA H AEHCTBHA [0JIL30BaTENCH
ABTOMAaTH3UPOBAHHBIX CHCTEM

IIpuMEHATL TEXHMYECKHE CPENCTBA KOHTPONS YPPEKTHBHOCTH MEP 3AINUTHL
HH(OpMALH

JIOKYMEHTHPOBATD IIPOLIEZYPHI U Pe3yNIbTaThl KOHTPOIIS PYHKIHMOHHPOBAHHUS
CHCTEMBI 3alUThl HH)OPMALMH aBTOMAaTH3HPOBAHHOM CHCTEMBI

Heo6xo1uMble 3HAHNA

COI[CP)K&HPIC M MOpsAIOK JACATEIIBHOCTH II€pCOHAIa IO JKCILTyaTanun
3alUIIeHHBIX aBTOMATH3MPOBAHHBIX CHUCTEM H IIOJACHCTEM 0e301acHOCTH
ABTOMAaTH3MPOBAHHLIX CHCTCM

OcHOBHEIE YIpo3bl Ge30macHOCTH MHGOpMauu¥ W MOJCIH HApYIIATCII B
AaBTOMATH3MPOBAHHBIX CHCTEMAX

OcHOBHBIE KpHHTOFpa(I)I/I‘ICCKPle METOABI, AQJITOPHUTMBI, MPOTOKOJEI,
HCII0JIL3YEMBIC I 3ALIATHL nthopMamm B aBTOMaTH3NPOBAHHLIX CHCTCMaxX

TIporpaMMHo-anmapaTHble CPeACTBa obecredeHus 3alluThl HH(bopManuy
ABTOMATH3UPOBAHHBIX CHCTEM

MeTronp! 3a1uThl HmbopMamm OT YTCUKH 10 TCXHHICCKUM KaHaJiaM

HopMaTHBHBIE IPaBOBbIE aKTHI B 00JIACTH 32T HHPOPMAIHH

PyKOBOI[ﬂILIPlC H METOAUYCCKHE JOKYMEHTBI YIIOJTHOMO4YE€HHBIX
q)enepa.nbnmx OpraHoB UCIIOJIHUTEIFHOM BJIACTH 110 3aIIHTE nmbopmauun

OpraHu3alMOHHEIE MEPHI TIO 3aIuTe HHGOpMALHY

Apyrue

XapaKTCPUCTHKH
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3.2.6. TpynoBas dynxuus
AyIUT 3aiHIIEHHOCTH HH(OpMAaLIKH B Vposenb
Haumerosanue aBTOMATH3HPOBAHHBIX CHCTEMax Kox | B/06.6 | (nonyposens) 6
KBaINUKALUH
IMpoucxoxneHue TpyAOBOH o X 3auMCTBOBaHO M3
byHKIAK pHIHHAT OpHIMHana
Kon PerncrpaltuoHHEBIA
OpHruHana HOMep
npodecCHOHANBEHOTO
cTaHjapTa

Tpynossie nelACTBHA

OneHka MHPOPMAMOHHBIX pHCKOB Oe3omacHOCTH HHQpoOpMaMu B
aBTOMAaTHU3UPOBAHHOM CHCTEME

O60CHOBaHME H KOHTpPOJbL Ppe3yJIbTaTOB YIPaBIEHYECKHX DEICHHH B
o61acTy 6e30MacCHOCTH HHPOPMAIIHH ABTOMAaTH3HPOBAHHBIX CHCTEM

9Kcnep'm3a COCTOSIHHA 3allIHIICHHOCTH I/IH(l)OpMaI.II/II/I AaBTOMATH3UPOBAHHBIX
CUCTCEM

O6ocHoBaHue KpUTEPHEB 3¢ pexTHBHOCTH (yHKIIHOHHPOBAHHUS
3alIMIICHHBIX aBTOMATH3HPOBAHHBIX CUCTEM

Heo6xoaumelie yMeHH

KnaccuduuupoBars ¥ OleHHBaTh YTrpo3bl Ge30IIaCHOCTH MHPOPMAIMH L
00BbeKTa HHGOpMaTH3ALMH

PaspabatbiBaTh  NpPEUIOXKEHHS IO  COBEPIICHCTBOBAHHIO  CHCTEMBI
ynpaBjieHuss HHGOpManHOHHOH 06€30MaCHOCTBIO  ABTOMATH3WPOBAHHBIX
CHCTEM

Pa3pabateiBaTh IOJTHTHKH 6e30nacHOCTH uHpOpMaUH
aBTOMAaTH3HPOBAHHBIX CHCTEM

[IpMEHATP HHCTPYMEHTAIbHbIE CPEACTBA KOHTPONS 3AlUALICHHOCTH
uHpOpMaIMK B aBTOMaTH3HMPOBaHHBIX CHCTEMAX

HCOGXOJII/IMBIC 3HaHHUA

OcHOBHBIE Kppm'rorpaqmqecxne METOAbI, AJrOpHTMBI, IPOTOKOJIBI,
HUCIHOJIB3YCMBIC IS 3alITUThI HH(bOpMaIII’II‘I B aBTOMAaTHU3NPOBAHHBIX CHCTEMAX

Cnoco6bl 3aIMUTHI I/IHq)OpMaIII/IPI OT HECAHKIIHOHHPOBAHHOIO AOCTYyIIa H
YTCYKH 110 TCXHUYCCKUM KaHalaM

Metoasl  KOoHTpois  3(eKTHBHOCTH  3amMTHl  MHGOpMauud  OT
HECAHKIIHOHUPOBAHHOTO JIOCTYNA M YTEYKH [0 TEXHUYECKUM KaHaJIaM

HpHHIIHHBI IIOCTPOCHUS CHCTEM 3aIIII/ITBI~PIH(l)OpMaHI’IIrI

HOpMaTHBHBIe MIPaBOBLIC AKTHI B obyactu 3allIUTEI I/IH(l)OpMaI.II/II/I

PykoBopsipe H  METOAMYECKME  JOKYMEHTBI  YIOJHOMOYEHHBIX
(eiepabHEIX OPraHoB UCIIONHHTENLHON BIACTH IO 3aMuTe HHGOpMAUH

OpraHu3aUEOHHBIE MEPHI 110 3alIHTE HHGOpMaLUK

Hpyrue

XapaKTCPUCTUKH

3.2.7. TpynoBas GpyHKIHA

VcTaHOBKA M HACTPOMKA CPEACTB 3allUThl VposeHs

HauMeHoBaHHe HH(POpPMALIMH B aBTOMAaTH3UPOBaHHBIX Kog | B/07.6 | (momyposeHs) 6

CcHCTEMax KBaNUQHKAIHH




TTpoucXoXkACHHE TPYA0BOH
dyHKIMH

16
3auMCTBOBAHO M3
Opurpsan X
opHurHHana
Kon PeructpaiuoHHbIH
OpHTHHaIA HOMep
TipodeCCHOHABHOTO
CTaHaapra

TpynoBbie NeHCTBHUS

Bx0/HOM KOHTPOJIh KAYeCTBA KOMIUIEKTYIOIMX M3/E/HH CHCTEMBI 3AIIATHI
MH(OpMAllY ABTOMATH3UPOBAHHOW CHCTEMBI

OcyIIIeCTBIICHPIe aBTOHOMHOH HAJNAJKH TEXHUYECKHX H IIPOrpaMMHBIX
CpCACTB CUCTEMBI 3alllUThI nﬂ(l)opmaunn aBTOMaTHBIfIPOBaHHOfI CHCTEMBI

HpOBCIlCHKC IIPpUEMOTHBIX HCHOBITAHHN CHCTEMBI 3alHTHI I/IH(I)OpMaIII/II/I
aBTOMaTI/ISPIPOBaHHOﬁ CHCTCMEL

BueceHue B SKCIIIyaTallHOHHYIO JOKYMCHTAIAIO W3MEHCHHUH, HanpasjICHHBIX
Ha yCTpaHEHHC HeJOCTATKOB, BBIIBJICHHEIX B IIPOIIECCE HCIBITAaHUNA

Heob6xoaumbie yMEHUS

AZIMMHHCTPHpOBAaTh  NPOTPaMMHEIE  CPeACTBAa  CHCTEMBI  3alllATHI
nH(OpMAIMA ABTOMAaTH3HPOBAHHBIX CHCTEM
YCIpaHATh HM3BECTHblE YA3BHMOCTH AaBTOMATH3MPOBAHHOH CHCTEMBI,

NpHUBOMAIIHIC K BO3HHKHOBCHHIO YI'PO3 6€e301acHOCTH HH(I)OpMaIII/II/I

[IpUMEHAT, HOPMAaTHBHBIE [OKYMEHTHI IIO 3alllUTe nEdOpMaUK  OT
HECAHKIMOHMPOBAHHOTO [OCTYNa M NPOTHBOJEACTBUIO TEXHHYECKOH
pasBelIKe

HpI/IMCHﬂTI: AHAJIMTHYCCKHUEC Hu KOMIIBIOTCPHBIC MOACIIHA

aBTOMaTU3HPOBAHHLIX CHCTCM H CHUCTEM 3alllUThI nn@opMaunn

IIpoBOIHMTL aHAIM3 CTPYKTYPHBIX H (QYHKIHOHANBHBIX CXEM kT11112111(S:13(0)71
AaBTOMATH3HPOBAHHOHN CHCTEMBI

Onpe/e/aTh NapaMeTpsl HACTPOMKY MPOrPaMMHOTO OGeCTIeYeHNs CHCTEMBI
3amUTHl HEGOPMALHK ABTOMATH3HPOBAHHOH CHCTEMEI

Heo6xomuMele 3HAHNSA

OcHOBHBIE YTpo3bl 0€3011aCHOCTH HH(OpMalMM H MOJCIM HapyLIHTENd B
aBTOMAaTH3HPOBAHHBIX CHCTEMaX

Conepxcalme BKCHHyaTaHHOHHOﬁ JOKYMCHTAIIHH aBTOMaTIfI3I/Ip0BaHHOI;'I
CHCTEMBI

TumnoBbie CpeacTBa, MCTOAEI H IrIIleHTI/I(l)I/IKaIII/II/I,

ayTeHTH(HKAIHN ¥ aBTOpU3aLHH

TIIPOTOKOJIbI

OcHOBHBIE MCPBEI 110 3allUTC I{IH(l)OpMaIIPIIfI B aBTOMaTU3HPOBAaHHBIX CHCTEMAX

HOpMaTI/IBHI:IC TIPaBOBLIE AKTHI B 006J1acTH 3alMUThI nmbopmaupm

PykoBojsiiue M  MCTONMYECKHE  JOKYMEHTBI  YIONHOMOYCHHBIX
deiepaIbHBIX OPTaHOB MCIIOTHUTEILHON BIACTH M0 3aUIHTe uHopMaLuH

Hpyrue

XapakTePUCTHKH

3.2.8. TpynoBas pyHxuus

Pa3paboTKa OpraHu3alliOHHO- VposeHb
HanmenoBanne | pacTOPSAIUTE/IBHBIX JOKYMEHTOB IO 3alllATE Kon | B/08.6 | (nomypoBeHs) 6
uH(popMalK B ABTOMATA3HPOBAHHBIX CHCTEMAX KBATH(pUKAUHHA
17t 3anuMCTBOBAHO M3
TpoucxoxaeHHe TPYAOBO Opurmman X
byHKUMH OpMrHHajza
Kon PerncTpalOHHBIA
OpHUrHHaja HOMep
podecCHOHANBLHOTO

craHjapTa
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TpynoBsie aeicTBUs

OnpenesicHue NpaBWI M [POUEAYp YIPABICHHA CHCTEMOH 3alHTHI
uH(pOpMaIIMH aBTOMATH3HPOBAHHOM CHCTEMbI

OnpeneeHre IpasuI U MPOLEAYP BbIIBICHHS HHIHACHTOB

OnpezesieHre TpPaBWI M TNPOLEAYp MOHHTOPHHra OOECIIEYEHMS YPOBHS
3alMIIEHHOCTH HH(OpPMAIIMK aBTOMATH3UPOBAHHOH CHCTEMBI

OnpejieneHre TpaBW M TIPOLEAYP 3alIUTH HHGPOpPMAIMH IPH BBIBOJE
AaBTOMATHU3UPOBAHHOM CHCTEMB] M3 SKCILTyaTalluK

Onpenenenye NpaBWI M TPOLEAYP pearnpoBaHHs Ha HHIUICHTHI B
AaBTOMATH3HPOBAaHHON CHCTEME

Heob6xonuMbie yMeHHS

KiaccupuuupoBaTh ¥ OLICHHBATh Yrpo3bl HHQOPMAIHOHHOH Ge30MacHOCTH

[IpUMEHATh HOPMATHBHbIE NOKYMEHTH II0 3amMTe HHGOpMaumm Ot
HECAaHKIHOHMPOBAHHOTO JOCTyHa H IPOTHBOJCHCTBHMIO TEXHHUYECKOH
pa3Belike

OnpezensaTs napaMeTpbl HACTPOHKH MPOrPaMMHOTO 0O€CIIeYeH s CHCTEMBI
3amMTH HHGOPMAMH aBTOMaTH3NPOBaHHOH CHCTEMBI

Kontponuposats 3¢eKTHBHOCTS IIPUHSATHIX MEP IO 3alMTE HHPOPMALUHU B
ABTOMAaTH3MPOBAaHHBIX CHCTEMAX

Heob6xoaumele 3HaHus

Conepxane H TOPANOK JesATEJIbHOCTH IEPCOHANa IO OKCIUTyaTalHH
3aIMUIIEHHBIX ABTOMATH3HPOBAHHEIX CHCTEM H CHCTEM 3aIIUTH MH(OpMalHK

OcHOBHEIE Yrpo3sl 0e30macHOCTH MHGOpMalMy U MOJIENH HapyUIUTENsd B
aBTOMATHU3UPOBAHHBIX CHCTEMAX

OcHOBHEIE  KpHOTOrpapudecKne METOABl, AaIrOPHTMBIL,  TPOTOKOJEI,
HCHOJIB3YEMBIE JUIS 3aIUTHI MHGOpPMaIIMH B aBTOMATU3HPOBAHHBIX CHCTEMAX

[IpyHIMOBI ~ DOCTPOEHMS ~ CPeACTB  3allUTHl  HMHQopMauuu  OT
HECAHKIMOHMPOBAHHOTO JIOCTYIIA M YTEUKH 110 TEXHHIECKHMM KaHaJlaM

HOpMaTI/IBHBIe IIPaBOBBIC aKThHI B 001aCTH 3aIMUTHI an)opMaupm

PykoBojsiupie W  METOAMYECKHE  JOKYMEHTBI  YIOJHOMOYCHHBIX
denepaTbHEIX OPraHoB MCIIONHUTEIBHON BIACTH 110 3amuTe HHGOopMauuH

Hpyrue

XapaKTEPUCTHKH

3.2.9. Tpynosas pyHKIHS

AHau3 ya3BHMOCTEH BHEAPIAEMOM CHCTEMBI YpoBerp
HauMeHOBaHHE | 3ayTHI HHGOPMALH

Kon | B/09.6 | (momyposeHb) 6
KBaJTH(HKALHH

[IpowcxoXxaeHHe TPYIOBOH
GyHKLIHA

3auMCTBOBaHO U3
OpHruHaIa

Opurunan X

Kon PeructpaunonHbIi
OpUrHHaJIA HOMEp
podecCHOHANILHOTO
cTaHzapra

TpynoBblie NeHCTBUA

Bribop u o6ocHOBaHUE KpHTEpHEB 3P(DEKTMBHOCTH (YHKIHOHHPOBAHHUS
3alMINEHHBIX aBTOMATH3UPOBAHHBIX CHCTEM

HPOBGIICHHC aHajiM3a YSA3BHMOCTH IMPOTpaMMHBIX H  [IPOrpaMMHO-
anmnapaTHBRIX CPEACTB CUCTEMBI 3aIIIATHI I/IH(I)OpMaI.IIfIl/I aBTOMaTI/BI/IpOBaHHOﬁ
CHCTEMBI

Hpone,ueﬂne OKCHEPTH3bl COCTOSHMA  3alHIICHHOCTH I/IH(l)OpMaIIPII/I
aBTOMATHU3HPOBAHHBIX CUCTEM
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VYTouHeHHE MOJIEITH yrpo3 6e3omacHOCTH uHbopMaIUH
ABTOMATH3MPOBAHHON CHCTEMBI

Hposenenne IpEeABapUATCIIbHBIX HCIIBIT aHHH CUCTEMBI 3allIUTHI PIH(l)OpMaU,I/II/I
aBTOMaTI/BIprOBaHHOﬁ CHCTCMBI

[IpoBeneHne  aHaimM3a  YA3BUMOCTEH  aBTOMATH3HPOBAaHHBIX MU
UHGOPMAIMOHHBIX CHCTEM

Heo6xonumele yMEHUSA

KnaccupuuupoBars M OLEHHBATH yYrpo3bl 0e€30macHOCTH HHGOpMaluu
AaBTOMAaTU3UPOBAHHOH CHCTEMBI

Pa3pabaThiBaTh  OpPEJIOKEHHS 10  COBEpIIEHCTBOBAHMIO  CHCTEMEI
yIpaBJicHHs 3a1uToH HHGOPMaIHK aBTOMaTH3HPOBAHHOM CHCTEMBI

ITpoBomUTs aHANM3 HOCTYNHBIX HHQOPMAIMOHHBIX HMCTOYHHKOB C HEJBIO
BBISIBIICHHS M3BECTHBIX YSI3BUMOCTEH, UCHIONB3YEMBIX B CHCTEME 3alllUTHI
MH(POPMAIIHH MPOrPaMMHBIX H IIPOTPaMMHO-ANINAPATHLIX CPEACTB

VCTpaHaTh BBIABICHHBIE YS3BHMOCTH aBTOMATH3MPOBAHHOH CHCTEMBEI,
TPUBOIAIIME K BO3HUKHOBEHHIO YTpo3 6€30MacHOCTH MHGOpManyu

HeobxoauMele 3HaHAS

OCHOBHEIE METOIBI H CPEICTBA KpunTorpadguyeckoi 3aiuThl HHGOpMAIMH

CriocoObl 3amuThl HHGOpMAIMM OT HECAHKUHOHHPOBAHHOIO [OCTYNa H
YTEUKH [0 TEXHMYESCKUM KaHaJIaM

Crioco6b1  KOHTpOJii  3(Q(QEKTHBHOCTH  3aIUTHl  HMHGOPMALMH  OT
HECAHKIMOHHPOBAHHOTO JOCTYIIA M YTEYKH [0 TEXHHYECKHM KaHallaM

HopMaTHBHBIE NPABOBBIE aKTHI B 0071aCTH 3alIMTE HHOpMALHH

PykoBoasimue W  MCTOAMYECKHE  JOKYMEHTHI  YIOJIHOMOYCHHBIX
(penepaibHBIX OPraHoOB MCIIOJHATENBHOM BIIACTH IO 3aIIUTE HHGOpMaUHK

OpraHu3aiMOHHEIE MEPHI 10 3aIUTe HHGOpMALIUH

ConepxcaHne 3KCHJIyaTaIII/IOHHOﬁ JOKYMEHTAIIHH aBTOMaTI/I3I/IpOBaHHOﬁ
CHCTCMBbL

Hpyrue

XapaKTEPUCTUKH

3.2.10. TpynoBasi pyHKIHA

BreapeHue opraHu3alHOHHBIX Mep 110 YpoBeHs
HaumeHOBaHMe 3amquTe HHGOpPMaLKH B Koa | B/10.6 | (momypoeeHs) 6

aBTOMAaTH3HPOBAHHBIX CUCTEMAX KBaTMHKALIHH

HCXO0XKACHUE OBOH 3auMCTBOBaHO M3
Tlpo HACHHE TPYA Opurunan X
$yHKIAM OpHUrHHaJIa
Kox PerucTpaltHOHHBIH
opuruHana HOMEp
nipodecCHOHANILHOTO
CTaHgapTa

Tpynossle nelicTBHs

[IpoBesieHHe TMpPOBEPKH IONHOTHI OMHCaHUS B  OpraHU3alMOHHO-
paclops/MTENBHBIX ~AOKYMEHTaX HAa AaBTOMATH3MPOBaHHYIO —CHCTEMY
OeHCTBHIl IepcoHala [0 peATM3aldH OPTaHU3AMHMOHHLIX MEpP 3aliHThI
nH(popMaIul

IIpoBeneHue 3aHATHH C TNEPCOHANOM HO paGoTe € CHCTEMOH 3allUThI
HHQOpPMALlMM  ABTOMATH3UPOBAHHOW CHMCTEMBI, BKIIOYas IPOBEJCHHE
NPAaKTHYECKHX 3aHATHH Ha MaKeTaxX HJIH B TECTOBOH 30HE

[MoaroToBka MJOKYMEHTOB, ONpEACIIOMUX IpaBHIa H  IPOLEAYDEI,
peanm3yeMble ONEPAaTopoM i 0OecHedeHHs 3alUThl HHGOpMAlHH B
HPOPMALMOHHOM CHCTEME B XOJIE €€ IKCILTyaTalluH
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Hponeneﬂne IIPOBEPKH TOTOBHOCTH nepcoHana K JKCILTyaTallnH CHCTCMBI
3aIqUThI nH(l)opMaunn aBTOMaTI/IBPIPOBaHHOﬁ CHCTEMBI

T[loAroTOBKa JOKYMEHTOB, OIPEeCILIONIAX PAaB/iIa H IPOLEAYPBI KOHTPOIA
0GecCTeYeHHOCT YPOBHS 3alMINEHHOCTH MHQOpMAaIHH, CoAepkallehcs B
uH(OPMALOHHON CHCTEME

[ToaroToBKa MOKYMEHTOB, ONpPEJCIAIOIIMX MpaBHla M IPOLCIypHI
BLISBICHHS HHIMICHTOB, KOTOPBIE MOTYT IPHBECTH K cOOSM MM
HapylleHHIO  (YHKUMOHMpOBaHMS  MHQOPMAIMOHHOH  CHCTEMBI  H
BO3HHKHOBEHHIO yrpo3 6e30IacHOCTH HHOpMaIlHH

[oAroToBKa AOKYMEHTOB, ONPENCIAIOMMX MpaBula H  IMPOUCAYPhI
ynpasneHus: KOHQUIypanuel aTTeCTOBaHHOM UHGOPMAIIMOHHOA CUCTEMBI X
CHCTEMEI 3aIuThl HHGOpMAaIiy HHPOPMALIMOHHOM CHCTEMEI

Heo6xoauMble yMEHHSA

PeaiM30BbIBATh NpaBHIa pa3rPaHHYCHHs JOCTYNa MEPCOHANA K 00BEKTaM
JOCTyIa

AHaIM3HpoBaTh NPOTPaMMHEIC M IIPOrPaMMHO-ANIapaTHbIC PEICHU P
IPOCKTHPOBAHUM CHCTEMbl 3AIMTHl HH(OpMauHMH C LENbIO BBIABICHHUA
MOTEHIMATBHBIX  YA3BHMocTell  GesomacHocTH  HMHQopMamHM B
ABTOMATH3MPOBAaHHBIX CHCTEMaX

KoHCY/I5THPOBAaHHE [I€pCOHANA ABTOMATH3UPOBAHHOH  CHCTEMBI  IIO
KOMIUIEKCY Mep (UpaBHiIaM, TpOUENypaMm, IPAaKTHIECKHM IpHCMaM,
PYKOBOJAIIMM TIPHHIIMIIAM, METONAM, CPEACTBaM) obecrieyeHUs 3alIUTHI
uHdopMaILHH

OcymecTBisTh IUIAHMPOBAaHHE M OPraHHM3allHMIo paboTel  mEpcoHANA
ABTOMAaTH3HPOBAHHONH CHCTEMBI C Y4YETOM TpeOOBaHMH MO 3alluTe
uHpOpMaLH

KoH}HTypHpOBaTh ATTECTOBAHHYIO HHPOPMAIHOHHYIO CUCTEMY M CHCTCMBI
3amATH HEGopMaIA HHPOPMAIIMOHHON CHCTEMEI

Heob6xouMple 3HaHUA

HopMaTHBHBIE [PABOBHIC aKTHl M  HAMOHAIBHBIC CTaHAAPTHL IO
JIMIEH3NPOBAHHMIO B 0671aCTH 0GECTICYEHHS 3allMThI TOCYAapCTBEHHON TaHBI
¥ cepTH(MUKAIUA CPEACTB 3alIUTH HHPOpPMAIUH

Mertoagl, CIIOCOﬁBI, CpCACTBa, OOCNENOBAaTE/IBHOCTL H COJAEPKAHUE ITAIOB
pa3pa60TKn aBTOMAaTH3HPOBAHHBIX CHCTEM H CHCTEM 3alUThI
ABTOMATH3MPOBAHHEIX CHCTCM

HopMaTHBHBIE IPABOBbIC aKTHI B 00/1aCTH 3aIMHUTEL uaOpMalH

PyKoBOAAIME M  METOJNMYECKHE  JIOKYMCHTBI  YIOIHOMOYCHHBIX
deepabHBIX OPraHOB HCTIONHUTENILHOH BIIACTH MO 3allHTe uHpopMaLuH

OpraHmaunonnble MCPHI 110 3alIHTC PIH(bOpMaI.IPIl/I

MeTOIMKH CepTHQUKALMOHHBIX HCIBITAHUIA TEXHHYECKHX CPEACTB 3allATHI
mHdOpMaMH OT HECAHKIMOHHPOBAHHOTO JIOCTyIa M yTeHkd MO
TeXHHYECKHM KaHAIaM Ha COOTBETCTBHE TPeGOBaHMAM 1O (E30MaCHOCTH
HHGOpMallUH

Mertonpl, crocoOsl U CcpeacTBa obecnieueHus OTKaSO)’CTOf;I‘lI/IBOCTI/I
ABTOMATH3HPOBAHHLIX I/IHQ)OpMaIII/IOHHBIX CHCTCM

Apyrue
XapaKTepHCTHKH
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3.3. O6o6mennas TpyaoBas GpyHKIHA

PazpaboTKa CHCTEM 3allUTHI uadopMalin

ABTOMATU3HPOBAHHBIX CHCTEM, HCIIOJIB3YEMBIX B

TOM YHCIIe Ha 0OBEKTaX KPHTHYECKOH VpoBeHb
HauMeHOBaHHe . Koxn C 7

uH(OPMAIMOHHON HHPACTPYKTYPEI, B OTHOIICHUH KBanuQ UKL

KOTOPBIX OTCYTCTBYET HEOOXOMMOCTE [IPUCBOCHHS

HM KaTeropui 3Ha4MMOCTH
ITpoucxoieHre

N 3auMCTBOBAHO U3
06061EeHHOM TPYAOBOH OpuraHan X
opHrhHaia
(QyHKIMH
Koxa PerucTpaldoHHbIH
opuruHaia HOMED
npo¢pecCHOHANBHOTO
cTaHaapTa
Bo3MoxHBIE Benymuii uHXXEHEP — pa3pabOTYMK CHCTEM 3AATE HHpopMaLMA
HaMMCHOBAHHS Beaymuii CIEMAIKCT HO 3aUTe rHOpMaLMH
JOJDKHOCTEH, PykoBOAHMTENH POCKTOB B o6nacTy pa3pabOTKH CHCTEM 3AILHTEI
npodeccuit undopManun
PyKOBOJIMTENb OT/ENA CHCTEM 3allUTHI uHbOpMaLMH

TpeGopanus K Bricmee 06pa30BaHKME — COCIHATUTET I MarucTparypa B o6acTa
00pa3oBaHUIO K nH(pOpMAINOHHOH 6e30MacHOCTH
00yJYeHHIO

TpeOGoBaHHA K OIBITY
IPAKTHYeCcKOd paboThl

Oco0Ople ycnosus

Hamuaue gomycka K rocyapcTBeHHOH TalHe (11pu HEOGXOIMMOCTH)

Jomycka K pabore
Jpyrue PexoMeHyeTCs JOMOJIHHTEIBHOC npodeccHoHANbHOE 00pa3oBaHe —
XapaKTEepUCTHKH NporpaMMBbl OBBITICHAA KBaHduKaEH B 00J1aCTH nH(OpMAIMOHHOH

0€301acCHOCTH

HOHOJIHI/ITCJII:HBIC XapaKTCpHCTHKH

HanmeHnoBaHue Kox HaumMenoBanue 6a30Bo# Ipynilbi, JOJUKHOCTH
JOKYMEHTA (mpodpeccun) MM CHENHANBHOCTH
OK3 2512 Pa3paGOTUYHKH MPOrPaMMHOTO obecniedeHus
EKC - NnxeHep-nporpaMMuCT (porpaMMHCT)
- WHXeHep-IporpaMMHCT TI0 TEXHUYECKOH 3aIllUTe
uHdopMalul
OKIIATP 20911 [ MaBHbIA CHEMMAINCT 110 3auuTe HHhOopMAITUH
22567 WrokeHep 10 3amure nEpopmanuy
26579 CrHenHaIiCT 1O 3amuTe HHGopMalH
OKCO 2.10.04.01 Undopmauuonnas 6e301acHoCTb
2.10.05.01 KommpioTepHas 6€3011aCHOCTD
2.10.05.02 Hudopmaunonnas 6€301acHOCTb
TeeKOMMYHHKAIlMOHHBIX CHCTCM
2.10.05.03 HndopmaiioHHO#H 6€30MacHOCTH aBTOMATH3UPOBAHHBIX
CHCTEM
2.10.05.04 HMudopMalOHHO-aHATNTHHECKAE CHCTEMDI
6€e30MacHOCTH




21

2.10.05.05 Be3zonacHocTs HHGOPMAMOHHBIX TEXHOIOTHH B
IIPaBOOXPaHHTENBHOH chepe

2.10.05.06 Kpunrorpadus

2.10.05.07 ITpoTuBOEiiCTBHE TEXHHYECKUM pa3Be/IkaM

3.3.1. TpynoBas pynxuus

TectupoBanHe CHCTEM 3aIATHI nHpopMaIun Yposens
HauMeHOBaHHE | apToMATH3MPOBAHHEIX CHCTEM Kon | C/01.7 | (nomyposens) 7
KBaT(UKaLHH
TTpoucxoxaeHue OBO 3anMCTBOBAHO M3
P e TPYA Opurmpan X
dyHKUMH OpHIMHaJIa
Kon PerucrpauioHHEIH
OpHUrHHana HOMEp
npodecCHOHANBEHOTO
cTaHaapTa
TpynoBele nelicTBUs [TpoBenenye aHanm3a CTPyKTYPHBIX H (YHKIHOHAIBHEIX CXEM 3aIIMIICHHBIX

aBTOMATH3HPOBAHHBIX HHPOPMALMOHHBIX CHCTEM C LEIBIO BBIABICHUA
NOTEHOHAIBHBIX  YSI3BHMOCTEH AHGOPMALNOHHOH 6€30MacHOCTH
ABTOMATH3MPOBAHHBIX CHCTEM

BrisBIIEHHE yA3BMMOCTH HH(OPMAIHOHHO-TEXHOJIOTHYECKHX PECYPCOB
ABTOMATH3HPOBAHHBIX CHCTEM

BoISBICHME  OCHOBHBIX  yrpo3  OesomacHocTH  MHpopmaummu B
ABTOMATH3MPOBAHHBIX CUCTEMAX

CoCTaBlIl€HHE METOJIMK TECTHPOBAHMA CHCTEM 3alMTHl HHpopMauH
aBTOMATH3MPOBAHHBIX CHCTEM

Ilon6op HMHCTPYMEHTANIBHBIX CPEICTB TECTHPOBAHHA CHMCTEM 3allHATHI
nH(OpPMAIH aBTOMATH3MPOBAHHBIX CHCTEM

Cocrasnenue IIpOTOKOJIOB TECTUPOBAHHUA CUCTEM 3alllHThI I/IHti)OpMaI.II/II/I
aBTOMAaTHU3MPOBAHHBIX CUCTCM

HeoOXOANMEBIE YMEHHS | AHAIM3HPOBAaTh ~ OCHOBHBIE ~ XapAaKTEPUCTMKH M BO3IMOXHOCTH
TeNCKOMMYHHKAIHOHHBIX CHCTEM II0 Tiepe/iade uHGopMaliH

AHaJ'II/BI/IpOBaTB OCHOBHEIC ¥3JIblL 41 YCTPOﬁCTBa COBPCMCHHBIX
aBTOMAaTH3HPOBAHHBIX CHCTCM

TIpEMeHATE IefiCTBYIOLIYIO HOPMATHBHYIO 6asy B 00macTH obecneueHus
6e3omacHOCTH HHpOpMALMH

KonTponupoBaTh (YHKIMOHHPOBAaHUE TEXHHYECKHX CPEICTB 3alllHTBI
HHpOpMAaIIUY

BoccTaHaB/IMBaTh (3aMEHATH) OTKa3aBIIME TEXHUYECKHE CPEICTBA 3ALMUTHI
uHGopMaluu

HeobXoMuMbIe 3HaHAsS | [IHHIMIBI TOCTPOEHNs. ¥ (QYHKIMOHMPOBAHHS CHCTEM M CeTed mepeiadu
uHopMalul

OTanoHHas MOJENb B3aUMOACHCTBUSA OTKPBITEIX CUCTEM

OcHOBHBIE yrpo3bl Ge30macHOCTH MHGOpManM{ ¥ MOJECTH HAapyIIHTeId B
aBTOMATH3MPOBAaHHBIX CHCTEMAX

OcHOBHBIE MCPpBHI 110 3aIUTE HH(l)OpMaIIHK B aBTOMaTH3HPOBAHHBIX CUCTCMAX

OcoOEeHHOCTH 3alIMTHI I/lH(l)OpMaI.IHI/I B aBTOMAaTH3HPOBAHHBIX CHCTCMaX
yIpaBJICHAA TEXHOJIOTHICCKMMH npoueccaMu

HPHHIIHIIBI MOCTPOCHUA CpEACTB 3alUTBI HH(I)OpMaIH/IPI oT
HECaHKLHOHHPOBAHHOI'O JOCTYNAa U YTE€YKH 110 TCXHHICCKHM KaHallaM
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OCHOBHBIE  KpUNTOrpaQuyecKue METOAbl, QITOPHTMBI, HPOTOKOEL,
WMCIIONB3YEMBIE JUIs 3a1MTH HHPOPMAIIMH B aBTOMATH3HPOBAHHBIX CHCTEMAX

Texuuueckne KaHaIbI YTeYKH HHPopMaLMU

TexHuyeckue CpelcTBa  KOHTPONA — 3(PGEKTUBHOCTH Mep  3allUThHI
uHpoOpMaIHH

OpraHu3alnoHHbBIE OCHOBHI 3aLIUTHI uHpopMauH oT
HECaHKIMOHMPOBAHHOTO JOCTYNIa M yTEUKH MO TEXHHYESCKHM KaHajiaM Ha
00BeKTax HHPOpMaTH3ALUH

HOpMaTHBHble IIpaBOBEIE aKTHI B 001acTH 3alUTH nmbopmalmn

PYKOBOﬂHIﬂHC )% MCTOAHUYCCKHUC JOKYMCHTBI YIOJTHOMOYE€HHBIX
Q)e)lepanbnblx OpraHoB HCIOJIHUTEILHOM BJIACTH IO 3aIUTE an)opmamm

Opranu3aOHHBIE MEPHI IO 3aIUTe MHGOpMALMH

Hpyrue -

XapaKTEpUCTHKH

3.3.2. TpynoBas pynxnus

Pazpa6oTka MPOEKTHHIX PEINECHHM 1O 3aIIKTe Yposenb
HauMEHOBaHHE | pyhopMalMK B ABTOMATH3HPOBAHHBIX CHCTEMAaX Kon | C/02.7 | (nonyposens) 7
KBaM(HKaIHK
TIporcxoKAeHHE TPYIOBOI Opurman X 3anuMCTBOBAaHO U3
GyHKIHK OpHrHHAIA
" Kon PerucTpauMoHHBIN
OpHrHHalIa HoMep
TpodeCCHOHANLHOTO
cTaHgapra
TpynoBeie AeHCTBUSA PaspaGoTka Mozenu yrpo3 6e3onacHOCTH dHpOpMalil ¥ MOJIENHU

HapymuTess B aBTOMAaTH3HPOBAHHBIX CUCTCMAX

Pa3pa60T1<a MoIelleii aBTOMATH3HPOBAaHHBIX CHUCTEM H NOACHCTEM
0e30MacHOCTH aBTOMATH3HPOBAHHBIX CUCTCM

Pa3pa6oTka MPOEKTOB HOPMATHBHBIX JIOKYMEHTOB, PErJIaMEHTHPYIOIMHX
paGoTy M0 3alUTe HHGOpMAIUH ‘

Pazpa6oTka MpeUIoXeHHH N0 COBEPLICHCTBOBAHHIO CHCTEMBI YIPABJICHHA
6e30MaCHOCTHIO MH(OPMALIMH B AaBTOMAaTA3MPOBAHHBIX CHCTEMAX

HeobxomuMmeie ymeHus | [IpUMeHATh IEHCTBYIONIYI0 HOPMATHBHYIO 6a3y B obimacTH obecneyeHus
3aIu Tl HHQOpMalHH

TIpMMeHATs HOPMATHUBHBIE JIOKYMEHTHI 10 IIPOTHBOICHCTBHIO TEXHUYECKOH
pasBeliKe

KnaccnuuupoBarh 3amumaeMyilo MHGOpPManMio IO BHIaM TadHbL H
creneHsaM KOH(GUACHIHATBHOCTH

OmnpeenaTh THIOB CYGBEKTOB AOCTyNa U OOHEKTOB JOCTYNa, SBIAIOMMXCSA
00BEKTaMH 3allUTHI

OnpenensTh METOAbI YNPaBlIeHHs AOCTYNOM, THIBI AOCTyna H Npasiia
pasrpaHMUeHHs JOCTyNa K oGhekTaM JOCTYNa, MOUIeKAI|M peandsanii B
aBTOMATH3HPOBAHHOM CHCTEME

BbIGHpATh MepHhI 3aIIMTE! HHQOpPMAIMH, TOICKAIHE PEATU3alHy B CHCTEME
3aIUTH HHQOpPMALMH aBTOMATH3HPOBAHHOH CHCTEMBI

Onpenemrr b BHBI ¥ THIIEI CPCACTB 3aIUTHI HH(bOpMaI.[HI/I, obecneunBaloInX
pean3aluio TEXHHYCCKAX MEP 3alIUTHI I/IH(t)OpMaI.lHI/I

Omnpenenarsb CTPYKTYPY CHCTEMBI 3aIUTHI HHpOPMaIIH

anromamsnponaﬂﬂoﬁ CUCTEMBl B COOTBCTCTBHH C TpC60BaHIfISIMIrI
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HOPMATHBHBIX IPAaBOBbIX JOKYMCHTOB B 00JIacCTH 3alMTEl MH(pOpMaiuu
ABTOMATH3HPOBAaHHBIX CHCTEM

Heob6xoaumble 3HaHus | PykoBomsmue W~ METOAMYECKHE  JOKYMEHTH  YNOJIHOMOYEHHBIX
denepansHBIX OpraHoB HCIIONHUTEBHOMN BIACTH 10 3amiTe HHGOpMauuy
HopMaTvBHBIE NpaBOBBHIE aKTBl M HalMOHANbHBIE CTAHIAPTHl IO
JULEH3UPOBAHHUIO B 00/1acTH obecreyeH s 3l Thl TOCy1apCTBEHHON TalHbI
U CepTH(HUKAIMH CPEACTB 3allUThl HHGOpMalUH

[IpuHuMnGl TOCTpoeHHd M (YHKIHOHMPOBAHHMS, NPHUMEPHl pealTu3aliu
COBPEMEHHBIX JIOKANBHBIX M TT00aNbHBIX KOMIBIOTEPHBIX CeTel M HX
KOMIIOHEHTOB

Ocob6eHHOCTH 3alMTH HHPOpMAaMH B aBTOMAaTH3MPOBAHHBIX CHCTEMax
YIpaBJICHHS TEXHONOTHYECKMMH MPOIECCAMH

Kputepur oueHkH 3pGEKTHBHOCTH H HAJEKHOCTH CPEACTB 3allUTHI
nHpOpMAILMH IPOrPaMMHOT0 00ecneYeH s ABTOMAaTH3MPOBAaHHEIX CHCTEM
[IpMHIMOE OpraHH3alM¥ W CIPYKTypa CHCTEM 3alMTHl HHGbOpManuu
IPOrpaMMHOr0 00ecIeucH) A aBTOMAaTH3HPOBaHHBIX CHCTEM

OCHOBHBIE XapaKTEPHCTHKH TEXHUYECKAX CPEACTB 3alIATEL HHGOPMALUK OT
HECAaHKUHMOHMPOBAHHOTO IOCTYNA H YTEHYEK 10 TEXHMYECKHM KaHaJlaM
[IpusMnel GOpMUPOBaHHS IOTHTHKH HHPOPMAUMOHHOH 6e30macHOCTH B
aBTOMATH3HPOBAHHBIX CHCTEMaX

Hpyrue -

XapaKTepUCTHKH

3.3.3. TpyaoBas pyHKIHSA

Pa3zpaboTka 3KcIUTyaTalHOHHOM VpoBeHs
HaumeHoBanue | JOKYMEHTAIMH Ha CHCTEMEI 3aIUTHI Kon : C/03.7 : (nomyposeHs) 7
nH(OpMaIMH aBTOMaTH3HPOBAHHBIX CHCTEM KBanuQuKanmm
IIpowncxoxaeHHe TPyAOBOU Opurmman X 3anMCTBOBAHO U3
¢GyHKUHH OpHIHMHANA
Kon PerucTpauMOHHBIH
opurHHaNa HOMEp
po¢heCCHOHANBLHOIO
cTa’zaapTa
Tpynossie JeACTBHS AHalTH3 TeXHHUECKOH NOKyMEHTauuu MHGOPMAIMOHHONH HH(PaCTPYKTYpPhI
AaBTOMAaTH3HUPOBAHHOH CHCTEMBI
Ananmus 3aUIHIIEHHOCTH HHpoOpManOHHON HHPPACTPYKTYPEI

aBTOMATH3UPOBAHHON CHCTEMBI

dopmupoBanre TpeOOBaHMH MmO 3ammre HHGOpMalMM, BKIOYad
HCIOJIF30BAHHE MAaTeMAaTHUYECKOro ammapara i PEIIEHHS IPUKIATHBIX
3afad

JIOKyMEHTHPOBaHHE IPOTPaMMHOTO OO€CIeUCHHs, TEXHUYECKUX CPE/ICTB,
6a3 JaHHBIX ¥ KOMIBIOTEPHEIX CeTel ¢ ydeToM TpeboBanmii o obecneucHHIo
3amuThl HHQOPMaIAH

AHauM3  CTPYKTYPHBIX M  (YHKIHOHQIBHBIX CXeM  3allHIICHHBIX
aBTOMATH3HPOBAaHHBIX HH()OPMAMOHHEIX CHCTEM

O6ocHOBaHHE KPUTEpHEB 3¢ dhexTHBHOCTH (YHKUHOHNPOBAHHS
3aIUIIEHHBIX ABTOMATH3MPOBaHHBIX HHPOPMALHOHHBIX CHCTEM
ITpumeHeHne NpOrpaMMHO-aNNapaTHBIX Cpe/CTB obecneueHus
Ge3onacHOCTH MHGOPMAIUK B aBTOMaTH3HPOBAHHBEIX CHCTEMax
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Heobxoaumeie yMEHHS

Onpenensath Mepbl (IpaBWia, MPOLEAYPHI, NPAKTHIECKHE IPHEMEL,
PYKOBOZSIIME NPAHIHUIBL, METO/BI, CPEACTBA) VA 3aIIUTHI HH(popManuM B
aBTOMATH3HPOBAHHBIX CHCTEMaX

PaspabaThiBaTh ~TEXHHYECKME 3ajlaHMs Ha  CO3JaHHE  TOJICHCTEM
HH(POPMALMOHHO!N 6e30MaCHOCTH aBTOMATH3HPOBAHHBIX CHCTEM

IIpoeKTHpOBaTh IOACHCTEMBI 0E30MAacHOCTH HMHQOpMalEM C  YiIETOM
JeHMCTBYIOIMMX HOPMATHBHBIX M METONMYECKUX JTOKYMEHTOB

Pa3pabarbiBaTh MOIEIN aBTOMATH3HPOBAHHBIX CHCTEM M CHCTEM 3alUTEHI
uHpOpMALH aBTOMATH3MPOBAHHBIX CHCTEM

HccnenoBath MOJEIH aBTOMAaTU3WPOBaHHBIX CHCTEM U CHUCTEM 3allluThl
0e30I1aCHOCTH aBTOMATH3HPOBAHHBIX CUCTEM

Anannznpoaarb IIporpaMMHEIC, ApXUTCKTYPHO-TEXHHUYCCKHC H
CXEMOTECXHHUECKHE PCIICHUA KOMIIOHEHTOB ABTOMATH3HPOBAHHBIX CHCTEM C
[[eNbl0 BBIABICHHSI IOTCHIHAIBHBIX y}I3BI/IMOCTCI71 CHCTEM  3allUTHL
I/IH(bOpMaIIlfII/I aBTOMATU3MPOBAHHBIX CHCTEM

OuennBaTh MHPOPMAIMOHHBIE PHCKH B aBTOMATU3MPOBAHHBIX CHCTEMAaX M
ompenenaTh HHQOPMAMOHHYIO HH(PACTPYKTYpy H nHPOPMAIHOHHEIE
peCypCHL, IIOUISXKAIIHE 3AIHUTe

TIpOBOIMTH TEXHHUKO-IKOHOMHYECKOE OGOCHOBAHME MPOCKTHBIX PEIICHHH
[POrpaMMHO-aNTIAPATHEIX CPEACTB obecieyenns 3alMTEl HHGOpMAui B
aBTOMATH3UPOBAHHOMH CHCTEME C LEeNbIo obecrieyenns TpebyeMoro ypoBHs
3aIUIIEHHOCTH

UccnenoBatb  A$QPEKTHBHOCT TPOEKTHBIX  PELCHHH  NPOrpaMMHO-
aNmapaTHBIX  CPeACTB  OO€CIeYeHHs  3alIUTHI uadopmMann B
aBTOMATH3HPOBAHHOK CHCTEME C LEbI0 obecniedeHns TpeOyeMOro ypoBHs
3aIIAIIEHHOCTH

IIpOBOMMTL KOMIUIEKCHOE TECTHPOBAHHC M OTIAJKy alNapaTHBIX U
MPOrpaMMHBIX CHCTEM 3aIIHThl HHGOPMALHH

Heo6xoauMEIe 3HAHUS

OCHOBHBIE METO/IbI YTIpaB/ieH s MHPOPMAIIHOHHOH 6€30MaCHOCTBI0

OCHOBHBIE MOHATHSA TEOPHH ABTOMATOB, MAaTEMATHYECKOH JIOTMKH, TEOPHH
ANTOPATMOB ¥ TeopuH rpados

OCHOBHBIE METO/Ibl YIPaBIEHHUs TPOeKTaMK B 00JacTH UHGOPMALIOHHOM
0€e301acHOCTH

HanuoHaNbHbIE, MEXTOCYAApCTBEHHBIE H MEXIYHApOIHBIC CTaHIApPTHI B
o6nacTy 3amuThl HHOOpPMALMH

OCHOBHBIE MEPBI 110 3aIM TS Hutbopmaunn B aBTOMaTH3HPOBAHHBIX CHCTEMAX

Oco6GeHHOCTH 3alUThl MH(pOpMaUuH B aBTOMATH3HPOBAHHBIX CHCTEMax
yIIpaBJICHHs TEXHOJIOTHYECKMMH IIpoLieccamu

Yrpo3sl 6€30macHOCTH, HHPOPMALHOHHEIC BO3JCHCTBHSA, KPUTEPHH OLICHKH
3QIIMIICHHOCTH ¥ METOABI 3aIMTHl HHQOpMaUWH B aBTOMAaTH3UPOBAHHBIX
cHCcTeMax

Merongl, Cl'IOCOﬁH, CpCacCTBa, IIOCJIEAOBATCIBHOCTE H COACPIKAHHUC ITAIIOB
pa3pa60TKH aBTOMaTH3HPOBAaHHBIX CHCTCM M CHCTEM 3AlIUTHBI I/IH(I)OpMaHI/lPI B
aBTOMAaTH3HPOBAHHBIX CHCTEMAX

TIporpaMMHO-anapaTHEIE CPEACTBA 00ECIICUCHHS 3AUTHI uHopManuy B
TIIPOrpaMMHOM 0becTiedeHHH aBTOMATH3HPOBAHHBIX CHCTCM

OCHOBHBIE Cpe€AcCTBa, CIOCOOBI U NPHUHLMIIBI [TOCTPOCHUA CHCTCM 3alluThl
I/lH(l)OpMaIII/II/I ABTOMATH3HPOBAHHBIX CUCTCM

HopmaTuBHbBIE IPaBOBHIE AKTHI B 00JIACTH 3aUTHI uHopMay

PykoBOJfIIHE H  METOOMYECKHE  JOKYMEHTHl  YNMOJIHOMOHEHHBIX
denepaTbHBIX OPraHoB HCTIOJHATENBHOH BJIACTH MO 3ALIHTE uH(pOpMalluy
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Jipyrue -
XapaKTEPUCTHKH
3.3.4. TpynoBas pyHKnus
Pa3paboTka nporpaMMHBIX H IIPOrPaMMHO- VpoBeHs
HaumenoBanue | aIlIAPATHBIX CPEACTB JJid CUCTEM 3allUThI Kox | C/04.7 | (momypoBeHb) 7
uHGOpPMALUH aBTOMAaTH3HPOBAHHBIX CHCTEM KBaNM(HUKALHH
IIpoucxoxaeHue OBOH 3anMcTBO
p K TPYZAOBO Opurmian X WMCTBOBAHO U3
(yHxIHMU OpUTrHHaNIa
Kon PeructpauroHHbIi
OpuUrnHajia HOMEpP
npo¢ecCHOHANBHOTO
cTaHaaprTa
TpyznoBsie neicTBHA Paspabotka TEXHUYECKOH JIOKyMCHTaIlU{ Ha KOMITOHEHTHI

ABTOMATH3HPOBAaHHLEIX CHCTEM B COOTBETCTBHH C TpeGoBamusmu ExuHoit
CHCTEMBI KOHCTpyKTopckoi nokymenraund (garee — ECKJ) u Enwunoit
CHCTEMBI IPOrpaMMHOI fokyMeHTanuu (nanee — ECIIJI)

CHHATE3 CIPYKTYpHBIX H  (QYHKUHMOHAIBHBIX  CX€M
aBTOMAaTH3MPOBAaHHBIX CHCTEM

3alIUIICHHBIX

Pa3paGoTka NpPOTPAMMHOTO OGecreyeHHs, TEXHHYECKHX CPEACTB, 0a3
JaHHBIX ¥ KOMIIBIOTEPHEBIX ceTeil ¢ yueToM TpeGoBaHMH IO OOECIEYCHHIO
3aIMTH UHPOpPMALIMH

Pa3paGoTka O3NEKTPOHHBIX CXEM C y4YeToM TpeGoBaHMA IO 3aluTe
uHpOpMaLul

OnTHMH3AIHA paGoTHl MEKTPOHHBIX CXEM C y4eToM TpeOoBaHMUi 110 3aIuTe

uHpopManul
Heob6xomumble yMeHHs | OLEHMBATh CIOXKHOCTH ANTOPHTMOB U BEIYUCICHUH
PaspabaThiBaTh ~ TEXHHYECKHE 33[aHMsl Ha  CO3JaHHE  IIONCHCTEM

0e3011acHOCTH PIH(l)OpMaIlI/IH aBTOMAaTHU3NPOBAHHBIX CHCTEM, IPOCKTHPOBATH
TaKkue IIOACHCTEMBI € Y4YCTOM TpCGOBaHPIﬁ HOPMATUBHBIX JOKYMCHTOB,

ECKI u ECIII

AHanu3upoBarth NporpaMMHBIE, ApXUTEKTYPHO-TEXHHYECKHE )74
CXEMOTEXHHYECKHE PELICHHs KOMIIOHCHTOB aBTOMAaTH3HPOBAHHBIX CHCTEM C
[eNbi0  BBUSBICHMA  IOTEHUHANBHBIX  YA3BHUMOCTEH  0€30macHOCTH
uHpOpPMALMH B aBTOMATH3MPOBAHHBIX CUCTEMAX

ITpoBOIMTL KOMIUIEKCHOE TECTHPOBAHHME AaNNapaTHBIX M IIPOrPaMMHBIX
CpENCTB

Heo0xonuMple 3HaHUSA

TlpodeccHonansHas M KpUITOrpaduueckas TEPMUHOIOTHA B 00IacTH
6e30nacHOCTH HHGOPMAIHH

OcHoBHble ~ WH(OPMANMOHHEIE
aBTOMAaTHU3HPOBAHHBIX CHCTEMAaX

TEXHOJIOTHH, HUCIOJIB3YCMBIC B

Cpencrsa 1 crioco6bl obecriedenus 6e30MacHoCTH HHYOPMAIHH, TPHHIATIEI
IIOCTPOEHHS CHCTEM 3alM Tl HHpOpMAIHH

OcHOBHBIE Kpnmorpa(bnqecme METOABI, QJIrOPHUTMBI, I[IPOTOKOJIBI,
HCHOJIb3YCMBIC I 3AIIHMTBI nml)opmalmn B aBTOMATH3HPOBAHHLIX CUCTEMAX

COBpeMeHHBIe TEXHOJIOTHH IIPOrpaMMHPOBAHUS

OrtanoHHasd MOJeNb B3aHMOJICHCTBUSL OTKPBITBIX CHUCTEM, OCHOBHBIC
IIPOTOKOJIBI, TOCIEAOBATCIEHOCTD U COJIEP)KaHHE ITAIlOB IIOCTPOCHHA M
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(yHKLIMOHHPOBaHHA JOKAIBHBIX U IJI00&NIbHBIX

KOMIIBIOTEPHBIX CCT! e

COBPCMCHHBIX

OcobeHHOCTH 3allUTEl MHQOpMAli¥ B aBTOMATH3HPOBAHHBIX CHCTEMAax
yIpaBJiCHHs TEXHOJIOTHYECKIMH MPOIleccaMu

IMpunupnel paboThl 37A€MEHTOB M (HYHKIHMOHATBHBIX Y3JIOB 3JIEKTPOHHOM
anmaparypbl, THIIOBBIE CXEMOTEXHUYECKHME PEIEHHS OCHOBHEIX y3JIOB H
GJIOKOB 3JIEKTPOHHOM annapaTyphl

[IpUHUMIBI OpraHM3alMd JOKYMEHTHPOBaHHA pa3paboTKM M Ipouecca
COIIPOBOJKJICHHAS IPOTPaMMHOTO U alIapaTHOro 00eCIIeYECHUs

MeToAbl TECTHPOBAaHHSA M OTJAAKH IPOTPaMMHOIO M  alIapaTHOro
o0ecrieuenus

ApaneKTypa, OCHOBHBIC MOJCIH, IOCICAOBATCIBPHOCTE H COACPIKAHHC
3TanoB IIPOCKTHPOBAHU:, (I)I/ISH‘IGCKEUI OpraHusaius 6a3 JaHHBIX

HopMmaTHBHEIE PaBOBbIE aKTHI B 00/1aCTH 3alUTHI HHGOPMALMH

PykoBojdide W METOAWYECKHE  JOKYMEHTHl  YIOJHOMOYEHHBIX
demepalbHBIX OPraHOB MCIIONHHTENBHOMN BIIACTH I10 3aIUMTe HHpOpMalUK

Hpyrue

XapaKTepUCTHKH

3.4. O606mennan TpyaoBas GyHKIHS

dopmupoBaHHe TpeOGOBaHUI K 3alllUTE
uH(pOpMAlIMH B aBTOMATU3UPOBAHHEIX CHCTEMAX,
HCIIOJIE3YEMBIX B TOM YHCIIE€ Ha 00BEKTaxX
Haumenosanne | KpHTHYECKOM mH(popManuoHHo# HHPpacTpykTypsl,  Kox . D Zfa?:g;mum 7
B OTHOIICHHH KOTOPBIX OTCYTCTBYET
He00XOAUMOCTh PHCBOCHHS MM KaTETOpHiA
3HAYUMOCTH
[Ipoucxoxaenne
00001IEHHOH TPYAOBOH OpHrusan X 3aHMCTROBAHO 13
F— . OopuruHana
Kon PeructpallMOHHBLA
OpUTHMHaNa HOMED
nmpo¢ecCHOHANEHOTO
cTaHzapTa
Bo3MoxHbIE I'naBHEIHA CHIEMATKCT IO 3auTe HHGOpMaLuK
HAaUMCHOBAaHH 3aMecTHTENL PYKOBOAMTENS ieIapTaMeHTa (OT/IeNIa) UCCIEN0BaHuU 1
JIOJDKHOCTEH, pa3paboTok
npodeccuit PykoBojiuTeNb fenapTaMenTa (0T/eNa) HCCaeJOBaHMi U pazpaboToK

TpeboBanud k
00pa3oBaHMIO U
00y4eHHIO

Bricmee o6pa3oBaHue — CIIEIHAIHTET M MarkcTparypa B 061actu
AH(OPMAMOHHOM 6€30IIaCHOCTH H JOMOIHUTEIBHOE PO(eCcCHOHANBHOE
o6pa3oBaHHe — IPOrPaMMBbI OBBIIIEHHs KBATMpHUKAIUH B 001aCTH
HH(pOpMAMOHHOH 6€30IaCHOCTH

A

Bricmee 06pa3oBaHue — aCIHPAHTYpa (aXbIOHKTYpPa) U AOHOJIHHUTENBHOE
npodeccroHanbHOe 06pa3oBaHie — IPOrPaMMBI IIOBBIIEHHS KBATM(pUKALHH
B 001acTH HHGOPMALMOHHOH 6€30IIaCHOCTH

TpeGoBaHHUsA K ONBITY
MpaKkTH4ecKkoi paboThl

He MeHee Ty JeT B 00J1acTH 3aIAThHI PIH(i)OpMaI.IHPI, B TOM YHCJIC Ha
PYKOBOJAIIUX XOJDKHOCTAX HE MCHCC TPCX JICT, JJIA HMCIOLIHNX BBICHICC
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o6pa3oBaHue — CIIELHATHTET HIH MAarHCTparypa B 0011acTu
uH(pOpMAUMOHHOH 6€30I1aCHOCTH

nJIn

He mMeHee Tpex neT B 00JacTH 3alUTH HHPOPMaLUH, B TOM YHCIIE HA
PYKOBOMAIIMX JOJDKHOCTAX HE MEHEE ABYX JIET, U1 HMEIOLIMX BHICIIES
o6pa3oBaHue — acIMpaHTypa (aAbIOHKTYpa)

Oco6ble ycroBus
Jomycka kK pabote

Hanpnuue fonycka K rocyAapcTBeHHO# TaifHe (IIpH HEOOXOIMMOCTH)

Hpyrue

XapaKTEPHCTHKH

I[OHOIIHI/ITe.TIBHI:Ie XapaKTCpUCTUKH

HanmeHoBaHue Kox HaunmenoBanue 6a30B0i#i IpyIIbl, JOJDKHOCTH
JOKYMEHTa (npodeccun) WM CIENUABHOCTH
OK3 1213 PykoBoautenu B 0671acTH OIIpe/ICIICHUS TOJIMTHKH H
IUIAHHPOBaHUs NESATENBHOCTH
EKC - JlupexTop (Ha4anbHHK) BEIYHCIHTEIBHOIO
(aH(OpMaLOHHO-BBIYUCIIMTEILHOIO) IICHTPA
- Hauanehuk otaena nHpopManuu
- HavansHuK o1ena (J1TabopaTopyy, CEKTOpa) IO 3aluTe
uHpopMaun
- HauanbHHK TEXHUYECKOTO OTJENA
OKIIOTP 20911 T TaBHEI CIIEIHANKCT 1O 3aIMUTE HHPOPMAIHH
OKCO 2.10.04.01 WndopmanuonHas 6€30MacHOCTD
2.10.05.01 KomnprotepHas 6€301aCHOCTD
2.10.05.02 Hndopmanmonnas 6€301acHOCTD
TEJIEKOMMYHHKAIITHOHHBIX CHCTEM
2.10.05.03 HNudopmanmonHoii 6€30MaCHOCTH aBTOMATHU3MPOBAHHBIX
CHCTEM
2.10.05.04 HHdopMaLnOHHO-aHAIUTHYECKUE CHCTCMBL
6e30macHOCTH
2.10.05.05 Be3zonacHocTh HHGOPMAITHOHHBIX TEXHOJIOTHH B
MpaBOOXPAHUTENBHOH chepe
2.10.05.06 Kpunrorpadus
2.10.05.07 IIpoTHBOACHCTBHE TEXHUYECKMM pa3BeaKaM
OKCBHK’ 051319 MeTozbl B CHCTEMBI 3aIUTHI HHPOPMALIUH,
nH(popManroHHas 6e301acHOCTb

3.4.1. TpyaoBan dynxuus

HaunmenoBauue

TpouCXOXKACHHE TPYAOBOMA
GyHKIHH

O6ocHOBaHNe HEOOXOUMOCTH 3aIHUTHI VposeHs

HHGOPMALKH B aBTOMATH3HpoBaHHO cucteme | K04 | D/0L.7 - (nomyposer) |7
KBaTH(HKALUA

3auMCTBOBaHO U3
Opurmran X OpMruHaa
Kon PerucTpauroHHbIH
OpHrHHaIa HOMep

npo¢ecCHOHANBHOTO

CTaHapTa
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TpynoBsle AeACTBHS

Amnanu3 xapaktepa o6paGaTeiBaeMOi HHQOpMALYH H ONPEEICHIE NEPETHS
uHGOopMaLMH, NOJIEKAIEH 3aIUTe

BhisBlIEHHE CTENEHH y4YacTHs MepcoHata B 00paboTke 3aIMINACMOi
uH(popMaLuH

IL1aHHpOBaHHE MEPONPHATHI 10 O0OECIECUCHHIO 3alllMThI gHpopMaLua B
aBTOMATH3HPOBAHHOH CHCTEME

Onpenencnue Tpebyemoro KJacca (ypoBHS1) 3aMMINEHHOCTH
aBTOMATH3APOBAaHHOM CHCTEMBI

O6ocHOBaHME HEOOXONMMOCTH  HCIONB30BAaHHS  KPHNTOrpaduyecKix
Cpe/CTB 3alIUTH HHPOpPMAIHH

Pa3pab0TKa OTYETHBIX JJOKYMEHTOB U Pa3/Ic/IOB TEXHUYECKHX 3aaHui

Heo6xonuMpie yMEHHSA

AHaJIH3HPOBaTB eIl CO3[aHMd aBTOMAaTH3HPOBAHHBIX CHCTCM H 3a4a4H,
peHacMbIC aBTOMATU3UPOBAHHEIMM CHCTEMaMH

BesSIBIATS  yA3BHUMOCTH  HH(GOPMAHOHHO-TEXHOJIOTHYECKHX  PECypCoOB
aBTOMATH3MPOBAHHBIX CHCTEM

KnaccuuIupoBaTh 3amumaeMylo HHGOpMaImio 1O BHIaM TaHHBL H
CcTemensiM KOH(UACHIHMAILHOCTH M OLCHHBaTh YTPo3bl 6e30MacHOCTH
uH(pOpMalUH

OpFaHHSOBBIBaTB pa601‘51 0 CO3/JaHUI0, BHCIAPEHUIO, TNIpOCKTHPOBaHHIO,
pa3pa60TKe H COIIPOBOXXIACHHIO 3aIHIICHHBIX ABTOMATH3NPOBAHHBIX CHCTCM

Hcnons3oBath PHCKOBYIO METOAOJIOTHIO yipaBJICHHA 3a111m0171 PIH(bOpMaIII/IIfI
B aBTOMaTPISI/IpOBaHHOﬁ CHCTEME

Onpezienarh Kiace 3aIMIICHHOCTH aBTOMAaTH3WPOBAHHBIX CHCTEM H €€
COCTaBHBIX YacTel

Heo6xoquMple 3HaHHSA

OcHOBHEBIE I/IH(i)OpMaIIPIOHHLIe TEXHOJIOTHH, HCIOJIb3YEMBIC B
aBTOMAaTH3HPOBAHHEIX CHCTEMAX

OCHOBHBIE YTpo3bl 0€30[1aCHOCTH HH(GOpMauMy H MOJCIHM HapyLIHTCId B
aBTOMATH3HPOBAHHBIX CHCTEMaX

Busl HHPOPMALMOHHBIX BO3/ICACTBHI H KPHTEPHH OLCHKH 3AIIHIICHHOCTH
nHdopManyy B ABTOMATH3HPOBAHHBIX CHCTEMaX

MeToapl 3aIATEI anbopmamm OT HECAHKIIMOHHPOBAHHOTO JOCTyNa H
YTCUKH 110 TEXHUYCCKHM KaHAJIaM

IIporpaMMHO-anapaTHee CPEACTBA 00ECTICYCHHUs 3aIlATHI uadopmManuy B
TIIPOrpaMMHOM 00ecTieYeHIM aBTOMATH3HPOBAHHBIX CHCTEM

MeTombl, cmocoObl H CPEACTBA OOECHEUEHHs OTKa30yCTOHTMBOCTH
aBTOMATH3HPOBAHHBIX CHCTEM

TIpuBuMnE (OPMUPOBAHMS TONMTHKH HH(POPMAUHOHHOH 0e30I1acCHOCTH B
aBTOMATH3HPOBAHHBIX CHCTEMAaX

HopmaTuBHbIe IPAaBOBEIE aKThI B 00J1aCTH 3aMTE uHGopManuH

HauuoHanbHblE, MEXTOCyAapCTBEHHBIE W MEXAYHapOIHbie CTaHAApThl B
o6nacTy 3amuTEl HHQOpMALMHU

PYI(OBOI[H]]II/IB n MCETOAUYCCKHE JOKYMCHTBI YHOJHOMOYCHHBIX
(I)enepam,}lbrx OpraHoB HCMOJTHUTEIBHOM BJIACTH MO 3alllATE nH(popmaunn

OpraHu3alMOHHBIE MEPHI 110 3aMKUTe HHPOpMAIiK

MeToauKH CepTH(QUKALHOHHBIX MCIBITAHUA TEXHHYCCKUX CPEACTB 3aUINTHI
pHQOpMAlMM OT HECAHKIMOHAPOBAHHOTO J0CTynma H yTedku IO
TEXHAYECKHM KaHAIaM Ha COOTBETCTBHE TPeOOBaHMAM IO Ge30NmacHOCTH
uHpOpMaIHK

Conepxca}me A TOPANOK JEATEIIBHOCTH NMepcoHaJla IO IKCILTY aTallkuHu
3alIMIICHALIX aBTOMAaTH3HPOBAHHBIX CHCTEM M CUCTEM 3allIMThI lfIH(bOpMaI.II/IH




29

Hpyrue

XapaKTepUCTHKH

3.4.2. TpynoBas pyHKIHSA

Ornpenenenue yrpo3 6€30MacHOCTH VposeHs
Haumenosanue | HH(OpMaluu, o6pabaTeiBacMoi Kon | D/02.7 | (momypoBenn) 7
ABTOMATH3MPOBAHHON CHCTEMOH KBANHpUKALMH
TMpoucxoxaeHne TpyA0BOi Oparmman X 3auMMCTBOBaHO U3
GyHKLIH OpWrHHasa
Kon PerucrpaunoHHsii
OpHTHHANA HOMED
npogeccHOHANBHOTO
CTaHZapTa

TpynoBbie pecTBUS

@dopMupoBaHKe pa3leNoB TEXHMYECKHX 3a/laHMi Ha CO3JaHHe CHCTEM
3aUMTEl MHQOPMAIMH aBTOMaTH3HPOBAaHHBIX CHCTEM

Pa3paboTka cHCTEM 3alIMTHI HHPOpMALMKM aBTOMAaTH3MPOBAaHHBIX CHCTEM C
y4€TOM JIEHCTBYIOIMX HOPMAaTHBHO-TIPABOBBIX JIOKYMEHTOB

OnpefeneHue KOMILUIeKca Mep (TIpaBHIl, POLEAYP, NIPAKTHYECKUX IPHEMOB,
PYKOBOISAIUX TPHHIMIOB, METOZOB, CPE/CTB) JUIA 3alllUThl HH(OPMALHK
aBTOMAaTH3UPOBAHHBIX CHCTEM

Onpeie/ieHre OLEHKH BO3MOXHOCTEH BHEITHHX M BHYTPEHHUX HapyATeeH

Paspabotka MOJIETH yrpo3 6e30macHOCTH uHbopMaui
ABTOMATH3MPOBAHHOM CHCTEMBI
OO6OCHOBaHME  MEPEYHA  CEPTHQHUIHMPOBAHHBIX  CPCACTB  3ALIUTHI

HHpOPMAIHH, HeOOXOMUMBIX U1 CO3NaHHA CHCTEMBI 3AIUTH HHbOpMAlHK
aBTOMATU3MPOBAHHOH CHCTEMBI

AHanmu3 TpeOOBaHMIl K Ha3HAYeHHWIO, CTPYKType M KOH(QHIypauuu
CO3/1aBacMO}i aBTOMAaTH3UPOBAHHOM CHCTEMBI C LENBIO BBIABICHHA Yrpo3
Oe3onacHocTH HHGOPMALHH

OmnpenencHue CTPYKTYPHO-)YHKIMOHAIBHBIX XapaKTEpPHCTHK
MH(OPMALIHOHHOM CHCTEMBI B COOTBETCTBHH C TPeOOBaHHAME HOPMATHBHBIX
NpaBOBEIX  JOKYMEHTOB B O0ONacTM  3amuTel  MHGOpMauuH B
ABTOMAaTHU3UPOBAHHBIX CHCTEMAaX

Heo6xonuMeie yMeHHS

IlpousBoauTs BBICOp  IPOTPAMMHO-ANNapaTHBIX  CPEACTB  3alllUTHI
HH(OpPMAIlMK Ul KCIONB30BAaHMA HMX B COCTaBe aBTOMATH3HPOBAHHOH
CHCTEMBI ¢ LENpl0 obecmeueHus TpeOyeMoro YypoBHS 3allUIEHHOCTH
uH(OpPMAINU B aBTOMAaTH3HPOBAHHOM CHCTEME

®opMupoBaTh IEPEUCHL MEPONpPHATHH [0 TPEJOTBPAIIECHAIO Yrpo3
6e30macHOCTH HHGOpPMALH ABTOMaTH3HPOBAHHON CHCTEMBI

CHCTEMATHU3MPOBATh Pe3yJbTaThl MPOBE/ICHHBIX HCCIIE0BAHUH

AHaM3MPOBATH BO3MOXHEIE YS3BHMOCTH HH(OPMAMOHHBIX CHCTEM

BHIABIATS U3BECTHRIE ysI3BUMOCTH micl)opmauuounmx CHCTCM

Paspa6arbiBaTh IPOEKTH! HOPMATHBHBIX IOKYMEHTOB, PeraMCHTHPYIOMIMX
paboTy 10 3amuTe HHPOPMALMHU B aBTOMATH3MPOBAHHBIX CHCTEMaX

Heo6xoauMble 3HAHUA

OcHoBHBlE  HMHQOPMAUMOHHBIE  TEXHOJIOTMH,  HCIOJNB3yeMBIC B
aBTOMAaTHU3MPOBaHHBIX CHCTEMAX
OCHOBHBIE ~ KpUOTOrpadpudyecKHe METOMBI, AIrOPUTMBL,  IPOTOKOJIBL,

HCIOJIB3YEMBIC UL obecrieyeHHs O€30MaCHOCTH B BBIMHCIINTEIBHBIX CETAX
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TIporpaMMHO-aNnapaTHEIe CPEACTBA OOeCHeyeHHs 3allHThI uHpOpMalIH
aBTOMAaTH3HPOBAHHBIX CHCTEM

CnocoOsl  peanu3alui yYrpo3 O€30HaCHOCTH B aBTOMAaTH3MPOBAHHBIX
CHCTEMaX

[locieacTBys OT HApYHIEHHs CBOMCTB 6€30macHOCTH HHGopMauuy

OCHOBHBIE YTpo3bl 6€30I1aCHOCTH HHGOpMAalMH ¥ MOJCIH HApyIIMTEI B
aBTOMAaTH3MPOBAHHBIX CHCTEMAX

HaryoHaIbHbIE, MEXTOCYAAPCTBEHHBIE H MEXIYHApOAHbIC CTaHIApTEl B
o6nacTe 3amMTH HHGpOopMau

PykoBojsmme M METOAWYECKHE  JOKYMEHTHI  YIOJHOMOYEHHbIX
dbenepanbHBIX OPraHOB HCIIOIHHUTE/ILHON BIACTH 110 3allATE AH(pOpMalH

MeToaMKM cepTH(HKAMOHHBIX HCIBITAHMA TEXHUYECKHX CPEICTB 3allATHI
MHGOpPMAIMM OT HECAHKUMOHMPOBAHHOrO JOCTYNa H YyTeYKH TIO
TeXHHYECKHM KaHAIaM HAa COOTBETCTBHE TPeOOBaHMAM MO Ge30MacHOCTH
nHPOpMaINH

MeToapl 3aIUTHI nntbopmauun OT HECAHKIMOHHPOBAHHOTO J0OCTYNIA H
YTC€YKH IO TEXHHICCKHM KaHaJiaM

HpHHIlHHBI (I)OpMI’IpOBaHI/IH H pealn3alyd IIOJHTHKH 6€e30MacHOCTH
Hmbopmaunn B aBTOMaTH3HPOBAHHBIX CHCTEMAX

Hpyrue -
XapaKTCPHCTHKH
3.4.3. TpynoBas pyHKIHs
Pa3paboTka apXHTEKTYPHI CHCTEMBI 3l THI Yposenb
HauMenHoBaH1e | yyydhopMallid aBTOMATH3HPOBAHHON CHCTEMBI Koxn | D/03.7 | (noxyposeHs) 7
KBaTH(pUKaLMH
TpoucXOXKIEHHE TPYAOBOH Opuraman X 3auMCTBOBAaHO U3
$yHKUMH OpUrMHajIa
Kon PerucTpaliiOHHBIA
OpHTHHaNa HOMep
npodecCHOHAIBHOTO
cTaHiapra
TpynoBbie AeHCTBHSA [IpoBezeHHEe OLICHKH nokazareneii Kadectsa M 3(hQHEKTHBHOCTH paboTHI

BBIMUACIHUTENBHBIX CHCTEM, IIpPOrpaMMHBIX H nporpaMMHO-anmapaTHbIX
CpCACTB, HCIOJIb3yECMbIX Ui MOCTPOCHNUA CHUCTEM 3aIHThI I/IH(i)OpMaI.lHH B
aBTOMATH3HPOBAHHBIX CHCTEMAX

HPOBCJICHHC TEXHUKO-3KOHOMHIECKOH OIIEHKH uenecooﬁpasﬂocnl Co3aaHus
CHCTCMBI 3allIUThI I/IHq)OpMaIlI'II/I aBTOMaTPI3I/Ip0BaHHOﬁ CHCTEMBI

Onpenenenne nopsaka o6paboTku HHbOpMaLuH B aBTOMAaTH3APOBAHHOM
CHCTEME

(I)opanOBaHHe pa3neioB TEXHHYCCKHX 3a11a}mifl Ha CO3JaHHE CHCTCM
3alMThbL nmbopmaupm aBTOMATH3HPOBAHHLIX CHCTCM

Pa3paGoTka  NpPOEKTHOH  MOKYMEHTallMM  Ha  CHCTCMBI  3alIUTHI
ABTOMAaTHU3UPOBaHHBIX CHCTEM

O¢opmieHHe 3asBKH Ha pa3pabOTKy CHCTEMBI 3alIUTEL uHpOpMALIK
ABTOMATH3HPOBAHHOH CUCTEMBI

Heobxomumele ymenuss | Ompenenars  KOMIJIEKC — M€p  ANA obecredyeHuss  6€301aCHOCTH
HH(OPMALMOHHOH B aBTOMATH3HPOBAaHHBIX CHCTEMAX

BeISIBIATH  YA3BEMOCTH — MH(OPMANMOHHO-TEXHONOTHYECKUX — PECYpPCOB
AaBTOMATM3HPOBAHHBIX CUCTEM
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PaspaGareiBaTh NpPEVIOKEHHA 1O  COBEPIICHCTBOBAHHIO  CHCTEMBI
ynpasJieHHs 3alIATH HHPOpMalK aBTOMATH3UPOBAHHBIX CHCTEM

IIpoBomuTh BHIOOP HPOrPaMMHO-ANIApPaTHBIX CPEACTB  OO€CICYEHHS
GezomacHOCTH HMHQOpPMAaMM JUIi  HUCIONB30BaHMS HX B COCTaBe
aBTOMATH3MPOBAHHOM CHCTEMBI C LeJIbio obecreueHus TpebyeMoro ypoBHs
3aIMIIEHHOCTH aBTOMATH3MPOBAHHOM CUCTEMBI

KaccupuuupoBaTh M OLEHHBATh YIPo3bl 6€30MacHOCTH HHpOpPMAIHMY JUIA
ABTOMaTH3HPOBAHHOM CHCTEMBI

Onpenensts MHPOPMALMOHHYIO HHQPACTPyKTypy H HHPOPMAIMOHHEIE
pecypchl aBTOMATH3HPOBAHHOM CHCTEMBI, OUISKAIIUE 3aIUTE

Pa3spabareiBaTh MOZENH yrpo3 6e30MacHOCTH HHPOPMALMK U HApyIIHTeNCH
B aBTOMAaTH3HPOBAHHBIX CHCTEMAX

Onpenensts 3 eKTHBHOCTS IPHMEHEHUS CPE/ICTB HHPOpMATH3aLHK

HeoOxoaumeie 3HaHUA

OcHoBHEIE HH(I)OpMaIII/IOHHBIC TEXHOJIOTHUH, HCIIONB3YCMBIC B
AaBTOMATH3MPOBAHHBIX CHCTEMAX

CnocoOsl M cpeacTBa 3aumiMThl HHGOpMalMM OT HECAHKIHOHHPOBAHHOIO
JOCTYIIa M YTEYKH T10 TEXHHYECKHM KaHAalIaM H KOHTPOJsl 3(¢exTuBHOCTH
3aUTH HHQOpMaLNH

OCHOBHBIE CPE/ICTBA H CII0cOo0B! 0GecnieyeHus 6e30nacHOCTH HH(opManuy,
IPUHIMITBI IOCTPOEHHS CHCTEM 3alUTE HHPOPMAIIUK

IIporpaMmHo-annapaTHsie CpeJCTBa ObecIedeHus 3amuThl HHPOpMaLMu
ABTOMATU3HPOBAHHBIX CHCTEM

[IpHHIMOEI ~ [OCTPOSHHS  CPEACTB  3amMTHl  HMHGoOpMmaimuu  OT
HECAHKIIMOHMPOBAHHOTO JAOCTYTIA H YTEUKH 110 TEXHHYECKUM KaHaJlaM

HanmoHanbHEIE, MEXTOCYJAapCTBEHHBIE H MEXIyHapOJHBIE CTaHAApTH B
00J1aCcTH 3amuTHl HHpopManuu

Pykopoasmpe H  METOOHMYECKHE  JOKYMEHTBI  YIOJTHOMOYCHHBIX
deiepaTsHBIX OpraHoB HCHONHHUTENBHOM BIACTH MO 3ampATe WHGOpMAHH

OpraHu3allMOHHBIE MEPHI 10 3alUTE HHGOpMaly

Metoasl  TeCTHPOBaHHMS H  OTJIAJAKH, [PHHIMIB  OpraHW3alyH
JTOKYMEHTHPOBaHHs Pa3paboTKH, IPOLECCa CONPOBOXKACHHS IPOrPaMMHOIO
obecrieueHHs

Hpyrue

XapaKTEPUCTHKH

3.4.4. TpynoBas pyHKIHSA

HaumeHnoBauue

MoempoBaH#€e 3aIIMIIEHHBIX

ABTOMATH3MPOBAHHBIX CHCTEM C IIENBIO aHAIH3A UX
ya3BUMOCTEH H 3()PEKTHBHOCTH CPEACTB U KBaTHGUKALN
croco0oB 3auuThl HHGOpMaLHMH

YposeHb
Koa | D/04.7 | (momypoBeHs) 7

[poucxokAeHAE TPYAOBOH Opuruman X 3auMCTBOBAHO H3
dyHKUMH OpHMIrMHaia
Kon PeructpaliMOHHLI#H
OpHI'HHANa HOMeEp
npogecCHOHANBEHOTO
CTaHZapTa

TpynoBsie feHCTBHS Pazpabotka aHATMTHYECKHX " KOMITBIOTEPHBIX Mozenel

aBTOMAaTH3HUpPOBAaHHBIX CHCTEM 51 IoACHCTEM 0€30MacHOCTH

AaBTOMaTH3HMPOBAHHLIX CHCTEM
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HccnenoBanue AHAIINTHYCCKUX u KOMIIBIOTCPHBIX Mozenei
aBTOMATH3HPOBAHHBIX CHCTEM Hu IIOACHUCTEM 06e30MacHOCTH
ABTOMAaTH3HPOBAHHBIX CHCTEM

Pa3pa6oTka mMozenu yrpo3 6e30macHOCTH HH(OPMAalWM M HapyLWIHTEIeH B
aBTOMATH3MPOBAHHBIX CUCTEMAX

HccnenoBanue NPOrpaMMHBIX, ApXUTEKTYPHO-TEXHUYECKHX )’}
CXEMOTEXHHYECKMX pellleHH KOMIIOHEHTOB aBTOMaTU3HPOBAHHBIX CHCTEM C
LeNBI0  BHISBICHMS  [OTEHIMANbHBIX  yA3BUMOCTeH  Ge3omacHOCTH
uHpOpMANMH B aBTOMATH3MPOBAHHBIX CHCTEMAX

Anaiu3 HHGOPMALMOHHON HH(PACTPYKTYPHI H Ge3omacHoCTH HH(OpMaLHH
aBTOMATH3MPOBAHHBIX CHCTEM

Pa3paGoTKa IpeJIoKEHHi 10 COBEPUICHCTBOBAHUIO CHCTEMBI yIPaBICHHUS
HHGOPMANMOHHOM 6€30MaCHOCTBIO aBTOMAaTU3MPOBAHHBIX CHCTEM

Heobxonumele yMEHHs

BemonHate c6op, 00paboTKy, aHAIM3 M CHCTEMaTH3alMI0 Hay4HO-
TexHHYecKoi MAdopMaluy B 00JIaCTH 3aIMThHI HHPOpMau

PaSpaGaTBIBaTB U HCCIIeAOBAaTh MAareMaTH4YCCKHUC MOICIH KOHKPETHBIX
SBJICHUH 1 IIPOLCCCOB UL PpCHICHUA paCYCTHBIX H HCCJICAOBATCIILCKHAX 3aJa4d

Hpnmen;rrb MaTeMaTH4YCCKHE MOJECIH IIPH NPOCKTHPOBAHUH CHCTEM 3alllUThI
I/IH(l)OpMaIIIfII/I aBTOMATH3HPOBAHHBIX CHCTCM

ITpoexTHpoBaTH " peanu30BbIBaTh TOJINTHKY 6e30macHOCTH
BBIYMCIINTENBHBIX CETEH

AHaTW3MpOBaTh  OCHOBHBIE ~ XapaKTEpPUCTHKM M BO3MOXHOCTH
TENeKOMMYHHKAIMOHHBIX CHCTEM IO Nepejiade HHGOpMaLiy

HeobxoauMele 3HaHUSA

MeTtoasl H TCXHOJIOTHH TIPOCKTHPOBAaHHA, MOACIHPOBAHUS, UCCICAOBAHUA
CHCTCM 3alIMTEI IfIH(I)OpMaIII/II/I ABTOMAaTH3HPOBAHHbIX CHCTEM

OCHOBHBIE yrpo3bl Ge30macHOCTH HH(pOpMalH W MOJIENH HapyWIHUTeNs B
ABTOMATH3HPOBAHHBIX CHCTEMAX '

OcHOBHBIE MEPHI 10 3AIUTC an)opMaan B aBTOMAaTH3HPOBAHHLIX CHCTEMaX

HaupoHaJIbHBIE, MEXTOCYJApCTBEHHBIE M MEXIYHApOIHbIC CTAHAAPTHI B
o06nacTH 3auuThH HHGOpMauH

PykoBojsmue H  METOAMYECKHE  JOKYMEHTHl  YNOJHOMOYCHHBIX
deZiepaNbHBIX OPraHOB HCIIONHATE/LHON BIACTH 110 3amuTe HAGOPMALHH

OcHOBHBIE KpHnTorpa(bnqecxne METOJBI, AJIIOPHUTMBI, IIPOTOKOIJIBI,
HCHIIOJIB3YEMBIC 1A 3AIHTHI nﬂd)opmaunn B aBTOMATH3HPOBAaHHLIX CHCTCMaAX

[IpUHIMOBE ~ TOCTPOCHHA  CPEACTB  3alUThl  MHpopMaumm  OT
HECaHKIMOHUPOBAHHOTO JIOCTYTIA H YTEUKHM 110 TEXHUYIECKUM KaHajIaM

IIpuAIMNBl TOCTPOeHHs ¥ (GYHKIMOHMPOBAHUS CHCTEM H CeTeH mepenatn
uH$opManuu

Apyrue
xapaKTepnchH

IV. CBeneHusi 00 opranu3anusx — pa3pa6or9ynkax npogeccHOHAIBLHOrO CTAHAAPTA

4.1. OTBeTcTBEHHAs OPraHN3alNA-pa3padoTINK

Acconnanus 3amuThi kHEGopMaryn, ropoa Mocksa

Ipe3nneHt

Jlocs Bnagumup I1aBnosuy

4.2. HanMeHOBaHHUS OPraHU3alHii-pa3paboTYHKOB

[1 [ AHO JIIIO uentp nossunenns kpampuxamau «AUC», ropon Mocksa
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2 | Acconmanys npeanpHaTHii KOMIBIOTEPHBIX M HH()OPMAalMOHHBIX TEXHOJIOrHH, ropox Mocksa
®I'BY «BHUM 1pyna» Muntpyza Poccun, ropox Mocksa

4 | ®YMO B cucreMe Boicinero oopaszosanns no YI'CHII «adopmaionHas 6€301macHOCTBY, FOPOJL
Mocksa

W

I O6mepoccuiickuit KnaccuguxaTop 3aHATHIA.

2 O6mepoccHiiCKHMI KTacCH(UKAaTOp BUAOB IKOHOMHYECKOH JEATENLHOCTH.

3 Enuneiii KBanMKaUMOHHBIH CIIPABOYHHK JOJDKHOCTEH PYKOBOAMTENEH, CIIEUMATHCTOB U CIIYKaIlHX.

4 O6mepoccuiickuit knaccudukatop npopeccuit paboanX, TOMHKHOCTEH CITyKAIMMX H TAPHGHBIX Pa3pAL0B.

5 O6mepoccuiickuii knaccupukaTop ceHHanbHOCTEH 10 06pa3oBaHMIO.

6 3akon Poccuiickoli Menepaumu ot 21 mions 1993 r. Ne 5485-1 «O rocynapcTeHHoik Taline» (Poccuiickas rasera, 1993, 21
centa6ps; Cobpanue 3akoHoaTeNnscTBa Poccuiickoit ®eaepammy, 1997, Ne 41, cr. 4673; 2022, Ne 32, cr. 5809).

7 OBmepoccHiicKmii KIacCHUKATOp CrieNHaIBHOCTei BbICIEH HayYHOH KBaIH(pUKaLMH.




