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3ammura nH(GOpMAaIMH B KOMITBIOTEPHBIX CHCTEMAaX M CETAX 06.032 -‘

(HauMeHOBaHMe BU/a IPOGECCHOHAIBHON AEATENLHOCTH) Kon

OcHoBHAad Li€JIb BHAA HpO(I)eCCHOHaJIBHOﬁ JACATCIIBHOCTH:

Ob6ecredeHue 6e30N1aCHOCTH HH(OpPMAIHU B KOMIIBIOTEPHBIX CHCTEMAX U CETSAX B YCIOBHAX
CYIIIECTBOBaHHUs yrpo3 HX HH(OPMAIMOHHOH 6€30I1aCHOCTH

I'pynina 3aHaTHI:

2519 PazpaboTunky ¥ aHaJTHTHKH 2522 CucreMHBIE aIMHHHCTPATOPHI
IIPOrpaMMHOr0 00eCTIeUeHUs U
IPWIOKEHMH, HE BXOJAIINE B

ApyTrye TPYIIIbI
2523 CrnenuanucThl 10 KOMIBIOTEpHEIM | 3513 CrnenuanucThI-TEXHUKH T10
ceTsaM KOMIIBIOTEPHEBIM CETAM H CHCTEMaM

(xox OK3') (HanMeHOBaHUE) (xom OK3) (HaMMEHOBaHUE)
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OTHeceHHE K BUIaM SKOHOMHYECKOH JeATCILHOCTH:

62.09 JlesATeNBHOCTD, CBA3aHHAs C HCTIONb30BAHUEM BBIYMCIIUTEIBHON TEXHUKH H
UHGPOPMAIIMOHHBIX TEXHOJIOTHA, mpoYast

(xox OKBI1») (HauMeHOBaHHe BU/a SKOHOMHMYECKOH IeATENLHOCTH)
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I11. XapakrepucTuka 0000IMEeHHbIX TPYAOBLIX GyHKuUMii

3.1. O600mennas TpyaoBas pyHKIHS

Texuuueckoe 06CTy)XKUBaHUE CPEACTB 3aLIUTHI
Haumenosarme | HH(OPMAIMM B KOMIBIOTEPHBIX CHCTEMAX H Kon A Vposerb 5
KBATHMKALH
CETAX
[TpoucxoxaeHu
06po6nclen):g; Tp;nonoﬁ Opuruaan X SaHMCTBOBAHO M3
dyrKTIH OpHMTHHANa
Kon PerucTpaliioHHblil HOMEp
OpHTrHHANA npo¢ecCHOHABHOTO
| CTaHAapTa
Bo3moxHbIe TexHUK Mo 6e30MaCHOCTH KOMITBIOTEPHBIX CHCTEM H CETEH
HauMEHOBAHHSA Texuuk o 3amure HHGopmanuu I kareropuu
JOJDKHOCTEH, Texuuk no 3amute raGopmanuu Il kareropun
npodeccuit Texnuk 1o 3amute NHGOPMAIIH
TpeGoBanusa k Cpennee npodeccuoHanbHOE 06pa3oBaHHe — IPOrPaMMBbI IOJITOTOBKH
006pa3oBaHHIO H CIIEI[HAIUCTOB CPE/IHETO 3BE€HA
O00YUIEHHIO

Tpe6opanus k onbity | J{Jist AOJDKHOCTEH C KaTeropHeil — onbIT paboThl B JOJDKHOCTH ¢ Gosiee HH3KOM
IPaKTHYECKOM paboThl | (IpeamecTBYIOLIEH) KaTeropueli He MeHee OJJHOTO rojia

Oco0ble yciioBus -
Jomycka K pabote

Hpyrue PexoMenyeTcs AONONHUTENBHOE IPodecCHOHATLHOE 00pa3oBaHKe —
XapaKTEPUCTHKH IIPOrpaMMEI IOBBIIECHAS KBUTH(GHUKAHH B 001acTH AHpOpMaHOHHOU
0e30MmacHOCTH

JIOTOMHUTENBHEIE XapaKTEPUCTHKH

HaumeHoBaHHe 6a30BO# I'pyIIIbL, JOJDKHOCTH

Haumenopaime JoKyMeHTa Koz (npodeccun) NN CrieMHATLHOCTH

OK3 3513 CnenyalicThl-TEXHHKH 10 KOMITBIOTEPHBIM CETAM U
CHCTEMaM

EKC? - TexHuk 1o 3amure HHGOPMAIUH

oKnjrp* 27032 Texuuk 110 3amuTe MHGOPMALH

OKCO’ 2.10.02.01 | OpraHu3anys ¥ TEXHOJOTHS 3alIMTH HHYOPMAIUH

2.10.02.02 | UadopmanuorHas 6€30MaCHOCTE
TEJICKOMMYHHKAIIHOHHBIX CHCTEM
2.10.02.03 | MudopmanmonHas 6€301aCHOCTE aBTOMAaTH3HPOBaHHBIX

CHCTEM
3.1.1. TpynoBas ¢yHKIug
Texuudeckoe 06CITyKMBaHHE IPOrPaAMMHO- VpoBeHs
HanveHoBaHHe | aIMapaTHBIX CPEACTB 3amuTel HHGQopManuu B | Ko | A/01.5 | (moayposens) 5
ONepalHOHHBIX CHCTEMAX KBaMHUKALIH




IMpoucxoxkaeHue
TpyaoBoit GyHKIMH
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3aHMCTBOBaHO U3

Opurmman X
opuruHaia
Kon PerncTpauoHHbIH HOMED
OpHTHHaja npo¢ecCHOHANBHOTO
cTaHIapTa

TpynoBele nekicTBas

BBoj B 9KCILTYaTAI[HIO IPOrPaMMHO-aNaPaTHBIX CPECTB 3alIHTh HHpOpMALY
B OIIEPAIIMOHHEBIX CHCTEMAX

VcTaHOBKA IPOrPaMMHO-ANNAPaTHBIX CPECTB 3alMTE HHpOopMauy

HacTpoiika nporpaMMHO-alIIapaTHEIX CPEACTB 3aLIUTHI HH(OpMalUA, B TOM
Ypciie CPeICTB AHTHBHUDPYCHOH 3aliUTH,, B ONCPAlMOHHBIX CHCTEMaxX IIO
3a/laHHBIM I1a0I0HaM

VcTaHOBKA CPEICTB aHTHBUPYCHOMH 3aIllUTEI B COOTBETCTBHH C JCHCTBYIOIIMMU
TpeOOBaHHUAMH

VIHCTpYKTHpOBaHHE IOJb30BATENe 10 TNOpANKy Oe3omacHOd paboOTHI B
OIEPAIMOHHBIX CHCTEMAX

Odopmienne KCILTyaTallHOHHON NOKYMEHTAIMH Ha IPOrpaMMHO-aNapaTHbIe
cpencTBa 3aIUThl HHGOPMAlNK B ONEPAIIHOHHBIX CHCTEMAaX

BoccranoBnenue paﬁoTOCHOCOGHOCTI/I NnporpaMMHO-anmnaparHeiX CpeacTe
3alIUuThI HH(l)OpMaI.[I/II/I B OINCPAllMOHHBIX CHCTEMax COINAaCHO TEXHHIECCKOM
JOKYMCHTaIuu

[IpoBepKa KOPPEKTHOCTH PabOTEI NPOrpaMMHO-AMMapaTHbIX CPEJCTB 3allMThHI
uHGopMalMd OpH HX B3AHMOJCHCTBMH C TCXHUYCCKHMH CpPEICTBAMU H
IPOrpaMMHBIM 00€CIIE4EHHEM

HeobxonnMeie
yYMEHH

HaCTpaHBaTB KOMIIOHEHTBI IIOACHCTCM 3alllUTHI PIHCbOpMaIIHI/I ONCPanuOHHbIX
CHUCTCM

VnpaBme YYCTHBIMH 3AIIHCAMHA HOHBBOBaI‘eHeﬁ, B TOM YHCJIC TCHCPHUPOBAHUEM,
CMEHO# H BOCCTaHOBJICHHEM naponeii

[IpuMeHATs IIPOrpPaMMHO-allIapaTHBIC CPENCTBA 3alUMTBl UHGOpMalku B
OIlepaliHOHHBIX CHCTEMAX

TIpUMEHATE aHTHBHPYCHBIE CPE/ICTBA 3aAIMMTH MHGOPMALKH B ONEPAHOHHBIX
cHCTEeMax

PaGoTarh B OIEpallHOHHBIX CHCTEMaX C COOMIOZICHHEM JEHCTBYIOIIUX
TpeGoBaHHil 110 3amuTe HHHOPMALMH

TIpOBOMMTL MOHUTOPHMHT, aHAIH3 M CpaBHEHHE 3(P(HEKTHBHOCTH NPOrPaMMHO-
anmapaTHbIX CPECTB 3aUTE MHGOPMAliHU B ONEPallHOHHBIX CHCTEMAX

VCTaHABIMBaTh  OOHOBIEHHMS  OPOTPaMMHOrO  obOecmedyeHHs,  BKIOYas
TIporpaMMHoe obecreueHne CpeJCTB 3alHTH HHpopmalmy

BLIIONHATL ~ pe3epBHOE  KONMPOBAHHE M ABAPUHOE  BOCCTAHOBIICHHE
paGoTOCTIOCOGHOCTH CPEJICTB 3AIMTHL HHGOpMAIUH

KOHTpONMHpOBaTh ~ NEJIOCTHOCTb  IOJACHCTEM  3alATHl  HHQOpMAlMH
OllepallHOHHBIX CHCTEM

YCTpaHE[TB HEHUCIIPAaBHOCTH IIOACHCTEM 3allHWThbl PIHCbOpMaI.lI/II/I OIICpAallHOHHBIX
CHCTEM H IIPpOrpaMMHO-AMIIaparHBIX CPEACTB 3alUTHI PIH(bOpMaI.IPII/I COrjIaCHO
TEXHHYECKOM AJOKYMCHTALlHH

OdopMIATh IKCIUTYaTAlMOHHYIO JOKYMEHTAalHIO IIPOrpaMMHO-alllapaTHbIX
CpeJICTB 3alUTHl HHpopMauy

Heob6xoauMeie
SHAHUS

ApXMTEKTYpa ¥ M01b30BaTEIbCKHE HHTEP(EACH ONIepallHOHHBIX CHCTEM

Iopsnok ofecredenns Oe3omacHOCTH HMHGOpMaluy TNpPH  SKCILTyaTauuH
OTIEpPAlIMOHHBIX CHCTEM

Uctounuku yrpo3 wuHGOpMAIMOHHOH O€30MaCHOCTH M MEpHl IO HX
IpeIOTBPAIICHHUIO




CylHOCT H CcONEp)KaHME INOHATHA HH(POPMAIMOHHOH Oe30macHOCTH,
XapaKTEPHCTUKH €€ COCTaBIIAIOINX

TunoBkle CPeACTBA 3AIIATH HHPOPMALMH B ONEPALIMOHHBIX CHCTEMaX

TIporpaMMHO-aNnaparHele CPEACTBA H METOMIBI 3aIMTE HHpOpManuy

ITopsIoK SKCIUTyaTalld¥ CPe/CTB AHTUBUPYCHOM 3aIIMTHl B ONEPAllMOHHBIX
CHCTEMax

®opMBI ¥ METOfbl MHCTPYKTHPOBAHMS IOJIB30BaTENEH MO MOPSAKY paboTH B
ONEPAIHOHHBIX CHCTEMAX

O6impe NpUHIMOG (QYHKIHOHHPOBAHHS TIPOrPAMMHO-AINMAPATHLIX CPECTB
kpunrorpaduyeckoif 3alUTE HEGOPMALHH

TMopsaok odopMIIeHHSs SKCIUTYaTAlMOHHOM JOKyMECHTAIMH

HopMmaTHBHEIE IPABOBBIC AKTHI B 00/1ACTH 3aIIATH] HHGOPMALHH

OCHOBHBIE PYKOBOISIUME H METOIMYECCKHE JOKYMEHTHI YIIONHOMOYCHHBIX
delepalbHEIX OPraHOB MCIONHHTENBHOM BIACTH 1O 3alluTe AHGOpMalMH u
obecIedeHuIo 6e30IacHOCTH KPHTHIECKOH HHPOPMAMOHHOH HH(PaCTPYKTYPhI

OpraA3alHOHHbIE MEPHI [0 3aI|UTe HHGopManuu

Jpyrue

XapakKTCPHUCTUKU

3.1.2. TpynoBan ¢pynkuus

TexHHuUecKoe 00CTyKUBaHKE IIPOrPaMMHO-~ VpoBeHb
HaumeroBanne | anmapaTHBIX CPEJCTB 3aIUTHI HHPOPMAIIUH B Kox | A/02.5 | (monyposeHs) 5

KOMITBIOTEPHBIX CETAX KBaIHQHKAHA
[poucxoxaeHue ‘ Opurmwan X 3auMCTBOBAHO U3
TpyaoBoit hyHKIHH OpHrHHANA

Kon PerucrpaumoHHBIH HOMED
OpHrHHaia nipoheCCHOHATBHOTO
cTaHgapTa

TpynoBeie neicTBHA

Bron s 3KCINTyaTaliio IIpOorpaMMHO-aNIIapaTHbIX CPEACTB 3alIUTHI PIH(bOpMal[I/II/I
B KOMIIBIOTCPHBIX CETSIX

VcTaHOBKAa TIPOrPAMMHO-aNNaparHbiX CPEACTB  3amuThl  MEpOpMauun B
KOMITBIOTEPHBIX CETAX

VCTaHOBKAa CPEJCTB MEXCETEBOTO SKPaHHpOBaHMS B COOTBETCTBHH C
AefiCTBYIONIMMH TPeGOBaHMAMH 10 3aIMTe HHGOpMaIHH

HacTpoiika mMporpaMMHO-anmapaTHBIX CpPEACTB 3alUTel HHboOpMaluM B
KOMITBIOTEPHEIX CETSX 110 3aIaHHbIM IabIoHaM

VeTpaneHHe HEHCIPaBHOCTEH MPOrpaMMHO-AMIIAPaTHBIX CPEACTB  3aIUTHI
MH(OpPMAIMH B KOMILIOTEPHBIX CETAX COIIACHO TEXHHYCCKOH OKYMEHTAIUH

VIHCTpYKTHpOBaHHE TOIB30OBaTENell 1O INOpAAKy OesomacHO paGoTHl B
KOMITBIOTEPHBIX CETAX

Oq)OpMJIeHI/Ie 3KCIIJ'IyaTaIIHOHHOﬁ JOKyMCHTaIlHl Ha IIpor PaMMHO-AITIapaTHBIC
CpCACTBA 3alUMTHL I/IH(I)OpMaI.II/II/I B KOMIIBIOTCPHBIX CETAX

Heobxoaumele
yMEHHS

[IpEMeHATh NPOrPaMMHO-ANNapaTHbIE CPEACTBA 3AMTHL MHGOpMamMM B
KOMIIBIOTEPHBIX CETAX

YcraHaBIMBaTh MEKCETEBBIC 9KpPaHbl B KOMIIBIOTCPHBIX CETAX

KondurypupoBars MeXCETEBhIC IJKpPaHbl B COOTBETCTBMM C 3a[aHHBIMH
TIpaBHIaAMH

KoHTpomMpoBaTh ~ KOPPEKTHOCTH ~ HACTPOMKHM — MEKCETEBBIX OJKpaHOB B
COOTBETCTBHH C 33JaHHBIMH IpaBHJIAMH
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PaboTaTh B KOMIOBIOTEPHBIX CETAX € COOIIONEHHEM JIEHCTBYIOMMUX TpeGoBaHuH
10 3aIUTe HHHOPMaALHH

IIpOBOIHTL MOHHTODHHI, aHAlIU3 H CpaBHEHHE (GEKTHBHOCTH IPOrPaMMHO-
aNmapaTHBIX CPEACTB 3alIMTH HHE(pOPMAIMK B KOMIBIOTEPHBIX CETAX

VcTaHABIMBAaTH  OOHOBIEHHS  IIPOrpaMMHOro  obecmeyeHus,  BKIIOYas
nporpaMMHoe obecrede e CpeiCTB 3alUTE HHpopMaluy

dopMynIMpoBaTh NPETIONKEHHS MO TPUMEHEHHIO IPOrpaMMHO-aNMapaTHbIX
CPEJICTB 3aLIUTHI HHPOPMAIIUH B KOMIIBIOTCPHBIX CETAX

Heobxonumeie Tomonoruss M IPOTOKOIBI CETEBOrO B3aHMOJCHCTBHS, HPHMEHAEMBIC B
3HAHUA SKCILIYATHPYEMBIX KOMIBIOTEPHBIX CETSIX
CocTaB M OCHOBHBIE XapaKTEPHUCTHKH 00OpyZOBaHMs, NPHMEHAEMOro IpH
IOCTPOEHHH KOMIIBIOTEPHBIX CETeH
TumoBble MeTOZEl H IIPOTOKONBI MACHTH(HKAUHH, ayTeHTHQHKAUMH H
ABTOPU3ALUY B KOMIIBIOTEPHBIX CETAX
TUIHYHEBIE CETEBBIE aTaKK ¥ CIOCOOBI 3aIIMTHI OT HUX
CymHOCTh H COJEpXaHWE NOHATHA MHQOPMAIMOHHON Oe30MacHOCTH,
XapaKTEePUCTUKH €€ COCTaBIIAIOMNX
OCHOBHBIE MCTOYHHKH Yrpo3 MHGOpPMAIlMOHHOH 6€30IacHOCTH U MEPHI 10 HX
IpeI0TBPALCHHUIO
TIporpaMMHO-anmaparHBIe CPEACTBA ¥ METO/IbI 3AIIATE! HHGOPMAIIHH
OCHOBHBIE METOMBI OPTaHH3AIMH U MPOBENEHHA TEXHMYECKOTO OOCTY)XKHBAHUS
KOMMYTalMOHHOTO 0OOPYAOBAHHS KOMIBIOTEPHEIX CETeH
[Tops0K 0hopMIIEHHS SKCILTyaTAllHOHHON JOKyMEHTalHH
O61pe IPUHIMIGL PYHKIMOHMPOBAHUS CPEICTB KpUMTOrpaduyecko 3amuThl
HH(POPMALHH B KOMIBIOTEPHBIX CETAX
Topsimok obecmedenust Ge3omacHOCTH HHGOpMalMM IPH  SKCILTyaTalldy
KOMITBIOTEPHBIX ceTed
QopMBl M METONBl HMHCTPYKTaXa IIONb30BAaTeNicH MO MOPSAKYy PpaboTH B
KOMITBIOTEPHBIX CETAX
HopmaTHBHEIE IPaBOBBIE aKTHI B 06/IaCTH 3aIIMTE! HHPOPMAIHK
OCHOBHBIE PYKOBOSIME M METOAMYECKHE HOKYMEHTHI YIOJIHOMOYECHHBIX
defepalbHBIX OPraHOB HCIONHHTEILHOM BIACTH 10 3alMTe MHGOpPMaUMH H
obecneueHrIo Ge30macHOCTH KPHTHIECKON HHPOPMALMOHHOH HHPPACTPYKTYpPEI
OpraHH3alHOHHbIC MEPHI 110 3al|Te HHbOpMAIHH
Tipyrue -
XapaKTEPUCTHKH

3.1.3. Tpynosas dpyHxuus

TexaHueckoe 00CTyKUBaHHE CPEJICTB 3aIUTHI YpoBeHs
Hamvenosaure | HHGOpPMALMK IPHKIIAJHOTO U CHCTEMHOIO Kon ! A/03.5 | (nomypoBeHs) 5
IPOrpaMMHOI0 00eCICUCHHA KBaTH(UKAIHH

[MpoucxoxaeHue
TpyAoBo# hyHKIHH

Opururan X | 3aMMCTBOBAHO M3 OPHIHHANA

Kon PerucTpaiiiOHHBIH HOMEP
OpUTHHama npodeccHOHANLHOro
cTaHaapTa

Tpynossie nelicTBaA

YcTaHOBKa IPOrPaMMHOTO 06ecTieYeHIs

Hactpoiika TporpaMMHOTO ofecneucHns ¢ cobmoneHueM TpeboBaHHH 1O
3amuTe MHGOpMaluH
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HacTtpoiika CpeICTB aHTHBMPYCHOM 3alATHI U1 KOPPEKTHOH paGoThl
IpOrpaMMHOTO 0OeCIeYeHHs 10 3a/IaHHBIM [abI0HaM

MHCTpyKTHpOBaHME IONb30BaTeNlel 0 cobmoneHMH TpeOOBaHMH IO 3aluTe
uH(opManuH npu paboTe ¢ MPOrpaMMHBIM 00eCTIEJeHHEM

HacTpoiika BCTPOEHHBIX CpEACTB 3alMTHI HMH(OpPMAUMH IPOTPaMMHOTO
obecreueHus 1Mo 3a/laHHBIM 1abIoHaM

IIpoBepka (yHKIMOHMPOBAHHS BCTPOSHHBIX CPEACTB 3alUTH HUHGOpMaLMH
IpOrpaMMHOT0 obecrnedeHus

OG6HapyXeHHe PU3HAKOB HATMYHSA BPEJJOHOCHOTO IPOrpaMMHOI0 0GecreueH s

Heob6xoaumeie VYcranaBnmBarh IIporpaMMHOC ofOecrieueHue B COOTBETCTBHHM C TEXHHYECKOH
YMCHHA IlOI(yMCHTﬂI.IPICfI

BLHIIONMHATE HACTPOWKY NapameTpoB pabOTHl HPOTPaMMHOrO obecredeHus,
BKJIIOYAas CHCTEMBI YIpaBjieHHs 0a3aMH [JaHHBIX H CpEICTBA 3JIEKTPOHHOIO
JOKyMEHT0000poTa

PaboTtate ¢ mporpaMMHbIM OOECIEYEHHEM C COONIONCHHEM NEHCTBYIOLIMX
TpeGoBaHmii 1O 3amuTe HHHOPMAIHH

VcTaHaBIMBaTh ~ OOHOBIEHWMS — NPOrPaMMHOTO  oOecledeHHs,  BKIOYasd
IporpaMMHOe 00ecIiedeH e CPECTB 3alUTEH HHPOpMaluK

Heob6xoaumbie TTopsmoK HACTPOKKH MPOrPaMMHOTO 00€eCIIedeHH s, CHCTeM ynpasneHus 6azamu
3HaHUA JaHHBIX M CPEJICTB MEKTPOHHOIO JOKyMEHTOO60pOTa
O6mue OpUHIUOBEL  (QYHKIMOHMPOBAHMA BPEJOHOCHOTO  IPOrPaMMHOTIO
obecrneueHms

[MpunIMIb! PyHKIHOHAPOBAHHS CPEJICTB AHTUBHPYCHOM 3alIMTHI

CYIIIHOCTI: H COACPXKAaHHUE MOHATHUA I/IH(i)OpMaIIPIOHHOﬁ 6e30nacnocm,
XapaKTCPUCTUKH €€ COCTAaBILAIONMMX

Wctounuku yrpo3 uHbOpManmuMoHHOH 6€30macHOCTA M MEpel MO  HX
IpeI0TBPAIICHHUIO

Oco6eHHOCTH HCTOYHHMKOB YIPo3 HH(OpPMAIMOHHOH 6€30I1aCHOCTH, CBA3AHHBIX
C DKCILTyaTalHel MporpaMMHOTO obecriedeHUs

TIpu3HaKy HaJIMYXs BPEAOHOCHOTO IIPOrPaMMHOI0 00eCICICHUS

Tunuaneie YA3BHMOCTH IIPOI'paMMHOTI0 obecriedeHHUS U METOABI UX YCTpaHCHHUSA

O6mue NpUHLUOB (QYHKIHOHHPOBAHWS CPEACTB 3alMTHl HH(pOpMaLUH
IIPOrPaMMHOI0 0GECIIEYEH ST, B TOM YHCIIC CPEICTB KPUNTOrpaduIeCKOM 3allHTEI
uHpOpMalIUH

TTopsimoK IKCIUTyaTallMy CPEiCTB aHTUBUPYCHO#M 3aIlMTHI

ITopsigox obGecnedenus OesomacHocTM MH(pOpMaUMM TPH  3KCIUTyaTallUy
MIPOrpaMMHOT0 obecnedyeHus

HopmaTuBHbIe IPaBOBBIC aKTHI B 00IACTH 3aIMTE MHpOpMALHY

OCHOBHBIE PYKOBOJSAIIHE ¥ METOOUYECKHE JOKYMEHTHI YIOIHOMOYEHHBIX
denepanbHBIX OpraHOB MCIIONHATENBHON BJAaCTH TO 3amuTe MHGOpMAUKH H
obecredeHHIo 6e30MacHOCTH KPUTHYECKOH HH(OPMAIIMOHHOK HHPPACTPYKTYpPhI

Opranu3auroHHBIE MEpHI 110 3alUTe HHpOpMay

Apyrue -

XapaKTEPUCTUKH

3.2. O600mennan TpyaoBas GyHKIHsA

AJZIMUHHCTPHPOBaHHE CPEJCTB 3aIUTHI
HaumenoBanue | HH(OpMaIMH B KOMIBIOTEPHBIX CHCTEMAX U Kox B
ceTsax

VposeHs
6
KBaNUpUKALHK
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[Mpoucxoxnenne

060061eHHO# TpyaoBoit | OpuruHa X 3aAMCTBOBAHO 13 i
OpHruHana

(yHKumn

Kon PeructpaunoHHbIi HOMEp
OpHTHHAJIA npo¢eCCHOHANBHOTO
CTaHAapTa

Bo3MoxHbIe AnMuHECTpaTOp 6€30MaCHOCTH KOMIBIOTEPHBIX CHCTEM H CETeH

HauMEHOBAHHUS AJMHHHCTpATOP 110 0GecedcHuIo 6e30ITacHOCTH HHpopManmH

JOJDKHOCTEH, HMH>KeHep-nporpaMMHECT [I0 TEXHHYECKO#t 3amuTe HHpopmanuu I kareropuu

npodeccuit VHKxeHep-IPOrpaMMHKCT 10 TeXHUYeckol 3amuTe nHGopManuy I kareropun

HMHxKeHep-IpOorpaMMHECT 110 TEXHAYECKOH 3amuTe HHPOPMAIHH
Umxenep-nporpaMMHCT | KaTeropux

Wmxenep-nporpaMmuct Il kareropun

Unxenep-nporpammuct 11l xareropun
WHxeHep-nporpaMMHCT

TpebGoBanus
00pa3oBaHUIO H

Briciee o6pazoBanue — 6akaiaBpHar

00y4YEHHIO

TpeGoBanus k JIs NOMDKHOCTEH ¢ KaTeropueii — onmbIT paboThl B JOIDKHOCTH € 60jIee HU3KOM
OTBITY (TIpeALIECTBYIOEH) KaTETOpHEN HE MEHEE OJJHOTO roJia

MPaKTHYECKOH

paboThl

Oco6sbie ycioBus
JIoIycKa K pabore

Hanuupe I0MycKa K TOCyIapcTBeHHOM TaifHe® (mpr HeoGXOAMMOCTH)

Apyrne

XapaKTEPUCTUKH

PexomenyeTcs JONOMHUTEIbHOE NpodecCHOHaNbHOE 00pa3oBaHUe —
IpOrpamMMBbl [IOBBIIEHHS KBATHGHKAIHY B 0611aCTH HHPOPMALMOHHOMA
0€30IacHOCTH

I[OHOJIHHTCJIBHBIC XapaKTCPUCTHKH

nn(bopMauun B OIICPAIlMOHHBIX CHCTCMAX

Haumenosanue Kon HaumenoBanue 6a30B0oi Ipymiibl, JOJUKHOCTH
JOKyMEHTa (mpodeccHn) HiH CIICHHAIBHOCTH
OK3 2522 CucteMHBIE aIMHHUCTPATOPHI
EKC - WHXeHep-NporpaMMHUCT (IPOrpaMMHUCT)
- HHXeHep-nporpaMMHCT 0 TEXHUYECKOH 3alluTe
uHpopManun
- AInMuHECTpaTOp IO 0fecneyeHuIo 6€30aCHOCTH
nHopMauH
OKIIATP 22824 HmxeHep-nporpaMMUCT
26579 Crennajmct 1o 3anmre HHGopManum
40067 AJIMHHUCTParop BEIYHCIMTEIILHOM CETH
40070 AnmuHECTpaTop HHPOPMALMOHHOH 0€30MaCHOCTH
BBIYHCIIATEIIBHOM CETH
OKCO 2.10.03.01 WudopmanmonHas 6€30macHOCTh
3.2.1. TpynoBas pyHKuus
AJZIMUHHCTPHpPOBaHHE MOACHCTEM 3aIIUTHI YpoBenk
HaumeHoBaHHe Kon|{ B/01.6 (noxypoBeHs) 6

KBTM(HKaUUN




IpoucxoxneHue
TPyHAOBO# QyHKIIM
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X 3anMCTBOBaHO H3

Opurunan
OpHIHHaIa
Kon PeructpauroHHbIi HOMED
OpHMI'HHA/IA po¢)eCCHOHANBLHOTO
cTaHJIapTa

TpynoBeie neiicTBus

Onpenenenne coCraBa IIpMMCHSACMBIX ITpOrpaMMHO-AINIAPaTHBIX CpEACTB
3alllTBL umbopMaunn B OIICPAIMOHHEIX CHUCTCMAX

Pa3pa60TKa nopsAakKa NMpUMECHEHHUsS IIPOrpaMMHO-alIapaTHbIX CPEACTB 3AIHThI
PIH(bOpMaI.[I/II/I B ONICpalHOHHBIX CHCTEMAX

®dopmupoBaHne WWAOIOHOB YCTAaHOBKM IIPOTPAMMHO-aNIIapaTHBIX CPEICTB
3aIMHUTH HHQOPMAIHU B ONIEPAIfHOHHBIX CHCTEMAX

VcTaHOBKa TIPOrpaMMHO-ANMapaTHBIX CPEACTB ' 3allUThl  MHGOpPMALHMH B
OIIEPAllMOHHBIX CHCTEMAaX, BKJIIOYas CPENCTBA KPUNTOrpaQu4eckod 3allMThl
uHpOopMaIUH

KondurypupoBan#ie IporpaMMHO-aIIIapaTHIX CPEACTB 3aUTH MHPOPMAIHH B
OIEPAHOHHBIX CHCTEMAX

KoHTposs  KOppeKTHOCTH  (YHKUMOHHPOBAHHS IIPOrpaMMHO-aNIIAPATHBIX
CpeJICTB 3alUTH HH(POPMALUH B ONEPAIIHOHHBIX CUCTEMAX

YI'IpaBJIeHPIe aHTHBHPYCHOﬁ 3aIATON OIICpAallHOHHBIX CHCTEM B COOTBCTCTBHH C
)ICI‘/'ICTBYIOIILI/IMI/I TpeﬁoBaHI/IﬂMPI

Heobxoaumele
YMEHHS

q)OpMYJII/IPOBaTI) [TOJINTHKH 0€30IMacHOCTH ONCPAMOHHBIX CHCTEM

HaCTpaI/IBaTI) IIOJIUTHKHA 6€30MMacHOCTH ONCPAAOHHEIX CHCTEM

OuenuBarh yrpo3sl 0e300acHOCTH HHPOPMAIHH ONIEPallMOHHEIX CHCTEM

IIpoTuBoAEiicTBOBaTh yrpo3aM Ge30MacHOCTH HHGOpPMAHMH C MCIOIb30BaHHEM
BCTPOESHHBIX CPEJICTB 3aLUTEHI HHPOPMAIIMH OLEPAHOHHBIX CHCTEM

Bribupars pexumsl paboOTHl IPOrpaMMHO-aNMNapaTHBIX CPEICTB  3aIlUTHI
UH(OpPMAIHK B ONEPallMOHHBIX CHCTEMax

HacTpauBars aHTHBHPYCHBIE CPECTBA 3alIMTHI HHQOPMALKMH B ON€PAHOHHEIX
cucreMax

VeraHaBnMBark OOHOBJIEHHS IPOrpaMMHOIO  OOECHEYEHHMS HM  CPEACTB
AHTHUBHPYCHOH 3allMTHI

IIpoBOAMTH MOHHTOPHHT  (PYHKIMOHHPOBAHHMs  IIPOrPaMMHO-ANMMAPaTHBIX
CpeACTB 3alMTH MHPOPMALUH B ONEPAIIMOHHBIX CHCTEMaxX

[Mpoussomuth aHamm3 >(GEKTHBHOCTH IPOrPpaMMHO-ANMAPATHBIX CPEACTB
3aIUTH HHGOOPMALHH B ONIEPAlHOHHBIX CHCTEMAX

OHGHHB&TB ONTHMAJIBHOCTB BBIGOpa IIporpaMMHO-aImnaparibIX CpCaACTB 3alUThI
I/IH(I)OpMaI.II/II/I H UX PEKUMOB Q)yHKHHOHHpOBaHHH B ONCPAlHOHHEBIX CUCTEMAX

Heob6xoauMbie
3HAHMUSA

Apxn’rexcrypa M IPUHIMIIEI IOCTPOCHUS OIEPAIlHOHHBIX CHCTCM

IIporpamMmHble HHTEP(EHCHI ONEPAMOHHLIX CHCTEM

Buaepl mojJMTHK yupaBJICHUsI NOCTYIIOM H HH(bOpMaIIPIOHHbIMI/I IIOTOKaMH
IIPAMCHHTCIIBHO K ONNCPAMOHHBIM CHCTCMaM

ApXuTeKTypa IOICUCTEM 3aIIUThl HHYOPMALMH B OICPALIMOHHBIX CHCTEMAX

[IpyHounsl  QyHKUMOHHPOBAHHA  CPEACTB  3aIMTEI  MHpOpMauMyd B
ONEpAIlAOHHEIX CHCTEMAxX, B TOM 9HCIE HCIONB3YIOUMX KpHITOorpadguyeckue
aJITOPHTMBI

CocTaB THNOBBIX KOHQUIypalmii MpOrpaMMHO-aNNAapaTHbIX CPEJICTB 3allMTHI
uHpopMaLuu

TpeGopaHus 10 COCTaBy W XapaKTepPHCTHKAM MOACHCTEM 3alMTHI HHGOpMauuy
IPUMEHUTEIIHHO K ONEPAIMOHHBIM CHCTEMaM

HOpH}IOK pcanu3anud MCETOHAOB U CPEACTB aHTHBprCHOﬁ 3allUTEI B
OINICPAllMOHHEIX CUCTEMAX
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IIporpaMMHO-aNMaparTHbple CPEACTBA M METOAbl 3amMTE HHQOpMauuM B
OMepalMOHHBIX CHCTEMaX

TTpuHIMITEl paGOTH ¥ NIPaBUIIA SKCIUTyaTallii IPOrpaMMHO-aNapaTHBIX CPEJICTB
3amuTsl KHGOPMauU

HopmarusHBIE paBOBBIE aKThl B 06/1aCTH 3alMTH HHGOpPMAIHH

PyKOBO/JSIIME H METOAMYECKHE MOKYMEHTHI YNONHOMOYEHHBIX (heiepabHBIX
OpraHOB HCIIOJHHUTEIHHOM BIAacTH IO 3alUTe MHGOPMAUMH ¥ OOeCIeYeHHEO
6e30MaCHOCTH KPUTHYECKOH HH(POPMALMOHHOH MHPPaCTPYKTYpPEI

OpFaHI/ISaIII/IOHHLIC MCPBI IO 3alATC umbopmalmn

Hpyrue

XapaKTEpPUCTUKH

3.2.2. TpynoBas pyHKIHA

AJIMHHHCTPUpPOBaHHE IPOrPaAMMHO- VpoBeHs

HauMeHOBaHHe | ANTIAPATHBIX CPEJCTB 3alIMTH HHpopMauu B | Kox B/02.6 | (nomyposews) 6

KOMITBIOTEPHBIX CETAX KBaUHKaLIY

ITpoucxoxaeHue
TpYAORO# GyHKLMH

3auMCTBOBAHO U3
- Opururan X

OpHI'MHAJIa

Koxn PerucrpauioHHBIA HOMED
OpHIrHHala npo¢eCCHOHATBHOTO
CTaHAapTa

Tpynoseie neHcTBHS

OnpezleneHue cocTaBa IpHMEHACMBIX [IPOrpaMMHO-ANNApaTrHbIX CpeacTB
3allUThI nthopMaunn B KOMITBIOTCPHBIX CETAX

PaspaGoTka mopsaxa IPAMEHEHHs MPOrpaMMHO-AlIapPaTHBIX CPEACTB 3aMIHTEI
UH(OpPMALUH B KOMIBIOTEPHBIX CETAX

®opmupoBaHKe abIOHOB KOH(HIypauuy IPOrpaMMHO-AlNapaTHBIX CPEICTB
3alUTHl HHQOPMAUH B KOMIBIOTEPHBIX CETAX

HacTtpoiika nporpaMMHbIX H aNNapaTHEIX CPEACTB MOCTPOEHUS KOMITBIOTEPHBIX
cereif, HCTIONB3YIOMMX KPUITOrpahHuecKylo 3aiuTy HHbopManuu

VnpasneHue QpyHKIHOHHPOBAHHEM MPOTPaMMHO-ANIAPATHBIX CPEJICTB 3alUTHI
UHGOPMAIIHH B KOMIIBIOTEPHBIX CETAX

KOHTpolIb  KOPPEKTHOCTH  (DYHKIMOHMpOBaHWs — IIPOrpPaMMHO-alIapaTHBIX
CpeZICTB 3auUThl HHQOPMALMK B KOMOBIOTEPHBIX CETAX

VYnpapJieHHE CPEACTBAMH MEXCETEBOTO IKPAHHPOBAHUS B KOMIIBIOTEPHBIX CETX
B COOTBETCTBHH C AEHCTBYIOIMMH TPEOOBaHUAMH

HeoOxoauMeie
yMEHUS

OueHuBaTh yrpo3bl 6€30MacHOCTH HHQOPMANMH B KOMIBIOTEPHBIX CETAX

HacTpausars npasuia QUILTpaLMH NAKETOB B KOMIIBIOTEPHBIX CETAX

OGOCHOBBIBAaTL BBIOOP HCIONBE3YyEeMBIX IPOrPaMMHO-ANNIapaTHBIX  CPEICTB
3aIUTHl KHGOPMAUU B KOMIIBIOTEPHBIX CCTAX

Kon¢urypuposars u KOHTPOJIHPOBaTh KOPPEKTHOCTb HAaCTPOHKH IPOrpaMMHO-
annaparHbIX CPEACTB 3allThl HHPOpPMalXK B KOMITBIOTEPHBIX CETX

Boibupare pexuMmbl  pabOTBI  IIPOrpaMMHO-AN@PaTHBIX CPEACTB  3AIIMTHI
HHGOPMAIINH B KOMITBIOTEPHBIX CETAX

TIpoBOAMTE MOHHTOPHMHI  (YHKIMOHMPOBAHHS — IPOrPaMMHO-AMNAPATHBIX
CPEJICTB 3aIMTH HHPOPMAIMH B KOMIBIOTEPHBIX CETAX

TlpousBomuTe aHamu3 3(PQEKTHBHOCTH NPOTPAMMHO-ANINAPATHBIX CPEACTB
33U TH HHGOPMAKMK B KOMIIBIOTEPHBIX CETAX

OlleHHBaTh ONITHMAIEHOCTH BEIOOPA MPOrpaMMHO-alNapaTHbIX CPEACTB 3aLUTEI
HH(OPMAIIHH ¥ MX PEKAMOB HYHKIMOHHPOBAHYS B KOMILIOTEPHBIX CETAX




13

Heo6xonumsbie [TpUHIHIBI TOCTPOEHUA KOMIBIOTEPHBIX CETEH

3HAHUSA CTeK ceTeBbIX MPOTOKOJIOB ONEPAIMOHHBIX CHCTEM
CTeK mpOTOKOJIOB CETEBOTO 000PYyI0BaHHUS
TTopsaoK pean3aiii METOJIOB U CPEICTB MEXKCETEBOTO SKPAaHHPOBAHHSI
[lpuniunsl  GYHKUMOHHPOBAHMS  CETEBHIX  IPOTOKOJNOB,  BKJIIOYAIOMIUX
Kpurrorpapuyeckue alrOpuTMBbI
Bupl MONMTHK YNPaBICHHS IOCTYNOM H HHGOPMALMOHHBIMM NOTOKaMH B
KOMITBIOTEPHBIX CETIX
Hctounuku yrpo3 uH(GOpMaHOHHOH 6€30IaCHOCTH B KOMIIBIOTEPHBIX CETAX M
MepEHI 10 MX MPeJI0TBPALICHHIO
CocTaB THIOBBIX KOH(HIypamuii IporpaMMHO-alIapaTHBIX CPEICTB 3allUTHI
MHQPOPMALIUH ¥ PEKUMOB HX QYHKIHOHHPOBAHHS B KOMIBIOTEPHBIX CETAX
Mertomsl HW3MEPEHHM, KOHTPOJIAI M TEXHHYECKMX DacdeTOB XapaKTEPHCTHK
IpOrpaMMHO-AIINIAPATHIX CPEACTB 3alINTEI HH(OpMayH
[Ipunnunsl paGoThl ¥ TpaBHNa 3KCIUTyaTallid IPHMEHSEMBIX IPOrpaMMHO-
annaparHbIX CPeJCTB 3allUTH HHPOPMALUK
IIporpaMMHO-anmapaTHele CPeACTBA M METONbl 3aliUTHl HHpOpManuu B
KOMITBIOTEPHBIX CETIX
HopMarHBHEBIE IPABOBHIC aKTHI B 00JIACTH 3aIIUTEI HH(GOpMAHH
PyKoBOZISIIE H METOIUYECKHE HOKYMEHTHI YHOTHOMOYEHHBIX (helepanbHbIX
OpraHoB HCMOJIHMTEIBHON BMAaCTH IO 3alMUTEe MHOGOPMAUHH M OOECIEYCHHIO
6€30MacHOCTH KPUTHYECKOH HHPOPMAIlMOHHO# MHPPACTPYKTYphI
Oprann3auMoHHbIE MEPHI I10 3allUTe HHGOPMaLK

Npyrue -

XapaKTEPHCTHKU

3.2.3. TpynoBas pyHKUHHA

AJMHUHHCTPHPOBAHHE CPEACTB 3ALIUTHI VpoBerp
Haumenosanre | nHGOpMaNui NPHUKIAAHOIO H CHCTEMHOIO Kox i B/03.6 | (momyposeHs) 6
TIPOTrpaMMHOr0 obecreueHus KBaH(HKALHH
X aMMCTBOBAHO M.
Ipouc ov)xneﬂne Opurmsan X 3aumc 3
TpyaoBoi GyHKIMH OpHUrHHaNa
Koz PeructpaunoHHEIH HOMEp
OpHIHHaja npo¢eCCHOHANBEHOTO
CTaHAapTa
TpynoBeie peiictBus | OnpenencHue IOpsAAKa YCTAHOBKH IIPOrpPaMMHOIO obecrieyeHHs1 C LENbIO

cobmonenus TpeboBanuil Mo 3amuTe HHGOpMaLMU

KouTpoJs 3a cobmoneneM TpeOOBaHHid 110 3aIIKTe UH(pOpMALHK IPH YCTAHOBKE
IpPOrpaMMHOr0  oOecClieueHHs, BKIIOYas  aHTHBHPYCHOC  NPOrpaMMHOE
obecrneueHue

®opmynupoBanue TpeGOBaHHH K IapaMeTpaM CPEeICTB aHTHBHPYCHOH 3allHThI
U1 KOPPEKTHOM paGoTE! NPOrpaMMHOTO 00€CTICYeHUS

BoimonHende paGoT MO OOHApYXEHHMIO BpEIOHOCHOTO HpPOrpaMMHOTO
obecneueHHs

JlukBupauus oGHAPYXEHHOTO BPEAOHOCHOTO IIPOTPaMMHOTO OOecmeYeHus H
HOCIE/CTBHI €10 PYHKIMOHHPOBAHHS

dopMyMpoBaHue TpeGOBaHHI K BCTPOCHHBIM CPEICTBAM 3l Thl HH(OPMAIH
POrpaMMHOro 06ecreueHus
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Heobxoaumele
yMeHHS

Anamu3upoBare  yrpo3si  Oe3omacHoCTH — MHpOpMallMM  IPOrpaMMHOTO
obecreueHus

@opmynupoBarh mpaBWia 0e30macHOH  3KCIUIyaTalldM  [IPOrpaMMHOIO
obecredeHus

O6ocHOBEIBaTh ~ TpaBWia  Oe30MacHOM  SKCIUTyaTalldH  IIPOrpaMMHOIO
obecneyeHus

AHanmu3upoBaTh (YHKIMOHMPOBAHHE HPOrPaMMHOrO oOecmeyeHHs C IENbIO
onpeie/IeHHs] BO3MOXXHOTO BPEJIOHOCHOTO BO3EHCTBHS

HpOHBBOI[PITB IIPOBEPKY COOTBETCTBUA PEATIBHBIX XapaKTCPHUCTHK NMPOrpaMMHO-
anqaparHeIX CpEACTB 3alllUThI nnd)opmaupm 3a4BJICHHBIM B HMX TEXHHYECKOM
JOKYMCHTAIlUH

OcyImecTBIATh MEPONPHUATHS IO NPOTHBOACHCTBHIO yrpo3aM O€30MacHOCTH
MH(OPMALMH, BO3HHKAIOMINM IPH SKCINTYaTalliH IPOTPaMMHOIO 00€CTICUCHS

Onpegenste NOPAZOK (QYHKIHOHAPOBAHHA IPOrPAMMHOIO OOECHEYCHHS C
LENbI0 00ecIedeH s 3aumTh HHGopManuu

Ananu3upoBath 3G QeKTUBHOCTH  CHOPMYTHPOBaHHBLIX  TpeGoBaHMA K
BCTPOEHHBIM CPECTBAM 3allUTHI HH(POPMALHK IPOrpaMMHOr0 obecneueHus

HeoOxomuMmeie
3HAHUSA

ApXHTEKTYpa HOJICHCTEM 3alIUThl HHPOpMallMK B ONEPALMOHHBIX CHCTEMaX

[IpUHIAIIBI TOCTPOSHHUS CHCTEM YNIPaBICHUS 6a3aMHu JaHHbIX

OcHoBHBIE CpE€ACTBA M METOJIBI aHAJIN3a IPOrPaMMHBIX peannsaunﬁ

HpHHI.lHIIBI MOCTPOCHHU AHTUBUPYCHOIrO IporpaMMHOI0 obecneueHus

Buapl MONMTHK YIOpaBNEeHHS JOOCTYNOM M HHQOPMAIMOHHBIMM MOTOKaMH
IPEMEHHTEIIHHO K IPUKIIATHOMY MPOrpaMMHOMY O00€CIIEYEHHIO

Wctounukr  yrpo3  HHQOpPMAalMOHHOH  06€30mMacHOCTM  NIPOrpaMMHOIO
obecreueHHs B MEPHI 10 X NIPEAOTBPAMECHHIO

VA3BEMOCTH HCIONIB3yEMOr0 MPOrPaMMHOTO OOECIedeHHs M METOAbl HX
yCTpaHEeHHs

Buast u  ¢dopmbl  (QyHKIMOHHPOBaHHSA  BPEJIOHOCHOTO  IPOTrpPaMMHOIO
obecniegeHus

XapaKTepHme NpHU3HaKH HATHYIHA BPEAOHOCHOI'O IIpOorpaMMHOIo obecneyeHus

CpenctBa M MeTonbl OOHapyXKeHHs paHee HEM3BECTHOTO BpPEJOHOCHOTO
IporpaMMHOT0 obecrnedeHus

IIpHAIMNBl QYHKIHOHHPOBAHHUA HPOTPaMMHBIX CPEICTB KPHNTOrpaduyeckoi
3aIUTH] MHPOpPMAIUU

IMopsanok obecredeHuss 0Oe30MacHOCTH HMH(OpPMANMKM OpPH  IKCILIyaTallMH
IPOrpaMMHOI0 06ecIeYeHHUs

HopmarHBHBIE TPABOBBIE aKTHI B 001aCTH 3alUTE HHPOpMALIH

PykoBonsmue U METOAMYESCKHE NOKyMEHTHI YIOJIHOMOYEHHBIX (henepalbHBIX
OpraHoB HCIOJIHHTENBHON BIIACTH IO 3aMTeé MHPOPMAUMH H O00ECICUCHUIO
6e30MaCHOCTH KPUTHIECKOH HHGOPMAIMOHHOH HH(PACTPYKTypPBI

OpI‘aHI/I3aIIHOHHI>IC MCEDPBEI 110 3alIUTE HH(t)OpMaIII/II/I

Hpyrue
XapaKTCPUCTHKH

3.3. O6o6mennan TpyaoBas pyHKuus

HawnmeHnoBanue

OuesnBanie ypoBHA 6€30I1aCHOCTH
KOMIIBIOTEPHBIX CHCTEM M CETEH KBaTH(UKALHH

Kox C YpoBeHb 7
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ITpoucxoxaexnue
00001eHHO# TPy HOBOH . Opurasan = X 3auMCTBORAHO 113
OpHYryHaia
OGyHKIUH ;
Kon PeructpauroHHbIl HOMEP
OpHrUHaNa npodeCcCHOHANBHOTO
cTaHgapra
Bo3mosxHbie CrienMaIvCT 10 3aipTe HHPOPMaIMH B KOMIBIOTEPHBIX CHCTEMAX U CETAX
HauMEHOBaHHUS DKcnepT N0 aHAIKU3Y 3aIMHIICHHOCTH KOMITbIOTEPHBIX CHCTEM H cereit
JOIDKHOCTEH, Bexymmuii (cTapiuii) ClIeHHAIHCT 10 3aluTe HHbOpMaluK
npodeccuit PyKoBoauTeNb IPpyNIIbl (CIENHATM3APOBAHHON B IPOYHX OTPAacifix)

PyKoBOJMTENb Ipynmbl ((yHKIHOHATEHON B MPOIHX 0671acTsX AESTENBHOCTH)

TpeboBanus k
00pa3oBaHUIO H
00y4eHHIO

Bricmee 00pasoBaHHe — CIICIHUAIMTET HIIM MarucTparypa

TpeboBanus
OIBITY
IPaKTHUYECKOH
paboThI

Ocob5ie ycrnoBHS
J0ImycKa K pabote

Hamume momycka K TOCYJapCTBeHHO# TaitHe (1 HEOOXOMUMOCTH)

HApyrue
XapaKTEpUCTHKH

PexoMmenyeTcs JONOIHATENEHOE ITpodeccHoHanbHOe 00pasoBaHue —
NporpaMMBbI OBBIIIEHNS KBaTHpHKAHK B 0671aCTH HHGOPMAUOHHON
0€30IacHOCTH

JlononHuTENbHEIE XapaKTEPHCTHKH

HawnmenoBanue Kon HaumeHoBan#e 6a30B0ii IpyIIIbL, JOIDKHOCTH (podeccun)
JOKyMEHTa HIH CHIENHAIBHOCTH
OK3 2523 CreHanuCcThl 10 KOMIBIOTEPHBIM CETAM
EKC - NnikeHep-IPOrpaMMHKCT 1O TEXHHIECKOH 3aILUTE
uHQopMaK
- AZIMUHHACTpATOp 10 00ecIeYeHUI0 OE30IIaCHOCTH
HHpOpMaLTH
- CrienyanucT [0 TEXHHYECKOH 3aluTe HHpopMaluu
OKIIATP 26579 CrnenuanmcT mo 3amure HHpopMaluH
46155 PykoBOqHTEIbL TPYIIbI TO/IPa3ENECHHU 110 KOMILTEKCHOR
3anMTe HHGOopMalui
OKCO 2.10.04.01 | UudopmanmonHas 6€30MaCHOCTh
2.10.05.01 | KommsioTepHas 6€301aCHOCTh
2.10.05.02 | UudopmanronHas 6€3011aCHOCTh TEIEKOMMYHHKaLlHOHHBIX
CHCTEM
2.10.05.03 | MudopmaionHoH 6€30aCHOCTH aBTOMATH3HPOBaHHBIX
CHCTEM
2.10.05.04 | VindopMaLmOHHO-aHATMTHYECKHE CHCTEMbI O€30IaCHOCTH
2.10.05.05 | Be3onacHOCTh MHGOPMAIMOHHBIX TEXHOJIOTHH B
NpaBOOXpaHUTENBHOH cdepe
2.10.05.06 | Kpunrorpadus
2.10.05.07 | IlpoTuBOAEHCTBHE TEXHUYECKAM Pa3BeIKaM
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3.3.1. Tpynosas GpyHKIHA

ITpoBe/ieHKEe KOHTPOJIBHBIX IPOBEPOK

paboTococoGHOCTH H 3)PEKTHBHOCTH Vposens
HauMenoBaHMe | IIPUMEHAEMBIX NIPOrpaMMHO-aNNapaTHBIX Kon | C/01.7 | (nomyposetn) 7
Cpe/ICTB 3aluThl MHPOPMaIHH B KOMIBIOTEPHBIX KBATH(UKALHH

CHUCTEMAX H CCTAX

IMpoucxoxaeHue
TPYA0BO# (YHKIHH

3auMCTBOBaHO U3

Opurvnan X P
Kon PerucTpaluioHHbIA HOMEP
OpHMIHHAIA npodecCHOHANBHOIO
CTaHAapTa

Tpynoseie neicTBUA

OneHka paboTOCIIOCOOHOCTH NMPHMEHAEMBIX IIPOrPaMMHO-aNNapaTHBIX CPEICTB
3amuThl HHGOPMAIIUH C HCTIONB30BAHUEM IUTATHLIX CPEACTB H METOJMK

Onenka >(PQEKTUBHOCTH TNPUMEHSIEMBIX MPOrPaMMHO-ANNApaTHBIX CPEJCTB
3aIUTEH HHPOPMAIIMH C UCHOJIB30BAHHEM INTATHBIX CPEJCTB U METOAUK

OHpelICJ'ICHI/Ie YPOBHs 3alllAIUCHHOCTH H AOBECPHA nporpaMMHO-aInapaTHbIX
CpC€ACTB 3allIUThI I/IH(i)OpMaI_II/II/I

XapaKTepUCTHKH

HeobxoauMsie Onpefenars mapaMeTpbl  (YHKIHMOHMPOBAaHMsS — IPOrPaMMHO-aNNapaTHBIX
yMEeHHS CpEJICTB 3alIUThl HHQOpMallul
PazpabaTsiBaTh METOAMKH OLECHKH 3aIIMIICHHOCTH MPOTrPaMMHO-aNNapaTHbIX
CPEACTB 3alIMTHl HHPOpMAaLIUK
OrnenuBath 30¢eKTHBHOCTD 3aIHUTH MHPOpMaLKK
IIpuMenATs pa3paGoTaHHBIE METOIWMKH OLEHKH 3alIAIICHHOCTH IPOrpaMMHO-
anfaparHbIX CPEACTB 3alUTE HHGOPMALIU
AHalM3upoBaTh IIPOrpaMMHO-ANNApaTHEIE CPEACTBA 3alMTBl € LEJBIO
oIpezesieHus YPOBHS 00€cIIeYHBAEMBIX HMH 3AlUIICHHOCTH H IOBSPHS
HeobGxonumsbie ITpMHIMITE] HOCTPOCHHS KOMITBIOTEPHBIX CHUCTEM U CeTEH
3HaHUA MeTo/IsI ¥ METOOMKH OLIEHKH 0€30MacHOCTH MPOrpaMMHO-AIMAPATHBIX CPEICTB
3aIMTHl HHPOPMAITIH
[IpHHIMIEI  TOCTPOEHHA  NPOTPaMMHO-aNNapaTHBIX  CPEJCTB  3aIUUTHI
uHbOpMaLHU
IIpyHIHANEL NOCTPOEHHS MOACHCTEM 3aIIMTHl MHGOPMAUHH B KOMIBIOTEPHBIX
crcTeMax
Mertoas! OLeHKH 3(QEKTHBHOCTH MOMUTHKH 6€30IaCHOCTH, pealTu30BaHHOH B
TIPOrpaMMHO-aNapPaTHBIX CPECTBAX 3aIMUTHI HHGOPMAIHH
MeToB! ¥ CPEACTBA OLEHKHA KOPPEKTHOCTH M 3(PQEKTHBHOCTH MPOTrpaMMHBIX
peau3anuii AITOPUTMOB 3aIIATH HHPOpMAIUH
MeTtonpl aHaNM3a NPOrPaMMHOrO KoJa C IENbI0 IOHCKAa IOTCHIHAILHBIX
yA3BUMOCTEH M HEZJOKYMEHTHPOBAHHBIX BO3MOXKHOCTCH
Crioco6b! aHATH3a IPHMEHSIEMBIX METOZIOB H CPE/ICTB 3allIATHl HHGOpPMALUK Ha
IpeaMET COOTBETCTBHA NMOJUTHKE 0e30I1aCHOCTH
HaupnoHasbHBIE, MEXTOCYIapCTBEHHBIE H MEXKIYHAPOIHBIE CTAHAAPTHI B 001aCTH
3aIyThl KHPOPMaLUH
HopMaTHBHEIE IPABOBBIC aKTHI B 00/IaCTH 3alIMTEI HHGOPMaLHH
PyKOBOJAIIME W METOAWYECKHE JOKYMEHTHI YIIOTHOMOYEHHBIX (hezepanbHbIX
OpraHOB HCTONHHTENBHONA BJIACTH IO 3ammTe WHGbOpMAUMM H OOCCICUCHHIO
Ge30macHOCTH KPUTHYECKOH HHPOPMAHOHHOH HH(PacTPYKTypBI
OpraHu3alMOHHbIC MEPHI 10 3allUTe HHGOpMALUH
Tpyrae -




3.3.2. TpynoBas pyHKuHSA

Pazpabotka TpeboBaHuii O 3a1IMTE, VpoBeHs

Haumenosauue | (JOPMHUPOBAHUE MOJUTHK 6€30IIaCHOCTH Kon | C/02.7 | (nomyposeHs) 7

KOMITBIOTEPHBIX CUCTEM H CETEH KBaNHGHKAN

[MpoucxoxaeHue
TpyAOBO# QyHKIHM

3aMCTBOBAHO U3

Opururan X
P OpHrMHAIA

Kon PeructpaipioHHbIH HOMED
OpHMIrHHaIa npo¢eccuoHaIBHOrO
cTaHaapTa

Tpynossle
JeiicTBUL

dopMupoBaHHe MOIUTHK 6€30IIaCHOCTH KOMIBIOTEPHEIX CUCTEM

KOHchIbTPIPOBaHHC 110 Bonpocam 6e30macHOCTH KOMIBIOTCPHBIX CHCTCM

Pa3spaboTka npoduiieil 3alMUTH ¥ 3aJaHui 110 6€30IaCHOCTH

Pa3pa6oTka TeXHHYECKUX 3aJaHHH Ha CO3/IaHHE CPEICTB 3aIMTHl HHpopManuu

[MpuHsATHE pelleHHs O HeOGX0IUMOCTH 3alHUThl HHGOPMAIIHH, COIEPHKAIIEHCS B
HH(POPMALMOHHON CHCTEME

Krnaccuduxaius HHOOPMAUMOHHOH CHCTEMBI 1O TpeOOBaHHAM 3alUTHI
uHpopMaLuu

Onpenenenue yrpo3 6e30nacHOCTH HHGOPMAIHH, peanm3alisd KOTOPhIX MOXKET
TPUBECTH K HapyIIeHUIO 6e301acHOCTH HHGOPMALMH B KOMIILIOTEPHON CHCTEME
U CETH

PaspaGoTka MoZieIiH Yyrpo3 6€30acHOCTH HHPOPMAalMH

3anaune TpeOOBaHHMI K 3amyTe HHGOPMAIHMH KOMIBIOTEPHOH CHCTEMEI

Pa3pa60TKa PYKOBOIAIINX JOKYMEHTOB 110 3alIUTC I/IH(l)OpMaI.IPII/I B Oprann3aln

Heob6xoauMsie
yMEHHS

AHa.HIrISI/IPOBaTL KOMIIBIOTEPHYIO CUCTEMY C IIE€JIBIO OIIPEACIICHHA HCO6X0)II/IMOFO
YPOBHSA 3allIMINEHHOCTH U NOBEPH A

PaspabatbiBaTh Npo(duIH 3aIATH KOMIBIOTEPHEIX CHCTEM

(DOPMYJII/IPOBaTB 3aaHu4 1o 0e30MmacHOCTH KOMIIBIOTCPHBIX CHCTEM

Brmonuarh aHaim3 6e30mMacHOCTH KOMIBIOTEPHBIX CHCTEM H pa3pa6aT51BaTL
PECKOMCHJAIIMH IO SKCILTyaTalli¥ CHCTCMBbI 3aITUTHL I/IH(l)OpMaIII/II/I

®opMHUpOBATH MOJMTHKH 6€30IIaCHOCTH KOMIIBIOTEPHBIX CHCTEM M CETEH

Heob6xoaumeie
3HAHMA

TIpHHIMIIBI TOCTPOEHHUS KOMIBIOTEPHBIX CHCTEM U ceTed

Moaemm 0e30macHOCTH KOMIIBIOTEPHBIX CHCTEM

Bunp! moauTHk 6e30MmacHOCTH KOMHBIOTépHBIX CHCTEM H CeTei

TIpMHIANBI IOCTPOEHHS CPEACTB KPHITOrpapUIECKOH 3aIMUTHI HHpOpMAIMH

HanuoHaubHEIE, MEXIOCYJapCTBEHHBIE M MEXIYHApOAHbLIC CTaHAApTHl B
00J1acTH 3a1UTHI HHPOpMaIyK

BosmoxHoCTH HCIIOJIL3YEMBIX H IUIAHHPYEMEBIX K HCIIOJIb30BaHHIO CPCACTB
3allUTHI nml)opMaunn

HopmarHBHBIE IPaBOBbIE aKTHI B 0011aCTH 3aIUTEI HHPOpPMALINH

PykoBojsiliie H METOAMYECKHE HOKYMEHTHI YIOJHOMOYEHHBIX (enepalbHBIX
OpraHoB MCIOJHHTENBHOM BIAcTH MO 3alluTe HHPOpMALUM M OOCCICYCHHUIO
6€30MaCHOCTH KpUTHIECKOH HHPOPMALIMOHHOH HH(PacTPyKTypHI

Opranu3alimOHHBIE MEPHI IO 3aIATE HH(GOpPMAIUK

Hpyrue

XapaKTCPUCTHKHA
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3.3.3. TpynoBas pyHKuus

IMposenenne aHamm3a 6€30I1aCHOCTH YposeHb

HaiMeHOBAHKE | yoMMEBIOTEPHBIX CHCTEM Koxn C/03.7 (onypoBeHb) 7

KBaHpUKaLUA

IIponcxoxneHre
TpyaoBoi yHKIHA

3alMCTBOBaHO U3
OpHIHHAJIA

Opurusan X

Kon PeructpauoHHbI HOMED
OpUTUHANa npodeccHOHAILHOrO
CTaHAapTa

TpynoBsie OeACTBHA

Onpeneneﬂne YPOBH: 3allMIICHHOCTH ¥ TOBCPUI B KOMIIBIOTEPHBIX CHCTEMaAX

Onenka PHCKOB, CBA3aHHBIX C OCYIICCTBICHHCM yrpos 0e30MmacHOCTH B
OTHOINCHHUH KOMIBIOTCPHBIX CHCTEM

Onenka COOTBCTCTBHS MEXaHH3MOB 0e30MacHOCTH KOMIII)IOTCPHOﬁ CHUCTCMBI
Tpe60BaHI/IHM CYIIECTBYIOIINX HOPMAaTHBHBIX JOKYMEHTOB, a TaKXKC HX
aZCKBaTHOCTH CYLICCTBYIOUIUM pHCKaM

IloaroroBka aHAMMTHYECKOIO OTYETa HO peE3yJbTaTaM HPOBCACHHOTO aHaJIn3a
YPOBHs 3alIMIICHHOCTH X NOBCPHA B KOMIIBIOTEPHBIX CHCTEMAX

OopMyTHPOBAHHE NPEVIOKEHHH N0 YCTPAHEHHIO BBISBJICHHBIX YS3BHMOCTCH
KOMIIBIOTEPHBIX CETEH

HeobxoarMbie
YMEHHUS

AHATH3UPOBAaTh KOMIIBIOTEPHYIO CHCTEMY C IEIbIO ONpCICNCHHA YPOBHA
3aIMIICHHOCTH U J0BEPHS

IIporHO3MpOBaTh BO3MOXKHBIE MYTH pa3sBUTHS JACHCTBHH  HapyIIHTENA
HHGOpMaMOHHOH 6€301IaCHOCTH

np0H3B0]_II/ITB aHaIu3 MOJUTHKH 0€30MacHOCTH Ha peaMeT aACKBaTHOCTH

TIpOBOMTL MOHMTOPHHT, aHAIH3 M CpaBHEHHME 3(P(EKTHBHOCTH NMPOrpaMMHO-
annapaTHBIX CPEICTB 3alMTH HHOpPMAalMK B ONICPAIlHOHHBIX CHCTEMAX

CocTtaBnath U O(I)OpMJIHTB aHAMUTHYECKHH OTYET MO pe3ynbTaTaM NpoBeACHHOIO
aHaJIx3a

Pa3paGaTI:IBaTB HPC/IOXKEHNUA 10 YCTPAHCHHIO BBEIIBJICHHBIX y513BI/IMOCTeI71

Heobxoaumbie
3HAHHS

IIpHAIUIBI OCTPOESHHS KOMIIBIOTEPHBIX CHCTEM H CeTeH

Via3samMocTH KOMIIBIOTEPHEBIX CHCTEM N ceTeit

Kpunrmorpaduyeckne METObI 3aIUTEl HHGOpMaLiy

IIpuHIMIIBI HOCTPOCHHS CHCTEM YNIpaBieHUs 0a3aMH JaHHBIX

Cpezcrsa aHann3a KOHQHTYpauui

HaumoHaIbHBIE, MEXTOCYAApCTBCHHBIE H MEXIYyHApOJHbIE CTaHIAPTHl B
obnacty 3aumTel ”HQOPMALUA

HOpMaT VBHBIC IIPABOBLIC AKTHI B 00nacT 3aIUThI nﬂ(bopmauun

PyKOBOJAIIHE M METOIMYECKHE NOKYMEHTHI YTIOTHOMOYECHHBIX (elepatbHBIX
OpraHOB HCTOJHMTENBHON BIACTH IO 3aiyUTe WHGOpPMAIMH K O0OECIEICHHIO
Ge30MacHOCTH KpUTHIECKOH HHOPMAIIMOHHON NHGPACTPYKTYPhI

Opranu3alMOHHBIE MEPHI 110 3aniuTe MHpOPMALHH

Hpyrue
XapaKTePHUCTUKH

3.3.4. TpynoBas GyHKuIMs

IIpoBenenne cepTHPHKAME TPOrPAMMHO- YposeHp
HauMeHOBAHNE | apapaTHBIX CPEACTB 3aLIATH HHpopManuy

Kon | C/04.7 | (momypoBeHs) 7
KBaTHpUKALHMH




TIpoHcXoXKIEHHE TPYIOBOH
GyHKUHH
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3aUMCTBOBaHO W3
Opurunan X |
OpHTHHAJIA

i

Kon Perucrpaiponnb1it HoMep
OpHUrHHaia npodecCHOHATLHOTO
CTaHAapTa

TpynoBeie feficTBUA

[IpoBefieHHE TEOPETHYECKHX  HCCIIENIOBAaHMH  ypPOBHCH  3allIMIICHHOCTH
KOMITLIOTEPHBIX CHCTEM H CETEH

IIpoBefieHHe 3KCIEPHMEHTANBHBIX HCCIEIOBAHHM YPOBHEH 3allHIICHHOCTH
KOMIIBIOTEPHBIX CUCTEM H CETEH

IIpoBenenre CepTMPHKANMOHHBIX HCHOBITAHAW  NPOrPaMMHO-ANNApaTHBIX
CPEJCTB 3aIUUTH HHPOPMAIlHH C HCHOJIb30BAHHEM HHCTPYMEHTAIILHBIX CPEICTB

IToaroroBKka aHAJWTHYECKOIO OT9YETa IO  pe3yiabraraM  IPOBEACHHBIX
cepTH(HKALMOHHBIX HCIBITAHAH IPOTPaMMHO-ANNAPATHBIX CPEJCTB 3aIUMTHI
HHGOPMALIH

OopMyIHpOBaHHE BEIBOIOB 00 OLIeHKe 3alHINEHHOCTH KOMIIBIOTEPHEIX CHUCTEM
u cereil

Heo6xoauMele
yMeHus

AHaIM3HPOBaTh KOMIIBIOTEPHYIO CHCTEMY C LENBIO ONpPEACTIeHHS YPOBHA
3alUIIEHHOCTH U JIOBEPHS

Hcnons3oBaTh IIpO('l)I/IIII/I 3aIUThI M 33/1aHHUA 11O 6e30macHOCTH

TIpHMEHATh MHCTPYMEHTAIBHBIC CPEACTBA NPOBENCHHS CEePTH(HUKANMOHHBIX
MCIILITAHH} NPOrpaMMHO-ANNapaTHEIX CPEICTB 3alIHTEI HHOpMALUY

CoctaBmaTh M OQOPMIISTH AHAJIMTHYECKMH OTYET MO TPOBEICHHBIM
cepTU()HKAIMOHHBIM HCIBITAHAAM IIPOrPaMMHO-ANNAPATHBIX CPE/ICTB 3aIHTEI
uHpopMaLUU

llena'rb BEIBOJIbI 00 olleHKe 3alUIIEHHOCTA KOMITBIOTEPHBIX CHCTEM H cereit Ha
OCHOBAHHU AaHAIMTHYCCKOI'O OTHUCTA

HeoOxoauMele
3HAHHA

HaruoHabHEIE, MEXXTOCYJapCTBEHHbIE K MEXIYHAPOIHEIE CTaHIapThI B 001acTH
3aIUTHl HHGOpMaly

HatyoHabHBIE CTaHAAPTHI IIPOBEICHAS HAyYHO-HCCIIEAOBATENBCKUX H ONILITHO-
KOHCTPYKTOPCKUX paboT, CepTHQHUKAIMOHHBIX HCIBITAHUH M CO3aHHA CHCTEM
3aMTH HHGOpMaLH

Crioco65l opraHu3aii paboT IpH MPOBEACHHH CEPTHOUKALMHA IIPOrpaMMHO-
anmaparHbIX CPe/ICTB 3alIUTHl

TIpHHIMITE! IOCTPOEHHS CPEACTB KPUNITOrpaduyueckoi 3aIuT HHGOPMALHH

HopmaruBHbIE NPaBOBbIE aKTHI B 061aCTH 3alMTHl HHPOPMALHH

PYKOBOZIAIIHE ¥ METOAMYECKHE JOKYMEHTHI YNOJHOMOYEHHBIX (eNepaTbHbIX
OpTaHOB HCIIOJHUTENbHOM BIACTH HO 3amuTe MHGOpMALHH M OOeCHeyeHHto
6e30MacHOCTH KPUTHYECKOH HHPOPMAIMOHHOH HHPPacTPYKTypBI

OpFaHH3aIIHOHHI>Ie MCPBI 110 3aIIUTC HH(I)OpMaIIPII/I

Hpyrue

XapaKTCPUCTHKH

3.3.5. TpyaoBasi pyHKIus

HaumenoBanue | MOHHUTO

IpoBeneHnEe MHCTPYMEHTAILHOTO YpoBeHs

KOMIILIOTEPHBIX CHCTEM U CETeH KBaTH(pHUKAIHH

PHHIa 3alMIICHHOCTH Kox | C/05.7 | (momypoBeHs) 7




IMpoucxoxacHue
TpyAoBo# GyHKUMH
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OpurgHan X = 3aUMCTBOBaHO M3 OpMIMHANA

Kox PeructpamoHHbIH HOMED
OpHWrHHaIa npo¢ecCHOHATBEHOTO
cTaHJIapTa

Tpynoseie neiicTBus

BrmonseHue a”Hajip3a 3alUIICHHOCTH KOMIIBIOTCPHBIX CHCTCM C
HCIOJB30BAHUEM CKAHEPOB 0e30IMacHOCTH

BrinmoyiHeHNe aHaji3a 3alMUIICHHOCTH CETEBBIX CCPBHCOB C HCIIOJIB30BAHHEM
CpEACTB aBTOMATHYECKOI0 pCaripoBaHUA Ha MONBITKY HCCAHKIAOHUPOBAHHOTO
JocTyna K pecypcaM KOMNBIOTCPHLIX CHCTCM H ceTel

CocraBneHue OTYCTOB mo pe3yibraram IIPOBCPOK 3alUIICHHOCTH
KOMIIBIOTCPHBIX CHCTEM

HeobxoauMele
yMeHUS

(I)OpMaJIHSOBLIBafT b 3aJiady YIIpaBJICHU 0€30I1aCHOCTEIO KOMIIBIOTCPHBIX CHCTEM

HpI/IMeHSIT b HHCTPYMCHTAJIBHEIE cpeacrtsa IIPOBEACHHA MOHHTOPHHIA
3aIMHUIIEHHOCTHA KOMIIBIOTCPHBIX CUCTEM

HprIMCH}ITB METO/Ibl aHAIH3a 3al{HIIEHHOCTH KOMIIBIOTEPHBIX CHCTEM M cereit

CTpyKTypHpOBaTh aHAIMTHUECKYIO HHEQOPMAIIMIO /7l BKITIOYEHHS B OTYUET

HeobxoauMEle
3HAHUA

HpI/IHIIPIHLI MIOCTPOCHUSA KOMIBIOTEPHBIX CHCTCM U ceTen

d)OpMaJILHBIC MOACTIH 6e30MacHOCTH KOMIIBIOTCPHBIX CHCTEM U cereit

TTpuHIMIb TOCTPOCHUS CHCTEM 0OHAPY)KCHHSI KOMITHIOTEPHBIX aTaKk

Metoasl 0GpaGOTKH [JaHHBIX MOHHTOPHHTa 6€30MaCHOCTH KOMIIBIOTEPHBIX
CHCTEM M ceTell

Ilopsamok co3gaHust W CTPYKTypa OTYETa, CO3/IaBa€MOro MO pe3ylbTaraMm
MPOBEPOK

Cnocobsl OOHapyKeHWss H HEHTpalM3allMl IOCIEIACTBMA BTOPXCHHMH B
KOMIIBIOTEPHBIE CHCTEMEI

Kpnmorpa(bnqecxne IIPOTOKOJIBI, IPUMCHACMEIC B KOMIIBIOTCPHBIX CCTAX

HopmarnBHbIe IpaBoBble aKThl B 00/IaCTH 3aIMTEI MHGOpManyiy

PyKoBOASAIINE H METOAMYECKHE JOKYMEHTHI YNOTHOMOYEHHBIX (enepaibHBIX
OpraHOB HCIIOJIHHTENFHON BIACTH IO 3aluTe MH(GOpMalMu M OOeCIeYeHHIO
6e301acHOCTH KpUTHYECKOH HHQOPMALIMOHHOH HH(PACTPYKTYpPhI

OprasM3auvoHHEBIE MEpHI IO 3alUTe HHPOPMAIUH

Hpyrue

XapaKTCPHCTUKH

3.3.6. TpynoBas pyHxnusi

HposeneHHe IKCHECPTHU3BI IIPHU pACCICIOBaHHH v
v pOBEHb
KOMIIBIOTEPHBIX IIPCCTYIICHHN
HaumeHoBaHuUe p vP § Kon | C/06.7 | (nomypoBeHb) 7
IIpaBOHAPYLICHHH H HHIIUACHTOB B KBaTH(HKALHH
KOMIIBIOTCPHBIX CUCTEMAX H CCTAX
l'IponcxovmeHne Opurunan X | 3aMMCTBOBAHO U3 OPUrHHAJIA |
TPyaoBOH (yHKIHH
Kon PeructpaoHHEIA HOMEP
OpHUrHHAJA npodecCHOHANTBEHOIO
CTaHIapTa

Tpynossle neicTBUs

OIIpCI[CJ'ICHHC CBOKCTB anmapaTHbIX CPEACTB B COCTaBE KOMHBIOTepHOﬁ CHCTEMBI
n X (l)aKTI/I‘leCKOI‘O H IICPBOHAYAJILHOTO COCTOSHHA

KraccHUKanus CBOMCTB allaparHbIX CPEACTB B COCTaBE KOMILIOTEPHOMH
CHCTEMBI




21

JIMarHOCTHKA IPHYMH, YCJIOBMH HM3MECHEHHS CBOMCTB (JKCIUTyaralHOHHBIX
PEXHUMOB) AINIAPAaTHBIX CPEJCTB B COCTABE KOMIIBIOTCPHOM CHCTEMEI

OmnpeziesieHne XapakTEPUCTUK ONEPALHOHHOH CHCTEMBI H HCIONB3YEeMbIX
TEXHOJIOTHI CHCTEMHOIO IPOTPaMMHPOBAHHSA B KOMIBIOTEPHBIX CHCTEMax H
CEeTAX

AHamu3  (QyHKIMOHAQNBHBIX  CBOMCTB  NIPOrpaMMHOIO  OOeCledYeHHs B
KOMIIBIOTEPHBIX CHCTEMaX M CeTAX

Hccnegoranue ajiropurMa IIporpaMMHOIO obecmeueHus u THIIOB
NOJACPKKUBACMBIX aflapaTHBIX IIJ]aT(bOpM B KOMIIBIOTEPHBIX CUCTEMAX H CCTAX

Onpenenenye NpHYAH, UEed M YCIOBHHA H3MEHEHHS CBOHCTB (COCTOSHUA)
IPOrpaMMHOro 00ecIieYeHHs] B KOMIILIOTEPHBIX CHCTEMAX H CEeTAX

I/IHlII/IBI/IJIyaJIBHOC OTOXXICCTBJIICHHUEC OpUTHHAJIA IIPOrpaMMbl (HHCTaHH}IIIHOHHOﬁ
BepCHH) H €€ KOIIHHA Ha HOCUTCIAX AaHHBIX KOMIIBIOTCpHOfI CHCTCMEI

YcraHoBiieHUE FPYHHOBOﬁ NIPpUHALJIC)KHOCTH MPOrpaMMHOTO obecnedeHus B
KOMIIBIOTCPHBIX CHCTEMAX U CETAX

BripaboTKa NpelJIO)KEHHH 110 YCTPAHEHHIO BBIABICHHBIX YA3BUMOCTCH B
KOMIIBIOTEPHEBIX CHCTEMAX M CETAX

BuisiBiICHHE HHAMBHAYQILHBIX IPH3HAaKOB IIPOrPaMMBl,  IO3BOJIAIOIINX
BIOCJIEJICTBUM HICHTHQHUIIMPOBATh €€ aBTopa, a TakkKe B3aMMOCBAH C
MH(OPMAUMOHHEIM 00ecIieueHHEM HCCIIEAyEMOH KOMITBIOTEPHON CHCTEMBI

VcTaHOBEHME BH7a, CBOMCTB M cocTosHuA HHGopManuu ((paKTHYeCKOro u
IIepBOHAYANLHOTO, B TOM 4HCIe [0 ¢ YHaIeHMA W MoAu(puKaumu) B
KOMITBIOTEPHOM CHCTEME

OmnpesieleHHe TpPUYMH W  YCIOBHi H3MEHECHHS CBOWCTB HCCIeAyeMOH
UH(OPMAIIMH B KOMITBIOTEPHBIX CHCTEMAX H CETAX

OIIpCI.[CJICHI’IC MeXaHHu3Ma, JTHHAMHKH U 00CTOATENBCTB COOBITHS IO UMEIOTIEHCA
I/IH(l)OpMaIII/II/I Ha HOCHTEIE JAaHHEIX WM €€ KONIMAM B KOMIIBIOTCPHBIX CHCTEMaX
A CCTAX

VCTaHOBJICHHE YYaCTHHKOB COOBITHS, HX POJIM, MECTa, YCJIOBHM, PH KOTOPBIX
6bU1a co3lana, MOTM(HIKPOBaHA MK yAajdcHa HHGOpMaIUs B KOMIIBIOTEPHbIX
CHCTEMAX U CETAX

VCTaHOBJEHHE COOTBETCTBHsA MO0 HECOOTBETCTBUS ASHCTBHH ¢ MH(OpMaUHei
ClIeNHAIbHOMY periaMeHTy (IpaBHIaM), YCTaHOBICHHOMY B KOMIIBIOTEPHBIX
CHCTEMAX H CETAX

CocTaBlIeHME 3KCIEPTHOTO 3aK/IOYEHHSA IO pe3yJbTaraM pacclieIOBaHHs
KOMNBIOTEPHBIX  NPECTYIUICHHH, NpPaBOHAPYWIEHHA W  HHIMACHTOB B
KOMITBIOTEPHBIX CHCTEMAX H CETAX

HeoOxoauMeie
yMEHHS

HpI/IMeHSIT b HOPMAaTHBHBIC H IIpaBOBBIC aKThl npu POBECIACHHUU
KpI/IMI/IHaJII/ICTH‘ieCKOﬁ SKCEPTH3bl U KPHMHHAITUCTHYCCKOIO aHaau3ia B
Mponecce paccienoBaHuA KOMIIBIOTCPHBIX npec*rynneHnifI, npaBOHapymeHHﬁ H
HHITUJICHTOB B KOMITBIOTCPHBIX CHCTEMAX H CCTAX

AHaIM3ApOBaTh CTPYKTYPYy MEXaHH3Ma BO3HHMKHOBEHHs M OOCTOATENLCTBA
COOBITHS,  MMEIOIETO  TPH3HAKH  KOMIBIOTEPHOTO  TPECTYIUICHHS,
NPaBOHAPYIICHHUS WIM HHIMACHTA B KOMILIOTEPHBIX CHCTEMAX H CETAX

Onpenenarb NIpUYMHY U YCJIOBHA H3MCHCHMA IIpOrpaMMHOI0 obecrieyeHus B
KOMIIBIOTCPHBIX CHCTEMaX H CETAX

BrIgensTh CBOWCTBA M PH3HAKA HH(POPMAIMH, IOCTYNAIOMICH B KOMIBIOTCPHBIE
cucteMbl U ceTH (0OpabaTbiBaeMOll B KOMIBIOTCPHBIX CHCTEMaX H CETAX),
HO3BOJIIONINE YCTAHOBUTH €¢ NPHHAUICKHOCTD K ONPeJeIeHHOMY HCTOYHHKY

OHpCﬂCJI}ITB IIPUHIHIIBL ACJICHHS NPOrpaMMHOI0 obOecreyeHus Ha rpynimsl, Ux
cneumbmecxue CBOMCTBA M B3aHMOCBsI3b C KOMIILIOTCpHOﬁ CHCTEMOM
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[IpMMeHATh JEHCTBYIOIYIO 3aKOHOAATeNbHYI0 6asy B obmacTH obecneveHus
3aUTH HHOOPMALHH B KOMITBIOTEPHBIX CHCTEMAX M CETAX

BBISBIATE BO3MOXHBIE TPAEKTOPHH U3MEHEHHS COCTOSHUH QyHKIMOHHPOBaHUS
KOMIIBIOTEPHOM CHCTEMBI

BEISBIIATE HECOOTBETCTBHS aTpHOYTOB U COMEpXKaHus uMmeromeiics nHdopmanyu
€e pacroNOXXEHUIO B KOMITBIOTEPHOH CHCTEME

[IporHo3upoBars  BO3MOXKHbIE IYTH  BO3HHKHOBEHHS  HOBBIX  BHIIOB
KOMIBIOTEPHBIX ~ NPECTYIUICHWH, IpaBOHApyIIEHHH W  WHIM/ICHTOB B
KOMIBIOTEPHBIX CHCTEMAX M CETAX

HeobxonuMsie dopmartsl XxpaHeHHsa HHGOPMaIUH B aHATH3HPYEMOM KOMIILIOTEPHOH CHCTEMe
3HaHHA OcHosHbIe opMaThl GaiIoB, HCIOIL3YEMEIE B KOMIIEIOTCPHBIX CHCTEMAX
OcobeHHOCTH XpaHeHHs KOH(HUIYpalMOHHOW M CHCTEMHOH HHQopmamuu B
KOMIIBIOTEPHBIX CHCTEMAX
VAI3BUMOCTH KOMIIBIOTEPHBIX CHCTEM H CETEH
TexHonoruy TMOMCKA ¥ aHAJNH3a CIIENOB KOMIIBIOTEPHBIX IIPECTYIUICHHH,
MpaBOHAPYIICHUH ¥ HHIIMIEHTOB
IMopsmok  ¢ukcauuu ©  JOKYMEHTHPOBAaHHSl  CJIEIOB  KOMIIBIOTEPHBIX
NpeCTYIUICHUH, IpaBOHapyNICHUH U HHIMICHTOB B KOMIIBIOTEPHBIX CHCTEMAX U
ceTsIxX
HopMBl YTOMOBHOTO Y aJIMHHHCTPAaTHBHOIO IMIpaBa MPHMEHUTENBHO K
TIPECTYIUIEHUSAM H IPABOHAPYIIEHHAM B cepe KOMIBLIOTEPHOH MHMOpMaIUu
XapakTepHCTHKY IPABOHAPYIEHHH B 00/1aCTH CBA3H U MH(OpMAIMH
Bupl pectymienuii B cdhepe KOMIBIOTEpHOH HHPOpMAIMH
[TopsmoK TPOBENEHHUS 3KCHEPTH3B BHIYHCIATENHHOM TEXHHKH M HOCHTEJICH
KOMIIBIOTEpHOM HMH(OpMAIlMM C Y4€TOM HOPMAarTHBHBIX IPABOBBIX aKTOB IPH
paccuefoBaHMM  KOMNBIOTEPHBIX  IPECTYIUIEHHH, OpaBOHapylICHHH U
UHIHJCHTOB
Cnoco6rl OOHapyXeHHs W HEHTpaIM3aldH MOCICACTBHH BTOPKCHHH B
KOMIIBIOTEPHBIE CHCTEMBL
Meronsl aHanm3a cHcreM obecneueHHs HWHGOPMAIMOHHON 0€30IacHOCTH
00BeKTOB MH(bOpMarH3anuy Ha 06a3se KOMIBIOTEPHBEIX CHCTEM B 3AINMIIECHHOM
HCIIOJIHEHHH
[TopsfoK MOATOTOBKM HAayYHO-TEXHHYECKMX OKCIEPTHBIX 3aK/IIOYEHHH 110
pe3yisTaTaM BBIIONHEHHBIX paboT N0 HHGOPMAIMOHHO-aHATUTHYECKOH U
TEXHUYECKOM KCIIEPTH3E KOMITBIOTEPHBIX CHCTEM
Metoasl NpoBefieHHs  pacciIefOBaHUS  KOMIIBIOTEPHBIX  IPECTYIUICHU,
TIpaBOHapyIlIeHUH U HHIIUIEHTOB
MerTo/pl aHATH3a OCTaTOYHOM MH(OPMAlHH U MOKMCKA CIEOB Juld (UKCAluu
KOMITBIOTEPHBIX HHIMICHTOB
Kpunrorpaguyeckue atropuT™Mbl B 0COGEHHOCTH MX IPOrPaMMHON peanu3anuy
B KOMIIBIOTEPHBIX CHCTEMAX M CETAX
HopMaTuBHBIE IPaBOBBIC aKTHI B 0011aCTH 3aIIMTEI HHOpMAluy
PykoBofsilie ¥ METOAMYECKHE MOKYMEHTHI YIOJTHOMOYEHHBIX (eaepatbHbIX
OpraHOB HCIOJIHMTENBHOM BIIACTH MO 3allHTe MHPOpMAMH U OOECICYCHHIO
6e30IacCHOCTH KPHTHYECKOH HH(OPMALIMOHHON HH(PACTPYKTYpPEI
OpraHM3alHOHHEIE MEPHI 110 3alIUTe HHPOPMALMH B KOMIBIOTEPHBIX CHCTEMaX
1 CeTAX
Apyrne -

XapaKTCpPUCTUKH




3.4. O6o0mennan Tpyaosas GyHRKIHsA

Pa3paboTka mporpaMMHO-aNIMapaTHeIX CPEJICTB v
OBEHb

HanmMeHoBaHue Ko, p

3aUATE! HH(popMaIui KOMIBIOTEPHBIX CHCTEM n D N —— 8

H CETEHU
IIpoucxoxaeHnue

. 3aMMCTBOBaHO U3
o60611eHH o TPy I0BO#H Opurunan X
opHruHana
(yHKIIH
Kox PervcTpauOHHBIH HOMED
OpHruHaa npo¢eccHOHANBHOTO
cTaHaaprTa

BozMoxHEIE [MaBHEIH CHEHHATKCT MO 3aIMTe HHYOPMAaLUH
HauMEHOBaHHUs Pa3paboTuuk mporpaMMHOro obecnedeHns U IPHIOKEHHA
JIOJDKHOCTEH, AHaIMTHK IIPOrPaMMHOT0 00ECIICUEHU H IIPHIIOKEHHUA
upodeccui

TpeboBanus k
006pa30BaHHIO H
0Oy4EHHIO

Bricmiee 00pazoBaHHe — CIEMHANTET UM MaruCTpaTypa M JIONOJHATEIEHOE
npodeccCHOHATBHOE 00pa3oBaHHE — IPOrPAMMBbI IOBHINEHHS KBATHUKALHMH
B 0OnacTi HHGOPMAITMOHHOH 6€30MacHOCTH

170

Bricinee 06pa3oBaHie — aCIMPaHTypa (aABIOHKTYPa) H JOMOIHUTEIBHOE
npodeccHoHATBHOE 00pa30BaHUe — IIPOrPAMMBI OBHINEHHS KBATMUKAIMH
B 001acT! WH(GOPMAIMOHHON 6€30MacHOCTH

TpeboBaHus K ONBITY
IpaKTHIeCKOH paboThI

He MeHee naTH neT B 06/1aCTH NPUMEHEHUS U aHau3a 3G deKTHBHOCTH
CPEICTB 3alHThl HHPOPMAIHH KOMITBIOTEPHBIX CHCTEM, B TOM YHCIIE HA
PYKOBOSAIIMX JOJDKHOCTIX HE MEHEE TPEX JIET IIPH HAIMYMH BBICILIETO
00pa3oBaHus — COELHATUTETa HIIH MATHCTPaTypHI B 001aCTH
uH(popMaMOHHOH 6€e3011acHOCTH

WIH

He meHee Tpex JieT B 00/1acTH NPUMEHEHU ¥ aHAIH3a 3)PEKTHBHOCTH
CpeICTB 3aIUThl HHYOPMALMHA KOMIIBIOTEPHBIX CHCTEM, B TOM YHCIIE HA
PYKOBOISIIMX JOJDKHOCTSX HE MEHEE IBYX JIET IPH HAIMYHH BBICIIETO
00pa30BaHus — aCHHPAHTYPHI (AABIOHKTYPHI)

Oco0rle ycrnoBus
Jomycka kK pabore

Hanugre momycKa K rocyAapCTBEHHO#H TaitHe (IpH He0OXOMMMOCTH)

HApyrue
XapakKTepUCTHKH

I[OHOJIHI/ITCJILHBIG XapaKTCpHCTHKH

HammMeHnoBaHue
JIOKYMEHTa

HaumeHoBanHe 6a30B0i IPyNIbL, JOJDKHOCTH (podeccrn)

Kon
WIN CHELHATbHOCTH

OK3

2519 Pa3paGoTYMKH ¥ aHATUTHKH IPOrPaMMHOT0 06ecriedeH s 1

NPHUIIOXKCHUH, HE BXOASIIHE B APYTHUE IPYIIIBI

EKC

- ['1aBHBIN CHEMUATKCT IO TEXHUYECKOH 3amuTe
uH(popManmu

- Crenuanuct 1o obecredenuio 6e3onacHoctd HHbopMauuu
B KJIIOYEBBIX CHCTeMax HH(OPMaIlHOHHOH

HH(PaCTPYKTYpEI

OKIIATP

20911 I'MaBHELA CHIEMAIKCT M0 3aLKTe HHPOpMaKU

OKCO

2.10.05.01 | KommeioTepHas 6€30MaCHOCTE
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2.10.04.01 | UadopmanuonHas 6€300aCHOCTD

2.10.05.02 | UudopmanronHas 6€30NaCHOCTh TENEKOMMYHUKAIIHOHHBIX
CHCTEM

2.10.05.03 | MadopmanmonHO# 6€301MaCHOCTH aBTOMAaTU3UPOBAHHBIX
CHCTEM

2.10.05.04 | UndpopMalOHHO-aHATUTHYECKHE CUCTEMBI 6€30IIaCHOCTH

2.10.05.05 | Be3onacHOCTh HHGOPMALUOHHBIX TEXHOJIOTHH B
NpaBOOXpaHHUTENLHOM chepe

2.10.05.06 | Kpuntorpadus

2.10.05.07 | IlpoTuBOACHCTBAE TEXHHICCKMM pa3Be/IKaM

2.10.06.01 | UadopmanmonHas 6€301aCHOCTh

2.10.07.01 | MuadopmanmonHas 6€30naCHOCTD

OKCBHK’ 051319 Merto/bl ¥ CHCTEMBI 32U TEH HHGOPMaIHHY U
uH(OpMaLHOHHOH 6€30MaCHOCTH
3.4.1. Tpynosas dynkuus
Pa3pa6GoTka Tpe6oBaHHH K IpOrpaMMHO- v
pOBEHb
[IIapaTHEIM CPEICTBAM 3alIMTHI
Haumeropamme | - uapd CcpelcTBaM Kox | D/01.8 | (momyposeHs) 8
uH(pOpMaIMA KOMIIBIOTEPHBIX CHCTEM U N N—
ceTe
Hponcxovmnenne Oprunan X 3aMMCTBOBAHO H3
TPYAOBO# DYHKIHH OpHI'HHANA
Kon PerucTpallMOHHBIH HOMED
OpUIruHana npogeccuoHaANbHOro
cTaHAapTa

TpynoBsie neiicTBus

OHpCI[CJIGHI/Ie yrpos 0e30macHOCTM H HX BO3MOXHEIX HCTOYHHKOB B
KOMIIBIOTCPHBIX CUCTEMAX H CCTAX

Onpeneneﬂne KaHaJIOB YTCUKH I/IH(I)OpMaIII/IIII B KOMIIBIOTEPHBIX CUCTEMAX M CCTAX

PaspaGoTka MaTeMaTHYECKMX MOJENEH, peaqu3yeMbIX B CPEICTBAX 3allMThHI
uHpOpPMAIMU B KOMIBIOTEPHBIX CHCTEMAX H CETAX

Onuenka 3¢ eKTHBHOCTH PeaTn3yeMbIX TEXHUYECKUX PELICHHI B KOMITBIOTEPHBIX
CHCTEMaX H CETAX

O1edKa TEXHHKO-3KOHOMHYECKOI'0 YPOBHSA pealln3yCMbIX TEXHHYCCKHX peIIIeHI/Iﬁ
B KOMIIBIOTCPHBIX CHCTCMaX H CCTAX

Bpibop cpeAcTB M METOAOB 3aLIMTHI AHGOpMaIiN KOMIIBIOTEPHBIX CHCTEM H
cerel

HeobOxonumeie
YMEHHS

O606mars HayYHO-TEXHHYECKYIO JIMTEpaTypy, HOPMAaTHBHbIE H METOAHYECKHE
MarepHaJibl B 00/1aCTH 3alIMTEl HHpOpManun

(I)OpMI/lpOBaTI) MOAENH yrpo3 H MOZECIH HaApyHIHTCIA 0e30IacCHOCTH
KOMITBIOTCPHBIX CUCTEM

BeisBiaaTe Hambonee LielecooOpasHBle MOAXOAbI K OOECHEYEeHHIO 3alllMThI
uH(POPMAIIMH KOMIBIOTEPHOW CHCTEMBI

Pa3pa6aTbmaTb YaCcTHEIE MOJUTHKH O€30MacHOCTH KOMIBIOTEPHBIX CHCTEM, B TOM
YHCJIE MOJIMTHKY YIIPABJICHUS TOCTYIIOM H HH(bOpMaIIIrIOHHI:IMH IMOTOKaMH

Hpnmenn’rb HAIlMOHAJIBHBIC, MEXIOCYIapCTBEHHBIC M MEXAYHAPOJHBIC
CTaHJapThl B 0o0NacTH 3aIUTHI I/IH(I)OpMaIII/II/I 1A OIICHKH 3alllHIICHHOCTH
KOMIILIO’I‘epHOﬁ CHCTCMBI

[IpHMEHSTH NelCTBYIOIMYIO 3aKOHOAATeNbHYI0 Gasy B obnactu obecriedeHus
KOMIIBIOTEPHOM 6e30I1aCHOCTH
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UnTaTe HOPMATHBHBIE M METOAUYECKHE NOKYMEHTHI IO HH(OPMALUOHHOM
0€30MaCHOCTH Ha aHIVIMHACKOM S3bIKE
OcCylecTBISITh NPUHATHE PEIEHHH O HeoOXOQMMOCTH MCIONb30BaHHSA
IPOrpaMMHO-ANMAapaTHEIX CPEJICTB 3alMTH HHpopMaUK
Heo6xoaumsie IMopsimok opraHWsamuu paGoT MO 3amuTe MHGOPMAUMM B KOMIBIOTEPHBIX
3HaHUA CHCTEMAaX M CeTsiX
Metonsl M cpeacTBa MONydeHHd, 0OpaGOTKM M mepemaun HMH(popmanuu B
ONEPAAOHHBEIX CHCTEMAX, CHCTeMax YympaBieHHs O0asaM¥ JaHHBIX M
KOMIIBIOTEPHBIX CETAX
Mertozs!l aHanH3a 6e30MaCHOCTH KOMITBIOTEPHBIX CHCTEM
Buzpl arak ¥ MEXaHH3MBI HX peaIi3allii B KOMIBIOTEPHBIX CHCTEMax
MeTozp! BEIABICHHS KaHAJIOB YT€UYKH HHGOPMAIHMH B KOMIIBIOTEPHBIX CHCTEMaX
H CEeTAX
Meronel M cpeacTBa 3amUTel HHGOpPMAUMH B KOMIBIOTEPHBIX —CETAX,
ONepalMOHHbIX CHCTEMAX U CHCTEMAaX yIpaBJicHH:A (a3aMy JaHHBIX
TIpHHIMIIBI HOCTPOEHHA CPEACTB 3aIIUTEI MHPOPMALMHA KOMIBIOTEPHBIX CHCTEM
@opManbHEIE MOJIENH YIPaBJICHHA NOCTYIIOM B KOMIIBIOTCPHBIX CHCTEMaX H
CeTAX
Kpunrorpajudeckne anroput™MEl 4 0COOEHHOCTH UX NPOrpPaMMHOM peau3aluy
B KOMIIBIOTEPHBIX CUCTEMAX U CETAX
HopMaruBHbIe NPABOBbIC aKTHI B 00IACTH 3aIUTHI HHPOpMaHH
PyKoBOJAIIME M METOAMYECKHE JOKYMEHTHI YMOIHOMOYEHHBIX (elepatbHbIX
OpraHOB HCIOJHHTENLHOW BIACTH 1O 3allUTe MHPOPMAUMH ¥ O0OCCIEICHHIO
6e30MacHOCTH KPUTHYECKOH HHPOPMALOHHOH HHPPACTPYKTyphI
Opranu3alMOHHBIE MEPHI 110 3aIIUTe HHOpMAUUH
HalnoHaIbHBIE, MEXTOCYIAPCTBEHHBIE M MEXIYHAapOZHBIE CTAHapTHI B 001aCTH
3amuTH HHGOpMaLul
Hpyrue -
XapaKkTepUCTHKH

3.4.2. TpynoBas dpynxkuus

[TpoexkTHpOBaHHE NIPOrpaMMHO-AINAPATHBIX VpoBeHsb
HaumeHoBaHWe | CPECTB 3allMTHI HHGOPMALUH Kon | D/02.8 | (moayposeHs) 8

KOMIIBIOTEPHBIX CUCTEM M CETEH __WWW__W@ KBaNH(uKanuu
IMpoucxoxnenue

TpyAoBoit GyHKIUMH

Opurunan X = 3aMMCTBOBaHO M3 OPUTHHANA

Kon PerucrpalioHHLIH HOMEP
OpHIrHHana npodecCHOHAIILHOTO
cTaHAapTa

TpynoBble JeHCTBUS

PaspaboTka TEeXHHYECKHX 3aJaHHH, OSCKM3HBIX, TEXHHYECKHX M pabouHX
IPOEKTOB paboT 1o 3amuTe HHGOpMany

Pa3pa6oTka IU1aHOB B rpa)HKOB NPOBEACHHUS PabOT 110 3aIIATe UH(opMaIHH

AHaNH3 CyIIEeCTBYIOLIMX METONOB H CPEICTB, IPUMEHSEMbIX UL KOHTPOJA U
3aIUTHl HHPOpPMALIH

Pa3pa6oTka NpeIoXKeHH I TI0 COBEPIIEHCTBOBAHHIO CYLIECTBYIOIIHMX METONOB 1
CpPEJICTB, TIPUMEHSEMBIX JUISi KOHTPOJIA | 3alUThl HHGOPMAIMH, H MOBbILICHHAIO
50 peXTHBHOCTH 3TOH 3aIlUTHI

Pa3pa60TKa MPOEKTOB IPOrpaMMHBIX H anmnaparHbiX CpPeACTB  3alllUTHI
nnq)opmannn B COOTBETCTBHH C TEXHHYECCKHUM 33JaHUEM
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OneHKa TEXHUKO-3KOHOMHYECKOTO YpoBHs U 3((PEeKTHBHOCTH HpEIIaraeMbIX U
peaH3yeMbIX TEXHUYECKUX pelleHui

[IpoBenenue arTecTalny NMPOrpaMM H AITOPHTMOB Ha IPEAMET COOTBETCTBHS
TpeOOBaHHM 3aIUUTH HHPOPMALHH

Heob6xoaumMeie
yMEHHUA

ITpoBOAMTE HCCIIENOBAHHS C IENBI0 HAXOXJCHHs Haubosee menecoobpasHbIX
NPAKTHIECKHUX pelleHuit 1o 06eceyeHuIO 3aluTh HHGOpMAIMH

HprIMCHSITB OTCYCCTBCHHEIC CTAHIAAPTHI B obnactu 3allUTHI nn(})opmaunn JUIA
TIIPOCKTHPOBAHNS CPCACTB 3alllUThI nmbopmau’nn KOMIII:IOTCpHOﬁ CHCTCMBI

PaspaGarbiBarb apXUTEKTYpy M HHTepdeiichl cpeIcTB 3amuThl HHGOpMALHH,
MPOLCAYPH BOCCTAHOBICHHUA PabOTOCHOCOOHOCTH CPEICTB M CHCTEM 3AlMTHI
nocje c6oeB

[TonOupare H 006001aTh HAayYHO-TEXHHYECKYIO JIMTEPATypy, METOAHYECKHE
MaTepHaJIbl [0 IPOrPaMMHBIM H allliapaTHBIM CPEACTBaM H cIocobaM 3allHThl
uH(OpPMALMH, B TOM YHCIIe Ha aHIVIHHCKOM SI3bIKE

Heobxoaumele
3HAHHUSA

Mertoasl M cpeacTBa MONyYeHHS, oOpabGoTkM M mepefadd HHGOpMaLUHM B
OllEpallHOHHBIX CHUCTEMaX, CHCTeMaxX yIpaBlieHHs 0Oa3aMM JaHHBIX U
KOMIBIOTEPHBIX CETAX

Buapi arak 1 MEXaHU3MBI UX peain3allii B KOMIIBIOTEPHBIX CHCTEMAX

Metomel H cpeacTBa 3alluThL nmbopmaunn B KOMIIBIOTEPHBIX CETAX,
ONCpAlMOHHBIX CUCTEMAaX U CHCTCMaX YHIPaBICHUA 0a3aMH JJaHHBIX

HpHHI.II/IHI:I IMOCTPOCHHUS CUCTEM 3AIUThI nmbopmaupm KOMIIBIOTCPHBIX CHCTEM,
B TOM YHCJIC aHTUBHPYCHOI'O IPOrpaMMHOI0 obecrieueHus

MerTonsl anaym3za Oe30MmacHOCTH KOMIIBIOTCPHBIX CUCTCM

TeopeTHKO-YHCIOBBIE METOABI H AITOPATMBL, IPHUMEHSEMBIE B CPENCTBAX 3alllMTEI
nH$popMaIIH

dopMaIbHBIC MOJIETTH YITPABICHHS JOCTYIIOM

IIpHHIHAIE ¥ METOBI IPOEKTHPOBAHHS NPOrPaMMHO-aINapaTHOro obecneyeH s

MeToH0IOrMH ¥ TEXHOJIOTHH Pa3pabOTKH MPOrpaMMHOTO 00ecIeueCHMs

IIpuHIAIBl ¥ METOABI yNpPaBICHHS NPOEKTaMH B 00IacTH HH(POPMANOHHON
06e30acHOCTH

Kpunrrorpadguueckue alropuTMBI H 0COOEHHOCTH MX IIPOrpaMMHOI# peann3aiim

HopMmaTuBHBIE IpaBOBbIE aKThI B 00J1aCTH 3alIMTHI HHGOpMaLUK

PykoBojdinye M MeTOQUYECKHE HOKYMEHTHI YIOJHOMOYEHHBIX (eaepaibHbIX
OpraHOB MCIOJIHMTEIBHOM BNACTH IO 3amuTe MHGOpMAlMM H OOECIEYCHUIO
6€301aCHOCTH KpUTHYECKOH HHPOPMAIMOHHONH HH(PACTPYKTyphI

Oprasu3an¥oHHbIE MEpPHI IO 3aluTe MHGOpMaIuu

HanponansHele, MEXTOCYIapPCTBEHHBIE H MEXXTyHapOIHbIE CTAHAAPTHI B 0071aCTH
3aIUTH HHQOpPMaKH

Apyrue
XapaKTCpUCTHKU

3.4.3. Tpynosas gyHKkuus

Pa3paboTka H TECTUPOBAHHE CPEICTB 3AIIUTHI YposeHsb
Ha#MEHOBAHHC | yrydhopMAalH KOMIBIOTEPHBIX CHCTEM H CETeH Kon | D/03.8 | (monypoeens) 8
KBanupuKamHu
IpoucxoxaeHue 3auMCTBOBaHO M3
. OpurmHan X
TpyAoBo# GyHKIMH OpHruHaia
Kon PeructpaioHHbIH HOMED
OpHrHHANa npodeccHOHATLHOro

cTaHZapTa
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Tpynoseie neAcTBUS

Pa3pa60TKa CpPE€ACTB 3alllAThI nml)opmaunn B COOTBETCTBHH C TCXHHYCCKHM
3aJJaHHEM

HccnenoBadye NPOrpaMMHO-ANNAPATHBIX CPEACTB 3allMTHl MH(GOpMaunM B
KOMITBIOTEPHBIX CHCTEMAX

Pa3paboTka NpOrpaMMHO-aNIapaTHBIX CPEACTB 3allMTEl HMHGOpMalkH B
KOMITBIOTEPHBIX CHCTEMAX

Otnanka co3maBaeMbIX CPEICTB 3alllUThI I/IH(l)OpMaI.lI/II/I

I[IpoBeeHye aTTeCTal¥ MPOTPaMM H AJITOPHTMOB Ha NPEAMET COOTBETCTBHSA
TpeOGOBaHHSM 3aATHI HHPOPMALIHH

Pa3pa6oTKa MaTeMarHuecKux Mojieneii 6e30NaCHOCTH KOMITBIOTEPHBIX CHCTEM

BEINOTHEHHE KOHTPOJIBHBIX IIPOBEPOK PaboTOCHOCOOHOCTH M 3hEKTHBHOCTH
CHICTEM M CPEACTB 3aILUTHI HHPOpMAIHH

HeobxoauMmsie Vcronp30Barh MPHEMB] 3aIIUTHOTO IIPOTPaMMHUPOBaHHsA

yYMEHHSA Hcronp30BaTh IpAEMBI 3aLUTHI OT THIWYHBIX aTaK HA KOMIILIOTEPHEBIE CHCTEMEI
IIpuMeHSATh METOABI ¥ IPHEMBI OTIAIKH
TTprMeHSATh METOBI M CPEACTBA TECTHPOBaHMS

Heobxonumeie Metoasl M cpelcTBa IONydYeHHs, oOpaGOTKH M mepefadd HHPoOpMaUMH B

3HaHUA ONEpAlMOHHBIX CHCTEMaX, CHCTeMax yYNpapBieHHd 0a3aMH [aHHBIX U
KOMITBIOTEPHBIX CETAX
Meroasl M cpeactBa 3amuThl HHGOpPMAMM B KOMNBIOTEPHBIX —CeTAX,
OIEpAllHOHHBIX CHCTEMAaX H CHCTeMaX ynpaBleHMs 6a3aMu JaHHBIX
Metozp aHanM3a 6e30MacHOCTH KOMIIBIOTEPHBIX CHCTEM
TTpUHIHAIEI IPOEKTHPOBAHAS AaHTHBHPYCHOTO IIPOrPaMMHOT0 00ecTie eHHs
Buzpl aTaKk ¥ MEXaHHU3MBI HX PEATH3aIMH B KOMIBIOTEPHBIX CHCTEMaX
TIpMHIMIIBL HOCTPOSHUS CHCTEM 3aIMTH HHPOPMAIIHH KOMIILIOTEPHBIX CHCTEM
MeTono/ord M TEXHOJIOTHH pa3paboTKH IPOrpaMMHOTO H  alliaparHoro
obecredeHus
Kpunrorpaguueckue aroOpuTMbl H 0COOCHHOCTH MX IIPOrPaMMHOH peajIi3alHu
HopMmarHBHEIE IPaBOBBIE aKThl B 00/IACTH 3aIUTEI HH(OpMaLKH
PykoBozisiiiie B METOQHYECKHE NOKYMEHTHI YHOIHOMOYEHHBIX (enepaibHbIX
OpPraHOB HCIOJHHUTE/BHOM BI4CTH MO 3allUTe MHPOpMAUMH H 00€CHEYCHHIO
6€30MaCHOCTH KPHTHYECKOH HHGQOPMALMOHHOH HHPPACTPYKTYPBI
Oprasn3alrOHHBIE MEPHI 10 3alATE HHPOpPMaIHH
HanpmonanbHbIe, MEXTOCYAAPCTBEHHBIE B MEXIyHapOHBIE CTAHIapTHI B 061acTu
3amUTH HHGOpMauuu

Hpyrue -

XapaKTePUCTHKH

3.4.4. TpynoBas pyHKIMsA

ConpoBoxIeHHE pa3pabOTKH CPEACTB YposeHb
HaumeHoBanKe | 3aLIMTHI HHHOPMAIHMH KOMIIBIOTEPHBIX Kong | D/04.8 | (momyposens) 8

CHCTEM H CETeH KBATHHKALIH
IIpoucxoxnenue ’

TpyZAoBOH HYHKIMH

Opurusan X | 3aMMCTBOBAHO M3 OpHrHHANA |

Kon PeructpaioHHBIi HOMED
OpHMruHana nipodecCHOHANBHOTO
CTaHIapTa
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Tpynoseie neicreus

Pa3pa6oTKa TEXHHYECKHX 3a[aHUii, IUIaHOB H rpadMKOB NpoBeAeHU paboT 10
3amuTe WHQOpPMAIMH B COOTBETCTBHH C JAEHCTBYIOIIMM HOPMAarHBHBIMH H
METOTHYECKUMH TOKYMEHTaMH

PazpaboTka peKOMEHAANMI M TPEUIOKECHHI IO COBEPIIEHCTBOBAHHMIO H
TIOBBLIIEHHUIO Y (EKTHBHOCTH 3aIUThHI MHPOPMAITUH

Cocrapnenue 4 oopMIIEHHE pa3IeNioB HAyYHO-TEXHHYECKHX OTUETOB

Onpenenelme IIOTpGGHOCTPI B CpeICTBax 3alllUTHI nmbopmaunn, COCTaBJICHUE
3as4BOK Ha UX npno6peTeHne ¢ He0OXOUMBIMHA 000CHOBaHHUAMM U pacucTaMu

TMoaroToBKa NpEMIOXEHHH IO 3aKMIOYEHHIO COIVIAIEHMH H JIOTOBOPOB C
OpraHA3aLAMH, IIPEIOCTABISIOLIIMH YCIIYTH B 001aCTH 3aIMTE HHOpMAlKH

BelmonHeHHe aTTecTalii IPOrpaMM H AITOPUTMOB Ha IPEAMET COOTBETCTBHA
TpeGOBaHUAM 3aKTH HHPOpMALH

BrInonHeHre KOHTPOJIBHBIX IPOBEPOK paboTOCIOCOOHOCTH H 3P HEKTHBHOCTH
CHCTEM M CPEJCTB 3alIATH HHpOpMaLHMH

AHajiHu3 CyHIECTBYIOIIHX METOAOB W CPEICTB, NIPUMEHAEMBIX JUIi KOHTPOJIA H
3aIMTE HHGOpMaLlX

PazpaboTka NpeIOKEHHH MO COBEPLIICHCTBOBAHHIO H  IOBBILICHUIO
3(peKTHBHOCTH METOAOB W CPENCTB, NPUMEHSAECMBIX IJIA KOHTPOJA M 3aINHUTEI
uH(popMaLuH

IMonrotoBka MpPOEKTOB HOPMAaTHBHBIX M  METOAMYECKMX  MaTepHaioB,
periaMeHTHpYIOUHX paboTy mo 3amuTe HHGopMAIUU

Pa3paGoTka OpraHM3alHOHHO-PACTIOPAAUTENBHEIX JOKYMEHTOB IO 3alllMTe
uHpopMaLUH

KoHTpons 3a paboTol MO OIEHKE TEXHHKO-3KOHOMMYECKOIO YPOBHS
paspabareIBaeMBbIX Mep IO 3aluTe HHPOpMaI|H

MeToauyecKoe pPyKOBOACTBO paboToif MO OLECHKE TEXHHMKO-IKOHOMHYECKOTO
ypoBHs pa3pabarbiBacMbIX Mep IO 3al|Te HHPOpPMAIHH

Konrtponp 3a coOIIOA€HHEM YCTaHOBJICHHOTO IOPSAKA BBHITOJHCHHS pabort, a
TaKXe JACHCTBYIOLIEro 3akoHOaTeNbcTBa Poccuiickoi ®enepaluy py pelIcHUH
BOIIPOCOB, KAaCAOIIMXCS 3alIUThl HHPOpMaLHH

Opranmaunx IIPOBEACHUsI CICIAANIBHBIX HCCIICIOBaHMi H KOHTPOJIBHBIX
HPOBEPOK JUIA BBIABJICHHS BO3MOXXHBIX KaHAJIOB YTCYKH I/IH(I)OpMaI.II/II/I

HeobxoauMmeie
YMEHHSA

dopmMapoBaTs MoOZENHM YIpo3 H MOJEIH HapymHTeisi 0e30macHOCTH
KOMIIBEOTEPHBIX CHCTEM

Pa3pa6aT BIBATH YaCTHBIE IIOJIMTHKHY 6€30MacHOCTH KOMIOBIOTCPHBIX CHCTEM, B TOM
YUCJIC NOJUTHKH yOpaBJI€HHUsI NOCTYIIOM H I/IH(I)OpMaIII/IOHHBIMI/I IIOTOKaMH

[IpUMEHATh HAMOHATBHBIE, MEXIOCYJapCTBEHHbIE M  MEXIYHapOAHBIC
CTaHApTHl B 00NaCTH 3aIIUTH HHpOpMaIHH

IIpHMeHATh JEHCTBYIONIYIO 3aKOHOZaTeNbHyl0 6asy B o0nmacTu obecredeHHs
3aImuThl HHGOpPMaLUH

Yurare HOpPMATHBHBIE U METOAHYECKHC AOKYMCHTHI IIO nncbopmaunonﬂoﬁ
0€30MacHOCTH Ha aHIJIMHCKOM SI3bIKE

HeoOxoauMmsre
3HAHHSA

Mertozpl 1 cpeficTBa MOJIy4eHHs, 00pabOTKH M nepefaus HHPopMaluK

MeTozp! BEISIBIECHUS KAHAIOB YTEUKU HHpOpMaLun

ITopsimok opranu3alyy paboT 1o 3aluTe HHGOpMALHH

Meronsl IUIAHMPOBaHHS M OpraHM3aldH [poBeAeHHs paboT Mo 3ammMTe
uHopMaLKK ¥ 00eCceYEeHHIO TOCYIapCTBEHHON TalHbI

Metoapl IpPOBElEHHS CHELMATIBHBIX MCCIECNOBAHHA H HPOBEPOK, pabor mo
3amuTe HHpopMaIu

Mertonsl W cpeicTBa 3alMThl HMHpOpPMaUMM B KOMIBIOTEPHBIX CETAX,
OIepallOHHBIX CUCTEMAaX U CHCTEMaX yIpaBjieHus 6a3aMu JaHHBIX

MerToapl aHaJIM3a 0€30MacHOCTH KOMIIBIOTCPHBIX CHCTCM




29

TIpUHIMObBI IPOEKTHPOBAHHS AHTHBHPYCHOTO IIPOrPaMMHOI0 00eceyeH s

Buagp!l arak 1 MEXaHU3MBI HX pean3allii B KOMIIbIOTCPHbBIX CHCTEMaxX

I IpHANHMIE] IOCTPOESHHS CHCTEM 3allIUTH HHPOPMAILH KOMIIBIOTEPHBIX CHCTEM

dopMaibHBIE MOJICTH YIIPaBJIEHHUS JOCTYIIOM

Kpunrorpapuueckue alropuTMBI H 0COGEHHOCTH UX IIPOrPaMMHOM peani3aliy

HopMmaruBHEIe IPaBOBBIE aKTHI B 061aCTH 3aIMTHI HHPOPMAIHK

PykoBoAsInye W METOJMYECKHE JOKYMEHTHI YIONHOMOYEHHBIX (enepanbHbIX
OpraHOB HCIIONHUTEILHON BIIACTH IO 3amuTe HHQOpMAEH H 00ECIeYeHHIO
6€30MacHOCTH KPUTHYECKOH HHG)OPMAIMOHHOH HH(PACTPYKTYPhI

Opranmaunonﬂme MCPBHI 110 3aIUTE Ile(I)OPMaI.II/IPI

HanuoHaIbHEIE, MEXXTOCYIapPCTBEHHbIC H MEXYHApOIHbIE CTaHAAPTEI B 061acTH
3aI0UThl HHOpPMALUH

Hpyrue
XapaKTEPUCTHKH

3.5. O600mennas TpyaoBas GyHKUHUS

PykoBoaCTBO pa3paboTkoii MporpaMMHO- v
'OBCHb

HanmeHnoBaHue Ko p

anmapaTHBIX CPEACTB 3allUThI I:I’H(I)OpMaIII«IIrI I E NP —— 8

KOMITBIOTEPHBIX CUCTEM H CETEH
IIponcxoxacHue |

" ; 3auMCTBOBaHO M3
o6o6menHoii Tpymooit | Opurmman X
OpHWTHHAIA
dyHKIHH
Kon PerucTpallMoHHEIH HOMED
opurAHaNa NpOdECCHOHATLHOTO
CTaHjapra

Bo3MmosxHbIe HauansHuK oT/ena (J1abopaTropHu, CEKTOpa) 10 3aiuTe HHGOopMaIMH
HaVMEHOBaHHS
JOIDKHOCTEH,
npodeccuit

TpeboBanus k
00pa3oBaHHIO U
o0y4ueHHIo

Bricuiee 00pazoBaHue — CIEUAIUTET HIIH MAarucTparypa i A0MOJHATENBHOE
npodeccroHanbHOe 06pa3oBaHue — IPOrPaMMBI IOBBIIEHAS KBATH(pHUKAIHHA
B 0011acTH HHPOPMAIIMOHHOH 6€30MacHOCTH

AIH

Briciiee 06pazoBaHHe — aCIUPAHTYpa (aABIOHKTYpa) U JONOTHUTEIBHOE
npodeccHoHaNBHOE 00pa3oBaHNe — IPOrPaMMb] IOBBINEHHS KBAIH(HKAIMH
B 00nacTi nHGOpPMaMOHHON 6€301aCHOCTH

TpeGoBaHus K OIBITY
npaKkTHIecKoi paboThl

He MeHee IATH JieT B 061acT! IPAMEHEHUS H aHATH3a 3P PEKTHBHOCTH
CPEJICTB 3aIUTHl HHPOPMAIMH KOMIBIOTEPHBIX CHCTEM, B TOM YHCJIE Ha
PYKOBOISIIHX J0JDKHOCTAX HE MEHEE TPEX JIET IIPH HATMYNH BBICIIETO
06pa3oBaHus — CIICHUATHTETA UM MarHCTPATYPhl B 00JAcTH
HH(pOpMAIMOHHOH 6€30I1aCHOCTH

AN

He MeHee Tpex NeT B 06J1acTi IPAMEHEHHs H aHaIM3a 3P PeKTHBHOCTH
CPEJICTB 3alUMTHI MHPOpMAIMK KOMIBIOTEPHEIX CHCTEM, B TOM YHCIIE HA
PYKOBOSILIMX JOJDKHOCTAX HE MEHEE JIBYX JIET IPH HAMYHHU BBICIIETO
06pa3oBaHus — aCIUPAHTYPHI (ATBIOHKTYPBI)

Oco0ble ycnoBus
JoIycka K pabote

Hanuuue fomycKa K rocy1apCTBEHHO# TaiiHe (IIpH HEOOX0aMMOCTH)
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Apyrue -
XapaKTEPHUCTHKHU

JlonoIHUTETbHBIE XapaKTEPUCTHKH

HaumenoBanue Kon HawnMeHoBaHHe 6a30B0i IpyImbl, JOJDKHOCTH (TIpodeccrn)
JOKYMEHTa WM CHENHAIHHOCTH
OK3 1330 PykoBoauTeNH Ci1yx0 ¥ oApasae/icHui B chepe
HH(POPMALOHHO-KOMMYHHKAIMOHHEBIX TEXHOJIOTHH
EKC Havanpuuk otaena (1abopaTopun, CEKTopa) 110
TEXHAYECKOH 3aInuTe HHPopManuH
OKIIATP 46115 PykoBoauTeNlh aHATUTHYCCKOH TPYIIIBI OApa3AeICHHS 110
KOMIUIEKCHO# 3amuTe nHGopMaLuy
46155 PyKOBOJMTEIB IPYIIIIBI IOAPA3IEICHUA 10 KOMILIEKCHOM
3ammTe HHpopMauu
OKCO 2.10.05.01 | KommbioTepHas 6€30MaCHOCTh
2.10.04.01 | UudopmanmoHHas 6€30MaCHOCTD
2.10.05.02 | UadopmanuonHast 6€301aCHOCTE TEIEKOMMYHHKAMOHHBIX
CHCTEM
2.10.05.03 | UadopmannoHHOH 6€30IIaCHOCTH aBTOMAaTH3UPOBAHHBIX
CHCTEM
2.10.05.04 | UndopMaluoHHO-aHATUTHIECKHE CHCTEMBI 0€30I1aCHOCTH
2.10.05.05 | Be3onacHOCTh HH(POPMAIHOHHBIX TEXHOJIOTHH B
IpaBOOXpaHATENbHOH chepe
2.10.05.06 | Kpuntorpadus
2.10.05.07 | IlpormBoaelcTBHE TEXHUYECKMM pa3Be/ikaM
2.10.06.01 | MadopmannoHHas 6€301aCHOCTh
2.10.07.01 | MudopmanuoHHas 6€3011aCHOCTh
OKCBHK® 051319 MeTo/BI ¥ CHCTEMBI 3aIUTHI HHGOPMALMH H
AHG(OPMaIHOHHOM 6€30IaCHOCTH

3.5.1. TpynoBas ¢yHKuus

PyxoBoicTBO pa3paboTKoi TpeOOBaHHH K v
pOBeHb
IporpaMMHO-aNInapaTHsIM CpEACTBaAM
HaumeHoBaHNe porp P pea Koz | E/01.8 | (momyposens) 8
3alHUTEI I/IHd)OpMaHI/IH KOMIIBIOTCPHBIX manmbnxaunn
CHCTEM U CETEH
I'Iponqu‘)xneﬂne Oprunan X 3anMCTBOBaHO M3
TpynoBo# QGyHKUHH OpHTHHAIA
Kon PeructpauyoHHkIi HOMEp
OpHTHHaja npo¢eCCHOHANBEHOTO
cTaHgapTa

Tpynossie necTBAA

Opranmsauus. pa3paGOTKH MOJENH YTpo3 G(e30MacHOCTH M HX BO3MOXHBIX
HCTOYHMKOB B KOMIBIOTEPHBIX CHCTEMAX M CETAX

Onpezie/icHHe KaHAIOB YTEUKH HHPOPMAIIH B KOMIIBIOTEPHBIX CHCTEMAX H CETAX

Pa3pa60TKa MaTeMaTHYeCKNMX MOZEIEH, peamu3yeMbIX B CPEACTBAX 3alIMTHI
an)opmaunn B KOMIIBIOTEPHBIX CHCTEMaX H CCTAX

OueHka 3pGEKTHBHOCTH pealn3yeMbIX TEXHNIECKHX PEIICHAN B KOMIIBIOTEPHBIX
CHCTEMAX H CETAX
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O1eHKa TEXHUKO-PKOHOMHYECKOIO YPOBHS pEAIN3YEMBIX TCXHHYCCKUX pemeﬁnﬁ
B KOMIIBIOTCPHBIX CACTEMAX U CCTAX

Bribop cpeAcTB U METOAOB 3aIMTHI HHpOpMaNMK KOMIBIOTEPHBIX CHCTEM H
ceTel

HeobxoauMeie
yMeHHUS

0O606mars HayYHO-TEXHHYECKYIO JIMTEPATypy, HOPMAaTHBHBIE M METOAUHECKUE
MaTepHaIbl B 00JIaCTH 3alIUTHl HHPOpPMAIMH

dopMHpOBaTE MOZENM Yrpo3 H MOJENH Hapymurens Ge30macHOCTH
KOMIIBIOTEPHBIX CHCTEM

BrisBiaTh Haubosiee LienecooOpasHele MOAXOAbI K OOECIEYECHHMIO 3alllUThI
AHGOPMAIINY KOMIBIOTEPHON CHCTEMBI

Pa3pa6a:r BIBATh YACTHBIE MTOJIMTHKH 6€30I1aCHOCTH KOMIIBIOTCPHBIX CUCTEM, B TOM
YHCJI€ MOJUTHKHN YIIPABJICHUA JOCTYIIOM H HH(bOpMaIIPIOHHHMI/I IIOTOKaMH

[IpuMeHATs HAaUMOHAIBLHBIE, MEXIOCYIapPCTBEHHbIE M MEXIYHapOIHBIC
CTaHAApTEL B O0NAcTH 3algMTHl MHQOpPMaUMH Ul OLUECHKH 3alHIICHHOCTH
KOMITBIOTEPHON CHCTEMBI

[Ip¥MeHATs JEHCTBYIONIYIO 3aKOHOAATENbHYI0 6asy B obmactu obecneyeHus
KOMIIBIOTEPHO# 6€30MacHOCTH

Yurarp HOPMAaruBHBIC H MCTOAUYCCKHE MAOKYMCHTHI IIO HH(bOpM&IIHOHHOﬁ
6€30MaCHOCTH Ha aHIIIHHCKOM S3BIKE

OCylIecTBIAT, NPUHATHE peleHHH O HeoOXOMMMOCTH —HCIONB30BaHHUA
IPOrpaMMHO-AIITAPATHBIX CPEACTB 3alIUTE HHGOpMaLH

HeobxomuMbie
3HAHHA

Tlopsanok opranusamue paboT MO 3amMTe HHGOpMAUMH B KOMIIBIOTEPHBIX
CHCTEMAX U CETAX

Metoasl H cpeicTBa MOJNydYeHHs, oOpaGOTKM H mepefaid HH(pOpMAUMH B
ONECPAlMOHHBIX CHCTEMaX, CHCTeMax yIpaBleHHs OasaMH HaHHBIX H
KOMITBIOTEPHBIX CETAX

MerToasl anay3a 06e30MacHOCTH KOMIIBIOTCPHBIX CUCTEM

Bunagpi arak 1 MEXaHU3MBI UX pcanu3aliii B KOMIIBIOTCPHBIX CHCTEMaxX

MeTozs! BEISBICHHS KaHAJIOB YTCUKH HH(OpManny B KOMIBIOTEPHBIX CHCTEMAaxX
U CeTIX

Meroapr H cpeacrBa 3allduThI PIH(l)OpMaIIPII/I B KOMIIBIOTEPHEIX CCTiX,
ONCPAHOHHBIX CUCTEMaX U CHCTCMax YIpaBJICHHs 0a3aMH JaHHBIX

HpHHIIHl'IBI IIOCTPOCHHSI CPEACTB 3aIHUTHI I/IH(bOpMaI.IPII/I KOMIIBIOTCPHEIX CHCTCM

q)OpMaJII)HBIe MOZENIM YIpaBlICHHUA AOCTYIIOM B KOMNBIOTCPHBIX CHCTEMax H
CeTAX

Kpunrorpadpuyeckne alropuT™Mbl B 0COGEHHOCTH MX [POTPaMMHOH peann3aniu
B KOMIIBIOTEPHBIX CHCTEMAX U CETAX

HopmaTuBHBIE IPABOBHIE aKTHI B 00IACTH 3aIMTH HHpOpMaLMK

PyKOBOASIIME W METOAMYECKHE NOKYMEHTHI YNOJTHOMOYEHHBIX (eaepanbHbX
OpTaHOB MCIOJNHUTELHON BIACTH IO 3aumuTe HHGOpMauMu U obecrmedyeHHuro
6e30MacHOCTH KPUTHYECKOH HHOOPMAITHOHHON HHPACTPYKTYPHI

Opranu3alHoHHBIE MEPHI 10 3aIuTe HHGOpMaluH

HanpoHansHbIe, MEXTOCY1apCTBEHHBIE H MEXIYHAPOIHbIE CTaHAAPTHI B 001aCTH
3aIUTHI HHOpMaLu|

Hpyrue

XapaKTCPUCTHKH
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3.5.2. TpynoBas pyHKuMSA

PykoBOACTBO IPOEKTHPOBAHHEM v
OBEHb

MMporpaMMHO-afnapaTHbIX CPEACTB 3allIUTHI p

HaumMenoBaHme porp P Pent Koxn E/02.8 (nomypoBeHb) 8
HH(OpMaIHN KOMITBIOTEPHBIX CHCTEM H O ——
cereit

IIpoucxoxaexue

po Ae Opurnnan X = 3auMCTBOBaHO W3 OPHTHHANA
TpyRoBo# GyHKIMH
Kon PerncTpauoHHbI HOMEp
OpWrHHaja npo¢)eCCHOHANBHOTO
CTaHHapTa

Tpynossie neiicteus | OpraHu3aiys pa3paboTK¥ TEXHMYECKHX 3a/aHHi, ICKH3HBIX, TCXHHYECKHX H
paboyrXx MPOEKTOB paboT IO 3aluTe HHGOpMaNHK

Pa3pa6oTka nmiaHoB u rpadMKoB IPoBeieHHs paboT mo 3amuTe MHGopMauH

AHanu3 CyHIECTBYIOIMX METOJOB H CPEICTB, NPUMEHSAEMBIX UL KOHTPOJS U
3aIUTH KHGOPMAIH

Pa3paboTka Ipeio)keHui 0 COBEPIICHCTBOBAHUIO CYIIECTBYIOIINX METOOB H
CpeJICTB, IPUMEHSEMBIX IS KOHTPOJS H 3aIIUTH HHGOPMAIIMH, U TIOBHIICHHIO
3((heXTHBHOCTH 3TOH 3aIUTEHI

PazpaboTka OpPOEKTOB NPOTpaMMHBIX M aNNapaTHBIX CPEACTB 3allUTHI
HH(OPMALINH B COOTBETCTBHH C TEXHUYECKHUM 3a/1aHHEM

OLeHKa TEXHHKO-3KOHOMHYECKOTO YPOBHS M 3()(GEKTHBHOCTH NPELIAraéMbIX U
peaTH3yeMBIX TEXHUYECKUX PEIICHHMH

IIpoBe/ieHue aTTeCTallMM IPOTPaMM H aJIrOPHTMOB Ha MPEAMET COOTBETCTBHA
TpeOOBaHHAM 3aLIATH HHpOpMaUHH

Heobxoaumeie HpOBOﬂI/ITB HCCJICAOBaHHUsA C ICIBIO HaXO0XICHHL Hauboee nenecoo6pa3m>1x
YMCHHA NPAaKTHICCKHX pemeHm‘fI 10 00€CIICYECHHIO 3aIMThI HH(l)OpMaI.IPIPI

IIpuMeHSTh OTE€YeCTBEHHbIC CTaHAApTHl B 00MacTH 3aluThl HHGOPMALHH Wi
NPOEKTHPOBAHHS CPEJCTB 3alUTH HHPOPMAIMH KOMIILIOTEPHOH CHCTEMBI

PaspaGarbiBaTh apXHTEKTypy M HMHTepGEHCHl CPEACTB 3allUTHI uHpopManmH,
IpoLeaypbl BOCCTAHOBJICHHS PabOTOCIIOCOOHOCTH CPEACTB M CHCTEM 3alHTHI
fgocJie cooeB

[MoxGupars W 06OOmATh HAYYHO-TEXHHYECKYIO JHTEPATypy, METOIHYCCKHE
MaTepHaIbl TI0 IPOTPaMMHBIM H alNapaTHBIM CPEACTBAM M CIOCO0aM 3aIUThHI
MH(OPMAIIHH, B TOM YHCIIE Ha AHTTTHACKOM S3bIKE

Heobxonumeie Metonsl ¥ cpeacTsa MoiydeHus, oOpaGoTKM W mepenay HHQoOpManuu B
3HAHUA ONEpalAOHHBIX ~CHCTEMaX, CHCTeMaX yIpaBieHHs 0a3aMu [aHHBIX |
KOMITBIOTEPHBIX CETIAX

Buasl arak 1 MEXaHH3MBI HX peann3aliyi B KOMIIBIOTCPHBIX CHCTCMaXx

Meronsl u cpe€acTBa 3allHThI I/IH(I)OpMaIIIfIH B KOMIIBIOTCPHBIX CCTAX,
OIi€pallMOHHBIX CHCTEMaX H CHCTEMaX yIIPAaBJICHUA 0azaMM JaHHBIX

HpHHHHHH NOCTPOCHHSI CHCTEM 3allIMTHI I/IH(bOpMaHHH KOMIIBIOTCPHBLIX CHCTEM,
B TOM YHCJI€ aHTUBHPYCHOI'O IIPOIrpaMMHOI'0 obecrieyeHus

MerToasl aHayM3a 0€e30MacHOCTH KOMIIBIOTEPHBIX CHCTEM

TeopeTHKO-4HCIOBbIE METOIBI H AITOPUTMBI, IPMMEHSEMbIC B CPEICTBAX 3ALIAThL
uHpopMaLH

®opmaibHBIE MOJEH YIPABICHHS JOCTYIIOM

HpHHIIKHLI U METOJIbI MPOCKTHPOBAHHUS IIPOrpaMMHO-ANIIAPATHOTO obecrneueHus

MeTom0I0OTUH H TEXHOJIOTHH paspa60n<n IIporpaMMHOI0 obecneueHus

[IpuHUMIE] X METOABI YNPABIECHHS NPOEKTaMH B obnactu MH(OpMALUOHHON
6e301macHOCTH
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Kpunrorpaduueckue amropuTMsl H 0COOEHHOCTH HX IPOTPAMMHOM peai3aIiy

HopMatuBHbIe TpaBOBBIE aKTHI B 001aCTH 3aIUTH HHGOpMaLUU

PykoBomsimmue ¥ MeTonuyeckHe NOKYMEHTHI YMOJHOMOYEHHBIX (emeparbHBIX
OpPraHoOB MCHOJIHUTENIHHONH BJAcTH MO 3amuTe HHGOpMAIUMU H 00ECIEYEHUIO
0€30MacHOCTH KPUTHYECKOH HHHOPMAHOHHOM HHPPACTPYKTYPHI

OpraHu3aliMOHHBIE MEPHI 110 3alUTe HHPOPMALIAH

HanpoHanbHEIE, MEXTOCYIAPCTBEHHBIE M MEXKIYHAPOIHBIE CTaHIApTHI B 00JIaCTH
3alMTH HHPOPMALUT

Apyrue

XapaKTEPHCTHKH

3.5.3. TpyaoBas pyHKuHS

PykoBoacTBO pa3paboTKOil U TECTHPOBAHHEM YpoBeHb
HanMeHoBaHue | CPEACTB 3alIATH HHGOpPMaHK Kon : E/03.8 | (momyposenn) 8

KOMIIBIOTEPHBIX CHCTEM U CeTeH KBANHQHKALMH
IIpoucxoxaeHue Opurmman X 3auMCTBOBaHO M3
TpynoBoit GyHKLIK OpUrMHaNa

Kon PeructpaunoHHsIH HOMEp
OpHMIHHAIA nipogecCHOHAIBHOTO
CTaHAapTa

Tpynoseie neicTBUS

KoHTponb 3a pa3paloTkoii CpelcTB 3alUThl WHGHOpPMALHH B COOTBETCTBHH C
TEXHHYECKHUM 3aJaHuEM

OpraHmaImx pa60T II0 HCCJICAOBAHHIO IIPOrpaMMHO-AMIIAPATHBIX CPEACTB
3alIUThI I/IH(i)OpMaIII/II/I B KOMIBIOTCPHBIX CHCTEMAX

Pa3paGoTka mnpOrpaMMHO-alIapaTHBIX CPEACTB 3allUTHl HHpOpMAanWH B
KOMITBIOTEPHBIX CHCTEMaX

Omiazka co31aBaeMBIX CPE/CTB 3alIHTH HHPOpMaLMK

Opranu3aiis aTTeCTaldy IPOTPaMM H aTOPHTMOB Ha IPEAMET COOTBETCTBHS
TpeGOBaHMsM 3aIUTH HH(POpMaLUA

Pa3paboTka MareMaTdecKuX Mozieneii 6e30nacHOCTH KOMIIBIOTEPHBIX CHCTEM

BrInonHeHue KOHTPOJIBHBIX NMPOBEPOK paborocrocobHOCTH H 3(GeKTHBHOCTH
CHCTEM H CPEACTB 3alUTH HHOPMALHH

HeobxomyMsle Hcnonp30Barh NpHEMBI 3aIIMTHOTO IIPOrPaMMHPOBaHHS
yMEHHS Hcnonp30Bath MPHEMBI 3aIMUTHI OT THNUYHBIX aTaK Ha KOMIIBIOTEPHBIC CHCTEMBI
ITpuMeHATs METOBI ¥ IIPHEMB] OTIIA/IKH
[IpuMeHATh METOBI M CPEICTBA TECTHPOBAHMS
Heobxonumele Meroasl ¥ cpeAcTBa IONydYeHHs, oOpaboTKM H mepedaun HHGOpManuu B
3HaHHA ONEpPAallAOHHBIX CHCTEMaX, CHCTeMax ympapicHHsd 6a3aMu JaHHBIX |

KOMIIBIOTCPHBIX CETAX

Metogsl H cpeacTBa 3allMTHL umbopMaan B KOMIIBIOTEPHBIX CE€TiX,
ONCPAlfHOHHBIX CUCTEMAX ¥ CHCTEMAX YIIPABJICHUS 6azaMu JaHHBIX

Meroap! aHayIH3a O€30IMaCHOCTH KOMITBIOTEPHBIX CHCTEM

HpHHIIPIIIH NPOCKTHPOBaHUA AHTHBUPYCHOT'O IIPOIrpaMMHOI0 obecneueHus

Buypl arak 1 MEXaHU3MBI UX peanu3aliy B KOMIIBIOTEPHBIX CHCTEMAX

anHI.lHHI)I INOCTPOCHHUA CUCTEM 3aLIHTHI nmbopMamm KOMITBIOTCPHBIX CUCTEM

MeTomoNMOTMH ¥ TEXHOJIOTHMM pa3pabOTKH MPOrpaMMHOTO M amnnapaTHOro
obecreyeHHs

Kpunrorpapuyeckue alrOpHTMbI B 0COOCHHOCTH HX IPOrPaMMHOM peain3aliu

HOpMa’[PIBHBIC IIPaBOBLIC aKTEI B 00JIaCTH 3aIIUTHI an)opMannn




34

PykoBojInHe U METOAUYECKHE JOKYMEHTHl YMONHOMOYEHHBIX (eepatbHBIX
OpPraHoB MCIOJIHMTEIBHON BIAaCTH MO 3aluTe MHGOpMAlMM H 00ECIEYEHHIO
6€301aCHOCTH KpHTHYECKOH HHPOpMaIMOHHONH HH(PacTPyKTyphl

Opranu3alrOHHBIC MEPHI 10 3aIlUTe HHpOpMauK

HanmoHanbHEIE, MEXTOCYAAPCTBEHHBIE H MEXlyHapOJHBIE CTAHAAPTH B 061acTH
3aIIUTEI HHQOPMaIHU

Hpyrue

XapaKTePHCTHKU

3.5.4. TpynoBaa pynkuus

PykoBOACTBO CONIPOBOXKACHHEM VpoBeHb
Hanmenosanne | pa3paboTKM cpeacTB 3amuThl HHQopMmanuu | Kox | E/04.8 | (monyposens) 8
KOMIBIOTEPHBIX CHCTEM H CETEH KBATH(UKALHH
X
Tpoucxoxnerne  Opurman X | 3aMMCTBOBaHO M3 OPHTHHANA
TpynoBO# GYHKIMH

Kon PeructpaunoHHbIi HOMED
OpHIHHAJIA npo¢ecCHOHATBHOTO
cTaHzapTa

Tpynoseie nercTBUS

KoHTpoms 3a pa3pabOTKOM TeXHHYECKHX 3aJaHuH, IIaHOB H TIpadHKOB
NPOBEAEHHS paboT 1o 3amuTe MHPOPMALMH B COOTBETCTBHH C ACHCTBYIOIMM
HOPMAaTHBHBIMH H METOOHYECKHMH JOKYMEHTAMH

Pa3paboTka peKOMEHJalMd H MPEUIOKEHHH [0 COBCPLICHCTBOBAHHIO U
HOBEINIECHHIO 3()(EKTHBHOCTH 3aIMTHI HHPOpMaLUH

CocraBnenue u OCI)OpMJIeHHe pa3aesioB HayYHO-TCXHUYECKHX OTYETORB

Onpenenenve NMOTPeOHOCTH B CPEACTBAX 3alIMTHI HHGOPMALMH, COCTaBIeHHE
3a9BOK Ha UX MpHOOpeTeHHe ¢ HeOOX0ANMEBIMH O00CHOBAHMSMH U pacyeTaMH

3aKiIIoYeHHEe COMVIAIICHHH H JOTOBOPOB C OpraHU3allisAMH, [IPEAOCTABIIAIOIIHMHU
YCJIYTH B 00JIaCTH 3alIMTHI HHQOpMaLUK

BeInonHeHHe arrecTalii OporpaMM M aIrOPHTMOB Ha IPEIMET COOTBETCTBUS
TpeGoBaHMsIM 3aIUTH HHPOPMaLUH

OpraHH3anus KOHTPOJIBHBIX TIPOBEPOK paboTocnocobHOCTH U 3¢ ek THBHOCTH
CHCTEM M CPECTB 3alUThl HHpopMaLK ‘

AHajH3 CyUIECTBYIONIMX METOIOB M CPEJCTB, NIPUMEHAEMBIX Ul KOHTPOIA U
3amuTHl HHGOpMaun

Pa3pa60TKa npezmoxcenm‘fl 1o COBCPIICHCTBOBAHHIO H MOBBIINICHHUIO
BQ)Q)CKTHBHOCTI/I METOHOB M CPEIACTB, MPUMCHACMBIX U1 KOHTPOJIA H 3alIHTHBI

uH(popMaIH

IToqroroBKa MPOEKTOB HOPMATMBHBIX M METONMYECKHX  MAaTepHAlOB,
perIaMeHTHPYIOIHX paboTy Mo 3amm|Te HHGOpPMalMH

Pa3paboTka OpraHu3alMOHHO-PACOPAIUTENBHEIX [AOKYMEHTOB [0 3alliUTe
uHpopMaLun

KonTpons 3a pa0oTodi 1O ONEHKE TEXHHKO-9KOHOMHMYECKOTO ypOBH:A
pa3pabarbIBaeMBIX Mep IO 3alUTe HHpopManuu

Meroauueckoe pYKOBOACTBO pPaboToif IO OIEHKE TEXHUKO-3KOHOMHYECKOTo
ypoBHs pa3pabaTsiBaeMbIX Mep 10 3alITe HHPOPMALIUK

KouTponms 3a cobmofeHHeM YCTAHOBJIEHHOTO NOpAIKA BBIIONHEHHs pabor, a
TaKXKe JACHCTBYIOMEro 3aKoHomaTeNbCcTBa Poccuiickoi ®enepaniu NpH peleHHN
BOIIPOCOB, KacAIOMUXCS 3alHTH MHPOpMALIHM

Oprannsaulm NpoOBEACHUSA CICIHAIBHBIX HUCCIEIOBaHNA U KOHTPOJIBHBIX
IIPOBEPOK JUIA BBISABIIEHNS BO3MOXHBIX KaHaJIOB YTCYKH uH(bopMamm
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HeobxoauMmeie
yMeHus

dopmupoBaT, MOZEIM Yrpo3 H MOHENH HapymmTens 6e3omnacHoCTH
KOMITBIOTEPHEBIX CHCTEM

PaBPaGaTBIBaTB YyacTHBIE MIOJUTHKH 6€301aCHOCTH KOMITIBXOTCPHBIX CUCTEM, B TOM
YUCJIC IMMOJIUTUKH YIIPaBJICHUSA NJOCTYIIOM U HH(bOpMaHPIOHHBIMPI NOTOKaMHU

[IpumeHATh HALMOHAIBHEIC, MEXTOCYTIApPCTBEHHBIE H  MEXIyHapOJHEIE
CTaHJapThl B 00JIaCTH 3aIUTE HHGOPMAIIUH

[TpuMenaTsh JeHCTBYIONIYI0 3aKOHOAATeNbHyl0 6asy B obmactu obecrieyeHus
3amuThl HHGOpPMaLK

Yurarh HOpPMaTHBHBIC H MCTOAUYCCKHE JAOKYMEHTHI IIO HH(bOpMauHOHHOﬁ
06€30MMacHOCTH Ha aHIJIHHCKOM SI3BIKE

Heob6xonumeie
3HAHUSA

MeTozp! H CpeICTBa MONydeH s, 00paboTKH U nepenadu HHGOpMaLHH

MeTop! BEISIBIIEHHS KAaHAJIOB YTE€UKH HHGOpMaLMK

TMopsgok opranm3anyy paboT No 3amMTe HHPOpMaUy

Meroapl IUIAHMPOBaHHS W OpPraHM3alMH IPOBEACHHS paboT IO 3amuTe
uH(OpPMALUK H 00€CIIEIEHHIO TOCYAAPCTBEHHOM TaHBI

Meroapl NpoBeleHHs CHOELMHAIBHBIX HCCIENOBaHMA H IIPOBEPOK, paboT 1o
3amuTe HHGopManHu

Mertoapl M cpeicrBa 3amUTHl HHQOpPMAaOMM B KOMIIBIOTEPHEIX CETIX,
ONEPALMOHHBIX CHCTEMaX H CHCTEMAX yIpaBjeHHs 6a3aMi JaHHbBIX

MCTO,I[I)I aHayH3a 6e30MacHOCTH KOMIOBIOTCPHBIX CUCTEM

TTpUHIMIBI TPOEKTHPOBAHHS AHTHBHPYCHOTO IPOrPaMMHOTO 0beceveH st

Buapl aTak ¥ MEXaHU3MBI UX pcanu3aniid B KOMIIBIOTEPHEIX CUCTEMAX

HpI/IHHHHLI IOCTPOCHHA CHCTCM 3alIUThI I’IH(l)OpMaIII/IIfI KOMITBIOTCPHBIX CUCTEM

d)OpMaJIBHLIC MOZACIH YIPAaBICHUA NJOCTYIIOM

Kpunrorpaguyeckre anropuT™MbI ¥ 0COOEHHOCTH UX IIPOrPaMMHOM peani3aniy

HopMaTHBHEIE PABOBEIC aKThl B 00J1aCTH 3aIMTH MHYOPMAIlHH

PykoBojsilie U METOAMYECKHE JOKYMEHTHI YIOIHOMOYEHHBIX (henepanbHbX
OpraHOB MCIOJHHTENBHOM BIAaCTH IO 3AIUTE MHPOPMALMH H OOECHEICHHIO
6e30MacHOCTH KPHTUYECKOH HHGOPMAOHHON HHPPACTPYKTY Pl

Oprannzaunonnble MEPHI 110 3alIUTe m-ul)opmaunn

HarmoHanbHEbIe, MEXTOCYIapPCTBEHHBIE H MEXKAYHApOIHBIE CTAaHAAPTHI B 00NIacTH
3aIUTEl KHQOpMAUH

Hpyrue

XapaKTEPUCTHKH

IV. CBeaenus 06 opranu3zanusx — pa3paborunkax npogeccCHOHAIBLHOIO CTAHAAPTA

4.1. OTBeTCcTBEHHAN OPraHu3aNMs-pa3padoTunk

Acconpanus 3aumThl nHGopManuu, ropog Mocksa

IIpesunent

Jlocs Biagumup I[lasnoBuy

4.2. HanmeHoBaHHus OpraHH3alMii-pa3spadoTIHKOB

AHO JIT1O ueHTp MOBBINEHHS KBATH(QUKAMH «AHC», ropong Mocksa

AcCOIHAIHMS NpeANPHATHIA KOMIBIOTEPHBIX H MHQOPMALMOHHBIX TEXHONIOIHH, ropox Mocksa

®I'bY «BHUH 1tpyna» Muntpyna Poccun, ropon Mocksa

FQRUS RSN

Mocksa

®YMO B cucteMe Beicmero o6pazopanus no YI'CHII «ubopManmonHas 6€30MacHOCTbY, TOPOA

5 | Akagemus OCB Poccuu, r. Mocksa
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1 O6mepoccrifickuii KiaccHPHKATOp 3aHATHH.

2 O6mepoccuifckuii K1acCHPUKATOp BUAOB YKOHOMHYECKOH NEATeIbHOCTH.

3 EuHbI# KBaIA(UKALMOHHbIH CIPABOYHHUK JOJDKHOCTEH PYKOBOLMTENCH, CIIEIIMANTHCTOB M CITYXKallHX.

4 O6mepoccniickuit KiaccudukaTop npodeccHii pabourx, JOIKHOCTEH CIyXKalluX 1 TapHQHBIX pa3psaoB.

5 O6mepoccuiickuii KnaccuGUKaTop CHeNHMATLHOCTEH Mo 06pa3oBaHMIo.

6 3akon Poccuiickoii ®enepamuu ot 21 mons 1993 r. Ne 5485-1 «O rocynapcrsenHoii Taitne» (Pocculickas rasera, 1993, 21
centa6ps; Cobpanue 3akoHoxaresnscTBa Poccuiickoii ®@enepaumu, 1997, Ne 41, cr. 4673; 2022, Ne 32, ct. 5809).

7 O6mepoccuiicKuil KiaccuuKaTop crielHanbHOCTEH BbICLIEH HayYHOH KBTI NKALAH.

8 O6mepoccHifCKHii KIacCHPHUKATOp CIIEMAIBHOCTEH BhICIIEH HaYTHOH KBAJIM(HKATHH.




