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O TpeGoBaHHAX K ONePallHOHHOH HA/IeKHOCTH NPH COBEpILIEHHH

(pMHAHCOBBIX CA€JI0K C HCIOJIb30BaHHEM (PHHAHCOBOH NJIaTHOPMBI

Hacrosimuee Vkazanue Ha ocHOBaHMHM 4yacTd | crareu 12 DepepanbHOro
3akoHa oT 20 uronsg 2020 roga Ne 211-®@3 «O coBepiuieHNH GUHAHCOBBIX CAEIOK C
ucnonbp3oBaHueM (¢GuHaHcoBoH rardopmel» (CobpaHue 3akOHOJATENBCTBA
Poccuiickoit @enepaunu, 2020, Ne 30, ct. 4737) ycranaBnuBaeT TpeOOBaHHS K
ONlEpallMOHHON HaNeXHOCTH IIPH COBEPIIEHHWM (UHAHCOBBIX CHEIOK C
MCIIONB30BaHNEM (HUHAHCOBOH ITAT(HOPMEL.

1.  Oneparopsl  ¢uHaHCOBOH  IIaTGOPMBI  JOMKHBl  BBINOJHATH
TpeOOBaHUS K ONMEPaLMOHHON Hae)XXHOCTH IIPU COBEPILICHUH (HHUHAHCOBBIX CIEIOK
C  HCIIONIb30BaHHEM (MHAHCOBOM IUIATGOpPMBI B LelsIX  oOecreueHHs
OecriepeboitHoro  QPyHKLIMOHUPOBaHUS  NPOTPaMMHO-AINapaTHBIX  CPEICTB,
IpeJHa3HAYeHHBIX OJIA OCYIIECTBIIEHUS AESTENLHOCTH olepaTopa (HHAHCOBOH
1aTGOpMbI M YKa3aHHBIX B a03alle [IecTOM MOAMYHKTa 5.1 myHKTa 5 HACTOSILEro
VkazaHus (gajee — NporpaMMHO-aIIapaTHbIe CPeICTBa).

2. Omneparopsl (pUHAHCOBOH MIaT(GOPMBI, pealu3yloilde CTaHJapTHBIH

YPOBCHDB 3aIIIUTHI I/IHCl)OpMalII/II/I B COOTBETCTBHH C Tpe60BaHI/IﬂMI/I, YCTaHOBJICHHBIMHU



BankoMm Poccum Ha ocHoBanuu ctaThu 76" MenmepanbHoro 3akoHa ot 10 uross
2002 roma Ne 86-®3 «O LlentpansHoMm Oanke Poccuiickoit ®@enepaunn (banke
Poccun)» (Cobpanue 3akoHonatenbctBa Poccuiickoit ®@enepauun, 2002, Ne 28,
cr. 2790; 2018, No 27, cr. 3950), nomxHbl oOecrneduTh MOPOTOBBIA YpOBEHB
IOIMYCTHUMOTO BPEMEHHM IMPOCTOSI OOECTeYMBAIOLIMX COBEpIleHHE (HUHAHCOBBIX
CIIeJIOK C UCTIONb30BaHueM (GUHAHCOBOH ITATHOPMBI TEXHOJIOTUYECKHUX IIPOLECCOB
(majlee — TEXHOJIOTHYECKHE Ipolecchl) U (WIM) HAapyUICHHS TEXHOJIOIMYECKMX
MPOLIECCOB, MPHUBO/SAIIEIO K HEOKA3aHUIO UM HEHAANEeKalleMy OKa3aHHUIO YCIYT,
CBS3aHHBIX C obecredyeHreM BO3MOXXHOCTH COBEpILEHHS (PUHAHCOBBIX CHENOK
MeXOy moTpeduTensiMu GUHAHCOBBIX YCIYT U (PUHAHCOBBIMH OPraHU3aLMAIMHU WY
3MHUTEHTAMH C KCIIOJIb30BaHHEM (HHAHCOBBIX IUIaTGOpM (nazee — Aerpajanus
TEXHOJIOTHYECKHX MPOILIECCOB), He Ooee ABYX 4acoB MOAPS.

OmnepaTopsl (HUHAHCOBOU IUIaTGOPMEI, HE yKa3aHHble B ab3ale IepBOM
HACTOSIIEro MYHKTa, JOJKHBI 00ecleyuTh IMOPOroBhI YpOBEHBb [OIyCTHUMOTO
BpEMEHH MpPOCTOS ¥ (WIHM) Aerpajalid TeXHOJOTHMYECKHUX IIpolLieccoB He Ooiee
YeThIpeX 4acoB MOAPS.

3. Onepatopsl (uHAHCOBOH NIATGOPMBI JOJDKHBl OINpPENENIUTh BO
BHYTPEHHUX [OOKYMEHTaX 3HauyeHUsI LENeBBbIX I[I0Ka3aTejed olepalyOHHOM
HaJIe)KHOCTH:

IOMyCTUMOT'O BpPEMEHH MpOCTOsS Y (WiM) Aerpajalyd TEXHOJOIMYECKHX
IIPOIIECCOB C YYETOM ITOPOTOBOTO YPOBHS, YCTaHOBJIEHHOTO B IIyHKTE 2 HACTOSILLETO
VYkazanusi;

CYMMAapHOTO BpEMEHM MNpPOCTOS M (HJHM) AErpajalyH TEXHONOrHYECKHX
IPOLIECCOB B TequHe\KaJIeHlIapHOFO MecsLa,;

JOMYCTHUMOI'O OTHOILEHHsT OOIIero KoJu4ecTBa (PUHAHCOBBIX CJEIOK,
3aKJIIOYEHHBIX BO BpeMs Aerpajalid TEeXHOJOTWYECKUX IPOLECCOB B paMKax
COOBITHS HWJIM CEPUH CBSA3aHHBIX COOBITHI, BBI3BAHHBIX HH(POPMALUOHHBIMU
yrpo3aMu, KOTOpbIe PUBEIH WM MOIIM PHBECTH K HAPYLIEHHIO OecriepeboHHOro
(GYHKLIMOHMPOBAHHUS TMPOrpaMMHO-aNNapaTHEIX CpPeACTB (Jajnee — HWHIMIEHT
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OIEPaLlMOHHON HAOEeKHOCTH), B Cilydae MPEeBBIIEHUs] JOMyCTUMOIO BpPEMEHH
mpoctoss M (MIM) [erpajaliyd TEXHOJOTHYECKHUX I[POLECCOB, K 0XHIaeMOMY
KOJIMYECTBY (PMHAHCOBBIX CAENOK 3a TOT K€ INepuol B ciydae OecrnepeOoiHOro
(YHKLUMOHUPOBAHHUS [IPOTPAMMHO-AIIapaTHBIX CPEACTB, PACCYUTAHHOE HA OCHOBE
CTAaTHCTHYECKHX JAaHHBIX 3@ MEepUOJl He MeHee OJHOro roja (najee — JOMyCTHMast
IOJS Aerpaaliii TEXHOJIOTMYECKUX IIPOLIECCOB);

mokasareyns — coOmogeHus — pexxuma  pabothl  (QyHKUHMOHMPOBaHUA)
dbuHaHCcOBOM  tatrdopMbel  (BpeMEHM ~ Hayajua, BPEMEHHM  OKOHYaHWUs,
NPONOJDKUTENBHOCTH ¥ IOCJE0BAaTeNBHOCTH IPOLEAYp, BBIIONHAEMBIX Ha
buHaHCOBOH MuaThopMme ¢ Uenblo obecrneuyeHus BO3MOXXKHOCTHU COBEPIUEHHS
(bHHAHCOBBIX CHENOK).

B cnyuasx TmpeBBIIIEHHS JOMYCTHMOrO BpeMeHHM IpocTos U (UiH)
Jerpajalid TEXHONOTHUYECKUX MPOLIECCOB, & TAaKXKe OTKJIOHEHHS OT JOMYCTUMOH
oMM [Jerpajaliil TeXHOJOrMYeCKHX IpOLEcCOB OIepaTropsl (HHAHCOBOH
I1aTHOPMBI TOJDKHBI 00ECTIEUUTh (PUKCALIUIO:

(baKTH4eCKOro BpeMeHH MpOCTOos W (WiHM) Aerpafjallid TEXHOJIOTMYECKUX
IIPOLIECCOB, HCUUCIIIEMOTO MO KaXIOMY HHLIMIAEHTY OTepallMOHHOMN HaJe)XHOCTH;

dakTUUeCKOW [ONM Ierpajalyi TEXHOJIOTHYECKHX IPOLECCOB B paMKax
OTAENBFHOT0 MHLU/CHTA ONIepallMOHHON HaJeXKHOCTH.

[pu omnpeneneHur BpeMeHH NPOCTos U (WiK) Jerpafiallui TEXHOIOTMYECKUX
MPOLIECCOB B pacyeT He BKJIOHYAIOTCS [E€PUOABI BPEMEHHU INPOBEIACHUs IUIaHOBBIX
TEXHOJIOTHYECKHUX OIepaluii, CBS3aHHBIX C TNPHOCTAHOBIEHHEM (YaCTHYHBIM
NIPUOCTAHOBJIEHHEM ) TEXHOJIOTHYECKUX MTPOLIECCOB.

4. Ornpelieienrie UeNeBbIX MoKa3aTenel onepalOHHOM HaAeXHOCTH U
obecrieueHue KOHTpONSA 32 HX COONIOAEHHEM peallu3yeTcs OIleparopoMm
(UHAHCOBO# MIaTGOPMBI B PaMKax CUCTEMbI YIIPaBIEHHUs PUCKAMH.

Oneparop ¢uHaHCOBOH MIATGOPMBI JODKEH HE PEXE OLHOIO pasa B Ioj
MPOBOJUTH aHATN3 HEOOXOIUMOCTH MepecMOoTpa 3Ha4eHUH LieeBbIX MT0Ka3aTelel
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5. Tpe6oBaHust K ONEPALMOHHON HAJEXHOCTM MpPH  COBEPIIEHUU
(MHAHCOBBIX CAEJIOK C MCIOJb30BAaHUEM (HHAHCOBOHU MIaT(OPMBI BKIIIOYAIOT B
cebs:

TpeOOBaHUs K OMNpeleNeHHI0 IeleBbIX [oKa3zaTeleil u obecrnedyeHuto
KOHTPOJIS 33 UX COOIIOICHUEM;

Tpe®OBaHus K ONEepPAllMOHHON HAIEeKHOCTH B OTHOLLIEHHM HASHTH(PUKALKH
coCTaBa JJIEeMEHTOB, YKa3aHHbIX B MOANMyHKTe 5.1 HacToslero IMyHKTa
(manee — KpUTHUYHAS apXUTEKTYpa);

TpeOOBaHMUs K OMEpaMOHHOW HaNeKHOCTH B OTHOLIECHWM YIPABICHUA
H3MEHEHHUSIMU KPUTHYHON apXUTEKTYPBL;

TpeGOBaHHs K OIEPallMOHHON HaJe)XXHOCTH B OTHOLICHUH BBISBICHHUA,
PEerUCTpalliy, peardpoBaHHs Ha HHLUACHTHl ONEpPallMOHHON HANEXHOCTH H
BOCCTAHOBJICHHUE BBINOJTHEHHS TEXHOJIOTHYECKUX [TPOLIECCOB ¥ (PYHKIIMOHUPOBaHHUS
IporpaMMHO-aNNapaTHbIX CPEICTB I10CNIE peanu3alui TaKuX HHIUIEHTOB;

TpeOOBaHHS K OMEpPallMOHHON Ha/le)KHOCTH B OTHOILEHUM B3aUMOACHCTBHS C
BHELTHHMH KOHTpareHTaMH, OKa3bIBaIOIIMMH YCIYTH B cepe HMHGOOPMALHOHHBIX
TEeXHOJIOTHH, CBsS3aHHble C BBIIOJIHEHMEM TEXHOJOTHMYECKHUX IIPOLECCOB
(nasiee — MOCTABIIMKU YCIIYT);

TpeGOBaHMsI K OINEPalMOHHOW HANEeKHOCTH B OTHOIUCHHHM TECTUPOBAHHMS
OIepallMOHHON Ha/IeXKHOCTH TEXHOJIOIHUYECKUX IIPOLIECCOB;

TpeOOBaHHA K OIEPAUUOHHOM HAJEeXKHOCTH B OTHOLICHHH YIIPaBlIeHHS
PHCKOM HECAaHKUHOHHPOBAHHOTO [OCTyNa pabOTHUKOB omepaTopa (pPHMHAHCOBOH
MIaThOPMbI WK PabOTHHUKOB MOCTABLIMKOB yCIyr, 001aJaloyuX MOJTHOMOYHIMH
IOCTyNa K T@pOrpaMMHO-amliapaTHBIM CpeacTBaM (Jajee — BHYTPEHHHH
HapyLIUTENb);

TpeGOBaHMs K OMNEpalMOHHONW HANEXKHOCTU B OTHOILLIEHMH obecredyeHus
OCBEZIOMJIEHHOCTH 00 aKTyaJIbHbIX HH(GOPMAIMOHHBIX YTPO3axX;

MHbIe TPeOOBaHUs B COOTBETCTBHHU C IyHKTaMu 69 HACTOSLLEro Y Ka3aHMsL.

5.1.  Oreparops! pUHAHCOBO#H MIaTGOPMBI B OTHOIIEHUH HAEHTU(DUKALUY
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KPUTUYHOHW apXUTEKTYpbl JOJDKHBI OOecreurBaTh OpraHu3al{il0 ydeTa U
MOHUTOPHHIA CIEAYIOMUX 3JIEMEHTOB KPUTHUHOM apXUTEKTYPBI:

TEXHOJIOTHYECKMX MMPOIECCOB, Peau3yeMbIX HEIIOCPEACTBEHHO ONIEPaTOPOM
(bUHAHCOBOM TIATHOPMBI;

TE€XHOJIOTHYECKHUX MPOLIECCOB, Pealli3yeMbIX TOCTABUIMKAMHU YCIIYT;

nojpasziefieHuii oneparopa (UHAHCOBOM NIAaTGOPMBI, OTBETCTBEHHBIX 34
pa3paboOTKy TEXHOJIOrMYECKUX MpPOLECCOB, IMOANEpXKAaHUE MX BBINOTHEHHS,
peanu3alyi0 TEXHOJOTHYECKUX MPOLECCOB (Ianee — MOApa3fe/icHHs Oleparopa
¢uHaHCOBOI MIaT(GOpPMBI);

TEXHOJIOTHIECKHMX YYaCTKOB (3TAOB) TEXHOJOTHYECKUX [TPOLIECCOB;

IpOrpaMMHO-allapaTHeIX CPEACTB olepaTopa (MHAHCOBOH IIAT(OPMEI,
3a/1eiCTBOBAHHBIX TPY BBIIIOJTHEHUH KaXXIOTO TEXHOJIOTUYECKOTO IIpoLiecca;

pabOTHHKOB ormeparopa (HUHAHCOBOH IUIATOPMBI WM HHBIX JIHII,
OCYILIECTBISIOMMX (U3UYecKUd U (MIIM) JIOTUHMECKUI AOCTYII, MU IPOrpaMMHBIX
CEpPBHCOB, OCYIIECTBISIOIIMX JIOTUYECKUH IOCTYN K IpOrpaMMHO-alapaTHBIM
cpencTBaMm (nanee — CyObBeKThl HOCTyna), 3aAeHCTBOBAHHBIX IIPH BBINOJHEHHUH
Ka)XJIOI'O TEXHOJIOTHYECKOro Mpolecca;

B3aMMOCBS3€#i U B3aMMO3aBHCHMOCTEH MeXIy OrepaTopoM (pUHaHCOBOH
m1aThopMbl, yIaCTHUKaMH (UHAHCOBOH IIAT(GOPMBI, PErHCTPaTOpPOM PHHAHCOBBIX
TpaH3aKIMA, a TakXe TOCTaBIIMKaMM YCIyr B paMKaX BbINOJTHEHMS
TEXHOJIOTMYECKUX MPOLECCOB (Hajiee NpU COBMECTHOM YIIOMHUHAHUH — YYaCTHHKH
TEXHOJOTHYECKOT0 Ipoliecca), B TOM YHCJie B3aUMOCBSI3eH U B3aMMO3aBHCHUMOCTEH
MeXIy UX IPOrpaMMHO-aIapaTHbIMU CPEeICTBaMU;

IIPOrpaMMHO-aIapPaTHBIX CPEACTB MOCTABIIUKOB YCIYT, 3aleHCTBOBAHHBIX
MIPY BBITTOJIHEHHUH TEXHOJIOTUYECKUX ITPOLIECCOB;

KaHaJIOB TMepenadyn uHpopManuu, oOpabaTeiBaeMON M IepelaBaeMOi B
paMKax TeXHOJIOMMUYECKUX MPOLECCOB y4aCTHUKAMU TEXHOJIOMHYECKOro mpouecca
TIpY B3aUMOEHCTBHY ¢ pabOTHUKAMH OrepaTopa GMHAHCOBOM MIaTGpOPMBI.

5.2.  Oneparopsl (uHAHCOBON mIAaTHOPMBI OJKHBI O0ECIeYUBaTh
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BBITTOJIHEHHUE CIIEAYIOLUKMX TPeOOBaHUM K OMepalliOHHOM Ha/IeXKHOCTH B OTHOLUEHUH
yIpaBieHUs U3MEHEHUSIMH KPUTHUHON apXUTEKTYPBI:

[penoTBpallieHre BOSHUKHOBEHUS YSI3BUMOCTEl B KPUTUYHOM apXUTEKType,
C MCIMONB30BAHUEM KOTOPBIX MOTYT peaju30BaThCs MH(POPMALUOHHBIE YIPO3bl, U
KOTOpblE MOTYT [MOBJieYb TMpEBbILICHUE (OTKIOHEHHE OT) 3HAUEHHUH LENIeBbIX
roxasaresied OornepalMoOHHON Hale)KHOCTH;

IUTAaHUPOBaHHE W BHEApPEHHE W3MEHEHUM B KpUTHYHOM apXHUTEKType,
HanpaBjieHHbIX Ha  ofbecrieyeHue  OecmepeOoHHOrO  (DYHKLUOHMPOBAHHA
IpOTrpaMMHO-aIIapaTHBIX CPEICTB;

yHpaBJieHHe KOHQUTypalusMu IporpaMMHO-aNapaTHbIX CPEACTB;

yrpaBlieHHe  YS3BUMOCTSAMH U OOHOBIEHMSIMHU  (HCIIPaBICHHUSIMH)
IpOrpaMMHO-aINNapaTHhIX CPEACTB.

5.3.  Omneparopsl ¢uHaHCOBOH mIaTGOpMBl TOJDKHBI 00eCrednBaTh
BBINOJIHEHHE CIIEAYIOLINX TpeOOBaHuU K ONlepaliiOHHON HaeKHOCTH B OTHOILIEHUH
BBISBJIEHHUS, PpErHCTpalyH, pearMpoBaHWS Ha HHUUAEHTHl ONEpPaLMOHHOM
HaEeXKHOCTH M BOCCTAHOBJIEHHE BBITIOJNIHEHHS TEXHOJIOTMYECKHX IPOLECCOB U
(bYHKIHOHUPOBAHUS NMPOrpaMMHO-aNIIapaTHBIX CPEACTB I0C/E pealu3allMid TaKuX
UHIUICHTOB!

BBISIBJIEHHE W PETUCTPALIMIO UHIUAEHTOB ONEpallIOHHON HaAe)XXHOCTH, B TOM
yucie oOHapyKeHHe KOMIBIOTEPHBIX aTak U (aKToB BO3AEHCTBUS BPeAOHOCHOIO
KOJla Ha MporpaMMHO-alnapaTHble CpeACTBa,;

pearupoBaHHe Ha HHLIUJAEHTHI ONEPAlMOHHOM HalEXHOCTU B OTHOILEHHH
KPUTHUYHOU apxmem:ypm;

BOCCTAHOBJIEHHE (PYHKLIMOHUPOBAHUSI TEXHOJOTHYECKHUX IIPOLIECCOB H
MPOrPaMMHO-aITapaTHBIX CPEJICTB MOCIe peai3ali HHIMIEHTOB ONlepaliOHHON
HaJle)KHOCTH;

NpoBeicHHE aHajiu3a NPUYMH M IOCIEeACTBUH peanu3alvyd HHLUACHTOB
OTnepaLvOHHON HaJe)KHOCTH;

OpraHu3al{i0 B3aMMOJECHCTBHS MEXIY [OApa3JeieHUs MU OIeparopa
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¢buHaHCOBOH MIAThOPMBI, 8 TAKXKE MEXIy OorneparopoM (GPUHAHCOBOH MIAT(OPMBI U
bankom Poccuu, MHBIMH yYacTHHKaMH TEXHOJOTHYECKOro Ipolecca B paMKax
pearupoBaHus Ha WHIUACHTHl ONEpallMOHHONW HaleXHOCTH U BOCCTAaHOBJIEHUSA
BBITOJIHEHUSI TEXHOJOTHYIECKHX MPOLECCOB M (YyHKLMOHUPOBAHUS IIPOrPAMMHO-
anrapaTHBIX CPEACTB MOCJIE peann3aluy UHLKWIEHTOB OllepaliOHHON HaIeXHOCTH.

5.4. Oneparopsl (QuHaHCOBOM T1IATGOPMBI JOJKHEI 0obecreunBaThb
BBITTOJIHEHHE CIIEAYIOLIUX TpeGOoBaHUM K ONlepaliliOHHON Ha[e)KHOCTH B OTHOUIEHUH
B3aUMOJEHCTBUS C MOCTaBIIIMKaMHU yCIIyT:

yIOpaBlieHHe pPUCKOM  pealn3allid  HMHQOPMALMOHHBIX  YIpo3  IIpH
TIPUBJIEYEHHH [TOCTABILMKOB YCIIYT, B TOM YHMCJIE 3aIUTy IPOrPaMMHO-aIIIapaTHbIX
CpeICTB OT BO3MOXHOW peanuzalidl HHPOPMALMOHHBIX YIpoO3, BKIIOUYas
KOMITBIOTEPHBIE aTaky, CO CTOPOHBI IOCTABIIUKOB YCIIYT;

yIpaBlieHHE PHUCKOM TEXHOJOTWYECKOH 3aBUCHUMOCTH (QyHKLHOHHPOBAHHUSA
[IpOrpaMMHO-aINnapaTHbIX CpeAcTB onepartopa (HHAHCOBOM MIaTdOpMbI OT
MIOCTaBLIUKOB YCIIYT;

NpeOTBpallieHHe BO3MOXXHOH peanu3aldyd HHPOPMALMOHHBIX Yrpo3 IIpHU
COINPOBOXKICHUM M TEXHUYECKOM OOCIyXHMBaHHM IPOrpaMMHO-aIIapaTHBIX
CpeAcTB onepaTopa GpUHAHCOBOH MIaThOpMbI OCTABILKMKAMH YCIIYT.

5.5.  Oneparops! ¢puHaHCOBOH M1arhopMbl B OTHOLUEHHH TECTHPOBAHUS
OTIepallMOHHON HAalIeXHOCTH TEXHOJOTHYECKUX IPOLECCOB NOJDKHBI NPUHMMATH
OpraHW3allMOHHBIE ¥ TEeXHUYECKHE Mephl, HalpaBleHHBIE Ha pa3pabdoTKy
CLEHApHOTO aHaju3a M I[IPOBElJeHHEe C HCIOJIB30BAHHMEM CLEHAPHOIO aHajIu3a
TECTHPOBAHUsA TOTOBHOCTH Omeparopa (QMHAHCOBOH MIAThOPMbI NPOTHBOCTOSTH

*
peasiuzaiuy HHGOOPMAIIMOHHBIX YTPO3 B OTHOLIEHUN KPUTHYHOHN apXUTEKTYPHI.

5.6. Omneparopsl (rHaHCOBOH MIaTPOPMBl B OTHOLUEHUH YIIPaBJICHUS
PHCKOM BHYTPEHHErOo HapyIUUTeNs JOJKHBI NPUHUMATh OPraHU3aLMOHHEIE U
TEXHHYECKHE MEPBI B OTHOLICHUHU CyOBEKTOB JOCTYIA, SBISIOLMXCS] paOOTHUKAMHU
(GbUHAHCOBOW OpraHu3alyy U pabOTHUKaMH NOCTABILMKOB YCIIYT, IIPUBJIEKAEMbIX B
paMKax BBIMTOJIHEHUS TEXHOJIOTHYECKUX [IPOLIECCOB, HAIIPABJIEHHbIE HA yIIpaBJIEHUE
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PUCKOM peanu3aluy HHPOPMALUOHHBIX yTrpo3, 00YCIOBIEHHBIM BO3MOYKHOCTBIO
HECaHKI[HOHHPOBAHHOIO  HCIIOJB30BAHUS  IPENOCTABJIECHHBIX  yKa3aHHBIM
cyOBeKTaM AO0CTyTIa MOJHOMOYHH.

5.7. Omnepatopbl (UHAHCOBOM IUIATGOPMBI JODKHBI obecrneyuBarth
BBIMTOJIHEHHE CJIETYIOIIMX TpeGOBaHU K OepalldOHHON Hae)KHOCTU B OTHOILIEHUU
obecrieueHnst OCBEJOMICHHOCTH 00 aKTyaJIbHBIX HH(OPMALIMOHHBIX yIrpo3ax:

OpraHM3alMIO B3aUMOJICHCTBUS oniepaTopa GUHAHCOBOU MIAaTGOPMBI M HHBIX
YYaCTHUKOB TEXHOJIOTMYECKOro TIpouecca r1pu obmeHe uHpopmauuei 00
aKTYyaJlbHbIX CLIEHAPHUAX peain3anuy nHGOPMaLlMOHHBIX YIpo3;

UCIIONb30BaHHe HHGoOpMauuu 00 aKTyalbHBIX CLEHapUsix pealu3aluu
HHQOPMALIMOHHBIX  yrpo3 s Hedd  obecreueHuss  OecnepeboitHOro
($YHKLIHOHUPOBAHUS TIPOrPaMMHO-AIIaPaTHEIX CPEe/CTB.

6. Onepatop GpuHAHCOBOH IIaTGOPMBI JOKEH 00ECTIEUUTh YIIpaBieHUe
PUCKOM BO3HHKHOBEHHS 3aBHCUMOCTH OOecriedeHHsl ONepallOHHONH HaJeXHOCTH
OT CyOBEKTOB [OCTyna, OONajaloIluX YHHUKAJIBHBIMU 3HaHHUSIMMU, OIBITOM H
KOMIIETEHLIMEeH, a TakkKe 3allUTy KPHTHUYHOM apXUTEKTYyphl OT BO3MOXXHOU
peanu3auuy HHOOPMALMOHHBIX YIpO3 IPH OpraHU3aUy JUCTAaHIMOHHON paboThl
pabOTHHKOB.

7. Onepatop ¢buUHAHCOBONW IIAaTQOPMBI YCTaHaBIKMBaeT B JOKyMEHTax,
ONpEeETSIOMIMX MpaBUia YIIPAaBIEHUS PUCKAaMH, CBS3aHHBIMU C JESATEILHOCTHIO
ornepatopa (UHAHCOBOH IIATPOPMBI, OMUCAHUE MPOLELYp, HAIpPaBIEHHBIX HA
peanuzanuo TpeOOBaHMII K ONEpPalMOHHOM HAAEXHOCTH, YCTAHOBJICHHBIX
HACTOSILUMM Y Ka3aHueM, BKIIIoYas:

orpeesieHue \1/1 OMMCaHHe CcOoCTaBa MPOLEAYyp, HalpaBleHHBIX Ha
BBITIOJTHEHHE TpeOOBaHUN K ONepaliiOHHOMN HaIeKHOCTH;

olpenesieHHe OpraHU3allOHHON CTPYKTYphl omnepatopa (QUHaHCOBOH
wiaTQopMbl, 3aAeMCTBOBAHHOW B BBINONIHEHUH TPeOOBAHUU K OINEpAlHOHHON
HaJe)KHOCTH, B TOM 4Hciae obecrnedyuBaroiiee }‘,’CTaHOBIIeHI/Ie byHKLMH
nojpasesieHui omneparopa (GuHaHCOBOW IIATPOPMBI (B TOM YHCIE B YacTH
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MPUHATHUS PEIUECHUH C Y4eTOM UCKITFOUYEHHUs] KOH(IUKTAa HHTEPECOB) U KOHTPOJIb 32
BBIIIOJIHEHUEM TpeOOBaHHM K ONEpalMOHHOM HAJEeXHOCTH B paMKax MOopsaKa
OpraHM3aldyd M  OCYILIECTBJEHUS ONepaTopoM (QUHAHCOBOW  MIAT(HOPMBI
BHYTPEHHEIr0 KOHTPOJIS;

BBIZIEJIEHUE pEeCypcHOro oOecredeHus MAJis BBIMONHEHUS TpeOoBaHUN K
OTIEPALMOHHON HAAEKHOCTH;

NOPSIOK YTBEPKASHHUS U YCIOBUS IIEpeCMOTpa NpoLeayp, HallpaBIeHHBIX Ha
BBITTOJIHEHUE TpeOOBaHUH K OllepallMOHHON HaJeXHOCTH.

Omneparop ¢uHaHcoBoi mnatgopMmbl obecneunBaeT I[UIAHHPOBAHUE H
peanuzanuio TpeboBaHUIl K ONEepallMOHHON HaJeXHOCTH HauMHast ¢ pa3paboTku
TUIaHUPOBAHUA BHEAPEHHUS TEXHOJIOTHYECKHUX IIPOLIECCOB.

8. B nensx peanusauuu TpeOoBaHMM K ONEpaliOHHONH HaZEXXHOCTH
onepaTtop pUHaHCOBOM MIaT(OpMBbI:

Mozenupyer UH(QOpMalMOHHBIE Yrpo3sl B OTHOLLIEHHWH KPUTHYHOH
apXHUTEKTYPHI;

[UIaHUpPYeT TIpUMEHEHHE OpraHW3al[MOHHBIX U TEXHHYECKHX  Mep,
HalpaB/IEHHbIX Ha pealu3alyio TpeOOBaHUI K ONEpaliMOHHOM HAJeKHOCTH, Ha
OCHOBE pe3yJbTaTOB OLIEHKU PHUCKa peai3allii UH(POPMALMOHHbBIX YTPO3 B paMKax
CUCTEMBI YIIPABIICHUS PUCKAMHU;

obecrieuuBaeT peasu3aluio TpeGOBaHHWN K ONEPaLMOHHONW HAAEKHOCTH Ha
CTa[UAX CO3IaHUsL, IKCITyaTalliy (MCIIONB30BAHMS 10 HA3HAYEHHIO, TEXHUUECKOIo
00CITy)KMBaHHs U PEMOHTA), MOAEPHU3ALIMH, CHATHUS C IKCILTyaTalluy [IporpaMMHO-
arrapaTHBIX CPEACTB;

obecrieynBaeT KOHTPOJIb coOMo/leHUsT TpeOOBaHUN K ONEepalMOHHOU
Ha/Ie)KHOCTU B OTHOLIEHUH 3JIEMEHTOB KPUTUYHOHN apXUTEKTYPBHI.

Onepatopsl  ¢uHAHCOBOM mmiIaTGoOpmMbl JOKHBI  YCTAHaBIMBaTh  BO
BHYTPEHHUX [OKYMEHTaX MOPSAOK DPErUCTpalid HMHUUICHTOB OlEpPalHOHHOMN
HaeXXHOCTH. [lo Kax oMy MHLUMIEHTY ONepallMOHHOM HaAeKHOCTH OIEePATOPBI

¢buHaHcoOBOM MaTdopmbl JODKHBI 0OecneunBaTh PerucTpaLuio:



JAHHBIX, MCIOJB3YeMbIX Ul (DUKCALUU TMpeBbIUICHUS (OTKIOHEHUS OT)
3HAYeHUHN yCTaHOBJIEHHBIX [[eJIEBBIX MTOKa3aTeNel onepaliOHHON HAAe)KHOCTH;

OAHHbBIX, TIO3BOJISAIOUIMX BBIIBUTH MPUYUHY IMpeBbIIICHUS! (OTKJIOHEHHS OT)
3HAYEHHH YCTAHOBJIEHHbIX L[EJIEBBIX MMOKa3aTesiel onepaliOHHON HaJe)XHOCTH;

pe3ynbpTaTa pearupoBaHus Ha HHIMIEHT ONepPaliOHHON HaIeXKHOCTH.

9. Omneparopsl prHAHCOBON MIaTHOPMBI JOIKHBEI HHPOPMHUpOBaTh baHk
Poccun:

O BBIABJIEHHBIX HHLUMIEHTAX OMEpPallMOHHON HaleXHOCTH, BKIIIOYEHHBIX B
nepeyeHb TUIMOB WHIMASHTOB ONEPAllMOHHON HaIe)KHOCTH, pa3MeliaeMblii bankom
Poccun Ha oduuumansHom caiite banka Poccun B uH(pOpManuoHHO-
TeleKOMMYyHUKaIoHHOH ceTn «MHTepHeT» (nanee — cetb «MHTEpHETY), a TaKXKe
O TpPHUHATBIX Mepax U I[POBEACHHBIX MEPOINpPHUATUAX II0 pearHpoBaHUIO Ha
BBISBIIGHHBIN omepatopoM (uHaHcoBO# mnardgopmel unu bankom Poccuu
MHLUISHT ONEPAllMOHHON Hale)KHOCTH;

O IUTAaHUPYEMBIX MEpOIPUSTHIX, BKIIOYas BBIIYCK IIPECC-PENIU30B U
NpoBeJeHHe Mpecc-KoH(DepeHUU, pa3MelleHne HHopMauuyd Ha O(ULHATBHBIX
caiitax B cetu «HTepHET», B OTHOLLIEHHH HHIMAEHTOB ONIEPaliMIOHHON HaleXHOCTH
He M03JHee OOHOro pabouero IHS 0 [HS [IPOBENSHHS MEPONPUATHS.

Oneparopsl ¢uHAHCOBOH IUIaTGOPMBl [HOJDKHBI IPENOCTaBIATh B baHK
Poccuu ykazaHHble CBeEHMs C HUCIOJB30BAaHUEM TeXHHUYECKOH MH(PacTPyKTypsl
(aBromMaTH3upoBaHHOH cucteMbl) banka Poccuu. B ciyyae BO3HUKHOBEHHSA
TEXHUYECKOW HEBO3MOXHOCTH B3aUMOJEHCTBUS  OIEpPaTopoB  (PUHAHCOBOM
nnatdopmsl ¢ bankoMm Poccuu ¢ MCnons30BaHNEM TEXHUYECKOH HHOPACTPYKTYPHI
(aBromaTu3upoBaHHOH cuctemsl) banka Poccun oneparopsl  (uHaHCOBOH
w1aT$hopMbI JOJDKHBI NIpefocTaBiiTh B bank Poccuu cBenenus ¢ ucnonbp3oBaHueM
pesepBHOro  crnocoba B3aumopedctBus. HMudopmanus o  TeXHHYECKOH
nH(ppacTpykType (aBTOMaTH3MpOBaHHOH cucteme) banka Poccuu, pesepBHOM
criocobe B3auMoJieiicTBuUs, HhopMe U cpoKax Hal’lpaBHéHI/Iﬂ CBeIEHUH pa3melaercs
Ha opuLmansHoM caiite banka Poccun B cetu «MHTEpHETY.
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10. Hacrosiiee Ykazanue MOMIEKUT ODUIHATIEHOMY ONYOJIHMKOBAaHUIO U B
cootBeTcTBUH ¢ perienneM CoBera aupektopoB banka Poccuum (mpotokon
3acemanus Cosera ngupektopoB banka Poccum ot 18 npexabps 2020 ropa

Ne TIC/1-30) Bctynaet B cuny ¢ 1 oktsiopst 2021 ropa.

[Ipencenarens . 'Z/
—
[lenTpanibHOrO OaHKa /

Poccutickoii @enepanun 0.C. HabuynnuHa
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