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OO0 yTBepK/IeHHH NOPAAKA CO3AAHHS H NPOBEPKH METKH 10BEPEHHOr0 BPEMEHH

B coorBercTBHM ¢ myHKToM 19 crarem 2 @epepasbHOro  3aKOHa
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MOPSIIOK
CO3aHHA H nponeprm METKH nonepennoro Bpemelm

1. Hacrosimmii  Ilopsmok ompenenser npaBuila CO3NAHHA H IPOBEPKH METKH
HOBEPEHHOTO BPEMEHH.

2. MeTKa [OBEPEHHOrO BpPEMEHH CO3MAaeTCid IOBEPEHHOH TpeTheH CTOPOHOM,
YIOCTOBEPSIOMIMM LIEHTPOM HJIH OIIEpaTOPOM HH(HOPMAIIMOHHOMH CHCTEMEI (naJiee — Ciyk6a
METOK [JOBEPEHHOrO BPEMEHH) C HCIOJNB30BAHMEM IPOTPaMMHBIX M (WJIH) amIapaTHBIX
CpPelcTB, MPOWEAMMX NpOLeNypy MOATBEPXACHHS COOTBETCTBHA TpeOOBaHHUSM,
YCTaHOBIIEHHBIM B COOTBETCTBHH C IyHKTOM 19 cratem 2 @epepalbHOro 3aKkoHa
ot 6 anpens 2011 r. Ne 63-®3 «O6 snexTpoHHO# noanucH» (nanee — OenepanbHbIid 3aKOH
«O0 3IEKXTPOHHO# MOATIHCKH).

3. Co3naHMe METKH J[OBEPEHHOTO0 BPEMEHH OCYLIECTBISETCS CIy:KOOH METOK
JNOBEPEHHOTO BPEMEHH IIO0 3aIpOCy yJaCTHHUKOB JJIEKTPOHHOIO B3aMMOACHCTBHS MyTEM
NOANKCAHKS 3JEKTPOHHOM MOAMKCHIO CIyXkObl METOK HOBEPEHHOrO BPEMEHH TEKYIIEro
IOCTOBEPHOIO 3HAYEHHS BPEMEHHU B COOTBETCTBHH C TPeOOBaHHAMH K CTPYKTYpe METKH
JOBEPEHHOI'0 BPEMEHH.

4. C nensio obecrniedyeHHSI HOCTOBEPHOH HH(GOpMAam¥MH O MOMEHTE INOANHCAHHS
SNEKTPOHHOI0 NOKyMEHTa METKa JOBEPEHHOI0 BPEMEHH MOXET OBITh MPHCOSAMHEHA K
HNOANKMCEIBAEMOMY JNOKYMEHTY WM CBS3aHa C IOAIHCHIBAEMBIM [OKYMEHTOM WHBIM
croco6oM.

5. GopMar 3ampoca METKH JOBEPEHHOIO BPEMEHH H (OpMAT OTBETa CIyXKOB METOK
JOBEPEHHOr0 BPEMEHH Ha TaKoif 3a1poc, IpexyCMaTpHBaIOIHi 00ecrieYeH e IeIOCTHOCTH
H JIOCTOBEDHOCTH METKH HOBEPEHHOTO BPEMEHH, HCIOJNB3YIOTCA CIyXO60d MeToK
JMOBEPEHHOIO0 BPEMEHH B COOTBETCTBHH C 3aKOHOAATEIECTBOM Poccuiickoit Oenepauuu B
cdepe TEXHUYECKOrO PEryIUpOBaHus U CTaHAAPTH3ALIMH.

6. Ciy’)kOBl METOK MOBEpEHHOTO0 BpPEMEHH, CO3/aBacMBIE NOBEPEHHON TpeTheH
CTOPOHOM HWJIH YAOCTOBEPSIOIIMM LIEHTPOM, [IPH CO3JAaHHH METKH JOBEPEHHOTO BPEMCHH
JOJDKHEI TI0JTy4aTh HHGQOPMALKIO O TOYHOM 3HAYECHUH BPEMEHH C yYE€TOM JacOBOro nosca
U KaJIeHOApHOi aTe OT TEXHUYECKUX CPEACTB Iepeadi 3TAIOHHBIX CUTHAIIOB BPEMCHH U
9acTOTHl, a TaKke HHQOPMALHIO O TOYHOM 3HAYECHWH BPEMEHH M KaJlCHAApHOH nare
(mamee — TeXHWYECKHE CPEACTBA IIEPefadd OSTANOHHBIX CHTHAJIOB BPEMEHH),
dyBKIHOHMpylOmEX B cooTBercTBMM C IlonoxenweM o IocynapcrBeHHOM ciyxGe
BPEMEHH, 4YACTOTHI M ONpEJEIeHHs NapaMeTpOB BpamICHHA 3eMIIH, YTBEpXKACHHBIM
nocraHoBneHneM Ilpasurensctsa Poccuiickoit ®enepauun ot 23 mapra 2001 r. Ne 225
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(Cob6panue 3akonozaarensctsa Poccuiickoit @eneparmu, 2001, Ne 14, ct. 1361; 2018, Ne 49,
ct. 7600). B MeTKy BpeMeHH 3aHOCATCS 3HAYCHHS O TOYHOM 3HAYCHHH BPEMEHH B
COOTBETCTBHH CO BCEMHPHEIM KOOpPAMHHPOBaHHEIM BpeMeHeM (nainee — UTC).

7. Cyx0bl METOK [JOBEpEHHOTO BpPEMEHH, CO3[aBacMbI€  OIEpaTOpaMH
HHQOPMALMOHHBIX CHCTEM, [OAy4aloT HHQOpMamMi0O O JaTe ©  BpeMeHH
OT TEXHAYECKHX CPEJICTB MEpeayn TAIOHHBIX CUTHANOB BPEMEHH HIIH OT CITyXObl METOK
JIOBEPEHHOI0 BpeMEHH, YKa3aHHBIX B IyHKTe 6 Hacrosmero Ilopsaka, mocpeacTBoM
MH()OPMALMOHHO-TEICKOMMYHUKAMOHHBIX ~ ceTeif mpW  ycnoBHH  obecrmedeHus
IIENOCTHOCTH  mepeaasBaeMoif  WHGOpDMALMH € KCOONB30BAHMEM  CPEACTB
kpunrorpadgudeckoil 3ammThl MHPOpMAaIWH, HMEIOMHUX MOATBEPXICHHE COOTBETCTBHS
Tpe6GOBaHMAM, yCTAHOBJICHHBIM COINIACHO 4acTH 5 crathH 8 MenepanbHoro 3akoHa «00
3IIEKTPOHHON MOAIIUCH.

8. IIpoBepKka METKM HOBEPEHHOTO BPEMEHH OCYLIECTBISECTCA CHoyxO00i MeToK
IIOBEPEHHOT0 BPEMEHH IpPH IPOBEepKe NCHCTBUTENBPHOCTH 3JIEKTPOHHOM MOAMHUCH C
HCIONB30BAHMEM CpPEACTB, MPOLISNIINX NpOLEAYpY HOATBEPKACHHS COOTBETCTBUA
Tpe6OBaHKAM, YCTAHOBJICHHBIM COTVIACHO 4acTH 5 crathd 8 DenepanbHOro 3akona «06
3NIEKTPOHHOM MOAKCH» B CIEAYIOIEM MOPAAKE:

1) ciy’x0a METOK ZOBEPEHHOI'O BPEMEHH [IPOBEPSET MATEMATHIECKYIO KOPPEKTHOCTE
2JICKTPOHHOM ITOATIMCH,;

2) ciuyx0a METOK [JOBEpEHHOIO BPEMEHH MPOBEPAET NPHMEHHMOCTH METKH
IOBEPEHHOr0 BPEMEHH K 3JIEKTPOHHO# IOIIIHCH, IS KOTOPOH JaHHAas METKA JOBEPEHHOTO
BpEMEHH CO3/aHa; iy

3) ciyx0a METOK JOBEPEHHOI'0 BpEMEHH OCYILECTBIISIET CPAaBHEHHE NAThl H BPEMEHH,
YKa3aHHBIX B MOJyYeHHOH U1 SJCKTPOHHOH MOANMCH METKE BPEMEHH, CO CPOKaMH
neiicTBHs cepTUdHKaTa KIOYa MPOBEPKH 3JIEKTPOHHOH MOJANMCH, COOTBETCTBYIOIIETO
npoBepsieMoil ANEeKTpOHHON MmoAnKCH. JlaTa M BpeMs NOJDKHBI HAXOHNMTHCA B Mpejernax
CpoOKa JeicTBHA JaHHOIO CepTU(HKATA;

4) cinyx6a METOK [JOBEpPEHHOrO BPEMEHH IIOTy4aeT CBeicHHA 00 aHHYJIHPOBAHHM
ceprudHKaTa KIIOYa MPOBEPKH 3JIEKTPOHHOH MOANMMCH HAa MOMEHT BBIJAYH METKH
JI0BEPEHHOI'0 BPEMEHH [ JaHHOH JNIEKTPOHHOM moAmKCH. Jlara 4 BpeMs aHHYJIAPOBaHUA
IaHHOTrO cepTHdUKaTa KII0Ya IPOBEPKHU dIEKTPOHHO IOANKCH NOJDKHEI OBIT 03XKe NaThI
¥ BPEMEHH, YKAa3aHHBIX B NONYYECHHOH Ui SJIEKTPOHHOH MOANKCH METKE NOBEPEHHOTO
BpPEMEHH.

9. Co3naHHe METKH NOBEPEHHOTO BPEMEHH OCYIIECTBISETCS B COOTBETCTBHM CO
CIIEAYIOIUMH TPeOOBaHUIMH:

1) DneKTPOHHBIM AOKyMEHT HOJDKEH COAEPXKATh HOKA3aTeNbCTBA, YTO OOBEKTEI
IaHHBIX CyIIECTBOBAIM A0 ONPEAEICHHOIO MOMEHTA BpEMEHH (Zjajiee — MPOTOKOJI LITaMIIOB
BpeMend). B memax obecneueHus yKa3aHHBIX [OKA3aTENBCTB OCYINECTBIACTCH
B3auMozeiicTBue CiayxOel mramMnoB BpemeHH (TSA) u 3anpammBaromeidl CTOPOHEI
nocpeacTBoM (opMupoBaHus 3anpoca K TSA u nmpoBepku ee oTBeTA.

2) Cnyx06a mTaMnoB BpeMEHH IIPH CO3[IAHHNM METKH BPEMEHH JOJDKHA:

ucmons3oBath 3Ha9eHue UTC,;

BKJIIOYATH JOCTOBEPHOE 3HAYCHUE BPEMEHH B KAXK/bIH IIITaMII,

BKJIIOYATh YHUKAIBHOE LIEJIOe YHCIIO B KaXK/bIH HOBBIMH IITAMIT,




CO371aBaTh IITAMII IIPH MONYYSHUH 3aMpoca OT 3alpallMBaloNIel CTOPOHEI, KOrjga 3T0
BO3MOXHO;

BKJIFOYATh B KX INTAMI BPEMEHM HMACHTH(GHMKATOP MONUTHKH 6€30macHOCTH
(persniameHTa), COrJIaCHO KOTOpO# OH OBLI CO3/1aH;

CTaBHUTh IOTaMII BpPEMEHH TOJNBKO JUIi  XJII-3HAYEHMsl, BBIYMCIEHHOIO
C HCTIONIF30BAHMEM yCTOMYMBOI OXHOHAINPABICHHOH X3M-(yHKIHH,

IIPOBEPSATH COOTBETCTBHE UIMHBI XOIII-3HAYEHNS JJIHHE, ONPEACICHHON B AITOPUTME
X3IIMPOBAHMS, HACHTU(GHUKATOP KOTOPOTO yKa3aH B 3ampoce K TSA;

HE IMOJBEpraTh XdII-3HAYEHHE, KOTOPOMY NPHCBOCH IITaMII, KaKod-Tubo mpoBepke
(KpoMe MPOBEPKH €ro JUIMHBL, KaK 3TO YKa3aHO B IIPEIBLAYIIEM MyHKTE);

He BKJTIOYATh B IITAMIIBI BpEMEHH KaKyl0-IiH00 uH(OpManuio, HACHTHGHIHPYIOLIYIO
3a[IpaIINBAONIyI0 CTOPOHY;

[OJIMCHIBATh KAXKIBIA IITAMI BPEMEHH KIIIOYOM, CTCHEPHPOBAaHHBIM CIICLUAJIBHO
IUISE OTOM IIEIIH;

BKJTIOYATh AOMONHUTENbHYIO HHGOPMALMIO B IITaMI BPEMEHH, €ClH 3Toro Tpebyer
3aMpalllMBalOmIas CTOPOHA, HCIIONBE3YS TOJBKO T€ PACIIMPEHHUs, KOTOpEIe MOAACPKUBAIOTCS
ciyx60ii mramnos BpemeHH. Ecliu 3T0 HEBO3MOXHO, Cly0a IITAMIIOB BpEMEHH JOJDKHA
OTBETUTH cOOOImEHneEM 00 ommoKe.

3) B nepBoM coobmeHrH 0OMEHAa B paMKaX JaHHOrO NPOTOKONA 3aIpaliiBaroINas
CTOPOHA MOCHLIAET B CITyXO0y LITaMIIOB BPEMEHM 3alpoC Ha INTAMII BpEMEHH (najiee —
TimeStampReq). Bo BropoM coobmeHun ciyx06a [ITaMIOOB BPEMEHH OTBEYaeT
3anpammBaroieil cropone coodmenueM (nanee — TimeStampResp).

IIpu mnomydenuu TimeStampResp, comepiaiiero IITamn BpeMeHH (zainee —
TimeStampToken), 3ampammBaiolas CTOPOHA JODKHA IPOBEPHTh OTBET HA OMHUOKH O
COCTOSIHMH H, €CIH MX HET, IpoBepHuTh pasnuudbie mons B TimeStampToken, a Taxke
NEeHACTBUTENLHOCTh JJEKTPOHHON MOMMHMCH, KOTOpPOH ITONIHMCaH TimeStampToken, u
yOemuThCA, YTO MAAHHBIE C TPOCTABICHHBIM IITAMIOM BPEMEHH COOTBETCTBYIOT
OTHpaBICHHBIM OAHHRIM. 3anpalMBalomas CTOpOHA JOJDKHA POBEPHT, YTO
TimeStampToken conep>uT MpaBIBHEIN UASHTH(YHUKATOP CEPTHHHKATA CITyXOBI IITAMIIOB
spemern (ESSCertIDv2), mpaswisHoe xom-3Hadenue (hashedMessage) W npaBUIIBHBIH
uneHTHUKaTop amroputMa xsmuposanus (hashAlgorithm) B mose messagelmprint.

ITocne 3TOro 3ampammMBarONIas CTOPOHA AODKHA IPOBEPHTH aKTyalbHOCTh OTBETA,
COOTHECSL €r0 BpeMs C COOCTBEHHBIM JOBEPEHHBIM HCTOYHUKOM BPEMEHH, €CIIH HCTOYHHK
CYIIECTBYET, IM6GO0 CPaBHHB BKJIIIOYCHHOE B OTBET 3HAYEHUE NONCE CO 3HAYECHUEM B 3ampoce,
a Taloke yOenmuThCs B ASHCTBHTENHHOCTH CEPTH(HMKATA CIyXOBI IITAMIIOB BPEMEHH C
MOMOIIBIO MPOBEPKH COOTBETCTBYIOIIETO CIIMCKA OTO3BAHHBIX CEPTA(HUKATOB.

4) 3ampoc K coyk0e ITaMIOB BPEMEHH NOIDKEH MPEACTABIATh CO00H CIPYKTypY

tuna TimeStampReq:

TimeStampReq ::= SEQUENCE {
version INTEGER { v1(1) },
messagelmprint Messagelmprint,

-- OID anropuaT™a X3IIHUPOBaHUA U X3II-3HAYCHHE OT NAHHBIX, I KOTOPBIX

-- TpedyeTcs mTaMIl BpEMEHH
reqPolicy TSAPolicyld OPTIONAL,




4

nonce INTEGER OPTIONAL,
certReq BOOLEAN DEFAULT FALSE,
extensions [0] IMPLICIT Extensions OPTIONAL }
Ilons CTPYKTYpBHI TimeStampReq JOJDKHBI OBITH 3a0JIHEHBI
cleayromumM obpa3zom:
version —f0jI€  version ONHCHIBAa€T BEPCHUIO 3ampoca IITaMna BpPEMEHH.

[Tose version IODKHO HMETH 3HAYEHHE 1 ;

messagelmprint mone messagelmprint ZODKHO OpEACTaBIATE COOOH CTPyKTypy THIA
—Messagelmprint. Crtpykrypa Messagelmprint pmoDKHA  BBHITJIAAETH

CIemyromuM o6pa3om: .

MessageImprint ::= SEQUENCE {
hashAlgorithm AlgorithmlIdentifier,
hashedMessage OCTET STRING }

Ciyx6a mTaMnoB BpeMeHH OTKa3biBacT B BbiJaye IUTaMIa BPEMEHH,
BO3Bpamas coobmenue co 3HagenneM badAlg B nosne PKIFailurelnfo, eciu
X3II-AJITOPUTM HE Pacro3HaH.

ITone hashedMessage crpykTypbl Messagelmprint mo/mbkHO conepXarb
X3II-3Ha4eHHE OT JAHHBIX, [UIS KOTOPEIX TpeOyeTcs MTaMIl BPEMEHH.
Cryx06a IITaMII0OB BpeMEHH [TPOBEPSET COBNAACHHUE AJIMHEI X3II-3HAYCHH
C  MJIHHOHM, YCTAaHOBJICHHOM  MPHMEHEHHBIM  XJII-aJITOPHUTMOM,
uaeATHGHUKATOp KoToporo ykasad B nmoiie Algorithmldentifier.

[To pe3ynbraramM Takod IPOBEPKH, B Cllydae HECOBMNAJCHMS YKa3aHHBIX
JUTHH, CITy%0a IITaMIIOB BPEMEHH OTKA3bIBAET B BbIjaue IITaMIIa BpEMEHH,
Bo3Bpamas coobmenné co 3HadeHueM badAlg B none badDataFormat;

reqPolicy —none reqPolicy (mpu Hanuuyuu) umeer tun TSAPolicyld m oGosnaqaer
PErIaMeHT CIyXOBI INTAaMIIOB BPEMEHHM, COIJIACHO KOTOPOMY ClefyeT
Beigath TimeStampToken. TSAPolicyld ompenensercda cleayrOuM
obpazom:
TSAPolicyld ::= OBJECT IDENTIFIER;

nonce —mone nonce (nmpu Hanuuuu) umeer THI INTEGER u no3BojiseTr KIHEHTY
NPOBEPUTH AKTyalbHOCTh OTBETA, KOIrJA JIOKAJBHOE BPeMs HEAOCTYIIHO.
3HaueHHe MOJsA NONCe AODKHO MPEACTaBIATh co0oi yHMKanbHOE 64-
GUTHOE LIEJI0e YHCIIO, CTEHEPHPOBAHHOE KIIMEHTOM CIIy4aifHEIM 06pa3oM.
[Ipy OTCYTCTBHHM 3HAYCHHsS NONCE B OTBETE, OTBET KIMEHTOM JIOJDKEH
OTKIIOHEH;

certReq —nosne certReq (npu Hamuauu) umeer Tum BOOLEAN. Ecnu moste certReq
MPUCYTCTBYET U HMEET 3HAaUeHHE «true», CepTHUKAT KI0Ya MPOBEPKH
TOANMCH CIyXGBl IITAMIOB BpEMEHH NODKEH OBITh MOMEIICH B HOJNe
certificates B crpykrype SignedData.
Ecim mone certReq orcyrctByer u uMeer 3HadeHue «false», moine
certificates B ctpyktype SignedData B oTBeTe CiryKObI IITAMIIOB BpEMEHH
HE yKa3bIBaeTCs,
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extensions -nione extensions (pacmmpenus) umeer Tun Extensions u mo3BoOJIsSET
n00aBUTH JOMOJHUTENLHYIO HHGOPMALIUIO B 3aMpPOC.

Cnyx0a IITaMIOB BPEeMEHH OTKAa3BIBAET B BBIJau€ INTAMIA BPEMEHH,
BO3Bpamias cooOmenue o6 ommbOke (unacceptedExtension), eciam moje
Extensions He pacro3HaHO.

5) OrtseT cityx0BI ITAMIIOB BpEMEHH NOJDKEH IPECTaBIATh 000 CTPYKTYypy
TimeStampResp 4 BHINISAAETH CIEAYIOMHAM 00pasoM:
TimeStampResp ::= SEQUENCE {
status PKIStatusInfo,
timeStampToken TimeStampToken OPTIONAL }

6) Crpykrypa PKIStatusInfo nomxkna conepxaTte HHGOpMALHIO O CTATyCe 3ammpoca
K CiTy0e TaMIoB BpEMEHH M BHINIAAETD CIEAYIOINM 00pasoM:

PKIStatusInfo ::= SEQUENCE {

status PKIStatus,

statusString PKIFreeText OPTIONAL,

failinfo  PKIFailureInfo OPTIONAL }
Ione status umeet Tan PKIStatus.
Ione statusString umeet Tun PKIFreeText.
TTone faillnfo umeer Tun PKIFailurelnfo.

7) Tun PKIStatus crpykrypsr PKIStatusinfo momkeH mnpencraBiars coboi
YHCIOBOE 3HAYECHHE, OMPENEIIAIONIEe CTAaTyC CIy>kObI MTaMIoB BpeMeHH. Eciin 3HaueHue
paBHo 0 wmm 1, mramn Bpemenu TimeStampToken momkeH mpucyTcTBoBath. Ecimm
IpHCYTCTBYeT MHOe 3Hadenue (kpome 0 mmm 1), mramn Bpemenn TimeStampToken ne
HOOJDKEH MPUCYTCTBOBATb.

Cinyx0a mramMroB BpeMEHH AOKHA MNOAMEPXKHBATH TOJBKO CIEMYIOIIHE BO3MOXHBIC
CTaTyCBhI:
PKIStatus ::= INTEGER {

granted

-- korga PKIStatus comepxur 3nauenne 0, TimeStampToken

-- PUCYTCTBYET, KaK M 3aIpalliBaIoCh.

grantedWithMods

-- korga PKIStatus cogepxxurt 3uavenne 1, TimeStampToken

-- IPUCYTCTBYET C H3MCHEHUAMH.

rejection

-- IITAMII BpEMEHH HE MOJTy4eH, IPUYrHA yKa3aHa B HHOOPMAIMOHHOM COOGIEHHH

waiting

-- 3apoC IITaMIa BpeMeHH eme He oOpaboTaH, NONMONHHTENbHas HH(pOpManys
OXKHAAETCS MMO3XKE.

revocationWarning

-- 3T0 COODIIEHAE MPEMYIPEKAAET O TOM, YTO AHHYTHPOBAHHE HEM30EKHO

revocationNotification

-- YBEJOMIICHHE O TOM, 9TO aHHYIHPOBAaHHE HMEJI0 MECTO.




6

8) Tun PKIFreeText crpykrypm PKIStatusInfo momken mnpencrasmars coboit
06BsCHEHNE IPUYKMHBI OTKIIOHEHHUS 3arpoca IITaMIa BpEMEHH B BHJIE TEKCTA.

9) Tun PKIFailureInfo crpyxrypsi PKIStatusInfo momkeH mnpencraBnare coGoi
YHCIIOBOE 3HAUCHHE, ONpeesomee THI npou3omeameii omubku. Ecmu TimeStampToken
orcyrcrByer, PKIFailureInfo mnokaspiBaer npH4MHy OTKJIOHEHHS 3ampoca IITaMIma
BpPEMEHH. :

Ciyx0a IITaMIoB BpeMEeHH JOJKHA OAAEPKABATH TOJIBKO CIIETyIOIIHE BO3MOXKHEIE
3HAYECHHUS:

PKIFailureInfo ::= BIT STRING {

badAlg

-- HEPACIIO3HAHHBIN WK HETIOANEPKUBAaEMBIil HICHTH(QUKATOP allrOpATMA

badRequest

-- TPaH3aKIKA He pa3pelicHa Wik He NOANEPKHUBACTCS

badDataFormat

-- OTIIpaBJICHHEIE JAaHHBIE HMEIOT HEBEPHBIH dopMar

timeNotAvailable

-- ICTOYHHK BPEMEHH B ClIy)kO€e IITaMIIOB BPEMEHH HEJOCTYyeH

unacceptedPolicy

-- cnyx0a INTAMIOB BpeMEHH HE MOANCPXKHBACT 3alpPAllMBAcMyI0 MONHUTHKY
Oe3omacHOCTH

unacceptedExtension

-- CITy’064a [TaMIIOB BpEMEHH He MOANEPKHBAET 3alpallluBacéMoe PacIIupeHue

addInfoNotAvailable

-- 3apalMBaeMas AOMONHUTENbHAsS HHPOpMAalKs HE PACIIO3HAETCA WIH HEAOCTYITHA

systemFailure

-- 3aIIPOC HE MOXeET OBITE 00paloTaH BCIEACTBHE OIMMOKM CHCTEMBIL.

10). Crpykrypa TimeStampToken comepXuT INTaMIn BpPeMEHH H JOJDKHA
npeacTaBnsTe coboit crpykrypy TtHma Contentinfo, rne mone contentType nomkHO
coepXkarh uaeHTA(GHEKATOp THNa copepxumoro «IloanucanHble JaHHBIE» signed-data, a
none content JOJDKHO COIEPXATh COOTBETCTBYIOMIyIO CTPyKTypy SignedData. Illtamm
BpemenH TimeStampToken ZODKEH BBIMTIAETH CIEAYIOIMM 00pasoMm:

TimeStampToken ::= ContentInfo

-- contentType is id-signedData (P 1323565.1.025-2019)
-- content is SignedData (P 1323565.1.025-2019)

Hacrosimue TpeGOBaHKS ONpPEAeNAIOT AOIONHHUTEIbHBIE YCIOBHS K COAEPKHMOMY
creayomux noneit crpykrypsl SignedData:

- mons encapContentInfo;

-mons signedAttrs, Bxomsimero B crpykrypy SignerInfo, Bimouatomero B cefs
HOANHCAHHEIN aTpubyT, copepxammit uneRTAuKaTOp cepruduKkara TSA.

11) Tone encapContentInfo crpykryps! SignedData JOKHO NpencTaBnsATh coGoi
crpykrypy tana EncapsulatedContentinfo. B Hero Heo6xoaumo BKIIOYaTh CHEAyOmue
3HAYCHHS:

- B noste eContentType — ciexyrommit 06 beKTHBII HACHTH(YHKATOP IUTAMIIA BpEMEHH!

id-ct-TSTInfo OBJECT IDENTIFIER ::= { iso(1) member-body(2)
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us(840) rsadsi(113549) pkces(1) pkes-9(9) smime(16) ct(1) 4};

- B mone eContent — mrramn Bpemers B Buze crpoku okretoB (OCTET STRING).
3uauenue nois eContent momkHO OBITE pe3ynsraToM DER-KoaMpoBaHHs CTPYKTYpBI
TSTInfo.

Crpyxrypa TSTInfo comepXuT mramn BpeMeHH H JODKHA OBITH MpeACTABIEHA

clIeayromumM obpaszom:
TSTInfo ::= SEQUENCE {
version INTEGER { v1(1) },
policy TSAPolicyld,
messagelmprint Messagelmprint,
-- IOJDKHO COZEPIKATh TO XKe 3Ha4eHue, 4To U none TimeStampReq
serialNumber INTEGER,

-- CTOpOHA, 3aIPAIMBAIOIAs! IITAMII BpEMEHH, JODKHA IPHHAMATD HEIIbIe YHUCIa ITHHOH
o 160 6ur.

genTime GeneralizedTime,

accuracy Accuracy OPTIONAL,
ordering BOOLEAN DEFAULT FALSE,
nonce INTEGER OPTIONAL,

-- JIOJKHO MPHCYTCTBOBATh, €CIIM aHAJIOTHYHOE I10JIe HMEETCS B
-- TimeStampReq. B 3ToM ciny4ae moe JO/DKHO UMETh TO XK€ 3Ha4CHHUE.
tsa [0] GeneralName OPTIONAL,
extensions [1] IMPLICIT Extensions OPTIONAL }
12) Tlons crpykryper TSTInfo momkHBI OBITH 3alONHEHBl B COOTBETCTBUM
CO CIEAYIOIAMY TPeOOBaHUAMH:
version — mone version umeer Tin INTEGER u onHceIBaeT BEpCHIO 3ampoca
mrramiia BpeMeHu. [lone version 0KHO UMETh 3HAYEHHE 1.
3anpammBaiomas CTOpOHa JO/KHA paclo3HaBaTh MITAMITBI BpEMEHH
BepcuH 1;

Policy — mnoue policy umeer Tiun TSAPolicyld u fomkHO 0603Ha49aTh ONTUTHKY
Ge3onacHOCTH (perinaMeHT ciayXObl IITaMIIOB BPEMEHH, B pamKax
koropoif 6sut qaH oret). Ecnu B TimeStampReq npucyrcTByer mose
reqPolicy, OHO TOJDKHO MMETH TO e 3Ha4YeHHE, HHa4e NOJDKHA OBITh
Bo3BpaieHa ommoka unacceptedPolicy.

IToxne policyconepxur:

- YCJIOBUA HUCIIOJIG30BAaHMs ITAMIIAa BPEMEHH;

- mHGOPMALHIO O NOCTYNHOCTH XXypHajla INTAMIOB BPEMEHH JUIL
IpOBEPKH MOMTUHHOCTH IMITAMIIA BPEMEHH,

messagelmprint — mnone messagelmprint uMeeT TN Messagelmprint i ZOIDKHO HMETH TO
e 3HaueHHe, 4To U roje messagelmprint B TimeStampReq;
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none serialNumber umeer Tun INTEGER u sBisieTcs yHUKaIbHBIM
LieJIBIM YHCJIOM, MPUCBOEHHBIM AaHHOH CiIyxk00ii mTaMIIOB BpeMEHH
KaxaoMy mrammoy BpemendH TimeStampToken. Cmyx6a mrrammos
BpeMEHH 00€eCIe4YHBaeT YHUKAJIBHOCTh 3TOr0 YHUCJIa B TOM YHCJE B
city4asx c6os B paboTe IOTaMIIOB BPEMEHH;

none genTime umeer Tun GeneralizedTime u o6o3Hagaer Bpem:
CO3laHMsl IITAMIIa BPEMEHH COOTBETCTBYIOIEH CiIyxk0oM, HOIDKHO
65rTh BEIpaxkeno B UTC.

3unauenns GeneralizedTime gomkHBI BKIO4arh ceKyHOsl. Cremyer
ucnonp3oBath GeneralizedTime ¢ TOYHOCTBIO A0 ceKyHI. B oTnuune
ot orpanuuenuii, mone GeneralizedTime MoXeT comepXaTh U JOJH
CEeKyH]I.

Hcnone3yercs CIEeAYIOIMU CUHTAaKCHC:
TII'IMMI0uuMMCcC| .S. .. ] Z.

IpexycMmoTpensl cienyiomue orpanrnicHAd K DER-KoaupoBaHuio:
1) pesyibTaT KOAMPOBAHMSA JOJDKEH OKAaHIMBATHECA Ha Z. IIpu sTOM
INECATHYHBIM 3HAK, €CIH OH MPHUCYTCTBYET, MPEACTABIIETCS B BHJE
TOYKH.2) TMONHOYH MOpeACTaBIseTcs B clexyioomeit ¢opme:
rTrrMMIan000000z, roe I'T'T'TMMILI o603Ha4YaeT HACTYNHBLIUM
IEHB;

IOoJie accuracy MAODKHO MPeACTaBIATh co0OH CTPYyKTypy THIA
Accuracy 1 0603Ha4aeT OTKIIOHEHUE BpeMEHH OT BPEMEHH, 3HAYEHHE
Kotoporo comepxurca B mone GeneralizedTime. Crpykrypa
Accuracy BEIIJIAZUT CIIEAYIOMHM 00pa3oMm:
Accuracy ::= SEQUENCE {

seconds INTEGER OPTIONAL,

millis [0] INTEGER (1..999) OPTIONAL,

micros [1]INTEGER (1..999) OPTIONAL
}

Ecnu nonsa seconds, millis unu micros OTCyTCTBYIOT, TO HX 3HAYCHHE
HOIDKHO ObITH paBHBIM 0.

JlobaBieHrEM 3HaYE€HHA TOYHOCTH moJte accuracy k GeneralizedTime
BHIYHMCIIAETCS BEPXHHMIl mpeaen 3HA4€HHA BPEMEHH B INTaMIe
BPEMEHH, CO3JaHHOM CIyXO0oli IITaMIOB BpeMeHH. BruMTaHHEM
TouHocTHd u3 GeneralizedTime BeUHMCIAETCS HIDKHUNM Ipeaen
3Ha4eHHs BPEMEHM B INTaMII€é BpPEMEHH, CO3JaHHOM CIykOoi
INTAMIIOB BPEMEHH. TOYHOCTh MPEACTABIACTCA B CEKyHAAX,
MHUTECEKYHAAX 1 MHKPOCEKYHZaX B BHJE LEIOro YKCIa;

none ordering (ymopsmouuBanue) muMeer TEn BOOLEAN u
HCTIONB3yeTcs 1A 0003HadeHNs paGoThHI CIyXKObI MITAMIIOB BPEMEHH
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B peKuMe, KOria BpeMs CO3JaHus ABYX LITAMIIOB BPEMEHH HE MOXET
COBITIA/iaTh.

3uauenme «true» mons ordering o3HaYaeT HEOOXOAMMOCTD
yIOPALOYMBAHUS IITAMIIOB BpEMEHH, IOCIIEA0BATENBHO BEIABACMBbIX
ciy*60ii ITaMIIOB BpEMEHH, 110 IOJI0 genTime BHE 3aBUCHMOCTH OT
3HAYEHH [OJIA accuracy.

Orcyrcteue mnois ordering mim ero 3Hadenume «false» osnagaroT
OTCYTCTBHE HEOOXOOUMOCTH YNOPANOYHBAHMS IITAMIIOB BPEMCHH,
IOCJIEJOBATENbHO BEIIAHHBIX CIIy’k00# IITAMIIOB BPEMEHHM [0 IOJIO0
genTime. B 3ToM cCiy4ae yHOpsAOYMBaHHE IITAMIIOB BPEMECHH
OCyIIeCTBIAeTCS TONBKO TOrza, Koraa pasHuma Mexay genTime
nepsoro mramma u genTime Broporo mrTamma GoMbine CyMMEI
3Ha4YeHuM TounocTd genTime it KaXkKAoro MTaMIa;

nonce — mone nonce (mpu Hampauu) uveer THO INTEGER m mossoiser
KIHEHTYy OpPOBEPHTh aKTyalbHOCTh 3HAYEHHs IITamIa BPEMEHH,
KOTZa JIOKAIBHOE BpeMs HEJOCTYNIHO. 3Ha9eHHE MOJI NONCE NODKHO
NpeACTaBIATh Cco00l yHuMKalbHOEe 64-OMTHOE neNoe 9HCIIO,
CreHEpUPOBAHHOE KIMEHTOM CIIy4aiHbIM obpasom. Ilpu oTCyTCTBHH
3HAYEHMs NONCE B OTBETE, OTBET KIIMEHTOM J[OJDKEH OTKIIOHEH;

tsa — mnone tsa mMeer Tun GeneralName ¥ COAEPXXHMT Ha3BaHHE CIyKOBI
INTAMIIOB BpeMEHH. 3Ha4eHWe IOoNs tsa JOIDKHO COOTBETCTBOBATh
ONHOMY U3 HMEH Cy0BeKTOB, BKIIOYEHHBIX B cepru¢mkar,
HCIIONB3YEMBIi UL POBEPKHU MOANHCH [ITAMIIA BPEMEHHY,;

extensions — mome extensions! (pacmmpenus) wumeer THnm Extensions u
npeqHa3Ha49eHo IS AOMOIHUTEIBHOM uH(OpMAaIHMH, TOMEIAEMO B
3armpoc.

13) Ilramn BpeMeHHM HE JOIDKEH COIEpXKaTh HHBIX DOANHKCEH, KpoMe MNOAIKCH
Clly>kOBbl IITaMIIOB BPEMEHH.

Wnentudukarop ceprudukara ciyx6bl mramnos Bpemenn ESSCertIDv2 nomken
6biTh BKIIOueH B atpulyT SigningCertificateV2.

AtpubyT SigningCertificateV2 sBII€TCs IOIIMCAHHEIM aTPUOYTOM H HOJDKEH OBITH
BKJOoYeH B none signedAttrs crpykrypst SignerInfo.




