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MHHHCTEPCTBO LIM®POBOT'O PA3BUTHS, CBI13M i MACCOWRS |
KOMMYHHKAIIMAPOCCHMCKOM DETERAIAMEEo0 0Tl pcCHACOR SETRPAINE

SAPETHCTPHBOBAHO

Pernetpaunonunil N é{ééjg
HPHKA3 ot 2'% ; z i 029**—

MockBa

OG0 yrsepiKaeHHH nepedns yrpo3 6e301acHOCTH, AKTYAJIbHLIX NPH
naeATAQHKANHH 3aABATEH — PHIAIECKOro JHIA B AKKPEAHTOBAHHOM
Y/IOCTOBEpSIOIIEM LEHTPe, Bbiaavde KBATHPHIHPOBAHHOIO cepraduxata 6e3 ero
JIAYHOr0 NPHCYTCTBHSA ¢ NPHMEHeHHeM HHGOPMANMOHHDIX TEXHOJIOTH MyTeM
IIpefOCTABJICHHS CBElCHHH H3 eIHHOH CHCTeMbl HACHTHPHKANHA H
ayTeATA(UKANMA H eXHHOH RHGOPMANHOHHOH CHCTEMBI IEPCOHAIBHDIX
AHHAbIX, o6ecneanBalomeii 06paboTKy, cGop B xpaHenHe GHOMETPHIECKAX
HepCOHAILHbIX ARHHBIX, HX NPOBEPKY H nepeaady HHPOPMANHE O CTENEHH HX
COOTBETCTBHS NPEJOCTABJICHHbIM OHOMETPHYECKHM HePCOHAILHBIM JAHHBIM
rpaxnaannna Poccuiickoii ®eaepanus, a TAKkKe XPAHEHUH H HCHOILIOBAHHH
KJ11092 3JIeKTPOHHON MOANHCH B AKKPEAHTOBAHHOM YAOCTOBEPSIOIIEM HEHTPE

Bo HCIIOIHEHHE O0XKeHuH ImyHKTa 7 4acTd 4 cTaThd 8 DefepalibHOro 3akoHa
or 6 ampems 2011 r. Ne 63-®3 «O6 3nekipoHHOH nogmucu»  (Cobpanue
sakoHOmarenscTBa Poccumiickoit ®emepamun, 2011, Ne 15, cr. 2036; 2019, Ne 52,
ct. 7794)"

TTPUKA3BIBAIO:

1. YTBepauTh OpHiaracMelif mepedeHs yrpo3 6e30ImacHOCTH, aKTyalbHBIX NPH
uieHTHQHUKamuMM 3asBuTeNnd — GMU3UYECKOro JHNA B AKKPEAHUTOBAHHOM
YZIOCTOBEPSIONIEM LEHTPE, Bhade KBAIHGHIMPOBAHHOIO cepruduxara 6e3 ero
JIMYHOrO MpPHUCYTCTBHS C NpUMEHEHHEM HH(OPMAIMOHHEIX TEXHONOTHH MyTeM
IpeNOCTABIEHHS CBEICHHH U3 €UHOM CHCTEMBI uaeHTHGUKALMA U ayTEeHTHQUKALMH
A enuHOM HHAOPMANHMOHHOH CHCTEMBI NEPCOHANBHBIX NAHHBIX, obecrneqnBaromEeH
06paboTKy, c60p H XpaHeHHe GHOMETPUYECKHX MEPCOHANBHBIX NaHHBIX, HX POBEPKY
M mepemauy HHQOPMAMM O CTENEHH HX COOTBETCTBUS MpPENOCTABICHHBIM
GHOMETPHYECKHMM MEPCOHANBHBIM JAHHBIM IpaXKiaHWHA Poccuiickoit ®enepanuu, a

U fTyukr 1 Ilonomenun 0 Murncrepcrse uudposoro cansu y it Poccuitckolk O YTBEPARIEHHOrO IIp Poccubickol
or 2 utona 2008 r. Ne 418 (Cobp P fexolt O 2008, M 23, cr. 2708; 2018, N2 40, cr. 6142).
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TAKKE XPaHEHUH U UCIIONB30BaHUH KIII0Ya 3JIEKTPOHHOM MOAUCH B aKKPEAUTOBAHHOM
YIOCTOBEPSIOIIEM LIEHTPE.

2. HampaBuTh HacTrosmui INpHKa3 HAa TrOCyJapCTBEHHYIO PpErHCTpaluio
B MunucTepcTBO Ioctunuu Poccuiickoit Oenepaunum.

3. Hacrosammif mpuka3 BcrymaeT B cuwiy ¢ 1 smBaps 2021 r. u pmeicTByet

mo 1 saBaps 2027 r.

Munuctp M.N. llanaes




YTBepXKIeH MPHKA30M
MunucTepcTBa LuppoBOro
pa3BHUTHS,

CBSI3M M MAaCCOBBIX KOMMYHHKaLHUit
Poccuiickoit @enepanuun

or 6 11.20Ne 624

IlepeueHsb yrpo3 6e30nacHOCTH, AKTYAJIbHBIX DA HACHTHOHKALHH 3asiBHTEI —
¢u3HIeCcKOro JHLUA B AKKPeAHTOBAHHOM YIOCTOBEPHIOIIEM LEHTPe, BbIAade
KBa/upHIHPOBAHHOrO cepTH(HKaTa (€3 ero JHYHOro NPHCYTCTBHSA €
npuMeHeHHeM HH(POPMALHOHHBIX TEXHOJIOIHil yTeM NPEAOCTABICHHS
cBeaenmnii H3 eqHHOH cCHCTEMB! HACHTHOHKANNHE B AYTeHTH(PHKANHH H €JHHOMH
AHQOPMANHOHHOI CHCTEMbI EPCOHAJILHBIX AaHHBIX, 00ecneunBaom e
06paGoTKy, cGop H XpaHeHHe GHOMETPHYECKHX NEPCOHANLHBIX JAHHBIX, HX
NpoBepPKy H nepeaady HHPOPMAILHH O CTENEHH HX COOTBETCTBHS
IpexoCTAB/ICHHBIM GHOMETPHYECKHM NEPCOHANBHBIM AAHHBIM IPa’kKIaHHHA
Poccuniickoii Menepanui, a TAKKe XpaHEHHH H HCNOJIb30BAHHH KJII0YA
3/IeKTPOHHOMH MOANHCH B AKKPEIHTOBAHHOM YAOCTOBEPHIOLIEM HEeHTpe

1. Vrpossl Ge30macHOCTH, aKTyalbHble IPH HACHTHGHKANMH 3asABHTENSA -
dusmueckoro Jsmma (mamee — (GH3MYECKOE JIMIO) B aKKPEAMTOBAHHOM
YIOCTOBEPSIOIIEM LEHTpe, Bbfade KBaIH(QHUIHMPOBAHHOIO cepTH(HKaTa Kio4a
IIPOBEPKH SIEKTPOHHOM moamucH (fanee — KBaTHGHIMPOBaHHEIH cepTHdHKaT) 6e3 ero
JMYHOrO MPUCYTCTBUS C NPUMEHEHHEM HHQPOPMAIMOHHEIX TEXHOJOTMH IyTeM
NpeNOCTABNICHUs CBEEHHI U3 eqUHON CHCTEMBI HACHTHQHKAIIMA U ayTeHTH(HKALMH
U enuHOM MHG)OPMAUMOHHOM CHCTEMBI NEPCOHANBHBIX JAHHBIX, obecneduBaromei
06paboT1ky, c6op u XpaHeHHE GHOMETPHUECKHMX MEPCOHANBHBIX NaHHBIX, HX MPOBEPKY
H mnepegayy HWHGOPMamMH O CTENEHH HX COOTBETCTBHSA IIPEAOCTABICHHBIM
OHOMETPUYECKUM NEPCOHAIBHEIM JIAaHHBIM TIpaKAaHHHA Poccuiickoii ®eaepauuu
(manee — exuHas GMOMETpUYECKAs CHCTEMA):

1.1. npu 00paGoTKe, XpaHeHHWH, NPOBEpKE OHOMETPHUYECKHX MEPCOHANBHBIX
IOaHHBIX, O0OpaboTke ® Tmepemade HHQPOpMAIMM O CTEMEHH COOTBETCTBHA
NpPENOCTABICHHEIM OHOMETPHYECKMM  IEPCOHANIBHBIM  NAaHHBIM  IpakJaHHHA
Poccumiickoit ¢enepanuu B eAWHOH OHOMETPHYECKOM CHCTEME — YIpO3HI,
ompezaeNsieMble B COOTBETCTBHH C 4acTeio 14 cratbu 14.1 ®exepanbHOro 3aKkoHa
ot 27 urons 2006 r. Ne 149-03 «O6 unpopmaunu, HHGOPMALMOHHBIX TEXHOJNOTHAX
u o 3amure uHpopmanum» (Cobpanue 3akoHOHarenbcTBa Poccuiickoii Menepanny,
2006, Ne 31, ct. 3448; 2018, Ne 1, cT. 66);

1.2. npu nepenade HHGOPMAIMH O CTENEHH COOTBETCTBHMS OHOMETpHYECKHX
NEPCOHANBHBIX IAHHBIX IPENOCTABICHHBIM OHOMETPHYECKUM IIEPCOHAIBHBIM
NAaHHBIM rpaxkgaHuHa Poccuiickoif ®exgepauud H3 eIUHOH GHOMETpHYECKO
CHCTEMBl H IEPCOHAIBHBIX MAHHBIX U3 €AWHOH CHCTEMBI HMACHTHQHKALMH
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¥ ayTeHTHHKamuM (ganee — HHGOpPMAUMA O CTEMEHH COOTBETCTBHA)
B aKKpEeAUTOBaHHBIN yAOCTOBEPSIOIMM LIEHTP:

1.2.1. yrpo3a HapymieHHsi LEIOCTHOCTH (MOAMEHBI, yAaieHus) MHGOpMauuu
O CTEIEHH COOTBETCTBHSA, B TOM YHCJIEe INYTEM pealu3al{H LeJeHalpaBlICHHbIX
neiicTBHMI C HCIIONB30BaHHMEM BO3MOXHOCTeH, ykasaHHbIX B myHKTe 13 CocraBa
¥ COZiep kaHHs OPraHU3AIMOHHBIX M TEXHHYECKUX Mep M0 obecriedeHnIo 6e30acHOCTH
IIEPCOHANBHBIX MAHHBIX Npd HX 00paboTke B HH(OPMAUMOHHEIX CHCTEMaX
IEPCOHANBHBIX NAHHBIX C KCIIONB30BAHUEM CPEICTB KpHNTOrpaduieckoid 3aiiyThl
uHpOpManuK, HEOOXOQUMBIX IS BEHINONHEHHS YCTaHOBJEHHBIX IIpaBHTEIBECTBOM
Poccuiickoit ®enepanuu Tpe6GOBaHUM K 3aMMTE NEPCOHANBHBIX TAHHBIX IUIA KaXIOr0
U3 YpOBHell 3AMMINEHHOCTH, YTBEPKICHHBIX NpHkazoM PenepanbHOH CITy KO
6e3omacHocTH Poccuiickoii ®enepanuu ot 10 utons 2014 r. Ne 378 (3aperucTpupoBat
MunncrepcTBoM foctuuMd Poccuiickoif ®enepanmuu 18  asrycta 2014 r,
peructpammonHsiif Ne 33620) (manee — CoctaB u copepkaHHe OpraHHM3ANHOHHBIX
U TeXHHYeCKHX Mep, npuka3 ®CB Poccuu Ne 378);

1.2.2. yrpo3a HapymeHds KOH(HACHUHAIBHOCTH HMHGOpPMAaUMH O CTENCHH
COOTBETCTBHMS, B TOM 4YHCIIE IIyT€M peald3aldH [eJCHANpPaBICHHBIX JCHCTBHM
C HCIIONB30BAHHEM BO3MOXKHOCTEH, ykasaHHEIX B MyHKTe 12 CocraBa U conepkaHust
OpraHH3aIMOHHBIX U TEXHHYECKHX MED;

1.3. mpyu HampaBieHHH B aKKPEAUTOBAHHEIM yAOCTOBEPSIOIIMA LEHTpP 3aIpoca
Ha BbIJja4y KBaTH(HIMPOBAHHOIO CEPTU(HKATA, XPAHEHHE KOTOPOT0 OCYIIECTBIACTCA
Ha YCTPOWCTBE BlIafelbla KBATHGHIMPOBAHHOIO CepTU(HUKaTa:

1.3.1. yrpo3a HapymieHus LeJIOCTHOCTH (TIOAMEHbI) HMH(OpManuu O KI0Ye
IPOBEPKH JNEKTPOHHOMN MOAMHCH NMIAa, 0OPAaTUBIIErOCs C 3asBICHHEM Ha BBIIATY
KBATUQUIMPOBAHHOTO ceprTHdHKaTa, B TOM 4YHCIE€ IyTeM pealH3alHuy
LE/ICHANpPABIECHHEIX AEHCTBHI{ C MCMONB30BAHMEM BO3MOXKHOCTEH, yKa3aHHBIX
B myHkre 13 TpeGoBaHuii kK cpeacTBaM JJIEKTPOHHOM MOINHUCH, YTBEPKICHHBIX
npukazom @enepansHoit cmyxkObl GesomacHoctn Poccumiickoit  @enepaimm
ot 27.12.2011 Ne 796 (3apeructpuposaH MuHHcTepcTBoM IocThmuM Poccuiickoi
Qenepamu = 9 ¢espans 2012 r., perumcrpammoHHB  Ne  23191)
(manee — mpuka3z ®CBb Poccuu Ne 796),

1.3.2. yrpo3a HapymieHus LEIOCTHOCTH (IOAMEHEI) W KOH(QUIEHIMANBHOCTH
IIepCOHANBHEIX HAHHBIX, COAEPKAIMXCS B 3aIPOCe Ha BhAady KBATUGUUEPOBAHHOIO
ceprudmKaTra, B TOM UHCIE [yTEM DEAIH3alMH LENEHANPABICHHbIX AeHCTBHH
C HCIIONB30BaHUEM BO3MOXKHOCTei, yka3aHHBIX B MyHKTe 10 CocTaBa u comepxaHus
OpraHU3alMOHHBIX U TEXHHYECKHX MED;

1.4.mpu  co3maHMH M TOANMCAHMM  YAOCTOBEPSIOIMIMM  LECHTPOM
KBATH(HIEPOBAHHOTO CepTH(HKATA — yrpo3a HapyIICHHs LETOCTHOCTH (IIOAMEHBI)
KBAIM(QUUMPOBAHHOTO ceprHduKara, B TOM YHCIEe IyTeM pealH3aluH
LeJICHANIPABICHHBIX JEWCTBHI C HCIONB30BAaHHEM BO3MOXHOCTEH, yKa3aHHBIX
B mynkre 13 TpeGoBaHHit K CpefCTBaM yNOCTOBEPSIOLIErO LEHTPA, yTBEPKACHHBIX
npukazoM O®CB Poccuu Ne 796;

1.5. 0pu  moiydyeHMH ~ AaKKPEAHWTOBAHHEIM  YAOCTOBEPSIOIMM  LEHTPOM
OoT (U3AYIECKOr0o IHMUA NOATBEPKAEHHS O3HAKOMIEHHMs C HHbopMauuen,
conep)Kameiics B BHIJABAEMOM €My KBalM(UIHPOBAHHOM ceprudmukare, — yrposa
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HApyIIEHUS ENTOCTHOCTH (OAMEHBI) JAHHBIX O IOATBEPXACHHH (QHU3HYECKUM JULIOM
O03HAKOMJIEHUS c uHpopMaIue, conepameics B BBIJJaBaEMOM
eMy KBalH(UUUPOBAHHOM cepTU(dUKaTe, IPH B3aUMOACHCTBHM (HM3HYECKOro JIMLA
C YIOCTOBEPAIOIMM LIEHTPOM, B TOM 9HCIIE ITyTEM PEaM3alMy LEICHANPaBIeHHBIX
meficTBHil ¢ HCIIONB30BaHHEM BO3MOXHOCTEH, yKa3aHHBIX B myHKTe 13 TpeGoBanum
K CpEACTBAM JJIEKTPOHHOM MOAIHKCH, yTBepxkaeHHbIX npukazoM ®CB Poccuu Ne 796;

1.6. npu 06paboTke B HHPPACTPYKType aKKPEAHUTOBAHHOIO yIOCTOBEPSIOLIETO
neHTpa HHGOpPMAUMH O [OATBEPXKACHAH O3HAKOMIICHHS (QH3HYECKOro JIMLA
¢ urdopManmei, comepXkameiici B BBEIAaBaEMOM €My KBaIM(QHIHMPOBAHHOM
ceprudukaTe, — yrposa HAapymeHHs [ENOCTHOCTH (IIOIMEHBI) MaHHBIX
0 MOATBEPXIEHHM (PUIHYECKHM JIMIOM O3HAKOMICHHS ¢ HH(OpMaIuei,
conepxauieiics B BRIIaBaeMOM eMy KBaJHM(HIIUPOBAHHOM CEPTUGUKATE, B TOM YHCIIE
IyTeM peau3al|y LeJeHanpaBleHHbIX AeHCTBHH ¢ HCIONB30BaHHEM BO3MOXHOCTEH,
yKa3aHHbIX B MyHKTe 11 TpebGoBammii K CpeICTBaM yHOCTOBEPAIOMIErO LEHTPA,
yTBepkaeHHbIX npukazoM ®CB Poccuu Ne 796;

1.7. npu HanpaBJIeHHH 3ampoca Ha BeIady KBATH(QHUIMPOBaHHOIO CepTH(HKATA,
IpH BelAa4e KBATHQHUHAPOBaHHOIO CEpPTHMUKATA H IIPH MMOMyYEHHH [OATBEP)KACHHS
O3HaKOMJIEHHA (U3MYECKHM JIMLOM C HHGOpMauuei, COACpKaIIeHCs B BBIAHHOM
KBIHQULMPOBAHHOM cepTHdHKaTe, — Yrpo3a HapyllCHHsS NOCTYIHOCTH CEPBHCOB
yIOCTOBEPAIOMIETO LEHTPa, €AMHOH OHOMETPHYECKOH CHCTEMBl, €AMHOM CHCTEMBI
HAeHTHQUKALHA ¥ ayTeHTH(PUKALWH.

2. Yrpo3sl 0e30macHOCTH, aKTyalbHbIE NPH XPaHEHHH KII0Ya JJIEKTPOHHOH
HOJKCH B aKKPEAUTOBAHHOM YyIOCTOBEPSIOIIEM LIEHTPE:

2.1. yrpo3ssl HapyIIeHus IIEJIOCTHOCTH (noxMeHslI, yZIaJeHHs)
H KOHQUAEHLMANIPHOCTH KIIOYa OJJIEKTPOHHOH MOANMCH, B TOM YHCIE IIyTeM
peaiu3audy IENIeHaNpaBleHHbIX MACHCTBHMM C HCHOJB30BAHHEM CIIEAYIOMMX
BO3MOXKHOCTEH:

2.1.1. mpoBeageHHE  LEJEHANpPaBICHHBIX JEHCTBMH C  HCIOJIB30BaHHEM
anmapaTHbIX M (WIKM) IIPOrPaAMMHEBIX CPEACTB C LEJNbIO HapyIIeHHs 0€30macHOCTH
3amumaeMoi nHGOpPMaLMH WK C LieIBI0 CO3AaHHs YCIOBHH /I 3TOTO (Hajiee — aTaka)
M3BHE IPOCTPAHCTBAa, B Mpefelax KOTOpOro OCYIIECTBISETCA KOHTpOJIb
3a npeObiBaHMeM © AefcTBHAMH JMI M (WIM) TPAHCIOPTHBIX CPEACTB
(manee — KOHTpPOJNUpPyEMas 30HA);

2.1.2. npoBexeHne Ha dTamax pa3paboTKd (MOJEPHH3ALMM), MMPOU3BOACTEA,
XpaHEHHs], TPAHCTIOPTHPOBKH CPELCTB dIEKTPOHHO#H moanucH (nanee — cpencrsa Jl),
HCIONB3yEeMBIX JUIS XpaHEHHS KI04a DJICKTPOHHOM IOANKCH H 3Talne BBOJAA
B 3KcIuTyaTanuio cpeactB OlIl (myckoHananodHele pabOThHI) aTakH IyTeM BHECEHHS
HECAaHKUMOHMPOBAHHEIX H3MEHeHHH B cperncrsa OIl u (WiIM) B KOMIIOHEHTHI
aInapaTHbIX M [OPOrPaMMHBIX CPEACTB, COBMECTHO C KOTOPBIMHM ()YHKUHOHHPYIOT
cpeactsa DIl m B COBOKYNHOCTH MNpEACTAaBIIOMKE Cpeldy (yHKUMOHHPOBAHHA
cpeactBa OIl (manmee — C®), koropble CHOCOOHEI MOBIUATH HA BEHIIONHCHHE
npegpsaBideMex K cpeactBam OIl TpeGoBaHWii, B TOM 9HCIIE C HCIONB30BaHHEM
BpPEXOHOCHBIX IPOrpamm;

2.1.3. npoBexeHue aTak Ha dTarne dKCILTyaTanuy cpeactsa Ol Ha:

a) KIII0Y 3JIEKTPOHHOM MTOJIIUCH;




4

6) ayTeHTHQHUHMPYIOLIYIO M [APOJIBHYIO HHGOpMamHio cpencTsa Oll;

B) cpenctBo OI1 v ero mporpaMMHLIE U alapaTHbIe KOMIIOHEHTBI,

r) anmapatdeie  cpeacTBa, Bxomsmue B C®, BKIOYas MHKPOCXEMBI
¢ 3anmucaHHbIM MuKpokogoM BIOS, ocymecTBisromei HHAHATH3ALKIO 3TUX CPEJICTB
(manee — anmapatasie KOMIOHEHTE CD);

I) mporpammHbie KoMnoHeHTH! CD;

€) moMellieHns, B KOTOPHIX HAXONHUTCA COBOKYNHOCTh IPOrPaMMHBIX
H TEXHHYECKMX DJIEMEHTOB CHCTeM O00palOTKH  OaHHBIX, CIIOCOOHBIX
GyHKIMOHHPOBATh CAMOCTOATENFHO MM B cocTaBe Apyrux cucreM (manee — CBT),
Ha KOTOpBIX peanu3oBaHbl cpexcTsa Ol u CD;

2.1.4. monyyeHne W3 HAXOMAIUMXCA B CBOOOZHOM JOCTYI€ HCTOYHHMKOB
(Bxmovast HHGOPMALHOHHO-TENICKOMMYHHMKAIIMOHHBIE CETH, OOCTYl K KOTODPBIM
HE OrpaHMYEH ONpPEACNCHHBIM KpyroM JIML, B TOM 4HCIE€ HHGOPMALHMOHHO-
TEJIEKOMMYHHMKAIMOHHYIO ceTh «IHTepHET») HMH(popMamyu 00 yIOCTOBEPSIOIEM
LEHTpe, HCIONb3yIomeM cpeactso Ol

a) o0mMx cBegeHH 00 yIOCTOBEPSIOMEM LEHTPE, HUCIOIB3YIOMEM CPEICTBO
OI1 (coctas, oneparop, 00bEKThl, B KOTOPBIX Pa3MEINEHEI PECYPCHI yIOCTOBEPSAIOLIETO
LEHTpa);

6) ceeenuit 00 MHGOPMALMOHHBIX  TEXHONOTHAX, 0asax  JaHHBIX,
aBTOMATH3MPOBAHHEIX CHCTEMaX, IPOrpaMMHOM OOECIIEYEHHH, MCIOIb3yEeMBIX
yAOCTOBEPSIOLIMM LEHTPOM COBMECTHO €O cpeacTsom OlI;

B) CBeAEHHI 0 QU3MIECKHX Mepax 3allMTEl OOBEKTOB, B KOTOPBHIX Pa3MELICHEI
cpeactsa OlI;

r) CBeJleHHii O Mepax 10 O00ecHe4eHWI0 KOHTPOIHPYeMOH 30HBI OOBEKTOB
yHOCTOBEPSIOILEro LEHTPa, B KOTOPOM HCIOb3yeTcs cpeacTso Ol

I) CBeleHHH O Mepax MO pa3srpaHH4YCHHIO NOCTyNa B IOMEMIEHH], B KOTOPBIX
Haxonarcs CBT, Ha koTophIxX peanusoBansl cpeacTsa Ol u CO;

€) JOKyMEHTAlMy Ha alNapaTHBIE ¥ IPOrpaMMHEIE KOMIIOHEHTHI cpeacTsa Jll
u CD;

%) 00muMX cBeAeHHil 0 3amuIaeMoit HHGOPMalKH, UCTIONBE3YEeMO# B mporecce
IKCILTyaTaiun cpencrsa Ol

3) BceX BO3MOJXHBIX JAHHBIX, NEPENaBacMbIX B OTKPEITOM BHAE MO KaHalaMm
CBS3M, HE 3aIMINCHHBIM OT HECAaHKUHMOHHMpOBaHHOro pocrymna (manee — HCII)
K HH(OpPMaLMH OpraHU3alMOHHO-TEXHHYECKMMH MEPAMH;

1) CBEACHHIA O IMHUAX CBA3H, II0 KOTOPHIM NEPENACTCs 3alHIIaeMas CPEACTBOM
OIl uadopmarus;

K) cBemeHuii 000 Bcex MpOSBIAIOUMXCS B KaHANaX CBs3M, HE 3alIMIICHHBIX
or HCJ] x uHdopManuy OpraHM3alMOHHO-TEXHHIECKUMH MEpaMH, HapyMCHHAX
npasmi dSkciutyaranuy cpeactsa Ol u C;

1) cBefieHnit 000 BCeX MPOSBIAIOIINXCA B KaHANaX CBS3M, HE 3aLIMINEHHBIX
or HCJ] x mHbOpManuu opraHH3aiOHHO-TEXHHYECKMMH MEPaMH, HEUCIPABHOCTAX
1 c60sX anmapaTHeIX KoMInoHeHToB cpenctsa Ol u CD;

M) CBEfleHMH, MOdy4aeMbIX B pesylbTaTe aHamiu3a JIOOBIX CHIHAJOB
ot anmaparHeix KoMmnoHeHToB cpeactBa OII m C®, KoTOpele MOXET NEepeXBaTUTh
HapyIIUTEb;
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2.1.5. mprMeHeHHe CIeLUaIbHO Pa3paboTaHHBIX aBTOMATH3HPOBAHHBIX CHCTEM
¥ IIPOrpaMMHOro obecredeHus;

2.1.6. UCIIONB30BaHME HA JSTAane SKCIUIyaTalMM B Ka4eCTBE Cpelbl NEpeHoca
oT cy6BekTa K 06BeKTy (0T 00beKTa K CyOBEKTy) aTaky ASHCTBHUIA, OCYINECTBIACMBIX
IpH IOATrOTOBKE W (WIH) IPOBEJCHHH aTaKM KaHAJIOB PAaCNpOCTPAaHCHMS CHTHAJIOB,
conposoxaamux ¢yHkurnonuposanue cpenctsa Ol u CO;

2.1.7. npoBenenue araku U3 MHOOPMALMOHHO-TEJIEKOMMYHHUKAIMOHHBIX ceTel,
JOCTYII K KOTOPEIM HE OTPaHHY€H ONPEIEICHHBIM KpPyroM JIHIL;

2.1.8. HCIIONIB30BAHAE ANNAPaTHBIX CPEACTB M MPOTPaMMHOrO OOecredeHus
U3 COCTaBa CPEACTB YAOCTOBEPSIOIIETO LIEHTpa, HMCIOJIB3YEMBIX HA MeECTaxX
SKCIUTyaranmuu cpencrsa Ol (manee — INTAaTHBIE CPEACTBA) M HAXONSIIMXCA
3a npeaeaMi KOHTPOIUPYEMOM 30HEL,

2.1.9. npoBeneHne aTtaKkd JIHIOM IIPH HAaXOXAEHHHA KaK BHE MPEJAECNIOB, TaK
U B IIpefeNiax KOHTPOJIMPYEMOH 30HEI,

2.1.10. ucnonp3oBaHWe  IUTATHBIX  CPEICTB, OrPaHHYEHHOC  MEpaMH,
PEANH30BAHHEIMA B Y[OCTOBEPAIOLIEM IEHTpe, Hcmoie3ytomeM cpexctso Ol
A HANPaBICHHBIMH Ha MPEIOTBpALICHHE H IpEeCe4eHHe HEeCaHKIMOHHPOBAHHBIX
OelicTBU;

2.1.11. jocTyn KX CpeAcTBaM BBIYHMCIMTENLHOH TEXHUKH, Ha KOTOPBIX
peanusoBankl cpenctsa Ol u CO;

2.1.12. co3ganue cmoco0OB arak, IOATOTOBKM ¥ IPOBEACHHSA  aTakK
C NPHBJICYECHHEM CTIEIAATUCTOB, HMEIOILHX ONBIT Pa3paboTku U aHanu3a cpeacts JlI,
BKJIIOYAs CIENHAIMCTOB B 00JacTH aHaiu3a CHIHAJIOB, CONPOBOXIAIOUIMX
¢yuxuronuposanue cpenacrsa Oll u CD;

2.1.13. npoBenenne  nabopatopHeix  Hccnemopammit  cpepctea Ol
HCIONE3YEMOr0 BHE KOHTPONHPYeMOH 30HEI, B 00beMe, 3aBHCAIIEM OT Mep,
HANpaBJICHHBIX HA NPEAOTBPAIICHAE U IPECEYCHHE HECAHKIMOHUPOBAHHEIX AeHCTBHH,
PeaTH30BAHHBIX yAOCTOBEPSIONIMM HEHTPOM, HCIIONB3YIOmMUM cpeactso Ol

2.1.14. co3pane cnocoGOB arak, IIOATOTOBKM M IIPOBEICHHSA  aTak
C IPHBJICYCHHEM CTIELAATUCTOB, HMEIOIHUX ONBIT pa3paboTKu U aHanusa cpeacts JlI,
BKJIIOYAs CIEOMAIMCTOB B OONACTH HCMONB30BaHHA JJI1 peanu3alid arak
BO3MOXHOCTEH IPHUKIAHOrO MPOrpaMMHOro obecredeHus, HE OMHCAHHBIX
B JOKyMEHTALMH HA NPHUKIaHOE NMPOrpaMMHOE O0ecreveHue W MMEIOMMEX JOCTyN
K HCXOZHBEIM TekcTaM Bxoasmero B CO mprKIagHOro NporpaMMHOrO 00ecedeHus;

2.1.15. mpoBenenue paGoT MO CO3JAaHHMIO CHOOCOOOB H CPEACTB aTak
B HAyYHO-HCCIIENOBATENLCKUX LEHTPaX, CHENUAIH3HpYIOmuXcs B 001acTH
paspaGorku u aHanmu3a cpezcTs Il u CO;

2.2. yrpo3a HapyLIeHHs AOCTYIHOCTH KJII0Ya 3IEKTPOHHOH MOIMHCH.

3. Vrpo3sl 6e30macHOCTH, aKTyalbHBIE TIIPH  HCIONB30BAaHHM  KITIOYa
3NIEKTPOHHOM MOJMHCH B aKKPEIUTOBAHHOM YAOCTOBEPSIOIIEM LICHTpE:!

3.1. IpH HANpaBlieHHH MOPydYeHWs 00 MCTONB3OBAHWH KIIOYa JIEKTPOHHOH
HOANKCH (ajiee — IOPYIEHHE):

3.1.1. yrpo3a HapymIeHHs LEITOCTHOCTH (IOAMEHBI) NOpy4YeHus, B TOM 4HC]IE
IIyTeM pealH3aIliy [eJCHANPABICHHbIX AEHCTBHIA C HCIIONB30BAHAEM BO3MOXHOCTEH,
yKa3aHHBIX B myHKTax 2.1.1-2.1.8 Hactosimero Ilepeyns;
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3.1.2. yrpo3a HapymieHHS KOH()UISHIHMANBHOCTH NEPCOHANBHBIX JaHHBIX,
coIepXaIuxcs B OPyYEeHHH, B TOM 4HC/E IIyTEM peald3aluy LeJICHANPaBICHHBIX
INEeHCTBHI C MCIIOIB30BAaHHEM BO3MOXXHOCTEH, yKa3zaHHBIX B IIyHKTe 10 mpriroxenus
K npukasy ®Cb Poccuu Ne 378;

3.2. 1py HUCHOMHEHMH TMOPYYCHHS AaKKPEAMTOBAaHHLIM yAOCTOBEPSIOLIMM
LIEHTPOM:

3.2.1. yrpo3a HapymeHHs LEJOCTHOCTH (IMOAMEHBI) KIIOYa 3JIEKTPOHHOH
OOANHCH, B TOM 4YHCIe MyTEM pealu3alMi LeJeHANpaBlICHHBIX JeHCTBHM
C HCIOJIF30BaHHEM BO3MOXKHOCTEH, yKa3aHHBIX B ImyHKTax 2.1.1-2.1.15 Hactosmero
Ilepeuns,

3.2.2. yrpo3a HapyImeHus AOCTYIIHOCTH KIJ09a JICKTPOHHOM IIO/IIMCH;

3.2.3. yrpo3a oTka3a Biajenblua ceprudukara Kiro4a NpOBEPKU 3JIEKTPOHHOM
OOAMHCH OT AaBTOPCTBA MOPYYEHHS, B TOM YHCIE MyTEM pealu3anuu
[e/ICHANpPaBIeHHBIX HEHCTBHN C MCHONB30BaHHEM BO3MOXHOCTEH, YyKa3aHHEIX
B myHKTe B ImyHKTax 2.1.1-2.1.8 Hacrosmero Ilepeuns;

3.2.4. yrposa HapyLICHUS KOHQUIEHIHATBHOCTH [OANKMCHIBAEMOM
HHpOpMALMH, B TOM 4YHCIE IIyTEM pealld3aldM LEJICHANPaBICHHBIX ACHCTBHIM
C HCIIOJIb30BaHHEM BO3MOXKHOCTEH, yka3aHHbIX B MyHKTe 10 CocTaBa U cofepKaHHs
OpPraHU3alMHOHHBIX M TEXHMYECKHUX MEp, a TAKXKE yrpo3a HapylICHHS LEJIOCTHOCTH
OOAMKMCEIBaeMO wuHGOpMauuu npu e€ MOANHCAHMH B  aKKpEeAUTOBAHHOM
yAOCTOBEPAIOMIEM LIEHTpPE, B TOM YHCIE€ C HCIONB30BAHUEM BO3MOXHOCTEH,
yKa3aHHBIX B myHKTax 2.1.1-2.1.15 HacTosmero Ilepeqns;

3.2.5. yrposa Hapymenus KOHQUAEHIHATEHOCTH HHPOpMaILHH, 0ToOpakaeMoii
¢u3AIECKOMY Iy IPH NOANMCAHAH 3JICKTPOHHOIO JOKYMEHTA, B TOM YHCIIE MyTEM
pealu3aliy LElICeHanpaBleHHbBIX MAEHCTBHI C HCIONB30BAaHHEM BO3MOXKHOCTEH,
yka3aHHBIX B myHkTe 10 CocraBa U comepXaHHA OPraHM3alMOHHBIX U TEXHHUYECKHX
Mep, a TaKKe Yrposa HapyIleHHs UEeNOCTHOCTH (MOAMEHEI) HHGOpMaluy,
oroOpaxkaemoii pu3uecKoMy JIMIy IpU NOANHCAHHH JIEKTPOHHOI'O JIOKYMEHTa, B TOM
9ucjie C MKCIONB30BAaHHEM BO3MOXHOCTEH, yKa3aHHBIX B myHkTtax 2.1.1-2.1.8
Hacrosimero I[epeyns;

3.2.6. yrpo3a HapymeHHs LelTOCTHOCTH (TTOJMEHBI) HHPOPMALIMH O PE3yJIbTaTe
HCIIOJIHEHUS IOPYYEHHSA, a TAakke HCTOPHUHM HCHONB30BaHMA KIIOYa JJIEKTPOHHOMH
IMOANHCH B HHOPACTPYKType YAOCTOBEPSIOMEM LEHTPE, B TOM YHCIE IIyTEM
peanu3aniy LE/eHANPaBICHHBIX ACHCTBUH C HCMOJNB30BAHHEM BO3MOXHOCTEH,
yKka3aHHBIX B myHKTax 2.1.1-2.1.15 HacTosmero Ilepeqns;

3.2.7. yrpo3a HapymeHus AOCTYIIHOCTH HH(POPMAIHH O pe3yJIbTaTe HCIOIHEHHS
NOpy4Y€eHHs, a TakOke HICTOPHH MCIIOJIb30BaHKs KIl049a I€KTPOHHOM MOAIIUCH.




