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O TpeboBanusx Kk o0ecnedeHHIO 3alIHTHI HHGOpMaHH
NpH OCylUIecTBJIEHUH MePeBOAOB JeHEeKHbIX CPeJCTB U O NOpsAaAKe
ocywmecTB/eHuss bankom Poceun KoHTpoas 3a co0JII0AeHHEM
TpeGoBaHHUIl K 0o0ecneyeHHI0 3allIMThl HHPOpMaLHH

IPH OCYLIECCTB/ICHHH NEPEBOAOB AC€HEKHBIX CPEACTB

Hacrosimiee [TonoxeHHe Ha OCHOBaHMHM 4acTd 3 cTaTeu 27 PenepaibHOro
3axoHa ot 27 uroHA 2011 roga Ne 161-03 «O HauMOHAIBHON MIIIATEXHON CUCTEMEN
(Cobpanue 3akoHomarenbcTBa Poccutickoit @enepannu, 2011, Ne 27, cr. 3872;
2019, Ne 31, ct. 4423) ycranaBnuBaeT TpeOOBaHUs K 00ECIIEUEHHIO OIIepaToOpaMu
IO IEepPEeBONY [JCHEXKHBIX CpeACTB, OAHKOBCKMMHK IUIATEXXHBIMH AareHTaMH
(cybarenTamu), omepaTopaM# YCJIyr MH(GOpMalMOHHOIO 0OMeHa, NOCTaBILMKaMH
IUIATEXHBIX TPUIOKEHUH, ONepaTopaMiy IUIATEXXHBIX CUCTEM, ONEpaTOpaMU yCIyT
IUTATE)XKHOM HMHOPACTPYKTYPBl 3allUThl HHGOpPMALUMU MpPH OCYIIECTBICHUU
HEepPEeBOJIOB JICHEXKHBIX CPEACTB, a TaKkKe NOpsIoK ocyecTsieHus: bankoM Poccun
KOHTPOJIA 3a COOII0IeHHEM TpeOOBaHUH K 00eceueHUIO 3alUThl THPOPMALUK IIPU
OCYIIIECTBIIEHHH MEPEBOJOB JCHEKHBIX CPEICTB B paMKaxX OCYILIECTBISIEMOroO

bankoMm Poccuu Hag3opa B HalMOHAIBHOM MJIaTEXKHOM CUCTEME.



[';1aBa 1. OOGuHe noJIoXKeHUus

1.1.  Onmneparopsl 1O TMepeBOLY [EHEXHbIX CpPEACTB, OaHKOBCKHE
TUIaTeXHbIe areHThl (CyOareHThl), onepaTopsl YCIyr UH(OPMAIIHOHHOIO OOMeHa,
OnepaTropbl yCAyr IUIAaTeXXHOW WHOPacTpyKTYphl B uacTH TpeOOBaHMH K
00eCTieYeHHIO 3alUThl MH(MOPMALIMM TPH OCYILECTBICHHH MEPEBOAOB JEHEXHBIX
CpencTB, TNpPUMEHSEMBIX B OTHOLIEHHMM aBTOMAaTU3HPOBAHHBIX  CHCTEM,
POrPaMMHOT0 obecrieueHus, CpencTB BBIUHCIIUTENEHOU TEXHHUKH,
TeNeKOMMYHHKALMOHHOTO OOOpY[OBAHMs, OKCINyaTalMsi M HCIOJB30BAHHE
KOTOpPBIX 0OecIeYynBaeTCs MPHU OCYIIECTBJICHUM MEPEBONOB JEHEKHBIX CPEACTB
omepaTopaMid [0 IEPeBOAY MOEHEeXHBIX CpencTB (#almee —  OOBEKTHI
HH(POPMALHOHHON HHPPACTPYKTYPHI), JODKHBI 00eCTIeYnBaTh:

peanu3aluio YCTaHOBJIEHHBIX HacTosumM [lonoxkeHueM ypoBHEH 3alLUThI
nHbOopMaLKU AT 00BEKTOB HHGPOPMALMOHHON HHGPaCTPYKTYphl, HCIIOIb3yEMBIX
nns o0paboTKH, Iepeladyd, xpaHeHdus uH(opMmanuu, YyKasaHHOW B ab3ale
riepBoM nyHKTa 1.3 Hactosiero [TonoxeHus, B LeNsIX OCYIIECTBICHUS IEPEBOIOB
NEHEeXXHBIX CpeICTB, OINpeHeNieHHBIX HaIlMOHANbHBIM cTaHgapToM Poccuiickoi
®enepaunun 'OCT P 57580.1-2017 «be3onacHOCTh (DMHAHCOBBIX (DaHKOBCKUX)
onepauuii. 3ammra uHHQOpManuu (UHAHCOBBIX oOpraHu3auui. bazoBbli
COCTaB OpPraHU3alMOHHBIX U TEXHUYECKUX MEpP», YTBEPKICHHBIM IIPUKa30M
@efepalbHOTO areHTCTBa II0 TEXHUYECKOMY DEryJMpOBaHHIO U METPOJIOTHH
ot 8 aBrycta 2017 romga Ne 822-ct «O6 yTBepXXAE€HUH HALMOHAJIBHOIO CTaHAapTa
Poccuiickoit ®enepanuuy» (M., ®I'YIl «Cranpapruadopm», 2017) (manee —
'OCT P 57580.1-2017);

eXErogHoe TEeCTHpPOBaHWE Ha IPOHUKHOBEHHWE U aHalU3 YS3BUMOCTEH
HHPOPMAIHOHHOH 6e30macHOCTH 00BEKTOB HH(POPMALIMOHHON HHPPACTPYKTYPBI C
y4eToM OCOOEHHOCTeH, MpeayCMOTpeHHBIX NyHKTamMu 3.8 u 3.9 HacTosero
IMonoxenus;

MpOBEeleHHEe OLEHKH COOTBETCTBUS YPOBHSM 3allUThl HHQOpMaLuy,

YCTAHOBJICHHBIM HaCTOALIHNM [Monoxenuem (nanee — OLI€HKa COOTBETCTBHUSA 3allIUThI
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UHpOpMALIMK), B COOTBETCTBUHM C HAUHOHAJIBHBIM CTaHAapToM Poccuiickoi
®enepatpu 'OCT P 57580.2-2018 «be3omacHOCTh (PUHAHCOBBIX (OAHKOBCKUX)
ornepauuii. 3amura uHbpopManuu (UHAHCOBBIX OpraHu3auui. MeToarKa OLEHKH
COOTBETCTBUS», YTBEpPXKIeHHbIM mpukazoMm DenepanbHOro areHTCTBA IO
TEXHUYECKOMY peryJMpoBaHuio u Metposioruu ot 28 mapra 2018 roga Ne 156-ct
«O0 yTBepXIeHUN HaLMOHAIBHOTO craHgapta Poccuiickod — @enepauum»
(M., ®I'VII «Crangapturdopm», 2018) (nanee —I'OCT P 57580.2-2018), ¢ yyeTom
0coOGeHHOCTEH, MTPeayCMOTPeHHBIX MyHKTamu 2.3, 2.4, 3.6-3.9, 4.4, 4.5, 6.7 u 6.8
Hactostero [Tonoxenus.

OlleHKka COOTBETCTBHS 3alUTHl MHQOpPMAILMH [OJDKHA OCYILECTBIATHCA C
IIPUBJIEYEHHUEM CTOPOHHUX OpTraHU3aIMii, UIMEIOIHX JIULEH3UIO Ha OCYLIECTBICHUE
HesTeTbHOCTH IO TEXHHYECKOH 3aluuTe KOH(QHUICHLMANbHOM HHOOpMAaLUK Ha
IIpoBeJieHHe paboT U YCIYT, MPeAyCMOTPEHHBIX MOAMYHKTaMH «0», «I» WIH «e»
nyHkTa 4 [TonoxeHHs O JHIEH3UPOBAaHUY AESITEIbHOCTH 10 TEXHUYECKOH 3allluTe
KOH(UISHIHATBHOM HHpOpMaLUH, YTBEP)KIEHHOIO IIOCTaHOBJIEHHEM
INpaButensctBa Poccuiickoit ®epepaumn ot 3 despans 2012 roma Ne 79
«O NMUUEH3UPOBAHUHU NEATETBHOCTH [0 TEXHUYECKOH 3aluTe KOHQUASHIHATBHON
nHpopmanuu» (Cobpanue 3akoHonatTenscTBa Poccutickoit @enepauny, 2012, Ne 7,
ct. 863; 2016, Ne 26, ct. 4049) (nmasiee COOTBETCTBEHHO — MpPOBEPSIOLIAS
oprauu3aiys, nocranonnenue [Ipasurensctsa Poccuiickoit @enepaunu Ne 79).

Onepartopsl M0 TNEpPEeBOLY HCHEXHBIX CPENCTB, OaHKOBCKUE IJIATEXKHBIC
areHThl (CybareHThbI), OrlepaTopsl yCJIyr WHGOPMALUHOHHOIO 0OMEHa, ONepaTOpEhI
YCIyr IUIATeXHOH HHQPacTpyKTyphl NOKHBI oOecreuuBaTh XpaHEHHE OT4YeTa,
TOArOTOBJIEHHOTO TMPOBEPSIOIEHl oOpraHusanueidl Mo pe3yjibTaTaM OLIEHKH
COOTBETCTBUS 3aIlUTHl MH(OpPMALIMK, HE MeHee IATH JIeT HayhHas ¢ JaThl ero
BbIJIaYU [IPOBEPSIOLLEH OpraHu3alue.

1.2.  OmnepaTopbl 1O MepeBOY AEHEXHBIX CPEACTB, 0aHKOBCKHE MIATEKHBIE
areHThl (CyGareHTsl), OMEpaTopbl yCiayr HHPOpPMAalMOHHOro oOMeHa, OonepaTropsl
YCIIYT TUIATEXKHOH MH(PACTPYKTYphbl B HacTU TpeOGoBaHUN K 0OECTIEYeHUIO 3aILUThI

I/IH(i)OpMaLII/IH NpH OCYHICCTBJICHHUH MMEPEBONOB NEHEXHBIX CPEACTB, IMIPHUMEHACMBIX



B OTHOLUEHUH MPHUKIAAHOrO MPOrpaMMHOIO oOOecrevyeHUsi aBTOMAaTH3UPOBaHHBIX
CHCTEM M MPHIOXKEHHH, C y4eToM OCOOEHHOCTEeH, MpeayCMOTPEHHbIX
nmyuktamu 3.8-3.10, 4.6 u 6.10 nacrosiwero [TonoxeHust, TOMKHBI obecrneynBaTh
HCIIOJIb30BAHKME  IPOIIEAIINX  CepTH(PUKALMIO B CHCTEME CepTUOUKALNH
DenepanbHON CIyXObl 10 TEXHUYECKOMY M 3KCTIOPTHOMY KOHTPOJIIO HJIM OLEHKY
COOTBETCTBHS IO TpeOOBAHUAM K OLIEHOYHOMY YpOBHIO JoBepus (manee — OVY )
He Hivke yeM OY ]I 4 B cooTBeTCcTBUHU ¢ TpeOOBaHUAMHU HALMOHAIBHOIO CTaHAapTa
Poccuiickoit @enepanuu ['OCT P UCO/MDK 15408-3-2013 «MudopmannonHas
TexHOJOrusi. MeTtosl 1 cpeacTBa obecneueHus 6e3onacHoctd. Kputepun olieHKH
6e3onacHocTH MHGMDOPMALIMOHHEIX TexHosorui. Yacte 3. KoMnoHeHTsl noBepHs
Kk Oe3omacHOCTH», YTBepXIeHHOro npukazoMm PDenepaJbHOro areHTCTBa
0 TEXHHUYECKOMY peryJHpoBaHHIO M MeTposiorud ot 8 HosOps 2013 ronpa
Ne 1340-ct «O6 yrBepxaeHWd HalMoHanpHOro crasaapra» (M., OI'VII
«Cranmapruagpopm», 2014) (manee — 'OCT P MCO/M3K 15408-3-2013), u
obpabaTeiBarolmMx MHOOPMALMIO, yKa3zaHHYyK B abzaie nepsoM MyHkTa 1.3
Hacrosuiero [TonoxxeHus:

TPUKJIAIHOrO MPOrPaMMHOI0 00ecreueHs] aBTOMAaTU3UPOBAHHBIX CUCTEM H
TIPUIIOKEHUH, pacnpoCTPaHAeMbIX KIUEHTaM ONepaTopoB IO MIEPEBOLY AE€HEXHBIX
CpeACTB HJIs COBEpILIEHHS [eHCTBUH, HENOCPEACTBEHHO CBS3aHHBIX C
OCYILIECTBJIEHUEM TTEPEBOJIOB IEHEXKHBIX CPELICTB;

IporpaMMHOro  obecredeHus, OKCIUlyaTHPYeMOIro  Ha  yd4acTkKax,
HCTIONB3YEMBIX Ul IpUeMa JOKYMEHTOB, CBSA3aHHBIX C OCYLIECTBIIEHHEM
TIEPEBOJIOB JIEHEXKHBIX CPENCTB, COCTABIEHHBIX B JJIEKTPOHHOM BHIE (Hajiee —
3JIEKTPOHHBIE COOOIIEHHs), K UCIIONHEHUIO B aBTOMAaTU3MPOBAHHBIX CHCTEMAxX U
IPUJIOKEHHUAX C UCTIONb30BaHEeM HHPOPMaLlMOHHO-TEJIEKOMMYHUKAMOHHON CeTH
«HuTtepHeT» (Hanee — ceth «MHTEpHET?).

Jlns mpoBeneHHs OLEHKM COOTBETCTBHUSI IPHKIAAHOIO IPOrPaMMHOIO
obecrieueHrss aBTOMATH3WPOBAaHHBIX CHCTEM U MPHJIOXKEHUH OIepaTopsl IO
IIEpeBO/ly JEHEXHBIX CPeICTB, OAHKOBCKHE IUIAaTeXHble areHThl (CybareHThI) C

y4ETOM 0CODEHHOCTEM, MpeayCMOTPEeHHBIX MyHKTOM 3.11 Hactosmero ITonoxenus,
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onepaTopbl yciyr HH()OPMaUMOHHOrO OOMEHa, OMepaTophl YCIYr ILIaTeXHO
HHPPACTPYKTYPbI JOJDKHBI MPUBJIEKATh IIPOBEPSIOLIHE OPraHUu3al1H.

1.3.  OmepaTtopbl 1O TMeEpPeBOLY HEHEXHBIX CpPEACTB, OaHKOBCKHE
TlaTe)XXHble areHThl (cybareHThl), Oneparopsl yCIyr HHGOOPMALUHOHHOTO oOMeHa,
onepaTopbl yCJIyr IUIATeXHON WHOPacTpyKTyphl B 4YacTH TpebOOBaHUH K
obecrnieyeHuIo 3auThl HHGOPMALMU MPU OCYILIECTBICHUU MEPEBONOB JACHEKHBIX
CPEICTB, NPUMEHSEMBIX B OTHOIICHWH TEXHOJOrHH 00paboTku HH(OpMAINH,
NoJAroTaBirMBaeMol, oOpabaTeiBaeMOi U XpaHUMOM Ha y4acTKax WACHTU(DUKALIHH,
ayTeHTU(HUKALMK ¥ aBTOPHU3ALHK KIMEHTOB OMEepaTOpPOB MO MEPEeBOAY ASHEXKHBIX
CPEICTB MpH COBEpILEHUH [OEHCTBUH B LEAAX OCYILECTBJICHHS IEepeBOAOB
JICHEXHBIX CpelncTB; (opMupoBaHus (IIOATOTOBKM), INepefayd MU IpueMa
3JIEKTPOHHBIX COOOIIEHMI; yIOCTOBEpEHHS IIpaBa KJIHEHTOB OIEpaToOpoOB IIO
MEepEeBOAY [EHEXHBIX CpPENCTB pacnopspKarbcs [EHEXHBIMH CpPENCTBaMH;
OCyLIECTB/IEHHS  NEpeBOAOB  JEHEXHBIX CpEACTB; YyueTa  pe3yJbTaToB
OCYILIECTBJICHHS [I€PEBOJOB OEHEXHBIX CpPEICTB; XpaHEHHUS JJIEKTPOHHBIX
coobieHul u uHpopManuu 00 OCYILECTBIEHHBIX NepeBoAax NEHEXHBIX CPENICTB
(manee cOOTBETCTBEHHO — 3aluiaemMas HHGOPMaILIUs, TEXHOJIIOIHYECKUE YUACTKH ),
JOJDKHBI obecriednBarh:

LIEJIOCTHOCTH U JOCTOBEPHOCTH 3allldiliaeMoi HHGOpMalLuy;

perJiaMeHTallu0, peali3alliio, KOHTPOJIb (MOHHUTOPHHI) TEXHOJOTHH
06paboTku 3amunaeMoil HHPoOpMalHH;

perucTpanyio  pe3yibTaToB  COBEpUIEHUsS AEHCTBHI, CBS3aHHBIX C
OCYILECTBIEHUEM JIOCTYTIA K 3aluiiaeMoi nHpopMaLuu.

1.4,  Onepatopsl 10 TmepeBOAYy HEHEXHBIX CpeAcTB, OaHKOBCKHE
IUIaTeXHbIe areHThl (CyOareHThl), onepaTophl yCiayr WHQopMalMOHHOrO oOMeHa,
orepaTopbl  yCIyr IUIATeXHOH HHGPACTPYKTYphl JODKHBI —oDOecrnevyuBaTh
perucTpaluio pe3yJbTaTOB COBEPLUEHHUS CIENYIOLIMX AeMCTBUH, CBS3aHHBIX C

OCYIIECTBJIGHHEM JIOCTYTIa K 3alluiaeMoi HH(OpMaLIUU:



uneHTuduUKaLuMs, ayTeHTUHUKALIUSA 1 aBTOPHU3ALUs KIMEHTOB OIIepaToOpoOB MO
MepeBOIY JEHEXHBIX CPEJCTB MPU COBEPIIEHUH ASHCTBUM B LIEJSIX OCYIIECTBICHUS
NIepeBOIOB JEHEXHBIX CPEICTB;

IIpHEM 3JIEKTPOHHBIX COOOIIEHUH OT KIHEHTOB OMEpaToOpOB IO IEepeBOAY
JIEHEXXHBIX CPEJCTB,;

npueM (mepemada) JNEKTPOHHBIX COOOLUEHMM INpu  B3auMOACHCTBUHU
OIIepaToOpOB IO MEPEBOAY ASHEXHBIX CPEICTB, 0AHKOBCKUX IUIATEXKHBIX areHTOB
(cybareHToB), OTIEpaTOPOB yCIyr MH(OPMALIMOHHOTO 0OMEHa, ONepaTopoB yCIyT
TUIATEXHOH MHDPACTPYKTYPHI IPH OCYLIECTBICHUHU IEPEBOIOB JEHEXHBIX CPEACTB,
B TOM YMCJe U1 yJOCTOBEpPEHUs IIpaBa KJIMEHTOB OMNEpaTOpPOB IO IEPEBOLY
JCHEXHBIX CPENCTB pACHOPSDKATBCS MAEHEXHBIMM CpEeACTBAMH M I ydeTa
pe3ybTaToB IIePEBOIOB JEHEKHBIX CPECTB;

peanu3alds Mep, HalpaBJIeHHBIX Ha  INPOBEPKY  MPaBUIBHOCTU
(GopMupoBaHuA (TIOATOTOBKH) 3JEKTPOHHBIX COOOIEHHH (IBOWHOM KOHTpPOJIB),
NPUMEHSEMBIX B COOTBETCTBUU C MoAmyHKTOM 1.9 myHkra 1 mpuioxenus 1 k
HactosAweMy [lTonmoxenuro;

OCYIIECTBJCHHE [OCTyna pabOTHHKOB K 3allyiiaeMOd HHQOpPMaLUu U
OCYILIECTB/IEHHE [eHCTBHHA KJIMEHTAaMU OIEpaTOpOB IO IEPEBOLY [AEHEXHBIX
CpeICTB ¢ 3aluiiaeMoil uHQpopMmaluel, BBINOJHAEMBIX C HCIOIb30BaHHEM
aBTOMAaTHU3UPOBAHHBIX CUCTEM, IIPOrPaMMHOro oOecTieyeHH .

Peructpaiyy nojpjexar CleAylolie NaHHble O NeHCTBUSX, BBIITOIHIEMbIX
pabOTHHUKAMU C HCIIOJB30BAaHHEM aBTOMATM3WPOBAHHBIX CHUCTEM, [IPOrPAMMHOIO
obecriedeHus:

nata (meHb, Mecsll, To) U BpeMs (4Yachl, MUHYTHI, CEKyHJbl) COBEPLUEHUS
pabOTHUKOM AeHCTBUI ¢ 3aInIaeMol HHpOopMaIuel;

NPUCBOCHHBIN paboOTHUKY HISHTHU(UKATOP, MO3BOJSIOILMNA YCTaHOBHUTH
pabOTHHKA B aBTOMATU3UPOBAHHOMN CHCTEME, IPOTPAaMMHOM 00ecCrieueHu!;

KOJl, COOTBETCTBYIOLIHH TEXHOJIOTHYECKOMY Y4acTKY;

pe3ynbTaT  COBepUICHHS  paOOTHUKOM  JeHCTBHS C  3allUIlaeMOH

wHpopMaLmel (YCIeIHO WK HEYCIIEIIHO);



HHGbOpMALIHs, UCTIONb3yeMast s UACHTU(GUKALNU YCTPONCTB, TP IOMOLIU
KOTOpbIX  JuOO B  OTHOLUEHMH  KOTOPBIX  OCYLIECTBIEH  JOCTyH K
ABTOMATH3MPOBAHHON CHCTeMe, IIPOrpaMMHOMY OOECIMEYeHHI0O B  LeJsX
coBeplileHHs pabOTHUKOM AeHCTBUH ¢ 3aluiaemMoil HHpopMaLHeH.

Peructpanuu mojaiexar CleQykolIye JAaHHble O AeHCTBUSX, BBITOIHAEMBIX
KIIMEHTaMH OIEPaTOPOB IO IEPEeBOAY JEHEKHBIX CPEACTB C UCIOIb30BAHUEM
aBTOMATH3UPOBAHHBIX CUCTEM, IPOrPAMMHOI0 00eCeYeHH s

nata (meHb, MeCSIl, I'O) U BpeMs (4achl, MUHYTBI, CEKYH/IbI) COBEPLUCHHUS
KJIMEHTOM OIfleparopa Mo MNepeBoay AEHEXHBIX CPEeACTB ACHCTBUH C 3alMIIAeMOM
uHpOopMaLuel;

OPHCBOEHHBIN KJIHMEHTY OIeparopa IO MepeBOdy [EHEXHBIX CpeACTB
UICHTA(DHUKATOp, MO3BOJAIOLMM YCTaHOBUTH KJIMEHTa OIlepaTopa IO IEPEBOLY
IEeHEXHBIX CPEJICTB B aBTOMaTU3HPOBAaHHOM CHCTEME, IPOrpaMMHOM 00eCTIeYEHNUH;

KOJI, COOTBETCTBYIOLIHI TEXHONIOTHYECKOMY Y4acTKy;

pe3ynbTaT COBEpLUEHHsS KJIMEHTOM OIlepaTopa I10 IepeBOAy HAEeHEXHBIX
CpEeACTB AeUCTBHSA C 3aUiiaeMoii uHpopManueit (YCIeUHO Ul HEYCIeIIHO);

HH(bOpMALIKS, HCIIOb3yeMas 1 UASHTUGUKALMY YCTPOUCTB, [IPY ITOMOIIX
KOTOpbIX W00 B  OTHOWIEHHMM  KOTOPBIX  OCYIIECTBJIEH  JOCTYIl K
aBTOMAaTH3MPOBaHHON cHCTeMe, I@pPOrpaMMHOMY OOECHEeYeHHIO B  LEJIX
COBEpIIEHHUs KJIIMEHTOM OIleparopa IO MEepeBOAY NCHEXHBIX CPENCTB NEHCTBHH C
3aluiaeMol uHpopManuen.

1.5.  Omeparopsl 0 MepeBOAy HEHENHBIX CPEINCTB, ONEPAaTOPbl YCIYT
IIATEXXHOW HHOPACTPYKTYpbl B 4YacTH TPeOOBaHMH K OOECIEYEeHHUIO 3aILUTHI
HHPOPMALIMH TIPU OCYILECTBIECHHH NIEPEBOIOB AEHEXHBIX CPEICTB, IPUMEHIEMbIX
B OTHoIneHud wuHpopmupoBanus banka Poccuu 06 wuHIMAeHTax (COOBITHSAX),
CBSI3aHHBIX C HapylIeHHeM TpeOOBaHUHN K 00eciedeHHIO 3alllUThl HHPOPMALUH I1PH
OCYIIECTBJIEHHH IEPEBOIOB JICHEXHBIX CPEACTB, B TOM YHUCJE BKIIOYEHHBIX B
repevyeHs THIIOB MHUMJIEHTOB, COIJIACOBAaHHBIH ¢ (enepabHBIM OpPraHom
MCITONIHUTEBHON  BACTH, YIOJHOMOYEHHBIM B  obnactu  obecredeHus

(bYHKIHMOHHPOBAHUS FOCYJAPCTBEHHON CUCTeMbl OOHApYKEHHUs, IPeayTIPexX IeHUs



¥ JTUKBUIALMH TOCIEACTBUN KOMITBIOTEPHBIX aTak Ha HH()OPMAaLMOHHbIE PECYPChI
Poccuiickoit ®enepanumn, u pasmeriaeMolit bankom Poccun Ha opunmanbHoM caifte
banka Poccuu B cetu «MHTepHET» (anee COOTBETCTBEHHO — MHLUUAEHTBI 3aLHUThI
HHpOpMallMK, IepedyeHb THUIIOB  HHIMIAEHTOB), JOJDKHBI  OCYLIECTBIATH
uHpopmuposanue banka Poccuu:

O BBISIBJIEHHBIX HHIUACHTAX 3aILUThl HH(OpPMALIUH, BKIIOYEHHBIX B IIEpeYeHb
THIIOB HHLU/CHTOB;

O TUIAHUPYEMBIX MEPOTIPUATHSIX MO PACKPBITHIO HHbOpMaIMK 00 HHIMIEHTaX
3alUTHl MH(OpMalnWy, BKIOYAs pasMellleHHe HHQOpMalMM Ha OQUIHATBHBIX
calitax B cerd «VIHTepHeT», BBIMYCK IIpeCcC-pelN30B M IPOBEACHHE IIpecc-
KOH(pepeHUUu, He IMo37AHee OxHoro pabodyero MAHA OO JHA HpPOBEIEHUA
MEPOITPHUSATHUS.

HudopmupoBaHue ocyiecTBiseTcs NOCPEACTBOM NpeAocTaBleHus B bank
Poccuu ceenenui, ykasaHHbBIX B ab3aliax BTOPOM U TPETbEM HACTOSILETO IIyHKTa.
Hudopmanus o hopme U Cpoke NpeIoCTaBlIeHUs YKa3aHHBIX CBEACHUHN MOMJIEKHUT
COrJIacOBaHMI ¢  (QenepadbHbIM  OpraHOM  HCHOJHHUTEIBHOH  BJACTH,
YIIOJTHOMOYEHHBIM B 061acTU obecreyeHus GyHKLHOHUPOBAaHHUS TOCYy AapCTBEHHOM
CHCTEMBI OOHapyXeHHUs, MpeNyNpeKACHUS ¢ JIHUKBUIALUU IIOCIEACTBUH
KOMITBIOTEPHBIX aTak Ha HH(popMalHoHHbIE pecypchl Pocculickont ®eznepauuy,
cormacHO 4actu 6 crtateu 5 @enepanpHoro 3akoHa ot 26 umrons 2017 roza
Ne 187-®3 «O 6Ge30macHOCTH KpUTHUECKOH MH(OPMAIMOHHOW HH(PacTpyKTYypBl
Poccuiickoit @enepauun» (Cobpanue 3akoHoAaTenscTBa Pocculickoit Penepauuy,
2017, Ne 31, cr. 4736) (nanee — ®enepanphblii 3akoH Ne 187-03) u pasmenraercs
Ha opuumanbHOM caiite banka Poccun B cetu «MHTepHET».

1.6. B cayuae ecnu 3amuigaemMasi UHGOpMal#s COAEPIKUT [1€PCOHAIBHBIE
JNaHHBIC, [OJDKHBI MPUMEHATHCS Mepbl 1O O00ecHedeHHIo 0Oe30MacHOCTH
MIepCOHANIBHBIX NAHHBIX MpPU KX 00paboTKe B COOTBETCTBMM CO cTaTbedl 19
®enepansHoro 3akona ot 27 mwonsg 2006 roga Ne 152-®03 «O nepcoHanbHBIX
nanubix» (Cobpanue 3akoHomaTenscTBa Poccuiickoit ®@enepanyu, 2006, Ne 31,

cr. 3451; 2011, Ne 31, cr. 4701).



O6ecrieyenye  3aIUTHl  MEPCOHANBHBIX JAHHBIX OCYLIECTBISETCS B
COOTBeTCTBHM ¢ rmpukazom @DenepanbHOW CiyXObl IO TEXHUYECKOMY U
9KCIopTHOMY KoHTpojito oT 18 despans 2013 roma Ne 21 «O6 yTBepxaeHUH
CocraBa ¥ cofepKaHHs OPraHU3alMOHHBIX U TEXHHYECKUX Mep Mo obecredeHuro
0e30IMacHOCTH MEePCOHABHBIX JaHHBIX MPU UX 00paboTke B HH(OPMALIMOHHBIX
CHCTEMax [MEPCOHANBHBIX JaHHBIX», 3aperUCTPUPOBAHHBIM MHUHHUCTEPCTBOM
roctunun  Poccuiickoit @enepanun 14 mas 2013 roma Ne 28375, 25 ampens
2017 roma Ne 46487.

1.7. Obecneuenue 3a1uThl HHGOPMALIMY IIPU OCYLIECTBIEHUH [1EPEBOJOB
IEeHEXHBIX CPEICTB C HCIOJb30BaHHEM CPENCTB KpUITOrpaduyecKoil 3aliuThl
uHpopmauuu (manee — CK3M) oneparopamu no nepeBony IEHEXHBIX CPENCTB,
O0aHKOBCKMMH IIJIaTeXHBIMH areHTamu (cybareHtaMu), olepaTtopaMu YCIyr
HHPOpMaLHOHHOTr0 OOMeHa, oIepaTopamMH IUIaTeXHBIX CHCTEM, OIepaTopamu
YCIYr IIIaTeXHOM HHQPPACTPYKTYpbl OCYIIECTBISETCSI B COOTBETCTBHH C
®enepanpubiM 3akoHOM oT 6 ampens 2011 roma Ne 63-®@3 «O6 3nexTpoHHOH
noanucu» (Cobpanue 3axoHonarenbcTBa Poccuiickoit @enepanun, 2011, Ne 15,
ct. 2036; 2019, Ne 52, cr. 7794) (manee — DenpepanbHbiii 3akoH Ne 63-D3),
[Tonoxennem o pa3paboTKe, INPOU3BOACTBE, pealM3alUMU U SKCIUIyaTaluH
IHAGPOBANBHEIX  (KpunTorpaduveckux) CpeacTB  3aluThl  MHpOpMaluu
(TTonoxenue ITK3-2005), yrBepkneHHBIM npukazoM @DenepanbHOl CiyXObl
OesonacHoctu Poccuiickoit ®enepauuu ot 9 despans 2005 roma Ne 66
«O6 yrBepkaenuu I[lonoxenus o pa3paboTke, NPOU3BOACTBE, pEaIM3aLMH H
OKCIUTyaTalldd  MH(pOBaNbHBIX  (KpHUNTOrpaQHUYecKux) CpeACTB  3aLIUTHI
uHpopMmanuu (ITonoxenue ITK3-2005)», 3apeructpupoBaHHbIM MHUHHCTEPCTBOM
foctuunu Poccuiickoit @epeparuu 3 mapra 2005 roga Ne 6382, 25 mas 2010 rona
Ne 17350 (nanee — ITonoxenue ITK3-2005), u TexHUYeCKOH AOKyMEHTalued Ha
CK3N.

ObecneyeHue 3aliuThl MEPCOHANBHBIX JaHHBIX ¢ Hcrojb3oBanuem CK3U
OCYILIECTBIISIETCS B COOTBETCTBUM C Npukazom DenepanbHoit ciyx6b1 6€30MacHOCTH

Poccuiickoit @enepaiuu ot 10 urosnst 2014 roga Ne 378 «O6 yrBepxxnenuu CoctaBa



M CONEp)KaHUS OpraHU3alUMOHHBIX W TEXHUYECKHX Mep Mo 00ecrnedyeHuIo
0e30MMacHOCTH IEPCOHANBHBIX JaHHBIX NPH HUX 00paboTke B MH(OPMALMOHHBIX
CHCTEMAaX NePCOHANbHBIX JaHHBIX C HCIIOJB30BaHIEM CPEACTB Kpunrorpaduieckon
3AIIUTEl  MH(GOPMAalUKM, HEeOOXOAUMbBIX AJIS  BBIIOJHEHHUsl YCTAHOBJIEHHBIX
I[TpasutensctBom Poccuiickori denepauny TpeOOBaHUH K 3aILUTE MEPCOHANIBHBIX
JaHHBIX I8 KaXKJOro M3 YPOBHEH 3alllMIIeHHOCTH», 3aperuCTPUPOBAHHBIM
MunucrepctBoM roctuuuu Poccuiickoit ®enepauu 18 asrycra 2014 roma
Ne 33620.

B ciydae eciu onepatopbl 10 MEPeBOLY IEHEXHBIX CPEICTB, OaHKOBCKHUH
IIaTeXHel areHT (cybareHT), Omepartophbl YCJIyr HH()OPMaLUOHHOTO OOMEHa,
oTiepaTopsl YCIyT IuiatexxHoil uHdpactpykrypsl npumensator CK3U poccutickoro
npousBoaurens,  ykazawuele ~CK3WM  momkHBI  uMeTh  cepTUQMKATHI
YIIOJTHOMOYEHHOT'O ['0CYIapCTBEHHOIO OpraHa.

1.8.  Ilpu B3auMoaeHCTBUYU ONEPATOPOB 1O MEPEBOAY JEHEXKHBIX CPEICTB,
OaHKOBCKMX  IUIATEXHBIX  areHToB  (cy0areHToB),  ONEpaToOpoB  YCIyT
MHGOPMAaLMOHHOr0 OOMeHa, OMNEpPaTOpOB YCIYT IUIaTeXHOH HHOPPAcTPyKTyphl
JO/KHO 00ecrneyuBaThCsl MOANUCAHUE JJIEKTPOHHBIX COOOLIEHHMH YCHIIEHHOM
3JIEKTPOHHOHN MOJAMHUCHIO.

1.9. [lpu3HaHHe 3JeKTPOHHBIX COOOIIEHMH, NTOAMUCAHHBIX 3JIEKTPOHHOH
MOANKUCHIO, PABHO3HAYHBEIMU JOKyMEHTaM Ha OyMa)KHOM HOCHTEJIE, MOANHCaHHBIM
COOCTBEHHOPYYHOU IIOAIMMCHIO, JODKHO OCYILECTBIATHCS B COOTBETCTBHM CO
crateeit 6 @enepansHoro 3akoHa Ne 63-O3 (CobpaHue 3aKOHOLATENLCTBA
Poccuiickoit ®eneparun, 2011, Ne 15, ct. 2036; 2019, Ne 52, ct. 7794).

1.10. Hacrosee IlonoxkeHne He pacmpoCTpaHSeTCs Ha OTHOILCHHS,
perynupyembie DeaepanbHbiM 3akoHoM Ne 187-D3.

[lpu obecrieuennu  O€30MaCHOCTH  ABTOMATU3UPOBAHHBIX  CHCTEM,
POrpaMMHOrO obecrieyeHus, CPeICTB BBIYUCITATETEHON TEXHHUKH,
TENIEKOMMYHUKAIHOHHOTO  00OpYJOBaHMs, OJKCIJlyaTauus M HCIOJb30BaHHE
KOTOPBIX ObecrieynuBaeTcsi MpHU OCYIIECTBIEHUH NEPEBOJOB AEHEKHBIX CPENCTB
orepaTopaMH IO TepPeBOAY ACHEXHBIX CPEICTB, OINEpaTOPaMH YCIIYT IUIATEXHON

UHQPACTPYKTYpPBl, SBISIOLMXCS O00BeKTaMH KpUTHYECKOH HH(OPMalMOHHON
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MHPppacTpykTyphl Poccuiickoit Penepariy, HacTosiIlee NOJOXKEHHE NIPUMEHSETCS

Hapsaay ¢ TpeboBanusMu @enepanpHoro 3akoHa Ne 187-D3.

I'maa 2. TpeGoBanus K oOecnedeHHIO oONepaTopaMu IO HepeBORY
JAEHEKHBIX CPEACTB, NOCTABIIHKAMH NJIATEXKHBIX NPHI0KEHHH
(npu MX MpPHUBJIEYEHHH ONEPATOPAMH MO NEPEeBOAY AEHEKHBIX
cpeacTB) 3allHTbhl HHPOPMAIIHH NPH  OCYLIECTBJICHHH

nepeBooB ACHEKHBIX CPEACTB

2.1.  Omeparopsl 10 MepeBoLy AEHEKHBIX CPEJICTB AOJKHBI 00€CIIeYHBaTh
BBINIOJIHEHWE TpeGoBaHWM K  oOecHmedeHWIO 3alllUThl  HMHQOpPMAalMH  IIpH
OCYLIECTBIEHUHM OAHKOBCKON [EATENbHOCTH, CBS3aHHOW C OCYLIECTBJIEHHEM
IEPEBOIOB ICHEXHBIX CPEeICTB, B cooTBeTCTBHU ¢ Ilomoxxenuem banka Poccuu
or 17 ampens 2019 roma Ne 683-I1 «O6 ycraHoBieHHMH O0O0S3aTeNbHBIX M
KpeIHWTHBIX OpraHu3auuii TpeGoBaHuit K obecrieyeH IO 3alUThl HHQOPMALUHK TIPH
OCYLIECTBJIEHUH OaHKOBCKOM [ESTENbHOCTH B LENsIX NPOTUBOJAECHCTBUA
OCYLIECTBIIEHHIO TEPEBOJOB JEHEXHbIX CpEeACTB ©Oe3 Cornacus KIMeHTay,
3aperucTpUpPOBaHHBIM MuHKcTepcTBOM toctulmy Poccutickoit @enepannu 16 mas
2019 roma Ne 54637 (nanee — [Monoxxenue banka Poccuu Ne 683-I1).

2.2. TpeGoBanus K ofecreueHHI0 3alUTHl MHQOpMALMK  [PHU
OCYIIECTBJIEHHUH TIEPEBOLOB IEHEKHBIX CPEICTB BBINOIHAIOTCS OMNEpaTopaMu II0
MepeBoNy HEHEeXHBIX CpeIcTB M oOOecledeHusl 3alMThl  3aIlMINaeMOoi
unpopmannu, ykaszauaHo B myHkre | [Tonoxenus banka Poccun Ne 683-I1, a Taxoke
3aIuiaeMoi nHpopMaLuu:

06 ocraTKax MHEHEXHBIX CpeICTB Ha OaHKOBCKHUX CYeTax KIHEHTOB
OTepaTopOB MO MEPEBOAY JEHEKHBIX CPELICTB;

00 ocTarkax 3JIeKTPOHHBIX JEHEXHBIX CPEICTB KIMEHTOB ONEpPaToOpoB IO

nepeBony ACHEXKHBIX CPEACTB;
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0 KOHGUIypauuy, OMpeaessiomlell mapamMeTpbl paboThl  0OBEKTOB
UHGOPMALMOHHON MHAPACTPYKTYPHI, a TAKKe O KOH(UIYypaLuu, ONpeaeNsoLen
mapameTpbl paboThl TEXHUYECKUX CPE/ICTB 3aIIUThl HH(POPMALUH.

2.3.  OmepaTopsl 0 MEPEBOAY NEHEKHBIX CPEACTB NOKHBI 00eCreqYuTh
MpOBEIEHHE OLEHKH COOTBETCTBHUS 3AIUTHl HHPOPMALMHU HE PEXe OAHOIO pasa B
1Ba rojaa.

2.4. Omnepatopsl 1O MEPEBOAY ACHEXKHBIX CPEACTB AOJDKHBI 00ECIEYUTh
YPOBEHb  COOTBETCTBHMSI HEe  HI)KE  4YeTBEPTOr0 B COOTBETCTBUHM  C
['OCT P 57580.2-2018.

2.5. Onepatopsl MO TMepeBOAY HEHEXHBIX CPeICTB, ABIAIOLIHECH
CUCTEMHO  3HAQYUMBIMH  KPEJHTHBIMM  OpPraHM3aLUsAMH,  KpPEIUTHBIMH
OpraHu3alusIMH, Mpu3HaHHBIME barnkoMm Poccuu 3HaUMMBIMU Ha PhIHKE IIJIaTEXHBIX
YCIyr, HO/DKHBEI OOecrneyuTh cepTHQUKALUIO TNPHUKIAJHOrO MPOrpaMMHOIO
obecrieyeHUsT aBTOMATH3MPOBAHHBIX CHCTEM U IPUIIOKEHHH He HUXe 4 ypOBHS
IOBEpHS B COOTBETCTBUH C NpukazoM DenepanbHoi coykObl IO TEXHHYECKOMY U
3KcropTHOMY KouTposito or 30 wmions 2018 roma Ne 131 «O6 yrBepxkaeHun
TpeboBaHuii Mo 6e3onacHOCTH UHPOPMALIMH, YCTAHABIMBAIOIIUX YPOBHH JOBEPHUS
K CpelCTBaM TEXHUYECKOH 3aIluThl MHGOpPMAallMM M CpeACTBaM obecnedeHHs
OezomacHOCTH  MHGOPMALMOHHBIX  TEXHOJOTHH»,  3aperuCTpPUpPOBaHHBIM
MunucrepctsoM roctunuu Poceuiickoit @enepauuu 14 Hos6ps 2018 roma Ne 52686
(manee — nmpuxa3z GCTIK Poccun Ne 131).

OmnepaTops! 110 MEPEBOAY HOEHEXHBIX CPeACTB, HEe yKa3aHHbIe B ab3alle
TIEpBOM HACTOALIETO MYHKTA, JOJKHBI 00ECIIeUUTh CEpTUOHUKALMIO TPUKIaJHOTO
IPOTPaMMHOT0 00ecredeHUss aBTOMATH3MPOBAHHBIX CHUCTEM H IIPUIIOKEHHM
He HW)Ke 5 ypoBHs noBepus B coorBeTcTBUU ¢ mnpukazom OCTOK Poccun
No 131.

2.6.  OmepaTopsl MO MEPEBOAY NEHEXHBIX CPENCTB HOJKHBI YCTAaHOBUTH
MOPSIOK UX WH(POPMHUPOBAHUS NMPHUBIEKAEMBIMU UMU OaHKOBCKUMHU ILIATEXHBIMH
areHtamu (cybareHTtamu), orepatopaM YCIyr HHGOPMALHOHHOIO OOMEHa O

BBIABJICHHBIX HWHIHIACHTAX 3alliMThI I/IH(bOpMaILI/IH. Onepa’ropm [0 TMEpEBOLY
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JEHEXHbIX CpeAcTB o 3anpocy banka Poccuu nomkHe! HanpaisaTh B bank Poccuu
cBelleHUs1 00 MHLIMIOEHTaX 3aIlUThl HHGOPMAIMH, MTOJTYYeHHbIE OT MPUBJIEKAEMBIX
MMM OaHKOBCKMX IUIATE@XHBIX areHToB (cybareHToB), ONEpaTopoB YCIyr
MH()OPMaMOHHOT0 0OMeHa.

2.7. Onepatopsl N0 TMepeBONy HEHEXHBIX CPEACTB HA OCHOBaHUH
3agBJIEHUM KJIMEHTOB, NEPENaHHbIX CIOCO0aMH, OMNpeNeseHHBIMH JOrOBOPaMHU
OIIEpaTOpPOB I10 NEPEBOAY HAEHEXHBIX CPEICTB C KIHUEHTAaMHU, JOJKHBI YCTAHOBUTD
OrpaHHYEHHs [0 [apaMeTpaM OIepauuid, KOTOpPbIE MOTYT OCYIIEeCTBIATLCA
KJIMEHTaMU OIIepaTopOB MO MNEPEBOAY AEHEKHBIX CPEACTB C UCIOJIb30BAHHEM CETH
«MHTEepHET», B TOM yYMCie OrpaHUYEHUs, ykazaHHble B ImMyHKTe 2.10 Hactosuiero
ITonoxenust.

2.8. Ilpu ocyuIeCTBIEHMH MepeBONOB  HEHEKHBIX CPEICTB ¢
ucroyb3oBanueM cety «VMIHTepHET» U pa3MmellleHUH NMporpaMMHOro obecriedeHus,
HCII0JIb3yEMOI'0 KIIMEHTaMU OIIEpaTOpOB IO NEPEBOAY IEHEKHBIX CPEACTB IpHU
OCYILIECTBJICHUU IIEPEBONOB IEHEKHBIX CPEACTB, Ha CPEACTBaX BBIYUCIIUTEIHHOM
TEXHUKH, IJI1 KOTOpBIX ONeparopaMH IO IepeBOAY HEHEXHBIX CPEACTB He
obecrieunBaeTCs HENOCPEACTBEHHBII KOHTPOJb 3aIUUTBl HHPOPMAlMKU  OT
BO3IEHCTBHsI BPEIOHOCHOIO KOJa, OIepaTophl MO MEpPEeBONY NEHEXHBIX CPEICTB
JOJDKHBI OOECIeunTh peanu3ali0 TEXHOJOTHYecKHX Mep H (M) peaii30BaTh
OrpaHMY€HHs I10 [1apaMeTpaM oleparLuii 10 OCYLUECTBICHUIO IEPEBOLOB IEHEXHBIX
CPENCTB, OIIpeAeIsieMble I0rOBOPaMH OIIEPATOPOB I10 IEPEBOAY AEHEXKHBIX CPEACTB
C KJIMEHTaMH.

2.9. TexHonornyeckde Mepbl, yKa3aHHble B IYHKTe 2.8 HacToOsILEro
Ilonoxenus, 1OMHKHBI 00eCeYnBaTh PeaN3aluio:

MEXaHU3MOB HIEHTU(HKALUNN M ayTeHTU(UKAUHUK KJIHEHTa oIeparopa Iio
IIepeBOAy HOEHEXHBIX CpEeACTB IpU QopMmMupoBaHuu (MOATOTOBKE) H IpH
MOATBEPXKACHUM UM 3JIEKTPOHHBIX COOOILEHHUH B COOTBETCTBHH C TpeOOBaHUAMHU

3aKoHozjarenscTBa Poccuiickoi Penepauny;
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MEXaHH3MOB JIByX(aKTOpHOW ayTeHTU(HUKAWK KIHEHTa OoriepaTopa Mo
NepeBONy JEHEXHbIX CpPEeACTB IMpPH COBEpIICHHWH WM JeHCTBUH B LeNsX
OCYILIECTBIICHHS NIEPEBOIOB JIEHEIKHBIX CPE/ICTB;

MEXaHU3MOB U (WJIH) TTPOTOKOJIOB (hOPMHUPOBAHHS B OOMEHA IJIEKTPOHHBIMHU
COOOIIEHUsIMH, 00eCHeunBalOIMX 3al[UTy JJeKTPOHHBIX COOOUIEHHH OT
UCKaXXeHMsI,  (anbCUpUKalMU,  Tepeagpecalyd,  HECAHKLHOHUPOBAHHOIO
O3HaKOMJICHUS M (WJIH) YHHYTOXXEHHS, JIOXKHOW aBTOpPH3allMH, B TOM YHCIE
ayTeHTU(DHUKALUIO BXOJHBIX 3JE€KTPOHHBIX COOOILEHHH;

B3aMMHOM  (IBYXCTOpOHHEH) ayTeHTH(QUKAIMy YJacTHHKOB oOMeHa
CpeICTBaMH BEIMHCIUTEIBHON TEXHHKH OIEepaToOpoOB MO TEPeBONY [IEHEXHBIX
CpencTB, OaHKOBCKMX IIJIATEXHBIX areHToB (cyOareHToB), ONEpaToOpOB YCIyT
HH(pOPMAIIMOHHOr0 OOMEHa, OMepaToOpOB YCIyr IUIaTeXHOH HH(pacTPyKTypH,
KJIMEHTOB OIEePaTOpOB I10 NEPEBOAY ASHEXHbIX CPEICTB;

BO3MOXXHOCTH HCHOJIB30BaHUs KJIHEHTOM OIlepaTopa 0 NEPEBOLY AEHEKHBIX
CPeICTB He3aBHCHMBIX NPOrpaMMHBIX cpel I (opMuUpoBaHHUS (IOLrOTOBKH) U
MNOATBEPKACHUS JJIEKTPOHHBIX COOOILEHHI;

BO3MOXHOCTH KOHTPOJIS KJIHEHTOM ollepaTopa IO IEepeBOAy AEHEKHBIX
CPEINCTB PEKBH3UTOB pACIOpSHKEHHH O TIepeBoje [EHEeXHBIX CpPeICTB IIpU
¢opMUpoBaHUH (IIOATOTOBKE) 3JIEKTPOHHBIX COOOIIEHMH (TaKeTa 3JIEKTPOHHBIX
cooOlLIeH i) U X MOATBEPKIACHUU;

BO3MOXXHOCTH YCTAHOBJIEHHSI BPEMEHHBIX OTpPaHMYEHUH Ha BEHINOJHEHHUE
KJIMEHTOM olleparopa IO TIepeBONy JI€HEeXHBIX CPEeNCTB MOATBEPKIACHUS
AJIEKTPOHHBIX COOOIICHU;

GbyHKUMNA TMepenaBaeMOro KJIHEHTY oIeparopa M0 IepeBOLYy IeHEXKHbIX
CPeICTB TPOTPAaMMHOTO OOECIIeUeHHs, HWCIOJIB3YEeMOro IPU OCYLIECTBICHUU
IIePeBO/IOB IEHEXXHBIX CPEACTB U NPEAHA3HAYSHHOTO IJIs1 YCTAHOBKHU Ha MOOHIIbHBIE
YCTPOMCTBa KJIMIEHTa OolepaTropa I10 MepeBOAY ASHEKHBIX CPEeICTB, CBS3aHHBIX C
BBISIBICHHMEM MOJUGUKAIMH MOOMJIBHOTO YCTpOHCTBa KJIMEHTa omeparopa IIo
MepeBoJly  JCHEXHBIX CPEeACTB C  HUCIIOJNB30BaHHEM  HeAeKJIapHupyeMbIX

BO3MO)KHOCT€I>1, B TOM YHCJIC [ACAKTHBallHMH (OTKH}O‘IGHI/ISI) MEXaHH3Ma
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pasrpaHuYeHust JOCTyma (najnee — Heaeknapupyemas MOIUGHKALUSA MOOHIBLHOIO
YyCTPOKMCTBA KJIHMEHTa), a TaKkKe YBEIOMIIEHHEM KJIHEHTa oreparopa 10 IepeBOLy
JEHEeXHBIX CPEeACTB O Ciydasx HeAekjIapupyemMod MoaudUKalud MOOGHIBHOTO
YCTPOMCTBa KJIMEHTa C yKa3aHHEM PHCKOB HCIOJIB30BaHUS TaKOTO YCTpOHCTBa
(Mpy HATMYHUH TEXHUYECKOH BO3MOXKHOCTH).

2.10. Tlpm peanuzanuy OrpaHHYeHHH MO TMAapaMmeTpaMm Olepalyi o
OCYILECTBJICHUIO [IEPEBOIOB ICHEXHbIX CPEJICTB MOTYT IIPUMEHATBCS OTPAHUYIEHHS
Ha:

MaKCHMAaJIbHYIO CyMMY NEpeBOJa JEHEXHBIX CPEICTB 3a OJHY ONEepal{io U
(unu) 3a onpeneneHHbI IEPHO BpEMEHH;

NiepeYeHb BO3MOXKHBIX IOJTydaTesell IeHEKHBIX CPENCTB;

BPEMEHHON MepHOJA, B KOTOpPBIH MOTyT OBITH COBEpILUEHBI IE€PEBOBI
JEHEXHBIX CPEJCTB;

reorpauyeckoe MECTONOJOXKEHHEe YCTPOHWCTB, C HCIOJb30BAaHHEM
KOTOPBIX MOXET OCYILeCTBIAThCS ¢GopMuUpoBaHHe (MOATOTOBKA) M (WIIH)
MOATBEPXKIEHHE KIMEHTOM oOllepaTopa IO IepeBONY IEHEXHBIX CpelncTB
3J7IeKTPOHHBIX COODIIeHNI;

NEpe4YeHb HACHTH(PHUKATOPOB YCTPOMUCTB, C UCHOIB30BAaHHMEM KOTOPBIX MOXKET
OCYILECTBIIAThCA (POPMUPOBaHHUE ([TOATOTOBKA) U (WJIK) OATBEPXKACHHE KITHEHTOM
orepaTopa I10 NMePeBOy AEHEXKHBIX CPEICTB DIIEKTPOHHBIX COOOILEHMUH;

IEepeYeHb IMPEJOCTaBIAEMbIX YCIYI, CBS3@HHBIX C OCYLIECTBJIEHUEM
NIEPEBOIOB AEHEXXHBIX CPE/CTB.

Oneparopbl IO NEPeBOJY HEHEXHBIX CPEICTB MOIYT MPUMEHHTH HHbBIE
OrpaHHYeHHs 110 NapaMeTpaM OIepalHii 10 OCYILECTBICHHIO IEPEBOOB NEHEKHBIX
CPEACTB, ONpeie/IEeHHbIE JOTOBOPAMH OIIEPATOPOB M0 MEPEBOY JCHEKHBIX CPEACTB
C KJINEHTaMH.

2.11. Kontpons 3a cobmogeHueM GaHKOBCKMMHM IUIATE)XHBIMH areHTaMu
(cybarentamu) TpeOOBaHMH K OOECHEYEHHIO 3alllUThl HH(OOPMALUHM [pH
OCYILECTBJIEHUH TIEPEBOIOB AEHEXHBIX CPEICTB OCYIIECTBIISETCS OMEPaTOPaMH IO

NEPEBOAY ACHEXKHBIX CPEACTB B COOTBETCTBUHU C IOIMOBOpPAMH MEXIY OIi€paTOpaMu
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[0 TIEpEeBOAY J[EHEXHbIX CpeACTB W TMpPHUBJIEKAEMbIMH HMH OaHKOBCKHMHU
M1aTeXHBIMHM are HTaMH.

OmnepaTopsl [10 TePeBOLY ACHEXKHBIX CPEICTB NPH NPHUBIEUEHUH GaHKOBCKUX
MIaTEeXHBIX areHToB (Cy0areHTOB) NOKHBI Ha OCHOBE CHUCTEMBI YIIPABIEHHUS
pUCKaMU ONpeAeSUTh IJIi HUX KPUTEPUHM HEOOXOIUMOCTH U MNEPUOJUYHOCTH
TECTUPOBAHMs HA MPOHHKHOBEHWE W aHalM3a YysI3BUMOCTeH MHGMOpMaLHOHHOH
Oe30macHOCTH 00BEKTOB HHDOPMALIMOHHON HHPPACTPYKTYPbl, IPOBEAECHUS OLEHKH
COOTBETCTBUSA 3alKMThl MH(OpPMaLMU, cepTU(hUKALUKY UM OLEHKH COOTBETCTBHA
NPUKIAOHOrO MporpaMmMHoro obecrnedeHUss aBTOMATU3MPOBAHHBIX CHCTEM H
IIPUIIOKEHUH.

[TonyueHne omnepaTopami 110 NMEPeBOY AEHEXKHBIX CPEACTB MHPOPMALHH O
co0moneHUH oriepaTopamu yCnyT UH(OPMaLIHOHHOTO obMeHa,
NPeNOCTAaBISIOIIMMH YCIYTH HHGOPMALMOHHOro 0OMeHa oreparopam I10 IIEpEBOLY
JIEHE)XXHBIX CpEACTB, TpeOoBaHMH K 00eCme4YeHMIO 3aIIUTHl WH(GOpPMaLUM IpH
OCYHIECTBJIEHUH TIEPEBOAOB AEHEXKHBIX CPELICTB OCYILIECTBIIAETCS] B COOTBETCTBHH C
ZIOTOBOPaMHU MEXy OIepaTopaMu Mo epeBOAy AEHEKHBIX CPEICTB U OllepaTopamMu
ycIyr uH(GOpMaUMOHHOro 0OMeHa.

2.12. Peanuzauus omeparopaMd IO [E€PEBONY HEHEXHBIX CpPEICTB
TpeGoBaHuii K oOecreueHMIO 3alUThl HMHGOPMAalMM I@PU OCYILECTBIECHUU
[IEPEBOJIOB EHEXHBIX CPEINCTB JOJDKHAa obecrieurMBaTh 3HAa4YeHHE I0Ka3aTelsd,
XapaKTepU3YIOLIEr0 YpPOBEHb IepeBONOB IEHEXHBIX CpeAcTB 6e3 cornacus
KJIHeHTa, GOPMHUPYEMOro Ha exXeKBapTalbHO# ocHOBe, He 6oiee 0,005 npouenTa.

3HaueHHe MOKa3aTess, XapaKTepU3yIOIEro ypoBeHb NepeBOA0B JEHEXKHbIX
cpencts 6e3 cornacus KIHEHTa, JODKHO pacCUUTBIBATHCSA KaK OTHOMIEHUE CYMMBI
JEHEXHBIX CPEACTB, B OTHOLIEHUH KOTOPBIX MOTY4EHB! YBEJOMJIEHHS OT KIIMEHTOB
OIEpaTOPOB 10 MIEPEBOAY IEHEKHBIX CPEACTB O CIUCAHUH JEHEXKHBIX CPECTB C X
0aHKOBCKHX CYeTOB 0€3 MX COrjacus 3a OLUeHUBAEMBIM KBapTall (3a HCKIIOYEHHEM
Clly4aeB, MNpeLyCMOTPEHHBIX 3aKkoHOIaTenscTBOM Poccuiickoit ®enepauuu), K
obuIell cyMMe IEHEXHBIX CPEICTB, CITUCAHHBIX ¢ OAHKOBCKUX CUETOB KIIMEHTOB
OIepaTOpOB IO IEPEBOLY JEHEXHBIX CPEICTB.

2.13. Tlpu ocyuiecTBIEHHH OllepaTopaMu 10 MepeBOAYy AEHEXHBIX CPENCTB
MOJATBEPXKIEHUSI COBEPIICHUS MEPEBOJOB ACHEXKHBIX CPEACTB C UCIOJIb30BaAHHEM

BHGKTPOHHOﬁ [IOYThl, B TOM 4YUCJIC NPHU MPEACTABJICHUH KIIHUCHTAM OII€paTopOB 110
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epPeBOly IEHEXHBIX CPEACTB CIPABOK (BBIMHMCOK) MO OAHKOBCKMM OMepauusM U
OaHKOBCKMM CUeTaM, OIepaTOpbl [0 MEPEBOLY AEHEXKHBIX CPENCTB HOJDKHBI
peaM30BbIBATE MEXAHHU3MbI MOATBEPXKIACHUS MPUHAIEKHOCTH KIHEHTY aapeca
3JIEKTPOHHOMW IMOYTHI, HA KOTOPBIH OMepaTopoM IO MEPEeBOIY NEHEXHBIX CPEICTB
HaIpaBIISIIOTCS YBEIOMIIEHUS O COBEPIICHHBIX NTEPEBOAAX IECHEKHBIX CPEJCTB.

2.14. Tlpu npuBiedeHUU OlepaTopaMu MO MEPeBOJY ACHEKHBIX CPEICTB
MMOCTABLIMKU IUIATEKHBIX MPUIOKEHUH, NPeNOCTaBISIOMNE IPUIOKEHHUS U MX
IIPUMEHEHHUs] KIIMEHTaMU OMepaTopoB IO IEepPeBONY HEHEXHBIX CPEACTB, JODKHBI
obecreyuTh COOTBETCTBHE YKa3aHHBIX MPHJIOKEHUN TpeOOBaHHAM K 3alluTe
HH(QOPMaLUH, YCTAaHOBJICHHBIM B OTHOLICHHH MpOBeAeHUs paboT mo paspabotke,
cepTrdHUKanuy U (MTH) OLIEHKE COOTBETCTBHUS IIPUJIOKEHUH TpeOOBaHMIM K 3aIIUTe
MH(pOpMaIuH, IpY HAIUYHK yKa3aHHBIX TpeOOBaHHUH B JOrOBOpax, 3aKIHOYEHHBIX
MOCTaBILMKAMH IIATeXHBIX MIPUIOKEHUH C OrepaTopaMu 110 NMepeBOLy JeHEeXKHBIX
CPELCTB B COOTBETCTBUU C ITyHKTOM 29 cTathul 3 DenepanbHOro 3akoHa ot 27 HUIOHS
2011 roma Ne 161-®3 «O HamumoHanpHOH muatexxHod cucteme» (CobpaHue
3akoHozaresnscTBa Poccuiickoit @eneparyu, 2011, Ne 27, cr. 3872; 2019, Ne 31, cT.
4423) (nanee — ®enepanbHelil 3akoH Ne 161-D3).

I'maBa 3. TpeOoBanuss K oOecrneyeHHMI0 O0aHKOBCKHMH IUIATEXXKHBIMH
arenTamu (cybarentamu) (Opd HX NpPHUBJIEYEeHHH B LeaAX
OCYHIECTBJIEHHS TepeBOJ0B [E€HEXHbIX CpPeACTB) 3aLIHThI
nHpOpMALMH TPH OCYLIECTBJIEHHH NEpPeBOJ0B [IE€HEKHBIX

cpeacTB

3.1. baHxoBckHe IIaTeXKHbIE areHTHI (CyOareHThl) TOJHKHBI 00ecreYnBaTh
3alUTy MHGOpMaUMM MpPU Y4YacTHM B OCYIIECTBJIEHHH II€PEBOJOB NEHEXHBIX
CPeACTB B OTHOIICHHUHU CJIEIYIOLIUX ONEpaLUii:

IPUHATHE OT GU3MUECKOTrO JIUIA HATHMYHBIX JIEHEKHBIX CPEJICTB, B TOM YHCJIE
C MpYMEHEeHHEM IIaTe)XHBIX TEPMUHAJIOB U OAHKOMATOB;

BbIIa4a (PU3HYECKOMY JIMIYy HAJIMYHBIX AEHEXHBIX CPE/ICTB, B TOM YHCIE C

NPAUMEHCHUEM [INNATEXHBIX TCPMHUHAJIOB U 0aHKOMATOB.
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3.2. baukoBckue IUIaTe€XHble areHTbl, OCYIIECTBISIOLIME OINepalun
IJIATE)KHOTO arperaropa, J0/DKHbI 00eceYnBaTh 3alUTy HHPOPMaLUy B poLecce
bopmupoBaHus (IIOATOTOBKH ) TEKTPOHHBIX COOOILIEHUH ITpU 0OecneueHUH IpuemMa
SJIEKTPOHHBIX CPEACTB IUIaTeXa MOPUAMYECKUMH JHULAMH, HHIUBUIYaIbHbIMU
NMpeANpPUHUMATENIMH U MHBIMU JIMLAMH, yKa3aHHBIMM B YacTd 13 crateu 14!
Genepanbroro 3akona Ne 161-03 (Cobpanue 3akoHoparenbcTBa Poccuiickon
®eneparuu, 2011, Ne 27, c1. 3872; 2019, Ne 27, c1. 3538), npu y4acTHH B IEpEBOAE
JEHE)XHBIX  CPeNCTB B [MONb3y IOPUAMYECKUX JIHL, HHIMBUAYAJIbHBIX
npeAnpUHAMATeNel i MHBIX JIMLL, YKa3aHHBIX B 9acTH 13 ctathu 14' MenepanbHoro
3akoHa Ne 161-@3, mo omepauusiM C HCIOJb30BAHHUEM 3IEKTPOHHBIX CPEICTB
TIaTexa.

3.3. K s3amumaemodt HHQOpPMALUH NpPH COBEpIICHHWH OaHKOBCKMMHU
TUIATeXXHBIMH areHTaMu (cyOareHtamu) omepaluil, yka3aHHBIX B IyHKTe 3.1
Hacrosuiero ITojioxeHns, OTHOCUTCS HHGOpMalMs B COOTBETCTBUH C Ipadoil
«3amuiraeMas uH(GopManus» CTpoK 1 u 2 NpWIOKeHHS 2 K HacCTOAILEMY
IlonoxeHuto.

3.4. K 3zamumaemoit uH(pOpMamuu INpH COBEPLICHHH OaHKOBCKUMH
IIaTeXXHBIMM ~ areHtamu  (cybareHTamu), OCYILECTBISAIOLIMMH  Ollepalluu
IUIATEXXHOro arperaropa, ykasaHHble B INyHKkTe 3.2 Hacrtosiuero Ilonoxenus,
OTHOCHTCA UHQOPMAIIUS B COOTBETCTBUH ¢ rpadoit «3amumaemas nHGOpMaLUI»
CTpOKH 3 mpunoxeHus 2 Kk HactosuieMmy IlosoxeHuro.

3.5. DBaHKOBCKME ILIaTEXHbIE areHThl (CyOareHThl) JODKHBI OOecreduTh
peaNu3alii0 MHHUMAaJIBHOTO YPOBHS 3allUThl HH(MOpMAaUMH O OOBEKTOB
nHbOopMalMOHHOH HHppacTpyKTyps! B coorBeTcTBHH ¢ 'OCT P 57580.1-2017.

[To penieHuio OaHKOBCKHUX ILIATEXHBIX areHTOB (CyOareHTOB) YpOBEHb
3aIIMTEl HHPOpPMalUK i1 00BeKTOB HH(OPMAIIMOHHOW HHQPACTPyKTYphl B
coorBeTcTBHU ¢ ['OCT P 57580.1-2017 moxeT ObITH NOBBIIIEH Ha OCHOBE aHAJIU3a
PHCKOB.

3.6. bBaHKOBCKHE IUIaTeXHbIE areHThl, OCYLIECTBISIONIME OIepaLuu
IJIATE)XXHOTO arperaTopa, A0JKHbI 00ECIedruTh NPOBEJCHUE OLIEHKH COOTBETCTBHSA

3alIUThL PIHd)OpMaHI/H/I HE PEXE OAHOIO pasa B [iBa roza.
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3.7. baHKOBCKHE ILIaT€XHbIE areHTbl, OCYIIECTBISIOLIME OINepalnuu
IUIATEXKHOrO arperaTopa, JOJDKHBI O0eCMedHUTh YPOBEHB COOTBETCTBHSI He HIDKE
gerBepToro B coorBercteuu ¢ [OCT P 57580.2-2018.

3.8.  baHKOBCKHe IUIaTe)XHbIE areHTbl (CyOareHThI), 3a HCKIIOYEHUEM
O0aHKOBCKHX IUIATE)XHBIX AreHTOB, OCYILIECTBISIOLIMX OMepaluy IIaTeXHOro
arperaTopa, JOJ/DKHbI Ha OCHOBE KpPHUTEpHEB, YCTAHOBJEHHBIX OINEpPaTOpamMH IO
TIepeBONlY JIEHEXHBIX CPEICTB, NMPOBOJUTH TECTHPOBaHHE Ha MPOHUKHOBEHHE U
aHaIu3 ySI3BUMOCTEMH MHPOPMaMOHHOH 6e301acHOCTH 00BEKTOB
HH(OOPMAaLHMOHHOW HHAPACTPYKTYPbI, OLIEHKY COOTBETCTBHUS 3alUTHI HHPOPMALIUH,
cepTU(UKALIMIO MM OLEHKY COOTBETCTBUS MPUKJIALHOIO IPOTPaMMHOIO
obecrieyeHUsl aBTOMATU3UPOBAHHBIX CUCTEM U MTPHUJIOKEHUI.

3.9. baHKOBCKHe IUIaTe)XHble areHTbl (CyOareHThbI), OCYILECTBISIOLINE
Olepallil  IUIATEXXHOTO  arperaropa, JODKHBI Ha OCHOBE  KpPUTEPHEB,
YCTaHOBJIEHHBIX OIlepaTopaMM IO IEepPEBOLY [AEHEXHBIX CpPEJICTB, NPOBOIUTH
TECTHUPOBaHHe Ha MPOHHKHOBEHHE U aHAIU3 YA3BUMOCTEH HH(DOpPManUOHHOH
6e3onacHOCTH 00BbEKTOB HHPOPMALIMOHHOM HHPPACTPYKTYPhL, CEpTHPUKALMIO U
OLIEHKY COOTBETCTBUSA TPUKIaTHOrO HpOrpaMMHOr0 obecriedeHus
aBTOMATH3WPOBAHHBIX CUCTEM U IIPUIIOKEHHUH.

3.10. B cnyyae mnpuHATHA pelIeHHS O HEOOXOIAMMOCTH IIPOBENCHHS
cepTUOUKALUY NPUKIATHOTO IPOTrPaMMHOI0 00ecredeHuss aBTOMaTU3UPOBaHHBIX
CHCTEM H HPWIOKeHHH OaHKOBCKHE IUIaTeXHbIE areHThl (CyOareHThI) DOJKHBI
obecrieyuTh CEepTUOHUKALMIO HE HIKE 6 YpOBHS [OBEpHS B COOTBETCTBHU C
npukazom O®CTIK Poccun Ne 131.

3.11. Tlo pemreHuto 6aHKOBCKUX IIATEXHBIX areHTOB (Cy0areHToB) OLICHKa
COOTBETCTBHS MPUKJIAJHOTO MPOrpaMMHOro odecrnedeHusl aBTOMAaTHU3MPOBaHHBIX
CHUCTEM M MPUIOKEHHH MPOBOAUTCA CaMOCTOSATENBHO UMM C IPUBJIEUECHUEM
NIpOBEpPSIOIIeH OpraHU3alUH.

3.12. baHKOBCKHeE ILIaTe)XHbIE areHTHI (CyOareHTsl) JODKHBI 00eCIeYUTh
IpU OCYUIECTBJICHUM Olepaluil, ykasaHHbIX B MyHKTax 3.1 u 3.2 HacTosLIEro
[TosoxeHusi, peaju3alHi0 TEXHOJOTHYECKUX Mep IO OOeCNeYeHHUIO 3allUThI
HHGOPMAllMd B COOTBETCTBUM C NPWIOKEHMsIMH | M 2 K HacTosleMy

[TonoxeHuro.
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['napa 4. TpeGoBanuss Kk  obecrne4yeHHI0  ONepaTOpaMH  YyCJayr
nHpopMauHOHHOrO  oOMeHa  (DpH  OKa3aHHM  YCJYr
HH(OPMALHOHHOTO o00MeHAa) 3aluThl HHMOPMaNUH NPH

OCYHICCTBJICHHH NEPEBOAOB JCHCKHBIX CPECACTB

4.1. Oneparopel  ycayr  HH(GOPMALMOHHOIO  OOMEHa  JOJIKHEI
obecrieyunBaTh 3aIUUTY WHPOpPMALMM TPU OKa3aHUH OlNepaTtopaMm IO MEPEeBOAY
NEHEXHBIX CPEICTB YCIyT HHDOPMaUHOHHOTO 0OMeHa HAa OCHOBaHUH JOTOBOPOB B
OTHOILEHUH CIECAYIOLINX ONepaIyii:

OCYIIECTBIEHHE IE€PEeBONOB [EHEXKHBIX CPEACTB C HCIOIb30BAHUEM
3JIEKTPOHHBIX CPEJICTB IL1aTe)ka Ha OCHOBaHUU 3JIEKTPOHHBIX COOOIIIEHU KITMEHTOB
OIIEpPaTOPOB I10 NIEPEBOAY JEHEKHBIX CPEICTB;

OCYLIECTBJIEHHE [I€PEBOJOB [EHEXHBIX CPEACTB C HCIOJIL30BAHUEM
3JIEKTPOHHBIX CPEJCTB IIIaTexa Ha OCHOBAaHUU OIJEKTPOHHBIX COOOLIECHHH
MHOCTPAHHBIX MOCTABIMKOB IIIATEXKHBIX YCIIYT.

4.2. K 3aummuaemofl MHQpOpManuy HpH OCYLIECTBIEHHH OllepaTopaMu
yCIyT HH(pOpMaLKOHHOro 0OMeHa ornepaluii, yka3aHHbIX B IyHKTe 4.1 HacTos1ero
ITonoxxeHus, oTHocutcsi MH(GOpMalLUs B COOTBETCTBUM ¢ rpadoit «3auuinaemas
HHpopMaIvsy CTPoK 4 U S npuyiokeHus 2 K HacTosueMy [Tonoxenuro.

4.3.  Omneparops! yciyr HHGOpPMaLKOHHOTO oOMeHa JOKHBI 00ecrneduTh
pealM3alMiO CTaHJApTHOTO YPOBHS 3aluTel HHGOpPMALUMU I OOBEKTOB
uH(popMarmoHHO! HHppacTpyKTyps! B coorBercTBur ¢ [OCT P 57580.1-2017.

Ilo pewmenuto omepatopoB yciayr HHGOpMAIMOHHOIO OOMEHa YpPOBEHb
3aliMThl HHGOpMauuu A7 O00BEeKTOB HH(OpPMALMOHHOW HHQPPACTPYKTYyphl B
cootBeTcTBUU ¢ ['OCT P 57580.1-2017 moxeT ObITH IMOBBIIIIEH HA OCHOBE aHATN3a
PHCKOB.

4.4.  Omnepatopsl yciayr UH(QOPMaLMOHHOTO 0OMeHa NOJDKHBI 00eCeynTh
IIPOBEJICHHEe OLICHKH COOTBETCTBHS 3aIMTHl HHPOPMALIMU HE Pexe OZHOro pasa B

IIBa rojaa.
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4.5. Ormeparopsl yciyr HHGOPMALHOHHOTO 0OMEHa JOJKHbBI 00eCIeunTh
ypOBEHbL  COOTBETCTBUS  HE  HIKE  YEeTBEPTOro B COOTBETCTBHM  C
['OCT P 57580.2-2018.

4.6. B caydyae MNPUHATHS pELICHUS O TPOBEIEHUH CepTU(UKALUU
[PUKIAIHOTO MPOrpaMMHOI0 OOecriedeHHss aBTOMAaTH3UPOBAHHBIX CHCTEM U
MPHITOXKEHHUH OMEPaTOphbl yCIyr WHGOPMAHOHHOTO 00OMEHa J0JIKHBl 00eceunTh
cepTH(MUKALMIO HE HIDKE 5 YPOBHS HOBepHs B cOOTBETCTBUM ¢ npukazoMm OCTOK
Poccun No 131.

4.7.  Omneparopsl ycayr HHGOPMALHOHHOTO OOMEHa JOJKHBI 00eCeUnTh
IPY OCYLLIECTBJIEHHH ONlepallii, yka3aHHbIX B IyHKTe 4.1 HacTosmero [Tonoxenus,
peanu3anmo TeXHOJOTMYECKHX Mep IO O0ecHeueHHIO 3aIlUThl MH(OPMAaLHUH B

COOTBETCTBHHU C IPUAITOKCHHUAMU lu2k HaCTOALICMY [Tonoxenuro.

I'maBa 5. TpeGoBanuss Kk o0ecneyeHHI0O OMepPaTOpaMH IJIATEXKHBIX
CHCTEM 3alUThI HHGOPMALHH NPH OCYIeCTB/ICHUH N1EPEBOJ0B

JCHCKHDbIX CpeaACTB

5.1. Omneparop NIJIaTeXHOW CHUCTEMBI B LENSX peanu3aluyd myHkra 11
yacTH 3 crateu 28 MenepanbHoro 3akona Ne 161-@3 (Cobpanue 3aKOHOAATENBCTBA
Poccuiickoit ®enepanuu, 2011, Ne 27, c1. 3872) B paMKax CHCTEMBI yIpaBJIEHUs
PHCKaM¥ B TUTATEXXHOMN CHCTEME OIpeleNseT B NMpaBHiIaX IUIATEKHOH CHCTEMBI H
HHBIX JOKYMEHTaxX IOpSIOK obecreueHHs 3allUThl WHPOPMAIMH B IIIATE)KHOM
CHCTeMe IJii OINepaTopoB IO IEPEeBOAY [EHEXHBIX CpEACTB, SBISAIOLIUXCS
yYaCTHHKAMM  IUIATE)KHOH  CHUCTEMBI,  OIepaTopoB  YCIyr  IUIATEXHOM
HHQPACTPYKTYPHI C y4eTOM TpeOOBaHHM K 00€CHeYeHUIO 3aUThl UH()OPMALUH IIPH
OCYILIECTBJIEHMH TEPEeBONOB J[EHEXHBIX CpeAcTB (najlee — TpeboBaHUA K
obecreYeH IO 3alUThl HHOOPMAIMH B IIATEXKHON CUCTEME).

Omeparop TMIaTeXXHOW CHUCTEMbl [IOJDKEH OIpeNeNuTh TpeboBaHHS K
obecrieueHnI0 3alThl HHGOpMAMK B IUIATE)XHOW CUCTeMe B OTHOLUCHHHU

CIIEIYIOIIHNX MEPOIPUATHH]:
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yTIpaBJIeHHE PUCKOM UH(POPMALIHOHHOM 0€30MaCHOCTH B IUIATEKHOM CUCTEME
KaK OJTHUM M3 BHJIOB OTEPAlHOHHOIO PUCKA B IJIATE)XXHON CHCTEME, HCTOYHUKAMHU
peanu3alyy KOTOPOro SBJSIOTCS: HEAOCTaTKH MPOLECCOB OOecrieyeHUs 3alllUThl
HHpOpMAIMKM, B TOM YHC/IE HENOCTaTKU NPUMEHSIEMBIX TEXHOJIOTHYECKHX Mep
3alIMThl HHPOpPMAIMH, HEIOCTATKH MPHUKIaJHOIO MPOrpaMMHOI0 obecredeHus
ABTOMAaTH3MPOBAHHBIX CUCTEM U MPHIIOKEHHUH, a TaKk)Ke HecoOroeHne TpeboBaHui
K YKa3aHHBIM MpoleccaM AesTeNbHOCTH ONEepaTOpaMu MO IEepeBOLY ACHEXHBIX
CPEICTB, SIBIISIOIIAMUCS YYAaCTHHKAMH IJIATeXXHOW CUCTEMBI, ONepaTopamMmu yciyr
TUIaTeXXHON MHOPACTPYKTYph! (fajiee — pUCK MHPOpMaLMOHHOM Oe30macHoCTU B
IUIaTEXHOH cucteMe);

YCTaHOBJICHHE COCTaBa IIOKaszarelieli ypOBHS pHCKa HHGOPMALHOHHOM
6e30IacHOCTH B IIJIATeXKHON CHCTEME;

peanuzalis onepaTopaMy I10 NEPEeBOLY ACHEKHBIX CPEACTB, ABIAIOIIUMUCS
y4YaCTHHKaMH IUIaTE)XXHOH CHCTeMBI, M ONEepaTopaMH YCIyr IUIaTeXHOU
MHQPaCTPYKTYphl MEXaHHW3MOB, HalpaBlIEHHBIX Ha coOmofeHHe TpeOOoBaHUM K
obecrneyeHnIo 3aliThl HHPOPMALIUK NPU OCYILECTBICHUHU IIEPEBOIOB AEHEXHBIX
CPeICTB, M KOHTPOJb MUX COOJIONEHHS OIllepaTopaMH II0 IEPEeBOAY IEHEXHBIX
CPELCTB, SIBJISIFOIIMMHCS yYaCTHUKaMH IIATeXXHOM CUCTEMBI, B OTlepaTopamMu yCiyT
IJIaTEXXHOH HHOPACTPYKTYpPHI;

peasidzalys onepaTopaMu I10 NepeBOLY ACHEKHbIX CPEACTB, ABISIOLIUMUCA
y4YaCTHUKaMM IUTIATE)XKHOH CHCTEMbI, M OIepaTopaMH yCIyr IIJIaTeXHOU
UHQPacCTpyKTYpsl  IPOILECCOB  BBIABJICHUS W HACHTUOHUKAUMU  pUCKa
uHbOpMalMOHHONW 6€30MacHOCTH B IJIATE)XXHOH CHUCTEME B OTHOILUEHHM OOBEKTOB
MHQOPMALIMOHHOH  HHQPPACTPYyKTYpPHl  YYacCTHHKOB  IUIATEXKHOH  CHUCTEMBI,
OTIepPaTOpPOB YCIYT IUIATEXKHON HHPPACTPYKTYPHI;

BBISIBJICHHE W aHAJU3 OllepaTopaMH IO NEPEeBONY ACHEXHBIX CpeACTB,
SIBIISIOLMMHUCS YYaCTHUKAMHU IUJIaTeXXHOM CHCTEMBI, U oOrepaTopamMH YCIyr
TIATeKHOM  HHPPACTPYKTYphl pHcka HMH(OpPMalMOHHON ©Oe30macHOCTH B

IJIAaTEXKHOU CHCTEME;
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peanu3alus onepaTopaMH 1o MepeBOLy ACHEKHBIX CPEACTB, SBISIIOIIUMUCS
y4aCTHUKaMH TIUIATEXXKHOM CHCTEMBI, M OlepaTopaMy YCIyr TUIATEXHOM
MH(PPACTPYKTYphI IPOLECCOB pearnpoOBaHus Ha MHIUAEHTHI 3aIUThl HHPOPMALIMN
U BOCCTAHOBJIEHHS LITATHOrO (PYHKIHOHHPOBAHHS OOBEKTOB HH(POPMALHOHHOU
MHQPaCTPYKTYpPhI B Ciiydae peanu3allii UHIMACHTOB 3alllUThl HH()OPMAIIHH;

peanu3aliys onepaTopaMy 10 MePEeBOy ACHEXHBIX CPEACTB, SBIISFOIIUMUCS
YyYaCTHHKaMH IUIATeXXHOW CHCTeMBI, U OIlepaTopaMy YCIyr IUIATeXKHOM
MHQPacTpyKTyphl B3auMOJASHCTBUs Npu oOMeHe HHpopMmanueld o6 HHLKAECHTaX
3alIUThl HH)OPMALIUH;

peayinzalysl ONepaTopamy 110 MEePeBONy NEHEXHBIX CPEACTB, SBJISIOLUMUC
y4acTHUKaMH IUTaTE€XHOM CHUCTeMbl, M OIEpaTopaMH yCIyr IUIATeXHOM
HMH(PaCTPYKTYPhl MEPOIPHUATHH 110 IPOTUBOAEHCTBHIO OCYIIECTBIEHUIO [TEPEBOIOB
IEHEeXHBIX cpenctB 0e3 cornacus KIMEeHTa, ONpedeseHHBIX MMyHKTamu 2.2 U 2.4
Vka3anus banka Poccuu ot 8 oktsa6ps 2018 roga Ne 4926-Y «O dopme u nopsiike
HalpapleHUs oleparopamMy IO IEpeBOAy MOEHEXHBIX CpEACTB, OIepaTopaMy
IUIATeXKHBIX CHUCTEM, ONEpaTopaMu YCIyr IUIaTexxHOW uHPpacTpykTypbl B baHk
Poccuu undopmauum 060 Bcex ciaydasx ¥ (MIM) TONBITKaxX OCYLIECTBIEHHUS
IIepEeBOIOB IEHEXHBIX CpelICTB 0e3 corflacus KIMeHTa U MOJy4YeHUs UMU oT baHka
Poccun unndopmanum, coxmepxaiieiics B 06a3e JaHHBIX O CIydasX M IIONBITKax
OCYIIECTBJIEHUS NEPEBOJIOB IEHEXHBIX CPEACTB Oe3 coriacus KJIHeHTa, a TakXke O
MOPAIKE peasin3alliyl ONepaTopaMH I10 NMEPEBOY JEHEXHBIX CPEICTB, ONlepaTopaMu
IUVIATEXXHBIX  CHCTEM, OIepaTopaMH YCIyr IUIaTeXHOHM  HHQPaCTPYKTYpBI
MEpOIIPUATHH MO IPOTUBOAEHCTBUIO OCYLIECTBICHUIO MEPEBOJOB JEHEXHBIX
cpencTtB 6e3 cornacusi KJIMEeHTay, 3aperuCTPUPOBAHHOIO MUHHCTEPCTBOM FOCTHLIHU
Poccuiickoit @®enepaunn 12 nexadbps 2018 roxa Ne 52988;

peanu3auusl onepaTopaMy IUIATeXKHBIX CHCTEM IPOLIECCOB IPUMEHEHUS B
OTHOILUEHWH OIEepaTopoB 10 TMEePeBOAY MACHEXKHBIX CPEICTB, SIBIISIOLIUXCS
yYacTHUKaM{ IUIATeXKHOM CHUCTEMBI, H OINEPaTOpOB YCIYr  IUIATeXHOMN
MHQPaCTPYKTYyphl OrpaHUYEHUIl MO MapaMeTpaM OIepauuid M0 OCYIIECTBICHUIO

NepeBOAOB ACHEXHBIX CPEACTB B CJIy4ac BBIABIICHUA (I)aKTa I[IPCBLILICHHA 3HaYEeHUH
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MoKaszaTesedl ypoBHsA pucka HH(POPMAaLMOHHONW ©€30MacHOCTH B IUIATEIKHOM
cUCTEME, B TOM YHCJIe YCJIIOBUI CHATUS TAaKUX OTPaHUYEHHH.

5.2.  Ormepatop TIUIaTeXHOH CHCTeMbl B LEJISX CHIDKCHHS pHCKa
MH()OPMALMOHHOKM 6€30MacHOCTH B IJIATEXXHOH CHUCTEME JOJDKEH pPeajli30BBIBATH
MEXaHU3MBbl COBEpUICHCTBOBaHUWS TpeOOBaHWH, YyKa3aHHBIX B MyHKTe 5.4
Hacrosiuero IlonoxeHus, npeaycMaTpyBaroiine B TOM YUCJI€ HAKOIUIEHUE U yUeT
OIbITAa pearupoOBaHUs] HAa MHLMACHTHI 3alUThl MHGOpPMALMy U BOCCTaHOBJIEHUS
¢$YHKIMOHUPOBAHHUS IIaTEXKHON CUCTEMBI 1TOCIIE UX pean3aliyH.

5.3. OmnepaTop IUIATEXHOM CHUCTEMBI JOJKEH YCTaHOBUTH TpeOOBaHUS K
colepXKaHuI0, GopMe U NEePUONUYHOCTH HalpaBlIeHUs ONepaTopaMy MO IepPeBOaY
JCHEXHBIX CPEACTB, SBISIOIMMUCS YYaCTHHKaMH IUIATEXKHONM CHUCTEMBI, H
oIepaTopaMH yCIIyT IIaTeXHON HHPPaCTPYKTYPHI ONepaTopy IJIaTEXKHOH CHCTEMBI
uHpopMauuu s Lesieit aHanu3a obecriedyeHHs B IUIATEXHOU CHUCTEME 3aHIUTHI
HH(pOPMaLMK [IPU OCYIIECTBICHUH IEPEBOLOB AEHEXHBIX CPEICTB.

OnepaTop HALUOHAIBHO 3HAYUMOH IUIATEXXHOM CHUCTEMBl HOJDKEH
yBEIOMIIATh (efepanbHbI OpraH UCIOJHUTENbHON BIAaCTH, YHOTHOMOYEHHBIN B
obnactu obecrieueHrss 0e30MacHOCTH, 00 YCTAaHOBIEHHBIX HM TpPeOOBaHHIX K
COAEpXKaHHUI0, (popMe U NEPUOAUYHOCTHU HaNpaBieHUs yKa3aHHOH B ab3alle mepBoM
HaCTOSIIEro nmyHkra uH@opmaiuu B yactu npumenenuss CK3U.

54. Omneparop mnatexxHOH CcHCTEMBI AODKEH O00ECHeYuTh y4ueT WU
JIOCTYTIHOCTh [UIsi OIEpPaTOpoOB IO MEPEBONY [ACHEXHBIX CPEACTB, SBISIOMIUXCS
y4aCTHUKaMHM IUIaTeXHOM CHUCTEMBl, M ONEpaTopoB YCIyr  IUIATEXXKHOH
MHQpacTpyKTypbl HHGOPMALHH:

O BBISIBJICHHBIX B IIJIaT€XHOM CUCTEMe MHLIMEHTAaX 3allUThl HH(pOpMaLUY;

0 METOJMKaX aHajlu3a ¥ pearpoBaHus Ha HHIMIEHTHI 3a1UThl HH(OpMaLUK.

5.5.  Omnepartop 3Ha4uMOM IUIATEKHOM CHUCTEMBI B COOTBETCTBUU C
NpaBUJIaMH TUTATEKHOU CUCTEMBI 10JDKEH 00eCeYHTh UCTI0NIb30BaHUE!

B alrapaTHBIX MOAYJISIX 0€30MacHOCTH WH(GOPMaLMOHHONH UHPACTPYKTYpHI
iatexHoi cucrembl CK3U, peanusyronux Kpuntorpapuueckue ajaropuTMbl, He

oIpezie/ieHHble HallMOHANBHBIMU cTaHAapTaMu Poccuiickoit @enepanun (naiee —
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HHOCTPAaHHbIE KPUNTOrpaUyeckHe aJrOpUTMbI), HMEIOLIHMX [1OATBEPKIEHHE
COOTBETCTBHA  TpeOOBaHUSIM,  YCTAHOBICHHBIM  (elnepalbHbIM  OPraHOM
HCIIOJIHUTEJIBHOM BJIacTH B 06J1acTH oOecreyeHust 0€301acHOCTH;

B anmapaTHbIX MOAYJIAX 0€30MacHOCTH HHPOPMAIIHOHHOH HH(PPACTPYKTYphI
maatexxHoi cuctembl CK3H, peanusyromux WHOCTpaHHble KpHUIITOrpaduyecKue
aJIFCOPUTMBl M KpUIITOTpaUYecKue aaroOpUTMEbI, ONpejelieHHble HAlMOHAIbHBIMU
crannapramu Poccuiickoit @enepanuu (nanee — Kpuntorpaguyeckue ajropuTMbl
Poccuiickoit Denepannn), UMEIOILUX HOATBEPXKACHHUE COOTBETCTBUSA TPeOOBAHHUSAM,
YCTaHOBJIEHHBIM (pe/iepalbHbIM OpraHOM HCIIONHUTENBHON BJACTH B 00JIacTH
obecrieueHust 6€30MaCHOCTH;

CK3H, peanusyrolux HHOCTpPaHHbIE KPUNTOTPadUYECKHE AITOPUTMBI H
Kpunrorpadudeckde — anroputmsl  Poccuiickoit = Depepaumu, — UMEIOLIMX
MOATBEPXKACHHUE COOTBETCTBHUS TpeOOBaHUSAM, YCTaHOBACHHBIM (helepanbHBIM
OpraHoOM MCIIOJIHUTENIbHON BIacTH B obnactu obecrieueHHs 6€30MacHOCTH, B MHEBIX
TEXHAYECKMX CpeacTBaX HHGOpMalHOHHOW HHQPPACTPYKTYphl  ILJIATEXHOM
CHCTEMBI, HCIOJB3YEMBIX IIPH OCYILIECTBICHHH NEPEBONOB JEHEXHBIX CPENCTB,
THUIIBI KOTOPBIX onpeaenstorcs bankom Poccuu no cornacoBanuio ¢ denepaibHbIM
OpraHoOM HCIIOJIHUTENBHOMN BIacTH B 001acTH obecreyeHnss 6e30MacHOCTH.

B  memax  ofecneueHuss ~— OecrmepeGoMHOCTH  (PYHKLHOHHPOBAHMS
HMHOOPMALIMOHHON HH(QPaCTPYKTYpPbl IUIATEXHON CHCTEMBI U €€ YCTOMYMBOCTH OT
BHEHIHHMX BO3JEHCTBUH ONIEpaTOpy HAllMOHAIBHO 3HAYMMOH TUIATE)XXHOMH CUCTEMEI B
NpaBuiIax IUIATEXHON CHCTEMBI CIeLyeT ONpeNeNnsTh A0 TEXHHYECKUX CPElICTB
HHOOPMAaIIOHHONH MHQPAaCTPYKTyphl HAIMOHAJILHO 3HAYMMOHM  IIATEXHOI
CHCTEMBEI], B KOTOPBIX obecneunBaercs ucrnonszoBanue CK3U, ykasanHbIx B ab3alie
YeTBEPTOM HACTOSIIEro IyHKTA, HAa OCHOBaHHH TpeOOBaHMii, yCTaHABIHUBAEMBIX
YkazanueM banka Poccun ot 25 urons 2014 roga Ne 3342-Y «O tpeGoBanusax K
HMH(GOPMALIMOHHBIM TEXHOJIOTUSIM, UCTIONb3YEMBIM OIEPATOPAMK YCIIYT IIJIATEXHON
HMHOPACTPYKTYphl, I Lejeid MNPU3HAHUS IUIATEXHOM CHUCTEMBI HALMOHAJIBHO
3HAQYUMON IUIATE)KHOM CHCTEMOH», 3aperucCTPUPOBaHHBIM MUHHUCTEPCTBOM

roctrnu Poccuiickoit @enepanyn 9 oxtsaopst 2014 roma Ne 34269.
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Ormepatopbl 10 mepeBOly AEHEXKHBIX CPEJACTB, OIEPaTOphl  yCIyr
MH(OPMALMOHHOrO OOMeHa, OIepaTopbl YCIyr IUIATEXHOH HHMPACTPYKTYpHI
BIIpaBe IIPUMEHSATH AJ oOecreueH s 3aluThl HHGOPMALUU TIPH OCYILECTBICHUH
nepeBonoB aeHexHbIX cpeacts CK3W uHocTpaHHOTO MpPOM3BOACTBA B YaCTH, HE
NpoTHBOpeydale TpeboBaHUsIM HACTOSIIETO MTyHKTA.

Paspabotka u skcrutyataums CK3M, ykasandeix B ab3aliax BTOpOM —
YeTBEPTOM HACTOSILETO ITyHKTa, MAOJDKHBI IPOBOAUTBCS B COOTBETCTBUU C
Ionoxenuem ITK3-2005.

5.6. Omeparop miaTeXHOW CHCTEMBI B COCTaBe TPeOOBaHMH K
00ECTIEYEHHIO 3alMTh! HHPOPMALUK B IUIATEXKHON CUCTEME OMPEAENSeT HOPSIOK
npoBeJieHus paboT no paspaboTke, cepTU(UKALUY U (UIK) OLIEHKE COOTBETCTBHUS B
OTHOLICHHWH IIPUKJIAJHOTO IPOrpaMMHOI0 00ecHe4yeHus: aBTOMATH3MPOBAHHBIX
CUCTEM M MPHUIIOKEHUH, B TOM YKCJIE TIATEXNHBIX NPHIOKEHUH, TPeJOCTaBIAEMbIX
MIOCTABIIMKAMH IUIATEXHBIX INPHUIIOKEHHH KIMEHTaM OIepaTOpOB IO MEpPEBOLY

ACHEXKHBIX CPEACTB, ABIAOIIUXCA YHYaCTHUKaMH JIaHHOM TLIaTeXHOUN CHUCTEMBIL.

I'naBa 6. TpeGoBanusi k oGecnedyeHuio onepaTropaMu ycjayr maaTexHoi
HHPPACTPYKTYpbl (PH  OCYLHIECTBJIEHHH JeATELHOCTH
ONEepPaNMOHHOI0 HEHTPA, JIATeKHOr0 KJIHPUHIOBOr0 HEHTPA U
pacuyeTHOro LeHTpAa) 3alIHThbI HHpopmannu npu

OCYIICCTBJ/ICHHH MEpEeBOA0B AC€HEKHBIX CPEACTB

6.1.  Omnepatops! yciyr matexxHol HHOPACTPYKTYpPhI, OCYLIECTBIISIONINE
JesTeIbHOCTh OIEPAllMOHHBIX LeHTpoB (mainee — OLl), mpu mnpemocrapieHnu
ONEpPAllMOHHBIX YCIYr [OJDKHBI obecreyuBaTh 3amuTy HHGOpManuu Ipu
OCYIIECTBJIEHUH OOMEHA JJIEKTPOHHBIMH COOOIICHHUSIMU MEXAY OIepaTopaMu Io
NIEPEBONlYy JIEHEXHBIX CPEACTB, MEXIY OINepaTopaMH IO IEPEBOAY HAEHEKHBIX
CPENCTB M HMX KJIMEHTaMH, OII€paTOpaMu YCIyr IUIaTeXXHOH HHOPAaCTPYKTYpBI,

OCYHICCTBIIAIOMIMMU AE€ATEIBHOCTD IJIATEXKHBIX KIMPHHIOBBIX LHEHTPOB (ﬂanee -
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[1IKLI), omepatopamu ycinyr riaTeXXHOH HHOPACTPYKTYpPBhl, OCYLIECTBISIOLIHMMHU
IEesATEeIBLHOCTh pacyeTHbIX LeHTpoB (nanee — PLI), mexxny TTKL 1 P11,

6.2. TIKL] npu npenocTaBieHWH YCIYT IUIATEXXHOTO KIMPHUHTA JOJDKEH
obecrnie4ynBaTh 3aIUTy UHGOPMALIMH IPU OCYLUECTBICHUH CJIEAYIOLINX ONEPaIHii:

BBINOJIHEHUE MpOLEeAyp NMpHeMa K HCIOJHEHHUIO 3JIeKTPOHHBIX COOOLIeHU
OIIepaToOpOB IO MEePEeBOAY NCHEXKHBIX CPENCTB, BKIIOYAs MPOBEPKY COOTBETCTBHS
3JIEKTPOHHBIX COOOILIEHHM ONepaTopoB MO MEpPeBOAYy [EHEXKHBIX CpPEICTB
YCTaHOBJIEHHBIM TpeOOBaHUSM, ONpeJeNieHHe NOCTaTOYHOCTH JEHEXHBIX CPEICTB
IU1sl UCTIOJIHEHUS DJIEKTPOHHBIX COOOIIEHUH OIepaTOpOB IO MEPEBONY IEHEXKHBIX
CPEICTB U ONpeleeHHe AT HbIX KIMPUHIOBBIX TO3HULIUH;

nepenada Pl s ucnonHeHus snekTpoHHBIX coobuenuit TTKLI, npuHsaThIX
3JIEKTPOHHBIX COOOIEHH ONIepaTopoB IO NEPEBOLY AEHEXHBIX CPENICTB;

HalpaBJIeHHE OlNepaTopaM MO NEepPeBOAY AEHEXHBIX CPEACTB U3BEILECHUM
(moATBepKIeHuUit), KacaroIUX s MprUeMa K UCIIONHEHHIO 3IeKTPOHHBIX COOOILEH
OIIEpaToOpOB II0 MEpPEeBONY AEHEXKHBIX CPEACTB, a TakXe Iepefadya H3BELIECHUM
(monTBepxaeHUi), KacaloOLIMXCH  WCIOJHEHHS  JJIEKTPOHHBIX  COOOILEHMH
OIIEpaTOPOB 110 NEPEBOAY AEHEXXHBIX CPEICTB.

6.3. Pl nomxen obecneduBaTth 3aIUUTy UHGOPMALMH TIPU HCIOIHEHUU
noctynuLmx ot IIKL] anexTponHsIx coobienuit I1IKL], onepaTopoB no nepesony
JEHEXXHBIX CPEACTB [IOCPEACTBOM CIHMCAHHS U 3a4UCICHHSs JEHEXHBIX CPENCTB IO
6aHKOBCKMM (KOPPECHOHAEHTCKUM) CUETaM OIEepaTOpPOB IO MEPEBOLY IEHEKHBIX
CPEICTB.

6.4. K 3ammumaemoil nHboOpManyyu NpH OCYIIECTBICHUH OlEpaTopaMu
yCIyT MIaTeXHOW HHQPPacTPyKTyphl onepauuii, ykasaHHbIX B IyHKTax 6.1-6.3
Hactosiiero IlonoxeHusi, OTHOCUTCS HH(pOpMalHs B COOTBETCTBUU C rpadoii
«3amumimaemass uHpopmauus» CcTpok 6-10 mnpuoxeHuss 2 K HacTOSILEMY
[TonoxeHuto.

6.5. Omneparopbl ycnyr IUIaTeXHOM  HHPPACTPYKTYphl  JOJDKHBI

o0ecreyuTs peau3aluio CIeAYIOUIMX YPOBHEH 3aluThl HHQOPMAUMU IS
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00beKkTOB  HHGOPMALMOHHOW  HHQPACTPyKTyppl B COOTBETCTBHH  C

['OCT P 57580.1-2017:

OTIepaToOpbl YCIIYr IUIATE)XXHOH WHGPACTPYKTYpPbhl, OKa3bIBAIOIIHE YCIYTH
TUTATEXKHOM MHPPACTPYKTYPhl B paMKax CHCTEMHO 3HAYMMBIX TUIATEHHBIX CUCTEM,
JOJDKHBI PeajIi30BbIBaTh YCHJIEHHBIH YPOBEHb 3allIUTHl HH()OPMALIUH;

orepaTophl YCJIyr IUIATeXHOUW WHQPAcCTPyKTyphl, HEe yKa3zaHHble B ab3ale
BTOPOM HACTOSIIEr0 MyHKTa, JOJKHBI peajM30BbIBATH CTAaHAAPTHBIH YPOBEHB
3aLUThl UHOPMALIUH.

6.6.  Omeparops! yciyr miaTeXHoi HH(pacTPyKTypbl, KOTOpbIE JOKHBEI
peasM30BBIBATE CTAHAAPTHHIM YPOBEHb 3alIUTHl  HH(OpPMaUWH, CTaBIIHE
orepaTopaMd  YCIyr IUIATeXHOM  MHOpPacTpyKTypsl, KOTOpBIE  JOJDKHBI
peaTM30BBIBATh YCHIEHHEBIH YPOBEHD 3aIIUTH HHGOPMALNH, JODKHBI 00eCTIeYnTh
peau3aiMio YCHJIEHHOTO YPOBHS 3alllUThl HTHPOpPMAaIUK He T03JHEE BOCEMHALATH
MECSILIEB ITOCJIE TOT'0, KaK CTaJIH OllepaTopaMH yCiIyr I1aTexHOH HHQPaCcTPyKTypBl,
yKa3aHHBIMH B ab3alle BTOpoM yHKTa 6.5 Hactosmero [Tonoxenus.

6.7. Omepartopsl  yCIyr [UIaTeXHOM  HHPPACTPYKTYpbl  AOIDKHBI
o0ecreunTh MPOBEIEHHE OLIEHKH COOTBETCTBUS 3aLIUTHl MH(MOpMAalMK HE pexe
OIIHOTO pasa B J1Ba roja.

6.8. Omeparopsl ycIyr IUIaTeXHOH  HHOPACTPyKTYphl  JOJKHBI
o0ecrieynTh YpOBEHb COOTBETCTBHS HE HW)KE€ YETBEPTOr0 B COOTBETCTBHH C
['OCT P 57580.2-2018.

6.9.  Omneparops! ycIOyr IUIaTeXXHOW HHPPACTPYKTYPHI, KOTOPhIE JOIKHBI
peaNu30BBIBaTh  CTAHAAPTHBI  YPOBeHb  3alllUThl HMHOpOpPMAalLHM, BIpaBe
CaMOCTOSITENIPHO OIpelNeNsiTh HeOOXOAUMOCTh CepTU(UKALUU WK IIPOBENEHUA
OLIEHKH cooTBeTCTBUS 1o TpeboBanusiMm k OVYJl He Hmxke uem OV]l 4 B
cootrBetrcTBuH ¢ Tpebosanusmu [OCT P MCO/MDBK 15408-3-2013 B oTHOLIEHHH
MPUKJIATHOTO MPOTPaMMHOro obecreyeHus: aBTOMATU3UpPOBAaHHBIX CHCTEM H
[IPUJIOKEHU.

6.10. B cnyyae mNpUHATHS pelIeHUS O TMPOBEACHUU CepTUDHUKALUU

[IPUKIIAAHOTO TIIPOrpaMMHOTO obecrieyeHus aABTOMATH3UPOBAHHBIX CHCTEM H
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IPUIIOKEHUI OMEepPaTophl YCIYT MUIATEXHOW MHGPACTPYKTYPhI, KOTOPbIE JOKHBI
peaTr30BbIBATh YCHIEHHBIM YPOBEHDb 3alIUThI HH(POPMALNHY, JODKHBI 00eCeUUTh
cepTH(HUKALMIO He HIKe 4 YpPOBHS JOBEpUs B COOTBETCTBUM C IPUKA30M
OCTIK Poccun Ne 131.

B ciiyyae npuHsTHS pelieHust 0 He0OXOAUMOCTH IIPOBECHHUS CepTUDUKALHN
MPUKJIATHOrO [POrpaMMHOIO OOECeYeHUs] aBTOMATH3HPOBAHHBIX CHCTEM H
IPUIIOKEHUH OIepaTophl yCIyT IUIATeXHON MHOPACTPYKTYpPbl, KOTOpPbIE JOJIXKHEI
PeaTu30BbIBATH CTAHAAPTHBIN YPOBEHD 3aIIUTHI HH(MOPMAIUHU, AOJKHBI 00€CIIEUNTH
CepTHQUKALHIO He HWIKe 5 YypOBHsS [OBEpHss B COOTBETCTBHH C IIPHUKA30M
OCTIK Poccuu Ne 13].

6.11. Ormeparopsl  yclIyr IUIaTe)XHOM  HMHQPACTPYKTyphl  IOJKHEI
o0ecrieynTh MPU OCYILECTBICHUH OIepanuid, yKa3aHHBIX B MyHKTax 6.1-6.3
Hactosuero ITonoxeHus, peaiu3aldio TEXHOJOTHYECKHX Mep MO 00ecredeHHIo
3aIUTHl MH(POPMAlMK B COOTBETCTBHH C NPHUIOXKEHUAMH 1 M 2 K HacTOAILEMY

ITonoxeHo.

I'maBa 7. Ilopsagox ocymecrBieHnss bankom Poccun KkoHTpoas 3a
coGawaennemM TpeOoBaHMH K  o0ecle4yeHHIO  3aLIHTDI
HHpopMaUUH MPH OCYLIeCTBJIEHHH IEPEBOJOB [JACHENKHBIX

cpeacTs

7.1.  Tlpu ocymiecTBIEHHH KOHTPOJS 3a COOJIONEHHEM OIepaTopaMu IIo
HepeBOly [EHEeXHBIX CPEICTB, SBJSIOMIMMUCA KPEIUTHBIMH OpraHM3alHUsaMH,
onepaTropaMu  IUIATeXKHBIX  CHCTEM, ONeparopaMu  yCIyr  IUIaTe)XHOH
WHOPACTPYKTYpbl TpeboBaHUH K OOeCHeueHHIo 3allUThl HMH(MOPMaUUM [pPH
OCYIIECTBIICHUH TIEPEBOJIOB AEHEXHBIX cpelcTB bank Poccuu B pamkax Hajazopa B
HaIMOHAJIBHOH TUIATEXHOM CHCTEME OCYIUECTBIIACT CIIEAYIOUIHE MEPOIIPHUSTHS.

7.1.1. Amnanusupyer uHpopManuoo (B TOM YHCIE [aHHBIE OTYETHOCTH) O
JeSITeIBHOCTH OIEepaTOpPOB IUIATEXXHBIX CHUCTEM, ONEpaTOpOB YCIIYr IUIATEXHOH

MHQPACTPYKTYPHI, OMEPaTOPOB I10 MEPEBOLY AEHEXHBIX CPEICTB, SBIAIOIIUXCH
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KpPeIUTHBIMH OpPraHM3alUsIMHU, B LEIIX KOHTPOJIS 3a COOoIeHueM TpeOoBaHHM K
obecneyeHHio 3allUuThl HHPOPMALIUK NPH OCYLIECTBICHHH MEPEBOJOB IEHEXHBIX
CpeICTB.

7.1.2. 3ampaiuuBaeT U Mojiy4aeT JOKYMEHTBl U UH(GOPMAaLHIO, B TOM YHCJIE
coaepiKallye epcoHalbHbIe JaHHbIE:

y OIlepaToOpoB IUIATEXXHBIX CHCTEM, OIMEpaTOPOB YCIYr IUIATeXXHON
UHPPACTPYKTYPhI U ONEPaTOPOB IO [EPEBOAY ACHEKHBIX CPEACTB, SABJISIOILUXCS
KPEeOUTHBIMH OPTaHU3alMsIMHU, — B 4YaCTH BBINOIHEHUS TpeboBaHUH k 00ecrieueHHIO
3alIUTHI HHGOPMALMK NTPH OCYIECTBICHUH EPEBOAOB JEHEXXHBIX CPEICTB;

y OIEepaToOpoOB IO NEePEeBOAY AEHEXHBIX CPEICTB, ABIAIOIUXCA KPEIUTHBIMU
OpraHM3alUsIMU, — B 4aCTH oOecriedeHus: KOHTPOJIS 3a COOIIOIEHUEM:

0aHKOBCKHMH IIIaTeXHBIMU areHTamu (cybareHTaMu), NpUBIEKAaeMbIMU K
JesITeTHbHOCTH 110 OKa3aHHUIO YCIIYT IO NepeBOAY JeHEXHBIX CPelCTB, TpeOoBaHMi K
obecrnieueHHI0 3alUThl HHGOPMAIMU NpPU OCYIIECTBICHHH NEPEBONOB IEHEKHBIX
CPEeICTB;

oriepaTopaMu yciIyr HH(OpMaLMOHHOro oOMeHa, MpeAOoCTaBISIOIIUMHU
ycliyrd HHGOPMaLIMOHHOTO 0OMeHa onepaTopaM IO NEePEBOAY AESHEXKHBIX CPENCTB,
SABJISIFOILIMMCS. KPEOUTHBIMH OpraHU3alusaMy, TpeOoBaHU K 00eCcrIeYeHUIO 3alUThI
MHpOpMaLU ITPU OCYILECTBICHUY EPEBOJOB JEHE)XKHBIX CPECTB;

MIOCTABLIMKAMH IIATEXHBIX NPUIIOKEHUH, TPEAOCTABIAIOILUMH OllepaTopam
10 MEPEeBONY MEHEXHBIX CPEICTB, SIBISIOIIUMCS KPEIUTHBIMU OpraHU3alUsIMH,
IVIATE)XXHBIE TPUJIOKEHUS JUISI HX MCIONb30BAaHUS KIMEHTaMH YyKa3aHHBIX
OTIepaTOPOB IO EPEBOLY NEHEKHBIX CPEACTB, TpeOoBaHUN K 00eCTIEYeHHIO 3alUThI
UH(pOpMAIUH IIPU OCYILECTBICHUH NEPEBOAOB JEHEKHBIX CPEACTB.

7.1.3. TIpoBOAMUT TPOBEPKU SBISIOMIUXCSH KPEAUTHBIMU OpraHHU3aIUsIMU
OIepaTopoOB IUIATEXHBIX CUCTEM, OTIIEPAaTOPOB YCIYT IIATEXXHON HHPPACTPYKTYpPBI,
OTIEpaTOPOB IO MEPEeBOJNY NEHEKHBIX CPEeACTB U HMHCIEKIMOHHBIE NPOBEPKH HE
SBJISIOLIMXCA KPEAUTHBIMU OpraHU3allMsIMU ONEpaTopoOB IJIATEKHBIX CUCTEM H

OTIEPaTOPOB YCIYT IJIATEXXHOU HHPPACTPYKTYPBHI.

30



7.2.  bank Poccuu npOBOAMT MPOBEPKH SBJSIOLIAXCS KPEAUTHBIMU
OpraHu3allsMU ONEPaTOPOB IJIATEXKHBIX CUCTEM, OINEPATOPOB YCIYT ILIATEXKHOM
MH(QPaCTPYKTYphl, ONEpPaTOpPOB IO MEPEeBOAY [AEHEXHBIX CPEICTB B IIOPSIKE,
YCTaHOBJIEHHOM B COOTBETCTBHUHU C YacThIO 4YeTBepTO#l ctathu 73 DemepaibHOro
3akoHa oT 10 urons 2002 roma Ne 86-®3 «O llentpansHoMm Oanke Poccuiickoi
@epepaunu  (banke Poccun)» (CobOpanme 3axoHomatenscTBa Poccuiickoi
®enepanun, 2002, Ne 28, ct. 2790; 2019, Ne 29, c1. 3857) (nanee — OenepanbHbiii
3akoH Ne 86-D3).

bank Poccuum mNpoBOIUT WHCHEKIMOHHBIE NPOBEPKH HE SBIISIOLUIMXCS
KPEAUTHBLIMH OPraHH3alisIMHU OIIePaTOPOB IUIATEXXHBIX CUCTEM U ONIEPATOPOB YCIYT
[IATEXHOM HHQPACTPYKTYpbl B MOpPSJIKE, YCTAHOBIEHHOM B COOTBETCTBHUH C
4acThio 3 ctatey 33 DenepansHoro 3akona Ne 161-@3 (Cobpanue 3aK0HOAATENLCTBA
Poccuiickoit @eneparmu, 2011, Ne 27, ct. 3872; 2019, Ne 31, ct. 4423).

7.3. bank Poccunm mnpumeHsieT Mepbl K SBISIOLMMCS KpPEIUTHBEIMH
OpraHM3alUsIMU OIlepaTopaM IUIaTeXHBIX CHCTEM, OrepaTopaM YCIIyT ILIATEXHOMH
HHPPacTPYKTyphl M OlepaTopaM HO MEepPeBOLY INEHEXHBIX CPENCTB B IOPSJIKE,
YCTaHOBJIEHHOM B COOTBETCTBHH C 4acThIO JBEHAALATON CTaThu 74 DenepanibHOro
3akoHa Ne 86-03 (Cobpanue 3akoHozmatenscTBa Poccuiickoit @eneparun, 2002,
Ne 28, ct. 2790; 2019, Ne 18, cT. 2198).

bank Poccuu ocymiectsiser neicTBUSI U IpUMEHSIET MEPhI TIPUHYXICHUS B
OTHOLIEHHMM HE SABJIAIOLIMUXCS KPEOUTHBIMH OpraHU3allMsIMH  OINEPAaTOpPOB
IIATEXXHBIX CUCTEM M ONEPAaTOpPOB yCIYT IIaTeXHON HHQPACTPYKTYphI B MOPSIKE,
YCT@HOBIIEHHOM B COOTBETCTBUM C 4HacThio 4 ctarthu 32 DenepasbHOro 3akoHa
Ne 161-®3 (Cobpanne 3akononarensctBa Poccuiickoit ®enepanmu, 2011, Ne 27,

cT. 3872; 2019, Ne 31, cr. 4423).

I'maBa 8. 3akaouuTe/bHbIC MOJOKECHHUSE

8.1.  Hacrosuee ITonoxenue nompiexur ohuUHaIbHOMY OIyOIMKOBAHUIO

M B COOTBeTCTBHUU C pelieHrneMm Cosera nupektopoB banka Poccum (mpotokon
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3acenanusi Copeta nupektopoB banka Poccuu ot 24 sHBaps 2020 rogma Ne 1)
BCTymnaeT B cuity ¢ | ssuBapst 2022 rona, 3a UCKJIIOYEHUEM MTOJIOXKEHUH, JIs1 KOTOPbIX
HACTOSLIHUM ITyHKTOM yCT@HOBJIEHBI MHbIE CPOKHM BCTYIUICHHUS UX B CHITY.

AO3aupl nepBbIif, BTOpod W 1uecTo myHkTa 5.5 Hactosiuero I[TonoxeHus
BCTynatoT B cuiy ¢ | suBaps 2024 rona.

AO3anbl TpeTudl — nAThId nyHKTa 5.5 Hactosutero IlonoxeHus BcTynaior B
cuity ¢ 1 sauBaps 2031 roza.

8.2. Co nmHa BcTyruileHHss B cuily Hactosmlero IlonoxeHusi nmpu3HaTh
YTPaTHUBLLUMMH CHITY:

[Tonoxxenue banka Poccun ot 9 urons 2012 roga Ne 382-IT «O tpeboBanusx
K obecreueHun o 3alnThl HHGOPMAaLMU IPY OCYLIECTBICHUH IEPEBOIOB JEHEXHBIX
CpeZCTB U O Mopsiike ocylecTBneHus bankoMm Poccuu koHTpos 3a cobironeHueM
TpeboBaHuil K ofecrneyeHHIO 3allidThl HHGOpPMAaIMK MpU OCYILECTBICHHU
NEPEBOJIOB IEHEKHBIX CPELCTBY», 3apErHCTPHUPOBaHHOe MUHUCTEPCTBOM HOCTHIIMH
Poccutickoit @eneparun 14 urons 2012 roga Ne 24575;

Ykazanue banka Poccuu ot S5 mronst 2013 roza Ne 3007-Y «O BHeceHuu
usmeHeHuit B [lonoxenue banka Poccum ot 9 wmrons 2012 roga Ne 382-I1
«O TpeboBanusx k obecriedyeHUIO 3alUTHl HMHOOpPMAllMM NpPH OCYIIECTBIEHHH
NIepEeBONOB HEHEeXXHBIX CPEICTB W O MOpsAKe ocyluecTBieHus bankom Poccunm
KOHTPOJIs 3a cobnroeHneM TpeboBaHuii kK 00ecrieueHHUIO 3aIlUThI HHPOPMALUH IIPU
OCYILIECTBJICHHM  TIEPEBOJOB  JEHEXKHBIX  CPEACTB», 3aperucCTPUPOBaHHOE
MuHnucrepctBoM roctuuuu Poccuiickoit ®enepaiuu 1 urons 2013 roga Ne 28930;

VYkazanue banka Poccuu ot 14 aBrycta 2014 roma Ne 3361-VY «O BHeceHuu
m3MeHeHuii B Ilonoxenue banka Poccum ot 9 wmions 2012 roma Ne 382-I1
«O TpeboBaHusIX K OOecredyeHHIO 3alUThl HHGOPMAUKU MpPU OCYIIECTBIECHUH
NEepPeBOJIOB JEHEXHBIX CPe/ICTB U O Mopsake ocyulectBieHuss bankom Poccun
KOHTpOJIS 3a coburoeHneM TpeboBaHui K o0ecriedeH IO 3alIUThl HHPOPMaLUY IIpH
OCYIIECTBJICHMH  IEPEeBONOB  JICHEXKHBIX  CpeACTB», 3aperuCTPUPOBAHHOE
MunucrepctBoMm toctuiud Poccuiickoit ®enepauuu 10 centsops 2014 ropa

Ne 34017,
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Vkazanne banka Poccum ot 7 mas 2018 roma Ne 4793-V «O BHecenuu
n3menenuil B Ilonoxxenue banka Poccum ot 9 wmrons 2012 roma Ne 382-I1
«O TpeboBaHMIX K 00eCrnedyeHUI0 3alUThl HHGOPMALUMU NPH OCYIIECTBICHUU
NEPEeBOMOB JEHEXHBIX CPEICTB M O IOPSAKEe ocyllecTBieHuss bankom Poccuu
KOHTPOJIS 32 COOJTI0OIeHHEM TpeOOBaHUH K 00eCTIeUeHHIO 3alUThl HHPOPMAIIHH ITPH
OCYIIECTBICHUM  I[IEPEeBOJIOB  JIEHEXHBIX  CPEICTBY», 3aperdCTPUPOBAHHOE

MunuctepctBom roctuniuu Poccuiickoit @eneparuu 22 utons 2018 roga Ne 51411.

IIpencenarens
IlenTpanbHOro 6aHka

Poccutickoit @enepaiuu 2.C. Habuymnnuna

CornacosaHo:

Hupektop
®enepanbHON ciyx0b1 6€30MaCHOCTH
Poccuiickoit @enepanuu

A B. bopTHHKOB

Jupexrop
denepanpHOU CIy>X0BI IO TEXHUYECKOMY
U SKCIIOPTHOMY KOHTPOJIIO

B.B. Cenun

33



[Tpunoxenue 1

k [lonoxenuto banka Poccun

o4 AP 2020 rona Ne ?/fef]
«O TpeboBaHHUIX K 00ECIICUEHHIO 3aIIUTEI
uH(pOpMaAMU NPU OCYIIECTBICHHH
[IePEeBOIOB JEHEKHBIX CPENICTB U O ITOPsIJIKe
ocyuiecTBiaeHHs bankom Poccuu koHTpOS
3a cobJroIeHueM TpeOoBaHui K
00€eCTIeYEeHHUIO 3alUThl HHYOPMAIIUH TIPH
OCYIIECTBJICHHH IIE€PEBOIOB JICHEXKHBIX
CpENCTB»

TexHonoruveckne Mepsl N0 00ECIEYSHHIO 3alUTH MH)OPMAaLUK [IpH
OCYLIECTBIICHUH NIEPEBOIOB IEHEXKHBIX CPEICTB

1. B memix obecneueHus 3amuThl HHOOPMAUMH INPH COBEPIICHHH
onepalui, CBA3aHHBIX C OCYUIECTBIEHHEM IIEPEeBOAOB JAEHEXHBIX CpEICTB,
OaHKOBCKMMH IUIATE)XHBIMH areHTaMu (cybareHTamu), OIEepaTopaMd YCIyT
MHQOpMalMOHHOrO OOMeHa, OllepaTopaMy YCIYT ILIATEXHOM HH(PaCTPYKTYphI
MOTYT IIPUMEHSTHCS CIENYIOIINe TEXHOJIOMMUECKUE MEDEI.

1.1. Peamuzauus MexaHu3Ma HAGHTU(QHKALMK, ayTeHTHOHKAMH U
aBTOpHU3alMy KIMEHTOB OIEPaTOpOB IO IE€PEeBOAY ACHEKHBIX CPEACTB IIPH
COBEpLICHMHM KMH JAEHCTBHHM B IIeNIIX OCYLIECTBICHHS IIEPEBOMJOB IEHEKHBIX
CPEICTB.

1.2. Peanuszanus mexanusMma AByX(akTOpHOH ayTeHTH(OHUKALUK KIHEHTOB
OIIEpaTOpOB I10 IEPEBOLY ACHEKHBIX CPEJICTB IIPH COBEPIICHUH MMHU JeHCTBUIL B
LIeJISIX OCYILIECTBICHHS [IEPEBOLOB IEHENHBIX CPEACTB.

1.3. IlpumeHeHne MexaHHU3MOB U (MIHM) MPOTOKOJIOB (POPMHPOBAHHUS U
0oOMEeHa 3JIeKTPOHHBIMH COOOINEHHUSIMH, 00ECIIeYUBAIONINX 3aIIUTY 3JIEKTPOHHBIX
coobuIeHHH oT HCK2XKEHMS, banscudukanmm, niepeasipecaru,
HECaHKLIMOHUPOBAHHOIO O3HAKOMJIEHUS ¥ (WJIH) YHHYTOXXEHHS, JIOKHOM
aBTOPU3ALMH, B TOM YHUCJIe ayTeHTU()UKAINIO BXOAHBIX 3JIeKTPOHHBIX COOOIIEHHUH.

1.4. B3aumHas (IByXCTOPOHHSSI) ayTeHTHGHKAUMS YYaCTHUKOB OOMEHa
CPEICTBAMH BBIYUCIUTEILHON TEXHUKHU ONEPaTOPOB IO MEPEBOLY JIEHEKHBIX

CpeACTB, 0aHKOBCKHMX IUIATeXHBIX areHToB (Cy0areHTOB), OIEpPaTOpOB YCIyT
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HHQOPMAaLMOHHOro OoOMeHa, OMepaToOpoB YCIYr IUIATEKHON HHQPPacTPyKTYpHI,
KJIMEHTOB OI1epaTOpOB I10 MEPEBOY AEHEXHBIX CPEICTB.

1.5. Ucnons3zoBanue npocToil WM YCHIEHHOH 3JEKTPOHHOH MOANHMCH B
cootBeTcTBUM ¢ DenepanbHbiM 3akoHOM Ne 63-03.

1.6. Mcnonp3oBaHKe YCHJICHHOHW D3JEKTPOHHOM MOAMMUCH ISt KOHTPOJIS
LEJIOCTHOCTH U TOATBEPKACHUS TONATUHHOCTH OJJIEKTPOHHBIX COOOLIEHHH B
cooTBeTCTBHH ¢ PesiepaibHbIM 3aKOHOM Ne 63-D3.

1.7. Tlomy4yeHue MOATBEP)KACHHUS OT ONepaTopa IO TEPEBOLY AEHEXHBIX
CpeICTB IpaBa KJIMEHTa OlepaTropa IO [MEepeBOAy MAEHEXHBIX CpeICTB
pacnopsKaThCs JeHEXXHBIMHU CPEICTBAMM.

1.8. IlpoBepka cooTBEeTCTBHS (CBepKa) pe3yJIbTATOB OCYIIECTBICHUS
onepalyi, CBS3aHHBIX C IIEPEBOJOM [EHEXHBIX CpEACTB, ¢ HH(OpMAIlHeH,
colleprKalleics B JJIEKTPOHHBIX COOOIIEHHUAX.

1.9. Peanuzanus Mep, HampaBleHHBIX Ha TMIPOBEPKY MPaBHIBHOCTH
¢dopMupoBaHus (IIOATOTOBKH) 3JIEKTPOHHBIX COOOILEHUH (IBOMHON KOHTPOIIB).

1.10. O6ecneuyenne xpaHeHus 3amuinaeMoil HHGOpMaUnH, HHHOPMAIUH O
COOBITHSIX, IOAJEXAIIUX PErUCTpauuy, HHPOpPMAnMH 00 HHIMIEHTaX 3al[UThI
MHQOpPMALIUK B TEYEHHE ILITH JIeT ¢ Jathl (OpPMHUPOBaHHS HHOOPMaUMH B
HEU3MEHHOM BHUJE.

1.11. BoccTaHoBneHye 3alpiaeMoll HH(OPMALIUMK B CIIydae yMBIIUIEHHOTO
(cmydaitHoro) paspymieHust (MCKaKeHWs) WIH BBIXOHA U3 CTPOA CPEICTB
BBIYUCIIUTENLHON TEXHHKH.

2. baHKOBCKME TUIaTEeXHble areHThl (Cy0areHTHI), ONMEPaTOPBl  YCIAyT
MHGbOPMaALMOHHOTO 0OMEHa, ONepaTophl YCIYT IUIATEXHOM UHPPACTPYKTYPHI IIPH
COBEpLICHHH OIepalii, CBSI3aHHBIX C OCYIIECTBJICHHEM IEPEBOIOB JEHEKHBIX
CPENCTB, HOJDKHBI OOECIEeYMBAaTh BBHINOJHEHHE TEXHOJOIMYECKHX Mep II0
obecredeHuIo 3aluThl HHPOPMALUH TIPH OCYILECTBICHHU MEPEBOJOB JEHEKHBIX
CPEICTB Ha COOTBETCTBYIOLIMX TEXHOJOTHUYECKHMX YUaCTKaX.

3. B pamkax CHCTeMBl YIpaBJeHHUs OIECPALMOHHBIM PHCKOM IpH

HEBO3MOXHOCTH TEXHHYECKOH peajin3allii OTACIBHBIX TEXHOJIOTHYCCKUX MEP IIO
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obOecrneyeHuo 3aiuThl HHPOPMAaLUU NPU OCYILLIECTBIEHUU NEPEeBOJOB ACHEKHBIX
CPeNCTB, a TaKkXKe C Y4YeTOM JIKOHOMHUYECKOH Ienecoodpa3HocTh OaHKOBCKHUMU
TUTATeXXHBIMH areHTamu (cybareHTaMu), onepaTopaMd yCIyr UH(OPMalHUOHHOIO
oOMeHa,  orieparopaMd  YCIyr  [JaTeXHOHM  MHPAacTPyKTypbl ~ MOTYT
pa3zpabaThiBaTbCsl  MHble  (KOMIIEHCHPYIOUIME) Mepbl, HalpaBl€HHblE Ha

HeUTpaliM3alUIo aKTyalIbHBIX YTrpo3 Oe30M1aCHOCTH 3alliillaeMoi HH(POPMaLHH.
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