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1223 PyxoBoaurenu nogpasaenenuit no | 1330 PykoBoxuTenmu ciyx06 u
HAY9IHBIM HUCCJIEIOBaHMSIM B noapasesieHui B chepe
pa3paboTkam “HGOPMAIMOHHO-KOMMYHHKAIMOHHBIX

TEXHOJIOTUH

2425 CrientnaTucThl OpraHoB 2511 CucreMHBIe aHATUTHKH
rOCyAAPCTBEHHOH BIIACTH

2519 Pa3paboTuuky 1 aHATUTHKA 2522 CucreMHbIE aIMUHUCTPATOPEI
IPOrpaMMHOr0 obecredeHus U
IPWIOKEHHH, He BXOAAIIHUE B
JpyTHe IpyIbl

2523 CrenuanucTsl 10 KOMITBIOTEPHBIM | 2529 CnenuamucTsl 10 06a3aM JaHHBIX U
ceTsIM CETsIM, HE BXOASIIME B IPYTHE TPYIIIHI




3359 Cpennerexnuueckuid nmepconan Ha | 3511 CrenuanucTh-TEXHUKH IO
rocyIapCTBEHHOM cnyx0e, He skciuryaranua UKT
BXOJAIIMI B APYTHE IPYIIBI
3513 CrieruaymMcTH-TEXHUKH T10 - -
KOMITBIOTEPHBIM CETSM B
cucTeMaM
(xon OK3") (HanMeHOBaHUeE) (xox OK3) (HaumeHOBaHUE)

OTtHeceHue K BHJIaM SKOHOMHAYECKOH AeATeIbHOCTH:

62.01 Pa3paboTka KOMIBIOTEPHOTO IPOrPaAMMHOT0 0OeCTIEUeHUS

62.02.1 JesaTenpHOCTh 0 IIaHUPOBAHUIO, TPOSKTHPOBAHUIO KOMIBIOTEPHBIX CHCTEM

62.02.2 JeqarenbHocTh 1o 00CIIefOBAHMUIO U 3KCIEPTH3E KOMIIBIOTEPHBIX CHCTEM

62.09 JesaTenbHOoCTh, CBI3aHHAS C HCIIOIE30BaHHEM BEIYUCIUTEILHON TEXHUKA U
HH(POPMAIMOHHBIX TEXHOJIOIHM, Ipodast

72.19.2 Hayunsle uccneioBanus u pa3paboTKy B 00JIaCTH TEXHUYECKHX HAYK

(xon OKBSJIZ)

(HauMeHOBaHHUE BH/Ia 3KOHOMIYECKOU IEATCIIBHOCTH)
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III. Xapakrepucraka 06001meHHbIX TPYAOBBIX GyHKIMI

3.1. O600mennas TpyaoBas GyHKUHus

O6city)XuBaHHe CPEICTB 3aIIUTHI v
POBEHb

Hanmenopanue | THGOpMAINH B KOMIBIOTEPHBIX Kon A N — 5

CHCTEMaX H CETAX
ITpouc

POHCXOXICHNE 3auMCTBOBAHO U3
06001meH 0 TpyIOBOH Opurpgan X
opurvHaia
byHKIIH
Kon PeructpanuoHHbIi HOMED
OpHUrvHaNa npodeccHoHAIBHOTO
CTaHOapTa

Bo3MoxHBIE Texnuk 1o 6e30MacHOCTH KOMIOBIOTEPHBIX CHCTEM U CETeH
HaUMECHOBAaHMS Texnuk no 3ammre uHpopManun I xkareropuu
JOJDKHOCTEH, Texuuk no 3amute uadopmanuu Il kareropun
npodeccuii Texnux no 3amute HHGOPMATHU

TpeGoBanus x
o0Opa3oBaHMIO U

Cpez[Hee npo«beccnonamanoe o6pa3013a1me — [IporpaMmBal IIOATOTOBKH
CIICHUAINCTOB CPEOHETO 3B€HA 110 HpO(l)I/IJIIO JACATCIIBHOCTH

00y4JeHHIO

Tpebopanns k oneity | [ nomwkHOCTEH 663 KaTeropuii — ONBIT paboThH He TpebyeTcs
MPaKTHYECKOU JUis noIDKHOCTEH ¢ KaTeropuei — OIbIT paboThI B JOJDKHOCTH ¢ 60Jiee HU3KOM
paboThI (mpemmecTByIONEH) KaTeropuel He MEHee OTHOTO rojia

Oco0pie ycroBus
JIoIycKa K pabore

Hpyrume

XapakKTCPHCTUKHU

Pexomennyercs nononHuTEenRHOE MpodeccHOHATbHOE 00pa3oBaHue —
IIpOrpaMMBI OBBIMNIEHNS KBaTH(uKanuu B 061acTi HHYOPMAITMOHHOM

0e30IacHOCTH

I[OIIOJIHI’ITGJIBHHC XapaKTCPUCTHKH

HaumenoBanue Kox HammMenoBanue 6a30B0#i rpymniisl, JODKHOCTH (Ipodecchn) Hin
JIOKyMEHTa CHENUAILHOCTH

OK3 3511 CoenuamicTel-TeXHUKH 10 dkcrutyaranud KT
3513 CueuaIiCTE-TEXHAKH 110 KOMIIBIOTEPHBIM CETSIM H CHCTEMaM
3359 CpenneTexHHMYECKHH IEPCOHAI HA TOCYAapCTBEHHOM Ciryx0e,

HE BXOJSINHH B APYTHE TPYIIIHI

EKC’ - TexHuk 1o 3anTe HHGOPMAITUN

OKIITP* 27032 Texuuk no 3anmre uapopmanuu

OKCO’ 090108 Hudopmaronnas 6€301acHOCTb




3.1.1. TpynoBas pyHKIHS

O6cyxuBaHre IPOrpaMMHO- .
POBEHD
alrapaTrHbIX CPpEACTB 3aIUTHI
HaumeHoBaHuMe P pen am Kox | A/01.5 (1o xypoBEHE) 5
HHGOpPMAITHH B ONIEPALUOHHBIX KBATHHKALH
cucreMax
IIpoucxoxaenue op ar X 3auMCTBOBAHO U3
TPYHOBO# (GyHKIMH OpHUTHHaNa
Kon opurunana PerucTpanioHHbIi HOMEp

1po¢ecCHOHANTBHOTO CTaHAapTa

TpynoBeie AeiicTBAA

BBoa B 3KCIUTyaTaIMIO IIPOrPaMMHO-ANIAPaTHEIX CPEICTB 3allUTH HHpopManun
B OIIEPAIOHHBIX CHCTEMAX

YcraHOBKa IPOrpaMMHEO-aNMapaTHBIX CPEACTB 3aHTH HHGOpMalul

Hacrtpoiika IporpaMMHO-aNIapaTHbIX CPEACTB 3aliuThl HHGOpPMAalWH, B TOM
9HCJIe CPECTB AHTUBHPYCHOMN 3aI[UTHI, B ONIEPAIIMOHHBIX CHCTEMAX I10 33laHHBIM
mabaoHaM

VYcTaHOBKa CPEICTB AHTHBHPYCHOM 3allUTHI B COOTBETCTBHH C AEHCTBYIONIMMH
TPeOOBAHUAMH

HncTpykTax mons3oBarenell N0 HOpsAaKy Oe3omacHOH pabOTHI B OIEpalMOHHBIX
CHCTEMax

OdopmiieHre 3KCILTyaTaliOHHON JOKYMEHTAllMH Ha IPOrpaMMHO-aliapaTHBIE
CpEIICTBA 3aI0UTH HH(POPMAIIUH B ONIEPAIIMOHHBIX CHCTEMaxX

BoccranoBnenne  paboTocrmocoOHOCTHM  IPOrpaMMHO-ANNApPaTHBIX — CPEACTB
3amuTHl HMHGOpMAlMH B ONEPAlMOHHBIX CHCTEMAaX COIVIACHO TEXHHYECKOM

JIOKYMEHTAIIH

ITpoBepka KOppEeKTHOCTH pabOTHI NIPOrpaMMHO-aNINapaTHBIX CPEICTB 3alMTHI
HHQOpPMAIMH NpPH HX B3aUMOAEHCTBHM C TEXHWYECKHMH CPENCTBAMH U
IpOrpaMMHEIM obecriedeHreM

Heob6xonumele
YMEHHS

HacrtpauBare KOMIIOHEHTH! IOACHCTEM 3alllUTHl HHGPOpPMaluHl ONEpandOHHBIX
CHCTEM

YhpaBnare Y4E€THBIMH 3allUCSMHU IIONB30Barelicdi, B TOM YHMCJE TIe€HEpalHeH,
CMEHOM ¥ BOCCTAHOBJICHHEM IapoJieit

IIpuMeHSTH TPOrpaMMHO-alapaTHBIE CpeICTBa 3amMTH HHbopMamuu B
ONIEPallHOHHBIX CHCTEMAX

[IpuMeHATS aHTHBHpPYCHBIE CPEICTBA 3alIMTHl HHGOPMAaWH B ONEPAllOHHBIX
CHCTEMAX

PaGotath B oOmepanHOHHBIX CHCTEMax C COOMIONEHMEM JEHCTBYIOIHX
TpeboBaHuUi 110 3amuTe HHGOPMAIIH

[IpoBOMUTE MOHHTOPHHI, aHAJU3 ¥ cpaBHEHHE 3PPEKTHBHOCTH IIPOrpaMMHO-
annaparHbIX CPEACTB 3alIUTH HHPOPMAIUH B ONEPAllMOHHBIX CHCTEMAX

VYeranaBnmBarh ~— OOHOBJEHHS ~ IpOrpaMMHOTO  oOecHedeHHd,  BKIIOYas
IporpaMMHOE 00€CHEUEHHE CPENICTB 3aUIMTHI MHQOpMALUH

BemonHATe  pe3epBHOE KONMpPOBaHME M aBapUHHOE  BOCCTAHOBJICHHE
paboTocrIOCOOHOCTH CPEJICTB 3alIMTH HHGOpMaLUU

KOHTpOJ'lI/IpOBaTB [EIOCTHOCTH IMOACHCTEM 3alIUTHI I/IH(bOpMaHI/II/I OoneparuOHHbIX
CHCTEM

Vcrpawm; HCUCIPABHOCTH INOACHCTEM 3allluThl I/IH(I)OpMalII/II/I OlI€palinOHHBIX
CHCTEM H IIpOrpaMMHO-AIIapaTHBIX CPEACTB 3alldThI HH(I)OpMaIII/II/I coracHo
TEXHUIECKOM JOKYMCHTAIITNA
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OdopMiIATE 3KCIUIyaTaHOHHYIO JOKyMEHTAIUI0 IIPOrpaMMHO-aIlIapaTHBIX
CpPEICTB 3aIuThl HHGOPMALHH

Heob6xonumeie
3HAHUS

ApXPITCKTYp& ¥ 110JIb30BAaTCIIBLCKHC nnrep@eﬁcsr ONCpallMOHHBIX CUCTEM

Hopsmox obecneueHus Oe3omacHOCTH HHGOpMalMM IPH  SKCILTyaTal[uy
OIIEPAIMOHHBIX CHCTEM

Hctounukn yrpo3 HMHQOPMAIMOHHONW ©6€30macHOCTH M MEpHl 10 HX
TPEIOTBPALICHHIO

CymBOoCTs W comepkaHHe NOHATHA HHPOPMALMOHHOH  O€30MacHOCTH,
XapaKTEPUCTHKH €€ COCTABILIIOIIX

Tumnopsie CpCACTBa 3allIUTHI I/IH(l)OpMalII/II/I B OIICPALIMOHHBIX CHCTEMaxX

HporpaMMHo-annapaTHme CpEACTBa U METOABI 3allIATHL I/IH(I)OpMaI.II/II/I

IMopsmok SKcIUTyaranyl CpeACTB AHTHBHPYCHOU 3alWTHl B ONEPAllMOHHBIX
CHCTEMAxX

@opMBl ¥ MeTOOBI MHCTPYKT&)Ka IIOJIB30Bareieil IO MOpSAAKy paboTel B
OIIEpallHOHHBIX CHCTEMaX

O6mye npuHIMNE (YHKIAOHWPOBAHMS IIPOrpaMMHO-alNapaTHBIX CPEICTB
Kpunrorpadudeckoil 3amTE HHGOpMAIMH

HOpﬂIlOK O(I)OpMJ'ICHI/I}I BKCIIJIyaTaIIHOHHOﬁ HJOKYMECHTaAIlUH

HopmaruBHEBIE PaBOBBIE aKTHI B 00J1aCTH 3aIIMTH HHGOpMaLUU

OCHOBHBIE pPYKOBOASAIIME M METOAMYECKHAE JOKYMEHTHI YIIOJTHOMOYEHHBIX
(deneparbHBIX OPTaHOB HCIIOTHUTENBHOM BIACTH HO 3anuTe HHGopMarmu

Opranu3aniOHHBIE MEPHI IO 3alIUTE HHPOpPMAIUH

Apyrue

XapPaKTCPUCTUKH

3.1.2. TpynoBas pyHKIHa

O6cmy>xuBanye NporpaMMHO- YposeHp
HanmeHOBaHMe | aNIAPATHBIX CPEACTB 3AMUTEI Kox | A/02.5 (moxryposeHs) 5
HHpOpMayH| B KOMIIBIOTEPHBIX CETIAX KBaTHQHKaLAH
ITpoucxoxaenue 3aNMCTBOBAHO U3

TPYHoBOil GyHKIMH

Opurmnan X

OpuruHANa

Kon opurunana PeructpanmoHHEIi HOMep
npodecCHOHATFHOTO CTaHIapTa

Tpynoseie nelictBug

Bson B skcmuTyaramuro mporpaMMHO-alNaparHbIX CPEACTB 3allUThl HHbopMaIiu
B KOMITBIOTEpPHBIX CETSX

VYcraHOBKAa INpPOrpaMMHO-alIIapaTHBIX CPEACTB 3alMThl HHpOpManMM B
KOMIIBIOTEPHBIX CETIX

YcTaHOBKAa CpECTB MEXCETEBOTO OSKPAaHHPOBAHUS B  COOTBETCTBHH C
JEeHCTBYIOMIMY TPeOOBaHUAMM IO 3aIIUTE HHPOPMALAH

Hacrpoiika nporpaMMHO-amapaTHBIX CPEACTB 3amiMTHl  UHGOpManuM B
KOMITBIOTEPHBIX CETAX I10 3aJaHHBIM MIabJIoHaM

YeTpaHeHHe HEHCNPABHOCTEH NPOrpaMMHO-AlIApaTHBIX CPEICTB  3alIUTHI
UH(OPMAITUH B KOMIIBIOTEPHBIX CETAX COINIACHO TEXHHIECKOH JOKYMEHTAIHH

HncrpykTax mons3oBareneii mo nopsaKy 6e3omacHoil paboThl B KOMIBIOTEPHBIX
ceTsIX

OdopMiteHne 3KCIUTyaTallMOHHON JOKyMEHTAlMH Ha NPOrpaMMHO-allllapaTHbIE
CpEJICTBA 3aMUTH HHGOPMALUH B KOMIIBIOTEPHBIX CETAX

Heobxomumere
YMEHHSA

ITpumeHATs nporpaMMHO-aNIapaTHBIE CpeNcTBa 3allUTHl HHPOPMAHH B
KOMITBIOTEPHBIX CETAX
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YcTaHaBIMBaTh MEXCETEBBIE SKpaHbl B KOMIIBIOTCPHBIX CCTAX

KoudurypupoBaTb MeXCETeBBlE OSKpPaHEI B COOTBETCTBUM C 3a/JaHHBIMH
[PaBHJIAMH

KOHTpOJIHpOBaTB KOPPEKTHOCTH HaCTPOi;IKI/I MEXCCTEBBIX JKpaHOB B
COOTBCTCTBHH C 3aJaHHBIMH IIDABHJIAMHA

PaGoTaTh B KOMIIBIOTEPHBIX CETAX C COOMIONEHHEM AEHCTBYIOMMX TpeOOBaHuUI 11O
3anmTe HHpopmanum

ITpoBOMUT, MOHHUTODHHI, aHAIHW3 H CpaBHEHHE SPGEKTHBHOCTH IPOrpaMMHO-
almapaTHEIX CPEJICTB 3aNIUTHI HHGOPMAINH B KOMIIBIOTEPHBIX CETAIX

VeranapnuBare — OOHOBJIEHMsS] — OporpaMMHOrO  ofecriedeHus,  BKIIIOYas
nporpaMMHOe obecredeHre CpeACTB 3aliThl HHPOpMallul

@dopMynHpoBaTh NpEIONKEHHS 10 NPUMEHEHHIO IpOrpaMMHO-aNNapaTHBIX
CPEJICTB 3alIUTH HHQOPMAIIMH B KOMITBFOTEPHBIX CETAX

Heobxonumbie Tomonoruu © NPOTOKONBI CETEBOTO B3aUMOACHUCTBHSA, INPUMEHSIEMBIE B
3HAHHUSA SKCIUTYaTHPYEMBIX KOMIBIOTEPHBIX CETAX
CocraB M OCHOBHBIE XapaKTEpHUCTHKHA OOOpyHOBaHHS, INIPHMEHIEMOIO NpH
IIOCTPOCHNY KOMIIBIOTEPHBIX ceTel
TunoBele MeTOOBI H IPOTOKONBI HACHTHQUKALWH, ayTeHTHQUKaIMu ™
ABTOPHU3AIINH B KOMIIBIOTEPHBIX CETAX
TumoBble ceTeBBIe aTaky ¥ COCOOB! 3aIUTHI OT HUX
CymHOoCTE © coepkaHHe TOHATHS HH(POPMAaIHOHHOH 6e3omacHOCTH,
XapaKTEPUCTUKHU €€ COCTABJISIONINX
OCHOBHBIE MCTOYHHKH Yrpo3 HH(OpMAIMOHHOHM 6€30IaCHOCTH M MEpHl IO HX
[IPEIOTBPAILIEHUIO
IIporpaMMHO-alIapaTHbIE CPEACTBA M METOBI 3aIIUTH HH(OpMaIHN
OCHOBHBIE METOIBI OpPraHH3alli¥ M MPOBEICHUS TEXHUYECKOTO OOCITY)KHBaHHUS
KOMMYTaIlMOHHOT'0 000pyIOBaHMs KOMIIBIOTEPHBIX CETEH
ITopsanox odopMIIEHHS 3KCIUTyaTallHOHHONH JOKyMEHTAIHH
OO6mue npuHOUNB! (YHKIIMOHHPOBAHHS CPEACTB KPHNTOrpadUIeCcKO 3aIuThI
rHPOPMALNH B KOMIIBIOTEPHBIX CETIX
Ilopsanok obecnedeHnss Oe3omacHOCTH HH(OpMaUUH IIpH  OKCILITyaTallMy
KOMIBIOTEPHBIX ceTel
@opMbI M METOABI HMHCTPYKTaXa IIOJIb30BaTeNedl 1O MOpAAKY paboTel B
KOMIBIOTEPHBIX CETAX
HopMmaTuBHEIE IPaBOBHIE aKTHI B 00IACTH 3a0IMTH HHPOpMauH
OCHOBHEIE PYKOBOAAIIHE M METOAWYECKHE JIOKYMEHTBI YIOIHOMOYEHHBIX
(enepaJIbHBIX OPraHOB MCIOJHHUTEIBHOM BIIACTH MO 3aIUTe HHGOPMALUA
Opraau3anuoHHBIE MEPHI [0 3aIUTe HHPOpMALTUN
Hpyrue -
XapaKTEPUCTUKH

3.1.3. TpynoBas ¢pyHKIHA

O6cnmyxuBanue CpeACTB 3aNIUTHI

HarMeHOBAHM e MH(OpMAaIHK IIPUKIAJHOTO U Kox | A/03.5 VpoBeHs (II0AYPOBEHE) 5
CHCTEMHOT'O IIPOIPaMMHOT'0 KBaNHpUKaIHH
obecredyeHus

Hponcxo;mel-me 0 an X 3anMCTBOBaHO U3

TpynoBoi QyHKIMH p OpUTHHaJIa

Kox opurunana PerucTpaioHHbIi HOMEp
Hpo)eCCHOHALHOTO CTaHAapTa




Tpynossie aeicTBus

YcTaHOBKA IPOrpaMMHOTO o0ecTiedeH s

HacTpoiika nporpamMmmHoro obecnegerus ¢ coOmoneHneM TpeGoBaHHI 110 3aIIuTe
uaGopManun

Hactpoiika CpeacTB aHTHBHPYCHOM 3amIMTHl /UIi KOPPEKTHOH paboThl
IpOrpaMMHOT0 00ecIIeueHHUs M0 3aJaHHBIM IabI0HaM

WHctpykTaxk mome3oBareneil o coOmoneHmm TpeGOBaHWI IO 3amIuTe
HH(pOpMallHH IIpH paboTe ¢ IporpaMMHBIM 00ecrieYeHruEM

Hacrtpoiika BCTpOEHHBIX CpeICTB 3alUTEl HHGOpPMAIMH IIPOTPaMMHOTO
obecriedeHns 1Mo 3aAaHHEIM Ma0JI0HaM

[TpoBepka (YHKIMOHHPOBAHHSA BCTPOECHHBIX CPEACTB 3alUTHl HWHGOpPMALUH
IPOrPaMMHOTO 00ECIIEUSHHUS

CBoeBpeMeHHOE  OOHapy)keHHe  IpPHU3HAKOB  HalIM4HMi  BPEJOHOCHOTO
IIPOrpaMMHOr0 00eCIeICHAS

Heob6xonumeie YcTaHaBnMBaTE IpOrpaMMHOE O0OecreueHHe B COOTBETCTBHM C TEXHHYECKOH
YMEHHI JOKyYMEHTaluen
BBITONHATE HAacTpOMKYy mapaMeTpoB pabOTBI HpPOTrpaMMHOIO obecnedeHus,
BKJIIOYAs CHCTEMBI YIpaBlieHus 0a3aMd [JaHHBIX H CPENCTBA 3JIEKTPOHHOIO
JOKyMeHT0000poTa
PaboTarb ¢ NporpaMMHBIM OOECIEYCHHEM C COOMIONECHHEM JEHCTBYIOIMX
TpeboBanuii o 3anyiTe HHGOPMAIUT
VYcranaBnuBarh — OOHOBIIEHHMS ~ NpOorpaMMHOTO  olecrnedeHHs,  BKIO9as
IporpaMMHoOe o0ecIiedeHre CpeICTB 3aIlUThl HHPOPMAIUH
Heobxoaumeie INopsmox HacTpOHKH OPOrpaMMHOrO OOECTICIeHHs, CHCTEM YIpaBlcHHA 6asaMu
3HaHUA JIAHHBIX ¥ CPEJICTB SIIEKTPOHHOIO IOKYMEHTO000pOTa
O6mme mnpuHDUNG!  (YHKIMOHHPOBAHUS  BPEAOHOCHOTO  IIPOrPaMMHOTO
obecrniedeHus
ITpusIMIG GYHKIMOHHPOBAHHUS CPEACTB aHTUBUPYCHOM 3alIATHI
CymHOCTP W comepkaHWe MOHATHS HH(pOpManuoHHONH Oe3omacHOCTH,
XapaKTEPUCTHKH €€ COCTABIIIONIIHX
Uctouruku yrpo3 uHGOpMaHOHHOH O6€30aCHOCTH M MeEphl MO HX
IPeOTBPAIIECHHUIO
Oco6eHHOCTH UCTOYHUKOB YIpo3 HHGOpMAIMOHHOH 6€30I1aCHOCTH, CBSA3aHHBIX C
SKCILTyaTanyei IporpaMMHOro obecredeHus
ITpu3Haky HaWM4Ms BPEIOHOCHOTO MIPOTPaMMHOI0 obecnedeHus
TunoBsie yA3BUMOCTH POrpaMMHOTO 00ecIieueHns ¥ METOMIBI HX JKCILTyaTalluy
OO0mme npuHUMNEI (GYHKIMOHHPOBAHHA CPEACTB 3alIUTH  HHGOPMAIHH
IpOrpaMMHOT0 00€CIEUeHUS, B TOM YHUCIIE, CPEACTB KPUITOrpahHIeCKOH 3aIliThl
uHOpManun
ITops oK 3KcITyaTanyy CpeiCTB aHTHBUPYCHOM 3alIUTHI
Ilopsnok obecnedenns OeszomacHOCTH HHGOpPMalMH IIpH  IKCILIyaTalluH
IIPOrPaMMHOro obecredeHus
HopMmaTuBHEIE TpaBOBBIE aKThI B 00JIACTH 3aIMTH HHPOPMaIHU
OCHOBHBIE PYKOBOASIME W METOAWYECKHE JOKYMEHTHl YIOTHOMOYEHHBIX
(perepaTbHBIX OPraHOB UCIIOJHUTEILHOM BIACTH IO 3alIUTe HHPOpMALu
OpraHu3anyoHHbIe MEPHI 10 3aIIUTe HHpOpMaIy
Hpyrue -

XapaKTCPUCTHKH




3.2. O6o0mennas TpynoBas pyHKIUs
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AJIMHHHCTPHPOBaHPIC CpE€ACTB v
OBEHb
HammvesoBanue K P
3amuUTH HHGOpMAIHH B on B N — 6
KOMITBIOTCPHBIX CUCTEMAX 1 CETAX
IpoucxoxxneHue
. 3auMCTBOBaHO U3
0600meHH0# TpyIOBOH Opurusan X
OpUTHHATA
$yHKIHAN
Kon PerucTparmoHHEI HOMep
OpHUrHHaja podeCCHOHATHHOTO
CTaHAapTa
Bo3MoxxHEIE AnMuHHECTpaTOp 06€30IaCHOCTH KOMITBIOTEPHBIX CUCTEM U CETEH
HaUMEHOBaHHUA AJIMUHHCTpaTOp o obecreueHuro 6e30macHOCTH HHPOpMaIUH
JOJDKHOCTEH, Hmxenep-nporpaMMICT 110 TeXHUUECKOH 3anmre nadopmanuu I xareropun
npodeccuit HrxeHep-IporpaMMHICT 110 TeXHIYeckol 3amuTe nHbopMaruu I kateropun

Hmxenep-nporpaMMHCT 110 TEXHHYECKOH 3amuTe HEGOpMALIHH
Hmxenep-nporpammuct I xareropuun

Wmxenep-nporpammuct Il xkateropuu

Hmxenep-nporpammuct III kareropuu

Wrxenep-nporpaMMHCT

TpeboBanus k

Bricmee o6pazoBanme — GakanaBpHar B 00JIaCTH HHGOPMaIMOHHON

006pa3zoBaHUIO U 6e3omacHOCTH

00YIEeHHIO

Tpebosanus x onwrry | J{ns goipkHOCTE#H 6e3 xaTeropuii — onsIT paboTh! He TpedyeTcs
IIpaKTH4ecKo Jlns noipkHOCTE#H ¢ KaTeropuel — onsIT paboTH B JOIDKHOCTH ¢ 6071ee HU3KOH
paboTHI (mpexmecTBYyIONIEH) KaTeropuei He Megee OHOTO rojia

Oco0nle ycnoBus
JoIycKa K paboTe

Hanugme nomycka k rocy1apcTBEHHOH Taitne’ (IIpH HeOGXOIHMOCTH)

Apyrue
XapaKTCPUCTUKH

PexoMmeHmyeTcs NONONHATENBHOE NTpodeccHoHaIbHOE 00pa3oBaHuE —
IpOrpaMMbI IOBBIIECHAS KBaHpuKanuy B 061acTd HHGOPMaIMOHHOR

0€e300acCHOCTH

JlomoTHUTENbHBIE XapaKTEPHCTHKA

HammenoBanne Ko Haunmenopanune 6a30B0# rpymiibl, JODKHOCTH (Ipodeccun) HiH
JIOKyMEHTa CHENHAIBHOCTH
OK3 2425 CrnenuamcTsl OpraHoB rOCYAapCTBEHHOM BIIACTH
2522 CucTeMHBIe aAMAHUCTPATOPEI
2523 CrernuaaicTsl I0 KOMIIBIOTEPHBIM CETSIM
2529 CoenpaymcTh! 1o 6a3aM JaHHBIX H CETSIM, HE BXOAAIIHE B
ApPYTHE I'DYTIIIBI
EKC - Wmxenep-nporpaMMHCT
- UmxeHep-mporpaMMHICT 110 TEXHUIECKOH 3amure HHGopManuu
- AJIMAHHCTPATOP 10 00ecTIeYeHHIO 6€30acHOCTH HHGOpMaNuH
OKIIATP 26579 Cnenuamict no 3amuTe nHGopManuu
40067 AJIMMHHUCTPATOP BEMUCIUTEIBHOM CETH
22824 WHXXeHep-nporpaMMuCT
40070 AnMuHHECTpaTOp MHPOPMAIIMOHHON 06€301aCHOCTH
BBIYHCIIUTEILHON CETH
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3.2.1. TpynoBasi pyHKmus

AIMUHHACTPHPOBAHHE OICACTEM VpoBeHs
HammeHoBaHMe | 3aIIATHI HH)OPMAIHH B Kon | B/01.6 | (mogypoBens) 6
OIIEpaIMOHHBIX CHCTEMAX KpaTHpUKaLHK
A
[Ipoucxoxnenne Opurmman X 3auMCTBOBAHO U3
’I‘pYIIOBOﬁ (byHKI.[I/II/I OpUTHHaJIa

Kopn opurnnana PeructpaumoHHbIi HOMEp
npo¢eccHOHAILHOrO CTaHIApTa

Tpyznoesie pelicTBust

Ompenenenre cocTaBa MPUMEHSIEMBIX IPOTPaMMHO-ANIIAPATHBIX CPECTB 3allUThI
uH(OpMaIKH B ONEPallHOHHBIX CHCTEMAX

Pa3paboTka mopsaka NpHUMEHEHHs NpPOrpaMMHO-ANINapaTHBIX CPEACTB 3alMTHL
HHGOpPMAaIIH B ONIEPAIMOBHBIX CHCTEMAX

®opmupoBaHHe IIAGIOHOB YCTaHOBKH MPOTPaMMHO-ANIApaTHBEIX CPEICTB
3aIMThl HHGOPMAaNHH B ONIEPAI[MOHHBIX CHCTEMaX

VcTaHOBKa IPOrpaMMHO-aNIapaTHBIX —CPEACTB  3alIUTHl  HHGOpMauMH B
OIEpallHOHHBIX CHCTEMaxX, BKIIIOYas CpeICcTBa KpHITOrpapuueckodf 3aluThl
HHpOpMaUN

KoudurypupoBaHue MmporpaMMHO-aNNapaTHBIX CPEACTB 3alIUTHI HHOOPMAILMH B
OIIepallMOHHBIX CHCTEMaX

KOHTpOJb KOPPEKTHOCTH QYHKIIHOHHPOBAHMS IPOTPaMMHO-aNNaparHbIX CPENICTB
3amMThl KHQOPMAIAY B ONEPAlMOHHBIX CHCTEMAX

VIIpaBJIeHI/IC aHTHBHPYCHOﬁ 3aIUTON ONEpaIiOHHBIX CHCTEM B COOTBETCTBHUH C
I[eﬁCTByIOHII/IMI/I TpC6OBaHI/I$IMI/I

Heob6xoaumbie
YMEHHUS

q)OpMYJ'II/IPOBaTL IIOJTHUTHKH OC30IIaCHOCTH OICpalfMOHHBIX CUCTCM

HacrpanBaTL TIOJIATHKH O€30I1aCHOCTH ONCpanuOHHLBIX CHCTEM

OnenuBars yrpo3sl 6€301acHOCTH HH(POpMAaLlH ONEPALMOHHBIX CHCTEM

IIporuBozeiicTBoBaTh yrpo3aM Oe3zomacHOCTH HHGOpPMalMH C HCIOOIb30BaHHEM
BCTPOCHHBIX CPE/ICTB 3aIlMTHl HHOOPMAIHH ONIEPALIOHHBIX CHCTEM

Beibupars pexxuMel  paGOTBHl  IPOrpaMMHO-alIapaTHBIX CPEACTB  3alIUTHI
HH(pOpPMAUH B ONIEPAllMOHHBIX CHCTEMAX

HactpauBars aHTHBHPYCHBIC CPEACTBA 3amIUTH MHGOpMAIMH B ONEPAIMOHHBIX
cucremMax

VYcranaBnuBarh OOHOBNIEHHMS  NPOTPAMMHOTO  OOECHEYEHHS H  CPEACTB
AHTUBHUPYCHOM 3aIUTEI

ITpoBoguTh MOHMTOPHHT (PYHKIHOHHPOBAHMS NMPOrpPaMMHO-alIapaTHBIX CPEACTB
3alUTHl HHQOpPMAIUK B ONIEPAIIMOHHBIX CUCTEMAX

IIpomsBomurs aHam3 3(GEKTHBHOCTH MPOrPaAMMHO-ANIAPATHRIX CPEICTB
3aIIUTH HHGHOPMAIIMH B ONIEPAllHOHHBIX CUCTEMAX

OueHnBaTh ONTHMAIBHOCTH BBIOOpA NMPOTrpaMMHO-ANIIAPATHBIX CPEJCTB 3aIUThHI
HH(POPMALIHH M MX PEXXUMOB (PYHKIIMOHMPOBAHHUS B OIIEPALIMOHHBIX CUCTEMAaX

Heob6xonmMsie
3HAHUS

ADPXHTEKTYpa ¥ IPHHIMIEI MOCTPOCHHS ONEPAIHOHHBIX CHCTEM

IIporpaMmBEIe HHTEPGEHCH! ONEPaIlMOHHBIX CHCTEM

Bugsl monuTHk yopasJICHHA OOCTYIIOM H I/IH(I)OpMaIII/IOHHBIMI/I IIOTOKaMH
NIPUMCHHUTCIIBHO K OIICPAlMOHHBIM CHCTEMaM

ApxmeKTypa IIOACHCTEM 3alIUThI I/IH(l)OpMaIII/II/I B OII€palfliOHHBIX CHCTEMAX

[NpuHIMIE GYHKIHOHUPOBaHHS CPEACTB 3alUTH HH(GOPMALlUK B ONIEpallHOHHBIX
CHCTEMAX, B TOM YHCJIE HCIOIB3YIONMX KPUITOIrpahUIEeCKUE aITOPATMBI

CocraB THHNOBBIX KOH(HIYpamuii MporpaMMHO-AaIIapaTHBIX CPEACTB 3alIUTHI
uHpOpMALUH
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TpeGoBaHUs 1O COCTaBY M XapaKTEPHCTHKAM IIOACHCTEM 3aIlUTHl HH(OpMAIHH
IPYMEHHUTEIIHHO K ONIEPAIIMOHHBIM CHCTEMaM

HOpSI,I[OK peann3amu  METONOB W CPEACTB aHTPIBHPYCHOﬁ 3alIuThI B
OICPAaHOHHEBIX CHUCTEMaX

[IporpaMMHO-anmapaTHeple CPeACTBA M METOABI 3alMThl HH(OpManuu B
OIICPAIHOHHBIX CHCTEMAX

IMpuHImwns! pabOTHI U NpaBHiIa SKCIUTyaTalluy IPOrpaMMHO-AMIIapaTHRIX CPEACTB
3aIUTHl KHGOPMaAH

HopMmaTHBHEIE TIpaBOBbIE akTH B 00JIaCTH 3a0IMTH HH(POpMAaIHK

PYKOBOI[HIIII/IC ¥ MCTOOIMYCCKHE NOKYMECHTBI YIIOJIHOMOYCHHBIX (I)C)IGP&J’IBHBIX
OprafoB HCIIOJIHUTENIPHOM BIACTH 110 3alUTE PIH(I)OpMaIII/II/I

OpraHu3alHOHHBIE MEPHI 110 3aIuTe HHGOpMannu

Apyrune -
XapaKTEePUCTUKU
3.2.2. TpynoBas pyHKIHS
AIMUHHCTPHPOBAHUE IPOTrPAMMHO- VpoBess
HamveHoBaHNe | alllTapaTHBIX CPEACTB 3aIIUTHI Koxn | B/02.6 | (momyposeHs) 6
HHGOPMAINM B KOMITBIOTEPHBIX CETSIX KBATH(HKAIHH
HpOI/ICXO)KI(CHI/Ie 3aBMCTBOBaHO U3

TpyZoBoit QpyHKIMHA

Opuruman X

OpHTHHAJIA

Kon opurunana PerucTparioHHEIil HOMED
npodecCHOHATBHOTO CTaHAapTa

Tpynossie neicTBus

OHpeIICJICHI/IC COCTaBa NPHMECHACMBIX IPOTPaMMHO-alIIapaTHBIX CPEACTB 3aITUTHI
I/IH(I)OpMaHI/II/I B KOMIIBIOTCPHEIX CCTSIX

Pa3paboTka mopsaka NPHMEHEHHS HpPOTrPaMMHO-ANMNApaTHEIX CPEACTB 3allUTHI
nHGOpMalUK B KOMIIBIOTEPHBIX CETAX

®opMEpoBaHWEe IA0JIOHOB KOHPUTypalu¥l MpOrpaMMHO-ANMapaTHRIX CPEICTB
3a0iUTHl HHQOPMAIMK B KOMIIBIOTEPHBIX CETAX

HacTpoiixa nporpaMMHBIX H alllapaTHBIX CPENCTB IOCTPOECHHSA KOMIIBIOTEPHBIX
CeTel, HCIONB3YIONIAX KPUOTOrpadguuecKyro 3amuTy HHpopMaun

Vipasnenne (QyHKIHOHMPOBAaHHEM IPOTPAMMHO-ANIAPATHBIX CPENCTB 3allHThI
AHGOPMAIIMY B KOMITBIOTEPHBIX CETIX

KOHTpOJIb KOPPEeKTHOCTH (YHKIMOHHPOBAHHS IIPOrPaAMMHO-ANIIapaTHEIX CPEACTB
3am|Thl HHGOPMALIUH B KOMITBIOTEPHBIX CETAX

VipaBiieHue CpeACTBaMH MEXCETEBOTO SKPaHUPOBaHU B KOMITBIOTEPHBIX CETAX B
COOTBETCTBHH C ACHCTBYIOIMMH TpeOOBaHUSIMH

Heobxonumeie
YMEHHUs

OueHuBars yrpo3s 6€30macHOCTH HHPOPMAIMK B KOMIIBIOTEPHBIX CETAX

HactpauBarh mpaBuia GuiisTpalyuy NakeTOB B KOMIBIOTEPHBIX CETAX

OGOCHOBBIBaTH BHIOOP HCHOJIB3YEMBIX IPOTPaMMHO-AMIAPATHEIX  CPEACTB
3aIUTHl HH()OPMAUH B KOMIIBIOTEPHBIX CETIX

KondurypupoBath # KOHTPOJIUPOBaTh KOPPEKTHOCTh HACTPOMKH IIPOTPaMMHO-
anmaparHbIX CPECTB 3aIUTHI HHPOPMAUH B KOMIBIOTEPHBIX CETIX

BeiOupars pexuMbel  pabOTHI NIPOrpaMMHO-ANApaTHBIX CPEACTB  3AlHUTHI
HH(pOpMaIMH B KOMIBIOTEPHBIX CETIX

[TpoBOANTH MOHHTOPHHT (PYHKIIMOHHPOBAHHS IIPOIrPAMMHO-ANINapaTHEIX CPEICTB
3aIUTH HH(POpPMAIMH B KOMIIBIOTEPHBIX CETIX

IIpomsBoauth aHamM3 3>(QEGEKTHBHOCTH IPOrpaMMHO-AlNapaTHBIX CPEACTB
3amuTHl HHGOPMALMH B KOMIIBIOTEPHBIX CETIX
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OneHnBars ONTUMATBHOCTh BBIGOpa IIporpaMMHO-AINAPAaTHRIX CPEACTB 3aITNUThI
I/IH(I)OpMaIII/IH H X PCXKHMOB (I)YHKIII/IOHHPOBaHI/ISI B KOMIIBIOTCPHBIX CCTAX

Heob6xo0ammbre I TprHIHIBI TOCTPOSHMS KOMIIBIOTEPHBIX CETEH

3HAHUS CTeK CeTeBhIX MPOTOKOJIOB ONECPAIMOHHBIX CUCTEM
CTeK NpOTOKOJIOB CETEBOIo 000pyA0BaHHS
TTopsiok peaTH3aiii METOJOB M CPEACTB MEXKCETEBOr0 3KpaHMPOBaHHS
IMpunmunel  QYHKUHOHHUPOBAHMS  CETEBBIX  NPOTOKOJNOB,  BKIFOYAIOIIMX
KpunTorpadguieckye aJropaTMbI
Buabl MONMTHK YIpaBlieHHS HOCTYIOM M HMHGOpPManMOHHBIMHM IIOTOKAMH B
KOMIIBIOTEPHBIX CETAX
Hctounuku yrpo3 WHGPOPMAIIMOHHON (Ge30IacHOCTH B KOMIBIOTEPHBIX CETAX H
MepHI 0 UX NIPEJOTBPAICHHIO
CocTaB THIIOBEIX KOH(HIypalldif MpOrpaMMHO-aNMAapaTHBIX CPEICTB 3aIlHThI
HHGOPMAIEH U HX PEXUMOB GYHKIIHOHHPOBAHHS B KOMIIBIOTEPHBIX CETAX
MeTonsl H3MEpEHHMi, KOHTPOJIA U TEXHHYECKHMX pAacieTOB XapaKTEPUCTHK
IPOrpaMMHO-allIIapaTHHIX CPEJCTB 3aIUTH HHPOpMaLMH
[MpuHIEOE paboThl M NpaBUJIa 3KCIUTyaTallMM SKCILTYyaTHPYEMBIX IPOrpaMMHO-
anmaparHbIX CPEICTB 3aMUTH HHOPMaLHH
[IporpaMMHoO-anmapaTHble CpPEACTBA H METOABI 3amMThl HHPOpPManuH B
KOMIIBIOTEPHBIX CETAX
HopMmaruBHEIE IPABOBEIE aKTHI B 00JACTH 3aTUTHI HHGOPMALH
PykoBo#smiHe W METOOWYECKHE JOKYMEHTHI YIOJHOMOYEHHBIX (eNepalbHbIX
OPraHoB UCIOJIHUTEILHOM BIACTH IO 3alUTe HHPOpMAIMH
OpraHu3an@oHHBIE MepBI IO 3auUTe HHPOpPMALHU

Hpyrue -

XapaKTEPUCTUKHI

3.2.3. TpynoBas ¢pyHKkuus

AJMUHUCTPUPOBAHUE CPEICTB v
OBCHb

3aIUTH HHGOPMAIMH IPHKIIATHOTO U p
HanmeroBanue| >0 (popman PHKTIAN Kon | B/03.6 | (noxyposeHs) 6

CHCTEMHOT'O TIPOrPaAMMHOTO D A——

obecnieucHud
Hponcxoxmenne 3amMcTBOBaHO U3

. Opurmaan X
TpyHoBo# PyHKIHMH OpHI'HHala
Koxn opurunana PerucTpanuoHHbIil HOMEp

npo¢eccHOHANBHOTO CTaHAapTa

TpynoBeie nelcTBUA

OmnpefienieHHe TOpAAKA YCTAHOBKH IIPOTPAMMHOTO OOECHEYEHHS C IIENBIO
coOmoieHrs TpeOOoBaHuI 110 3anmTe HHOOPMAIIH

KouTtpons Hax cobOmoneHweM TpeOoBaHMii mo 3ammre HHGOpPManuu IIpH
YCTaHOBKE MPOTpaMMHOTO 00€CIeYeHHs, BIUTIOYAas aHTHUBHPYCHOE IPOrpaMMHOE
obecneueHue

®opmynmupoBanne TpeOGOBaHME K IapaMeTpaM CpEICTB aHTHBHPYCHOM 3aIllUTHI
IJ1s1 KOPPEKTHOM paboTHI MPOrpaMMHOTO 0becIeUCHIS

BemmonHenne paboT 1m0  OOHapy)XeHHIO BPEJOHOCHOTO  IPOrpaMMHOTIO
obecreueHug

JIlukBugauus OOHAPY)XKEHHOTO BPEJOHOCHOIO IPOTPaMMHOIO OOecHedeHus H
HOCTIEACTBUH ero QYHKIIMOHUPOBAHUSA

dopMynupoBanre TpeOOBaHHN K BCTPOCHHBIM CPEACTBaM 3aIUTHl HH(MOpMAIHAH
IpOrpaMMHOI0 00ecedeHuUs
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Heob6xoaumele
YMEHHUS

AHanu3upoBaTh  Yrpo3bl  Oe3omacHOCTH  MHGOpPMAaUUM  [IPOrPaMMHOTO
obecneueHus

®opmympoBath  mpaBmia  0€30IacHOM  OKCIUTyaTallMH  [IPOrpaMMHOIO
obecniegeHus

OG6OCHOBHIBaTh paBmJia 6€30MaCHOM SKCIUTyaTallM| IPOrpaMMHOT0 00ecneyeHHS

AHamu3upoBaTh (YHKIHOHHPOBAHWE MPOTrPaMMHOIO OOECIeueHHs C IEBbI0
OIIpeNieNICHAS BO3MOXKHOTO BPEJOHOCHOTO BO3/IEHCTBHS

HpOHSBOI[HTI: IIPOBEPKY COOTBETCTBHs PCATIBbHBIX XapaKTCPHUCTHK IIPOrpaMMHO-
almaparHblX CpEACTB 3allUThI HH(l)OpMaHI/IH 3agBICHHEIM B HX TEXHHYECCKOM

JOKYMEHTAINH

OcCyIecTBIATh MEPONPHATHSA II0 NPOTHBOACHCTBHIO yrpo3aMm O0e30macHOCTH
MH(OpMAIIMHY, BO3HUKAIOIIMM IIPH SKCIUTyaTallii IPOrpaMMHOr0 06eCedeHus

Omnpenenars NOpAROK (PYHKIHOHHPOBAHHS IMPOrPaMMHOI0 00ECIIEUEH S C LETBIO
obecreueHus 3alUTh HHPOPMALIIH

Asamu3upoBaTh  3QQEKTHBHOCTH  cPOpMyIMpOBaHHBIX  TpeboBaHWil K
BCTPOEHHBIM CPEICTBAM 3allMTH HHGOpMay IporpaMMHOT0 obecredeHns

Heobxonumere
3HAHUA

ApaneKTypa NOACKHCTEM 3aIIUTEI I/IH(I)OpMaI_IHI/I B OIICPAITUOHHBIX CHCTEMAX

ITpuHIMITEI HOCTPOEHNS CHCTEM yIIpaBieHUs 6a3aMy JaHHBIX

OCHOBHEIE CpE€ACTBA M MCTOAbI aHAJIN3a TPOIrpaMMHBIX peannsaum‘fl

ITpuHIMIEI TOCTPOEHUS aHTHBHPYCHOTO MPOrPaMMHOTO 00eCIIedeHIs

Buppl NONUTHK YOpaBIeHHS IOCTYIOM ¥ HHGOPMAIHOHHBIMH IOTOKaMH
IPHEMEHHTENHHO K IPHKIIAJHOMY IPOTPpaMMHOMY 00€CIIEIEHHIO

Hcrounuku yrpo3 nHpOpManuoHHOH 6€301aCHOCTH IIPOrPaMMHOTO 0OECIIEICHHS
M MEPHI 10 UX NPEJOTBPALICHHIO

Vsa3pumocTn HCIIOJIE3YEMOI'0 IIPOrpaMMHOTO obecrieueHM H METOABI HX
IKCIITyaTall i

Buns! 1 hopMBI QYHKIIMOHMPOBAHUS BPEIOHOCHOTO IIPOTPaMMHOTO 06ecTIeueHUsI

XapaKTepHLIe IPU3HAKHU HAJIM9HUS BPECOJOHOCHOI'0 IPOrpaMMHOI'0 obecnieueHus

Cpencma 1 MCTOIbI 06Hapy>Kean paHe€ HCHU3BECTHOI'O BPCAOHOCHOIO
IIporpaMMHOIO obecrieueHus

[puHuEl  GYHKIMOHHPOBAaHUS [POrpaMMHBIX CPEACTB KpHOTOrpadmdeckoi
3amuUTHl HHGOpPMaIHK

Ilopsimox obecmeuenuss Oe300aCHOCTH HWHPOPMALMM IPH  SKCIUTyaTaluu
IIpOrpaMMHOTr0 obecnedeHus

HopmaruBHbIe paBoBEIe akTHl B 00J1aCTH 3aIUTH HHGOPMAHK

PykoBomsmue ¥ METOAMYECKHE MOKYMEHTHI YIIOJMHOMOYEHHBIX (hereparbHbIX
OpraHOB MCIOJHUTENIFHOM BIACTH IO 3aIIuTe HHPOpMaun

Opl"aHIfISaIII/IOHHBIC MCPHI IT0 3a1IUTC I/IHQ)OPMaIH/II/I

Hpyrue

XapaKTEPHCTHKH
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3.3. O606menHas TpyAoBas PyHKIHA

OneHuBaHue YpoBHS 0€30MacCHOCTH
Hammerosarme | P N Kon C YposeHs 7
KOMITBIOTEPHBIX CHCTEM U CeTel KB/ HKAIMH
IIpoucxoxaeHue
M 3anMCcTBOBaHO U3
0606meHHO TpynoBOit Opururan X
OpHUruHana
PyHKIIAR
Kon PeructparioHHeI¥ HOMep
OopuruHala  HpodecCHOHAIPHOrO CTaHJapTa
Bo3moxHbIe CrenuaimicT 1o 3amuTe “HPOpMaliK B KOMIIBIOTEPHBIX CHCTEMaX H CETAX
HAWMEHOBaHUA DKCHepT Mo aHAIM3y 3AIMINEHHOCTH KOMIBIOTEPHBIX CUCTEM M CETEH
JIOJDKHOCTEH, Benyurwit (cTapmuii) CieHaIiCT IO 3a0IMTe HHPOPMAIHH
npodeccuit PyxoBoauTens rpynnsl (CreHATH3HPOBAHHOM B IPOYHAX OTPACIIX)
PykoBoauTes rpynms! ((yHKIMOHAIBHON B IPOYHUX 00JIACTIX AEATENRHOCTH)

Tpebopanus x
00pazoBaHuIO U
00y4eHHI0

Bricmmee 06pa3oBaHye — COENHAIUTET WITH MarucTparypa B 001acTu
HHpOopManroHHOMK 6€30macHOCTH

TpeGoBanus K OmBITY
IPaKTHYECKOHN
paboThHI

Oco6rie ycnons
JIOIycKa K pabote

Hamaaue nomycka K rocyIapcTBEHHOIM TaiiHe (IIpH He0OXOMMMOCTH)

Hpyrue

XapaKTEPUCTHKH

PexoMeHIyeTCs JOMOMHUTENbHOE IpodecCHOHANbHOE 00pa3OBaHHUE —
IIPOrpaMMBI OBBIMECHHS KBATH(HUKAIWHA B 061acTH HHGOPMAHOHHOMH
6e30macHOCTH

HOHOJIHI/ITGJIBHI:IC XapaKTCPUCTHKH

HanmenoBanne Kox HanmMeHoBaHue 6a30BO¥ TPy, JOJDKHOCTH (TPO(ECCHH) UK
JIOKYMEHTa CIENUATBHOCTH
OK3 2425 CrnenuaiucTsl OpraHoB roCygapCTBEHHOM BJIACTH
2511 CucteMHbIe aHAUIUTHKHA
2523 CrenyamicThl 10 KOMIIBIOTEPHBIM CETAM
2529 CrenmaymcTh! 110 6a3aM TaHHBIX H CETAM, HE BXOIAIINE B
JpyrHUe rPyIbl
EKC - VrxeHep-mporpaMMHCT IT0 TEXHUYECKOH 3aIiTe HHPOPMALHH
- AmMuHHCTpaTOp N0 0becneYeHnIo 6€3011acHOCTH HHPOpMaLluH
- CrennaiucT o TEXHHYECKOH 3aIuTe HHpopMaImu
OKTITP 26579 Croenpaimct no 3amure NHPOopMaIun
: 46155 PykoBoauTens rpynsl MoApa3ieieHus 0 KOMIUIEKCHOR
3alIuTe HHPOpMAIUN
OKCO 090101 Kpunrorpadus
090102 KoMmmsioTepHast 6e30nacHOCTh
090103 Oprasmsaiys 1 TEXHOJIOTHS 3alUTH HHPOpMaIHH
090104 KomrutekcHas 3amuTa o6beKTOB HHPOpMaTH3ALMH
090105 KomiutexcrHoe obecnieqenne uHGopManunoHHON 6€301acHOCTH
aBTOMATH3UPOBAHHBIX CHCTEM
090106 WudopmanmonHas 6e30MacHOCTh TEIEKOMMYHUKAIMOHHBIX
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CHCTEM
090107 IIpoTuBOACHCTBYHE TEXHHYECKUM Pa3BEIKaM

3.3.1. TpynoBan ¢pyHKIHA

HpOBeIIeHI/IC KOHTPOJIBHBIX TPOBEPOK

paboTocrioco6HOCTH 1 VpoBeHs
Hanmerosanne | 3¢ PEeKTHBHOCTH IIPUMEHAEMBIX Kon | C/01.7 | (momypoBeHs) 7
MPOrpaMMHO-aIMaPAaTHRIX CPEICTB KBaMHpHUKALIH

3aIUThl HHPOpPMaLHH

TTpoucxoxaenne
TPYZOBO# (QYHKIMH

3aMMCTBOBaHO W3
OpHTrHHAIA

Opurmaan X

Kox opurnnana PerucrpanuoHHBIN HOMED
npogecCHOHAIFHOTO CTaHAapTa

TpynoBsle geiicTBHS

Onenka paGoTOCIOCOOHOCTH IPHUMEHSEMEIX IPOrpaMMHO-AIIApaTHHIX CPEICTB
3alIUTHI HHGOPMAIMH C UCIOIB30BaHHEM IITATHBIX CPEICTB M METOMK

Onenka 3((EeKTHBHOCTH NPUMEHSEMBIX MPOTPaMMHO-AIIIApaTHREIX CPENCTB
3aIMTH UHGOPMAIUK C UCTIOJIb30BAHUEM IITATHBIX CPEACTB U METOIHK

OmnpeneneHue ypOBHS 3alllMIMEHHOCTH M JOBEPHS INPOrPaMMHO-ANIIapaTHBIX
CPEACTB 3amMTH HHGOpManun

Heobxoqumbie Onpenenarpy napaMeTpsl (HyHKIIMOHUPOBAaHUS MPOrpaMMHO-aIIapaTHBIX CPEICTB
YMEHHS 3a0MTHl HHQOpMaUuu
Pa3pabatpiBaTh METOIMKH OLIEHKM 3alIMINEHHOCTH IPOrpaMMHO-alIapaTHBIX
CpEZCTB 3aUTH HHQOpMALUH ‘
OnernBaTh 3G (PEKTHBHOCTD 3aIIUTH HHPOpMauH
IIpumensTs pa3paboTaHHbIE METOAWKH OICHKH 3AlIUINEHHOCTH IIPOrPaMMHO-
anmapaTHBIX CPEACTB 3alIUTH HHOpManun
AHanM3WpoBaTh NPOrpaMMHO-allllapaTHBIE CPEICTBA 3alllMTBI C  LENBIO
OIIpeJIeTICHUS YPOBHA 00ecIieunBacMoi IMH 3aIIUIIEHHOCTH U JIOBEPHs
Heobxomiumeie ITpyHITMTIBI MOCTPOEHMS KOMITBIOTEPHBIX CHCTEM U CETEH
3HaHUA MerToas!l ¥ METOAUKM OIEHKH 0€30IacHOCTH NpPOrpaMMHO-alapaTHBIX CPENCTB

3anyTHl HHQOpMaUKl

IlpuHIMnEl ~ TOCTpPOEHHMS  IPOrpaMMHO-AaNNapaTHBIX  CPEICTB  3alllUThHI
HHpOpMaIHY

HpI/IHI.II/II'IBI NOCTPOCHHA IIOACHCTEM 3aIUTHI I/IH(I)OpMaIII/II/I B KOMIIBIOTCPHBIX
CUCTCMaxX

Metoast oneHkn 3pPEKTHBHOCTH MOIATHKH O€30IMacHOCTH, PEAIU30BaHHOH B
[IPOrpaMMHO-aNIIapPaTHBIX CPEACTBAX 3aIIUTH HHGOPMAIHH

Meronsl B cpencTBa OLEHKH KOPPEKTHOCTH M 3((EKTHBHOCTH IPOrpaMMHBIX
peanu3anyii aIropHTMOB 3allUTHl HHPOPMALIUH

Metonsl aHanmm3a IIpOrpaMMHOr0 kKoJa ¢ 0eJIbIO INOHCKA IIOTCHIHAIBHBIX
y5[3BI/IMOCTeI71 H HCAOKYMCHTHPOBAHHBIX BO3MOXKHOCTEH

Crooco6bl aHanmM3a MPUMEHAEMBIX METOJOB U CPEJACTB 3alUTHl HHPOpPMAIMH Ha
IpeIMeT COOTBETCTBHS NOIUTHKE 6€301acCHOCTH

HanmoHanpHEIE, MEXTOCYIapCTBEHHBIC H MEXIyHapOIHbIe CTaHIApTHl B 00J1acTH
3aMUTH HHOOpMAIHH

HopmaruBHBIE TPaBOBBIE aKThI B 001aCTH 3aIUTHI HHYOpMaIHH

PykoBoAsinue H METOOWYECKHE JOKYMEHTHI YIOJIHOMOYEHHBIX (emepanbHbIX
OpraHOB MCIIOJIHUTENBHOM BJIACTH IO 3aIIUTe HHGOPMaHN

OpraHu3aiEoHHBIE MEPHI [0 3aiuTe HHPOopMaLuK
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Apyrue -
XapakTepUCTUKH
3.3.2. Tpynosas pyukuus
PaspaboTka TpeboBaHmii 0 3aImuTe, VpoBeHb
Hanmenoranue | (hopMUpOBaHue MOTUTHK Oe3onmacHocTH | Ko | C/02.7 | (momyposens) 7
KOMITBIOTEPHBIX CHCTEM H CEeTeH KpaTHpuKaimm
[Tpoucxoxnenne aNMCTBOBAHO
P XA Opurmsan X 3 "
TPYHOBOI (DYHKIMH OpHUrHHana
Kon opurnnana PerncrpanuoHHEI HOMEP
npoq)eccnonam,nor 0
CTaHAapTa

TpynoBsie JeHCTBHS

(I)OpMI/IpOBaHI/IC HOJUTHK O0€30MacHOCTH KOMITbIOTCPHBIX CUCTCM

KoHCYIETHpOBaHHE 110 BOIIPOCcaM 0€30IIaCHOCTH KOMITBIOTEPHBIX CHCTEM

PaspaboTka mpoduieil 3aliTh ¥ 3aaHui 110 6€3011aCHOCTH

Pa3paboTKa TEXHHYECKUX 3aJaHMi Ha CO3JaHHe CPEJICTB 3alUThI HHPOPMAIAH

[TpunsTHe pemeHns 0 HEOOXOAUMOCTH 3alIMTH HHQOpMaNuH, colepxaleiica B
nHGpOpPMAMOHHO cCHCTEME

Knaccudukamus uHGOPMAHOHHON CHCTEMBI 1O TpeOOBAaHMSAM  3allHTHI
rHpOpMaIAH

Omnpenenenne yrpo3 6e30macHOCTH HH(OpMamuH, peanu3alnnsd KOTOPBIX MOXET
IPUBECTH K HapylmeHuro 6e3omacHOCTH HH(OpMaly B KOMIBIOTEPHOH CHCTEME
U CeTH

PaspaboTka Moemu yrpo3 6esomacHocT HHGOPMAIHH

3ananvie TpeOOBaHM K 3amATe MHGOPMAIMH KOMIBIOTEPHOH CHCTEMBI

Pa3paboTka pyKOBOISIIMX JOKYMEHTOB IO 3aluTe HHGOPMAIMH B OpraHu3alluH

HeobOxonuMmsie
YMEHHUS

AHaJ'II/IBI/IPOBaTB KOMIIBIOTEPHYIO CHCTEMY C LICJIbIO OIIPEACICHUA HeoOXoauMoro
YPOBHS 3aIHIICHHOCTHA U NOBEPU

Pa3pabaTeBaTh poGHIIH 32U T KOMIBIOTEPHBIX CHCTEM

q)OpMyJII/IPOBaTL 3adaHusg 10 6€30MacHOCTH KOMIIBIOTCPHBIX CHCTEM

BemonasaTh aHam3 0e€30IaCHOCTH KOMITBIOTEPHBIX CHCTEM M pa3pabaThIBaTh
PEKOMEHIAIMH [0 SKCIUTyaTalliy CHCTEMBI 3aIllUThl HHpOpMalnH

(I)OpMI/IpOBaTI: IIOJTATHKH 06€30IIaCHOCTH KOMIIBIOTCPHBIX CHUCTEM U ceTeit

HeobOxoauMele
3HAHUS

HpI/IHIII/Il'II:I HNOCTPOCHUSA KOMITBIOTEPHBIX CHCTEM H ceren

Mopenu 6e30macHOCTH KOMIIBIOTEPHBIX CUCTEM

Buasr nomituk 6e30macHOCTH KOMIIBIOTEPHEIX CHCTEM H ceTei

ITpHHNMIB] TOCTPOEHHUS CPEICTB KpunTorpaguieckoi 3amyThl HHGOpPMalUy

HaIII/IOHaJIBHHe, MEXTOCYTAapPCTBEHHBIC U MCXKAYHAPOAHBIE CTAaHAAPTRI B obnactu
3allIAThl I'IH(l)OpMaIIPII/I

BO3MOXXHOCTH HCIIONB3YEMBIX H IUIAHHPYEMBIX K MCIOJIB30BAaHHIO CPEICTB
3alIMTHl HHPOPMALUH

HopMaruBHbIE IPaBOBEIE aKTHI B 001aCTH 3alMTHl HHPOpPMALMH

PykoBoisiue ¥ METOOWYECKHE NOKYMEHTHI YIOJIHOMOYEHHBIX (henepanbHBIX
OPraHoB HCIOJHATENHHOM BIIACTH IO 3aluTe HHGOpMaLun

OpraHu3anyoHHBIE MEPHI 10 3aIUTe HHHOPMAIUH

Apyrue
XapaKTCPUCTHKH
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3.3.3. TpynoBast pyHxkmms

ITpoBenenune aHamm3a 6€3011aCHOCTH Yposenb
Haumenosanue KOMIIBEOTEPHBIX CHCTEM Kon | C/03.7 | (momypoBeHs) 7
KBaTHUKaImm
IIpoucxoxnenue
p 4! | Opurmman X 3aMMCTBOBAHO U3
TpyAOBO# QyHKIIH OpHUTHHAJIa
Kop opurunana PeructpanmoHHsIli HOMEp
npodeccHoHaIbHOTO

CTaHIapTa

Tpynossie neircTBuA

OHpClICJIeHI/IC YPOBHA 3allIUIICHHOCTH U NOBEPUI B KOMIBIOTCPHBIX CHCTEMaX

OI.ICHKa PHUCKOB, CBA3AHHBIX C OCYHICCTBJICHUEM YI'po3 0e30MacHOCTH B
OTHOIICHUHA KOMIBIOTCPHBIX CUCTEM

OmeHka COOTBETCTBHS MEXaHH3MOB 0€301IMacHOCTH KOMHBIOTepHOﬁ CHCTCMbI
TpeﬁoBaHI/I}IM CYLICCTBYIOIIMX HOPMATHUBHBIX JOKYMCHTOB, a TakKXe€ HX
AQJCKBAaTHOCTH CYIICCTBYIONINM PpHCKaM

IToaroroBka aHATUTHYECKOTO OTYETA 110 pe3yjabTaTaM IMPOBECACHHOI0 aHalIn3a

@opMyIHPOBAHHE TIPEJIOKEHHAH 10 YCTPAaHEHHIO BHISBICHHBIX YS3BHMOCTEH

Heobxoxumeie
yMeEHHUS

AHaJIPIBI/IPOBaTB KOMIIBIOTCPHYIO CHCTEMY C ICIBIO OINPCIACIICHHA YPOBHSA
3AIMHINCHHOCTH U JOBEPHs

[IporHO3HpOBaTh BO3MOXHBIE IIyTH Da3BUTHS JACHCTBMH  HapyIIMTEId
rHGOpMaIMOHHOK 6e301acHOCTH

HpOI/I3BOJII/ITL aHaJIN3 MOJUTHKHA O€30IIaCHOCTH Ha IpeaIMET A/ICKBATHOCTH

ITpoBOMUTE MOHHTOPHHT, aHAJIH3 H CpaBHEHHE 3(P(EKTHBHOCTH IPOrpaMMHO-
anmapaTHBEIX CPEJCTB 3aIUTHI HHGOPMallUH B ONEPaIlHOHHBIX CHCTEMaX

CocrtaBiarth # O(bOpMHHTL QHAJIUTUYECKUH OTYET 110 pe3yiibTaTaM IIPOBEACHHOT'O
aHaJIn3a

Pa3pabaTeIBaTh NIPEIJIOKEHHS N0 YCTPAHEHHIO BHIBICHHBIX YA3BHMOCTEH

Heo0xonnMere
3HAHUI

ITpyHOUOBI HOCTPOCHUSA KOMIIBIOTEPHEIX CHCTEM M CETEH

Va3BUMOCTH KOMIBIOTCPHBIX CUCTEM U ceTet

Kpunrorpaprugeckie MeTo 11 3a0IMTH HHpOpMaIHH

[ TpHHIUIIBI HOCTPOCHHUS CUCTEM YIpaBlIeHU 6a3aMH JaHHBIX

CpenctBa aHam3a KoHGuUrypauui

HarroHansHbIe, MEXTOCYIAPCTBEHHEIE ¥ MEXIyHAPOAHBIE CTaHAAPTH B 00J1acTH
3anIuThl HHGOpMALUHT

HopMaruBHbie TIpaBOBBIE aKTHl B 00/1aCTH 3aMIUTH HHGOpMAMU

PykoBoiisIHe M METOOWYECKHE JOKYMEHTHI YIOJTHOMOYEHHBIX (enepanbHbIX
OpraHOB HCIIOJHATENBHOMN BIACTH IO 3aIIHTe HHGOPMAIUK

Oprasu3aipoHHbIe MEPHI N0 3aluTe HHGOPMALUH

Jipyrue
XapaKTePHUCTHKHU
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3.3.4. Tpynosas pynkuus

IIpoBenenue cepTudukanuu v
POBEHDb
IporpaMMHO-alllIapaTHbIX CPEACTB
HaumeHoBaHHE porp P pe Kon | C/04.7 | (moayposeHs) 7
3aITUTH HKHQOPMAIMK K aHAIH3 N N——
pe3ynbTaToB
ITpoucxoxaeHue 3auMCTBOBaHO M3
POHCXOA Opurmaan X o 2
TpyHoBo# PyHKIMU OpUTHHAJIA
Kon opurunana PerucrpanuonHsiii Homep
nporecCHOHABEHOTO
cTangapTa
TpynoBsie neiictBus | [IpoBeieHHE  TEOPETHYECKMX  MCCICAOBAHUM  YypPOBHEH  3aNIMIICHHOCTH

KOMITBIOTCPHEIX CHCTEM A ceTeH

IIpoBemeHne JSKCIEpPUMEHTANBHBIX HCCICAOBAaHUHM YPOBHEH 3alIMINCHHOCTH
KOMIBIOTEPHBIX CUCTEM H CETEH

ITpoBenenue cepTHUKAMOHHBIX HCIBITAaHUH c HCMOJIb30BaHHEM
HHCTPYMEHTAIBHBIX CPEACTB
IMogroroBka  aHAIMTHYECKOrO OTYeTa IO  pe3yiasTaraM  IIPOBENCHHBIX

cepTrdUKAIMOHHBIX NCIIBITAHMH

@®opMyIHpOBaHHEe BHIBOAOB IO OLIEHKE 3aMIMIICHHOCTH

Heo0Oxomumble AHaTH3UpOBaTh KOMIBIOTEPHYIO CHCTEMY C UETBIO ONPENCICHHS YPOBHS
yMeHHus 3aMUINEHHOCTH M JJOBEPHS
Hicrosnp30BaTh MpO(UIA 3alIMTHI ¥ 33JaHH IO 6E30IIaCHOCTH
[IpuMeHATh HMHCTPYMEHTAIBHBIE CPEACTBA IPOBENCHHA CEPTHQHKANMOHHBIX
VICTIBITAHUHA
CoctaBnmaTh H O(QOpPMIIATH AHAIWTHYECKHH OTYET IO IIPOBEACHHEIM
cepTHGMUKAIMOHHBIM HCIIBITAHHSIM
Jlenath BBIBOABI IO OLICHKE 3alMIICHHOCTH HAa OCHOBAaHHMH aHAJIMTHYECKOTO
OTYeTa |
Heobxoaumsle HauposanesHelE, MEXTOCYIAPCTBEHHBIE i MEXAYHAPOHbIE CTaHAAPTHI B 00/1aCTH
3HaHUA 3alUTH HHQOpMaUH
HanuoHaibHBIE CTaHJApTH Ha MPOBEJEHHE HAy4HO-HCCIENOBATENbCKUX H
OIBITHO-KOHCTPYKTOPCKHX paboT, cepTH(UKAIMOHHEIX HCIBITAHMH U CO3NaHHE
CHCTEM 3alIUThl HHPOpMAIUA
Croco0Bl opranu3anuy paboT NpH NPOBENEHWH CEPTHPHKALHH HPOrPaMMHO-
annapaTHBIX CPEACTB 3alIUTHI
[TpUHIHAIBI HOCTPOCHHS CPEACTB KpHnTorpadhudeckoi 3aiuThl HHQOpPMANUH
HopMmaTuBHBIe TpaBOBEIE aKTHI B 00JIaCTH 3aIIUTEH HHPOpMALUK
PykoBomsmpe M METOAMYECKHE JOKYMEHTHI YIONHOMOYCHHBIX (eNepanbHbIX
OPraHOB MICHIOJIHUTENIFHON BIIACTH 10 3aIIUTE HHGOPMALUK
OpraHu3anoHHbIe MephI 110 3a0IuTe HHPOpMayu
Apyrue -

XapakKTCPUCTUKH
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3.3.5. TpynoBas ¢pyHKuus

ITpoBeeHIE HHCTPYMEHTAIIBHOTO YpoBeHs
HanvernoBanue | MOHUTOPUHTA 3aIIMIIEHHOCTH Kon | C/05.7 | (momypoBeHs) 7
KOMITBIOTEPHBIX CHCTEM U CETEH KBaHuKAIIY
IIpo
POHCXOXACHHUC Op al X 3auMCTBOBaHO U3
TpynoBoit GpyHKIMU OpHTHHANA
Kon opurunana PeructpanuioHHBIH HOMEP
npodecCHOHANTBEHOTO
CTaHAapTa
TpynoBele nefictBusa | BomonHenne — aHanuM3a — 3alUMINEHHOCTH  KOMIBIOTEPHBIX ~ CHCTEM  C

HCIOJIBE30BaAaHUEM CKaAaHCPOB 0e30macHOCTH

BrimonHenpne aHamy3a 3allAIICHHOCTH CETEBBIX CEpPBHUCOB C HCIIOJIB30BaHUEM
CpeICTB aBTOMAaTHYECKOI'0 pCarHpoOBaHHA Ha IOMOBITKA HECAaHKIIMOHHMPOBAHHOI'O
J0oCTyna K pecypcaM KOMIIbIOTEPHBIX CUCTEM U ceTei

CocraBJleHHe OTYETOB 10 pe3yJIbTaraM IIPOBEPOK

Heo6xonumbie @®opMaTH30BEIBATH 3334y YIPaBJICHHS 0€30MaCHOCTHIO KOMIIBIOTEPHBIX CHCTEM
yMEHHS IlpuMeHATP  HHCTPYMEHTAJIBHBIE  CpEICTBA  NPOBEICHHS  MOHHTODHHIA
3aIIAIICHHOCTH KOMIIBIOTEPHBIX CUCTEM
ITpuMeHsTH METOIBI aHAIH3A 3AIIUIIEHHOCTH KOMIIBIOTEPHBIX CHCTEM M CeTed
CTpYKTypHpPOBaTh aHATATHIECCKYIO HHPOPMAIHIO T BKIIOYCHHS B OTYET
Heob6xonumsre ITpUHIHIBI TOCTPOSHHS KOMITBIOTEPHBIX CHCTEM H CETER
3HaHUA DopmMaibHBIE MOJEIH 6€30I1aCHOCTH KOMIIBIOTEPHBIX CHCTEM H CETEH
ITpIHOATIB TOCTPOSHUS CHCTEM OOHAPYKECHHUS KOMIIBIOTEPHEIX aTak
Metomsl 00paGoOTKHM J@HHBIX MOHHTOpDHHra O0€30IIaCHOCTH KOMIIBIOTEPHBIX
CUCTEM U ceTel
Topsiox co3aanms ¥ CTPYKTypa OTYeTa, CO3JaBaeMOro 10 pe3yIsTaraM IPOBEPOK
CnocoOsl OOHapy)XeHMs ¥ HEHTpaiHM3allM{d MOCICICTBHA BTOPXKEHHH B
KOMIBIOTEPHBIE CHCTEME]
Kpunrorpadhuueckue mpoTOKOJIBL, IPUMEHAEMBIE B KOMIIBIOTEPHBIX CETAX
HopMaTuBHEIE IPABOBhIE aKTHI B 00JIACTH 3alIUTH HHEGOpPMaIHK
PykoBOAfIIHE M METOAMYECKHE MOKYMEHTHI YHNOMHOMOYECHHBIX (elepalbHbIX
OpTaHOB MCIOJHUTEIHHON BIACTH IO 3aliTe HHPOPMAIUH
Oprauu3aroHABIE MEPHI 110 3auTe MHGOpMAIH
Hpyrne -
XapaKTepUCTUKH

3.3.6. TpynoBas pyHxuus

IIpoBenenue 3xcnepTU3sI IpH v
POBEHb
aCCJICAOBaHNH KOMIIBIOTCPHBIX

Haumeroparue | P A . P . Kox | C/06.7 | (nomyposeHs) 7

MpECTYIUICHUH, TpaBOHaPYIICHUH H KBATHGUKAIHH

HHIIUJICHTOB
IIpoucxoxaeHue 3amMCTBOBaHO U3

Opuruman X
TpyROBOH GyHKIMH OpHTHHAIA
Kon opurunana PerucrpanoHHb1i HOMEP
po¢eCCHOHATLHOTO
CTaHOapTa

. Tpynossie geiicTBus | Onpenienenye CBOMCTB aNTAapaTHBIX CPEJCTB B COCTABE KOMIIBIOTEPHOM CHCTEMSI |
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1 uXx (baKTI/I‘-ICCKOI‘O 1 IICPBOHAYAJIBHOT'O COCTOSHUS

Knaccudmkanys CBOMCTB anmapaTHBIX CpeICTB B COCTaBE KOMIIBIOTEPHOM
CHCTEMBI

JIMarHOCTHKA MpPHYAH, YCJIOBHH W3MEHEHHS CBOKCTB (3KCILTyaTallMOHHBIX
PEXXIMOB) allIapaTHBIX CPEICTB B COCTaBE KOMIBIOTEPHOMN CHCTEMBI

OmnpeneneHne XapaKTEPUCTHK ONEPAllMOHHON CHCTEMBI M HCHOJNB3YEMBIX
TEXHOJIOTHM CHCTEMHOIO POrPaMMHPOBaHHS

AHann3 QYHKIIHOHAIGHBIX CBOMCTB IPOrPaMMHOTO 0OecTieueHus

Hccnenosanue anroputMa MIpOrpaMMHOTO MIPOAYKTA M THIIOB IOUIEP)KABAEMBIX
anmaparHeix mwiarhopMm

Onpenenenne NpHYMH, Lelded H YCIOBHH M3MEHEHHS CBOMCTB (COCTOSHHS)
IPOrpaMMHOTO 0OecTICYeHUS

VHauBHIyaIbHOE OTOXISCTBICHAE OPHTHHANA MPOrPaMMBI (MHCTaJUIIIMOHHON
BEPCHH) H €€ KOIUA Ha HOCUTEJISIX JaHHBIX KOMIIBIOTEPHON CHCTEMEI

YcraHoBieHHE PPYHHOBOﬁ IPUHAJIC)KHOCTH ITPOrpaMMHOI0 obecrieueHus

BripaboTKa IpeUIOKeHHH 110 YCTPaHEHMIO BELIBICHHBIX YS3BHUMOCTEH

BrlsBieHHe  MHOWBHAYAIbHBIX  IPU3HAKOB  MPOTPaMMBl,  IIO3BOJISIOIIMX
BIIOCJIEACTBHH HACHTHM(QHIHUPOBaTh €€ aBTOpa, a TakkKe B3aHMOCBA3H C
HHGOPMAIMOHHEIM 00eCIedeHHeM HCCIEAYEMOM KOMITBIOTEPHON CHCTEMEI

VcraHoBneHWe BHZA, CBOMCTB H cOCTOSHHMS HH(popMmanuu (GpakTHUECKoro u
HEepBOHAYAJIBHOTO, B TOM 9HCIE JO €€ YHOaIeHHd H MOAM(QHUKAIMH) B
KOMIIBIOTEPHOM CHCTEME

Omnpenenedre UpHYAH ©  YCIOBHHM HW3MEHEHHMsS CBOMCTB  HccrexyeMoi
uH(popMauu

Onpez[eneHne MEXaHu3Ma, THHaMHKH U 00CTOATENLCTB COOBITHA TI0 HMEIOMICHCS
an)opmannn Ha HOCHUTCIIC JaHHBIX HJIM €C KOIIHsIM

VCTaHOB/IEHHE YYACTHHUKOB COOBITHS, HX POJIM, MECTa, YCIOBHM, IPH KOTOPBIX
6BUIa co3aHa, MOAUGHUIMPOBAHA WM yaJleHa HHpOpMaIHs

VYcTaHOBIEHHE COOTBETCTBHUS JIHOO HECOOTBETCTBHSA JCHCTBHH ¢ HHQopManmei
CIELHAIIFHOMY pETJIaMEHTY (IIpaBHilaM)

CocraBnenne SKCIICPTHOI'O 3aKIIFOUCHHUS

Heob6xogumele
yMeHHS

HpI/IMeHﬂTB HOpPMATHBHBIC )i IIpaBOBBIC aKThbI IpH IIPOBCACHHUHA
KpHMHHaJIHCTquCKOﬁ OKCIICPTHU3EL H KPEMHHAUINCTHICCKOTO aHalin3a

AHaMM3MPOBATh CTPYKTYpPy MeXaHM3Ma BO3HHMKHOBEHHS H 00CTOSTENHCTBA
cOOBITHSA

Ompenensars NPHYAHY H YCIOBHS H3MEHEHUS IPOrPaMMHOTO 00€CTICUYCHHS

Brimenars CBOMCTBA M HpHU3HAKK HHGOpPMAIMM, MO3BOJIIONME YCTAaHOBUTH €€
TIPUHAUIEXXHOCTD ONPEACTICHHOMY HCTOYHUKY

OnpenenaTs OpUHIMOBL AEJCHUAS IPOrpaMMHOTO 00eCIEYeHHs Ha IPYIIBI, MX
crenuduIecKue CBONCTBA M B3aNMOCBSI3b C KOMIIBIOTEPHOM CHCTEMOM

ITpuMeHATs AEHCTBYIOUIYIO 3aKOHOZATeNbHYIlO 0Oazy B obOnacTH obecnedeHus
3anmMTE HHPOpMauu

BBISBIISTS BO3MOXKHBIE TPACKTOPUH COCTOSTHUH (PyHKIIMOHMPOBAHHUS CHCTEMBI

BBISBIATH HECOOTBETCTBUSA HMeONIEHcs HHQOpMAIMH €€ PacIOoNOKECHUIO B
CHCTEME

ITporso3upoBarb BO3MOXHBIE IIYTU Ppa3BUTHA HOBBIX BHJIOB KOMIIBIOTEPHBIX
NPECTYIUICHHH, NPaBOHAPYIIEHUH U HHIUICHTOB

Heo6xomumelie
3HAHUS

®opmarkl XpaHeHHs HHGOPMAIMH B aHATH3UPYEMOi KOMIBIOTEPHOM CHCTEME

OcHoBHbIE (hopMarthI (HailiIoB, HCIOIb3YEMBIE B KOMITBIOTEPHBIX CHCTEMAX

OcobGeHHOCTH XpaHeHHI KOHQUI'YpauHOHHOM M CcHCTeMHOH HHQopManuu B
KOMIIBIOTEPHBIX CHCTEMaxX

V43BEMOCTH KOMIIBIOTCPHEBIX CUCTEM U ceTen
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TexHonornm MmOMCKAa W aHAIH3a CJIEOOB KOMIIBIOTEPHBIX IPECTYIUICHHIA,
IIPaBOHAPYUICHHH M MHIIMICHTOB

ITopsamoxk  ¢uxkcamuu ©W  JOKYMCHTHPOBaHHS  CJICIOB

HPECTYILICHHUM, (PaBOHAPYIICHHN U MHIIHACHTOB

KOMIIBIOTCPHBIX

HopMBI yronoBHOro u ajMHHHCTPaTHBHOIO IipaBa B cepe KOMIBIOTEPHOM
AHPOPMAIIH ‘

XapaKTepUCTHKM IPaBOHAPYIIIEHHH B 00J1aCTH CBS3M W HHOOPMAITUH

Bupp! npectymienuii B cepe KOMIBIOTEpHOH HHGOPMalHK

IMopsinox mpoBeIEHWS SKCIEPTH3E BEIMUCIUTENBHOM TEXHHKH H HOCHUTENEH
KOMIIBIOTEPHOH HH(OpPMALHY C YIETOM HOPMATHBHBIX IIPABOBHIX aKTOB

Cnocobbl  OOHapyxeHHS M HEHTpaIM3amW{ IIOCIEACTBHH BTOPXKEHHH B
KOMIIBIOTEPHbIE CHCTEMEL

Meronsl anamm3a cHcTeM ofecnedeHus HHQPOpMaNMOHHOH Oe3omacHOCTH
00bekToB MH(popMaTU3anuy Ha 0a3e KOMIBIOTEPHBIX CHCTEM B 3al[UIICHHOM
HCIIOJTHEHUH

HOpSIIIOK IIOATOTOBKH = HAyYHO-TEXHMYECKHX SKCIEPTHBIX 3aKIIOYCHHHA  TI0
pe3yiibTaraM BBIIOJHCHHBIX pa60T o I/IH(bOpMaIII/IOHHO-aHaJ'II/ITI/I‘ICCKOﬁ H
TEXHHIECKOMN IKCIIEPTU3E€ KOMIIBIOTCPHBIX CHCTEM

Mertonel mpoBemeHHMsT — paccieNOBaHHMS ~— KOMIIBIOTEPHBIX  IIPECTYIUICHHH,

IIpPaBOHAPYIICHNH 1 HHITUICHTOB

Meroap! aHanmm3a OCTaro4HOH HHPOpPMANMH M IIOMCKA CIENOB Uil (uKcarum
KOMIIBIOTEPHBIX HHIUACHTOB

Kpunrorpaduueckue aJiropuTMBI 1 0COOEHHOCTH HX IPOIPaMMHOH pealn3aliy

HopmarnBHbIe IpaBOBBIE aKTH B 00JIACTH 3aIUTHL HHGOpMAITIH

PykoBonmdimyie W MeTOOWYECKHE IOKYMEHTHI YIOJTHOMOYEHHBIX (enepaibHbIX
OpraHOB HCIOJHUTENLHON BIIACTH MO 3alIUTe HHPOpMAIHN

OpraHn3aniiOHHBIE MEPHI IO 3aIIUTE HHPOPMAITHH

Hpyrue

XapaKTEPUCTUKA

3.4. O600mennan TpyxoBas pyHKous

Pa3paboTka nporpaMMHO-annapaTHBIX v
POBEHB

HaumenoBaHue | CPEJCTB 3aIIUTHI HHpOpMaUu 5 Kox D N — 8

KOMIIBIOTCPHBIX CUCTEM H CETCU
IIpoucxoxneHue

P e ., 3alMCTBOBaHO U3
0600meHnHO# TpyROBOH Opurmaan X
OpUruHana
byHKIMH
Kon PeructpaloHHBIH HOMEp
OpUTHHAN2 npodecCHOHAILHOTO
CTaHIapTa

Bo3MoxHEIE I'maBHBI cCrIEMATACT O 3a0IuTe HHPOPMAAH
HaAaUMCHOBaHHUA PYKOBOJII/ITCJ'IB OTAcC)Ia CUCTCM 3alllHUTHI I/IH(I)OpMaI.II/II/I
JIOJDKHOCTEH, 3aMecTHTENb PyKOBOJUTENS JeapTaMeHTa (0T/eNIa) HCCIEeTOBAaHUH 1
npodeccuit pa3paboTox

PykoBoauTeNb NenapraMenTa (0TAeNa) HCCIeTOBaHui B pa3paboToK

TpeboBanus x
00pa3oBaHHIO U
00yJeHHIO

Bricmee o6pa3oBaHue — CHEUATHTET WM MarucTparypa B o6nacTu
HH(OPMAIMOHHOM 6e30IacCHOCTH
H
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JlonomHuTeNbHOE MPOodecCHoHaNBHOE 00pa30BaHie — IPOrPAMMBEI IIOBLILICHH
KBanudUKaIKK B 00J1aCTH HHPOPMAHOHHOM 6€3011acCHOCTH

WK

Bricimee oOpazoBaHue - acnupanTypa (aXbIOHKTYpa)

"

JlonmonauTeNEHOE TPOdecCHOHATTBHOE 00pa30BaHUE — IIPOrPaMMBI IOBBIIECHHUS
KBaTH(HKaHA B 001acTH MHPOpMaMOHHOM 6€30MacHOCTH

TpeGoBaHUS K OIBITY
[IPaKTUIECKON
paboTel

He Menee maru jer paboTBl IO NPUMEHEHHIO W aHAMM3Y 3¢QeKTHBHOCTH
CPEINCTB 3allUThl HHGOPMAMM KOMIBIOTEPHBIX CHCTEM, B TOM 4HCIE Ha
PYKOBOISNIMX JAODKHOCTAX HE MeHee Tpex JeT (Ul HMEIOmMX BhICIIEe
00pasoBaHKe — CHEIHUAINTET WM MarucTparypa B obnactd MHGOPMAIMOHHOM
6€30IacHOCTH)

WK :

He menee Tpex jeT paGoThl MO NPHMEHEHHIO W aHAIH3Y 3(Q(eKTHBHOCTH
CPeICTB 3alUTHl HHGOPMAIMH KOMIBIOTEPHBIX CHCTEM, B TOM 9YHCIE Ha
PYKOBOIMNIMX JODKHOCTAX HE MeEHee IBYX JeT (U1 HMEIOIMX BEHICIIES
00pa3oBaHHe — aCIUPaHTypa (aABIOHKTYPa))

Ocobbie ycroBus
JIolycKa K pabore

Hamgue nomycka K rocyJapcTBEHHOM TaltHe (IIpH HE0OXOMMOCTH)

Apyrue

XapaKTEPUCTHKH

I[OIIOIIHI/ITGJIBHHC XapaKTCPpUCTHKH

Haumenoanne Kox HaumeHoBanue 6a30BO# IPyNITbl, TOJDKHOCTH (IpodeccHn) Wil
JOKYMEHTa CIENUALHOCTH
OK3 1223 PyKoBOIMTENN NOAPA3AECNCHHI 110 HAYYHBIM HCCIEA0BaHUAIM H
pa3paboTkam
1330 PyxoBoautenu ciyx6 1 noppasaeneHuit B chepe
HH(POPMAIHOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHH
2519 Pa3paboTINKN U aHATATHKY IPOrPaMMHOr0 0OECIIEYEHHS B
TIPHJIOXKECHHH, HE BXOJJIIME B IPYTHE IPYIIBI
EKC - I'maBHBIH CIEIHANCT 0 TEXHUIECKON 3amyTe HHPOpMaLK
- Haganpauk otaena (1aboparopuu, ceKTopa) 10 TEXHUIECKOH
3anmTe HHGOpPMaIHK
- Crenuanuct 0o obecredeHuIo 6€30IacHOCTH HHGOPMaIiH B
KJIIOUEBHIX CHCTEMaX HHGOpMalMoHHOH HHPPAaCTPYKTYpHI
OKIIATP 20911 I'maBHBIH CIIEITHATUCT 1O 3alIUTe HHGOPMALMH
46115 PykoBoauTeNb aHATUTHYECKOH IPYIIIIEI TOAPA3ACIICHHS 110
KOMILTEKCHOM 3amuTe HHOpMaIy
46155 PykoBouTeNIb rpyNIbl HOApa3AeIeH s 110 KOMILUIEKCHOR
3amuTe HHGOpMaUK
OKCO 090101 Kpunrorpadus
090102 Komnrrorepras 6€300acHOCTh
090103 Opranu3anys U TEXHOJIOTHS 3alUTH HHQOpMaLUK
090104 KomriekcHas 3amura 005eKT0B HHPOpMATH3aIMH
090105 Kommekcroe obecnedenne HHGOpMaHOHHONR 6€3011aCHOCTH
aBTOMaTH3HMPOBAHHBIX CHCTEM
090106 HHudopmanronHas 6€30MaCHOCT TEJICKOMMYHHKAIIMOHHBIX
CHCTEM
OKCBHK'’ 051319 MeTozbl ¥ CHCTEMBI 3aIUTHI MHGOpMAUK ¥ HHPOPMAIHOHHOH
6€3011aCHOCTH
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3.4.1. TpynoBas pynxnus

HarmMenoranume

Pa3paboTka TpeGoBaHM#i K

MIPOTrpaMMHO-aIIaAPAaTHEIM CPEACTBaM
3aIIUTH HHPOPMAIMY KOMIIBIOTEPHBIX KBAMHKATHH
CHCTEM M ceTeit

VYposeHs
Koz | D/01.8 | (momypoBens) 8

IIpoucxoxnenue
TpyZoBoii GyHKIHIH

3aMMCTBOBaHO U3

OpurzHan X
opuruHana

Kon opurunana PeructpanmonHslit HoMep
npodecCHOHAIBHOTO
CTaHpgapTa

TpynoBeie aeiicTBUA

OHpC}IeJ'ICHI/IC yrpos 06€30IMaCHOCTH 1 HX BO3MOXKHBIX HCTOYHHKOB

OrmpeneneHne KaHAJIOB YT€UKH MHPOPMaIHH

Pa3paboTka MareMaTHYeCKHX MOJAENIEH, peall3yeMBIX B CpPEICTBaX 3allUThI
uHbOpMaLuU

Onenka 30 ¢$eKTHBHOCTH peali3yeMbIX TEXHHIECKHUX pENICHUM

Onenka TEXHUKO-2KOHOMHYECKOTO YPOBHJ p€aIU3yCMbIX TEXHUYCCKUX pemeHnﬁ

Bpi0op CpeACTB H METOAOB 3aIUTHI HH(OpMaIiH

Heobxonumsie O606mare HayIHO-TEXHHIECKYIO JIMTEparypy, HOPMATHBHBIC H METOAMYECKHE

yMeHus MarepHalIbl B 00JIaCTH 3aIIMTHI HHPOPMaIui
dopMHpOBaTE MOAENIHA YIpo3 W MOAENHd HapymuTeld 6e30IacHOCTH
KOMIBIOTEPHBIX CHCTEM
BeisiBiate  Hambollee HenecooOpasHBIE MOAXOAB! K OOECIIEYEHHIO 3all[UThI
HHGOPMAIAA KOMIBIOTEPHOH CHCTEMBI
PazpabareiBaTh 4acTHBIE IIOTMTHKH 0€30I1aCHOCTH KOMITBIOTEPHBIX CHCTEM, B TOM
Y¥CJIe MOJIMTHKH YIPaBJICHUS JOCTYNIOM U HHPOPMAaLlMOHHBIMH ITOTOKAMH
[IpuMeHAT, HaIMOHAIBHBIE, MEXTOCYJAPCTBEHHBIE M  MEXIyHapOIHBIE
CTaHmapTel B o00NacTH 3amMThl HWHGOpPMAIMH JUId OLEHKH 3alMIIEHHOCTH
KOMIIBIOTEPHON CHCTEMBI
[IpuMeHATh ASHCTBYIONYI0 3aKOHOAATeNbHYIO 0asy B ob6nacTu obecredeHMs
KOMIIBIOTEPHOH 0€30I1aCHOCTH
UuTare ¥ [OHAMATh HOPMAarHBHBIE M METOOUYECKHE HOKYMEHTHI IO
HHGOpPManHOHHOH 6€30IIaCHOCTH Ha aHITIMHACKOM SI3BIKE
OCyIecTBIATh NPUHATHE pPEDIEHHH O HEeOOXOAMMOCTH  HCIOJIBE30BaHHS
IIPOrpaMMHO-aNapaTHEIX CPEACTB 3aIUTH HH(popMauu

Heo6xonumrie Topsmox opranuzanuu paboT o 3amure HHGOPMAIHH

3HaHHA Metomsl ¥ cpeiacTBa MmONydeHHs, oOpaboTkum W mepefayd HHGOpManuM B

ONCpallHOHHBIX CHCTEMaX, CHCTEMAxX  YIIPaBICHUA 6azaMd JaHHBIX H
KOMITBIOTCPHEBIX CETAX

Mertoasi aHau3a 6e30macHOCTH KOMIIBIOTEPHBIX CUCTEM

Buapl arak 1 MEXaHU3MBI UX peanu3alii B KOMIIBIOTCPHBIX CHCTCMax

MeTobI BHIABICHHS KaHAIOB YTEUKH HHOpManuu

MeTogsl © cpeAcTBa 3aIUTHl  HHGOpMANMM B  KOMIBIOTEPHBIX  CETAX,
OHEPaIMOHHBIX CHCTEMaX B CHCTEMAax yIpaBieHHs 0a3aMH JaHHBIX

I TpHHIHNEI HOCTPOSHHUS CPENCTB 3aIUTHI HH(POPMAIMH KOMIBIOTEPHEIX CHCTEM

@DopMabHBIe MOJIENH YIIPABICHUS JOCTYIIOM

Kpunrorpagudeckue aIrOpHTMBI H OCOOEHHOCTH X MPOrpaMMHOM peaTH3alliH

HopMaruBHBIe IPaBOBBIE aKTHI B 00JaCTH 3aMIATH HHPOPMAIUH

PykoBoisiue ¥ METOAMYECKHE NOKYMEHTH YNONHOMOYEHHBIX (heepanbHbIX
OpraHoOB MCIOJHHUTEIHLHOMN BIACTH M0 3aIIUTe MHpOpMAaLHH
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OpraHu3aioHHEIE MEPHI 0 3aIlUTe HHOOpMaIUI

HauyoHnanbHeie, MEXTOCYIapCTBEHHBIE M MEXIYHAPOIHBIE CTAaHAAPTHI B 001acTH
3aIIMTHI HHOOPMALIAH

Hpyrue

XapaKTCpHUCTHKH

3.4.2. Tpynosas pynxknus

ITpoexTpoBanue NPOrpaMMHO- v
OBEHb
aNIapaTHBIX CPEJCTB 3aIUTHI P
HawMenosaHuie P pel aly Kon | D/02.8 | (moxyposeHs) 8
HHGbOpMAaIH KOMIIBIOTEPHBIX CHCTEM H KBaNApHKALAH
ceTeit
IIpoucxoxaenue
POHCX0) il Opurmman X 3arMCTBOBAHO U3
TpyZAoBo# PyHKIMHU OpHUTHHAIA
Kon opurunana PerucrparyioHHsI HOMED
mpo¢deCCHOHANBLHOTO
cTaHAapTa

TpynoBbie neicTBHS

Pa3paboTka TeXHHYECKHUX 3aJaHMil, ICKU3HbIX, TEXHHYECKHX H pabodrX POEKTOB
pabort o 3anmuTe HHGOpMaAUH

Pa3paboTKa IIaHOB U rpaduKOB IpoBeAeHH PadoT Mo 3amuTe HHGOpMaHa

AHaJH3 CYMECTBYIONIUX METONOB M CPEICTB, NPUMEHAEMBIX UL KOHTPONIS H
3anmTH HHQOPMaUU

Pa3paboTka npeuIoKeHnsI 110 COBEPIICHCTBOBAHUIO CYIECTBYIOIIUX METOLOB H
CpPenCTB, MPUMEHIEMBIX JJIS KOHTPOJIA M 3aIIUTH HHGOpPMAIMM M HOBHILIECHHIO
3¢ (heKTHBHOCTH 3TOH 3alllUTHI

Pazpabotka mpoekTOB MpOrpaMMHBIX M alllapaTHBIX CPEACTB  3alUTHI
nHGOPMAIHHA B COOTBETCTBHY C TEXHHIECKUM 3aJaHUEM

OrneHka TEXHHKO-3KOHOMHYECKOTO YPOBHS M 3(P(PEKTHBHOCTH NpEIIAraéMbIX H
peATH3YeMbIX TEXHHISCKIX PeIICHUH

IIpoBemeHre arrecTanyy OPOrpaMM H ITOPHTMOB HAa IPEAMET COOTBETCTBHSA
TpeOoBaHMIM 3anITH HHPOpMAIIH

HeobxomanMbie
yMeHHUs

ITpoBomuTL WCCIENOBaHMS ¢ LENBbI0 HaxOKAEHHS Hambonee nenecooOpasHBIX
HpaKTHYEeCKUX PEMICHHUI 10 00eCIeUeHHIO 3aIIMThl HHGOopMaliy

[IprMeHATh OTe4eCTBEHHBIE CTAHNAPTHI B OONACTH 3aIMUTHl MHpOpMalMH s
MIPOCKTUPOBAHUS CPEACTB 3aIUTHl HHPOPMALMU KOMIIBIOTEPHOM CHCTEMEI

PaspaGarbiBaTe apXHTEKTypy H HMHTepdeichl CPEeACTB 3alUTH HH(OPMAIIMH,
IpOLIeXyPbl BOCCTAHOBJIEHHUS PabOTOCHOCOOHOCTH CpEICTB M CHCTEM 3allHTHI
rocie cboes

ITogbupars W 00600mare HAYYHO-TEXHUYECKYIO IHTEPATypy, METOXHYECKHE
MaTepHaibl M0 IMPOrpaMMHBIM H almapaTHBIM CPEACTBAM M CrocobaM 3amuThl
“H(pOpMAaLUH, B TOM YHCIIEC Ha aHITIMACKOM S3BIKE

Heobxonumele
3HaHUS

MeTons ¥ cpeactBa MOJydeHHs, o0pabOTKM u mepenadd HHGOpMalMH B
ONlEpallHOHHBIX CHCTEMaX, CHCTeMaxX yIpaBleHMd 0a3aMH JaHHBRIX H
KOMITHIOTEPHBIX CETAX

Bunp arak # MEXaHHA3MEI HX peajm3aliid B KOMIIBIOTEPHBIX CHCTEMAaX

Metoasr u CpeacTBa 3alMTHI umbopmalmn B KOMIBIOTCPHBIX CCTAX,
ONCPAlMOHHLIX CHCTEMaX H CHCTEMAaX YIIPaBJICHUA 0a3aMu JTaHHBIX

HpHHI.[Hl'IBI NIOCTPOCHHUS CUCTEM 3alIATHL I/IH(I)OpMaIII/II/I KOMIIBIOTCPHEBEIX CHCTEM, B
TOM YHCJIC aHTUBHPYCHOT'O ITPOrpaMMHOI'0 obecrieaeHust

MeToznp! anamza 6€301macHOCTH KOMIBIOTCPHBIX CUCTEM
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TeopeTHKo-4HCIIOBBIE METOABI H AJITOPUTMEL, IIPUMEHSAEMEIE B CPEICTBAX 3AIUTHI
uHMOpMAIHH

®opManbHble MOJETH YIIPABACHHUS JOCTYIIOM

HpI/IHI.II/IIII:I 1 METObI NNPOCKTUPOBAHHUS ITPOrPpaMMHO-aIITIIapaTHOTO obecriedenus

MeTozon0rny ¥ TEXHONOTHA Pa3pabOTKH MPOrPaMMHOT0 0becedeHus

ITpuHIUOBI B METOABI YIpABIECHHS IMPOEKTaMH B 00JacTH HMHGOPMAIMOHHOM
be3omacHocT

Kpunrorpadudeckie alroOpaT™MbI ¥ 0COOCHHOCTH MX IPOrPaMMHOM pealiu3aiin

HopMmaruBHBIE IpaBOBBIE aKTHI B 00IACTH 3aUTEI HHPOPMALAH

P}’KOBOIUIHII/Ie H MCTOOUYCCKHE IOOKYMCHTBHI YIIOJIHOMOYCHHBIX (be;[epam:ﬂmx
OpraHoB HCTIOJIHUTEIBHOM BIIACTH 110 3aIUTE HH(bOpMaHI/IH

Opranu3aiuoHHbIe MepHI 10 3aIuTe HHGOpMaUK

HannoHansHBIE, MEXTOCYNapCTBEHHBIE W MEXIYHApPOJHbIE CTAaHJApPTH B 061acTH
3anTuTH HHGQOPMALAH

Jpyrue

XapaKTCPUCTUKH

3.4.3. Tpynosas ¢pyHKIHS

PazpaboTka u TeCTUpOBaHHE CPEICTB VpoBeHs
Hammenosanue | 3aIIATH HH(POPMAIMH KOMIIBIOTEPHBIX Kox | D/03.8 | (momyposens) 8
CHCTEM H ceTell KB HUKALAHA
ITpoucxoxneHue
Tp;;nosoﬁmgynxunn Opurmman X ggzlnl\'{;l;ag:aﬂo -
Kon opurnnana Peructpanyiornsiii HoMep
rpodeccuoHaIBHOTO

CTaHIapTa

Tpynossie neiicTBus

PazpaboTka cpenacTB 3amuThl MHPOPMAlMA B COOTBETCTBHH C TEXHUYECKHM
3aJIlaHdeM

UccnenoBanne IIporpaMMHO-aMIapPaTHbIX CPEACTB 3alllUThL I/IH(I)OpMaHI/II/I B
KOMIIBIOTCPHBIX CUCTEMaXx

Pa3paboTka mporpaMMHO-almapaTHBIX CPEICTB 3amMThl  MHbOpMaluM B
KOMITBIOTEPHBIX CHCTEMAX

Otnazxa co3gaBaeMBbIX CPEACTB 3alIUTHI HHPOpMaHU

HpOBeI[CHI/IC arrécraiui nporpaMM H ajlrlOpUTMOB Ha NPEAMET COOTBETCTBHA
TpC6OBa.HI/IHM 3allIAUThI I/IH(l)OpMaI.IHI/I

Pa3zpaboTka MaTeMaTndeckux Mozesnel 6e30acHOCTH KOMIIBIOTEPHBIX CHCTEM

BrinonHenne KOHTPOJNBHBIX IPOBEPOK paboTOCHOCOOHOCTH H 3P(EKTHBHOCTH
CHCTEM U CPECTB 3alllThl HHPOpMaIuK

Heob6xonumsie Vicnionp30BaTh IpHEMBI 3aIIUTHOTO IPOrPAMMHUPOBAHUS
yMEHHUA HMcrop30BaTh IpUEMBI 3aI0UTH OT TUIIOBBIX aTaK KOMIIBIOTEPHBIX CHCTEM
IIpuMeHATH METOBI M IPHEMBI OTIAIKI
IIpuMeHATE METOABI M CPENICTBA TECTUPOBAHMS
Heob6xomaumere Meronsl m cpencTBa moiydeHHs, oOpaboTku u mepeAayn uHopMmanum B
3HAHAA OIEPAallMOHHBIX CHCTEMaxX, CHCTeMaxX yOpaBieHHs Oa3aMH JaHHBIX H

KOMITBIOTCPHBIX CETAX

Metomsr ® cpeacTBa 3amuThl HMHGOpPManmMd B KOMIBIOTEPHBIX  CETIX,
ONlepalliOHHBIX CHCTEMAaX M CHCTEMAaX yIpaBJIeHUs 6a3aMH JaHHBIX

Mertons! aHanm3a 6€30MacHOCTH KOMITBIOTCPHBIX CHCTEM

ITpuHIMIBI TPOEKTHPOBAHMA AHTHBHPYCHOTO IPOrPaAMMHOI0 00ecnedeHus
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Buppl arak 1 MeXaHH3MEI HX peanusanyi B KOMIIBIOTCPHBIX CHCTEMAX

HpI/IHI.II/IIII:»I IOCTPOCHU CUCTEM 3aIIUTEL I/IH(I)OpMaI[I/II/I KOMITBIOTCPHBIX CHCTEM

MeTogomorud ¥ TEXHOJOTHH pPa3paboTKd MPOrpaMMHOTO M allapaTHoro
obecneueHus

Kpunrorpadpuieckue aJiropuTMBI B 0COOCHHOCTH MX IIPOrPaMMHOM peald3alliy

HopmaruBHbIe IpaBOBEIE aKTHI B 00JIACTH 3alIUTH HHGOpMaIuy

PykoBozsme W METOAMYECKHE JOKYMEHTHI YIOJHOMOYEHHBIX (hefepanbHBIX
OPraHOB MCIOHHUTEIHHOM BJIACTH 10 3alIMTe HHPOPMAIUU

Opranu3anuoHHEIe MEPHI 10 3amuTe HHGOpMalUK

HanuoHansHEle, MEXTOCYIApPCTBEHHEIE H MEXAYHAPOIAHEIE CTAaHAAPTH B 00JACTH
3aIIATHl HHPOPMAITHH

Hpyrue

XapaKTEPHCTHKH

3.4.4. Tpynosasa pyHKuHA

ConpoBoxaeHue pa3paboTKH CpeCTB VposeHs
HamMenoBanwe | 3aIIMTHI HHGOpPMAIIHH KOMIBIOTEPHBIX Kox | D/04.8 | (moxmypoBens) 8
CHCTEM H CeTel KBATH(UKAIHH
HpOHCXOv)K).IeHI/Ie OpPIFI/IHaJI X 3aMMCTBOBaHO U3
TpYA0BO#H PyHKIHH OpMTHHAJIA
Kox opurnnaina PerucTpamuoHHEI HOMep
nipodecCHOHANTBEHOTO
craHgapTa

TpynoBbie AciicTBHS

Pa3pa6oTKka TeXHHYECKHMX 3aJaHHMH, IVIAHOB M IpadHKOB IPOBENEHHS paboT Mo
3ammTe HHGOPMAlMHd B COOTBETCTBHH C JEHCTBYIOIUM HOPMATHBHBIMH M
METOMYECKUMH TOKYMEHTAMHU

Pa3paboTka pekoMeHZanmuid U MPEAJIOKECHAM IO COBEPIICHCTBOBAHUIO H
TOBHIEHAUIO 3G (EKTUBHOCTH 3alIUTH HHPOpMaLUH

Cocragyieaue u Oq)OpMJICHHC pasaciIoB HAYIHO-TCXHUICCKHUX OTYETOB

Omnpenenenne MOTPeOHOCTH B CPEACTBaX 3amIMTH HH(POpMAllMH, COCTABICHHE
3a4BOK Ha MX IpHOOpETeHHE ¢ HEOOXOAUMBIMH OOOCHOBAHUSAMH U pacueTaMy

IloaroToBka npeanoxeHuH MO 3aKIOYCHHIO COIVIAIIEHHH M JOIOBOPOB C IPYyTHMH
YUPEXACHUIMH, OpraHM3alMsMH, IPeAOCTaBIAIOIIMMHE YCIyrH B o0nacTa
3aIuThl HHOpMaIuu

BEIIONHEHHE aTTECTAMK HPOrpaMM W AJTOPUTMOB Ha IPEIMET COOTBETCTBHS
TpeGOBaHUAM 3aIIUTH] HH(POpMAIIH

BemonHeHHEe KOHTPOJNBHBIX IIPOBEPOK paborocmocoOHOCTH H 3ddexTHBHOCTH
CHCTEM H CPEACTB 3aIlUThl HH(pOopMaIu

AHanu3 CymIECTBYIONIMX METONOB M CpEICTB, IPHMEHSIEMBIX IJI1 KOHTPOJIA H
3alIuThl HHQOpMaHH

Pa3paGoTka MNpeIOKEHHM IO  COBEPIICHCTBOBAHHIO M  IOBBIIICHHIO
3()(eKTHBHOCTH METONOB M CPEACTB, INPUMEHSEMBIX IUISI KOHTPOJIA H 3alUTHI
rHGOPMAHA

ITonroroBka IPOEKTOB HOPMATMBHEIX M  METONMYECKHX  MaTepHaloB,
peraMeHTHPYIOMHUX paboTy Mo 3amuTe HHOpMaLH

PazpaGoTka OpraHH3anMOHHO-PACHOPSMUTENBHBIX JOKYMEHTOB IIO  3allIMTe
uHpOpMaHN

Kontpoms Han paboToifi 1O OIEHKE TEXHHKO-JKOHOMHYECKOTO  YpPOBHs
pa3pabarsiBaeMBIX Mep IO 3aIuTe HHGOpMAHU
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Mertoauueckoe pyKOBOACTBO paboTOH IO ONEHKE TEXHHKO-3KOHOMHYECKOIO
YPOBHS pa3pabaThIBaeMBIX MEp 10 3aIUTe HHGOPMALUU

KoHTponb Haj coOmoneHHeM YCTaHOBJIEHHOTO IIOpSIKa BHINONHEHHS paboT, a
TakoKe JEHCTBYIONIEro 3aKoHojarenbcTBa Poccuiickoit @enepanuu npu pemeHuH
BOIPOCOB, KacalONIMXCs 3aIUThl HHQOpMAUH

OpraHnsauwl IIPOBEACHUA CIICIHUAIBHBIX HCCIENOBaHUN H KOHTPOJIBHBIX
IIPOBCPOK IIO BELIBJICHUIO BO3SMOXKHBIX KaHAJIOB YTCUKH I/IH(bopMaIII/II/I

Heo0xonuMeie
YMEHHS

dopMupoBare MONEIH YIpo3 H MOJEIM HApymHMTeNs Oe30MacHOCTH
KOMITBIOTEPHBIX CHCTEM

P%paGaTBIBaTB YaCTHBIC ITOJIMTHKH O€30I1aCHOCTH KOMIIBIOTCPHBIX CUCTEM, B TOM
YHUCJIC IIOJIUTUKH YIIPABJICHUA JOCTYIIOM U I/IH(l)OpMaIII/IOHHBlMI/I IIOTOKaMH

[IpuMeHATP  HaUMOHANBHBIE, MEXTOCYHApCTBEHHBIE H  MEXIyHApOJIHBIE
CTaHJapTHI B 00JIaCTH 3auTuThl HHGOOpMAIHH

IlpymMensaTs AeHCTBYIONIYIO 3aKOHOJATENbHYIO 6a3dy B oOmactd obecnedeHHs
3a0MThHl HHQOpMaITHH

Uutath ¥ NOHMMAarTh HOPMAarTMBHBIE M METOAMYECKHE JOKYMEHTHI IIO
HH(POPMAIMOHHON 06€30MaCHOCTH Ha aHTTIMHCKOM SI3BIKE

Heob0xonuMbie
3HAHU

Mertozs! ¥ cpeficTBa IOJIydeHHUs, 00paboTKM ¥ lepeadu HHPOpMALH

MerTop! BBISBICHHS KAHAIOB YTEUKH HHGOOPMALHH

Ilopsanok opraru3anuu pabot mo 3amure HHGOpMauu

Metonsl mNIaHWpOBAaHHWS ¥ OpPraHW3allMMl [pOBeIeHWs paboT mo 3amuTe
uH(popManuy U 00eCIIeICHHIO TOCYIaPCTBEHHON TaHbI

Mertoar! IpoBeIcHNS CHIENHAIBHBIX UCCIEAOBAaHUHN U IIPOBEPOK, paboT 1o 3amuTe
uHpOopMaIuu

Meronsr u cpeacTBa 3amuTBl HHGOPMAIIMH B KOMIOBIOTEPHBIX CETIX,
OIIEepallOHHBIX CHCTEMaX U CHCTEMaX yIpaBIeHU 0a3aMu JaHHBIX

Mertoas! aHaIM3a 6€30MaCHOCTH KOMITBIOTEPHEIX CHCTCM

ITpuHIMITBI NPOEKTHPOBAHNUS AHTHBAPYCHOTO IPOTPAMMHOI0 00€CTICUSHHS

Buze! atak 1 MeXaHHU3MBI HX pajim3aliliid B KOMIIBIOTCPHBIX CHCTEMax

ITpuHIANE] HOCTPOCHNS CHCTEM 3aIIUTHI HHPOPMAIUH KOMITBIOTEPHBIX CHCTEM

(I)OpMaJ'IBHBIe MOICIIA YIIPABJICHU JOCTYIIOM

Kpunrorpagugeckne alropuTMEI H 0COOEHHOCTH HX IPOrPaMMHOM peau3aluu

HopMmatuBHEle mpaBoBBie aKThl B 00TACTH 3alIUTH HHGOPMALHA

PykoBogsammue u MeToawdyeckwe IOKYMEHTHI YIIOJIHOMOYEHHBIX (enepabHbIX
OpraHoB MCIOJHUTEIHLHOMN BJACTH IO 3aIIUTe HHPOpMALHT

Opranu3aloHHbIe MEPHI 110 3aIIHUTe HHPOPMaLIH

HanmonanbHbIe, MEXTOCYJAapCTBEHHBIE ¥ MEXIyHApOIHBIE CTAHIAPTHI B 00nacTH
3amIuThHl HHGOPMaIUU

Hpyrue

XapaKTEPUCTUKH
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IV. CBenennsi 06 opranu3zanuax — pa3padoTynkax npogeccHOHAJIBLHOr0 CTAHAAPTA

4.1. OTBeTcTBEeHHAS OPraHU3ANHUSA-Pa3PaAGOTIHK

3A0 «Accomuanys CIienHaTuCTOB HH(POPMAIIMOHHEIX CHCTEMY, ropox CankT-IlerepOypr

I'enepasbHBIH JUPEKTOP CononsaaukoB Anexcannp Bnagumuposud

4.2. HaumeHoBaHNs OPraHH3aNMIi-pa3padoTINKOB

1 Mexperuonansuas o6mecTBeHHas OpraHu3aIys « ACCOIMAIHS 3alThl HHYOpMaum», TOPoL
Mockga

2 OI'KOY BO «Axkanemus ®enepanbHoit ciryx0b1 6e3omacHocTy Poccuiickoit @enepanuu», ropoa
Mockaa

W

DI'YII «kHayuso-TexHH9ecKuii HeHTp «ATaacy, ropog Mocksa

4 ®denepansHOe yueOHO-MeTOITIECKOEe 00BENUHEHNE N0 YKPYITHEHHO! IpyIIle CIICUAIBHOCTER H
HanpasieHu# noarotosku «adopmanmonnas 6e30macHOCThY, ropoa Mocksa

! O6mepoccuiickuii KTaccHPHKATOp 3aHATHIA.

2 O6mepoccuiickuil K1acCHPUKATOp BUAOB SKOHOMHUECKOM NeATENLHOCTH.

* EnuHBIN KBATH(UKAIHOHRHBIH CIIPABOYHHMK JODKHOCTEH PyKOBOIMTENEH, CIICIHAIICTOB M APYTHX CITy)KAMIHX.

* O6mepoccuiickuit KIacCHpUKATOp MpodeccHii paGodmX, I0KHOCTEH CITYKAITHX U TAPHQHBIX Pa3PALOB.

> O6mepoccriickuii KTacCHPUKATOP CEMHANLHOCTEH 10 06pa30BaHHIO.

§ 3akon Poccuiickoii ®enepammn ot 21 momsa 1993 r. Ne 5485-1 «O rocymapcTeenHoi Taiine» (CobpaHue 3aKOHONATELCTRA
Poccuiickoii deaepammm, 1996, Ne 15, ct. 1768; 1997, Ne 41, cr.cT. 4673, 8220, 8221, 8222, 8223, 8224, 8225, 8226, 8227,
8228, 8229, 8230, 8231, 8232, 8233, 8234, 8235; 2002, Ne 52, ct. 5288; 2003, Ne 6, cT. 549, Ne 27, ct. 2700, Ne 46, cT1. 4449;
2004, Ne 27, ct. 2711, Ne 35, ct. 3607; 2007, Ne 49, ct. 6055, ct. 6079; 2009, Ne 29, c1. 3617; 2010, Ne 47, ct. 6033; 2011, Ne
30, ct. 4590, cT. 4596, Ne 46, c1. 6407; 2013, Ne 51, cT. 6697; 2015, Ne 10, cT. 1393).

" O6mepoccuiickuii KIacCHPUKATOP CIEMMATLHOCTEH BHICIIEH HayqHOH KBaTH(bHKALIH.




