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I. O0mue cBeaenns
Ob6ecneyeHue 6e30nmacHOCTH HHGQOpMALHH B aBTOMATH3UPOBAaHHBIX CHCTEMAX |  06.033 ]
(HaMMeHOBaHHe BUJA IPOodeCcCHOHANLHOM NeITeILHOCTH) Kon

OcHoOBHa4 1Ieb BUIa IIpO(beCCI/IOHaJILHOﬁ JCATCIILHOCTH

Obecneuenne 6e30macHOCTH HHPOPMALHU B aBTOMATH3HPOBAaHHBIX CHCTEMaX, QYHKIHOHHUPYIOIIX B
YCIIOBHSX CYINIECTBOBaHHS yrpo3 B HHGOpMANMOHHOMH cdepe u obnagaromux HHGOpMaoHHO-
TEXHOJIOTHYECKIMHU PeCypcaMH, ITOIeKANIMMH 3aIHTe

I'pynma 3aHsTHIA:

1213 PyxoBogurenu B obnactu 1223 PykxoBoautenu noapaseieHui mo
OIIpeNeIeHuUs NOTUTHKH U HAYYHBIM HCCIICIOBAaHUIM H
IUTAHHPOBAHMS AEATSIHHOCTH paspaboTkam

1330 PykoBonurenu ciyx6 u 2425 Crnenuanuctsl OpraHoB
nofipa3eneHuii B chepe rOCyZapCTBEHHO BIacTH
HHGOPMALUMOHHO-




KOMMYHHUKAIIHOHHBIX TEXHOJIOTHH

2511 CucremMHBIE aHAJIUTUKU 2512 PazpaboTurku iporpaMMHOTO
, obecrieueHus
2519 PazpabGoTynku U aHATUTUKA 2523 CrenyanucTsl 10 KOMIBIOTEPHBIM
IIPOrpaMMHOro 00ecredeHus U CeTsIM
IPUJIOXKESHUH, He BXOAAIIME B
IpYTHE TPYIIIHI
3511 CrieuaniCThI-TEXHUKH 10 3513 CrnenuayicThI-TEXHUKH 110
OKCILTyaTalui HHHOPMAIHOHHO- KOMITBIOTEPHBIM CETSM M CHCTEMaM
KOMMYHHKAIMOHHBIX TEXHOJIOT W
3359 CpenHeTeXHUIeCKHUM nepCoHan - -
Ha roCyIapCTBeHHOH ciryx06e, He
BXOJSIIMN B JpyTHE IPyNIIbI
(xox OK3Y) (HarMeHOBaHHE) (xox OK3) (HanMeHOBaHuUe)

OtHeceHUe K BHIaM KOHOMHYECKOHN AeATEIHbHOCTH:

62.01 Pa3paboTka KOMIIBIOTEPHOTO IPOrPaMMHOr0 00ecneUeHus

62.02.1 JlesATebHOCTD 1O IUIaHUPOBAHMIO, IPOEKTHPOBAHMIO KOMITHIOTEPHBIX CUCTEM

62.02.2 HesrenbHOCT 10 06cIeN0BAHMIO U KCIIEPTH3E KOMIIBIOTEPHBIX CHCTEM

62.02.3 HesrensHOCTH N0 00y4eHHIO NONIB30BaTENEH

62.02.4 JlesTeIpHOCTD 110 TOATOTOBKE KOMIBIOTEPHBIX CUCTEM K DKCILTyaTallid

62.02.9 JleaTenbHOCTh KOHCYIIbTaTHRHAS B 00JIaCTH KOMIIBPIOTEPHBIX TEXHOJIOTHI Ipodas

62.09 JleATeIsHOCTh, CBI3aHHAs C HCIIOJIH30BAHMEM BEITHCIIATENFHOM TEXHUAKH H
HHGOPMAIMOHHBIX TEXHOJIOTHH, podas

71.20.9 JlesaTeIbHOCTD N0 TEXHMYECKOMY KOHTPOJIIO, MCIIBITaHUAM M aHANHU3Y Ipodas

72.19.2 Haygnrle nccneoBanus U pa3paboTKH B 06J1aCTH TEXHHYECKUX HAyK

(xox OKBDIJIY)

(namMeHOBaHHE BHIAa SKOHOMHIECKOHN NEATEILHOCTH)
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ITI. XapakTepucTnka 06001eHHBIX TPYAOBBIX QYyHKIHIA

3.1. O60o0mennas TpyaoBas GpyHKIHSA

O6c¢nyxuBaHle CHCTEM 3alUTH HHPOPMAIUH
HaumMeHOBaHue am (opman Kon A YpoBeHE 5
B aBTOMAaTHU3UPOBAHHBIX CUCTEMAX kBaUbuKamu
TIpoucxoxnenue
. 3auMCTBOBAHO M3
0606meHHOI TPy AOBOI Opurunan X
OpHTHHAIA
¢$yHKIIH
Kon PeructpanmoHHeIii
OpHrvHana HOMEP
po¢eCCHOHATEHOTO
CTa”HaapTa
Bo3MoxHEIE Texuuk mo 3amure uHbopMalun I kareropun
HaMMEHOBAHMUS Texauk no 3amute napopmanuu 11 kareropun
JIOJDKHOCTEH, TexHuK 1Mo 3anmre HHGOpMAIUH
npodeccuii
TpeboBanus x Cpensee mnpodeccuoHaibHOEe 00pa3oBaHHE — IIPOrpaMMBl IIOATOTOBKH

obpa3oBanuio u
o0ydeHmo

CIIEIIMATHACTOB CPEIHETO0 3BEHA 110 MPOPUITIO AEATETFHOCTH

TpeGoBanus K ONBITY
[paKTH9ecKoit paGoThl

s moypkHOCTE#H Oe3 KaTeropuit — ONBIT paboThl He TpeOyeTcs
JIns OJDKHOCTEH ¢ KaTeropuell — ONBIT paboTH B JOJDKHOCTH ¢ Oollee HU3KOH
(mpemecTByIomel) Kareropred He MEHee OJHOro roja

Oco0rle ycnoBus
JOIycKa K paboTte

HApyrue
XapaKTePUCTHKA

PexoMeHayeTcss HOONMONHUTENBFHOE HPOQECCHOHATBHOE O0pa3oBaHHE —
IpOrpaMMbl HOBBIIIEHHS KBaIHpHKaHH B o0nacTH HMHPOPMAIMOHHOM
0e30macHOCTH

I[OHOJIHI/ITGJILHBIC XapaKTCPUCTHKU

HaunmenoBanue Kox HammenoBanue 6a30Boii rpynisl, JOJDKHOCTH
JOKyMeHTa (npodeccun) uim cnenuaIbHOCTH
OK3 3511 CrenuamicThI-TEXHUKH IO 3KCILTyaTaluu
HH(OpMAIIOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHH
3513 CrienuamCTHI-TEXHUKY 110 KOMITBIOTEPHBIM CETSIM ¥
cHCTEMaM
3359 CpenHeTexHIYECKUH IEpCOHAN HA FOCYIapCTBEHHOM
ciryx0e, He BXOIAIMHUMN B APyrye rpynmsl
EKC’ - TexHuk 1o 3amuTe HHGOpPMAIHH
OKIIZITP* 27032 Texuuk 1o 3amute HHGOPMaIHH
OKCO’ 090108 HudopmannonHas 6€30acHOCTb




3.1.1. TpynoBas ¢pyHKkuns

ITpoBenenue pernaMeHTHHIX paboT mo VpoBeHs
HaumeHnoBaHue SKCILTyaTallu| CUCTEM 3ammThl nHGopmarwn | Kox | A/01.5 (moxypoBeHs) 5

aBTOMATH3UPOBAHHLIX CUCTEM KBaTH(UKAUH
IIponcxokacHUE TPYAOBOH Opurmman X 3aMMCTBOBaHO U3
GysKImH OpHrHHaTa

Kon Peructpaumonnsiit
OpHMruHana HOMep
npodecCHOHATBHOTO
cTaHAapTa

TpynoBsle nedcTBUS

IlpoBepka  paGoTOCIIOCOOHOCTH ~ CHCTEMBI  3amiUThl  HH(pOpMaHUm
aBTOMATHU3NPOBAHHON CHCTEMBI

KOHTponb COOTBETCTBHA KOHQUIypalMu CHCTEMBI 3allUTBl HHGPOpMAIHU
aBTOMATH3HPOBAHHOM CHCTEMEI €€ SKCIITYaTallHOHHON JOKYMEHTAlUH
KoHTponb CcrabWIbHOCTH XapaKTepHCTUK CHCTEMBl 3allUThI HH(OpMAaIuH
aBTOMATU3MPOBAHHON CHCTEMBI

Heobxoaumeie yMeHHS

Kondurypuposath  mapaMeTpbl  CHCTEMBl  3allUThl  HWHGOpPMAaIMH
aBTOMAaTH3UPOBAaHHON CHCTEMBl B COOTBETCTBHHM C €€ 3KCIUIyaTalMOHHOM
JOKYMEHTalueH

OGHapy)XMBaTh H YCTPAHATh HEUCIPABHOCTH CUCTEMBI 3aUTHI HHPOpMauu
ABTOMATH3UPOBAHHOM CHCTEMBI COTJIACHO SKCIUTyaTallHOHHOHN JIOKyMEHTAIiH
IIpon3BoAUTH MOHTAX U IHAarHOCTHKY KOMIIBIOTEPHBIX ceTel

Hcnonp3oBaTh  THUMOBBIE  KPHOTOrpaUyYecKHe  CpPEeACTBA  3alIUTHI
“HGOpPMANMH, B TOM YHCIIE CPEJCTBA IEKTPOHHOM NOANTUCH

HeobxoauMele 3HaHUS

Tunosele cpencTBa M MeTOABI 3alUTH HHGOPMALUH B JIOKAIBHBIX H
T7100ATBHBIX BRIYHCIUTENBHBIX CETAX

Bazopas KOH(pUTrypanus CHUCTEMBI 3aI{UTHI rHGOpMaITIH
ABTOMATH3HPOBAHHOM CHCTEMBI

OcoOeHHOCTH TpPHMEHEHHS [POTPaMMHBIX M IPOTrPaMMHO-allapaTHRIX
CpEJICTB 3aIMTHI HH(OpMAINK B aBTOMaTH3HPOBAHHBIX CHCTEMAX

TunoBele  cpeacTBa, METOOBI M INPOTOKONBl  HICHTH(HKAIHH,
ayTeHTHOHKAIUK ¥ aBTOPU3aIHH

HopMaTuBHEIE IPaBOBBIE aKTHI B 00IACTH 3aIMTHI HHPOpMaIUK
OpraHu3alOHBEIE MEPHI 110 3aIuTe HHPOpMAIMH

Hpyrue XxapakTepUCTHKH

3.1.2. TpyaoBas pyHKuus

BeneHnue TeXHUYECKOH JOKYMEHTALIUH, VpoBeHs
HauMeHoBaHHe CBSI3aHHOM C SKCIUTyaTallded cucTeM 3aiuThl | Kox | A/02.5 (momyposeHs) 5
nHGOpMalMi aBTOMaTH3UPOBAaHHBIX CHCTEM KBaHpUKaILH
HACXOXIACHHE 7 3 CTBOBAHO U3
TIponcxoxn TPYAOBOM Opurmman X anuM
$yHKIIH opuruHala
Kox Peructpaimonssiit
OpUrHHAJa HOMeEp
po¢ecCHOHAILHOTO
cTaHgapTa

{ TpyzoBbie NeHCTBHS

| Benenne JOKyMEeHTOB yueTa, 0OpaGOTKH, XpaHeHHs H  IlepejadH |
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MH(POPMAITUH, COCTaBIIAIONIEH TaltHy

HudopmupoBanme nepconana o6 yrposax 6e3onacHocTH HHGOpManuu

I/IH(bopMI/IPOBaHI/IC II€pCoOHaIa O MpaBHJIaX JIKCIUTyaTalli¥ CHUCTEMBI 3alIUThI
aBTOMaTI/I3I/Ip0BaHHOI7I CHCTCMBI 1 OTACIBHBIX CPECJCTB 3alllUTh] IfIH(I)OpMaI.[I/II/I

Benenne NmpoTOKONIOB M JKypHAJIOB y4eTa IPH HM3MEHEHHH KOHOHrypanuu
CHCTEM 3alIUThl HH(POpPMAIHA aBTOMATH3UPOBAHHEIX CHCTEM

BeneHue mpoTOKOJIOB ¥ )KYpHAJIOB y4eTa MPH OCYIIECTBICHHH MOHHTOpPHHTA
CHCTEM 3amUTH HHGOPMAIMH aBTOMATH3UPOBAHHBIX CHCTEM

BeneHue MpoTOKOJIOB H XYPHAJIOB YYeTa P OCYIIECTBICHHH ayJuTa CHCTEM
3aIUTH ”HQOPMAIIMH aBTOMaTH3HPOBAHHBIX CUCTEM

Heo6xomuMbie ymeHus

OdopMIATE TOKYMEHTAUIO MO PErjIaMeHTAllHH MEPOIPHATHH M OKa3aHUIO
YCIIYT B 00JIACTH 3alIMTHI HHPOpMauu

OdopMIATh TEXHAYECKYIO TOKYMEHTAIHMIO B COOTBETCTBUY C HOPMATHBHBIMH
IIPaBOBBIMH aKTaMH B 00JIaCTH 3aIUTHI HHPOpMAIHH

HeobxoamuMble 3HaHus

HopMaTuBHBIE NpaBOBHIE aKTHI B 00JJaCTH 3aIUTH HHPOPMALUA

OCHOBHBIE METOAUMYECKHE H PYKOBOJAIIAEC OOKYMCHTBEI YHOJIHOMOYCHHBIX
(I)enepaﬂLme OpraHoB HCIIOJIHUTENHHOM BJIACTH IO 3allliTe PIH(bOpMaHI/II/I

OKcIlIyaTallkOHHAs M IPOEKTHas NOKYMEHTAIlusd Ha aBTOMATH3HPOBAHHYIO
CHUCTEMY

OcHOBHBIE METOABI OpraHnusanuu u IPpOBCOCHUA TEXHHUYICCKOTI'O
06CJIY>KI/IB3HI/ISI TCXHHYCCKUX CPCACTB I/IH(I)OpMaTI/I?»aIII/II/I

OpraHu3aloHHbIe Mephl 110 3amuTe HHPOopMaIuu

Jpyrue xapakTepucTuK

3.1.3. TpynoBas ¢pyHxuus

Ob6ecneuenue 3amuTh HHGOPMAUK PU VpoBeHs
HanMeHoBaHME BBIBOJIE U3 SKCILTyaTaIlul Kom | A/03.5 (momypoBEHs) 5

ABTOMATH3HPOBAHHEIX CHCTEM KBamUKaHA
[IpoucxoxaeHue TpyaoBoOH Opurmran X 3aUMCTBOBAHO U3
$yHKIHY OpHUruHajia

Koxn PerucTpammoHHbIH
OpUTHHANA HOMEp
NPO¢ECCHOHATILHOTO
CTaHJapTa

TpynoBsle peiicTBus

VYHu4yTo)keHHe  HHpopManuH, obpabaTeiBacMOM = aBTOMATH3HPOBAHHOM
CHCTEMOH

VHUUTOXEHHEe MAIUMHHBIX HocuTened wuHGopManum, oOpabaTeiBaeMoi
ABTOMATHU3UPOBAHHOM CHCTEMOM

ApxuBupoBanue uHGopManuu, oOpabaTeiBacMONl aBTOMATH3HPOBAHHOU
CHCTEMOM

HeobxoxuMere ymeHus

Hcnonp30BaTh MporpaMMHEIE CPEACTBA VIS apXMBUPOBaHUA MHPOpMAIUH

Wcnone3oBaTe MPOTpaMMHBIE H NIPOTpaMMHO-alIapaTHBE CpPeACTBa JUIS
YHUYTOXXESHHS HHPOpMaKy U HocuTesel nHpopManuu

Hcnonb3oBaTh  THIOBBIE  KpPHOTOrpagu4YecKWe  CPEACTBa  3aIIMTHI
HH(OpPMAIIH, B TOM YHCIE JIEKTPOHHYIO IOAIHCH

HeobxonuMeie 3HaHuS

IIpomenypsr 1o  apxuBupoBamuio  HH(popmanuu, oOpabGaTbiBacMoOM
aBTOMAaTU3UPOBAHHON CHCTEMOM ‘

Hasnawenue ® mnpuHUMOB paboThl OCHOBHBIX Yy3JIOB COBPEMEHHBIX
TEXHHIECKHX CPEICTB HHHOPMATH3AIHMH




Opranusanus PEMOHTHOI'O 00CITy)KUBaHUS KOMIIOHEHTOB
aBTOMAaTH3UPOBAHHOM CHCTEMBI

PernaMeHT aBTOMATH3UPOBAHHOM CHCTEMBI 110 YHHITOXEHHIO HHPOPMALUH 1
MaNTMHHBIX HOCHTeNell HHpopMalun

HopMaTuBHbIe 1paBoBbIe aKThHI B 00JIaCTH 3aIIUTH HHGOpMALIUAH

OCHOBHEIE METOAMYECKHE H PYKOBOJIIIME JOKYMEHTHI YIOJIHOMOYEHHBIX
dbeaepanbHBIX OPraHoB HCIOJTHUATEILHON BJIACTH 110 3alIUTe HHHOPMAIMH

Hpyrue xapakTepucTuku

3.2. O600mennas TpyaoBas pyHkIus

OGecnieuenne 3amuTH HHGOPMAIIUH B v
OBEHBb

HaumenoBanwue Ko P

aBTOMAaTHU3MPOBAaHHBIX CHCTEMax B Ipoliecce I B N— 6

UX SKCIUTyaTanuy
IIpoucxoxneHue 3AHMCTBOBAHO H3
06061menHo TpyI0BOH Opurusan X

OpUrHHAJMA
yrumm
Kon PerucrpammonHsIi
OpHIruHalIa HOMED
podecCHOHATLHOTO
CTaHJapTa

BosMmoxnble UmxeHep 1o 3ammre uEGOpMaAIUK
HaUMEHOBAHUS Crnenmamuct no 3amure nHPopManym I kareropun
JOJDKHOCTEH, Crnemmanmuct mo 3amure uHpopmanuu 11 kareropun
npodeccuit Croenmanuct no 3amure “HGopManu

Hmxenep-nporpaMMHCT IO TeXHUIecKO# 3amuTe nadopmany 1 xkareropuu
HmxeHep-nporpaMMHECT 10 TexHUYecKo# 3amuTe uHdopmarun I kareropun
WNmxeHep-nporpaMMHECT IO TEXHUYECKOM 3amuTe HHGOopMaIuu
Nmxenep-nporpamMmuct 1 xkareropuu

Wnxenep-nporpammuct I kareropun

Wmwxenep-nporpammucr I1I xareropuu

HBxenep-nporpaMMHCT

TpebGoBanus k
o6pa3oBaHHIO U
00ydJeHuIO

Bricoiee o6pa3oBanme — OakamaBpmar B o6macTm HHGOpMAIMOHHOM
HezomacHOCTH

TpeboBaHUA K ONIBITY
IpaKkTHIeCKO# paboTh

Jlns nomkHOCTEl 6€3 KaTeropuit — OmbIT paboTH! He Tpedyercs
Jlns nomxHOCTEH ¢ Kareropuei — onsIT paboThl B JOIDKHOCTH ¢ 60jiee HU3KOH
(IpeIuecTBYIOMIEH ) KaTeropueil He MeHee OJHOrO roAa

Ocobsle ycnoBus
JIOIycKa K paboTte

Hasrume 10mycka K roCyIapcTBEHHOM TaiiHe” (IIpH HeO6X0TMMOCTH)

Hpyrue

XapaKTePUCTHKH

Z[OHOJIHI/ITCJ'IBHBIC XapaKTCPUCTUKHU

HauMeHoBaHue
JOKYMEHTa

HaumeHnoBanue 6a30B0i TPYIIIEI, JODKHOCTH

Kon (mpodeccun) MK CHEHATHBHOCTH

OK3

2519 Pa3paboT4nKy W aHAIUTUKH IIPOrPaMMHOT0 00eCIIEUeHUS
U IPWIOXKEHNH, HEe BXOJAIIME B IPYrue MPYIIbI

2425 CrenpuamicTsl OpraHoB roCyAapCTBEHHOH BJIaCTH
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2523 CucteMHble aIMUHACTPATOPHI
EKC - Hmxenep-nporpaMMuCT (IpOrpaMMUCT)
- HnxeHep-nporpaMMHCT IO TEXHAYECKOH 3aIuTe
nHopManun
OKIIATP 22824 HxeHep-nporpaMMucT
26579 Crnenumaymmct 1o 3amure HHGOpMaun
22567 Wmxenep no 3amure nHGOpMaIHH
3.2.1. Tpynosas pyHKuus
JlnarHocTuka CHCTEM 3aIKUTHI HH(bopMaunH VpoBens
Hauvenosatme ABTOMATH3UPOBAHHEIX CHCTEM Kon | B/01.6 (moxyposeHs) 6
KBaJTH( HKALIH
TIpoucxoxIeHHe TPYAOBOM Opurmian X 3aMMCTBOBAHO M3
$yHKINM OpHUIrHHaja
Kon PerucrpamoHsbIit
OpHMTrHHAJIa HOMED
podecCHOHATBLHOTO
CTaszapra

Tpynoseie neficTBUA

O6HapyxeHNe HHIMICHTOB B IpOIEecce KCIUTyaTallMd aBTOMAaTH3HPOBaHHOM
CHCTEMEI

Unestndnxanus MHITUAECHTOB B mporecce 9KCIUTyaTallu{
ABTOMAaTH3HPOBAHHOMN CHCTEMBI

Onenka 3alMOIEHHOCTH ABTOMATH3HWPOBAHHBIX CUCTEM C IIOMOIIBIO THIIOBBIX
IIPOTPaMMHEIX CDEICTB

YCTpaHCHI/IC HHIMOCHTOB, BO3HHKIOMX B IIPOILECCE  IKCILIyaTaluH
aBTOMaTI/I3I/IPOBaHHOI71 CHCTEMEI

Pacuer nokasaTenei s¢pdexTuBHOCTH 3alMTHI uaopMmaryu,
o6pabaTeiBaeMOif B aBTOMATH3HPOBAHHBIX CHCTEMAX

WHCTpyMEHTAIBHBIH KOHTPOJAb mmoKasareled OS()QEKTHBHOCTH 3alUThI
uHdopManmy, o6pabaTeIBa€MOii B aBTOMAaTH3HPOBAHHBIX CHCTEMAX

Heo6xonuMbie yMeHHS

Onpenensm: VCTOYHMKM ¥ IIPUIMHEI BOSHUKHOBCHHUS HHIIMACHTOB

OneHuBaTh NOCIEACTBHS BEIIBICHHBIX HHIUACHTOB

O6HapyxuBaTh HapyIIeHHs IPABHJI pa3rpaHAYCHH JOCTYIA

VYcTpaHaTs HapylleHHs IPaBWJI pasrpaHHYeHus JOCTyIla

OCYII.ICCTBJ'ISITB KOHTPOJIb obecriedeHus YpOBHA  3AIMMINEHHOCTH B
ABTOMATHU3NPOBAHHBIX CHCTEMaX

Wcnons3oBate  KpunTorpadpudeckue METOAbBl M CPEICTBA  3allMThHI
uHGOpMalK B aBTOMAaTU3HPOBAHHBIX CHCTEMaX

HeobxomuMele 3HaHUA

HopMaTriBHBIE IPaBOBEIE aKTHI B 00JIACTH 3alIHTH HHGOpMAMH

HarmonanbHele, MEXTOCYyIapcTBEHHBIE W MEXIYHApOJHBIE CTaHIAapTHL B
00J1acTH 3aIUThl HHGOpMauU

PykoBopsiie ¥ METOqUIECKHE JOKYMEHTHI YIIOJIHOMOYEHHBIX (efepabHbIX
OPraHOB MCHOJIHUTEIHHON BJIACTH MO 3aI0uTe HHGOpMaIKK

Opranmu3anioHHEIE MEpHI 110 3aiuTe HHPOopMauH

HpHHLIPIl'IBI HNOCTPOCHUS CpEACTB 3alIUTHI I/IH(t)OpMaIII/II/I OT «YTCYKH» IIO
TCXHAYCCKHM KaHaJlaM

Kpmeplm ONCHKH 3aIMHINCHHOCTH aBTOMaTKSQ)OBaHHOI’I CHCTCMBI

Texuuueckre cpecTBa KOHTPOJIS 3G HEKTHBHOCTH Mep 3alUTH HHPOpMaIUH

PernamMenT HHGOPMHUpPOBAHNS NEPCOHAJA aBTOMATH3HPOBAHHOH CHCTEMHI O




10

BBIIBJICHHBIX HHIIUACHTAX

PernamenTt yde€Ta BEIIBJICHHBIX HHIIUACHTOB

PeriiaMeHT yCcTpaHeHHs HHIIHJICHTOB

OcHOBHBIE  KpunTorpapuueckue METOABI, AITOPUTMBI,  IPOTOKOJBI,
HCTIOIb3yEeMbIe JUIS obecnieueHuns 3aIIUTHI nHpOpMaIUH B
ABTOMaTH3MPOBAHHBIX CHCTEMaX

Jpyrue xapakTepucTUKH

3.2.2. TpynaoBas pyHxnus

AJIMAHHUCTPHPOBAHHE CHCTEM 3aIIHATHI YposeHs
HanmeHosamue HH(OpPMAIAH ABTOMATH3UPOBAHHBIX CHCTEM Kon | B/02.6 (noxyposen) 6
.................................................... KBATH(HKAIIH
[Ipoucxoxnenue OBOM CTBO;
p o TPYXA, Opmrmsan X 3auMCTBOBAHO 13

byHKIMH OpUTHHAIA

Kox Perucrpanuonnsiii

OpHTHHANa HOMeEp
podecCHOHATLHOTO
CTaHmapTa

TpyznoBsie nelicTBUS

VYcranoBka 0OHOBJIEHHE IPOrpaMMHOr0 OOECIEYCHHS aBTOMATH3HPOBAHHON
CHCTEMBI

ObecneueHne OesomacHOCTH HMHGpoOpMamuu ¢ yd4eToM  TpeOoBaHHS
3 exTHBHOrO GYHKIMOHHPOBaHMS aBTOMaTU3UPOBAHHOM CHCTEME]

YI'IpaBJICHI/IC MOJTHOMOYHSAMH TOJIb30BaTeIIEH aBTOMaTI/I3I/Ip0BaHHOI71 CHCTEMBI

HuadopMupoBanne  Toimb3oBaTeNelf O  HpaBHIaxX  IKCIUIyaTalldH
ABTOMATHU3HPOBAHHOM CHCTEMBI C ydJeToM TpeboBaHMH 1o 3amuTe
“HGOpMaIIH

IIpoBesieHne 3aHATHH C HEpPCOHAIOM IO paboTe ¢ CHCTEMOH 3allUTEHI
uHQOpMAIMK  ABTOMATH3MPOBAaHHOM CHCTEMBI, BKIIOYas IIPOBEJCHHE
IPAKTHIECKUX 3aHATHI C IEPCOHAIOM Ha MaKeTax WM B TECTOBOH 30HE

Buecenne HW3MEHeHW B OKCIUIyaTallMOHHYIO  JOKYMEHTalMIO H
OpraHH3alOHHO-PAaCHOPAUTENbHbIE JHOKYMEHTHI II0 CHCTEME 3alllUThI
uH(OpPMAIINK aBTOMATH3HPOBAHHON CHCTEMBI

Heobxonumele ymeHUA

Co3nmaBate, yHOansaTh M H3MEHATh YYETHBIE 3alMCH II0JIb30BaTesIeH
aBTOMAaTH3UPOBAHHOM CHCTEMEI

IlnagupoBaTs NOMMTHKY O€30IIaCHOCTH IPOrPaMMHBIX  KOMIIOHECHTOB
ABTOMAaTH3MPOBAHHBIX CHCTEM

VcranaBnm@BaTh M = HACTpaWBaTh OINCPALMOHHBIE  CUCTEMBI, CHCTEMBI
ynpaBieHHs 6a3aMy JaHHBIX, KOMIOBIOTEPHEIE CETH U MPOTPAMMHEIE CHCTEMBI
¢ yueToM TpeGOBaHMi 0 00eCTIEYEHHIO 3aMUTh HHGOpMauK

Hcnons3oBath KpI/IHTOFpatl)I/I‘ICCKI/IC METOIBI H Cpe€ACTBa  3alIUTHI
PIH(l)OpMa.I_II/II/I B aBTOMATU3HUPOBAHHBIX CHCTEMAX

PeructpupoBaTh COOBITHS, CBSA3aHHBIE C 3allUTOH HHQOpPMAUMH B
AaBTOMATH3UPOBAHHBIX CHCTEMAX

AHaM3ApoBaTh COOBITHS, CBA3aHHBIE C 3auMTOd HHEQOpMamuMu B
ABTOMAaTHU3UPOBAHHBIX CHCTEMAX

Heo6GxonuMele 3HaHAS

IMpuHuynsl GOPMHPOBAHASA MONMTHKA HHPOpPMAIMOHHON 6e30macHOCTH B
ABTOMATH3HPOBAHHBIX CHCTEMAX

IIporpamMmmMHO-anmaparHsle CpeAcTBa 3alUTHI uHpOopMaIUH
ABTOMAaTH3MPOBAHHBIX CHCTEM

OCHOBHBIE  KPUNTOrpadMUYeCKHe  METONBI,  AITOPHTMEI,  TPOTOKOIBI,
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HCIIOJIb3YEMBIC V1A 3alIUThI nn(l)opmaunn B aBTOMAaTH3UPOBAHHBIX CHCTEMAax

Metoapl KOHTpPONIA 3GPEKTHBHOCTH 3aIIUTH MHPOPMALMH OT KYTEUKH» IO
TEXHIYECKIM KaHaJlaM

Kputepun oneHku 35Q@(EKTHBHOCTH W HAJEXHOCTH CPEACTB 3aIlUTHI
HIPOrPaMMHOT0 00€CIIEUeHHUS aBTOMaTH3HPOBAHHBIX CHCTEM

TexHnueckue cpeacrBa KOHTPOIIS 5bGEKTUBHOCTH MEp 3alIUTHI HHGOpMAIMH

[lpuHUMOBI OpraHW3amMKd M CTPYKTypa CHCTEM 3allUTHl IIPOrpaMMHOIO
ofecniedyeHns aBTOMaTU3UPOBAaHHBIX CHCTEM

Conepmanne H @OpAOOK [OEATECIBHOCTH IIEpCOHANIA IIO0 OKCILIyaTralyuy
3AIMUAOICHHBIX AaBTOMATH3HPOBAHHBIX CHCTEM HU CHCTEM Oe3omacHOCTH
ABTOMATU3HPOBAHHBIX CHCTEM

OcCHOBHBIE MEPEI ITO 3aIIUTE HH(i)OpMaI.II/II/I B ABTOMAaTH3HPOBAHHBIX CUCTEMAX

Jpyrue xapakTepucTUKH

3.2.3. TpynoBas ¢pyHxknus

Vupasienne 3amuToi nHGopManny B Yposerb
Hanvenopamue ABTOMATH3MPOBAHHBIX CHCTEMAaX Kon | B/03.6 (mozypoBeHs) 6
Kpamuukaum

IIponcxoxaeHne TpyAOBOR
byHKIHH

3aMMCTBOBAHO M3

Opurupar X
OpHIMHalIa
Kon PerucrpanuoHHbIi
OpHTHHaNIa HOMEp
npo(eCCHOHATBHOI0
CTaHIapTa

Tpynoseie neicTBUsS

Aunanu3 BO3NEHCTBHA H3MEHEHHH KOHQHIYypalH¥d aBTOMAaTU3HPOBAHHOM
CHCTEMBI Ha €€ 3aIHIIEHHOCTD

CocraBieHre KOMIUIEKCA MIPaBWI, IPOLEAYp, HPAKTHYECKHX IIPUEMOB,
OPUHIMIOB M METOAOB, CPEACTB OOEeCHedeHHS 3aluTHl HHGOpMAlMH B
aBTOMATH3UPOBAHHOM CHCTEME

OneHka MOCIEACTBHIM OT pealH3aldyl yrpo3 6e3omacHOCTH HHGOpMAllMH B
ABTOMAaTH3HPOBAaHHON CHCTEME

AHanu3 u3MeHEHHs yTpo3 6e30macHOCTH HHGOpPMAIMK aBTOMAaTH3HPOBAHHOM
CHCTEMBI, BOSHHKAIOIIKX B X0JI€ €€ KCIUTyaTalluH

HeobxonuMeie yMeHU

OuenuBarb HH(l)OpMaIIPIOHHBIC PHCKH B AaBTOMATH3HPOBAHHBIX CHCTEMaX

Kiaccu(uuupoBaTh i OIEHHBATH YIPO36I 6€30I1aCHOCTH HHPOPMAIUH

Ompenmenste  HOAJeXamue  3ammTe  WHQOPMAIMOHHBIE  PECypCHI
ABTOMATH3HPOBAHHBIX CHCTEM

[TpuMeHATH, HOPMATHBHBIE JOKYMEHTHI IO NPOTHBOJACHCTBHIO TEXHMYECKOH
pa3Beake

Pa3pabaThiBaTh MPEAIOKEHHUS IO COBEPIICHCTBOBAHHIO CHCTEMBI YIIPaBJICHHS
3anUTH HHQOPMaUH aBTOMAaTH3HPOBAHHBIX CHCTEM

KoudurypupoBaTb  mapamMeTpsl ~ CHCT€MBI  3allMTBl  HMH(OpMalnuu
ABTOMATH3HPOBAaHHBIX CHCTEM

[TpuMeHATh TEXHUIECKHE CpeICTBA KOHTPOINA 3((HEKTHBHOCTH MEpP 3aIlIUTHI
HEpOpMau

Heo6xonuMble 3HaHHUS

OCHOBHBIE METOABI YIIPABICHHUS 3aMTON HHGOpMAIHH

OCHOBHBIE Yrpo3bl 0€30IIaCHOCTH HHGpOpMalMyd M MOJCIH HApYMIUTENd B
aBTOMaTH3HPOBAaHHBIX CHCTEMAX

Mero/s! 3amuTh HHOOPMALIMH OT «YTEUKH) N0 TEXHUUECKUM KaHaIaM

HopMaruBHbIe IpaBoBEIe aKTHI B 00JIACTH 3alUTH HHPOpMAIUH
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HauponaibHele, MEXTOCyAapCTBEHHBlE M MEXIYHApOXHBIE CTAHAApTH B
0671aCTH 3aIATH HHQOPMAHH

PyxoBomsamue 1 MeToaudecKHe JOKYMEHTH! YIIONHOMOYEHHEIX (peieparbHEIX
OpraHoOB MCIOJHHUTEIHHOM BIACTH 110 3aIIuTe HHOOPMALUH

Jpyrue XxapakTepUCTHKH

3.2.4. TpynoBas pynxuas

Ob6ecnegenue paboTocnocobGBOCTH cHCTEM VposeHs

HaumeHoBaHHe 3aIUTHl HHGOpMaNyK NpH BO3HUKHOBeHHH | Kon | B/04.6 (moxyposexb) 6

HEITATHRIX CHTYaIldi KBannQHKamy

Ipoucxoxnenue TpyaoBOH
¢GyHKIEN

X 3anMcTBOBaHO M3

UTHHAI
Op OpHTHHAIA

Kon PerucrpaumoHHEIi
OpHIHHANa HOMep
npothecCHOHANIBLHOTO
CTaHHapTa

Tpynossie ne#icTus

O6napyxkeHHe HEHCHpaBHOCTEH B paboTe CHCTEMBI 3aUIMTH HHQOpMALUH
aBTOMAaTH3HPOBAaHHOR CHCTEMBI

VYcrpanenue HemcnpaBHocTelf B paboTe CHCTEME! 3alHTH HHQOpMaIHu
aBTOMAaTH3MPOBAHHOM CHCTEMBI

PesepBHpoBaHHEe [OpOrpaMMHOro o0ecHedeHHs, TEXHHYECKHX CpEICTB,
KaHaJloOB Nepeljadd JaHHKIX ABTOMaTH3HPOBAHHOM CHCTEMBI YIpaBlIeHHA Ha
CiIy4all BOSHHKHOBCHHSA HEIITATHRIX CHTyalui

Cospanne aTbTEepHATHBHBIX MECT XpaHeHHMs H 06paborkd mHpopMmauum Ha
ciTydaii BOSHHKHOBEHHAS HEIITAaTHLIX CHTYyaITHi

BoccraHosnenue mocne cO0eB H OTKa30B HpOrpaMMHOro obecnedeHus
aBTOMaTH3NPOBAHHBIX CHCTEM

HeobxomumMele yMeHAS

[IpuMeHAT, THOOBEIE HPOTPaMMHBIE CPEACTBA  PE3CPBHDOBaHHS H
BOCCTAHOBJICHHS HHGOpPMAMH B ABTOMAaTH3HPOBAHHAIX CHCTEMaX

IIpaMeniTs CpencTBa obecnedenus 0TKa30yCTORIHBOCTH
aBTOMAaTHM3HPOBAaHHBIX CHCTEM

KnaccuHIEpoBaTs H OLEHABATh YTPO3h HHPOPMAIMOHHOM 6€300aCHOCTH

IpuMeHsTs MpOorpaMMHEIE CpeCTBa obecriedeHrs 6€301aCHOCTH JaHHEIX

JIOKyMEHTHpOBaTh AEHCTBEA IO YCTPaHEHHIO HEHCHpaBHOCTEH B pabote
CHCTEMBbI 3aNIMTEl HHGOpMAIIAY aBTOMaTH3UPOBAHHOA CHCTEMBI

Heob6xoapMEIe 3HaHHA

Meroas U cnoco6sl obecnedeHHs OTKa30yCTOHYMBOCTH
aBTOMAaTH3HPOBAHHBIX CHCTEM

ConepaHue H TMOPANOK AEATENBHOCTH NEPCOHANTA IO IKCILIyaTaluHH
3aIMIIEHHBIX aBTOMATH3MPOBAHHBIX CHCTEM H IONCHCTEM 0€30MacHOCTH
ABTOMATH3APOBAHHbIX CHCTEM

OcHoBHEIE HH(pOpManHOHHEIE TEXHOJIOTHH, HCTIONB3yeMBIE B
aBTOMAaTH3UPOBaHHBIX CACTEMaX

[IpAHOMNEl TOCTPOEHUsS CPEACTB 3aIHUTHl HHOOpMam¥H OT «yTedKH» IO
TEXHHYECKHUM KaHalaM

IIporpaMmEO-anmapaTHsle CPEACTBa OGecIedeHHs 3alMThl HHGOpMaIHH
aBTOMATH3HPOBAHHBIX CHCTEM

HopMaTHBHEIE IPaBOBEIE aKTHI B 06JIaCTH 3amMTEl KHGOpMaHK

PyKoBOASIIHE H METOAMYECKAE JOKYMEHTHI YIIOTHOMOYEHHEIX ¢eneparbHbIx
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OpPraHOB HCIIOJHUATENBHOHN BIIACTH 10 3amuTe HHGOPMAIMH

OpraHu3anHOHHbIe MEPhI 10 3aIiTe UHPOPMALUH

Jpyrue xapakTepHCTHKH

3.2.5. TpynoBas pysxnus

MOHHTOPHHT 3alIMIICHHOCTH HHPOpMaIUHU B Yposenb
HamMeHosanye ABTOMATH3HPOBAHHEIX CHCTEMAax Kox | B/05.6 (moxyposerr) 6
KBaTu(HUKaIHI
[TporcxoxnaeHue TPYAOBOH o X 3auMCTBOBaHO H3
GyHKIIIY PHTHHAT OpUrHHAIA
Kon PervcTpamonHsLit
OpHTHHANA HOMEp
npotdhecCHOHANBEHOTO
CTaHHapTa

TpynoBrie neficTBus

BripaGoTka pekoMeHamuil J[Uid TpPHUHATHS PEMICHAS O MOICPHHU3AlHH
CHCTEMBI 32U Thl HHGOOPMal aBTOMATH3HPOBAHHOM CHCTEMEI

BripaGoTka peKOMeHAANMI 1y NPUHATHS PEIMICHUs O IOBTOPHOH aTTeCTalluH
aBTOMATH3HPOBAaHHOM CHCTEMBI WJIM O IPOBEICHHHM IONOIHUTENBHBIX
aTTECTAIMOHHBIX HCIIBITAHAH

BriBnenue yrpo3 OGe3omacHOCTH HMHGOpMAlMd B aBTOMAaTH3MPOBAHHBIX
cucTeMax

[MpunsATHE Mep 3amMTEl MHQOPMAIMM IIPM BBIABICHHH HOBBIX YIPO3
6e30macHOCTH HHPOpMaluu

AHanu3 HeJOCTATKOB B QYHKIMOHUPOBAHHA CHCTEMBI 3aIUTH HHPOpMAIUH
aBTOMATU3UPOBAHHON CHCTEMBI

VcTpaneHHe HENOCTAaTKOB B (YHKIMOHMPOBAHWM  CHCTEMBI  3alllUTHI
nHGOPMaUHH aBTOMATH3HPOBAaHHON CHCTEMBI

Heob6xonuMelie yMeHUSA

KnaccubuupoBaTh 1 OLEHHBATh YTPO3b! HHPOPMAIIMOHHOH 6€301MacHOCTH

AHaM3MpOBaTh [POrpaMMHEIE, apXUTEKTYPHO-TEXHHYECKHE "
CXEMOTEXHMYECKHE pEICHUS KOMIIOHEHTOB aBTOMATU3HPOBAHHBIX CHCTEM C
IENbl0  BBUABIEHHMS  NOTEHIHAILHBIX  yA3BUMOCTeH  6e30macHOCTH
uHGOPMaIVH B aBTOMATH3MPOBAaHHbIX CHCTEMAX

[IpuMeHATs HOPMATHBHBIE JOKYMEHTHI IO NPOTHBOACHCTBHIO TEXHHYECKOH
pasBeziKe

KonTponuposats 3Q(}HeKTHBHOCTH NMPUHATHIX MEp IO peajM3alWy MOJUTHK
6e30MacHOCTH HH(OPMAIIMH aBTOMaTH3HPOBAHHEIX CHCTEM

KontpommposaTh coObITHS 6€30IaCHOCTH H  NEHCTBHA IOJIL30BATENEH
ABTOMATH3HPOBAaHHBIX CHCTEM

[IpUMeHATh TEXHWIECKHE CPEICTBAa KOHTPOJA 3(PEKTUBHOCTH Mep 3aIUTHI
uHbOpMaIun

JIOKyMEHTHPOBATh MPOLEAYPHl H Pe3yIbTaThl KOHTPOIA QYHKUHOHHPOBAHUS
CHCTEMBI 3a0IMTh HHHOPMAHH aBTOMaTU3HPOBAHHOM CHCTEMBI

Heob6xoauMble 3HaHUS

Co,uepxcalme M TOpANOK JACATCIBHOCTH IEpCOHAIa IO IKCILTyaTalluHh
3alUIICHHBIX AaBTOMATH3HMPOBAHHBIX CHCTEM H IOACHCTEM 0e3011acCHOCTH
ABTOMATH3HPOBAHHEIX CUCTEM

OCHOBHBIE Yrpo3bl G€30MIACHOCTH HHOGOPMAIMH ¥ MOJEIA HapyIIMTENs B
ABTOMATHU3MPOBAHHBIX CHCTEMAX

OcHOBHBIE ~ KpUNTOrpahMyecKue METOABl, AaITOPHUTIMBIL,  IIPOTOKOJIEL,
HCIIONB3YeMBbIE ISl 3aIUThl MHQOPMAIHH B aBTOMaTH3MPOBAHHBIX CHCTEMAX

[TporpaMMHO-aNnapaTHsle CPEACTBa 00eCIeueHNs 3auThl HEGOpMALyH
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ABTOMATU3NPOBAHHBIX CHCTCM

MeTo1p1 31K T HHGOPMAIMH OT «YTEYKH» M0 TEXHHIECKAM KaHajIaM

HopMaTHBHBIE IPABOBEIE aKTHI B 00JIACTH 3aIUTH HHGOpMauu

PykoBoasmue U MeToAMYEeCKHE JOKYMEHTH! YIIOTHOMOYEHHBIX (eneparbHbIx
OpraHoB MCIOJHHUTEIHHON BJACTH IO 3anIMTe MHPOpPMALUH

Oprasu3anyuoHHbIe MEpHI 110 3aIuTe HHGOpMaLH

Jpyrue xapakTepucTuKu

3.2.6. TpynoBas pyHKIHS

A}’JII/IT 3aUINCHHOCTH I/IH(I)OpMaI.[I/II/I B YposeHb
HamscroBarme ABTOMaTU3MPOBAHHBIX CHCTEMaX Kon | B/06.6 (moTypoBeHs) 6
KBTAUKALAN
[IpoucxoxaeHue TpynoBoi o X 3auMCTBOBAHO U3
byHKIIM PHrHHAT OpHTHHANA
Kon PerucrpamuonssIi
OpUrvHaNa HOMEp
IpogECCUOHATHHOTO
CTaH#apTa

TpynoBblie neAcTBUSL

Onerka HHGOPMaHOHHBIX PUCKOB

O6ocHOBaHME ¥ KOHTPOJIb PE3YJIbTATOR YIPaBIEHYECKUX pelleHuit B 061acTH
6e30macHOCTH HH(POPMAITNH aBTOMATH3HPOBAHHBIX CHCTEM

3Kcnepm3a COCTOSHHS 3alMUICHHOCTHA I/IH(i)OpMaIII/II/I ABTOMATH3UPOBAHHBIX
CHCTEM

O6ocHoBanwe KpUTepHeB dddexTHBHOCTH HYHKIIMOHAPOBAHHUS 3aIUIICHHBIX
aBTOMATH3HPOBaHHEIX CHCTEM

HeobxoxuMblie yMeHHS

KnaccuduuupoBaTs ¥ OUEHHBATh Yrpo3sl Oe30macHOCTH HHGOpMALMH I
00beKTa HHGOpPMATH3AIUH

Pa3pabaThiBaTh IpeIOKEHHS [0 COBEPIICHCTBOBAHUIO CHCTEMBI YIIPABIECHHS
UHGOPMAIMOHHOMN 6€30MaCHOCTHIO aBTOMATH3HPOBAHHBIX CHCTEM

PaspabarthsiBaTh MOMUTHKH 6€30MaCHOCTH HHPOpMALUH aBTOMATH3UPOBAHHBIX
CHCTEM

HpI/IMeHSITL HHCTPYMCHTAJIBHBEIE CPCACTBA KOHTPOJA  3allIAIIICHHOCTH
I/IH(bOPMaI_II/II/I B aBTOMATH3APOBAHHBIX CHCTEMAX

HeoOxoauMeie 3HaHNUS

OcHOBHBIE  KpHUnNTOrpapuyeckme  METOABl, &ITOPHUTMBL,  IPOTOKOJIEL,
HCIIONIB3YEMBIE IS 3aIUTH HHPOPMaIy B aBTOMATU3UPOBAaHHBIX CHCTEMAaxX

Crioco6bI 3anuThl KHGOPMALMH OT «yTEUKH» [0 TEXHUIECKUM KaHaIlaM

MeTtoasl KOHTPOIsS 3()(GEKTHBHOCTH 3aMUTH MHGOPMAIMH OT «YTE€YKH» IO
TEXHUUECKUM KaHaJIaM

[IpUHIHAIIEL TOCTPOEHUS CHCTEM 3alIUThl HEQOpMALIH

HopMaTHUBHbIE IPaBOBbIE aKTHI B 00J1aCTH 3alMTH HHYOPMALKH

PykoBoOAsIIfe B METOANYECKHE TOKYMEHTH YIIOJIHOMOUYEHHBIX (pefepaabHbIX
OPraHOB HCIOJHUTEILHOM BIACTH 11O 3aIlUTe HH(POpMAIHH

OpraHu3aIMOHHbIE MepHI IO 3aIuTe HHpOopMalHun

Jpyrue xapakTepuCTHKH
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3.3. O6o6menHas TpyaoBas pyHKIHUs

Breapenue cucteM 3amuThl HHGOPMANUH
HauMmenoBanne AP al bopwman Kon C Yposems 6
ABTOMATH3HUPOBAHHEIX CHCTEM KBaTA(UKAIHH
[Tponcxoxnenue
. 3anMCTBOBAHO U3
0606menHo# Tpyn0BOI Opurusan X
OpHUrHHANa
GyHKIIH
Kon PeructpanuosHsIit
OpUrHHaNa HOMep
npoeCcCHOHATEHOTO
CTaHjgapTa
BosmoxHbIe Hmxenep no 3ammre nHGOpMaITH
HaAaUMCHOBAaHUA CHCHI/IaJIHCT I10 3a1IuTe nthopmaunn I KaTeropuu
JIOJDKHOCTEH, Cremuanuct o 3ammure uHpopmanuu I1 kateropun
npodeccuii Cremmamuct o 3ammre UHGOpMaLul

VmxeHep-mporpaMMHUCT N0 TEXHUYECKO#H 3amuTe nH$opMaruu I kareropun
Hmxenep-nporpaMMHCT 10 TeXHUYECKO# 3ammure nHpopMannu 11 kareropuu
HmxeHep-mporpaMMHUCT [0 TEXHAIECKOH 3amuTe nHpopMaIyiu
Hmxenep-nporpamMmuct I kareropun

Hmxenep-nporpammuct II kareropun

Hmxenep-nporpammuct III kareropun

Wmkenep-nporpaMMHACT

TpeGosanus x
006pa3oBaHUIO H
00y4eHHIO0

Briciree  oOpazoBanme — GOaxamaBpumar B 00NacTH HH(OPMAIHOHHOM

0e30macHOCTH

TpeboBaHHSs K OIBITY
IpakTH4Ieckoil paboThl

He meHee omnoro roga B o0nacTy 3ammThl HHGOPMALUY WM HE MEHEE ABYX
neT B o6nacTd HHYOPMAIIMOHHBIX TEXHOJIOTHHI UL JOJDKHOCTEH 63 kaTeropuit
Jlns moypkHOCTEH © KaTeropuei — ombIT paboTH B JOJDKHOCTH ¢ Ooliee HU3KOH
(mpemmecTByIOIEeH) Kareropyeil He MEHee OIHOTO roja

Ocobble ycroBHS

Hanuaue nomycka K rocyIapCTBeHHOH TaifHe (IIpyU HEOOXOAMMOCTH)

JIoIycKa K paboTe
Ipyrue PexoMmeHayercs IONONHHTENbHOE mpodeccHoHanbHOE O0OpasoBaHHE —
XapaKTEPUCTUKH [pOrpaMMBl TIOBBINIEHWs KBauuduKkamuum B oOnacTd HHGOPMAIMOHHON

Oe30macHOCTH

JIOmOTHUTETbHBIE XapaKTePHCTHKA

HaumeHoBanue
JOKyMEHTa

HaumeHoBanue 6a30Boii IpyIIIbl, JODKHOCTH

Kon (npodeccun) WM cCOENHATbHOCTH

OK3

2519 Pa3paboT4uKy ¥ aHATUTUKH IIPOrPaMMHOIO 00eCIIeUeHUS

¥ [IPIIOXKEHNH, He BXOJUIINE B IPYTHE IPYIIIBL

2425 CrenuamicTsl OpraHoB FOCy/1apCTBEHHOM BIaCTH

EKC

- HmxeHep-nporpaMMHCT (IPOrpaMMHCT)

- WHxeHep-IporpaMMHUCT 110 TEXHHIECKOH 3ammuTe
uHGopManuu

OKIITP

22567 Hmxerep mo 3ammute HHGOPMALIIH

26579 CrenuayicT 1o 3amuTe HHpopMalluy
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3.3.1. Tpynosas pyHxuust

YcTaHOBKa U HaCTPOiKa CPECTB 3alUThI YpoBeHs
HaumeHoBaHHe pHpOpMaIuH B aBTOMATH3MPOBaHHBIX Kox | C/01.6 (moxypoBeHs) 6

CHUCTEMax KBaTHAUKALIH
IIpoucxoxaeHue TpyAaoBOH Opurmman X 3aUMCTBOBAHO U3
$yHKINH OpUTHHAJIa

Kon PerucrpalmoHHbIi
OpHrHHaJIA HOMEp
npodecCHOHATFHOTO
CTaHIapTa

TpyznoBeie neiicTBUs

BxomHOM KOHTPOJIb KadecTBa KOMIUIEKTYIOIMX H3JENIUil CHCTEMBI 3allUTHI
UH(OpMaIVH aBTOMATH3HPOBAHHOM CHCTEMBI

OCYIIICCTBJ'ICHI/IG aBTOHOMHOM HaJdagKyl TEXHUYECKUX U IIPpOrpaMMHBIX
CpEACTB CUCTCMBI 3allUTHI I/IH(l)OpMaJ.IHIrI aBTOMaTPI3Hp0BaHHOfI CHCTEMBI

[lpoBesieHre NTPHEMOYHBIX HCIBITAHUM CHCTEMBl 3aIUTHL MHGOpMAaIHMH
ABTOMATH3WPOBAHHON CHCTEMBI

Brecenue B 9KCILTyaTaHOHHYIO JOKYMCHTAITUIO U3MECHEHHI, HalpabBJICHHBIX
Ha YCTPaHCHNEC HEAOCTATKOB, BELIBJICHHBIX B IIPOLECCC UCOBITAHUH

Heob6xonuMblie ymeHHS

A)lMPIHHCTpPIpOBaTB IIporpaMMHBIC CPEACTBA CUCTEMBI 3AIIATHI PIH(bOpMaI.II/II/I
ABTOMATU3HUPOBAaHHBIX CHCTEM

VeTpaHAT,  HM3BECTHBIE  YA3BUMOCTH  aBTOMAaTH3HPOBAaHHOM  CHCTEMBI,
MPHUBOAANIME K BOSHHKHOBEHHIO YIpo3 6e301aCHOCTH HHPOPMAIHH

[IpuMeHATh HOPMATHBHEIE HOKYMEHTHI IO IPOTHBOACHCTBHMIO TEXHHYECKOH
pa3BeJIKe

[IpuMeHSATh aHATUTHIECKAE W KOMIBIOTEPHBIE MOJEIM aBTOMATH3MPOBAHHBIX
CHCTEM ¥ CHCTEM 3alUTh HHpopManuu

ITpoBOAUTh aHATH3 CTPYKTYPHBIX H (YHKIHMOHAIBHBEIX CXEM 3allUIICHHOM
ABTOMAaTH3MPOBAHHOM CHCTEMBI

OnpenensaTs mapamMeTpsl HACTPOHKH IPOTPAMMHOIO OOECHIEYEHHS CHCTEMBI
33K TH HHGOPMALNK aBTOMATH3HPOBAHHON CHCTEMBI

Heob6xonuMele 3HaHUS

OcHoBHBIE yrpo3bl Ge30macHOCTH MHGOpMAlUH M MOJEIH HapyHIIMTENd B
ABTOMATH3APOBAHHBIX CHCTEMAX

ConepxaHue 9KCIUTYyaTal[HOHHOH JOKYMEHTaldH aBTOMATH3HPOBAaHHOM
CHCTEMBI

TumoBsle  cpencTBa, METOABI W HPOTOKONBI  HACHTHQUKAIWH,
ayTeHTH(UKAIMH B aBTOpH3aLT

OCHOBHBIE MCPEI 110 3alIUTC HHd)OpMaIII/II/I B aBTOMAaTH3HPOBAaHHBIX CHCTEMAaX

HopMmaTHBHEIE PABOBEIE aKTHI B 00ACTH 3alMTHl HHYOpPMAIIMH

PyKoBOIAIIHE ¥ METOAMIECKHE JOKYMEHTH YIIONTHOMOYEHHBIX (e/iepanbHbIX
OPraHOB MCIIOJIHHUTENIHFHOM BIACTH 110 3aIUTE HHPOpMAIHH

Hpyrue xapakTepucTHKH




17

3.3.2. TpynoBas ¢pyHxuHsA

HamMeHoBaHue

IIpoucxoxneHue TpyAOBOH
bysKIAN

Pa3paboTka opraHu3aliOHHO- y
ACIIOPAIUTENBHBIX JOKYMEHTOB IO 3allliTe POBCHB
EH(bOIII))MaI.II/IH B aBTOMaTZII:HpOBaHHLm Kon | C/02.6 (nomyposeHs) 6
KBanupuKanuu
CHCTEMAX
Opurmpan X 3auMCTBOBaHO M3
OpUTHHaJa
Kon PerucrparmoHHsIi
OpHrHHAJNA HOMep
npodecCHOHATEHOTO
CTaHgapTa

TpynoBeie JeHCTBUS

OnpeneneHue 0paBUI ¥ INPOIEAYP YHPABICHHS CHCTEMOM 3alllUTHI
uHGOPMAIHH aBTOMATH3HPOBAaHHON CHCTEMBI

OnpeesnieHne MPaBuJ U MPOLEIYP BHIIBICHHS HHIIMICHTOB

OnpeneneHde NpaBWiI U IPOLEAyp MOHHTOPHMHIA OOECIHEYEHHMS YPOBHS
3aIUIIEHHOCTH HHPOPMAIUA aBTOMAaTH3UPOBAHHOH CHCTEMBI

Onpenenenre MOpaBWi H OPOIEAYp 3alIUTHl MHPOPMAllM¥ NpPH BEIBOJE
ABTOMATH3NPOBAHHON CHCTEMB] U3 3KCILIyaTallu{

Onpeneneﬂne MIPaBHJI B [IpOLCAYP pearipoBanys HA MHITHACHTDI

Heo6xoauMmbie yMeHUs

KiaccuduiuupoBats U OLEHHBATh YIpo3bl HHOOPMAMOHHOMH 6€30IIaCHOCTH

[IpuMeHATh HOPMATHBHBIE TOKYMEHTHI II0 MPOTUBOAEHCTBHIO TEXHHYECKOU
pa3BeKe

OnpenensaTs mapaMeTpbl HACTPOMKH IPOTpaMMHOTO OOECIEYEHHs CHCTEMBI
3amMTHl HHQOpMalMK aBTOMAaTH3HPOBAHHOM CHCTEMBI

KorTpomposaTs 3(GeKTHBHOCTS MPHHATHIX MEpP IO 3allldTe HHGOPMAlUH B
ABTOMATH3HPOBAHHBIX CHCTEMaX

Heo6xoauMble 3HaHHS

Co;:[epxcalme A IOpAZOK JICATCNBHOCTH II€pCOHATId IIO SKCIUIyaTallnH
3aMUIIIEHHBIX aBTOMATH3HPOBAHHEIX CUCTEM U CUCTEM 3alTUThI I/IH(I)OpMaIII/IIfI

OcHoBHEIE YTPO3BI Oe3omacHOCTH HMHGOpMALMM H MOICIH HapyIIATENs B
ABTOMAaTH3WPOBAHHBIX CHCTEMAX

OcHOBHBIE  KpuUOTOrpaguveckue METOABl, AITOPHTMBI,  IIPOTOKOJIBI,
HCIIOIB3YEMBIE ISl 3aIIMTH HHPOPMAIINY B aBTOMaTU3MPOBAHHBIX CHCTEMAX

[IpHHIMIBI IIOCTPOCHUS CPEACTB 3AIIMTHl MHPOpPMAMH OT «yTCYKH» IO
TEXHUYECKUM KaHaJlaM

HopMaTHBHEIE IPaBOBEIE AKTHI B 00/1aCTH 3alMTEI HEQOpPMAIK

PyKoBOASIIHE ¥ METOAMYECKHE JOKYMEHTH YIIOITHOMOYEHHBIX (peaepabHbIX
OpPraHOB MCIIOJIHUTENILHOM BIIACTH IO 3aIHUTe HHGOpMAIMH

Hpyrue xapakTepuCTHKH
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3.3.3. TpynoBas pyHKIUsA

AHanmm3 ysS3BEMOCTEl BHEAPAEMOH CHCTEMBI VposeHs
HanmeHopaHue 3AIATE HEGOPMALTH Kox | C/03.6 (momypoBeHs) 6
KBATHGHKALHH

IIpoucxoxneHue TpyAOBOH
dyHKuIH

3aMMCTBOBaHO H3

Opurunan X
OpHIHHAJIA
Kon Peructpammonusit
OpHTHHAla HOMEp
poheCCHOHATBHOTO
cTaHzapTa

Tpynossie neHCTBHS

Buifop u oGocHoBaHMe KpuTepueB 3G¢exTHBHOCTH (YHKIMOHHPOBAHHS
3aMIMIIEHHBIX aBTOMATH3NPOBAHHBIX CHCTEM

[lpoBenenne aHamu3a YA3BUMOCTH IPOTPaMMHEIX H  IIPOIpaMMHO-
annapaTHLIX CPEACTB CHCTEMBI 3alIUTHI HHGOPMallMH aBTOMAaTH3MPOBAHHOM
CHCTEMBI

[lpoBefeHHEe  3KCIEPTH3Bl COCTOSHHS  3alMINEHHOCTH  HH(pOpMaruy
ABTOMATHU3HPOBAHHBIX CHCTEM

VYTo4HEeHrE MOJIENH YIPo3 6e30macHOCTH HHPOPMAIlMH aBTOMATH3HPOBAHHOR
CHCTEMBI

HpOBCI[eHI/IC npeaBapyuTEIILHBIX HUCITBITAaHHE CHCTEMBI 3alllUThI HH(bopmam/m
aBTOMaTHBHPOBaHHOﬁ CHUCTECMEI

[IpoBenenue aHanm3a YS3BEMOCTEH ABTOMAaTH3UPOBAHHBIX 7§
HH()OPMAMOHHBIX CHCTEM

Heo6xomumpie yMeHAS

Kinaccupuupposars ¥ OIEHHBaTh Yrpo3sl 6e30omacHOCTH uH(popManuu
aBTOMAaTH3MPOBAHHOM CHCTEMBI

Pa3pabaThBaTh IpeyIoKeHNs IO COBEPIICHCTBOBAHUIO CHCTEMBI yIIPaBJICHMS
3ammTod HHQOPMAIIHK aBTOMATH3UPOBAHHOM CHCTEMEI

[TpoBOMUTE aHAMM3 IOCTYIHHIX HHGOPMAIMOHHBIX HCTOYHHKOB C LEIBIO
BBIABIICHHS H3BECTHBIX YA3BAMOCTEH HCIONB3YyEMBIX B CHCTEME 3allUTHI
IHGOPMAIINH IPOrPaMMHBIX 1 IIPOrPaMMHO-AIIAPaTHRIX CPENICTB

VcrpaHsm, BBIBJICHHBIC YA3BHMOCTH aBTOMaTI/ISI/IPOBaHHOﬁ CHCTCMBI,
TIPUBOJAIIME K BOSHUKHOBECHHIO YI'pO3 06€e3011aCHOCTH I/IH(i)OpMaIII/II/I

Heob6xoauMple 3HAHHS

OCHOBHBIE METOIBI M CPEJICTBA KPUNITOTpaueCKO 3aIUTh HHGOPMALH

Croco0bI 3amuThl HHGOPMAIMHY OT KYTEIKH)» [0 TEXHHISCKUM KaHaJlaM

Crioco6b1 KOHTpOIIs 3QPEKTUBHOCTH 3alIHTHl HHPOPMAIMHA OT «YTEYKH» II0
TEXHUYECKUM KaHAIaM

HopMaTuBHEIE TPaBOBbIE aKTHI B 00JIACTH 3aIUTHI HHGOpMalHK

PyKoBOASAIME ¥ METOUYECKHE JOKYMEHTHI YIIOJHOMOYEHHBIX (heaepaibHBIX
OpraHoB MCIOJHATENBHOM BIACTH 110 3aIIUTE HH(POpMalUK

OpraHu3anyoHHBIE MEPHI IT0 3aIliTe HHQOpMaIMU

ComepxaHue SKCIUTyaTal[HOHHON JIOKyMEHTAllWM aBTOMAaTH3UPOBAHHON
CHCTEMBI

Hpyrue XapakTepHCTHKH
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3.3.4. TpynoBasi pyHKUIHSA

Brenpenue oprann3zaliioOHHBIX Mep IO VpoBeHs
HauMenoBaHue 3amuTe HHQOpPMAIIHH B Kon | C/04.6 (moxypoBeHb) 6

ABTOMaTH3HPOBAHHBIX CHCTEMAX KBAJTH(HKALHI
TIpouncxoxaeHne TpyaoBoH Opurmman X 3aMMCTBOBaHO U3
¢byHKIMH OpUTHHAIA

Koxn PerucrpanuoHHbIH
OpUTHHaNa HOMeEp
npodeccHOHABHOTO
CTaHAapTa

TpynoBeie nedcTBUS

IlpoBemeHne NpPOBEpKH IONHOTHL ONHCaHMS B  OpraHH3ALHOHHO-
PacCIOPANUTENLHBIX  JOKYMEHTaX Ha aBTOMAaTH3HPOBAHHYIO CHCTEMY
JEHCTBUM IIEpCOHANA II0 peaTH3alu{ OpPraHU3allMOHHBIX MEp 3allUTHI
HHGOPMAITHH

[lpoBefieHne 3aHATHH C MEPCOHAIOM IO paboOTe C CHCTEMOH 3allUTHI
AHGOpMANMK  aBTOMATH3UPOBAaHHOM CHCTEMBI, BKIIOYas IPOBEJCHHE
TpaKTHYECKHUX 3aHATUH HAa MAaKETaX WM B TECTOBOM 30HE

IMoaroroska MOKYMEHTOB, ONpENEISIONMX IIpaBHJa M NPOUEHYDHI,
pealu3yeMble OIEPaTOpOM Ui oOecliedeHHs 3allMThl HHQOpPMAlMH B
AHGOPMAIIMOHHOI CHCTEME B XOJI€ €€ SKCIUTyaTaluH

ITpoBeneHHe IMPOBEPKH TOTOBHOCTH INEPCOHANA K IKCIUTyaTallMd CHCTEMBI
3aIUTHl HHGOPMAIMH aBTOMAaTH3HPOBAHHON CHCTEMBI

IToaroToBKa MOKYMEHTOB, ONpPEA/MIOMMUX NPaBHIa H MPOLEAYPHl KOHTPOJIS
00eclieYeHHOCTH YPOBHS 3alIMIICHHOCTH WHGOpMalyH, coAepKamieics B
HHGOPMAIIMOHHON CHCTEME

IMoaroToska JOKYMEHTOB, ONPENETAIOMUX IIPaBHia U IPOLEAYPHI BEIBICHHS
MHIM/IEHTOB, KOTOpBIE MOIYT NpHBeCTH K c00SM MIH HapyLICHHIO
GyHKIHOHMpOBaHKS UHGOPMAMOHHON CHCTEMBl M BO3HHUKHOBEHHIO YIpo3
6e3omacHOCTH HHGOpMAIUH

IToaroTroBka JOKYMEHTOB, ONpeJE/SOIMX IpaBMIa MW MPOLEXYpPHI
yIpaBiieHusi KOH(Urypanueil aTTeCTOBaHHOH HHPOPMAIMOHHOMW CHCTEMOH H
CHCTEMOI 3aImuThl HHGOpManui HHGOPMALHOHHON CHCTEMEL

HeobxomuMble yMEHHS

Peanu30BEBAaTE NpaBHiIA PasTpaHHYEeHHs OCTyNa IEPCOHana K OOBEKTaM
JOoCTyna

AHanu3upoBaTh IPOTPaMMHBIE H IPOrpaMMHO-alNapaTHbie PEeNICHAS NpH
MPOEKTHPOBAHMK CHCTEMBI 3alIUTHl HHPOpMAlMM C UENBIO BBIIBJICHUS
NOTEHIMATBHBIX ySI3BUMOCTEH Oe3omacHOCTH uHpopManum B
aBTOMATH3HPOBAHHBIX CHCTEMaX

OG6yyaTh ImepcOHal aBTOMAaTH3HMPOBAHHOM CHCTEMBI KOMIUICKCY —Mep
(paBmiIa, MPOUEAYPHI, NPAKTHYECKHEe HPHEMbI, PYKOBOISAIIME MPHHIMAIIBL
METOIBI, CPEACTBA) UL 00eCIedeHHUs 3aIUTEH HHPOpMaIUK

OcCyIecTBIATh IUIAHMAPOBaHWE M OpTraHU3anMIO  paboTEl  MepcoHasa
aBTOMAaTH3HPOBAHHOM CHCTEMBI C Yy4YeToM TpeOOBaHMH 1O 3amuTe
rHopMauu

KonurypupoBarh aTTeCTOBaHHYIO MHYOPMALMOHHYIO CHCTEMY H CHCTEMBI
3amuThl HHGOpMaHK HHYOPMALMOHHON CUCTEMB]

Heo6xoauMble 3HaHUA

HopMmaTuBHBIE IpaBOBHIE aKThl H  HalldOHAIBHBIE CTaHIApTEL IO
JIMIIEH3APOBAHUIO B 061acTH obecnedeHns 3alUThl TOCYAapCTBEHHON TaiHBI
U CepTHOUKALMH CPEACTB 3aUTH HHPOpMalUuK
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MCTOIIH, CIIOCO6I>I, CpeaCTBa, ITOCICAOBATCIIBHOCTE H COACPXAHHUE I3TallOB
pa3pa60TI<n aBTOMAaTU3HUPOBAHHBIX CHUCTEM H CUCTEM 3allIMTHI
ABTOMATHU3HPOBAHHBIX CHCTEM

HopmaTrBHEIE IPaBOBBIE aKTHI B 001aCTH 3amUTH HHGOPMalHK

PyxoBopsimue 1 MeToIdecKie JOKYMEHTH YIIOJIHOMOYEHHBIX (heiepambHEIX
OPraHOB MCIIOJIHUTENHHOM BIACTH IO 3alluTe HHPOpMaIHH

Opraau3aloHHbIE MEPHI 10 3aIIUTE HHPOpMaIH

MeTonuke CepTHGHKAIMOHHBIX HUCHBITAHMN TEXHUYECKHX CPEACTB 3alIMTHI
HHPOPMAINM OT «YTEYKW» IO TEXHHYECKHM KaHaJlaM Ha COOTBETCTBHE
TpeGOBaHUAM 110 6e3011aCHOCTH HHGOPMalUH

MeTtonpl, cmocoOBl H CpeAcTBa OOecleYeHHs OTKa30yCTONUYMBOCTH
ABTOMATH3UPOBAHHBIX HHYOPMALHOHHBIX CHCTEM

Jpyrue xapakTepuCcTUKH

3.4. O606mennas TpyaoBas GpyHKIHSA

Pa3paboTka cucTeM 3aluThl HHGOpMaIuu
Haunmenopanue P am (b pMatl Kon D YpoBeHb 7
ABTOMATHU3APOBAHHBIX CHCTEM KBaTHGHKAIMU
IIpoucxoxneHne
o 3auMCTBOBAHO U3
06o6menHo# TPy IOBO Opurusan X
OpHMTHHAIA
byHKIIH
Kon PeructpanuoHHsIi
OpHUrHHaIa HOMep
npogeccHOHAIBHOTO
CTaHjxapTa
Bo3MmoxHBIE Benymuit nHxxeHep-pa3paboTINK CUCTEM 3alUThl HHYOPMauK
HauMEHOBaHUS Benymmii cienmanuct o 3amuTe HHGoOpMaIuu
JOJDKHOCTEH, PykoBoauTes IPOEKTOB B 00aCTH pa3paboTKu CUCTEM 3aIlUThHl MHPOpManuu
npodeccuit PyKoBOIMTENb OT/IENIa CHCTEM 3aIllUThHI MHGOpPMalHy

TpeboBanus K
00pa3oBaHuIO U
00y4eHHIo

Beicmee o0pasoBanme — CHEOUAIATET HWIA Marucrparypa B obmactu
uH(OpPMaIOHHOH 6€30acCHOCTH

TpeboBaHus K OIBITY
MPaKTHIECKOH paboThl

Oco0ble ycIoBuS

Hanuuwe momycka K rocyJapcTBeHHOH TaifHe (IpH HEOOXOMMOCTH)

JIoIycKa K pabore
Hpyrue PexoMeHmyeTcss JIONONHHUTENBHOE mpodeccHoHambHOE 00pa3oBaHHE —
XapaKTEePUCTHKH IpOrpaMMbl HOBBINEHHS KBamuduKauuum B o00nacTd HMHGOPMAIMOHHON

Oe30macHOCTH

JlononHHTETbHEIE XapaKTePHCTUKH

Haumenosanue Kox HaumenoBanue 6a30B0# rpymnsl, JODKHOCTH
JIOKYMEHTa (npodeccun) WK CENUAILHOCTH
OK3 2519 Pa3paboT4nKy ¥ aHATUTHKH IPOTPAaMMHOT0 00€CIIEdEHIUS
H IPUJIOKECHUH, He BXOJSIIUE B IPYTHE TPYIIIBI
2425 CrenuajucThl OpraHoB rocy1apcTBEHHOM BJIaCTH
2511 CucTeMHBIE aHAIUTHKH
2512 Pa3paboTInKy IPOrpaMMHOr0 00ecIeUeHUS
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2523 CrnennaymcTsl 10 KOMIBIOTEPHBIM CETAM
EKC - WmxeHnep-porpaMMHCT (IIPOIPaMMHCT)
- HmxeHep-nporpaMMUCT 0 TEXHUYECKOM 3aIHUTE
HHGbOpMaIIH
OKIIJITP 20911 I'naBHBIA ceHAIMCT O 3aIUTe HHPOPMALIHA
22567 Hmxenep nmo 3anmre nabOpManun
26579 Crnenuanuct no 3amure HHGOpMaIAN
OKCO 090102 KommbsrotepHas 6€301acHOCTh
090103 Opranysanys # TEXHOJIOTHS 3aIUTH HH(GOPMAITHH
090104 KommnexcHas 3amuTta 065€KTOB HHOOpMATH3AIUH
090105 KommuiexcHoe obecnieqenue HHGOpMAIMOHHOM
6€30I1aCHOCTH aBTOMAaTU3UPOBAHHBIX CHCTEM
090106 Hndopmanmonnas 6€30nacHOCTH
TEeJICKOMMYHUKAIIHOHHBIX CHCTEM
090107 ITpoTuBOEHCTBHE TEXHUUECKIM Pa3BeIKaM
3.4.1. Tpynosas pyHkuus
TecTHpoBaHHE CHCTEM 3aIMUTH HHOpMALHH YpoBeHb
Hanvenosanne ABTOMATHU3APOBAHHEIX CHCTEM Kox | D/01.7 (moxyposers) 7
KBaJIMUKATIAH
gggllflcl);;mneﬂne TPYZOBOMH Opurmman X i;p:;;nazzaﬂo u3
Kon PerucrpaitmoHHsIi
OpHruHajia HOMEp
podecCHOHAIBHOTO
cTapJapra

Tpynossie neficTBus

[TpoBeneHue aHAMN3a CTPYKTYPHBIX M QYHKIHOHATIBHBIX CXEM 3alUIICHHBIX
ABTOMAaTH3MPOBAHHBIX HH(POPMALIMOHHBEIX CHCTEM C UENBI0 BBISBICHHS
MOTEHIHATHHBIX yA3BAMOCTEH “HpOpMANUOHHOM 6e3omacHOCTH
aBTOMAaTH3UPOBAHHBIX CHCTEM

BelgBlieHME  ySA3BEMOCTH HH(OPMAIIMOHHO-TEXHOJIOTHYECKUX  PECYPCOB
ABTOMATH3HPOBAHHBIX CHCTEM

BrisBiieHHE ~ OCHOBHBIX  yrpo3  OesomacHocTH ~ MHGOpPManuM B
ABTOMATH3UPOBAaHHBIX CHCTEMaXx

CocraBieHHe METOAHWK TECTHPOBAaHUSA CHCTEM 3alIUTHI HHGOpMalUH
aBTOMATH3UPOBAHHBIX CHCTEM

[Tonbop HHCTPYMEHTANBHBIX CPEACTB TECTHPOBAaHUS CHCTEM  3alUTHI
HHGOPMAIlY aBTOMAaTA3HPOBAHHBIX CHCTEM

CocraBnenue OPOTOKOJIOB TECTHPOBAHUS CHCTEM 3alllUThI I’IH(bOpMaIII/II/I
ABTOMAaTU3HPOBAHHBIX CHCTEM

HeobxoquMble yMeHUS

AHaJ'IH3I/IpOBaTI> OCHOBHEBIC XapaKTCPUCTHKH " BO3MOXHOCTH
TCJICKOMMYHHUKAITMOHHBIX CUCTEM 110 1IEpEaadc I/IH(I)OpMaHI/II/I

AHaIM3UpPOBaTh  OCHOBHBIE  Y3JIIBI M YCTPOHCTBA  COBPEMEHHBIX
ABTOMATH3HPOBAHHBIX CHCTEM

[IpuMeHATh JeHCTBYIOMIYI0O HOPMATHBHYIO 0a3y B 00nacTH obecreueHus
Ge3onmacHocTH HHGOpPMALUH

KonTpomipoBaTh 06e30TKazHOe (GYHKIHOHHPOBAHHE TEXHUYECKUX CPEICTB
3aIIUTHl HHPOpMAITHH

BoccranasiuBate (3aM€HSITI>) OTKa3zaBIIMC TCXHUYCCKHEC CPEACTBA 3allMThbI
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HHpOpMaUH

Heob6xoauMble 3HaHUS

[IpuHIMOEl MOCTPOEHHS M (YHKIHOHMPOBAHHSA CHCTEM H CETEH Ieperadd
HHGOpPMALTHH

OTaJOHHASI MOJIENIb B3aUMOICHCTBUS OTKPBITBIX CUCTEM

OcCHOBHEIE Yrpo3bl Ge30macHOCTH MHGOpPMAUWMM W MOJCIM HAapyLIHTENs B
aBTOMATH3UPOBAHHBIX CHCTEMAX

OcHOoBHBIE MCPBI I10 3aIUTE I/IH(l)OpMaI.II/II/I B aBTOMAaTH3HPOBAHHEIX CHCTCMaX

OcobeHHOCTH 3aImUTHl HHPOPMAIMH B AaBTOMATH3HPOBAHHBIX CHCTEMAaxX
yIpaBJIeHHs TEXHONOTHYECKHMH IPOIECCaMU

HpPIHIIHl'ILI IIOCTPOCHHUA CPEACTB 3aAlIUTHI I/IH(bO})MaI_II/II/I OT «YTCUKH» IIO
TCXHUICCKUM KaHajllaM

OcHOBHBIE KpI/IHTOI'pa(I)I/I‘IGCKI/IG MCTOAObI, AJITOPUTMBI, IIPOTOKOJIBI,
UCHOJIB3YEMEIC 11 3aIUTHI I/IH(i)OpMaIII/II/I B aBTOMAaTHU3HPOBAHHBIX CHCTCMaxX

TexHUYECKHE KaHAIBI «YTEUKU» nmbopmamm

Texuuueckue cpeacrsa KOHTPOIIs 3P (eKTHBHOCTH Mep 3allUThl HHPOpMaUH

Oprauusaiys 3anmTel KHGOPMAIHH OT YTEUKH» IO TEXHHYECKHUM KaHaJlaM
Ha 00beKTax HHGOpMaTH3aluy

HopMaTHBHBIE TPABOBBIE AKTHI B 00JIACTH 3aUTHI HHGOPMALUK

P}’KOBOI[SII].II/IC H MCTOAHYCCKHEC NOKYMCEHTEI YIIOJTHOMOYCHHBIX d)enepanbnmx
OpraHoB UCIIOJTHUTENHHON BNACTH IO 3alIUTE nH(bopmamm

Opraanaunonnme MEPHI 11O 3alIUTC I/IH(I)OpMaIII/II/I

Jpyrue xapaKTepUCTHKH

3.4.2. TpynoBas pyHKIHA

Pa3paboTka IpOEeKTHHIX PENICHHH 110 3aIUTe VpoBens
Hanmenopanme “HGOPMALIAA B aBTOMAaTH3UPOBAHHBIX Kon | D/02.7 (nomypoBeHs) 7

CHCTEMaxX KBaHuKarmy
IIpoucxoxneHne TpyAOBOH Opurmman X 3auMCTBOBaHO U3
byHKIMK OpUTrHHala

Kon PeructpalioHHBIHA
OpHUTHHAJIa HOMEp
po¢)eCCHOHATEHOTO
CTaHIapTa

TpynoBble neicTBHSA

Paspaborka Mogenu yrpo3 O6e3omacHOCTM HHGQOpMaUMH H  MOJEIH
HApYIIUTEIA B aBTOMATH3MPOBaHHBIX CHCTEMAaX

Pa3paboTka Mopenei aBTOMATU3HPOBAHHBIX CHCTEM M IIOJCHCTEM
6€30MacHOCTH AaBTOMATA3HPOBAHHBIX CUCTEM

PaspaboTka NHpPOEKTOB HOPMATHBHBIX JOKYMEHTOB, DErTIAMEHTHPYIOMIMX
paboTy no 3amure HHGHOPMaIUK

Pa3paboTka mnpeanoxeHHH IO COBEPIICHCTBOBAHHIO CHCTEMBI YNpPaBICHHA
6e30macHOCTHIO HHQOPMallK B aBTOMaTH3HPOBAHHBIX CHCTEMAX

Heobxoaumeie yMeHus

[MpuMeHATH, AEHCTBYIONyI0 HOpMaTHBHYIO 0a3y B obmacth obecrnedeHus
3amUTHl HHQOpMaIuy

[IpuMeHATs HOPMATHBHBIE JOKYMEHTHI IO IIPOTHBOJIEHCTBHIO TEXHHYECKOMH
pa3Besike

KnaccupunupoBars 3ammmaeMy0o HHOOpPMalHMIO IO BHIAM TaiHHEI H
cTeneHsIM KOHQHICHIHAILHOCTH

OmpenenaTs THOBI CYOBEKTOB JOCTYyNa M OOBEKTOB AOCTYIA, SBJIOMIMXCS
00BEKTAMH 3aIIHUTHI
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OHpCﬂCJISITB METOABI YIIPAaBJICHHUA IOOCTYIIOM, THIIBI AOCTyIIa H IIpaBHJIa
PasrpaHAYCHUA OOCTYyIIa K o0BeKTaM AOCTyIIa, IOJICKaIlUM peaiu3alliid B
aBTOMaTI/I3I/IpOBaHHOI71 CUCTCMC

Bri6upats MepHI 3anuTE HHPOPMALAH, TTOUIEXAIHE PeaTH3allii B CHCTEME
3alIUTH HHPOPMAINH aBTOMATH3HPOBAHHOMN CHCTEMEI

Ompenenars BUABI ¥ THIIEI CPECTB 3alIUTH HHGOpMaLny, 00eCIIeunBatOIINX
pEATN3aLHMI0 TEXHUIECKIX Mep 3aIuThl HHHOpMaLuu

Omnpexnenars CTPYKTYDPY CHCTEMBI 3aIIUTHI uHbpOpManun
aBTOMaTH3HPOBaHHOM CHCTEMBI B COOTBETCTBHH C TpeOOBaHMAMH
HOPMAaTHUBHBIX NPaBOBEIX [JOKYMEHTOB B O0O0JIaCTH 3amIMTHI HHpOpMaLuu
aBTOMAaTH3HPOBAaHHbIX CHCTEM

HeobxoauMeie 3HAaHHA

PykoBoasdmine 1 MeToAnYECKHE TOKYMEHTH YIIOJTHOMOYCHHBIX (hedepatbHbIX
OpraHOB MCIIOJHUTENLHOHM BJIACTH IO 3aIuTe HHPOPMAIIH

HopMmaTuBHBIE mnpaBOBBIE aKTHl M  HANWOHAIBHBIE CTAaHAAPTHl  II0
JIMLEH3UPOBAHMIO B 06/IaCTH 00€CIIeUeHHs 3al[UThl TOCYJapCTBEHHOH TaHHbI
1 CepTH(UKANNY CPeICTB 3AIUTH HHHOPMAIIUH

IlpuHuunel mocTpoeHHs ¥ (GYHKIHOHHPOBAHWS, I[PHMEPH pealH3anuit
COBPEMEHHBIX JIOKATBHBIX H TIJOOAIBHBEIX KOMIBIOTEPHBIX CETeH H HX
KOMIIOHCHTOB

OcobenHocTH 3amuTel MHGOpPMAMM B aBTOMATH3WPOBAaHHBIX CHCTEMax
YIIPaBJICHUS TEXHOJIOTHYECKHMH IPOLIECCaAMU

Kputepun oneHku 5pdeKTHBHOCTH W HAZEKHOCTH CPEACTB 3alUTHI
HHpOpPMaIUK IIPOrPaMMHOTO 00€CIIeueH s aBTOMaTH3NPOBAHHBIX CHCTEM

IlpyuHnmne! opraHu3am¥ H CTPYKTypa CHCTEM 3alMTHl HHGOpMAIHH
IIpOrpaMMHOr0 06ecrieyeH s aBTOMAaTH3HPOBAaHHBIX CHCTEM

OCHOBHBIE XapaKTEPUCTUKH TEXHUYECKAX CPEeICTB 3aIUTHI MHGOPMALMH OT
yT€YeK 10 TEXHUYECKUM KaHATIaM

IIpuHnunel GpopMHPOBaHHS NONMUTHKYM HH(POpMAIMOHHOH 6€30macHOCTH B
ABTOMATH3UPOBaHHBIX CHCTEMax

Jpyrue xapakTepucTHKN

3.4.3. TpynoBasi pyHKuHA

Pa3paboTka sKkcruryaTariuoHHOM YpoBeHb
HaummeHoBaHue JOKYMEHTAIUH Ha CHCTEMBI 3aIUTHI Konx | D/03.7 (mOXypOBEHD) 7
HHpOpMaIH aBTOMATH3MPOBAHHBIX CHCTEM KB UKL
CHHE (:10) ¢
ITpouncxoxn TPYA Opurmman X 3aUMCTBOBaHO M3
dyHKIIM OpHIHMHAIa
Kon PerucrpamuoHHbIi
OpHruHajia HOMED
mpodeCCHOHATFHOTO
CTaHgapTa

TpynoBeie aeiicTBUS

AHajM3 TeXHUYECKOW INOKYMEHTAllMd HH()OPMALHOHHOH HHQPaCTPyKTypHI
aBTOMATHU3UPOBAHHOM CHCTEMBI

Ananu3 3a0IMIIEHHOCTH HHPOPMAITHOHHOH HHQPACTPYKTYpHI
aBTOMaTH3UPOBAHHOM CHCTEMEI

dopmupoBanue TpeGoBaHMii 1[0 3amuTe HHPOpMAIMH,  BKIIOYas
HCIOIB30BaHAE MaTeMaTHYeCcKOTO ammapara i1 PemeHdsS NpPHKIaIHBIX
3amaq

JloKyMeHTHpOBaHHe IPOrPaAMMHOI0 O00ECIIEUEHHs], TEXHUIECKHX CPEJICTB, 6a3
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JIAHHBIX M KOMIIBIOTEPHBIX CeTedl ¢ yderoM TpeGoBaHHMH 10 0OeCHEYEHHUIO
3aI0ATHl HEGOPMALUH

AHanmuM3  CTPYKTYpHBIX H®  (QYHKUHOHAIBHBIX CXEM  3alIMIICHHBIX
ABTOMATU3HPOBAHHEIX HHPOPMALMOHHBIX CHCTEM

O6ocHoBanue KpuTepHeB 3P PEKTHBHOCTH (YHKITMOHUPOBAHUS 3alIUAIIECHHBIX
ABTOMATH3NUPOBAHHEIX HHPOPMAIMOHHBIX CHCTEM

Hcnonp3oBanne IIPOrpaMMHO-aMMapaTHBIX CpencTB obecreueHus
6e30macHOCTH HHGOPMAIMK B aBTOMATH3MPOBAaHHBIX CHCTEMAaX

Heo6xonuMeie yMeHUS

Ompenenath Mepbl  (IpaBWia, OPOIERYpPHl, IPAKTUYECKHE IIPHEMEL,
PYKOBOIIIE TMPUHIUIBL, METOJBI, CPEACTBA) JUIL 3aMUTHl HHpOpMauuHu B
ABTOMAaTH3HPOBAHHBIX CHCTEMAX

PaspabareiBaTh  TEXHHYECKHE 3aJaHAS Ha  CO3JaHHE  IOACHCTEM
UHGOPMAIMOHHOM 6€301aCHOCTH aBTOMATH3HPOBAHHBIX CHCTEM

IIpoexTHpoBaTh IOACHCTEMBI 0e€30MacHOCTH HHGOpMAIMM C  YYETOM
JEHCTBYIOIIX HOPMATHBHEIX M METOIUIECKIX JOKYMEHTOB

Pa3pa6aTHBaT}, MOJCJIHM aBTOMAaTH3HPOBAHHBLIX CHCTEM H CHCTEM 3alllATHI
I/IH(I)OpMaI.II/II/I ABTOMATU3HPOBAHHLIX CUCTEM

HccnemoBars Mojienu 4aBTOMATU3HPOBAHHBIX CHCTEM H CHCTEM 3alllUTHL
06€30MacHOCTH ABTOMATHU3HPOBAHHBIX CHCTEM

AHaIH3MpOBaTh IpOrpaMMHEIE, apXUTEKTYpPHO-TEXHIUECKHE 7§
CXEMOTEXHHIECKHE PEMICHAS KOMIIOHEHTOB aBTOMAaTH3WPOBAHHBIX CHCTEM C
[EeJbl0 BBUIBIICHHS NOTEHIHANBHBIX  YSA3BAMOCTEH CHCTEM  3allHUTHI
HH(OpMAIMH aBTOMATH3HPOBAaHHEIX CHCTEM

OuenuBath MHPOPMaNKOHHBIE PHCKM B aBTOMAaTH3MPOBAHHBIX CHCTEMAX H
ompenenaTh HMHOOPMANHMOHHYIO WHOPACTPYKTYpy H HMHGOPMalMOHHBIE
pecypchl, NOAJIEXKaIINeE 3aIUTe

HpOBOI[I/ITB TEXHHKO-3KOHOMHYECKOE OOOCHOBaHHE IIPOCKTHBIX pCIIICHI/Iﬁ
IIporpaMMHO-aNMNApPaTHLIX CPEJACTB obecnedeHus 3alUThI I/IH(I)OpMa].II/II/I B
aBTOMaTI/I?;I/IpOBaHHOﬁ CHCTEME C IICJIBKO obecrieueHns Tpe6yeM0ro YPOBHA
3alUIICHHOCTH

HccnenoBats  3pQGEKTHBHOCTh  NPOEKTHBIX  PEIEHHH  IIPOrpaMMHO-
ammapaTHBIX ~ CpeacTB  obecnedeHHs ~ 3aliUThl  HHpOpMAamuH B
AaBTOMaTH3UPOBAHHOM CHCTEME C IIeNbIo obecreueHHs TpeOyeMoro ypoBHS
3aIIUINEHHOCTH

IMpoBOAMTE KOMIUIEKCHOE TECTHPOBAaHHE M OTJIAAKY AaNlaparHeIX B
IPOrPaMMHBIX CHCTEM 3alIUTH HHGOpManuu

HeobxoauMele 3HaHMS

OCHOBHBIE METO/Ibl YIPaBJieHUs HHGOPMaMOHHON 6€30I1aCHOCTBIO

OCHOBHEIE TIOHSATHS TEOPHUM ABTOMATOB, MaTEMATHYECKOH JIOTHKH, TEOPHH
JITOPUTMOB ¥ Teopuu rpados

OCHOBHBIE METOIBI YIPABJICHHSA NPOEKTaMH B 00IacTH HMHGOPMaIMOHHOH
0e30macHOCTH

HanoHabHEIE, MEXTOCYIapCTBEHHBIE W MEX/IYHApOAHBIE CTaHAapTHl B
00J1acTH 3aUThl HHPOpMALUU

OCHOBHBIE MepBI 110 3alIUTe HHPOPMAIIMK B aBTOMaTH3UPOBAHHBIX CHCTEMaX

OcobenHocty 3amuThl MHGOpPMAMKM B aBTOMAaTH3MPOBAHHBIX CHCTEMAax
yIOpaBJIeHAS TEXHOJOIHIECKHIMH ITPoIieccaMu

Vrpo3sl 6e30macHOCTH, WHPOPMAIMOHHBIE BO3NEHCTBHUS, KPUTEPHH OLEHKH
3alMINEHHOCTH M METOABbI 3allUThl MHGOPMAUMH B aBTOMATH3HPOBAHHEIX
cucTeMax

MeTtonsl, cOCOOBI, CPEeCTBa, MOCIENOBATENBHOCTE M COJACP)KAaHME 3TaloB
pa3paboTKH aBTOMATH3HPOBAHHBIX CHCTEM ¥ CHCTEM 3alIMTH HH(pOpManmu
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ABTOMATU3HUPOBAHHBIX CHCTEMAX

[IporpamMMHO-anmapaTHble CpeacTBa oOecmedeHHs 3aluThl HHpOpManuu B
IpOrpaMMHOM 00€CTI€IeHHH ABTOMATH3HPOBAHHBIX CHCTEM

OCHOBHBIE CpENCTBA, CHOCOOBI M IPHHIWIIEI IOCTPOSHHS CHUCTEM 3aIlHTHI
HH(pOpMAIIH aBTOMAaTH3HPOBAHHBIX CHCTEM

HopMaTuBHEIe IpaBOBbIE aKTHI B 00JIaCTH 3a0IMTH HHOpMAIHK

PyxoBojsinue u METOAUYECKHE JOKYMEHTHI YIIOMTHOMOYEHHBIX (eaepaibHBIX
OpraHOB HCIIOJHUTENBHOM BIACTH IO 3aIuTe HH(OopMaImu

Jpyrue xapakTepucTHKI

3.4.4. TpynoBasi pyHKIHS

PaspaboTka nporpaMMHEIX ¥ IPOrpaMMHO- VpoBeHs
HamnMeHOBaHME almnapaTHBIX CPEACTB A1 CUCTEM 3all[UThI Kox | D/04.7 (n0xypOBEHE) 7

UHPOPMaIli aBTOMATH3HPOBAHHBIX CHCTEM KBabHUKaLUU
IIponcxoxaenue TpynoBoi Opuraman X 3anMMCTBOBAHO U3
¢byHKIMH OpHIHHANA

Kon PerucrpanuoHns1if
OpWrHHaja HOMEp
npodeccHOHATEHOTO
cTaHAapTa

TpynoBsie neiicTBHS

Pa3paboTka TEXHWYECKOH NOKYMEHTAlMH B COOTBETCTBHM C TpeOOBaHUSIMH
EnmuHo#t cucteMbl KoHcTpykTopckod moxymentauuu (ECKI) u Emunoi
cucteMsl mporpammHOit  noxkymeHtanmu (ECIIZI) Ha  KOMIIOHEHTHI
aBTOMATH3HPOBAaHHBIX CUCTEM

IIpuMeHeHHE CPEeACTB CXEMOTEXHHYECKOrO IPOEKTHPOBAHHUS M COBPEMEHHOM
H3MEPHTENIBHOM ammapaTypsl

CuHTe3 CTPYKTYpHBIX ¥  (QYHKOHOHAIBHBIX  CXEM  3alMIICHHBIX
aBTOMAaTH3HPOBAHHBIX CUCTEM

Pa3paboTka IporpaMMHOTo 00eCcIIeueHHs, TEXHUIECKUX CPEACTB, 6a3 JaHHBIX
U KOMIBIOTEPHBIX CeTell ¢ y4eToM TpeOOoBaHMH IO OOECTEYEHHIO 3aNIUTHI
uHpOpMaIIy

Pa3paboTka OJJIEKTPOHHEIX CXEM C YydJeToM TpeOoBaHMH nO 3ammTe
HHGOPMAITIH

Ontumusaiys paGoThI SJIEKTPOHHBIX CXEM € y4eTOM TpeOOBaHMiA 11O 3amuTe
nHopManum

Heobxoaumbie ymeHHUS

OueHuBaTh CJIOKHOCTH aJIT OpPHUTMOB U BBIYHUCIICHUH

Pa3pabaTpiBaTh TeXHHYECKHE 33JaHUI HA CO3MaHUE IIOICHCTEM OE30IIaCHOCTH
AHGOPMAIMM  ABTOMATH3MPOBAHHBIX  CHCTEM, IIPOCKTHPOBAaTh  TaKHE
NOJCHCTEMBI C YYeTOM TpeOoBaHMI HOpMAaTUBHBIX AokyMeHToB, ECKJl u

ECIIJ

AHaJM3upOBaTh IpOrpaMMHEIE, apXUTEKTYPHO-TEXHUYECKHE u
CXEMOTEXHHYECKHE PEIIECHHS KOMIOHEHTOB aBTOMAaTH3HPOBAHHBIX CHCTEM C
NETbI0  BBIABIEHHS  IIOTEHIMAIBHBIX  YSI3BHMOCTeH  0e30IacHOCTH
uHGOPMAIUH B aBTOMAaTU3HPOBAaHHBIX CHCTEMAX

ITpoBoAMTS KOMIUIEKCHOE TECTHPOBAaHHE alMapaTHBIX M IMPOTPAMMHBIX
CpeJCTB

Heo6xoanMble 3HaAHUS

IlpodeccnonanpHas ®W Kpuurorpaguyeckas TEpMHHOJIOTHS B 001acTH
6e3o01macHoCTH HHGOpMaH

OCHOBHEIE PIH(l)OpMaIII/IOHHBIC TCXHOJIOTHH, HCIIOJIb3YCMEIC B
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ABTOMATH3UPOBAHHEIX CHCTEMaX

Cpencrsa ¥ cocoOsl obecmedeHUs 6e30MacHOCTH MHGOPMAIUM, IPHHIUIIBL
TIOCTPOEHHMS CHCTEM 3aIUTH HHOpPMAIMH

OcHOBHEIE KpI/IHTOI‘pa(l)I/I‘{CCKI/IC MCTOXIbI, AJITOPUTMEL, HIPOTOKOJIBL,
HUCIIOJIB3YEMBIC T 3aIIUTHI I/IH(i)OpMaI.II/IH B aBTOMAaTH3UPOBAHHBIX CUCTEMAX

COBpeMeHHHe TECXHOJIOI'MH ITPOrpaMMHUPOBAaHUs

OTajloOHHasT MOJENbh B3aUMOJEHCTBHS  OTKDBHITHIX CHCTEM, OCHOBHBIE
MPOTOKOJIBI, IOCIEAOBATENBHOCTE M COIEPIKAHHE OJTallOB IIOCTPOCHHS H
(GYHKIIHOHUPOBAHUS COBPEMEHHBIX JIOKaJIBHBIX 5 r100aJIbHBIX
KOMIIBIOTEPHBIX CETEH

Oco6eHHOCTH 3alUTHl HMHPOPMAlMHd B aBTOMATU3UPOBAHHBIX CHCTEMAX
VIpaBJIEHHs TEXHOJIOTHYECKUMH TIPOLIECCAMHU

[Mpunuynel paGoTEl 3MEMEHTOB ¥ (GYHKIMOHATHHBIX Y3JIOB 3JIEKTPOHHOH
almaparypel, THIOBBIE CXEMOTEXHHYECKHE pEIICHHs OCHOBHBIX Y3JIOB H
OJIOKOB 3JIEKTPOHHOH ammapaTypsl

HpHHIIHHBI opraHu3anvy OJOKYMEHTHPOBAHUA pa3pa60TKH H Ipormecca
CONIPOBOXICHUA IIPOrPaMMHOT'0 ¥ allllapaTHOTO obecrieueHus

MeTonsl TECTHPOBaHMS M OTIAAKH IPOrpaMMHOTO M amIapaTHoro
obecneueHns

ApXWTEKTypa, OCHOBHBIE MOJENH, IOCIENOBaTeNLHOCTh H  COIEP)KAHHE
STaNoB NPOEKTHPOBaHMs, hu3mdecKas opraHusamys 6a3 JaHHbIX

HopMaTuBHBIE TPAaBOBEIE aKThHI B 00J1aCTH 3allUTH HHPOPMALHH

PykoBojsIIHe U METOOMIECKHE JOKYMEHTH YIIOJHOMOYEHHBIX (eiepanbHbIX
OpraHOB MCIIOJHUTENHHOMN BJIACTH IO 3allUTe HHpOpMaLHK

Jpyrue xapakTepuCcTHKI

3.5. O600mennas TpyaoBas Gynxnus

®opmupoBaHue TpeOOBaHUH K 3aIUTE v
POBEHb
HaumeroBanue | HH(OpMAaIUU B aBTOMATH3MPOBAHHBIX Kon E N — 8
CHCTEMaX
ITponcxoxncHue
3aMMCTBOBAHO H3
00600me B0 TpyA0BOI Opurasan X
OpHruHaIa
ynxmam
Kon PeructpaltuoHHBI#
opHrHHaNa HOMep
1podeccHOHaILHOTO
CTaHZapTa
BozmoxHbIE I'1aBHBIA CHEMUATKCT IO 3alUTe HHPOPMALUH
HauMEHOBaHHUS PyKOBOIHTENH OT/ENA CACTEM 3aIUTEI HHPOpMALHK
JIOJDKHOCTEH, 3aMecTHTEIs PYKOBOJUTEIII AenapTaMeHTa (0T/ielIa) HCCIIEI0BAHUM U
npodeccuit pa3paboTok

PykoBoauTenpb nenapramenTa (OTeNa) HCCIe0BaHui U pa3paboToK

TpeboBanus x
00pazoBaHMIO U
00ydJeHuIo

Bricmee o06pa3oBaHMe — CIENUAIWTET, WIM MarucTparypa B 0071acTu
HHPOPMaHOHHOH 06€30MacHOCTH
%}

JononuuTensHoe MpodeccroHaTbHOE 00pa30oBaHue — IPOrpaMMBbl TOBBIMICHUS
KBamdduKanuy B 06JacTH HHPOPMAMOHHOHK 6€30IIaCHOCTH

WIN

Briciree o6pasoBanye — acpaHTypa (aXBIOHKTYpa)
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n
HonomauTtensHoe npodeccHoHaTbHOE 00pa3oBaHKe — IPOrPAMMEI IOBELIIICHHS
KBaTH(HKauK B 061acTH MHGOPMAIHOHHON G€30IaCHOCTH

TpeboBanus K ONBITY
MPaKTHIECKOH paboTHI

He Menee msatu ner B o0nacTd 3ammrTel MHPOPMAIMM, B TOM 4YHCJIE Ha
PYKOBOJAIMX MAOJDKHOCTAX HE MEHee TpeX JeT, JUIS MMEIOINUX BBICHIEE
00pa3oBaHKe — CIEIMATHTET WM MarucTparypa B o0acTi WHPOPMAIHOHHOM
6e3omacHOCTH

WA

He MeHee Tpex ner B ofnacTh 3amuTHl MHQOPMAllMH, B TOM YHCJIE Ha
PYKOBOJSIIMX OODKHOCTAX HE MeHee [BYX JIeT, IS MMEIOIIHX BBICIIEE
obpa3oBaHMe — acCTIMpaHTypa (aIBIOHKTYpa)

OcoOrle ycroBHs
Jolrycka K pabote

Hanuane fomycka K rocyAapcTBeHHO#H TaiiHe (IpH HEOOXOUMOCTH)

Hpyrue

XapaKkTCPUCTHKH

JlonomHUTETBHbIE XapaKTEPUCTUKH

HammenoBauue
JIOKYMEHTA

HanmeHnoBanue 6a30B0# IpymiIIbl, JOKHOCTH

Ko
A (mpodeccun) MM CIEHUANBHOCTH

OK3

1223 PykoBoaurenu nozpasaenenuit no HayIHEIM
FCCIIEAOBAaHUSAM U pa3paboTkaM

1330 PykoBoutenu cayx0 u noapasaeiacHui B chepe
HH(OPMANOHHO-KOMMYHHKAUNOHHBIX TEXHOIOTHI

1213 PykoBogutenu B 061acTy onpeesieHNs MOJTUTHKH U
IUIAHAPOBaHUS eATEIHFHOCTH

EKC

- Jupexrop (HavaJbHUK) BEMUCITHTENEHOTO
(vEOopMaNHOHHO-BEUHCIUTENEHOTO) IICHTPA

- Havansauk otaena nHpopMamn

- Hauaneruk otaena (maboparopuu, cekTopa) o 3aluTe
HHGbOpMaIIH

HaganpHHK TEXHHYECKOTO oTAcIa

OKIIJITP

20911 I'naBHBIA cnenuanucT no 3anmre HHGopMaIuH

OKCO

090102 KommnblotepHas 6e30nacHOCTD

090103 Opranmzaiis ¥ TEXHOJIOTHS 3aIIUTHL HHGOPMAIMH

090104 KommnekcHas 3ammuta 06p€KT0B HHQOpMATH3AHT

090105 KommnexkcHoe obecrieuenre HHGOPMAIMOHHOM
6€301acHOCTH aBTOMaTH3HPOBAHHBIX CHCTEM

090106 HNrdopmanmonsas 6€30MacHOCTh
TEJICKOMMYHHUKAITMOHHBIX CHCTEM

090107 IIpoTHBOAEHCTBHE TEXHUYECKIM Pa3BEIKaM

OKCBHK’

051319 MeTtozasl 1 CHCTEMBI 3aIUTHL HHPOPMALHH,
uH(opMaInoHHas 6€30I1acHOCTh
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3.5.1. TpyaoBas pyHKIuA

O6ocHOBaHHE HEOOXOAUMOCTH 3aIUTHI VpoBeHs
HauMeHOBaHue “HGOpMaNAN B aBTOMaTH3HPOBAHHOIM Koxn | E/01.8 (moxypoBeHs) 8
CUCTEME KBaTU(HKAIH

IIpoucxoxxaeHue TpyaoBOH
¢$yHKIIH

3anMCTBOBaHO H3

Opurmran X
OpHrHHAIA
Kon PerucrpanioHHbI#
OpHYTrHHana HOMEp
TpodecCHOHATBHOTO
cTaHIapTa

TpynoBsie necTBUS

Anami3 xapakrepa obpabatbiBaeMoil MH(GOPMAIMH ¥ ONpeAeICHUE MEPedHs
uH(pOpMaIuH, ToAJIexanleil 3amuTe

BerBieHne cTemeHW ydacTHs IlepcoHala B 00paboTke 3amruinaeMoi
uHpOpManuu

IInanvpoBanne MeponpuATHH MO OOECIEYEHHIO 3aIMUTHl HHPOpMAIUH B
aBTOMATH3HPOBAHHON CHCTEME '

Omnpenenenne TpedyeMoro KJjlacca (ypoBH#) 3aAIUIICHHOCTH
aBTOMAaTH3MPOBAHHOH CHCTEMBI

O6ocHoBaHHE HEOOXOIUMOCTH HCIIONH30BaHUS KpUNTOrpaguIecKux CpenacTs
3allMTEl HHPOpPMaHH

Pa3pa60TKa OTYCTHEIX NOKYMCHTOB H pa3saejioB TCXHHUCCKHUX 3aJTaHMit

Heob6xoauMelie yMeHUS

AHaJII/I?.I/IPOBaTB eI CO3MaHusA aBTOMATH3WPOBAaHHBIX CHCTEM H 3aJadH,
PeIa€MbIC aBTOMATU3UPOBAHHBIMA CHCTCMaMHU

BoiaBiaare YA3BUMOCTH PIH(bOpMaI],I/IOHHO -TEXHOJIOTHYCCKUX PECYpPCOB
ABTOMAaTHU3HPOBAaHHBIX CHCTCM

KnaccupunupoBars 3amumaeMyr0 HHGOpPMAaIMiO IO BHAaM TailHBl H
CTENEHSIM KOHQUIECHIHANbHOCTH M OIEHHBaTh YIpo3bl 0€30IacHOCTH
HHbOpMaITUH

OpranusoBeBaTh paGoTEI IO CO3JaHUIO, BHEIAPEHHIO, IPOCKTHPOBAHHIO,
pa3paboTKe H CONPOBOKICHHUIO 3aIAINICHHBIX aBTOMAaTH3HPOBAHHEIX CHCTEM

Hcrnions3oBaTh pUCKOBYIO METOMOJIOTHIO YIPaBICHHUS 3allUTON MH(popMammu
B aBTOMAaTH3HPOBAHHOM CHCTEME

Onpenenars Kiace 3aMMIICHHOCTH aBTOMATH3UPOBAaHHBIX CHCTEM H €€
COCTaBHBIX YacTei

HeobxoauMeie 3Hauns

OcHOBHEBIE » PIH(i)OpMaIII/IOHHBIe TCXHOJIOTHHA, HUCIIOJIb3YEMBIC B
ABTOMAaTH3NPOBAHHBIX CHCTEMAX

OcHOBHBIE yrpo3bl 0€30IIaCHOCTH HMH(pOpPMAIM¥ M MOJENTH HAapyImIUTENsI B
aBTOMAaTH3MPOBAHHBIX CHCTEMAX

Bunbl nEGOpMaNMOHHBIX BO3IEHCTBHN M KPUTEPHUH OLCHKU 3alUIIEHHOCTH
nH(pOpMaIHK B aBTOMaTH3UPOBAaHHbIX CHCTEMAX

MeToan! 3aIUThI I/IH(I)OpMa].II/II/I OT «YTCUKH) IO TCXHHYCCKHUM KaHaJlaM

IIporpamMmmHoO-anmapaTHeIE CpeficTBa oOecleueHus 3alluThl HHPOpPMaIMH B
IIPOrPaMMHOM 00€CIICYEHUH aBTOMAaTH3HPOBAHHBIX CHCTEM

Mertonsi, cmocoObI ¥ cpeAcTBa O0ECHEYCHHSA OTKa30yCTOHYHBOCTH
ABTOMATH3HPOBAHHBIX CHCTEM

IIppHIunel popMHUpOBaHKS NOJMTUKM HHGPOPMAIMOHHON 6€30macHOCTH B
aBTOMAaTH3MPOBAHHBIX CHCTEMAX

HopMmaTuBHBIE TpaBOBEIE aKTHI B 00JIaCTH 3aMIMTHI HHGOPMAIHH

HanuoHasHBIE, MEXroCyJIapCTBEHHEIE W MEXAYHAPOJHBIE CTaHIAPTHl B
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obsacTy 3amuTH! HHGOPMAIUU

PykoBoasiye u METOANYECKHE TOKYMEHTHI YIIOJIHOMOYEHHBIX (eaepaabHbIX
OpraHoOB MCIOJHUTEIBHOM BIACTH N0 3amuTe HHpopManuu

OpranuzanuoHHbIe MepHI [0 3aluTe HHPOpMAaIU

Meroauku cepTU(GHKAIMOHHBIX HCIOBITAHUN TEXHWYECKHX CPEICTB 3alUTHI
HHQOpMANMH OT «yTEYKH» O TEXHUYECKHM KaHalaM Ha COOTBETCTBHE
TpeGoBaHHIM O Ge30ImacHOCTH HHPOpMAIHH

Conepxcalme N 1OpAJOK [OEATCIIBHOCTH IIEPCOHAIA II0 JKCILTyaTaluu
3aIMIICHHEIX aBTOMAaTH3HPOBAHHBIX CUCTEM U CUCTEM 3alllUThI I/IH(i)OpMaIII/II/I

Jpyrue xapakTepucTHKH

3.5.2. TpynoBas pyHKIUS

Omnpenenenue yrpos 6€30mMacHOCTH VpoBeHs
HanMeHoBaHue uHpOpMaluH, 06pabaTrBacMOi Kon | E/02.8 (moxypoBeHb) 8

aBTOMATH3HPOBAHHON CHCTEMOM KBaTApHKaImH
IIpoucxoxaeHne TpyIO0BOH Opurmman X 3anMCTBOBAHO U3
byHKIH OpHrHHAIa

Kox PerucrpaimonHsrii
OpHUTHHAA HOMEp
npotecCHOHATEHOTO
CTaHxapTa

TpynoBeie nefcTBHA

(I)OpMI/IPOBaHIer pasacioB TEXHUYCCKUX 3aJaHdil Ha CO3JaHHME CHCTEM
3alTHATBL I/IH(I)OpMaI.II/II/I ABTOMATHU3HPOBAHHBIX CHCTEM

Pa3paboTka cucTeM 3aImMTH HH()OPMALMH aBTOMAaTH3HPOBAHHBIX CHCTEM C
y4EeTOM JEeHCTBYIONIMX HOPMATHBHO-IPABOBBIX JOKYMEHTOB

Onpenenenre KoMILUIeKca Mep (IIpaBUiia, IPOLEAYpPHl, IPAKTHIECKHE IIPHEMEI,
PYKOBOJSIME TPHHIMIBI, METOIBI, CPEACTBA) I 3aIlUThl HH(popMaIuu
AaBTOMAaTH3UPOBAaHHBIX CHCTEM

OnpeneneHne OIICHKH BO3MOXKHOCTEN BHEITHUX U BHYTPCHHHUX Hap}’IIII/ITeJIefI

Pa3paboTka Mojenn yrpo3 6e30macHocTH HHPOpMalMH aBTOMATH3UPOBaHHON
CHCTEMEI

O6ocHoBaHMe MepedHs cepTHGUIUPOBAHHBIX CPEICTB 3aIIUTH HH(GOpPMAIIKH,
HEOOXOOMMBIX  JUIS ~ CO3JaHHA  CHCTEMBl  3aIIUTHl  HH(pOpMaUHU
aBTOMaTH3UPOBAHHOM CHCTEMBI

AHamu3 TpeGOBaHMI K Ha3sHA4YCHHIO, CTIPYKType H KOHQUIypalluH
CO3/1aBaEMOl aBTOMATH3HPOBAaHHOH CHCTEMBI C ILENBbIO BBLABIEHHS YTPO3
6e3omacHOCTH MHGOpPMAITHH

Onpenenenue CTPYKTYpPHO-(YHKIIMOHATBHBIX XapakTepUCTUK
AH()OPMAIMOHHON CHCTEMBI B COOTBETCTBHHU C TpeOOBAHUAMH HOPMAaTHUBHBIX
IPABOBBIX JOKYMEHTOB B 00JIaCTH 3aNIMTH HHPOPMALHH

Heob6xoauMele yMeHAS

ITpousBoauTe  BRIOOP  NPOrpaMMHO-ANMAapaTHBIX  CPEACTB  3aMIMTHI
uHpopManuu U1 MCIOJB30BaHMS HMX B COCTaB€ aBTOMAaTH3MPOBAHHOM
CHCTEMBI C I€NbI0 obOecmeueHHs TpeOyeMOro YpOBHS 3aUIICHHOCTH
uH(OpMaIMK B aBTOMATU3HPOBAHHOH CHCTEME

@opMHpPOBaTH IEPEYEHb MEPONPHATHE IO IPEJOTBPANICHHAIO YIpo3
0e3omacHOCTH HH(POPMAINH ABTOMAaTH3NPOBAHHOH CHCTEMBI

CucreMaTu3HpoOBaTh Pe3yJIbTaThl IPOBEIEHHBIX HCCIIEIOBAHUMI

AHaJ]I/IBI/IPOBaTB BO3MOXXHBIC YA3BUMOCTH HH(I)OpMaI.[I/IOHHBIX CUCTCM

BBIIBIAT H3BECTHEIE YA3BHUMOCTH HH(I)OpMaHI/IOHHBIX CHCTEM
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Pa3paGaTrIBaTh MPOEKTHI HOPMATHBHBIX IOKYMEHTOB, PEriIaMEeHTHPYIOMIHX
paboTy 110 3ammTe HHGOPMALUK B aBTOMaTH3MPOBAHHBIX CHCTEMAX

Heob6xoauMele 3HaHHS

OCHOBHEIE uHGOpMaHOHHEIE TEXHOJIOTHH, UCTIOJIb3YEMBIE B
ABTOMAaTH3MPOBAHHBIX CHCTEMAaX

OcHoBHBIE  KpuOTOTrpapuueckde MeETOABl, AITOPUTMBI,  IPOTOKOJIEI,
HCIONIb3YEMBIE VI 06eciedeHns 6€30MacHOCTA B BEIMUCIATENBHBIX CETAX

IMporpammHo-amapaTabie cpecTBa oOecHeueHus 3alMThl HH(pOpMAaIMH
ABTOMATH3HPOBAHHBIX CHCTEM

Cnocobpl  peanmm3anuu  yrpo3 0€30macHOCTH B aBTOMaTH3MPOBAaHHBIX
cucreMax

IToceacTBUS OT HAapyIIEHHS CBOMCTB 6€30IIaCHOCTH MHGpOpMaImy

OcHoBHEIE yrpo3bl GezomacHocTH WHGOPMAalWH M MOJENHM HApYHIHTENsS B
ABTOMAaTH3HUPOBAHHBIX CHCTEMAX

HauuwoHanbHBIe, MEXTOCYJAapCTBEHHBIE U MEXKIYHAPOJHBIE CTaHAAPTHI B
o0JIacTH 3aIUTH HHGOPMAIIUH

PykoBoasiye ¥ METOOUYIECKHE TOKYMEHTHI YIIOTHOMOYEHHBIX (heepabHBIX
OpTraHOB HCIIOJIHUTENHHOM BIACTH II0 3a1IHuTe HHpopMaun

Meroauku cepTHOHKANMOHHBIX HCNBITaHUH TEXHHYECKHX CPENCTB 3allUTHI
HHQOpMaUM OT «yTEYKH» IO TEXHHIECKHM KaHalaM Ha COOTBETCTBHE
TpeGoBaHUAM IO 6€30I1aCHOCTH HHPOpMALUH

Meroasl 3aIUTHl HHYOPMALUH OT «YTEUKH» 10 TEXHUYECKHM KaHajlaM

[IpuHiunel  GOPMHPOBAHMS ¥  peaM3allMF TOJUTHKH 0e30IacHOCTH
HH(POpPMAIIH B aBTOMaTH3UPOBAaHHBIX CHCTEMaX

Jpyrue xapakTepuCTHKH

3.5.3. Tpynosas ¢pynxnus

Pa3paboTka apXUTEeKTYpBI CHCTEMBI 3aIUTHI YpoBeHp
' HauMeHOBaHHe HH(pOpMAUN aBTOMATH3UPOBAHHON Kon | E/03.8 (moxypoBeHs) 8
CHCTEMBI KBanuuKayn
IIpoucxoxneHue TpynoBoOi Opurmmar X 3auMCTBOBAHO H3
byHKIHH OpUTHHAIa
Koz PerucTpanyoHHsI#H
OpUrHHANA HOMeEp
Npo¢eCcCHOHATHHOTO
cTaHjgapTa

TpynoBsie neiicTBus

IIpoBenenue oneHKM IOKasarelied kadectBa ¥ 3((deKTHBHOCTH pabOTHI
BBIUHCIIUTENPHBIX CHCTEM, NPOrpaMMHBIX H IIPOTPaMMHO-AIlIapaTHBIX
CPEZCTB, HCIOJIb3YEMBIX IS IOCTPOSHHS CHCTEM 3aIlUTH HHGOpMAaUH

HpOBeI(eHPIe TEXHUKO-3KOHOMHYECKONA OlICHKHU HCHCCOOGP%HOCTI/I CO3/IaHHuA
CHCTCMBI 3alTUTHI I/IH(l)OpMaIII/II/I aBTOMaTPBI/IpOBaHHOﬁ CHCTCMBI

Onpenenenne mnopsaka o6paboTku HHGOpMalMyd B aBTOMATH3MPOBAHHOM
CHCTEME

dopMupoBaHHE pa3JENOB TEXHUWYECKHX 3aJaHWii Ha CO3JJaHHE CHCTEM
3aIUTH HHGOPMAIIMH aBTOMATH3HPOBAHHBIX CHCTEM

Pazpaborka  mpoexTHOM ~ JOKyMEHTalMM  Ha  CHCTEMBI  3alllUTHI
ABTOMATH3UPOBAHHBIX CHCTEM

Odopmienne 3asgBKH Ha pa3pabOTKy CHCTEMBI 3allUTHl HH(pOpMaluu
aBTOMAaTU3HPOBAaHHOM CHCTEMBI

Heob6xonuMmble yMeHHAS

OHpClICJISITB KOMILJICKC MEp AT obecneueHus 0e30IMacHOCTH
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UH(POPMAIIMOHHOM B aBTOMATH3MPOBAHHBIX CHCTEMAX

BruiBiATh  ysa3BUMOCTH  HHPOPMANMOHHO-TEXHOJIIOTHYECKHX  PECYPCOB
aBTOMaTH3HPOBAaHHBIX CHCTEM

Pa3pabaTbIBaTh NpeioKeHUs IO COBEPIICHCTBOBAHHIO CHCTEMBI YIIPABIICHHS
3aIUTH HHQOPMALH aBTOMATU3HPOBAHHBIX CHCTEM

IIpoBomuTs BHIOOP IPOTPaMMHO-AMIIAPATHBIX CPEICTB  OoOecHeYeHus
OeszonacHOCTH  MHGOpMamMH JUIA MCIONB30BaHHUS HMX B  COCTaBe
aBTOMATU3HPOBAHHON CHCTEMBI C LIENBIO OOecrmedeHus TpeOyeMoro ypoBHS
3alMIUEHHOCTH aBTOMATH3HPOBAHHON CHCTEMBI

KnaccupumuposaTs U OLeHHBATH YIpo3sl 0€30MacHOCTH WH(pOPMAIMU It
aBTOMaTH3UPOBAHHON CHCTEMBI

Ompenenats WHPOPMALHMOHHYIO HHQPACTPYKTYpY H HHPOPMANMOHHBIE
pecypcHl aBTOMaTH3HPOBAHHOM CHCTEMBI, ITOUIEKAIINE 3aIllUTe

Pa3pabatbiBaTe Momenu yrpo3 6e30macHOCTH MHGOPMALMK U HapYIIUTEIEH B
ABTOMATH3HPOBaHHBIX CHCTEMaX

Onpenenarts 3¢ beKTHBHOCTh IPAMEHEHNS CPEACTB HHPOpMaTH3ALIH

HeoOxogumeble 3HaHMSA

OcHOBHEIE I/IH(i)OpMaI_[I/IOHHBIC TEXHOJIOTHH, HCIIOJIBE3YCMBIC B
ABTOMAaTHU3HUPOBAHHEBIX CUCTEMAX

Crnoco6sl U cpencTBa 3amIMTHl HHPOPMAIMK OT «YTEUKHY» IO TEXHHYECKHM
KaHaJaM ¥ KOHTPOJIs 3p¢EeKTHBHOCTH 3aIUTH HHPOPMAIHH

OcHoBHEIE cpelcTBa H cnocoObl obecnedeHus 6e3onmacHocTd HMH(POpMAaIHH,
IIPHHIHIBI IOCTPOCHHSI CHCTEM 3aIUTHl NHPOpMAIHH

IlporpamMMHoO-anmaparHbele cpeAcTBa oOecHeueHMs 3amUTHl HHGpOpMauuu
aBTOMaTH3HPOBAaHHbIX CHCTEM

HpI/IHHI/IHBI IIOCTPOCHUA CPEACTB 3alllAThI I/IH(i)OpMaIIHI/I OT «YT€YKH» IIO
TCXHUYICCKUM KaHaJlaM

HamwonanbHBle, MEXTOCYAapCTBEHHBIE W MEXIYHapOIHBIE CTaHAApTH B
o6racTy 3amnTE HHGOPMAaITUH

P}’KOBOJDIIIII/IC H MCTOAUICCKHUEC TOKYMCHTBI YIIOJTHOMOYCHHBIX (i)eI[CpaJII)HI:IX
OpraHoB UCIMOJHUTEIBHOM BIIACTH II0 3allUTe I/IH(I)OpMaIII/II/I

Opranu3anoHHBIE MEPHI 10 3alIUTE WHGOPMAIMH

Meroapl  TecTHpOBaHMA M OTIAJKH,  IIPUHIHIIBI OpraHu3aIiH
JOKyMEHTHPOBaHMS pa3pabOTKH, Ipollecca CONPOBOXAEHHS NPOrpaMMHOIO
obecrieyeHus

Jlpyrue xapakTepucTuKu

3.5.4. TpynoBas ¢pynxnus

Hammenosanue

MozenupoBaHHe 3alUIEHHBIX

aBTOMATH3HUPOBAaHHBIX CHCTEM C IIEJBIO
aHaIu3a uX ysa3BUMOCTeH U 3pPeKTUBHOCTH KBATAHKALHA
CpeACTB U cr1oco60B 3amuThl HHGOpManuu

Vposenn
Kon | E/04.8 (nomypoBeHs) 8

IIpoucxoxaeHue TpynoBO’ Opurmman X 3auMCTBOBAHO 3
byHKIHH OpHIMHala
Kon PeructpanmoHssIit
OpHUTrHHaja HOMep
1po¢ecCHOHATFHOTO
CTaHJAapTa
TpynoBsie neficTBus Pazpabotka aHATTUTHYECKUX u KOMIIBIOTEPHBIX Mozenen

aBTOMATHU3HUPOBAHHBIX CHCTEM u IIOACHUCTEM 6€e30MacHOCTH
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ABTOMATHU3NPOBAHHBIX CACTEM

Hccnenopanue aHaJUTHYECKHUX u KOMIIBIOTEPHEIX Mozenei
ABTOMAaTH3MPOBAHHBIX CHCTEM " IIOICCTEM 0e30IMacHOCTH
ABTOMATH3MPOBAHHEIX CHCTEM

Paspabotka Mozmenu yrpo3 Ge3omacHOCTH WHpOpMAalMM H Hapymiurelei B
aBTOMaTH3UPOBAHHBIX CHCTEMaX

Hccnenoanue IPOrpaMMHBIX, apXHUTEKTYPHO-TEXHHIECKHX "
CXEMOTEXHUYECKUX pElIeHHH KOMIIOHEHTOB aBTOMATH3HPOBAHHEBIX CHCTEM C
OeNbl0  BBIABICHMS  [OTEHIMANBHBIX  ys3BHMOCTeldl  GesomacHOCTH
HH(POPMAIHH B aBTOMATU3MPOBAHHBIX CHCTEMAX

AnHanmu3 uHGOpMaIMOHHOH HHPPACTPYKTYpHl B 6e30IacHOCTH uH(pOopMamuu
aBTOMAaTHU3MPOBAHHBIX CHCTEM

Pa3paboTka NpemyioXeHU# MO COBEPHICHCTBOBAHUIO CHCTEMB! YIpaBICHHS
HH(OPMAIMOHHO 6€30aCHOCTHIO aBTOMATH3HPOBAHHEIX CHCTEM

Heob6xoauMmele ymMeHAS

BemonuaTe c6oOp, 006pabOTKy, aHanW3 M CHCTEMAaTH3alHIO HaydHO-
TEXHUYECKOM HHGopManuy B 0071aCTH 3anmThl HHPOpMaIUK

Pa3pabareiBaTh W HCCIENOBAaTh MaTEMaTHUYECKHE MOJEIM KOHKPETHBIX
ABIICHHH H IIPOIIECCOB JUIA PEIIEHUs pacIeTHHIX M HCCIIEA0BATEIbLCKUX 3a/1a4

IIpuMeHATs MaTeMaTHYECKHE MOJEIHN MPH NPOEKTHPOBAaHHH CHCTEM 3allUTHI
HH(OpMaIVH aBTOMATH3HPOBAHHBIX CHCTEM

ITpoexTHpOBaTh U peaTU30BHIBATEH MOMUTHKY 06€30IIaCHOCTH BEIYHUCIIUTENBHBIX
cerel

ABanu3upoBarb OCHOBHBIE XapaKTepUCTHKH H BO3MOKHOCTH
TEJIEKOMMYHHUKAIIMOHHEBIX CHCTEM IO Iiepeaade nHpopMaIyn

HeobxoauMmele 3uanus

MeTtonsl M TEXHOJIOTHH IIPOCKTHPOBAHUA, MOACIIHMPOBAHNA, HCCICAOBaAHHUSA
CHCTCM 3aIllNThI I/IH(l)OpMaI_lI/II/I ABTOMAaTHU3HPOBAHHBIX CHUCTEM

OcCHOBHBIE YIpO3bl G€30MaCHOCTH MHGOPMAamMH M MOJECIM HApYUIMTENIS B
ABTOMATH3UPOBAHHBIX CHCTEMaX

OCHOBHBIE MEPEI 110 3aluTe HHGOPMAIMH B aBTOMATH3HPOBAHHEBIX CHCTEMAX

HanmonanbHble, MEXrocyJapcTBEHHBlE W MEXIYHapOIHBIE CTaHIApTHl B
06J1acTH 3aIUTHl HHGOPMALIAN

PyxoBozsmuie 1 MeToaqu4YecKHe JOKYMEHTH YIIOJTHOMOYCHHBIX (efepalbHBIX
OpraHOB HCIOJHUTENHHOM BJIACTH IO 3aluTe HHPOpManuu

OCHOBHBIE Kpnmorpatbnqecme MCTO/JbI, AJITOPUTMBEI, IIPOTOKOJIbI,
HCIIOJIb3YEMEIC T 3alllUThI I/IH(I)OPMaIII/II/I B aBTOMaTH3HUPOBAHHLIX CHCTEMaxX

ITpuHIUIE TOCTPOCHUS CPEACTB 3alUTHl MHGOpMALMH OT «YyTEYKH» IO
TEXHHUECKUM KaHaJlaM

[Mpunmunel mocTpoeHus ¥ (GYHKIIMOHHPOBAHUS CHCTEM H CeTell mepenaduu
rHbOpMauu

Hpyrue xapakTepuCTHKH
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IV. CBenenus 06 oprann3anusx — pa3paéoruukax npogeccHOHAIBHOTO CTAHAAPTA

4.1. OTBeTCTBEHHAS OPraHH3ANMA-PA3PADOTIHK

3A0 «Acconuanus cuequaTicToB HHGOPMAIIHOHHBIX ciucTeM», ropox Cankt-IlerepOypr

I'enepasibHBIH TUPEKTOP CononsaaukoB Anexcanap BragumupoBuy

4.2. HammMeHOBaHNS OpraHM3aNMii-pa3padoTUYHKOB

1 | MexperuonanbHas oOOIIECTBEHHAs OpraHM3alus «AcconManus 3amUTel MHGOpMALUU», TOpoOx
Mocxksa

2  ®I'KOY BO «Axazemus ®enepanproii ciryxOnl 6e3omacHocTH Poccuiickoit @enepanumy», ropox
Mocksa

w

OI'VII «Hayuno-TexHuueckmii NEHTp «ATiIacy, ropog Mocksa

4 | OenepanpHOE YUeOHO-METOOUYECKOE OOBEAMHEHHE IO YKPYIHEHHOH TpyMIe CrequaIbHOCTEH U
HanpasjieHuH noarotoBku «MHpopMarmonHas 6€301acHOCTEY

! O6mepoccuiickuit KIaccHpUKaTOp 3aHATHIA.

2 O6mepoccHiickuit KTacCHPHKATOP BHAOB SKOHOMHYIECKOH IEATENHHOCTH.

? EmuHbI# KBaTHUKAIHOHHEIH CIPABOYHMK JOIDKHOCTEH PYKOBOUTENEH, CIEIHATICTOB H APYTHX CIYXKAIIHX.

* O6mepoccuiickuit KIaccubukarop npodeccuit paGoumX, JODKHOCTeH CIyKallliX ¥ TAPHPHBIX Pa3PIOB.

* O6mepoccHiicKuil KTacCHYHUKATOP CIENHATLHOCTEH 10 0GPa3OBAHHIO.

§ 3akon Poccickoi Denepanmn ot 21 mona 1993 r. Ne 5485-1 «O rocynapcTBeHHOi TaitHe» (Cobpanue 3aK0HOIATENBCTBA
Poccmiickoii ®enepaumn, 1996, Ne 15, c1. 1768; 1997, Ne 41, cr.cT. 4673, 8220, 8221, 8222, 8223, 8224, 8225, 8226, 8227,
8228, 8229, 8230, 8231, 8232, 8233, 8234, 8235; 2002, Ne 52, ct. 5288; 2003, Ne 6, cT. 549, Ne 27, ct. 2700, Ne 46, cT. 4449;
2004, Ne 27, ct. 2711, Ne 35, cr. 3607; 2007, Ne 49, ct1. 6055, cT. 6079; 2009, Ne 29, cr. 3617; 2010, Ne 47, c¢1. 6033; 2011,
Ne 30, cT. 4590, cT. 4596, Ne 46, cT. 6407; 2013, Ne 51, cT. 6697; 2015, Ne 10, cT1. 1393).

" Ofmepoccuitckmii KTacCH$UKATOp CIICNMATEHOCTE} BEICIIEH HAYIHOM KBAIH(HKALHHL.




