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O TpeGoBaHHSAX K COXPAaHHOCTH H 3aIuTe HHPOPMALHH,

lIOJIy‘leHHOﬁ B mpouecce 1€ATCJIbHOCTH

KPeIMTHOro peiTHHrOBOIo areHTCTBa

Hacrosmee VYka3zaHue Ha ocHoBaHMM 4dactd 13 cratem 9 DenepalibHOTO
3akoHa or 13 wmonms 2015 roma Ne 222-®3 «O  pmesATeNBbHOCTH
KPEIWTHBIX PEWTHHIOBBIX areHTCTB B Poccuiickoii ®enepannu, 0 BHECEHHHM
uiMeHeHHs B crathio 76 ®enmepamsHoro 3akoHa «O IleHTpanbHOM
6anke Poccuiickoit ®@enepanuu (banke Poccuu)» ¥ NMpU3HAHUM YTPaTHBLIMMU
CHIIy OTIEJBHBIX IIOJNIOXKEHHH 3aKOHOJATEeNbHBIX akToB Poccuiickoit Penepamymy»
(Cobpanue 3axkoHOomarenbcTBa Poccuiickoit ®enepanuu, 2015, Ne 29, ct. 4348)
(manee — DenepanbHBI 3aKOH) YCTaHaBIMBAaeT TPeOOBAaHUSA K COXPAHHOCTH H
3ammTe HHPOpMAIMK, IONYyYeHHOH B IIpollecce HeATEIBHOCTH KpEeIUTHOrO
PENTHHIOBOTO areHTCTRA.

l. KpenutHOEe peUTHHIOBOEe areHTCTBO Ha TIIOCTOSHHOM OCHOBE
IOJDKHO 00ecleduBaTh COXPAaHHOCTh M 3alIUTY MHOpMalNH, MONydeHHOH
B Ipollecce CBOeidl IesATeIbHOCTH, BKIIOYas CBeAeHHUS (coobueHus,
IaHHBIE) HE3aBHUCHMO OT (GOpMBI HX IpeJcTaBIeHUs, IOJy4YEeHHBIE

KpE€AUTHBIM pef;ITI/IHl"OBBIM areHTCcTBOM OT peﬁTI/IHFyeMOFO JIuna, a TaKXe



CO3/laHHBIE KDPEIWTHBIM PEHTUHIOBBIM areHTCTBOM B IIpOlLleCCe PEHTHHIOBOM
JEATENBHOCTH.

2.B nemax ofecrneueHHs COXPaHHOCTH M 3aIUThl  HHPOPMAIMH
KpeOuTHOE peiTUHroBOE areHTCTBO OCYILIECTBIISIET MEPOIIPHATUS
(BKIIOYas OpraHM3allMOHHBIE U TEXHHYECKHE), B TOM UHCJIE NPeNyCMOTPEHHEIE
HAaCTOAIMM YKa3aHUEM, YYHMTHIBAIOIIHE OCOOEHHOCTH BCEX THIIOB HOCHTEJEi
uHbOpMauK  (majee — MEpONPUSTHS IO COXPAHHOCTH M 3allyTe
UHOPMAIIHIH ).

3. Meponpuiatus o COXpaHHOCTH W 3aIluTe WHGOPMALUH HOJDKHBEI OBITH
HaIpaBJlIeHb! Ha:

HpenynpexIeHue HENpaBOMEPHOTO IOCTYIIa, YHUYTOXEHUS,
MOAU(PHULIMPOBAHHS, 0JIOKUPOBaHUA, KOIIMPOBaHUS, [IpEACTABIECHUS,
pacmnpocTpaHeHuss uHGOpMaluM, B TOM 4YHCIe HHGOpPMAalUH O pPEeHTHHIOBBIX
IEWCTBUAX N0 PacKphITHS Takod mHGopManuu B COOTBETCTBUH ¢ DemepanbHBIM
3aKOHOM, HapylleHUs KOHOGUIECHIMATBPHOCTH HHGOpPMAIM OrpaHUYeHHOTrOo
IOCTylla, OIpefeNnsieMoil B KadecTBE TAaKOBOW B COOTBETCTBHH C IOrOBOPOM C
PEHTHHIYEMBIM JIMIOM U (WIM) B COOTBETCTBHM C 3aKOHOAATEIHCTBOM
Poccuiickoii ®denepanyy, HWHBIX HEMpPaBOMEPHBIX JEHUCTBHA B OTHOLICHHH
“HGOpMaLIUK;

obecIieyeHue MONHOTHI, TOYHOCTH M aKTyaIbHOCTH HH(OpMaIuy.

4. KpeauTHOEe PEUTHHIOBOE areHTCTBO MPH OCYIIECTBICHHU MEPOIPHATHIHA
0 OOECIEeYEeHUI0 COXpPaHHOCTH U  3allUThl HHpOpPMaluy I[PUHHUMAET
OpraHM3aLMOHHbBIE U TEXHUYECKHE MEPEI, B TOM YHCJIE:

4.1. Pa3paboTKy BHYTpPEHHHX HOKYMEHTOB, IIPELyCMOTPEHHBIX HACTOSIINM
VkazaHueM U periJaMeHTHPYIOUIMX MOPSIA0K o0ecredeHus COXPaHHOCTH U 3aIUTHI
rHGOpMaIIUH.

4.2. Mepsl O COXpaHHOCTH HHPOPMAIIMH, KOTOPhIE JOJDKHBI 00ecIeunBaTh
XpaHeHHe uHbopManuu Ha Teppuropuu Poccuiickoii = ®enepamun U

npeagycMarpuBaTe BO3MOXHOCTb BOCCTaHOBJICHHA HH(bOpMaIIPII/I B CcCliydae €€



YMBIIUIEHHOro  (Ciy4allHOro)  paspyuleHuss (MCKaXeHHs) WM  BbIXOZa
U3 CTpOS CpEINCTB BBIUUCIUTENLHOM TEXHHKH, B TOM HHCIE IyTeM
CO3IaHUA PE3EPBHEIX KOIIHIA HHpOpMAINH B 3JIEKTPOHHOM
BUJEC C IEpPUOAMYHOCTBIO, YCTAHOBIEHHOW KpPEAUTHHIM PpPEHTHHIOBBIM
areHTCTBOM, HO HE peXXe OHOTrO pa3a B CeMb JHEH.

Mepsl 10 cOXpaHHOCTM UHQOpMAaIM¥ JOJDKHBI IpexycCMaTpUBaTh
pasMelllcHHe pPe3epBHBIX Komui MHQOpMAalMd B MeECTaX, OTIHYHBIX OT MECT
pasMelleHus Hocutennei HHPOpMaLuu.

4.3. Mepsl 1o 3ammre HHPOPMALIUH, KOTOpBbIe HOJDKHEI MPETyCMATPHBATH
B TOM 4HCIIE:

obecneueHre 3amuThl HHGOPMAIMKM TIPH YIPABIEHHM OOCTYIIOM K
MHGOPMAIIMH U IIPH PerucTpanuy GakToB TAKOro AOCTYIIA;

obecrieyeHne 3amMTH WHQOpMANUU Ha BCEX JTamnaxX (yHKIMOHHPOBAHHUS
aBTOMaTU3UPOBaHHBIX CHCTEM ob6paboTku HH(}pOopMaIHH,
IIPOrpaMMHOTO obecrnieueHwus, CpeICTB BBIUMCIIUTEIHHOM TEXHUKH,
TEIEKOMMYHHUKAIIUOHHOre obopynoBanus (manee — 00BEXTh MHPOpMaLMOHHOM
UHPPaCTPYKTYpHl);

obecniedeHre 3aUTE HHQOPMALUU CpeiCTBAaMH aHTUBHPYCHO# 3alllUThI;

obecrniedyeHre 3alUTE HHPOPMALIMK IIPH HCIIOIB30BaHUN HH()OPMAIIOHHO-
TEJIEKOMMYHHUKAIIUOHHBIX CEeTel 0OIIEro mnoib30BaHus;

obecriedeHre 3anMThl HMHQOpMAlMU INPU Ha3HAYEHUW U pacHpeneIcHHU
IpaB JOCTyIa K HHQOpMaIuy;

oOHapyXeHHe  HMHIOUAEHTOB  HHGOpMAaIMOHHONW  O€30IacHOCTH |
pearupoBaHUe Ha HUX;

MOHHMTOPHHT W aHaiu3 3(QQeKTHBHOCTH 3allUThl HHQOpMaluu (nanee —
MOHHUTOPHHT);

obecrieyeHre HEMPEPHIBHOCTH [EATENIBHOCTH aBTOMAaTH3UPOBAHHBIX CUCTEM

06paboTKH HHPOPMALKH H BO3MOXKHOCTH BOCCTAaHOBIECHH HHPOPMAaIVH,;



IIPOBEIEHHEe CaMOCTOSNTENBHON WIM C IpPUBJICYEHHEM CTOPOHHEH
OpraHu3allii OUeHKH 3(P(PEKTHBHOCTH BHINOJHEHUS KPEOUTHHIM PEHTUHTOBBIM
areHTCTBOM  TpeboBaHMM K  3ammre  WHGOpPMalMHM,  YCTAaHOBIIEHHBIX
3akoHo#arenbcTBOM Poccuiickoit ®Depepanuy, B TOM 4YHCIEe HACTOSIIUM
Vka3zaHnueMm, He pexxe OJHOI'o pasa B IBa roja.

Mepsl mo 3ammre MHGOPMALMK [NOMKHBI OCYHIECTBIATHCS KpPEOUTHBIM
PEUTUHIOBBIM areHTCTBOM B COOTBETCTBHU C 3aKOHOJATENbCTBOM Poccuiickoi
@enepayiy 0 TEXHUUECKOM PeryTHPOBaHUH.

4.4. Mepsbl 0 HEIOMYLIEHHIO BO3AEHCTBUS Ha 00BEKTHI MH(YOPMALIMOHHOM
MHQPaACTPYKTYPHI, B pe3yJIbTaTe KOTOPOro HapymaeTcs uX (yHKIIHOHHPOBaHHE.

4.5. Mepsl mo 0o0OecredeHUI0 COXPaHHOCTH M 3alllUTHhl MHGOpMAalMu IIpu
B3aUMOJEHCTBUU C TPETBUMH JIMIIAMH, KOTOPBHIM IIPENOCTaBIsSETCS HOCTYN K
HH(bOpMaLIUH.

4.6. Mepsl MO COBEpIICHCTBOBAHWIO METONOB M CpPEICTB OOecledeHus
COXpPaHHOCTH U 3aIUTHI HHPOPMALIUH.

47. Mepsr 1o  ofecrmeueHHIO  JOKYMEHTUPOBAaHUS  JEATEIBHOCTH,
HanpaBlIeHHON Ha obecrneyeHWe COXPAaHHOCTH M 3alIMThl HHQOpPMALKH, U IO
XpaHEeHUI0 UH(POPMAaIIHH.

4.8. VIHBle [OMONHUTENHHBIE MEpPHI, HAIpaBiICHHBIE HAa COXPAHHOCTh H
3aIUTy HHPOPMALIUH.

5. KpemutHOe pEUTHMHIOBOE areHTCTBO [JOJDKHO CO3JaTh CTPYKTYpHOE
noapasieleHre (Ha3HAYWTH pabOTHWMKA), OTBETCTBEHHOE (OTBETCTBEHHOIO) 3a
obecnieueHre COXPaHHOCTH U 3aLUTH HHQOPMaLKMH, O0ECIIEYUTE KOHTPOJb 33 €T0
JeSITeIBHOCTHIO OPraHOM YIIPaBIIeHUS, ONPEAETICHHBIM KPEAUTHBIM PEHTHHIOBBIM
areHTCTBOM (Jajiee — KOHTPOJBHEIN OpraH).

CtpykTypHOe mozpaszieneHue (pabOTHHK), OTBETCTBEHHOE (OTBETCTBEHHBIH)
3a o0ecIleueHre COXPAaHHOCTH W 3aIUTHl WHGOpMAIUM, AJI Pealu3allii CBOHX
ITOJTHOMOYHIA OCYILECTBIISET B3aMMOJIeCTBHE co CTPYKTYPHBIMH

noapasaCiCHUsAMH KPpEAUTHOTO peflTI/IHF OBOI'0 areHTCTBa, B TOM 4YHCJIC C OpraHaMH



BHYTPEHHET0 KOHTPOJI.

6. KpemauTHBIM  pEHTHMHIOBBIM  QreHTCTBOM  JOJDKHBI  OBITH
paspaboTaHsl BHYTpPEHHHE NOKYMEHTHI, perjiaMEeHTHPYIOIHE HEATENbHOCTE II0
00€eCTIeYeHNIO COXPAHHOCTH M 3aIlUTHl HHOOPMAldM M ONpENENSIOlHe B TOM
YHClIe Cleaytolee.

6.1. CocraB uHpOpMaIMH, BKIIOYass JOTOBOPBI KPeIUTHOIO PEHTHHIOBOrO
areHTCTBa, IPOTOKONBI  (3amMCH) BCTped MpEACTaBUTENEH  KPeIUTHOIO
PEHTHHIOBOIO areHTCTBA C IPEACTABUTENSIMH DPEHTHHTYEMBIX JIHL, IEPEIHCKY
IPENCTAaBUTENEH KPEIUTHOIO PEUTHHIOBOIO AareHTCTBa C pEeUTUHTYyeMBIMU
JIMILIaMH, OTYETHOCTD U MHYIO HHPOPMAIIHIO PEUTUHIYEMBIX JIHLI, IPEACTABICHHYIO
KPEAUTHOMY PEUTHHTOBOMY areHTCTBY, uHpopManuo, CBSA3aHHYIO
C MOATOTOBKOM M OCYIIECTBIEHHEM pEUTHHTOBBIX NEWCTBUN, B TOM YHCIE
MaTepHallbl aHaIKM3a, MPOBOAUMOIO PpPEHTHHIOBBIMM aHAJIWTHKAMH, BKIIOYas
PEUTHMHIOBEIE OTYETHI, MaTepHabl 3aCelaHuil pEHTHHIOBBIX KOMHUTETOB.

6.2. CocraB JHI, OTBETCTBEHHBEIX 3a XpaHEHHE U YHUYTOXEHHE
rHOpMAIH, MecTo ¥ HOpPMY XpaHeHHs HHPOPMAITHH.

6.3. ITopsinox paboTsl ¢ nHpOpMaLKel, coaepKaluii MpoLeayphI:

JOKyMEHTHPOBaHMA HH(QOpMAaIliH, B TOM YHCIEe B XOJe ITOArOTOBKU H
IIPOBEJEHHUS 3aCelaHUi PEMTUHIOBOIO KOMHTETa, METO0IOrHYECKOr0 KOMHUTETA,
paboThl OpraHOB BHYTPEHHET'O KOHTPOJIS;

XpaHeHHs UHQOpMalMM B TeYeHHEe CpOKa, IPEeIyCMOTPEHHOIO
3aKoHOIaTeNbCTBOM Poccuiickoii ®Denepaund, HO He MeHee IISTH JIeT,
YHUYTOXEHUS HHPOPMALIUY;

IIpefoCTaBieHusl JocTyna K mHpopMamum u oO0beKTaM HH(pOpMalHOHHON
MHQpacTPYKTyphl pabOTHUKAM KpeAWTHOTO PEHTHHIOBOrO areHTCTBa M TPETHUM
JAUIaM, B TOM WYHCJI€ YCTAaHOBJIECHMS COCTaBa JIMI, HUMEIOIMX IIPaBO TaKOro
OOCTYIIa, ¥ MPaB JOCTYIAa KaXAOro U3 3THX JIML;

perucTpalliy OEeHCTBHM, CBA3aHHBIX C NPENOCTaBICHHUEM IIpaBa JOCTyIa K

uropMauu u 06peKTaM HHPOPMAITMOHHOH HHOPACTPYKTYPHI;



AIECHTH(QUKAUI H aBTOpH3aLUU JH, AMEIOIINX IpaBo
JocTyna K uHpopManmuud U oOBeKTaM KHGOpPMAalMOHHOM HHQPaCTPyKTYpH,
pEerucTpauny JeicTBUi yKa3aHHBIX JIUI B XoJie paboThl ¢ HHpOpManueli;

IpUMEHEeHHs CIoco00B, METOJOB W CPEACTB 3alllThl HHGpOpMAaIMH C
OTIMCaHUEM yKa3aHHBIX CIIOCOO0OB, METO/IOB U CPEACTB 3allUThl HHPOPMALIUH.

KpenuTHbIM pEUTHHTOBBEIM areHTCTBOM MOTYT OBITh JOIOJIHHMTENBHO
yCTaHOBJICHBI HHBIE NTPOLieAyphl paboThl ¢ HHGOpMAaIHEN.

6.4. Ilopsmox ImpoBeNeHHS MOHUTOPUHIA, IEPHOOUYECKUX IIPOBEPOK
MEPONPUATHH IO COXPaHHOCTH MW 3ammre wuHQoOpMamuu U  OOBEKTOB
UHQOPMallMOHHOH HH(DPACTPYKTYphl, B TOM HUHCIE IJIi IPeXyCMOTPEHHOH
nyHKToM 4.3 Hacrosmiero YKazaHHMs OLEHKH 3(QEKTHUBHOCTH BBIMOIHEHUA
KPEIWTHBIM PEUTUHIOBHIM areHTCTBOM TpeOOBaHMU K 3ammTe HH(POpMAaLUH
(manee — mpoBepka), TpeGOBaHMS K COIEPXKAHHUIO OTYETOB O pe3ylbTarax
MOHHTOpPMHIAa M pe3yiabTaTaX IIpoBepKH (Halee — OTYETHI), IOPSIAOK H
NEPUOINYHOCTh MPEACTABICHUSI OTYETOB KOHTPOJIBHOMY OpraHy, a TaKXe HX
DPAcCMOTPEHHUS KOHTPOJIEHBIM OPTaHOM.

B cinyuasx xorga KOHTPOJIBHBIM OpraHOM SBISETCS HE COBET AUPEKTOPOB
(mabmonaTenbHBI COBET) M HE KOJUIETHANBHBIH HCIIONHUTENBHBIA Opra
KPEAUTHOTO PEUTHHIOBOTO areHTCTBA, OTYETHl, KpOME KOHTPOILHOIO Oprasa, Ajs
CBEJEHUS IIPEACTaBIIIOTCS TaKXe COBETYy IUPEKTOpPOB (HaOmomaTeNbHOMY
COBETY) KpEIWTHOTO pPEHTHHIOBOTO areHTCTBa, a IPU €ro OTCYICTBHH —
KOJUIETHAIbHOMY  WCIIOJIHUTENIBHOMY  OpraHy KpeIUTHOrOo  peHTHHIOBOIO
areHTCTBa.

6.5. Ilpouenyps! Mo mpemynpeXAEHUIO, BHIBICHUIO U IIPENXOTBPAILICHHIO
HapylleHu# mopsigka obecrnevyeHns COXpPaHHOCTH W 3alllMTHl MHQOPMAIHH, B TOM
gyicie npd pabore ¢ wuHbOpMalMe#d, a TakkKe IMOPANOK B3aMMOJEHCTBUA
CTPYKTYpPHOIrO mojpasieieHus (pabGoTHHKa), OTBETCTBEHHOro 3a obecredeHue
COXpPAHHOCTH W 3aIlUTH HHPOPMALKH, C KOHTPOJIBGHEIM OPraHOM IPH BBIBICHUH

yKa3aHHbIX HapyILICHUH.



7. Hacrosimee Yka3aHue BCTymaer B CHILy 110 McTedeHur 10 qHei nocne aHs

ero o(pHUIHaIEHOTO OITyOJIMKOBaHUS.
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