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[Tpunoxxenue Ne 1
k npukasy O®Cb Poccun

OT 27 nexa6pa 2011 r.
Ne 796

TpeGoBaHus K CpeACTBaM 3EKTPOHHOM MOANKHCH

I. OOwmume nosioxKeHus

1. Hacrosmue TpeGoBanus pa3paboransl B COOTBETCTBHH ¢ PeepaIbHEIM
3akoHOM OT 6 ampesit 2011 r. Ne 63-®3 «O6 anekTpoHHOH moanucH» (nanee —
denepanbHbIi 3aK0H).

2.B Hacrosaumx TpebGoBaHMAX HCHONB3YIOTCH CJEQYIOLIHE OCHOBHEIE
MOHATHUS, OTIpeZieJieHHBIE B cTaThe 2 DenepanpHOro 3aKoHa:

1) anextponHad moamuce (gajsee — OJII) — uHPOpMalMA B 3JIEKTPOHHOIA
¢dopme, KOTOpas MPUCOEAHHEHA K Apyroi WHQOpMaLUHU B 1EKTPOHHOI dopme
(moanuceiBaeMoit WHbOpMaUKMH) UIM HHBIM 00pa3oM CBsf3aHa C TaKoM
uHbpopMmauueli M  KOTOpas HCNOJNB3yeTCA JUIA  ONpedelieHWs JMIa,
MOANMCHIBAIOILEr0 HHGOPMALIHIO;

2)ynocroBepsiouyii ueHTp (Hasee — VYII) — ropuavyeckoe MO HIH
MHAMBUAYAJbHBIA MpEANpPUHHMATENb, OCYIUECTBIAIOIIME (DYHKUHH II0
CO3IaHHIO M BblIade cepTHduKaToB Kioued mnpoepkud OII, a Taxxke HHBIE
¢yHKUUH, pexycMoTpeHHble DeepaibHBIM 3aKOHOM;

3) kmou DIl — yHHKalIbHas T110C/I€J0BaTENbHOCTE CHUMBOJIOB, IMpeaHa3Ha-
yeHHas J1d co3nanug Ol

4)kmo4 mnpoBepku Ol — yHHKaNBHAdA MOCIEIOBATEIbHOCTh CHMBOJIOB,
OJHO3HAYHO cBfA3aHHaid ¢ KmouyoM OIl U mpegHasHayeHHas IJId MPOBEPKH

nognuHHocTH DI (nanee — nposepka JIT);
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5)cpeactBa Il — mudpoBanbHele  (KpunrTorpadpuyeckue) CpeacTBa,
HCIOJIb3yEMBIE U pealu3alii XoTa Obl OOHOH W3 ciexylomux QYHKUMHA —
coaaanue OI1, nposepka 311, cosmanue kmoua 311 u kmoya nposepku IIT;

6) ceptupukar Kkmoua npoBepkd Il —30eKTPOHHBIH JOKYMEHT WM
JOKYMEHT Ha OyMa)KHOM HocHTelne, BbiiaHHble YII 1160 1oBEepeHHBIM ITHIIOM
V1 ¥ noaTBep)KIAlOLIME MPUHAIEXXHOCTh Kioya mpoBepku Il Bnagensiy
ceptudukara Kiroya nposepku Jl1.

3. Hacrosumue TpeGoBaHus ycTaHaBIMBAIOT CTPYKTypY M COAEpXKaHHE
TpeboBanuit k cpeacream IlI.

4, Hacrosmue TpeGoBaHus npenaHasHauyeHbl JUId  3aKa3uMKOB U
pa3paboTunKoB pa3pabaTbiBaeMbIx (MoiepHH3HpyeMbIX) cpeacts OII mpu ux
B3aMMOJEHCTBHH Mexay co0oif, ¢  OpraHu3alMAMH, MPOBOIAIHMH
Kpunrrorpapuyeckie, HHXEHEPHO-KpHNTOrpapuueckue M  ClelHaIbHbIe
uccnenosanusa cpeacts I, ®CH Poccuu, ocyuecrsnsiomeii NoATBEpKaeHHE
cootsercTBus cpenctB DI HacTosmum TpeboBanusIM.

5.Hactosmme TpeGoBauus pacnpocTpaHsiorcs Ha cpeacrsa Ol
npeaHa3HaYeHHble J[UIA  MCHOJB30BaHMA Ha Teppuropud  Poccuiickoit
denepaunu, B yupexnaeHusx Poccuiickoit ®enepauum 3a pybexoM u B
HaxoMAlIMXCA 3a pyOexxoM o0O60COONIEHHBIX MOJApa3eIeHUAX HOPUIUYECKUX
nuL, o6pa3oBaHHBIX B COOTBETCTBMH C 3aKOHOZATENLCTBOM Poccuiickoi
®denepauuu.

6. K cpeacrBam Ol B yacTu ux pa3paboTku, IPOU3BOACTBA, pEATU3ALMH H
3KCIUTyaTallid MpeIbABIAIOTCA TpeboBaHMA, 3akpersieHHble [lonoxxenueM o
pa3paboTke, NpPOM3BOACTBE, peajM3alMd M 3KCIUTyaTauMd MIH(POBAIBHBIX
(kpunTorpaduyecknx) cpeacTs 3amwuTsl HHpopmauun (ITonoxenne I1K3-2005),
yTBep)kaeHHbIM npukazoM PCB Poccuu ot 9 despans 2005 r. Ne 66' (c
M3MEHeHUAMH, BHeceHHbIMH npukazoM PCB Poccum ot 12 anpens 2010 r.
Ne173%) nans wnppoBaabHEIX  (KpUITOrpadUUECKUX) CPEACTB  3alLHTh
MHGOpPMALIMM C OrpaHMYEHHBIM [OCTYNIOM, HE€ COJepXallei CBEACHMH,

COCTABJIAIOLIMX I'OCYIapCTBEHHYIO TalHY.

! 3apeructpuposan Munioctom Poccuu 3 Mapra 2005 r., perncTpauroHHbIi Ne 6382.
2 3apeructpuposan MunioctoM Poccun 25 mas 2010 r., peructpaunonHsiit Ne 17350.
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7. TpeboBaHuA K TeXHOJIOrHAM co3gaHus (popMupoBaHMS) M NPOBEPKH
OIT ¢ nomowmsio cpeactsa Ol yka3pIBalOTCS B TAKTHKO-TEXHUYECKOM 3aaHHH
HWJIM TEXHHYECKOM 3aJaHUH Ha MPOBEeAEHHE ONBITHO-KOHCTPYKTOPCKOH paboTHI
HJIH COCTaBHOM 4YacTH OIBITHO-KOHCTPYKTOPCKOH paboTel mo paspabotke
(Monmepuun3auu) cpeactsa Oll (manee — T3 Ha pa3paboTKy (MOAEpHH3ALUIO)

cpenctsa JIII).

II. Tpe6oBanus k cpeacream JI1

8. [Ipu coznanum Il cpenctra I nomKHEL:

- 1OKa3blBaTh JIMIy, [MOJMNHCHIBAIOIIEMY JJIEKTPOHHBIH JOKYMEHT,
cofepaHue MH(POPMALHMH, KOTOPYIO OH MONHCEIBAET

- co3gaBarb JIl  TompkO  mocie  MOATBEPXKACHHA  JIHIOM,
NO/MCHIBAIOIIMM 3JIEKTPOHHBII JOKYMEHT, ONepaiuy no co3aaxmo JIT';

- O[IHO3HAYHO MOKa3kBath, 4To JIT co3pmana’.

9. IIpn poBepke Il cpencrsa 11 qomKHEL:

- OKa3blBaTh COAEpKaHHE 3IEKTPOHHOIO MOKyMEHTa, MOAMHCAHHOTO
A

- NoKa3pIBaTh MH(QOpPMalHI0 O BHECEHHH HW3MEHECHUH B MOAMMCAHHLI
OIT 31eKTPOHHEBIA JOKYMEHT

- yKa3elBaTh HA JMLUO, C Hcnoie3oBaHueM kmouya OJII kotoporo
NO/IMHCAHEI IEKTPOHHBIE JOKyMEHTHI .

10. TpeboBanus mynkToB 8 U 9 Hactosumx TpeboBaHuit He NPUMEHAIOTCS
Kk cpeactBaM OJIl, ucrmone3yeMbiM Ui aBTOMATUYECKOTO CO3JaHHMA U (WIH)
aBToMatuyeckoil nmposepku Il B nHGOpMaLMOHHOH cucTeMe.

11. Cpencteo JI1 HOMKHBI MPOTHBOCTOATH Yrpo3aM, MNPEICTaBIAIOIIHUM
co6oil 1eneHanpaBieHHbIe NEUCTBUSA C UCMONB30BAaHMEM aNNapaTHBIX ¥ (UIH)
MPOrpaMMHBIX CpPEICTB C LEAbl0 HapyllueHUs Oe30MacHOCTH 3aliMIlaeMOMH
cpeactBoMm OIl umHpopMauuu WIM C LENbIO CO34aHHUA YCJOBHMH IyUIi 3TOro
(manee — aTaka).

12. B 3aBcHMOCTH OT CIOCOGHOCTEH MPOTUBOCTOATH aTakaM cpeactsa Il

! Peanmsyercs B TOM uMClE C MCMIONL30BaHHEM anmapaTHbeIX M NMPOrpaMMHBIX CPEACTB, COBMECTHO ¢
KOTOpBIMH  WITAaTHO (yHKUHOHHMPYIOT cpeactBa Ol M KoTopble CrMOCOGHBI MOBIMATL HAa BbIMOJHEHHE
npeavaBaseMbiX k cpeacrsaM OI1 TpeGoBannii, B COBOKYNMHOCTH NpPEACTaBIAIOWMX Cpely (yHKUHOHHPOBAHHS
cpencte 1 (nanee - CD).



MOAPa3AesIAIOTCA Ha KIACCHI ',

13. CpenctBa Il kmacca KC1 mnpotuBocTOSAT aTtakaM, NpH CO3JaHUHU
Croco6oB, MOATOTOBKE M IPOBEAEHHH KOTOPBIX HCITOJIB3YIOTCH CleXyHOLIHe
BO3MOXXHOCTH:

13.1. CamocrosiTelbHOE OCYILIECTBJAECHHE CO3JaHHA CHOCOOOB arax,
MNOArOTOBKHU U MPOBEACHUA aTaK.

13.2. JleiictBus Ha pa3iM4HBIX I3TallaX >XHU3HEHHOro LHKIA CpPeaCTBa
OIT.

13.3. IlpoBeneHHe aTak¥ TOJBKO H3BHE INPOCTPAaHCTBA, B MpeAenax
KOTOpPOr0 OCYIIECTBJIAETCA KOHTPONb 3a MpeObIBAHMEM MU ACHCTBUSAMH JIUIL
¥ (MJTH) TPAHCIIOPTHBIX CPENICTB (Jaliee — KOHTPONHpyeMast 30Ha").

13.4. IlpoBeaeHune Ha 3Tanax pa3pabOTKH, IMPOU3BOACTBA, XPaHEHHMS,
TpaHCOpPTHPOBKU cpelAcTB DIl U stane BBoJa B 3kciuTyaTauuio cpeacts Ol
(myckoHanago4Hble paboThI) ClIEAYIOMIMX aTaK:

- BHECEHHE HECAaHKUMOHUPOBaHHBIX M3MEeHEHMii B cpeactBo Il1 u (um)
B KOMNOHEHThI CD, B TOM YHCIIE C UCIONB30BAHUEM BPEAOHOCHEIX [IPOrpaMM;

- BHECEHHE HECAHKLIMOHHUPOBAHHBEIX H3MEHEHHH B HJOKYMEHTAlHMIO Ha
cpeactBo JI1 u Ha koMnoHeHTEl CO.

13.5. IlpoBeneHue atak Ha ciieAyrOMHE OOBEKTEI:

- JOKyMeHTauuio Ha cpeacTBo Ol u Ha komnoHeHTsl CO;

- 3allMIIaeMbI€ JIEKTPOHHBIE JOKYMEHTHI,

- KIIOYEBYIO, ayTEHTHQHMUHUPYIOLIYIO M MapojibHYI0 HH(POPMALHIO
cpeactsa JlT;

- cpeacrso Il 4 ero nporpaMMHBIe U annapaTHele KOMIOHEHTHI;

' Heo6xonumbii kiacc paspabartsiBaemMoro (MosepHu3Hpyemoro) cpeactsa Il onpenensercs 3aKa3uMKoM
(paspaGotunukom) cpeacrtsa Ol nyTeM onpeneneHus BO3MOXKHOCTEH OCYLIECTBAATh CO3laHME cnocoboB aTak,
NOArOTOBKY W MpOBEJEHHE aTak Ha OCHOBE MYHKTOB 13-18 Hactoswmx TpeGosaHuit W ykaswiaetcs B T3 Ha
pa3paboTky (MoaepHH3aLuio) cpeacrsa 1.

K sranam xusHenHoro uukna cpeactsa Ol oTHOCATCA pa3paGoTka (MOZEPHH3ALMA) YKA3aHHBIX CPECTB,
MX NpOW3BOACTBO, XpAaHEHHe, TPAHCNOPTHPOBKA, BBOA B IKCILIyaTauuio (MyCKOHaTajouHble paboTbl),
IKCILTyaTalus.

* [panuuell KOHTPOAMDYEMOH 30HBI MOFYT ObITb: NMEPUMETP OXPAHAEMON TEPPUTOPHH NpeanPUATHA
(yupexaeHus), Orpaxalollte KOHCTPYKUMH OXPAHAEMOrO 30aHMS, OXPAHAEMOH YacTH 3MAHMA, BbIAETEHHOIO
NOMELLEHHA.
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- ammapaTHBle cpeiacTBa, Bxomsimue B C®D, BKIOYas MUKPOCXEMEI C
3aMCaHHBIM MHKpokogoMm BIOS, ocyimecTBisromel HMHULHAIM3ALMIO 3THX
cpencTB (najnee — annaparHbsle KOMIOHEHTH CD);

- mporpamMMmHbie KOMNOHEHTH CD;

- [aHHBIe, IIepeiaBaeMble 110 KaHallaM CBS3H;

- [OMeUIeHHUs, B KOTOPBIX HaXOAUTCS COBOKYNHOCTh NPOIPaMMHBIX H
TEXHHYECKHX  DJIEMEHTOB CHCTEM OOpabOTKM  [JaHHBIX, CIIOCOOHEIX
(GYHKLHOHHPOBATh CaMOCTOSTEIBHO MM B COCTaBE JPYrMX CUCTeM (Hanee —
CBT), na xoTopsix peanu3oBaHsl cpeacTBa I u CO;

- HHble 0OBEKTHI aTak, KOTOpble PU HEOOXOAUMOCTH yKa3biBatoTcs B T3
Ha pa3paboTKy (MozepHM3auuio) cpeactBa OII ¢ yderoM HCHONB3yeMBIX B
HHPOpManMOHHON cHcTeMe HHQ)OPMALMOHHBIX TEXHOJIOTHH, anmapaTHBIX
cpencts (nanee — AC) u nporpamMHoro obecnieuenus (nanee — I[10).

13.6. Tlonyuenue cnenyroueit uHpopManuu:

- obmux cBeneHud 00 UHGOPMALMOHHON cHCTEME, B KOTOpOIA
ucnojsdyerca cpefactBo OlIl (Ha3sHaueHWe, cocTaB, OmepaTop, OOBEKTHI, B
KOTOPHIX pa3MeIleHEl pecypchl HHPOPMALIMOHHOM CHCTEMEL);

- cBegeHU#l 00 WMHGOpPMAIMOHHBIX TEXHOJOrHaX, 6azax naHHeIX, AC,
[10, ucnonnr3zyeMsIXx B MHQOPMALHMOHHOW CHCTEME COBMECTHO CO CPEACTBOM
oI,

- CBeleHHH O (U3MYECKHX Mepax 3alUTBl OOBEKTOB, B KOTOPBIX
pa3melneHs! cpencrsa JlI;

- CBeJEHMIi 0 Mepax Mo obecrneyeHHI0 KOHTPOJIUPYEMOH 30HB 00BLEKTOB
MH(POPMALIMOHHOM CUCTEMBI, B KOTOPO#t Henonb3yercs cpeacTso Ol

- CBeJeHUH O Mepax IO pa3rpaHMYEHHIO JOCTyNa B IOMELIEHHA, B
kotopsix HaxomaTcsa CBT, Ha koTopeix peanu3oBaHhl cpenctsa Il u Cd;,

- colepaHUs Haxolilleics B cBOOOAHOM HOCTYINE JOKYMEHTalMH Ha
arnmnaparHele ¥ nporpaMmuele koMnoHenTsl cpenctsa T u CD;

- obmux cBeAeHHH o 3amMmaeMoil HHpOpMALMH, HCMONBE3YEMOH B

npouecce 3KCIutyaTanuu cpeactaa Jl;
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- BCEX BO3MOXHBIX [aHHBIX, I€peAaBaeMbIX B OTKPBITOM BHAE I10
KaHaJIaM CBSI3H, HE 3allMIIEHHBIM OT HECAHKIIMOHUPOBAaHHOTO I0CTyNa (Hajee —
HCJ) x uHpopMaIuy opraHu3aliiOHHO-TEXHUYECKUMHU MEPaMU;

- CBEIEHWHH O JIMHUAX CBA3H, MO KOTOPHIM Iepenaercsd 3allylaemas
cpeactBoM OI1 undopmanus;

- cBemeHUH 000 Bcex TPOSABIAIOIIMXCS B KaHaJax CBA3M, He
sanmineHHslx oT HCJ x uHbopManuu oOpraHM3allHOHHO-TEXHHYECKHMH
MepaMH, HapyIlEeHHUsX NpaBuil 3KcIutyarauuu cpeactea Il u CP;

- cBeeHMH 000 Bcex MPOABIAIOLIMXCA B KaHalaXx CBS3H, He
sanmmeHHsix ot HCJI k  uHpopMauu¥ OpraHu3aliMOHHO-TEXHUYECKUMH
MepaMH, HEUCHPaBHOCTAX U cOOAX anmapaTHBIX KOMIIOHEHTOB cpeactsa OIl u
Co;

- CBeEHHH, MOJly4aeMEIX B pe3y/IbTaTe aHaiu3a JIOOBIX CHUTHAJIOB OT
anmnapatHbeIX KoMrnoHeHToB cpeacTsa OII u CD, koTopble MOXKET NIEpEXBaTUTh
HapyLIHTEb.

13.7. Hcnons3oBaHue:

- HaxomdlmMxci B CBOOOJHOM JOCTynm€ WIM HCIONB3YEMBIX 3a
npegenamu kKoHTponupyemoil 30Hel AC u IIO, Bxioyas anmapaTHele H
nporpaMMHble kKoMnoHeHTsI cpeacTsa Il u CD;

- cneuuansHO pa3paboraHHeix AC u I10.

13.8. Hcmone3oBaHHe B KayecTBe Cpedpl IMEpeHoca OT CyObeKkTa K
00beKkTy (0T O0OBeKTa K CyOBEKTY) aTakd AEHCTBHH, OCYIUECTBIAEMBIX IIpH
MOJrOTOBKE U (UJIK) MPOBEACHUH aTaku (Aajnee — KaHaJl aTaKHu):

- He 3aummeHHslx ot HCJI k wuHbOpMaLMH oOpraHHU3alMIOHHO-
TEXHHYECKMMH MepaMH KaHaJoB CBA3M (KaK BHE KOHTPOJUPYEMOH 30HEI, TaK U
B ee Ipejenax), MO KOTOpBIM mepenaercs 3awmuiuaemas cpeactsoMm Oll
uHpopmarus;

- KaH&JIOB PAacCHpOCTPaHEHHS CUTHAIOB, CONPOBOXAAIOLMX (PYHKLHO-

HupoBanue cpeactsa Ol u CP.
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13.9. [IIpoBeaenue ataku U3 HHPOPMALMOHHO-TEIEKOMMYHHUKALMOHHBIX
ceTei, JOCTYN K KOTOPhIM HE OrpaHH4€eH ONpee€HHbIM KpYToM JIUIIL.

13.10. HUcmons3oBanne AC u I1O u3 cocraBa cpeactB HHGOPMALHOHHOMN
CHCTEMEI, HMCIOJIb3yeMBIX Ha MecTax JKCIuTyarauuu cpeacrBa JlIl (nanee —
IITATHBIE CPEACTBA) M HAXOAALIUXCA 3a MpefeaMi KOHTPOJIUPYEMOM 30HEI.

14. Cpencrea JI1 knacca KC2 mnpoTHBOCTOAT aTakaM, NpU CO3JaHHM
croco6oB, MOArOTOBKE M MPOBEIEHUH KOTOPHIX HCIOJIB3YHOTCA BO3MOXHOCTH,
nepeuncieHHsle B noamyHktax 13.1 — 13.10 Hactosmmx TpeCoBaHuii, u
CJIeAYIOLINE JOMOJHUTEIbHBIE BOBMOXKHOCTH:

14.1. IlpoBeneHue aTraku NpH HAXOXIEHHH KaK BHE IIpENEJIOB, TaK H B
npezaenax KOHTPOJIUPYEMOH 30HHL.

14.2. Hcnonb3oBaHHWEe IUTAaTHBIX CpPEACTB, OrpaHHMYEHHOE MeEpaMH,
peanu30BaHHEIMM B HH(OPMALHOHHOH CHCTeMe, B KOTOpOil HCHONB3yeTcs
cpeactso OIl, M HanpaBlI€HHEIMM Ha TNpPEAOTBPAlllEHHE U MpeceYeHHE
HECaHKLIMOHHPOBAHHBIX JEHCTBHUH.

15.CpenctBa OII kimacca KC3 mnpoTHBOCTOAT aTrakaM, NpU CO3AaHHH
croco0oB, MOATOTOBKE M MPOBENEHHU KOTOPHIX HUCIOJB3YIOTCS BO3MOXHOCTH,
nmepeyucieHHole B moamyHktax 13.1 — 13.10, 14.1, 14.2 Hacrosmmx
TpeboBanui, u cnexyomue JONOTHUTEIbHBIE BO3MOXHOCTH:

15.1.  JHoctyn x CBT, Ha xoTopsIx peanu3oBaHsl cpeactBo JI1 u CO.

15.2. Bo3MoXHOCTP  pacnionaraTb  amnmapaTHBIMH  KOMIIOHEHTaMH
cpeactea JIl u CO B obbeme, 3aBUCALIEM OT Mep, HaMpaBJICHHBIX Ha
NPEAOTBPAILCHHE H  IPECEYEHHE  HECAHKLUHOHMPOBAHHBIX  JeHCTBHIA,
peaM30BaHHBIX B HMH(GOPMalMOHHOH CcHCTEME, B KOTOpPOH HCIOJIB3yeTCH
cpeactso JII.

16. Cpeacta Il knacca KB1 mpoTHBoCTOAT aTtakaM, NpH CO3AaHHH
crnoco6oB, MOATOTOBKE M MPOBEJEHUH KOTOPBIX HUCIOJIB3YIOTCS BO3MOXHOCTH,
nepe4yuciieHHble B noamyHkrax 13.1 — 13.10, 14.1, 14.2, 15.1, 15.2 HacTosmmMx

TpCﬁOBaHHﬁ, H CIACAYIOUINE NOMNOJHUTECIIBHBIC BO3MOXKHOCTH.
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16.1. Cozpanne cmoco60B aTak, MOATOTOBKA U IIPOBEACHUE aTaK ¢
NpUBJIEYCHHEM CIIELHAIUCTOB, HMEIOIINX ONBIT pa3paboTKH H aHAIN3a CPENCTB
I, BxMoYas CIIEHATUCTOB B 00JIaCTH aHAJIM3a CUTHAJIOB, COMPOBOXXIAKOIINX
¢yHxunoHupoanue cpeacrtsa Il u CO.

16.2. IlpoBenenue sabopaTOpHBIX HcciemoBaHuid cpeacrtsa Ol
UCIIOJIB3YEMOTrO BHE KOHTpOJIHMPYEMOH 30HBI, B 00beMeE, 3aBHUCSIIIEM OT Mep,
HanpaBlieHHBIX Ha IPEeNOTBPAlliCHHE M IPECEYEHHE HECAHKIMOHHPOBAHHBIX
NEUCTBUM, peaJM30BaHHBIX B HWH(OPMALIMOHHOH CHCTEME, B KOTOpOIi
ucnons3yercsa cpeactso Jll.

17.CpencrBa DIl kmacca KB2 mnpoTHMBOCTOAT aTakaMm, NpPH CO3JaHHH
Croco0oB, MOArOTOBKE M MPOBEAECHNH KOTOPBIX HCNOJB3YIOTCS BO3MOXHOCTH,
nepedyucieHHsle B noamynkrax 13.1 — 13.10, 14.1, 14.2, 15.1, 15.2, 16.1, 16.2
HactosmmX TpeOGoBaHuUiA, U cleayIOIIHE JONOTHATENBHBIE BO3MOXHOCTH:

17.1. Co3gmaHue cnocoOoOB arak, MOArOTOBKA W TMPOBEIEHHUE aTaKk C
NpHBJIeYeHHEM CMELHATUCTOB, HMEIOLIMX OMBIT pa3pabOTKU M aHaM3a CPEICTB
OI1, BKmoyas CrieLMATUCTOB B 00JACTH HMCIOJIB30BaHUS I pealM3alMH aTak
Bo3MoxkHOcTeil mnpukiaaHoro I[IO, He onucaHHBIX B JOKYMEHTallMd Ha
npukiansoe [10.

17.2. TlocranoBka paboT MO CO3AaHHIO CIIOCOOOB M CPEeACTB aTak B
HAay4YHO-HCCJIEIOBATENIbCKUX LEHTPaX, CIHELUATH3UPYIOUMXCAd B 007acTH
pa3paboTku U aHanu3a cpeacts Ol u CD.

17.3. Bo0O3MOXHOCTb pacnojaraTb MCXOOHBIMH TEKCTAMU BXOIAIIETO B
C® npuknagsoro [10.

18.CpeactBa DIl kmacca KAl mnpoTHBOCTOAT aTrakaM, NpH CO3NaHHH
croco6oB, MOArOTOBKE M MPOBENEHUH KOTOPBIX UCIOJB3YIOTCS BO3MOXHOCTH,
nepeyrcieHHble B noanyHkrax 13.1 - 13.10, 14.1, 14.2, 15.1, 15.2, 16.1, 16.2,
17.1 — 17.3 Hactrosmux TpeGoBaHui, M cieAylOIME AOMNOIHUTEILHBIE
BO3MOXXHOCTH:

18.1. Co3ganue crnocoOoOB aTak, MOATOTOBKA M NPOBEAEHUE aTaK C

MPHUBJICYEHUEM CIIELITHAITUCTOB, HMEIOIHUX OIIBIT pa3p360TKI/I H aHaJiu3a CpeacTB
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3H, BKJIIOYAs CIEIHAJIMCTOB B 00J1aCTH HCIOJIB30BAHUA 1A PC€AIN3alliHA aTakK

BO3MOXKHOCTelt cuctemMHoro [I0, He oONMCaHHBIX B [JOKyYMEHTaUMH Ha
cucremuoe I10.

18.2. B03MOXHOCTB pacnoyarath Bceif JOKyMEHTAlHEl Ha annapaTHeIE U
nporpaMmHbie KOMNOHEHTH CO.

18.3. Bo3MoXHOCTh pacmojiaratb BCEMH anmapaTHHIMH KOMIIOHEHTaMH
cpeactsa Oll u CO.

19.B cinyyae peasmzanuu B cpeactBe OIl ¢yHkuum nposepku Ol
3JIEKTPOHHOr0 JOKYMEHTa C MCIONB30BaHMEM CepTH(UKATa KIOYa MPOBEPKH
OIl 3ta peasm3anus [OOMKHA MCKIIOYHTB BO3MOXHOCTH mpoBepku DIl
3JIEKTPOHHOro NOKyMeHTa 6e3 nposepku Jll B cepTudHKaTe KiOYa NPOBEPKH
OIl unn 6e3 HaMMYUA IOJOXHUTENBHOrO pe3ynbrata mnpoBepkd OIl B
cepTu¢uKaTe Kiroqa nmposepku OII.

20.Ilpn  paspaborke cpeactB Ol  HOMKHBI  MCNOJB30BaTHCA
KpunrorpahyecKre aropUTMbl, yTBEpPXKIEHHEIE B KAYE€CTBE IOCYIapPCTBEHHBIX
CTAaHIApPTOB HJIM HMEIOIHE NoJIoKuTeNbHOe 3akmodeHne ®CHb Poccun mno
pe3y/bTaTaM UX IKCIEPTHBIX KPUITOrpahuYecKuX MCCIeN0BaHMiA .

21. UnxenepHo-kpunTorpaduyeckas 3ammra cpeacrsa Ol mosmkHa
MCKJTIOYUTE COOBITHA, NMPHUBOAAIIME K BO3MOXKHOCTH NPOBEINECHHS YCIEMIHBIX
arak B YCIIOBHSIX BO3MOXHBIX HEHMCIIpaBHOCTEH WM cOOeB anmapaTHOro
KoMroHeHTa cpeactsa JIl unam anmapatHoro komnonenta CBT, na koropom
peann3oBaHO MporpaMMHoe cpeactso OI1.

22. B cpenctse JI1 nomkHEbI 6BITh pealn30BaHBI TOJIBKO 3anaHHbe B T3 Ha
pa3spaborky (MoaepHu3auuio) cpeactBa Ol anropuTMel (yHKUMOHMPOBAHHA

cpeactsa JII.

' Monnyukt 25 mynkta 9 IMonoxenus o ®enepanbHoil cmyxbe GesomacHocTH Poccuiickoit denepauuu,
yTBepxaeHHoro Vkasom [Ipesunenra Poccuitcko#t ®enepaunmu ot 11 asrycra 2003 r. Ne960 (CoGpatue
3akoHozaTenscTBa Poccuiickoit denepaunn, 2003, Ne 33, cr. 3254; 2004, Ne 28, cr. 2883; 2005, Ne 36, cT. 3665;
Ne 49, ct. 5200; 2006, Ne 25, cT. 2699; Ne 31 (u. I), ct. 3463; 2007, Ne 1 (u. I), cT. 205; Ne 49, cT. 6133; Ne 53, cT. 6554;
2008, Ne 36, ct. 4087; Ne 43, cT. 4921; Ne 47, ct. 5431; 2010, Ne 17, cr. 2054; Ne 20, cT. 2435; 2011, Ne 2, cT. 267;
Ne 9, ct. 1222) (manee — [Tonoxenune o PCBE Poccun).
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23.[IporpamMHbIii  komrioHeHT cpeactBa Ol (B ciydae Hanuumi
nporpaMMHOr0  KoMmmoHeHTa cpeactsa OlI) nomkeH  ynoBIETBOPSATH

cleaylomuM TpeOOBaHUAM:

- 0OBEKTHHII (3arpy304Hblii) KOJ MPOrpaMMHOIO KOMIIOHEHTA CPEICTBa
OIT nomKeH COOTBETCTBOBATh €r0 HCXOHOMY TEKCTY;

- B NMporpaMMHOM KoMMoHeHTe cpeacTsa JIl HOKHBI HCIOJIB30BATHCS
NpY pealnu3alyK TONBKO OMHUCAaHHBIE B JOKyMEHTAUUH QYHKLHM NPOrpaMMHOMR
cpenibl, B KOTOPOit ¢pyHKuHOHUpYeT cpenctso Ill;

- B HCXOOHBIX TEKCTaX IPOrpaMMHOro KOMIIOHeHTa cpexactBa Ol
JOJDKHEI OTCYTCTBOBaTh BO3MOXHOCTH, MO3BOJIAIOIME MOAMGHLIHMPOBATH HIIH
HCKaXaTh AJIrOpuTM pabothl cpeactBa JIl B mpouecce ero MCnosib30BaHHA,
MOIM(UUHUPOBATE MM MCKaXaTh HHPOPMAUHOHHBEIE HIH YIPABJIAIOLIHE
NOTOKH M IIPOLECCH], CBA3aHHble ¢ (yHKIMOHHpoBaHHWeM cpencrsa OIl, u
MOJTy4aTh HApPYIUIUTENAM JOCTYIN K XpaHsALEHCS B OTKPLITOM BHIE KIIOYEBOH,
uaeHTUGUKAUUOHHONH M (W) ayTeHTHUUMpYOWEeH MHpOpMalUMU CPEACTBa
all;

- 3HauyeHHs BXOJHBIX M BHYTPEHHHUX [apaMeTpOB, a TAKKE 3HAYECHMs

IIapaMeTpOB HACTPOEK NMpPOrpaMMHOTO KOMIOHEHTa cpeiacTtBa Il He NO/KHEL
HETaTUBHO BJIMATH Ha €ro ¢yHKIMOHHMPOBaHHE.

24. B ciyvae miiaHMpoBaHHA pa3MelleHus cpeiactB Jll B momemenusx, B
KOTOPHIX MPHUCYTCTBYET peueBas aKyCTHYecKas M BH3yaslbHasd HMHQOpMaLus,
colepialllas CBEJEHHA, COCTABIAIOLIHE TOCYJApCTBEHHYIO TaiHy, U (WIH)
ycraHoBneHsl AC u cHUcTeMbl NpueMa, nepenayd, oOpaboOTKH, XpaHEHHA H
oroOpaxeHUs1 UHPOpPMALUHM, COAEpXKALEH CBEAEHHA, COCTABJAIOLIME
rocyaapcTBeHHyl0 TaiHy, AC HMHOCTPaHHOro IPOU3BOACTBA, BXOIAIIME B
coctaB cpeactB Jll, 1omkHBI OBITH MOABEPrHYTHI NPOBEPKAaM I10 BBIABJICHHIO
YCTPOHCTB, NpeAHa3HAUYEHHBIX AJI1 HErJIACHOTO MOJy4eHus HHpOpMaLuH.

B cmydae nnaHupoBaHMs pasMelieHMs cpeactB OII B nmomewieHusx, B
KOTOpPBIX OTCYTCTBYET peueBas aKyCTHYeCKas W BH3yalbHas HWHGopMauus,
cofep)Kalasi CBEACHHS, COCTaBIAIONIME TOCYHAapCTBEHHYIO TaiHy, W HE

ycraHoBieHbl AC M cHcTeMBl npHeMa, nepefauyd, oOpaOoTKH, XpaHEHHS H
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0T06pa)KCHPIﬂ I/IH(bOpMaI.II/IH, conepmamei& CBCIC€HNA, COCTAaBJIIOLIIHE

rocyJapCTBEHHYIO TaiiHy:

- peuieHde o npoBeaeHUH npoBepok AC MHOCTPaHHOIrO INPOM3BOACTBA,
xogamux B coctaB cpeactB OII kmaccoB KC1, KC2, KC3, KBl u KB2,
MPUHMMAETCs OpraHu3alued, o00ecneuyHBaOIIE JKCIUTyaTalMi0 JaHHBIX
cpencts III;

- mnpoBepku AC HHOCTPaHHOrO NPOMU3BOJACTBA, BXOAAIIMX B COCTaB
cpencts JI1 kacca KA1, npoBoasTcsa B 0643aTelIbHOM MOPSJKE.

25.CpenctBo JOIl [OMKHO NPOBOOHTH ayTEHTH(UKALMIO CYOHEKTOB
aocTyna (JIML, IPOLECCOB) K 3TOMY CPEICTBY, IIPH 3TOM:

- OpH OCyILIeCTBIeHWH poctyna k cpenctBy OIl ayrentuduxanus
cyOBekTa [JOCTyna AO/DKHA NMPOBOAUTHCA IO HAayala BHINOJHEHHSA IEPBOro
¢yHKIHOHATIBHOTO MOAY s cpeacTBa OlT;

- MEXaHHU3Mbl ayTeHTHU(PHUKAIMH [TO/KHEI OJOKMpOBaTh HOCTYIl 3THUX
cyopektoB K (QyHKuuaM cpeacrtsa Ol npu oTpuLATENTBHOM pe3yJsbTare
ayTeHTUPUKAIHH.

26.Cpencreo  OIl pmomkHO NPOBOAUTH  AyTEHTU(HUKALUHUIO  JIMII,
OCYILECTBJIAIOIIUX JIOKAIBbHEIA JocTyn K cpeactsy OIL.

27. Heobxogumocte mpoBeneHus cpeactBoM Oll  ayteHTHdukanmu
MPOLIECCOB, OCYIIECTBIAIOUIMX JIOKAIbHBIA WIH YJAJIEHHEIA (CeTeBOM) JOCTYN K
cpeactBy OIl, yka3eiBaetca B T3 Ha pa3paboTky (MOAepHM3aLMIO) CPECTBa
IIL

28. lnsa moboro Bxoasuiero B cpeactBo Ol MexaHu3ma ayTeHTH(UKALUU
OOKEeH OBITh peaii30BaH MEXaHU3M OrpaHHYEHHUs KOJHUYECTBa CIIENYIOLIUX
MOJPSAA MOMBITOK ayTEHTU(UKALIMH OJHOro CyObeKTa JOCTyNa, YUCIO KOTOPBIX
He momkHO ObITh Oonbiue 10. Ilpu npeBbIIEHHH YUCaa CAEAYIOUIMX MOAPAL
NONBITOK ayTEHTH(PHKAUUM OAHOro CcyObeKTa [OOCTyna YCTaHOBIEHHOIO
npedeNbHOrO 3HAa4YeHHUA JocTyn 3toro cybmekra k cperactBsy Oll nmomkeH
6J0KkUpOBaTECA HA 3afaHHBId B T3 Ha pa3paboTKy (MoAEepHM3aLHUIO) CPeNCTBa

OI1 mpoMexXyTOK BpEMEHH.
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29.B cpenctBe OIl momkeH OBITh peaM30BaH MeXaHU3M (Ipolexypa)
KoHTpOJIA iegocTHocTH cpenctsa Ol u CD.

KOHTpOJIb LIENOCTHOCTH MOXKET OCYIIECTBIATHCS:

- B Hauane pab6otsl co cpeactBoM OII mo nepexoma CBT, B xoropom
peanuzoBaHo cpenctBo I, B pabouee cocrosHHe (HampuMep, 10 3arpy3kH
onepauroHHo# cucteMbl CBT);

- B XOHe periaMeHTHBIX mpoBepok cpeactBa OJII Ha Mecrax
3KCIUTyaTaluu (perjaMeHTHBIH KOHTPOIb);

- B aBTOMaTMYECKOM peXHMe B npouecce (yHKLIUOHMPOBAHUS CpPeNCTBa
OI1 (aMHaMUYECKUH KOHTPOJIB).

KOHTpONb LENOCTHOCTH AODKEH NpPOBOAMTHCA B Hauajle paboTBl €O
cpeacteom Ol

MexaHU3M pErjIaMeHTHOr0 KOHTpOJS LENOCTHOCTH AOJDKEH BXOJUTH B
coctaB cpeacts OII.

30. Ina cpenct 3l knaccoB KC1 1 KC2 Heo6Xx0auMOCTh NMpeabsaBiIeHH
TpeOOBaHMI K YNpPABJIEHHIO AOCTYNIOM M OYHMCTKE IaMATH, a TakkKe HX
colepkaHue ykasbiBaiorcs B T3 Ha pa3paboTKy (MoaepHu3aiuio) cpexncrsa Il

31.B coctaB cpeactB JII kinaccop KC3, KB1, KB2 u KAl wm CO
JOJDKHBI BXOOUTH KOMIIOHEHTHI, 00€eCIeUnBaloIIue:

- ynpaBJIeHHE AOCTYNMOM CyOBEKTOB K pa3IM4HBIM KOMIIOHEHTaM H (UJIH)
neneBsiM ¢yHKuusAM cpenctBa JIl u CP Ha ocHOBe mapaMeTpoB, 3aJaHHBIX
aIMHUHHCTPaTOpOoM WM mnpousBoauteneMm cpexactsa Il (TpeboBanus k
yKa3aHHOMY KOMIIOHEHTY OIpeeNsioTcs U 0OOCHOBBIBAIOTCA OpraHu3aLueH,
npoBoasleil ucciaenoBanus cpeactsa JIl ¢ Lenbl0 OUEHKH COOTBETCTBHA
cpeacta JII HacTosamum TpeboBaHUAM);

- OYMCTKY OINEpaTUBHOM M BHEUIHEH NaMATH, UCNOJIb3yEMOH CpEeACTBOM
OIl pns xpaHeHus 3amumiaeMoil HHGopMmalMHd, TPU OCBOOOXKICHUH
(mepepacnpeieJIeHMM) MaMATH [MYTEM 3alMCH Mackupyloweid HHpopManmu

(cnyvaitHO¥ WM NICEeBAOCITYYaifHOH NOCIEN0BaTEIFHOCTA CUMBOJIOB) B MaMATh.
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32.B coctaB cpencts JI1 kiaccoB KB2 n KA1 umu C® 10/DKHE BXOOUTE

KOMIIOHEHTHI, 00ecleynBalolMe JKCTPEHHOE CTHpaHHE  3alldlaeMoi
uHPOPMALMHM OrpaHMYeHHoro noctyna. TpebGoBaHus Kk peanusald U
HANeXHOCTH cTHpaHus 3agaiorcs B T3 Ha paspaboTky (MOAEpHH3ALUIO)
cpexctsa Il

33. Ina cpeacts DI knaccoB KC1 u KC2 Heo6XoauMOCTh npeabsiBIeHUs
Tpe6oBaHHil K perucTpauuy CoOBITH] U HX colepKaHHE ykasbiBaloTes B T3 Ha
pa3spaboTkKy (MoaepHu3aLHIo) cpeacTsa Il

34.B coctas cpencts OIl xmaccoB KC3, KB1, KB2 u KAl nomken
BXOAMTb MOYJib, NPOM3BOIAMKA (UKCAMIO B 3JIEKTPOHHOM JKypHaie
peructpauun cobbrtuit B cpeactse JII u COD, CBA3aHHBEIX C BHINOTHEHHEM
cpeactsoM Ol cBOMX LieNneBhIX QyHKIIMIA.

TpeGoBaHusT K YKa3aHHOMY MOIYII0 M TMEpPEYEHb pETHCTPHPYEMBIX
coOpITHl ompemenaoTcd U OOOCHOBHIBAIOTCS OpraHM3alMell, MpoBOAALUCH
uccnenosanus cpeacrsa OIl ¢ uenbio oneHkH cooTBeTcTBHA cpenacTsa Ol
HactoamuM TpeGoBaHUAM.

35.XKypHan peructpauud coOBITHH HOMDKEH OBITH HOCTYNEH TOJBKO
JIMIAM, OIpeIeSIeHHBIM OIepaTopoM HHPOPMALMOHHOH CHCTEMbl, B KOTOPOM
ucronesyerca cpeactso OIl, win ynonHoMo4eHHBIMM MM JMuamH. [Ipu stom
JOCTYN K JKypHaJy PEerucTpauud CoOBITHI HODKEH OCYLIECTBIIATECA TOJBKO
I TIPOCMOTpa 3amucedl M [ TNepeMELCHUs COAEPKHUMOro KypHana
perucrpaiy coObITHI Ha apXUBHBIE HOCHTEIIH.

36.Cpok pneiictBus kmoda nposepkd JIl He NO/KEH MpeBHILATh CPOK
neiictBus xnoua JII 6onee yeM Ha 15 set.

37. TpeGoBaHus K MEXaHU3My KOHTPOJIS CpOKa UCIoNb30BaHuA kmoya Ol
Onoxupytomero paboty cpeactsa JIl B ciyyae MOMBITKM HCHOJIb30BaHUA
KJII0Ya J0JIbLUE 3aaHHOTO CPOKa, onpenendioTcs paspadorunkom cpexnctsa Ol
¥ 000CHOBBIBAIOTCSA OpraHu3aLKei, npososLeil uccnenoBanus cpeacraa Il ¢

LIEJIBIO OLIEHKH cOooTBeTCTBHSA cpeacTBa DI HacTosmum TpeGoBaHuAM.
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38. Kpuntorpaduyeckue MpoOTOKONbI, OOECHEYHBAIOIIKME OMNEpPAlUH ¢
KmouyeBoii uHpopmauuedi cpeactBa I, OOMKHBI OBITH pealH30BaHEI
HernocpeacTBeHHO B cpeactse OI1.

39. UccnenoBanus cpeacts Ol ¢ Lenbl0 OUEHKH COOTBETCTBUA CPENCTB
DIl HacroamuM TpeGOBaHUSAM [HO/DKHBEI NPOBOAMTBECA C HCIONB30BaHHEM
paspabareiBaeMpix @PCB PoccuM 4HCIOBBIX 3HAUEHUH MapaMeTpoB M
XapaKTepUCTUK peanu3dyeMblx B cpeactBax OIl MexaHW3MOB 3allMTHL H

aInmnapaTHbIX U MPOrpaMMHEIX KOMIIOHEHTOB Co'.

' Moanynkr 47 nmynxta 9 Monoxenus o ®CB Poccum.
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[Mpunoxxenune Ne 2
k npukaszy O®Cb Poccun

OT 27 nexa6pa 2011 r.
Ne 796

TpeGoBaHHA K CPEACTBaM YAOCTOBEPSIOLIEro LIEHTpa

I. OO0wue nonoxeHus

1. Hacrosamue TpeGoBanus paspabotaHsl B cooTBeTCTBUH ¢ DeaepanbHEIM
3akoHOM OT 6 ampens 2011 r. Ne 63-®3 «O6 anexTpoHHO# moanucH» (nanee —
®denepanbHbIi 3aK0OH).

2.B Hactosmux TpeGoBaHMAX HCIONB3YIOTCS CIEAYIONIHE OCHOBHEIE
MIOHATHA, ONlpeZiesieHHbIe B cTaThe 2 PeeparbHOro 3aKoHa:

1) anextponHas noamuch (manee — OII) — uHbopMauus B 3JIEKTPOHHOM
dopme, koTOopas MpHUCOEAMHEHa K ApYroi MHGOpMalHMH B 3JIEKTPOHHOH dopme
(noamuceiBaeMoii HHGOpPMaLMH) HIM HHBIM 00pa3oM CBs3aHa C TaKo#
uHpopMalMeiiT ¥  KoTOopas  HCHo/Nb3yeTcs JAJA  ONpejdeleHHs  JIMIa,
NOANKCHIBAIONIEro HHGOPMaLHIO;

2)ynoctoBepsomiuii ueHTp (gantee — VYII) — ropuaudeckoe JHLO HIH
MHIUBUYAIBHBIA IpEeaIIPHHUMATENb, OCYLIECTBISIONIHE PYHKIMH [0 CO3JaHHUIO
U Bbigade cepTHukaroB Kimoded nposepku I, a Takke HHblE (QYHKLHH,
npeaycMoTpeHHble DenepanbHBIM 3aKOHOM;

3)cpeactBa JIl - mudpoBanbHeie (kpunrorpaduyecKkue) CpencTsa,
HCIONIB3yEeMbIE M pealu3auudu XoTs Obl OAHON M3 cleAyromMuX (YHKUUH —
coszganue Jl1, nposepka I, coznanue kmova 1 u xoda nposepku IIT;

4)kmoy DIl -  yHHKaJbHags  MOCIENOBaTEIbHOCTh  CHMBOJIOB,

NnpeaHa3sHa4CHHaA 111 CO3aHHA SH,
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S)xmoy npoepkd OIl — yHHKanbHas IOCIENOBAaTEIBHOCTb CHMBOJIOB,

OJHO3Ha4YHO cCBA3aHHas ¢ KkmodyoM OIl ¥ npenHasHadeHHas U1 NPOBEPKH
nogrHHocTH OI1 (nanee — mposepka JI1);

6)ceprudukar kiaoya nposepkd OIl — 3neKTpPOHHBIH OOKYMEHT HIIH
JOKYMEHT Ha OyMa>KHOM Hocutene, BbiiaHHble Y1 1160 HOBEpeHHBIM JIHIIOM
VIl u noaTBepxkiarollde MPUHAMJIEXKHOCTh Kiloda nposepkud OIl Bnamensuy
ceptudukara xioya nposepku Il

7) xBanuUUUPOBaHHbIH cepTudukar Kkmoua mnposepkH OJIl (namee -
KBAIMQUUUPOBaHHbIA cepTUPHKAT) — cepTUOHKAT Kiaoua mnposepku Ol
BBIJAHHEIA akKpeAWTOBaHHBIM Y1l MK JOBEPEHHBIM JIMLIOM aKKPEAHMTOBAHHOIO
VY11 nubo ¢enepaibHBIM OPraHOM MCIIOJHUTEIBHON BJIACTH, YIOJHOMOYEHHBIM B
cdepe ucrions3oBanug DI (nanee — ynonHoMoueHHBIH (enepanpHEIi Opran);

8)Bnanenen ceprudukara kmoya nposepku Il — nuno, xotropomy B
ycTaHOBIeHHOM (enepaibHbIM 3aKOHOM MOpsiAKE BBIOAH CEPTH(RHKAT Kiroya
npoBepku IlT;

9)akkpenutauua YI[ — mnpusHaHHE YNOJHOMOYEHHBIM (elepalbHBIM
opranoM cootBercTBHs Y1l TpeGoBanuiM PenepanbHOro 3aK0Ha; '

10) cpenctea VYI[ ~ anmapatHele M (WJIH) I@pOrpaMMHBIE CPEINCTBa,
HCIIOIb3yEeMEBIE U peanu3auuy oyskuui Y1I;

11) y4aCTHHKH 3/EKTPOHHOrO B3aHMOJEHCTBHA — OCYIIECTBIAIOMUE 0OMeH
uHpopMaLuedl B JJIEKTPOHHOH (QopMe rocyaapCTBEHHBIE OpPraHBI, OpPraHbI
MECTHOT0 CaMOyIpaBieHus, OPraHU3allky, a TaKXKe rpaxiaHe.

3. Hacroammue TpeOoBaHus YCTaHaBIHBAalOT CTPYKTYpPY H COJepXKaHHE
TpeGoBaHMit k cpeacTeaM YLI.

4. Hacrosmue  TpebGoBaHus  mnpeaHasHayeHsl A4 3aKa34HKOB U
pa3paboTuMKOB pa3pabaTeiBaeMbIX (MOAEPHU3MpPYEMbIX) cpeacTB YII mpu KX
B3aUMOJAENCTBMH  Mexay coboil, ¢  OpraHu3auusIMH,  IIPOBOIASIIMMH
KpUNTOrpaguyecKie,  MHXXEHEPHO-KPUNTOrpagu4eckue ¥ CIeLHalbHbIE

nccnenosanus cpeacts YL, ®CB Poccuu, ocymecTBIAIOIIEH MOATBEPIKIACHUE
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cootBetcTBHA cpeacTB Y] HacToamum TpeGoBanusMm.

5. Hacrosiuive  TpebGoBaHuss pacnpocTpaHsitorcs Ha cpeactsa  YII,
npeaHa3HauYeHHbIE IS UCIIO/Ib30BaHus Ha Tepputopun Poccuiickoit @exnepanum.

6. K cpencteam YI[ B uactu ux pa3paboTkH, MPOU3BOACTBA, pealH3alMU U
SKCIUTyaTald TMpPeIbABNAIOTCS TpeOoBaHMA, 3akperuieHHble [lonoxeHueM o
pa3paboTKe, NPOU3BOACTBE, pealu3alM¥ H IKCIUTyaTalMH LIH(POBAIBHBIX
(xpunrorpaguveckux) cpeacts 3aumrtsl HHbopMauuu (ITonoxenne I1K3-2005),
yrBepxaeHHsM TpukazoM ®CB Poccunm ot 9 ¢despans 2005r. Ne66' (c
u3MeHeHusmMH, BHeceHHbIMM mpukazoM OCBb Poccuu or 12 ampens 2010r.
Ne 173%), @1 wHdPOBaTBHEIX  (KPHITOrpaQMYECKHX) CPEACTB  3AIUUTHI
undopmarnu (garee — CK3M) ¢ orpaHuveHHBIM [JOCTYNOM, HE coaepxaiueit

CBEIEHHIi, COCTABIAIOLINX FOCYAapCTBEHHYIO TalHY.
II. Tpe6oBanus k cpencream Y1

7. CpenctBa VY1l [0mKHBI HPOTHBOCTOATH Yrpo3aM, MPEACTAaBIAIOLIMM
co0oii LesieHanpaBlIeHHble JEHCTBUA C HCIIOJB30BAaHHEM alMapaTHBIX U (MIIH)
MpOrpaMMHBIX CpPEACTB C LENbI0 HApYLUICHHA HWHXEHEPHO-TEXHUYECKOH H
Kkpurnrorpadpudeckoii 6ezonacuoctu cpeAcTB YL unu ¢ uensio co3gaHus ycinoBHi
JUIs 9TOro (ajiee — aTaka).

8. B 3aBHCHMOCTH OT CIIOCOOHOCTEH MPOTHBOCTOATH arakaM cpeicTBa Y|
MOAPa3/Ie/AOTCA HA KIacchl.

9. Cpenctea VI knacca KCl nporuBocTosAT arakam, npv CO3AAHHH
croco00B, MMOATOTOBKE W [MPOBEICHUU KOTOPBIX HCIONB3YIOTCA CleAyIolHe

BO3MOXHOCTH!

' 3aperncrpuposan Mumioctom Poccuu 3 Mapra 2005 r., peructpaLoHHsii Ne 6382.

? 3apeructpuposan MuHiocTom Poccun 25 mast 2010 r., peructpauuonnsiit Ne 17350.

3 HeobxoauMmblt Kknacc pa3paGaThiBaeMbIX (MoAepHH3HpYeMbiX) cpencTs YI[ ompenensierca 3aKa3umKoM
(paspaGorunkom) cpeactB VL[ nytemM onpeneneHHs BO3MOXHOCTeH OCYIUECTBIATh CO3JaHHE CrMOco6OB arak,
NOAroTOBKY M MPOBEJAEHHE aTaK Ha OCHOBE MyHKTOB 9 — 14 Hactosuux TpeGoBaHuii u yka3biBaeTcsi B TAKTHKO-
TEXHHYECKOM 33JaHMM WIH TEXHHYECKOM 3aJaHMH Ha NpPOBELEHHE OMBITHO-KOHCTPYKTOPCKOH paboThl MM
COCTaBHOM 4aCTH ONbITHO-KOHCTPYKTOPCKO#H paGoThl no pa3pabotke (MoaepHu3auun) cpeacts Y1 (nanee — T3 Ha
paspabotky (MoaepHHu3aumio) cpeacts YLI).
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9.1. TlomroroBka u IpoBedeHHE aTaKk U3BHE NMPOCTPAHCTBA, B Ipejlesax
KOTOPOTO OCYILIECTBAAETCS KOHTPOJB 32 NpedbIBaHUEM U ASHCTBHAMM JTHL U (UITH)
TPAHCIIOPTHBIX CPEACTB (Jajiee — KOHTPOJIHpyeMas 30Ha).

9.2. TloaroroBka u mNpoBeJeHHe aTak Oe3 HCMONIB30BAHHA AOCTYMa K
GYHKLHOHAIBHBIM BO3MOXKHOCTAM NpOrpaMMHO-anInapaTHeIX CpeACTB
B3auMojercTeus ¢ YL

9.3. CaMocToATEeNbHOE OCYLIECTBIEHHE CO3JaHUA CrocoboB  aTak,
NIOATOTOBKH Y MPOBEIEHUS aTaK Ha CleAyIolue OObEKTHI:

- JOKyMEHTalLHIo Ha cpeAcTBa YII;

- 3allHIIaeMble 3JIEKTPOHHBIE JOKYMEHTBI;

- KJIIOYEBYIO, ayTEHTU(HLMPYIOLIYIO U apoJIbHYI0 HHPOPMALIHKIO;

- cpenctBa YL, ux nporpaMMHBIE ¥ aNIapaTHEIE KOMIIOHEHTHI,

-  JaHHBlE, IepeJaBaeMble M0 KaHajlaM CBS3H;

MOMEIIEHHS, B KOTOPBIX HaXoAATcs annapatHele cpenctsa (anee — AC),

Ha KOTOPBIX peanu3oBaHbl cpeicTBa Y1, a Taxke Apyrue 3allMilaeMble peCypChl
MH(OPMALIHOHHOMK CHCTEMBI.

9.4. BueceHMe Ha JTanmax pa3paboTKH, IPOMU3BOACTBA, XPaHEHHS,
TPaHCIIOPTHPOBKH ¥ BBOJA B 3KCILTyaTaluio cpencts Y1I:

- HeraTMBHBIX (DYHKUHOHAIBHBIX BO3MOXKHOCTeH B cpeacTBa Y1I, B ToM
YyCIIe C MCIIOJIE30BAaHHEM BPEJOHOCHBIX NIPOrpaMM;

- HeCaHKIMOHHPOBAHHBIX H3MEHEHHH B JOKYMEHTAlMIO Ha cpescTea Y1I.

9.5. Tlonyuenue cneayomeit "HGOPMaLHK:

-  obmumx cBemeHHd 00 HMHPOPMALMOHHOW CHCTEME, B KOTOpOW
ucronb3ytotrcs  cpeactBa VI (HasHaueHHMe, coOCTaB, OOBEKTH, B KOTOpBIX
pasMelleHsl pecypcsl HHOOPMALHOHHOA CHCTEMBI);

- cBefeHuii 006 HHQOPMALMOHHBIX TEXHONOrWAX, Oasax maHHeX, AC,
nporpaMMHOM obecniedeHnd (manee — I10), Hcnons3yeMbIx B MHGOPMALHOHHOM
CHCTEME COBMECTHO CO cpezicTBaMH Y1I;

- cBelEHHHl O (QuU3NYECKHMX Mepax 3alUThl OOBEKTOB, B KOTOPBIX

pa3MelLieHsl cpeacrsa Y1
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- CBeleHHUH O MepaX Mo 0OECNEYEHHIO 3aIIUTHI KOHTPOJIHPYEMOH 30HBI

00BeKTOB HHGOPMALIMOHHON CHCTEMBI, B KOTOPOM UCIONB3YIOTCA cpelicTBa Y

- CBeleHHH O Mepax MO pa3srPaHHYEHHIO JOCTyNa B IIOMEIICHHUSA, B
KOTOPBIX pa3MelleHbl cpeacTsa Y1I;

- coaepXaHUA Haxopsuledcs B CBOOOJHOM [OCTyne TEXHMYECKOMU
JOKYMEHTalluu Ha cpeactsa Y1I;

- cBeleHUH o0 3amMiiaeMoit uHGOpMalUMH, HCIIONBE3YEMOH B Ipoiecce
SKCIUTyarauud cpeactB VY11 (Bumsl 3amumaemod HHbOpMauUuH: CiyxeGHas
dHpopMaLu, napoJibHas %} ayTeHTH(HULHpYIOIas uHbopMaLus,
KoH(QHUrypaLHMOHHas MHQopMauus, ynpasisiolas HHGopManus, HHPoOpMalHsi B
3JIEKTPOHHBIX XXYypHallaX perucTpaluy; obnive CBEACHUS O CONEPKAHUH KaXKIoro
BHIA 3allMINaeMoii MHGOPMAIUH; XapaKTEpPUCTHKH Oe30MacHOCTH I KaXAOro
BHUJIA 3aliHIaeMOi HHGOPMALIHK);

- BCeX BO3MOXHBIX JJaHHBIX, [I€peJaBaeMbIX B OTKPHITOM BHJIE 10 KaHaJIaM
CBS3M, He 3alMIIEHHBIM OT HECaHKUHOHHpOBaHHOro nocryna (manee — HCJ) k
HHGOPMaLIUH OPraHU3alMOHHO-TEXHHYECKHUMHU MEPaMHU;

- CBelEeHHH O JMHHMAX CBI3H, MO KOTOPHIM I€pefaeTcd 3aluiiaeMasi C
Hcrons3oBaHueM cpencts YL undopmanus;

- cBeJleHHU# 000 Bcex MPOSABIAIOUIMXCSA B KaHANaX CBA3H, HE 3aIUIICHHBIX
or HCJl k nBdopMaLuy OpraHM3alHOHHO-TEXHUYECKUMH MepaMH, HapylleHHUAX
IpaBUJI IKCIUTyaTalKu cpeacTs YII;

- cBeAeHHH 000 Bcex MpOSBIAIOIIMXCSA B KaHAJIaX CBA3H, HE 3alUIIEHHBIX
or HCJI x uHbopMaumMH  OpraHM3allHOHHO-TEXHHUYECKHUMH  MEpaMH,
HeHUcrnpaBHOCTAX U cbosx cpeacts Y1I;

- CBeJeHHH, NolydyaeMbIX B pe3ysbTaTe aHaIM3a JIOOBIX AOCTYNHBIX I
riepexBaTa CUIHAJIOB OT alapaTHBIX KOMIIOHEHTOB cpeacTs Y11

9.6. Hcnons3oBaHue:

-  HaxomAummxcs B CBOOOZHOM  JOCTynle MIH 3a  IpeaejaMH
koHTpoaupyemoid 30Hel AC u [1O, BkmOYas nporpaMMHBIE M amnnapaTHble

KOMIIOHEHTHI cpeacTB YLI;
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- crneyuansHo paspaborannbix AC u I1O.

9.7. Hcnons3oBaHue B Ka4eCcTBE KaHAIOB aTak He 3amuileHHbX o HCJI k
HHGQOPMALIMM OPraHWU3allHOHHO-TEXHHYECKUMHU MepaMHd KaHaloB CBs3M (KaK BHe
KOHTPOJIMPYEMOH 30HBI, TaK 4 B €€ Mpefenax), MO KOTOPBIM IepenaeTcs
uHpopMaLus, o6pabaTeiBaeMas cpeacTtsaMu YL,

10. CpenctBa VY1 xnacca KC2 mnpoTHBOCTOAT arakaMm, IpH CO3JaHHH
cnoco6oB, MOATOTOBKE W MpPOBEJEHHMHM KOTOPHIX MCHONB3YIOTCA CleAyIOIne
BO3MOXXHOCTH:

10.1. BO03MOXHOCTH, NepevUCIeHHbIe B MOAMYHKTaxX 9.3 — 9.7 Hacrosmmx
TpeGoBanmii.

10.2. IMoxmroroBka u MpoBeAeHHE aTaK U3 KOHTPOJIHUPYEMOH 30HBI.

10.3. TIloaroroBka W mpoBeieHue arak Oe3 ucrone3oBaHusa goctyna k AC,
Ha KOTOPBIX peajin30BaHkl cpeacTsa Y1

10.4. MHcnonp3oBaHHe IUTATHBIX CPEICTB WHPOPMALMOHHON CHUCTEMBI, B
KOTOpOii ucrionb3ylorcs cpeacrsa Y1

11.Cpencrea VI xnmacca KC3 mnpoTHBOCTOAT arakaM, IIpH CO3JaHHH
crmoco0oB, MOArOTOBKE W INPOBEAE€HHMH KOTOPBIX HCIOJB3YIOTCH CIEAYIOLIHE
BO3MOXXHOCTH:

11.1. BosmoxHocTH, nepedrcieHHble B noamyHkTax 10.1, 10.4 macTosmmx
TpeGoBanwuil.

11.2. TloaroroBka M NMpoBelEHHE aTaK HM3-3a IMPEAEIOB KOHTPOJIHPYEMOM
30HBl C HCIOJB30BAaHHEM JOCTyNa K (YHKIHOHAJIBHBIM BO3MOXHOCTAM
NpOrpaMMHO-aNMapaTHhIX CPEACTB B3aUMOAEHCTBHA ¢ Y1I Ha OCHOBE JierajlbHOro
o6nananus ayreHTHULMpPYOmed HHPopMaLHeH 1160 MOAroTOBKa U NPOBEAEHHE
aTaKk U3 KOHTPOJIMPYEMON 30HBI C MCMOJb30BaHMEM HocTyna K AC, Ha KOTOpPBIX
peanu3oBaHbl KOMITOHEHTH! YII, ¢ npaBamM JIMLA, HE SBIAIOLIErOCS 4IEHOM
rpynnsl  (GU3MYECKUX JIHL, YINOJHOMOYEHHBIX IMPOM3BOAUTH HHCTA/LUIALHMIO,
KOH(HIypHpOBaHHe H 3KCIUTyaTauuio cpeact Y1I, kondburypuposanue npoduis
M rnapaMeTpoB XypHama ayauta ((GyHKUMH CHCTEMHOro aJMHHHCTpPaTopa),

ApXHBHPOBAHHE, PE3EPBHOEC KOIMMMPOBAHUE U BOCCTAHOBJICHHUEC PIH(l)OpMaLlPIPI nociie
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c6oeB (QyHKIHM OrepaTopa), CO3aHue ¥ aHHYJIUPOBaHHE CEPTH(PUKATOB KIOYeii
nposepk Il (byHKkuMM agMMHHCTparopa cepTHOHKAIMH), INPOCMOTP H
NOIEPXKKY JKypHala ayauta (byHKUMHM aJMHMHHCTpaTopa ayaurta) (namee —
rpynmna afMHHHUCTPaTopoB cpeAcTB Y1) Hu ogHOro U3 KoMnoHeHToB YL

11.3. O6namanue AC VI B o6bemMe, 3aBHCSILIEM OT pealH30BaHHBIX Mep,
HampaBleHHBIX Ha TpefOTBpalleHHe M NPECEYEHHE HeCaHKIIMOHHPOBAaHHBIX
JefiCTBHH.

12. CpenctBa VY1 xnmacca KBl npoTHBOCTOAT aTakaM, IpH CO3JaHUH
Cnoco0oB, ITOATOTOBKE M MPOBEJEHHH KOTOPHIX MCIIONB3YIOTCS CleAyIoLue
BO3MOXXHOCTH:

12.1. Bo3MoxHOCTH, mepeuydcieHHble B noxamyHkrax 11.1-11.3
HacTosAmMX TpeboBanumii.

12.2. OcymecTBieHue CcO3JaHUs CHOCOOOB M MOATOTOBKM aTak C
MpHUBJICYEHHEM CIIEIMATMCTOB, HMEIOIIMX ONBIT pa3pabotku u anamusa CK3U Y1
(BIIOYas crielManucTOB B 00NAacTH aHaNM3a CHTHAJIOB JHMHEHHOH mNepejady U
CHIHAJIOB MOOOYHBIX JIEKTPOMAarHUTHBIX H3TydeHuit u HaBogok CK3U VII).

12.3. TIlpoBepmenue  naGopaTtopHeIXx  HcclefoBaHWii  cpeactB Y1,
UCIIOJIE3YEMBIX BHE KOHTpOJMpyeMod 30HBI B oObeMe, 3aBHCAIIEM OT
peanu30BaHHBIX Mep, HampaBleHHbIX Ha MpeNOTBpAlleHHe M IpecedyeHHe
HECaHKIMOHUPOBAaHHBIX JEHCTBHUIA.

13. Cpenctea VI xmacca KB2 mnpoTHBOCTOAT aTakaM, NpU CO3NaHHH
crnocoboB, MOJArOTOBKE M TNPOBEJEHHH KOTOPBIX HCIONB3YIOTCS CIELYIOLHE
BO3MOXHOCTH:

13.1. Bo3MOXHOCTH, IiepeydcieHHble B  moAmyHkrax 12.1-12.3
Hacrosumx TpeGoBaHui.

13.2. OcyuectBnenue co3gaHus Ccrnoco6oB M MOArOTOBKM aTaKk €
TNPUBJICYCHHEM CIIELIHANKCTOB B 00JIACTH HCIONB30BaHUA AJIA pealu3alldH aTak

HEAEKJIapHPOBAHHBIX BO3MOXHOCTEH MNPUKIIaAHOI'O U CHCTEMHOI'O I10.



23

13.3. IloctraHoBka paGoT 1O CO3AaHHIO CITOCOOOB U CPEJCTB aTaK B HAY4YHO-
HCCJIeI0BATENICKUX LIEHTpaX, CIEeNHATN3UPYIOMKUXC B 001acTH pa3paboTKu u
aHanu3a cpeacTs YL

13.4. O6nananue HCXOOHBIMM TekcTaMu npukianHoro I1O, npuMeHseMoro
B WHQOPMALMOHHONH CHCTEME, B KOTOpOH HCHOJB3YIOTCs cpeactBa YII, u
Haxojsuecsa B CBOOOAHOM J0CTyNe JOKyMEHTallHEN.

14. CpenctBa VYI| xnmacca KAl npoTHBOCTOAT aTrakaMm, IpH CO3JaHHH
Croco00B, IOArOTOBKE W MpPOBEIEHHH KOTOPBIX HCIHOJB3YIOTCS ClIENYyIOIIHe
BO3MOXXHOCTH:

14.1. Bo3MOXHOCTH, mepeyHcieHHble B mnoamyHkrax 13.1-134
Hactosmux TpeboBanuii.

14.2. OcyiiecTBNeHHe CO3[aHUA CINOCOOOB H TNOATOTOBKH arak C
NPUBJIEYEHUEM Hay4HO-HCCJIEN0BATENbCKUX LIEHTPOB, CIENUAIM3UPYIONIMXCS B
obmactu paspaborku u aHamuza CK3M u B o6nacTH HCIONB30BaHHMA AJIs
peaiM3aldMd aTaKk HeNEKIapUpOBaHHBIX BO3MOXHOCTEH MpPHMKIAJHOTO H
cuctemHoro I10.

14.3. OOnagaHue Bced NOKyMEHTalME€W Ha allapaTHbIE W NPOrpaMMHEIE
KOMIIOHEeHTHI cpeacTs YLI.

14.4. OOGnananue BceMH anmnapaTHEIMH KOMIIOHEHTaMH cpeAcTs Y1I.

15.CpenctBa VY1 AOMKHBI 3KCILUIyaTHpPOBaTbCi B  COOTBETCTBHH C
3KCIUTyaTallMOHHOH  JOKyMeHTauued  Ha  cpeactBa  YII.  Kommiekc
OpraHM3allHOHHO-TEXHHYECKUX MEpONpUATHH no obecrneyeHnro 6e30MacHOro
GyHKUMOHMPOBaHHs cpeacTB YL momkeH OBITh ykasaH B 3KCIUTyaTallMOHHOH
JOKyMeHTauuu Ha cpeacTsa Y11,

16. Knacc cpencts JI1, ucnonsdyembix B cpeactBax Y1, nomkeH ObiTh HE
HHKE COOTBeTCTBYIOLIEro kinacca cpeacts YLI. Knacc cpencts O, ucnosnb3yeMeix
B cpeacrsax Y1, nomkeH ObITh yKasaH B 3KCIIyaTallHOHHOH JOKyMEHTAal[MH Ha
cpexnctsa YII.

Knacc CK3H, ucnons3dyeMbix B cpeactBax YII, momxeH ObITh He HHXe

cootBercTBylomero knacca cpeacts YII. Kmacc CK3H, ucnonnsyembix B



24
cpenctBax YII, nomken ObITh ykazaH B IKCIUIyaTallMOHHOM NOKyMEHTallMH Ha

cpeactsa YLI.

17. Kaxxnoe tpeboBaHue, npenpasasemMoe k cpeacrBam Y1 mo6oro knacca
kpome KA1, mubo npenwsiBiasercs k cpeactsam Y[ ciepyroumero kiacca Oes
H3MeHeHHi (B 3TOM cliyuyae OHO B nepeuHe TpeGoBaHmil Kk cpenctBam VYIJ
Cllefymolero kjacca He yka3sbiBaercs), JHOO ykecrodaercs (B 3TOM Cilydvae B
nepeune TpeboBaHuit k cpeactBam YII cnexyroulero kiacca INPHBOAMTCH
yxecToueHHas ¢opmynupoBka). Tpebosanus k cpenctsam YII crepyromero
KJacca MOTYT COJep)KaThb [OIOJHHUTENbHblEe TpeOoBaHHA, HE BXOJdIIME B
TpeOoBaHus K cpeactBaM Y1l nmpensiayiero Kiacca.

18. Tpe6oBanus k I10 cpexncts YII:

18.1. TpeGosanus ans cpencrs YII knacca KCl:

- TIO cpemcts VYLl He [OIKHO colepXaTh CpPEACTB, MO3BOJIAIOLIUX
MOAM(HUIMPOBATh MM MHCKaXaTh aNropuTM paboThEl MPOTPaMMHBEIX CpEZCTB
n AC VII.

18.2. Tpe6osanus qns cpeacts YL knacca KC2:

- npuxnagdoe I1O cpeacts VI u CK3H, ucnonesyemeix B Y1I, nomkHo
MCIIOJIB30BaTh TONBKO JOKYMEHTHPOBaHHble GyHKuMHU cuctemHoro I10.

18.3. TpeGosanus ans cpeactB Y1 xnacca KC3:

- cuctemHoe H mpukiaguoe IIO cpexcts YII momkHO obecrieynBaTh
pasrpaHHuYeHHe  JOCTylla CHCTEMHOTO  afAMHMHHCTpatopa cpeacts Y,
anMUHACTpaTopa ceprudukanud cpeacts YII u  ymun, obecneurBaeMbix
CHCTEMHBIM  aJMHHMcTparopoM cpeacts Y1  uneHtuduuupyromed H
ayTeHTHQuUUUpylomeil HHopMauued U He SABIAIOUMXCA aIMHHHCTPaTOpPOM
ceptu¢uxauun cpeacts Y1 (aanee — nons3oparenu cpeacts Y1I), k unpopmanuy,
obpabaTsiBaeMoit cpeactBaMH  YII, Ha OCHOBaHMM TMpaBHI pa3rpaHH4EHHA
JOCTYIa, 3aJaHHBIX CHCTEMHBIM aIMUHHCTpaTopoM cpeacts YII;

- cucremHoe u npukiagHoe [1O cpeactB YII no/mKHO COOTBETCTBOBATh

4 ypOBHIO KOHTPOJIA OTCYTCTBHS HEAEKIapUPOBAHHBIX BO3MOXHOCTEI;
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- cucremMHoe u mpuknagHoe IIO cpenctB VI He nokHO comepxarth
U3BECTHBIX YA3BUMOCTEH, ONyONUKOBAHHEBIX B 00IIENOCTYMHBIX HCTOYHHKAX;

- B cocraB cucremHoro u (unu) npukiaagHoro I1O cpeacts Y1 nomken
BXOAMUTh MEXaHHU3M, 00eCeYHBaOIHi OYUCTKY OlEpaTHBHOM U BHELIHEH MMaMsATH,
MCTIOIb3yEeMOH TS XpaHeHHs HHPOpMAaLK OrPaHMYEHHOr0 J0CTYMa.

18.4. TpeGoBanus pans cpeactB YI[ kmacca KBl cosmamaror ¢
TpeGoBanuaMu A1 cpeacts Y1 knacca KC3.

18.5. TpeGoBauus nns cpencts Y11 knacca KB2:

- HcxoaHble TeKcThl cucteMHoro u npukiagnoro I10O cpeacts YL nomxkHsl
NMpOMTH NPOBEPKY pealn3alyy B HUX METOZO0B U CII0CO00B 3alUThl HHGOPMAaLIHH,
IPOTHBOCTOSIINX aTaKaM, JJIs IOATOTOBKH H IPOBEJIEHHS] KOTOPBIX HCIONB3YIOTCA
BO3MOXHOCTH, IIEpeUHCIIeHHBIE B MyHKTaX 9 — 13 HacTosmux TpeboBanuii;

- HCXOHHbIE TEKCThl cucTeMHoro # npukiagHoro ITO nomxHBl NpOHTH
NPOBEPKY Ha OTCYTCTBHE HEAEKIApHPOBAaHHBIX BO3MOKHOCTEH;

- cucremHoe u npuknagHoe IIO gomkHO OBITH YCTOHYMBO K
KOMITBIOTEPHBIM aTaKaM U3 BHEIIHHX CETEH.

18.6. Tpe6GoBauus ans cpeacts YL knacca KAl:

- ucxonHbie TeKcThl cucremHoro u mpuknanHoro ITO cpencts VI momxHBI
MpoiTH GOpMaNbHYI0 BepUDUKALMIO PEealM3allid B HAX METOIOB M CIOCOOOB
3alIATH HHGOPMALKHH, IPOTHBOCTOAIMX aTaKaM, JUls [TOATOTOBKH U NPOBEAEHHUA
KOTOPHIX HCIOJB3YIOTCS BO3MOXHOCTH, INEPEYHCIeHHBIE B MyHKTax 9-—14
HacTosuX TpeOoBaHWH, a TaKkKe OTCYTCTBHA B HHX HeIEKIapHpOBaHHBIX
BO3MOXHOCTEH.

19. TpeGoBanus k AC YI1I:

19.1. B cnyuae nnanuposanus pasmemienus AC VYI[ B moMemeHHsX, B
KOTOPBIX TPUCYTCTBYET peueBas aKyCTMYecKas M BU3yalbHas HH(poOpMaLHs,
colepallas CBEIEHHd, COCTaBJAIOMHME TOCYNAapCTBEHHYIO TaiHy, H (unu)
YCTAHOBNEHB! TEXHHYECKUE CPEACTBA H CHCTEMBI MPHEMA, NepefayH, oOpaboTKy,
XpaHeHus U OTOOpaXkeHHs WH(OPMalUH, CofepXKalleHd CBEJCHHS, COCTaB/IAIOLNE

rocyaapCTBEHHYIO Taifmy, TEXHUYECKHE CpEeACTBA HHOCTPAHHOI'O MMpOU3BOACTBA,
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BXoOd1e B COCTaB CpCACTB yu, JOJKHEI OBITh NNOABEPrHyTHI IIPOBEPKaAM 11O

BBISBJICHUIO YCTPOMCTB, MNpeAHAa3HAYEHHbIX JJA HErJIaCHOro MOJTy4YeHHUs
MHGOPMAIIHH, a TaK)Ke UCCIENOBAaHUSAM Ha COOTBETCTBHE TPeOOBAHUAM I10 3all{UTE
OT yTeukH HHPOpPMALKHU MO KaHanaM MOGOYHBIX JIEKTPOMArHUTHBIX H3ITYYEHHH U
HaBOJOK B COOTBETCTBHH C KaTeropHeii BbIIENEHHOIO MOMEIIEHHUS.

19.2. Tpe6Gosanus ans cpeacts Y1 knacca KCl1:

- NPOBOAMTCA NMPOBEpKAa COOTBETCTBHA pealii3alliu LieneBbIX GyHKUuH YI]
Ha ocHoBe cHucteMsl TecToB AC V11,

19.3. Tpeb6oBanus ana cpeacte YI[ kmaccob KC2, KC3, KB1, KB2
coBManarwT ¢ TpeboBaHuaMH Ans cpencts Y1 kiacca KCl1.

19.4. TpeOGoBanus nns cpeacrs Y1 xnacca KAL:

- T1NpoBeJeHHE  CNELHAIbHONH  NpPOBEPKH  TEXHHYECKHX  CPEACTB
HHOCTPaHHOro NMpPOHM3BOACTBA, BXoAsmuX B coctaB AC VI, B uensx BbIABIEHHA
YCTPOMCTB, MpeIHa3HaueHHBIX AJIA HErJIACHOrO MOoJy4eHUs HHPOpMAaLIHH;

- mnpoBefeHue mnonHo# Bepudukauu AC (COBMECTHO C aHAIH30M
nporpammHoro koza BIOS), Ha xoTopeix peanusyiorcs cpeactBa Y1, ¢ uensio
HCKJIFOYEeHHA HEraTHBHBIX (PYHKIMOHAIBHBIX BO3MOXXHOCTEH.

20. Tpe6oBaHuA K poJIeBOMY pa3rpaHHYEHHIO:

20.1. Jlna oGecneuyenus BoimonHeHus QyHkumid Y1 cpencrea Y1 nomkHsl
MOANEPXKHBAaTh pOJIEBOE pPa3rpaHUYCHHE WICHOB TIpPYNIbl aJAMHHHCTPATOpPOB
cpeacts YLI.

20.2. TpeGoBanus aus cpeacts Y1 knacca KCl:

- [OOMXKHBL OBITh ONpeleNeHbl CIUCOK poJieii M pacnpefencHHe
0053aHHOCTE# MEXIY POJIAMH;

- CIIMCOK poJied M pacnpejeneHne 0043aHHOCTeH MEXAY POISMH JOJDKHEI
ObITh YKa3aHBl B 9KCIUTyaTallAOHHON JOKyMEHTalLUH Ha cpeacTea Y1I.

20.3. TpeboBanua s cpeactB YI[ wiacca KC2 cosBmagaior ¢
TpeboBanusamu s cpeacts Y1 knacca KCl.

20.4. Tpeboanus nus cpeacts YL knacca KC3:

- cpeacrta Y1 1omkHBI MOJAEPKHUBATH ClleAyIOLIHe 00sA3aTebHbIE POJIH:
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1) cucteMHoro  aAMHHHCTpPaTOpa C  OCHOBHBIMH  OOS3aHHOCTAMH
MHCTAUIALMY, KOHQUIypalUuH U MOANEpKKH (PyHKIMOHHpOBaHHA cpeicTB YII,
CO3JJaHUA W MOLNEPXKKH Mpoduiei WIeHOB Ipynmbl agMHHUCTPATOPOB CPE/ICTB
Y11, xoHdpurypauuu npoduis ¥ napaMeTpoB XKypHasa ayJuTa;

2) agMHHHCTpaTopa CepTH(HKAIMH C OCHOBHBIMH  OOA3aHHOCTAMH:
CO3JlaHUe W aHHYJIHpPOBaHUE cepTU(UKaTOB Kitoyeit nposepku JIT;

- B cpeactBax Y1l nomkeH ObITh peali30BaH MEXaHW3M, HUCKIIOYAIOLIHIA
BO3MOXXHOCTh aBTOpH3allUH OJHOTO WIEHa U3 Pyl aAIMUHUCTPATOPOB CPE/CTB
V1] ans BEINOJNIHEHHS Pa3UYHbIX pPOJEi.

20.5. TpeboBanus nns cpencrs Y1 knacca KB1:

- cpeacrsa Y1l nomkHel obecrmednBaTh Hanuuue o0O0sA3aTeNIbHOH pOJH
orepatopa C OCHOBHBIMH OOS3aHHOCTSAMH II0 PpE3EPBHOMY KONHPOBAHUIO U
BOCCTaHOBJICHHIO.

20.6. TpeGoBanus mna cpeactB YI[ kmacca KB2 coBmagaor ¢
TpeboBaHuAMH U1 cpeacTB Y1 kiacca KB1.

20.7. TpeboBanus o cpeacts YL kimacca KA1:

- cpencrBa Y1l nomkHel obecrmeunBaTh Haiuyude o0OsA3aTeNBHOR pOJH
aIMHHUCTpATOpa ayJUTa C OCHOBHBIMH OOS3aHHOCTAMM: MPOCMOTP U MOAJEPHKKA
XypHaJa ayquTa;

- CHCTEMHBIH aAMHMHHCTPATOpP He JO/DKEH HUMETh BO3MOXKHOCTH BHOCHTH
M3MEHEHHS B XKypHaJI ay AMTa.

21. TpeboBanus k LenoctHocTu cpeacts YLI:

21.1. Cpenctsa VYI[ nomxkHsl coiepXaTb MEXaHH3M  KOHTpOJIA
HECAaHKLIHOHUPOBAaHHOIO CIIy4yaiiHOro W (WJIH) NpeJHaMEPEHHOT0 HCKaXXeHHA
(v3MeHeHns, MoauduKauuK) ¥ (MIH) paspyuleHHs MHQOpMaIMu, NMPOrpaMMHBIX
cpenctB U AC V1] (nanee — MexaHU3M KOHTPOJIA LEIOCTHOCTH).

21.2. Tpe6oBanus nns cpeacts YL knacca KCl1:

- TpeGOBaHMA K MEXaHW3MY KOHTpPOJI LEJIOCTHOCTH JO/KHBI OBITh

yka3aHnsl B T3 Ha pa3pabotky (MoaepHu3anuio) cpeacts Y1
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- JOJDKCH OBITH OIpe€AcICH NEpUOA KOHTPOJIA LHEJIOCTHOCTH NMPOrpaMMHBIX

cpeactB 1 AC VI[ u ykasaH B 3KCIUTyaTallHOHHOHW NOKyMEHTAalHH Ha CPEICTBa
VI

- KOHTpOJIb LeJOCTHOCTH mnporpaMMHbIX cpeactB U AC VI nmomxken
BBIIIOJIHATECA IPH KaXAOH mepe3arpy3ke ONEpPalHOHHON cCHCTEMBI (nanee —
0oC);

- JODKHBI MMEThCS CpeICTBA BOCCTAHOBJIEHHUS LI€IOCTHOCTH cpeAcTB Y11,

21.3. TpeboBanus pana cpeacrB YII kmacca KC2 cosnajaior c
tpeboBanuamu s cpeacts Y1 kmacca KC1.

21.4. TpeboBanusa ans cpeacts Y1 kimacca KC3:

- KOHTPOJIb LE€OCTHOCTH JOJDKEH BBHINOIHATHECA He pexe 1 pasa B CyTKH.

21.5. Tpe6osanns ans cpeacts Y1 knacca KB1:

- KOHTpOIB IIEJIOCTHOCTH JOJDKEH BBIIOMHATHCA A0 3arpy3ku OC cpeacts V1.

21.6. TpeboBanus pmua cpeacts YII wimacca KB2 cosmagaior ¢
TpeGoBanuaMu 1 cpeacts YII kinacca KB1.

21.7. Tpeboanns nna cpeacts YL knacca KAl:

- KOHTpOJIb I[€JIOCTHOCTH [OJDKEH OCYILECTBIATHCA JUHAMHUYECKH IIpU
¢yHKMOHHpoBaHMHM cpencTs YLI.

22. TpeboBaHUA K yTIpaBIEHHIO JOCTYIIOM:

22.1. CpenctBa Y1 nomxHsl obecrieynBaTh yrpaBieHHE JOCTYIIOM.

22.2. Tpe6oanus ana cpeacts Y1 knacca KC1:

- JOMKHBI OBITH ompeneneHsl TpeOGOBaHUS K YNPaBIEHHIO IOCTYNOM H
yka3zassl B T3 Ha pa3pabotky (MoaepHu3auuio) cpeacts YII.

22.3. Tpebopanus gna cpeactB YI[ kmacca KC2 cosnagaror ¢
tpeboBanusmMu qns cpeacts YII knacca KC1.

22.4. TpebGoBanus ans cpeacts Y1 knacca KC3:

- B YL nomxen obecneynBaTbCcs MUCKPELUOHHBIH NPUHLUI KOHTPOJSA
AocCTyma.

22.5. TpebGoBanusa mna cpeactB YII[ xmacca KBl cosmajator ¢

tpeGosanusmu i cpenctB Y1 xmacca KC3.
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22.6. Tpe6osanus gus cpeacts YL kinacca KB2:

- JIOIXHO GBITh 0GecnedeHo co3aaHHe 3aMKHYTOM paGodeii cpeibl' CpeacTB
VI1I.

22.7. TpeboBanus aas cpeacts Y1 knacca KAl:

- B YL nomxeH obecrnieunBaThCs MaHAATHBIA PUHIUIT KOHTPOIS JOCTYIIa;

- gna Beoja kmoua OIl agMmunucTpaTtopa cepTHdukauuu TpeGyercs He
MeHee [BYX JOBEPEHHBIX JIHIL.

23. TpeboBaHus K HOAEHTUGUKALMU K ayTEeHTHPHUKALIUH:

23.1. Upentuduxauus ©u  ayTeHTH(QHUKALUA BKIIOYAIOT B  cebd
pacno3HaBaHHe I0Jb30BaTens cpeacTB Y[, dneHa rpynmsl agMHHHCTPAaTOpPOB
cpeacts YLl uiaum npouecca M MPOBEPKY HMX IOJJIHMHHOCTH. MexaHH3M
ayTEeHTH(HUKALUK JOKeH OJIOKHPOBATh AOCTYII 3THX CyOBEKTOB K QYHKUMAM Y]
TNPH OTPHLIATESIEHOM pe3yJIbTaTe ayTeHTU(PUKALIH.

23.2. B cpeactBax VYII nns mo6Goi peanu3oBaHHOH IpoLEXypHI
ayTeHTH(OUKALMH J0/DKeH ObITh NMPHUMEHEH MEXaHM3M OrpaHM4YeHHs KOIHYECTBa
CNIeAYIOIUX NOAPAA MOMBITOK AyTEHTH(PUKALMH OAHOro CyOBeKTa AOCTYMa, YHCIIO
KOTOPBIX He JOJDKHO ObITh Gonblue Tpex. IIpu npeBbilieHHH 4YHCaa CASLyIOLIUX
NOApPSA MOINBITOK ayTeHTHOUKALMH OAHOro CyOBEeKTa JOCTyNa YCTaHOBJIEHHOIO
NpeesbHOro 3Ha4eH s AOCTYII 3TOro cyopeKxTa A0CTyna K cpeacTsam Y1 1omkeH
ObITh 3a0JI0KMpOBaH Ha MPOMEXYTOK BPEMEHH, KOTOpHIH ykas3biBaeTcs B T3 Ha
pa3pabotky (MoaepHu3aLH0) cpeacTs YII.

23.3. TpeGoBanus nns cpencts Y1 knacca KCl:

- ONMHCaHWe TMpOLEAYpPhl pEerucTpauMy moib3oBatened cpeacts Y11
(BHeceHHs JaHHBIX B peecTp Mosb3oBatenei cpeAcTB Y1) ZomKHO conepxaThCcs B
SKCIIIyaTaLlHOHHOW JOKyMEHTallMH Ha cpeacTsa Y1I;

- JUIA BCeX JIHILI, OCYILECTBISIOIMX IOCTYNm K cpeactsaM YI1I, momkHa
npoBoguThCA  ayTeHTHGukauus. [Ipy 3ToM  JomyckaeTcs  OrpaHHYMTBCA

HCIIOJIB30BAHUEM IJIA ayTeHm(anauun TOJIBKO CHMBOJIBHOTI'O MEPHOOHYCCKH

! Mporpammuas cpeda, KoTopas [OMyCKaeT CYyWECTBOBaHME B Hell Tonbko ¢uKcHpoBaHHOro HaGopa
cy6bekToB (Nporpamm, MpoLeccos).
2 JIuua, ABNAIOLIMECS HIIEHAMH MPYNITbi aIMHHHCTPATOPOB CpeiCTB VI 1 3aBeIOMO He ARMSOLIMECS HAPYLIUTEIAMH.
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H3MEHSIOIIErocs 1apojig U3 He MeHee YeM 8 CHMBOJIOB IPH MOIIHOCTH a¢aBUTa
He MeHee 36 cumBonoB. Ilepuox u3MeHEHHs mMaponsd HE JOMKEH OBITh
Oosnblie 6 Mecs1eB.

23.4. TpeGoBauus mis cpencts Y1 knacca KC2:

- HeoOXOoOUMOCTh NMpenBbABIEHHS NoJb3oBaTelneM cpeactB Y1 mpu ero
pPEerucTpalMyl JOKYMEHTOB, YIOCTOBEPSAIOIIMX JIHYHOCTh, HJOMKHA OBITH
OTpakeHa B 3KCIUTYaTallMOHHOH JOKyMEHTalluu Ha cpeacTra Y1I;

- JANA BcexX moap3oBatenedl cpeactB YII momyckaeTcs HCMONb30OBaHUE
MEXaHU3MOB yhaajdeHHON ayTeHTHdUKanuu. CrienHanbHBlE XapaKTEPHCTHKHU
MEXaHHU3MOB YIaJleHHON ayTeHTH(HKAUWH NOJDKHBI OBITH NMOATBEPKACHBI B
paMKax TpOBENEHHA IMPOBEPKH COOTBETCTBHA cpeAcTB YL u o6nexToB
HHGOpMATH3aLlMK,  HCMNOJNB3YIOUIMX  JAHHBIE  CPEACTBA,  HACTOSAIIHM
TpeboBanusm;

- NOpH OCYLIECTBJIEHHH JIOKaJbHOrO JOCTyma K cpeiacreaM Y1
ayTEeHTU(PUKAUMS WIEHOB TIpYyNIB aJMHHHCTPAaTopoB cpeAcTB YII momkHa
BBINONHATELCA A0 NEpexo/a B pabouee COCTOAHUE ITUX cpeAcTB Y1 (HanpuMmep, 10
3arpy3ku 6azosoii OC).

23.5. TpeGoBauua pns cpencts Y1 knacca KC3:

- B cpeactsax Y1l momkeH OBITH peal30BaH MEXaHH3M ayT€HTHOHMKALMH
JIOKAJIBHBIX T10JIb30BaTE e, MMEIOIIMX AOCTYTI K cpeAcTBaM Y1I, Ho He BXOIAIIHX
B COCTaB I'PYIIbI AMHHUACTPATOpPOB cpeacTB Y1I,

23.6. TpeGosanus mns cpeacts Y1 knacca KB1:

- INpH OCYIIECTBIEHMH YJAaleHHOro JocTyma K cpeactBam Y1
HCIIONB30BaHHE TOJNBKO CHMBOJBHOTO Maposis He JOMyCKaeTcs, AOJDKHBI
MCIIONB30BAThCA MEXAHU3Mbl ayTeHTH(HUKAIMH Ha OCHOBE KpUNTOrpapHYecKuX
MPOTOKOJIOB.

23.7. TpeboBanus nans cpeactB YII xmacca KB2 coBmagaror c
TpeboBanusaMHu 1 cpencts Y1 knacca KB1.

23.8. TpeGoBanus mnsa cpeacts Y1 knacca KAl:

- B cpexctBax YI[ mns moboro peaJM30BaHHOIO  MEXaHH3Ma
ayTeHTU(¢HUKAIMH AOKHA OBITh pean30BaHa BO3MOXHOCTh YCTAaHOBKH NPEAEIbHO

JAOIMYCTHMOTO KOJHYECCTBA CJACAYIOLIUX MOAPAA NONBITOK ayTeHTIrI(t)PIKaI.IPIH OJHOIo0
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cyObeKTa AOCTyNa M YCTAaHOBKH BpeMeHH GJIOKHPOBKM JOCTyNa K cpeactBaM V1]

Ha MeCTaxX HUX JKCIUTyaTalluHu.

24. TpeGoBaHus K 3alMTE JaHHBIX, TOCTYTIAIOLIMX (3KCHIOPTHpYeMbIX) B (13) V1

24.1. Cpenctsa VI nmomkebl ofecrmeuuBaTh J[JOBEPEHHBIH  BBOJ
CaMOIOAMHCAHHOrO cepTU(dUKaTa Kmoya nposepku JI1.

24.2. Tpe6oBanus ans cpeactB Y1 knacca KCl:

- cpeactBa YL momxkHel obGecneynBarh nepefady AaHHBIX, COAEPIKAILUX
MH(POPMALIHIO OrPaHUYEHHOT0 JOCTYMa, NocTynaowmx B Y1 1 3KCIIopTHpYyeMBIX
u3 Y11, cnocoooM, 3amumnieHusiM ot HCI;

- B cpeactBax YII momxHa ObITh peanu3oBaHa NpoueAypa 3allUTHl OT
HaBA3BIBAHMA JIOXKHBIX COOGILEHHUI ;

- TpeGOBaHUA K MpoOLEAype 3aIUTH OT HaBA3BIBAHHUA JIOKHBIX COOOIIECHUA
yka3eiBaloTcs B T3 Ha pa3paboTky (MozepHH3anuio) cpeacTs Y1,

24.3. TpeGoBanus ans cpeacts Y1 kinacca KC2:

- cpenctBa YL nomkHbl obecrieunBaTh 3alUTy NEPBOHAYAIBHOIO 3aIpoca
Ha cepTu(HUKat Kiro4ya nposepky O,

- cpeactBa Y1] DOMKHBI NIPUHHMATh KPUTHYHYIO 1A (QyHKIMOHHPOBaHHS
V11 unpopmManuio, TOJIBKO eciiy oHa nmoanucana JI1.

24.4. Tpe6osanus qis cpeacts YL knacca KC3:

- B cpeactBax YLl jnomxeH OBITh peald30BaH MEXAHHM3M 3allUTHl OT
HaBA3BIBAHUA JIOXKHBIX COOOLNEHHH HAa OCHOBEe WHCIONb30BaHUA cpeactB Ol
TNOJTYYHBIUIHNX TIOATBEPKICHHE COOTBETCTBHA TpeboBaHUAM Kk cpeacTam Ol L

24.5. Tpe6osanus ans cpeacts Y1 kinacca KB1:

- B cpeactBax Y[ momkeH ObITh pealn30BaH MEXaHHM3M 3alllMTH JAHHBIX
npu Mepefadye UX MeXAy (H3UUECKH pa3feNCHHBIMM KOMIIOHEHTAMH Ha OCHOBE
ucrons3oBanua CK3H.

24.6. Tpe6osanusa s cpenctB Y1l knaccoB KB2 u KAl cosnapator ¢
Tpe6oBaHusAMH Aa cpeacTts Y1 knacca KBI.

25. TpeGoBaHus K perucTpalunu coObITHiA:

! HasssbiBaHue JIOXXHOro cooOLieHHs npeacTaBaseT coboit neficTBHE, BOCTPUHMMAEMOE y4acTHHKaMH
IMEKTPOHHOrO B3aumozeHcTBHS wWin cpeactBaMd YL kak nepenaya HMCTHHHOrO coouieHHs crnocoboMm,
samMmeHHsM o HC/I.
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25.1. basosas OC cpeactB V1| momxHa noanepXuBaTh BeJeHHE XypHaya
ayauTa CHCTEMHBIX COOBITHH.

25.2. TpeboBanus ansa cpeacrs Y1 kinacca KC1:

- B cpencrBax YII nomkxeH ObITh pealn3oBaH MEXaHU3M, NMPOU3BOISIIHM
BbIOOpOUHYIO perucrpanuio CoObITHH B IKypHajlle ayauTa, CBS3aHHBIX C
BeInoIHeHHEM Y1I cBouX QyHKIHUH;

- CIIHCOK  pPErucTpHpyeMblX COOBITHH  JODKEH  COmepXaThCs B
JKCIUTyaTallHOHHOH JOKyMEHTauuu Ha cpeactsa YII.

25.3. TpeboBanus nama cpeactB YI[ kmacca KC2 cosmamaior c
TpeboBanusaMHU s cpencts Y1 knacca KC1.

25.4. TpeboBanus nis cpeacts Y1 kmacca KC3:

- JOKHBI OBITH TPHUHATEI Mepbl OOHapyXeHHsS HeCaHKUHOHMPOBAHHLIX
WU3MEHEHMH )XXypHaja ayAuTa Ioib30BaTensiMu cpeactB YII, He saBnsiommmucs
YJI€HaMH FPyNIbl AAMHUHHCTPATOpoB cpeacts Y1I.

25.5. TpeboBanua gma cpeacrtB YII kmacca KB1 cosmajaior ¢
tpeboBaHusAMHU s cpeacts Y1 knacca KC3.

25.6. TpeboBanus nnsa cpeacts Y1 kiacca KB2:

- JOIDKHBI OBITh NPHHATHI Mephl OOHAapY)XeHHS HECaHKIMOHHPOBAHHBIX
HM3MEHEHHH Ka)KIOH 3allMCH B XypHaJe ayuTa.

25.7. 'TpeboBanus ans cpeacts Y1 knacca KAl:

- KypHajn ayguTa JO/DKeH OBITh AOCTYNEH TOJBKO aIMHUHHUCTPATOpy
aynuTa, KOTOPBIA MOXET OCYIIECTBJIATH TOJNBKO €ro MPOCMOTpP, KOMHPOBaHHE H
MONHYI0 OYHCTKY. ITociie OYMCTKH MepBOH 3aMUChI0 B )XypHalle ayauTa JOJDKEH
AQBTOMATHYECKH PETHCTPHPOBATHCH (PAKT OYMCTKH C YKa3aHMEM [OaThl, BpeMEeHH M
HH(OpPMallMH O JIHLE, TPOU3BOAUBILIEM ONEPALHIO.

26. TpeboBanusi MO HAJEXXHOCTH H YCTOHYHBOCTH (PYHKLHOHUPOBAHUA
cpeacts Y1I:

26.1. [omxHbl OBITh oOmHpeneneHsl TpeOOBaHHS 10 HAAEXKHOCTH U
ycToiuuBoCTH GYHKIHMOHMpoBaHUA cpeacTB YL u ykazauwl B T3 Ha pa3paborTky

(Mozepuu3anuo) cpeacts Y1l
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26.2. TpeboBanus nns cpeacts YII xnacca KC1:

- pPOBOAMTCA pacyeT BepoATHOCTH cOoeB W HeucnpaBHocTel AC VI,
NPUBOAALINX K HEBbINONHEHHIO Y1 cBoMX QyHKIHH.

26.3. Tpebosanus ans cpeacts Y1 knacca KC2:

- JOIXHO OCYILECTBIATHCA TECTHPOBaHHE YCTOHYHBOCTH
¢byHkuuoHupoBaHus cpeacts Y1I.

26.4. Tpeb6oBanus ans cpeacts Y1 knacca KC3:

- JO/DKHBI OBITH ompezeneHbl TpeOOBaHHS MO BpPEMEHH BOCCTAaHOBJIEHHUS
cpenctB Y1 nocne c6os u yka3zansi B T3 Ha pa3spaboTKy (MOJ€pHHU3alHMIO) CPEACTB
V1L

- Mepsl H CpeACTBa IMOBBINIEHHS HAJE€XKHOCTH M  YCTOHYMBOCTH
¢byHKIHOHUpOBaHHS cpeicTB Y1 HODKHEI coaepxaTh MEXaHH3Mbl KBOTHPOBaHHS
pecypcos cpeacts YII.

26.5. Tpeb6osanus mans cpencts Y1 kiacca KB1:

- BeposATHOCTb c6oeB u HeucnpaBHocteii AC VI, mpuBogsmux K
HeBeIMONHEeHUIO Y1 cBouX ¢QyHKUMi, B TeYEeHHE CYTOK HE JOJDKHA MpEBBILIATH
aHAJIOTMYHON BepOoATHOCTH s ucnonsdyeMbix CK3U.

26.6. Tpebosanus mia cpenctB YL kmaccos KB2 u KAl cosnaparor ¢
TpeboBanusamu 11 cpeacts Y1 kinacca KB1.

27. TpeGoBaHus K KJIIO4eBOil HHPOpPMaLHH:

27.1. Ilopsnok co3naHus, HCNOJNB30BaHUSA, XPaHEHHS M YHHYTOXKECHHA
Ko4eBoil HMHGOpMalMM oOmpelenseTci B COOTBETCTBUHM C TpeOOBaHHAMM
3KCIUTyaTallMOHHON  JokymeHTauuu Ha cpeactsa OII m  umele CK3U,
HCIONb3yeMble cpeacTBaMu Y11

27.2. Cpox peiictBus kmoua Il cpenctea OJII, ucmoms3yemoro
cpeactBamu YII, nomxeH coOTBETCTBOBaTh TpeOOBaHHSAM, YCTAHOBJIEHHBIM K
cpencrBam JIL

27.3. Tpe6oBanus ans cpeacrs Y1 knacca KCl1:

- He JONYyCKAaeTcs KOMHpOBaHWEe WH(POpPMAaIMH KIOYEBHIX JIOKYMEHTOB

(xpunTorpapuueckux Kimoded, B ToM uHcie kmoded OII) Ha HocutenH
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(HanpuMep, XKECTKHH AHUCK), HE SBJIAIOIIMECS KIIOYEBBIMH HOCHUTEISAMH, Oe3 ee
NIpeaBapUTENIbHOTO IHGPOoBaHUs (KOTOpPOE JOKHO OCYUIECTBIATHCS BCTPOEHHOM
¢ynkuueit ucnonesyemoro CK3H). Komuposanue KirO4eBBIX HOKYMEHTOB
JNOJDKHO OCYLIECTBIATHCA TOJNBKO B COOTBETCTBUM C IKCIUTyaTallHOHHO#H
nokyMmeHTauuei Ha ucnonsdyeMmoe CK3U;

- wnoun I, ucnonesyeMmble JUIs TNOANMCH CEPTH(PUKATOB KIIOYeit
nposepku Ol 1 cIHCKOB YHHKAJIBHBIX HOMEPOB CEPTU(HHUKATOB KIIIOYEil MPOBEPKU
OIl, nmeiicTBHME KOTOPBIX Ha ONpelelieHHblii MOMEHT 6buUto mpekpaueHo Y1 mo
HCTEYEHUS CPOKa HX ACHCTBUA (Aajnee — CIMCOK aHHYTMPOBAHHBIX CEPTH(UKATOB),
He JOJDKHBI KCITOJIB30BaThCH HU JUTA KaKUX HHBIX IIeJIei;

- CpOKHM HOeicTBHA BCeX KIO4YeHd [JOKHBI OBITh yKa3aHsl B
IKCILTyaTAllMOHHON JOKyMEHTalMH Ha cpeacTBa Y1I.

27.4. TpeboBanus mns cpeacts YL xmaccoB KC2 u KC3 cosmagaior ¢
tpeboBanmamu s cpeacts YII knacca KCl1.

27.5. Tpebosanus ans cpepcts Y1 knacca KB1:

-OOMKHEL  OBITH  INPHHATHI ~ OPTraHM3ALMOHHO-TEXHHYECKHE  MEPHI,
HCKJIIOYAIoIIMEe BO3MOXHOCTh KoMnpoMeTauuu kimouda OIl, ucnonszyemoro s
noanucy ceptudukaroB kmodeit npoBepkd Ol U CHMCKOB aHHYIMPOBaHHBIX
CepTH(HUKATOB, INpPH KOMIPOMETALMH KIIOYeBOH HHAOpMaIMK, [OCTYIHOM
OJHOMY JHLY.

27.6. Tpebosanus ansa cpeacts Y1 xiacca KB2:

- kmou OJII, ucnonb3yemblii [ NOANHCH CePTU(PUKATOB KIIOYEH
npoBepkd Il W CnHMCKOB  aHHYNMPDOBaHHBIX  CEpPTU(UKATOB, HOKEH
reHepHpOBaThC, XPaHHTHCA, UCIIONB30BAaThCA M YHUYTOXAThCci B cpeactse OIL
Honyckaercs ucrons3oBaHue TONbKo cpeacTB Il nomyduBIIMX NOATBEPKIAECHHE
COOTBETCTBHs TpeOOBaHHAM, NPeabIBIIEMbIM K cpeacTBaM Ol B COOTBETCTBHH C
DenepanbHbIM 3aKOHOM;

- [OMKHB OBITh TNPHHATHI  OPraHW3allMOHHO-TEXHHYECKHE  MeEpHI,
MCKITIOYalole BO3MOXKHOCTh KoMIpoMertanuu kmoua OI, ucnons3yeMoro ajis

NOANHCH CepTUHKATOB Kimoueit npoBepkd Ol M CHMCKOB aHHYJIMPOBaHHBIX
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CepTU(HUKATOB, TIPH KOMIIPOMETALMH KIO4eBoH WHGOPMALMH, NOCTYIMHOH ABYM
NHLaM.

27.7. Tpe6osanus ans cpencts V1] knacca KAl:

- JIOJDKHEI OBITh MPHHATHI OpraHU3aLMOHHO-TEXHHYECKHE MEPBI, HCKIIIOYAroLie
BO3MOXHOCTh KOMIpoMeTamuu kimoya OIl, ucmomesyeMoro Juis IOANMCH
ceprudukaroB Kmoyeid mpoBepku Il M COHCKOB  aHHYJIMPOBAHHBIX
cepTHHKATOB, MPH KOMIIPOMETALMH KIIIOYeBOH HH(OpManuH, NOCTYNHOH TpeM
nHLaM.

28. TpeGoBaHMA K pe3epBHOMY KOMHMPOBAaHHIO U  BOCCTaHOBJICHHIO
pabotocnocobHocTH cpeactB Y1I:

28.1. CpenctBa VYII [omXHB peaau3oBbIBaTh (PYHKLHM PpE3EpBHOTO
KONMPOBaHUS ¥ BOCCTAHOBIEHWs Ha ciydail mnospexzeHus AC u (Win)
uHopManuy, obpabareiBaemoii cpeacreaMu  YII. B xome pesepBHOro
KOMUPOBaHMA  JOJ/DKHA OBITh  HCKJIIOYEHA  BO3MOXXHOCTh  KOIHPOBaHHs
KpUIITOrpaduuecKHX KII04YeH.

28.2. TpeboBanusa mius cpencts Y1 wiacca KC1:

- JaHHBIE, COXpPaHEHHbIE NpPH pe3epBHOM KONMHPOBAHMH, AOJDKHBI OBITH
JNOCTAaTOYHBI JJI1 BOCCTAHOBJIEHHS (YHKIMOHHpOBaHUs cpencTB Y1 B coctosaHume,
3aUKCHPOBAaHHOE HA MOMEHT KONUPOBAHMUSL.

28.3. TpeOGoBanus mnsa cpeactB Y1 xmaccoB KC2 u KC3 cosnanaror ¢
tpeboBanuamu 11a cpeactB Y1 knacca KCl1.

28.4. Tpe6osanus ans cpeacts Y1 xnacca KB1:

- J[OMKHBI OBITh NPHUHATEI Mepbl OOHApPYXKEHHA HECAHKLHOHHPOBAHHBIX
M3MEHEHHI COXPaHEHHBIX JaHHBIX;

- JOMKHBI OBITh OnpeneneHsl TpeOOBaHHA 110 BPEMEHH BOCCTAHOBIEHHS H
ykazausl B T3 Ha paspaborky (MonepHu3auMio) cpeacts YI[ u B
OKCIUTyaTallMOHHON JOKYMEHTaLuH Ha cpeacTBa Y1,

28.5. Tpebosauus nus cpeacrs YL knacca KB2:

- coxXpaHseMmas NpH pPe3epBHOM KOMHUPOBAHWM 3alllyinaemMas WHQopMauus

AOJDKHA COXPaHATHCA TOJIBKO B 3aU.[PI¢)p0BaHHOM BHAC.
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28.6. Tpebomanus mia cpeactB YL xmacca KAl cosmagaror ¢

TpeboBanuaMU 1is cpeactB YL knacca KB2.

29. TpeboBaHKWag K CO3NaHHIO W AHHYJIMPOBAHHIO CepTU(HUKATOB Kilouei
npoBepku JlT:

29.1. IlpoTOKOAEI CO3JaHHA H AHHYJMPOBAaHUA CEePTH(HKATOB KIIOYei
npoBepku DI HOMKHBEI OBITH ONMKMCaHbl B 3KCIUTyaTaLHOHHON JOKYMEHTALMHM Ha
cpexncrea YLI.

29.2. CospaBaemsle YL ceptudmxarsl kmoueit nposepkd OII v cnucku
AHHYJIHPOBAaHHBIX CEepTH(UKATOB IOKHBI COOTBETCTBOBATH MEXAYHAPOIHBIM
pexomenpamusaM [TU-T X.509' (nanee — pexomennmanuu X.509). Bce mons u
IONONIHEHUs, BKIIOYaeMble B cepTHHKar Kmodeid nposepku OIl u crucok
AHHYJIMPOBAHHBIX CEPTUGHKATOB, NOIKHEI OBITH 3allONHEHEI B COOTBETCTBHH C
pexomennamuamu  X.509. Ilpu ucCmonb30BaHMM ABTEPHATHBHBEIX (OpMaTOB
cepTHHUKaToB Kmoueil nposepku I MOMKHBI GBITE OnpeieieHbl TpeGOBaHUS K
TIPOTOKOJIaM CO3[AHHUs M aHHYJMPOBaHUS cepTHUKaTOB Kitodel nposepku JII u
ykasansl B T3 Ha pazpaGoTky (MozepHHu3anHI0) cpeacts Y11,

29.3. CpenctBa VY1l nOmKHBEI peaaH30BHIBATH NPOTOKOJ AHHYJIHPOBAHH:A
cepruduxata kioua npoepku I ¢ HCMIONE30BaHHEM CIIMCKOB aHHYIHPOBAHHBIX
cepTU(HKATOB.

29.4. JlomyckaeTcs  peanu3alds [POTOKOJIOB  aHHyJIMpoBaHus  Ge3
HCIIOJIb30BAHMSA CITMCKOB aHHYJIMPOBaHHEIX CEePTH(HHKATOB, TPeGOBAHUSA K KOTOPHIM
IOIKHBI 6BITH YKasansl B T3 Ha paspaboTky (MoaepHU3anHIo) cpeacts Y11,

29.5. TpeGosauus ana cpeacts YL knacca KCl1:

- B cpeactBax YII momksa ObIT peann3oBaHa (QYHKUMA H3TOTOBJICHHSA
ceprudukara kmoya nposepku OIT Ha GymaxHoM Hocutene. [lopsmox BbIa4H
ceptudukara kimoya nposepku OI1 Ha GyMaxHOM HOCHTeNe, a TaKxe NMpoUeaypa
KOHTpOJISi COOTBETCTBUA CepTU(uUKaTa Kmoya npoBepkd OII B 3JIeKTpOHHOM BHAE
M Ha OyMaKHOM HOCHTeNEe INO/DKHBI OBITH YyKa3aHbl B OKCILTyaTallHOHHOH

JOKYMeHTalLMH Ha cpeacTta Y1

"ITU-T Recommendation X.509. Information technology — Open systems interconnection — The Directory:
Public-key and attribute certificate frameworks. 2008. http://www.itu.int/rec/T-REC-X.509-200811-i.
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- BcpexcTBax Y1 B oTHOWIEHUH BlafieNblia CEpTH(PUKATA KIIOYA IPOBEPKH
DIl nomxHBI OBITH peaTn30BaHBI MEXaHU3Mbl NMPOBEPKH YHHKAIBHOCTH KIIO4Ya
nposepku D11 u obnafanus coorsercTByomMUM KimoyoM Il

29.6. TpeGoBanus pna cpeactB YL kmacca KC2  coBmajator ¢
TpeboBanusamu s cpeacts Y1 knacca KC1.

29.7. TpeboBanus mus cpeacts Y1 xnacca KC3:

- MOrpelIHOCTh 3HaYeHU# BpeMeHH B cepTH(dUKaTax Kmoued nposepku Ol
M CIHCKAX aHHYJIUPOBAHHEIX CEpPTHU(PHUKATOB HEe NOJDKHA NpeBbIIath 10 MUHYT.

29.8. TpeboBanus mus cpencts Y1 knacca KB1:

- MOrpenIHOCTb 3HaYEeHHU# BpeMEeHHU B cepTHdUKaTax Kkioye nposepkH O11
¥ CTIIHCKaX aHHYJIMPOBAHHBIX CEpTH(UKATOB HE JODKHA NPEBHIIATE 5 MHHYT.

29.9. Tpe6oBanus mia cpeactB Y1 xmaccoB KB2 u KAl cosnapator ¢
TpeboBanusaMH 11 cpeAcTB Y1 kiacca KB1.

30. TpeGoBanus k CTpyKType cepTudukara kmoda npoepkd OIl u cnucka
aHHYJIMPOBaHHbBIX CEPTU(HHUKATOB:

30.1. Tpe6oBauus mns cpencts Y1 xnacca KC1:

- JOMyCTHUMBIE CTPYKTYphl cepTudukara wmoda npoepkn JII u crmcka
aHHYJIUPOBAaHHBIX  CEpTUQHKATOB  AOMKHBI  OBITh  TNEPEYHCIEHBl B
SKCIUTyaTallMOHHOM JOKyMeHTaluHu Ha cpeactea Y1I;

- B cpeacrBax YII pomkeH OBITh peand3oBaH MEXaHH3M KOHTPOJIA
COOTBETCTBUA CO3[aBaeMBIX CepTUPUKATOB Kimodedd npoepku OIl u cnuckoB
aHHYJIMPOBAHHBIX CEPTHU(HKATOB 3alaHHONA CTPYKTYDE;

- B CTpyKType ceprudukara kmo4a mnpoBepku OIII nomxHsl ObITH
NpesyCMOTpEHBI II0JIe, COAepKallee CBeACHHA O knacce cpeacts YII, ¢
MCIIOIb30BaHUEM KOTOPBIX OBLI CO371aH HACTOSIIMHA cepTH(UKAT KII0Ya NpOBEPKH
JIl, u mone, conepxamiee cBeAeHHs O kinacce cpenacrBa OIl Bragensua
ceprudukara kioda nmposepku 1.

30.2. Tpe6oBanus ana cpepctB Y[ kmaccoB KC2 u KC3 conaparor ¢
TpeGoBanuamu ais cpeacts Y1 knacca KCl1.

30.3. TpeboBanus ana cpeactB Y1 kiacca KB1:
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- B cpeactBax YII nmomkeH OBITh peaJd30BaH MEXaHM3M 3aJaHHUA
CHCTEMHBIM aJMHHHUCTPATOpOM Habopa JONMyCTUMBIX IOMOJIHEHHH cepTHduKara
kmo4a nposepku I U criMcka aHHYTHPOBAHHBIX CEPTHHHUKATOB.

30.4. TpeGosanus mus cpeactB YL xiaccoB KB2 u KAl cosnagaror ¢
tpeboBanuaMH A cpeactB Y1 xnacca KB1.

31. TpeGoBanusa k peectpy ceprudukaroB Kmoued mnposepkun Il u
obecreyeH IO IOCTYNa K HeMy:

31.1. Tpeboanus ansa cpeacts Y1 xnacca KC1:

- B cpeacrBax YII nomxHsel OBITH peaqM30BaHbl MEXaHU3MBl XPaHEHHS H
MOMCKa BCEX CO3JAHHBIX cepTHHKaTOB Kimoyed mnpoeepku OIl u cmuckoB
aHHYJHPOBAHHBIX CEPTH(UKATOB B peecTpe, a TAKXKe CETEBOro JOCTyMa K peecTpy.

31.2. Tpeboanus mna cpeactB YI[ kmacca KC2 coBmagaior ¢
tpeboBanuaMH Wi cpeactB Y1 knacca KC1.

31.3. Tpebosanus nns cpeacts Y1 xinacca KC3:

- B cpeactBax YII nmomkeH OBITh peanu3oBaH MeEXaHM3M [OMCKa
ceprudukaTtoB kmoued mnpoBepku Ol M CNHCKOB  aHHYIMPOBaHHEIX
cepTH(HKATOB B peecTpe CepTH(PHUKATOB Kiodeil mpoBepkd D1 mo pasiudHbIM
ux atpubyTam;

- BCE M3MEHEHHUs peecTpa cepTU(HKATOB Ktoveil mpoBepku Ol MOMKHBI
PErHCTPUPOBAThHCSA B )KypHaJle ayquTa.

31.4. Tpebosanus mna cpeacts Y1 xinaccos KB1, KB2 u KAl cosnaparot ¢
TpeboBanuaMHU Juis cpeacts Y1 knacca KC3.

32. Tpe6oBanus k nposepke JI1 B cepTudukare kmoua nposepku JIT:

32.1. [omxeH ObITh ompeneneH MeXaHW3M [POBEPKH MOANHMCH B
ceprudukare Kmoua npoepkd OIl Mo 3ampocy y4YacTHHKA JJIEKTPOHHOTO
B3aUMOJEHCTBHUS M yKa3aH B 9KCIUTyaTallHOHHOH JOKyMEHTAllU Ha cpeacTa Y11,

32.2. B cpenctBax YII nomkeH OBITh pealM30BaH MEXaHU3M NPOBEPKH

noanunHocT A1 VI B BeIIaBaeMbIX UM cepTH¢HKaTaX Karoyeil nposepku OIN.
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32.3. TIlposepka JII B ceptudukare kmoua nposepku Il ocymecTBisercs

B COOTBETCTBHH ¢ pexoMeHAauusMu X.509, Bkimoyas o6s3aTeNbHYIO NMPOBEPKY
BCEX KPUTHYECKHUX JOIOJHEHUH.

32.4. Ecmm, ucxoms u3 ocoOeHHocTed JKcmiiyartauuu cpeiacts VYII,
JOIyCKAaeTCsd MCIOJb30BaHHE allbTEePHATUBHBEIX (opMaTOB cepTUdUKATa KiKoya
npoBepkd OJIl, nomxkeH ObITH OmNpeneNeH MEXaHM3M IPOBEPKH IOANUCH B
ceprudpukare kmoua mnposepku OIl u ykazsan B T3 Ha paspaGotky
(MoxpepHu3anuio) cpeacts YII.

33. Ina orpaHUyYeHHs BO3MOXHOCTEH IO IMOCTPOEHHIO KaHalOB aTaKk Ha
cpeactBa Y1] ¢ ucnosnb3oBaHHEM KaHAOB CBA3H JOJDKHBI IPUMEHATHCA CPEeACTBA
MEXCETEBOr0 SKpaHHPOBAHHSL.

34. JomxkHbel ObITH onpepdeneHbl TpeOoBaHus Mo 3amute cpeacts YII ot
KOMIIBIOTEPHBIX BUPYCOB M KOMIIBIOTEPHBIX aTak U ykasaHel B T3 Ha pa3pabortky
(MonepHu3auuio) cpeacts Y1l

35. Ilpun NOAKITIOYEHHU U CpEICTB p% 8 K MHG$OPMaIHOHHO-
TEJIEKOMMYHHKALHOHHON CETH, JOCTYI K KOTOpOH HE OrpaHH4YeH OMNpeneIeHHBIM
KpyroM JIMI, yKa3aHHBIE CPEACTBa NOKHBI COOTBETCTBOBATh TPEOOBaHHAM K
cpeacrBaM Y1 knacca KB2 nmm KA.

36. UccnenoBanust cpeacts YI[ ¢ uenbio NOATBEPXKAECHUS COOTBETCTBHA
cpeactB YII HacTosmuM TpeboBaHHAM HOKHBI IPOBOAUTHCSA C HCIOJIL30BaHHEM
paspabatbiBaeMbix @PCB PoccuH YHCIOBRIX 3HAY€HHH MapaMeTpoB H

1
XapaKTCPpUCTUK MEXAaHU3MOB 3aIllHThl, pCATH3YEMBIX B CPEACTBAX yu .

' Moanynkr 47 mynkra 9 Tonokenus o DenepanbHoit cayxGe Gesonackoctd Poccuickoi denepaumu,
yTeepxaenHoro Ykasom [lpesunenta Poccuiickoit ®enepaunn ot 11 asrycra 2003 r. Ne 960 (Cobpanue
saxoHojaTensctBa Poccuiickoit ®enepaumu, 2003, Ne 33, cr. 3254; 2004, Ne 28, ct. 2883; 2005, Ne36,cr. 3665;
Ne 49, c1. 5200; 2006, Ne 25, cT. 2699; Ne 31 (u. I), ct. 3463; 2007, Ne 1 (u. I), ct. 205; Ne 49, cr. 6133; Ne 53, cT. 6554;
2008, Ne 36, cT. 4087; Ne 43, ct. 4921; Ne 47, ct. 5431; 2010, Ne 17, ct. 2054; Ne 20, cT. 2435; 2011, Ne 2, cT. 267;

Ne9, ct. 1222).



