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MockBa

06 yrBep:xknennu TpeboBanuii, o6ecneynBalONINX TEXHOJOTHYECKYIO
COBMECTHMOCTbh HH(OPMANHOHHBIX CHCTEM OPraHU3alui, NOAKJIIYaeMBbIX K
nHpacTpyKType, o0ecneunBawileil HH(POPMALHOHHO-TEXHOJIOTHYECKOE
B3aHMOJeHCcTBHE HHPOPMANMOHHBIX CHCTEM, HCNOJIb3yeMbIX A5
NpeaoCcTaBJIEHUS FOCYAaPCTBEHHBIX H MyYHHIIHNIAJIbHBIX YCJIYT B
3JIEKTPOHHOH (opme ¢ yKazaHHOH HHPPACTPYKTYpOi, K KAHAIY CBA3H M
HCNOJIb3YyeMBIM [JIS1 ero 3alllUThI CpeicTBaM Kpunrtorpaguueckoi 3alIUThI
uHGOopManHH, a TAKKe 0CO0EHHOCTEH HCNO01b30BAHHSA CTAHAAPTOB U
NPOTOKOJIOB NpH 00MeHe NaHHBIMM B 3J1eKTPOHHOI (opMe MeKAY
HH(OPMANHOHHBIMH CHCTEMaMH YKA3aHHBIX OPraHu3anui u

HHppacTpyKTYypOil

B nenax peammzanuu yactu 4 ctateu 19 @epepanbHOro 3akoHa oT 27 U0
2010 r. Ne 210-03 «O6 opraHuzamyu MpeJOCTaBIEHUA T'OCYIapCTBEHHBIX H
MyHUIMNANBHEIX yoryr» (CobpaHue 3akoHomarenscTBa Poccuiickoit ®enepannu,
2010, Ne 31, crt. 4179; 2011, Ne 15, ct. 2038; Ne 27, cT. 3873, c1. 3880; Ne 29,
cT. 4291; Ne 30, ct. 4587; Ne 49, ct. 7061; 2012, Ne 31, cr. 4322; 2013, Ne 14,
cT. 1651; Ne 27, ct. 3477, c1. 3480; Ne 30, ct. 4084; Ne 51, cT. 6679; Ne 52,
cT. 6952, ct. 6961, ct. 7009; 2014, Ne 26, ct. 3366; Ne 30, ct. 4264), a TaKxke
BO MHCNOJHEeHHe NyHKTOB 5 M 9 IlpaBun npucoenvHeHus UHGOPMAIMOHHBIX
CHCTeM OpraHu3aluii K HUHOpacTpykType, obecrneunBaromieil WHPOpPMAaLMOHHO-
TEXHOJIOTHYECKOe B3aHMMOIEHCTBHE HHGOPMAIIHOHHBIX CHCTEM,
UCIIONB3YEMbIX [l MPENOCTaBICHHS TOCYJAapCTBEHHBIX H MYHHUIUIIATIBHBIX
yCIyr B JJIeKTpOHHOH ¢Qopme (mamee — WHPOpPMalMOHHAA CHUCTEMA,
HHQpaCTPyKTypa COOTBETCTBEHHO), YTBEPXKIAEHHBIX ITOCTAaHOBJICHUEM
[IpaBuTenscTBa Poccuiickoi denepanuu OT 22 nexabps 2012 r.




2

Ne 1382 (Cobpanue 3akononarenscTsa Poccuiickoit ®enepanuu, 2012, Ne 53, cr.
7938; 2013, Ne 48, cT. 6259),

[TPUKA3BIBAIO:

1. YTBepaUTH npuUaraeMele TpeboBanus, obecneuynBaronue
TEXHOJIOTHIECKYI0 COBMECTUMOCTh HHGOPMAIlMOHHBIX CHCTEM OpraHHU3anuH,
TONKIIOYaeMbIX K HHQpacTpykType, obecrneunBaronmied HHPOPMALHMOHHO-
TEXHOJIOTHYECKOe B3auMOJEHCTBUE HHPOPMAIMOHHBIX CHCTEM, HCIOIb3yeMBbIX
7S IPeNOCTaBIIEHUs FOCYJapCTBEHHBIX ¥ MyHHULMNANBHEIX YCIYT B 3JIEKTPOHHOM
bopMe ¢ yxazaHHOW UHPACTPYKTYpPOH, K KaHATY CBSI3U M HCIIONB3YEMEIM I €ro
3aIMUTHI CPEICTBaM KpUNTOTpaguyeckodl 3aluThl HHPOpPMALMH, a TaKxKe
ocoOeHHOCTEH UCIIONb30BaHNs CTaHAAPTOB U IIPOTOKOJIOB IIPH 0OMeHe NaHHbIMHU B
JNEKTPOHHON QopMe Mexay UHOOPMAIMOHHBIMH CHCTEMaMH YKa3aHHBIX
opranusanui 1 ”HOPaCTPyKTypoOi.

2. HanpasuThk HacTOAIUHA NPHKa3 Ha FOCYJapCTBEHHYIO PETHCTPALMIO B
MunucreperBo roctunnn Poccuiickoit denepanuu.

Munuctp H.A. Huxudopos



YTBEPXIEHEI
nprKa3oM MuHHCTEpPCTBA CBA3H
H MacCCOBBIX KOMMYHUKALUH
Poccuiickoit ®enepanuu

oT D305 /M 720

TpeOGoBanus, o6ecneynBaromue TeXHOIOrHYECKYI0 COBMECTHMOCTD
HHGOPMANMOHHBIX CHCTEM OPraHH3anHil, NOAKII0YaeMbIX K
nHdpacTpyKType, 06ecneunBaromeil HHPOPMAHOHHO-TEXHOJOFHYECKOe
B3auMoJeicTBHe NHPOPMANHOHHBIX CHCTEM, HCII0/Ib3yeMBbIX JJIs
npeAOCTaB/JIeHUs rOCyJaPCTBEHHBIX H MYHHIIMNAJLHBIX YCJIYT B
3J1IeKTPOHHO# popMe ¢ YKa3aHHOH NMHPPACTPYKTYPOH, K KAaHALY CBSI3HM H
HCI0Jb3YeMbIM ISl €ro 3alMThI CpeIcTBaM KpunTorpagu4yeckon 3auThI
nadopmannu, a Takoke 0CO0EHHOCTH HCIIOJIb30BAHHSA CTAHAAPTOB U
NPOTOKOJIOB IIPH 00MeHe IaHHBLIMH B 3JIEKTPOHHOI (popMe MeKQy
HHPOPMAaHOHHBIMH CHCTEMAMH TAKHX OPraHH3aNui ¥ YKa3aHHOH

HHppacTpyKTypOi

L TpeboBanus, o6ecreynBaOIIINe TEXHOJIOTHIECKYIO COBMECTUMOCTD
MH(QOPMAITMOHHBIX CHCTEM, IIOAKIIOYaEMbIX K HHQPACTPyKType

1. MexceTeBble 3KpaHbl, obecreynBaromye KOHTPOIb 3a HHpopMaLuei,
nocTynaromes B UHQPOPMaLMOHHYI0 CHCTEMY JOJDKHBI OBITH CEepTH(HIHPOBAHEI
no tpeboBanusaM DexnepanbHoit ciryx6b1 6e3onacHoctu Poccuiickoit ®enepaumu K
YCTpOMCTBAM THIIa MEXXCETEBbIE DKPaHBbI 10 YETBEPTOMY KJIacCy 3aIllHIEeHHOCTH.

2.  MexcereBrle  3KpaHbl  JOJDKHBI  OBITH  CepTUQUIMPOBAHBI
QenepansHoii  cmyxOOH IO TeXHHYECKOMY H©  OSKCIOPTHOMY KOHTPOJIO
0 TPeThEMY KiacCy M  TpeTbeMy YPOBHIO KOHTPOJSA  OTCYTCTBHSA
HEJIeKJIApUPOBAHHEBIX BO3MOXXHOCTEH.

3.  TpeboBanua Kk cucTeMe 3amUThl HHPOpManuHd HHOOPMAIHOHHOMH
CUCTEMBI  OIIPENENAIOTCS B  3aBUCUMOCTH OT  KJjacca 3all[UIIeHHOCTH
MH(GOPMAIMOHHON CHCTEMBI M Yrpo3 0e30IacHOCTH HH(OpPMALUM, BKIIOYEHHBIX

B MoJleNb yrpo3 Ge3onacHocTH HH(opMaruH.
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[I. TpeGoBaHuA K KaHATy CBA3M U UCIOJL3YEMBIM JJIS €I'0 3aLLUTHI CPECTBAM
KpunTorpapuyeckoi 3aluTel HHGOpMaluu

4. HNHbopManoHHbIE CHCTEMBI MOAKIIOYAEMBIX OpraHusauui (xanee —
MHQOpPMALIMOHHBIE CHCTEMBI) IO/DKHBI OBITH MOAKIIOYEHBI K CETAM Iepelayud
JaHHEIX, 00ecleYnBaroOIIUM CKOPOCTh Nlepeadu He MeHee 1 Merabura B cekyHAY.

5. [Ipy TMOAKMIOYEHHH K 3aKPHITOMY KOHTYpY WHQPacTpyKTYpHI,
MpeACTaBAOmIeMy  co00if  COBOKYMHOCTh  MH(OPMALMOHHBIX  CHCTEM,
TEXHUYECKHUX YCTPOHCTB M KaHAIOB CBA3U, UCIOJIB3YEMBIX JJIA B3aUMOJEHCTBUA
OpraHOB U OpraHu3alMii, yka3zaHHHIX B MyHKkTe 1 [Tonoxxenus o6 undpacrpyxrype,
obecneuynBaromieit MH(GOPMallMOHHO-TEXHONIOIMYECKOE B3aUMOJIECTBHIE
MHOPMAIOHHEIX CHCTEM, MCTIONB3YEMBIX s NpENOCTaBIECHUSA
rOCyapCTBEHHEIX W MYHHMIMNANBHHX YCIyr B  3JEKTpOHHOH  ¢opMe,
yTBEpXAEHHOro rmnocraHoBieHueMm IlpaButensctBa Poccuiickoit ®enepauuu
ot 8 moHs 2011 r. Ne 451 (Cobpanne 3akoHoaaTenbsCcTBa Poccuiickoit denepanum,
2011, Ne 24, ct. 3503; Ne 44, cT. 6274; Ne 49, cT. 7284; 2012, Ne 39, c1. 5269;
Ne 53, ct. 7938; 2013, Ne 27, ct. 3612; Ne 41, ct. 5188; Ne 45, cT. 5827; Ne 52,
cr. 7218; OduumanbHeli  MHTEpHET-NOpPTAN  NpaBoBoH  WHGOpPMAIUM
http://www.pravo.gov.ru, 24 wons 2014 r.,, Ne 0001201407240044), s3ammra
KaHajlOB CBS3M [OJDKHa OBITH OCYIIECTBIIEHA CPEACTBAMHU KpUNTOrpaduyecKoit
3aUIUTHl, CEPTU(PULIMPOBAHHBIMH 10 kiaccy He Hike KC3.

6.  JocTyn K 3akpbiTOMy KOHTYpY WHQpacTpyKTYpHl NpeloCTaBiIseTCs
IMLaM, TpH YCIOBHM TIPOXOXAEHMS MIOCHTUUKALUUYU, ayTeHTHUQUKAUUHU MU
aBTOpM3allMi B (eAepanbHOl ToCyIapCTBEHHOW HHOOPMAIMOHHOM CHCTEME
«EnnHasg cucreMa HIOCHTHOUKAUMH M ayTeHTUGUWKAUMH B UHQPACTPYKTYpe,
obecneynBarome MH(POpMaALIMOHHO-TEXHOJIOTHYECKOE B3aUMOJIENCTBUE
MH()OPMaIMOHHBIX CUCTEM, UCTIONB3YEMBIX il IIPEOCTaBIECHNA

roCyAapCTBEHHBIX M MYHMLMIANBHEIX YCIYT B JEKTPOHHO hopMe» .

' Mpukas Munkomceasn Poccuu ot 13.04 2012 Ne 107 «O6 yTBepxaeHun Ilonoxenus o denepanbHOH
rocyAapcTBeHHOH wnHpOpMauHOHHOH cucteme «EauHas cucrtema uAaeHTHOMKAUMM U ayTeHTUHKALUMK B
WHdpacTpykType, obecneuusarolleii HHPOPMAUHOHHO-TEXHONOTHYECKOE B3aUMOMEHCTBHE WHAOPMALIMOHHBIX
CHCTEM, HCMONb3YEMBIX [ NPENOCTaBNEHNS FOCYAapCTBEHHBIX 1 MYHHUNNIANBHBIX YCIYT B 3JIeKTPOHHOM dopmen

(3apeructphpoBad B MunucrepctBe loctuun Poccuiickoit ®enepaunn 26 anpens 2012 r., perucTpalHOHHbIHA
Ne 23952).



7.  JIns HOCTpOEHWs 3alIMINEHHBIX KaHATIOB CBS3H IPH MOAKIIOYEHHUHU K
3aKpPBITOMY KOHTYPY HHQPACTPYKTYphl HEOOXOIUMO HCIIONB30BaTh CpPEACTBA
KPUITOrpapUIecKoi 3amuTel UHPOpMALHY, IpUMEHIeMble B €IUHOH cHcTeMe
MEXXBEIOMCTBEHHOTO 3JIEKTPOHHOTO B3aUMO/IEHCTBHSI.

8. Ilpu mepemade Wiy MOJNydeHHH HHQOPMAIMH IO KaHAJIaM CBS3H,
ofecrieynBalOMKMM IOAKIIOYEHHe K 3aKPhITOMY KOHTYpPY HUHQPacTpyKTYpHI,

HAOJDKHO OCYIIECTBIIATHCA o0s13aTensHOE PE3€PBUPOBAHNE TAKKX KaHAJIOB.

III.  Oco6GeHHOCTH MCIIONB30BAHUS CTAHJAPTOB U IIPOTOKOJIOB IIPHU 0OMeHe
JIAHHBIMU B 3JIEKTPOHHOH ¢opMe Mexay HHQOpMallUOHHBIMI CUCTEMaMH U

HHOPACTPYKTYpOH
9.  HudbopMmanuuoHHBIE CHCTEMBI, NOIKIIOYEHHBIE K HH(GPACTPyKType,

JOJDKHBl IIOJJIEP>KUBATh CIENYIOIIHE S3BIKU, CIeNUUKAMA ¥ HPOTOKOJIEI
yKa3aHHBIX BEPCUH U BBIIIE:

HTTP 1.2;

IPSec;

SSL 3.0;

OAuth 2.0;

UDDI 3.0;

XML 1.1;

XSL 1.1;

SAML 2.0;

WSDL 1.1;

WS-Policy 1.2;

Rest-API.




