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HCMOJIb30BaHWEM  CpPEeACTB  KpuUnTorpapuyeckoifl  3aliMThl  HHQOpMAaIUH,
HeoOXOOMMEBIX IJIA BHINOJIHEHHMs ycTaHOBIeHHBIX IIpaBuTenbcTBoM Poccuiickoii
Qepepauun TpeGOBaHMI K 3allUTe IMEPCOHANBHBIX AAHHBIX MU KaXIOrOo M3

YpOBHEH 3aILMILEHHOCTH.

Hupekrop A.BopTHHKOB

& B.Ilener




IIpunoxenue

k npukasy ®Cb Poccun
or 10 moaa 2014 r.
Ne 378

CocTaB H cofiep)KaHre OpraHU3allMOHHBIX U TEXHUYECKUX Mep 110 00eCneueHuIo
0€30I1aCHOCTH IepCOHANLHBIX JaHHbBIX NpH UX 00paboTke B MHPOPMALMOHHBIX
CHCTEMaX NEepCOHANBHEIX JAHHAIX C UCIOJIb30BAHUEM CPE/CTB
Kpunrorpaduyeckoi 3auTel MHGOpMaUUH, HEOOXOAMMBIX 11 BHINOIHEHHUS
ycraHoBneHHbIX [IpaButenscTBoM Poccuiickoit Penepauun Tpe6oBaHU# K 3a1IUTe
NIEpCOHAJIBHBIX NAHHBIX [N KaXXI0ro U3 YPOBHEH 3al[MIIIEHHOCTH

[. OO61mue nonoxeHus

1. HacTosunii  JOKYMEHT  OINpeAeNseT CcoCTaB M CoJepiKaHHe
OpraHM3allMOHHBIX M TEXHHYECKHMX Mep mno ofecrnedyeHuio 6e30MacHOCTH
NepCOHATBHBIX [OaHHBIX IpH HUX 00paboTke B HMHYOPMALMOHHBIX CHCTEMAaX
NEPCOHANBHBIX JaHHBIX (Hajee — HHGOPMALMOHHAsA CHCTEMa) C HMCIIO/b30BAHHEM
CpeAcTB kpuntorpaduueckoi 3amuthl HHbopmauuu (manee - CK3H),
HEOOXOJUMBIX MJIs BBHINOJHEHHS ycTaHOBIEHHbIX IIpaBuTenbcTBOM Poccuiickom
Qepepanuu TpeGOBaHMN K 3allUTe MNEPCOHAIBHBIX NAHHBIX A KaXgoro Hs3
ypOBHE# 3aLIIUILIEHHOCTH.

2. Hactosmmit HOKyMEHT npeiHa3HauyeH /s OIEpPaToOpOB, HCHOJB3YIOLIHMX
CK3H nns obecrieyeHrs 6€30MacHOCTH NIEPCOHANBHBIX JaHHBIX NpU UX 00paboTke
B UHGOPMALIMOHHBIX CUCTEMaX.

3. IlpuMeHeHUe OpraHU3allMOHHBIX M TEXHHYECKHX MEp, ONpeleeHHBIX B
HacTosllEM JOKyMeHTe, oOecreyuBaeT omnepaTop ¢ ydeToM TpeOboBaHUM
3KCIUTyaTalMOHHbIX JokyMeHToB Ha CK3H, ucnonesyemsle s obecnedeHus
0e30nacHOCTH MEPCOHANBHBIX JNaHHBIX IPU WX 00paboTke B MHPOPMAUMOHHBIX
cCHCTEMaX.

4. Oxcrutyarauuss CK3M  pomxHa OCyWECTBIATBCS B COOTBETCTBMH C

nokymentauueir Ha CK3M u TpeGoBaHUAMH, YCTaHOBJIEHHBIMU B HacTOSIIEM
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JOKYMEHTE, a TaKXXe B COOTBETCTBHM C HHBIMH HOpPMaTHUBHBIMH TIpaBOBBIMH

aKTaMH, peryJMpYIOLIMMH OTHOILIEHH!S B COOTBETCTBYIOLIEH 001acTH.

II. CocTas ¥ cofiep>kaHKe OPraHM3alHOHHbBIX U TEXHHYECKHUX Mep, HE0OXOIMMBIX
I715 BHINOJIHEHHS ycTaHOBNeHHbIX [IpaButenscTBoM Poccuiickoit denepaumu
Tpe6GoBaHMi K 3alLMTE IEPCOHANBHBIX AaHHBIX 1JI 4 yPOBHS 3alMILEHHOCTH

5.B coorBercTBHH ¢ myHKTOM 13 TpebGoBaHMif K 3alUTe MNEPCOHANBHBIX
JaHHBIX IpH HUX 0OpaboTke B HH(OPMALMOHHBIX CHCTEMax I1E€PCOHAIBHBIX
HNaHHBIX, YTBEpXOEHHbIX mnocTtaHoBieHueM IlpaButensctBa Poccuiickoi
®enepaunn ot 1 HosGpsa 2012 r. Ne1119' (manee — TpeGoamms K 3ammte
NEPCOHANBHBIX JaHHBIX), s ofecnedyeHHs 4 ypoBHS 3allUIIEHHOCTH
NEPCOHANBHBIX HAaHHLIX IpH HUX 00paboTke B HHGOPMALMOHHBIX CHCTEMAX
HeoOX0OHMO BBINOJTHEHHE CIeAYIOLIMX TpeboBaHMI:

a) opraHu3aLus pexxuMa obecriedeHus 6€30MacHOCTH MOMEILEHHIH, B KOTOPBIX
pasMellileHa HMHQOpPMalLMOHHas CHUCTEMa, MPENATCTBYIOIIEr0 BO3MOXHOCTH
HEKOHTPOJIIMPYEMOIO IPOHUKHOBEHUS WK NpeObIBaHUS B STHX MOMEILIEHHAX JIMII,
He UMEIOILMX NpaBa JOCTYIa B 3TH [TOMEILIEHHS;

0) obecneueHne COXpaHHOCTH HOCHTeNeH TepPCOHAJIbHBIX AaHHBIX;

B) YTBEP)KACHHE PYKOBOIUTENIEM OIneparopa AOKYMEHTa, OMpeessioLIero
nepeveHp UL, JOCTYI KOTOPHIX K IEpCOHANbHBIM JaHHBIM, 00pabaTsiBaeMEIM B
HMHOOPMAIIMOHHOH CHCTeMe, HeOOXOAMM U BBIMOJHEHHS HMH CIYXEOHBIX
(TpynoBbIX) 06s3aHHOCTEI;

I') CTIOJIb30BaHHE CPEACTB 3aLIUTHl WUHGOPMALMH, MPOLIEAIHX IPOLELYPY
OLIEHKH COOTBETCTBHUS TpeOOBaHMAM 3aKoHoAaTeNnscTBa Poccuiickoii enepannu B
obsactn obecneyeHns 6e30MacCHOCTH UHPOPMaLMH, B Cllyyae, KOrAa NpUMeHEHHE
TaKHUX CPEACTB HEOOXOAMMO 1T HEHTpaTU3aLUH aKTyalIbHBIX YIpo3.

6. [lns BBIIOJHEHHS TpeOOBaHHUs, YKa3aHHOrO B IMOJIIYHKTE «a» MyHKTa 5
HaCTOSILEro AOKyMEHTa, Heo6XoauMo obecrnedyeHHe pexxuma, NpensTCTBYIOLLEro
BO3MOXXHOCTH HEKOHTPONUPYEMOTO MPOHUKHOBEHHS WM MnpeOblBaHUSA B

noMelleHusx, rae pasmeuiensl ucnonszyemble CK3HM, xpanarcs CK3U u (unm)

! CoGpanne 3akoHoaarenbcTBa Poceuiickolt ®enepauuu, 2012, Ne 45, 6257.
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HOCHTENH KJIIOYEBOM, ayTeHTU(uuHUpYyomed U maponsHoid uHGopManuu CK3U
(nanee — [lomewieHus), 4L, He KMEIOILUX NpaBa goctyna B [Tomemenus, KoTopoe
IOCTUTAeTCS IMyTEM:

a) ocHaweHus IloMelleHHit BXOAHBLIMH IBEPBMHM C 3aMKaMH, obecrieyeHus
NOCTOSIHHOT'O 3aKpbITHA ABepeit [loMelenuii Ha 3aMOK M UX OTKPBITUS TOJIBKO 115
CaHKLIMOHHMPOBAHHOIO Ipoxoja, a Takke onedarsiBaHus [loMemeHuit no
OKOHYaHUM pabodero AHs WK obopynosaHue [lomMewieHUH COOTBETCTBYIOILIMMHM
TEXHHYECKUMH YCTPOHMCTBAMHM, CHTHAIMBHPYIOIUMMH O HECaHKUHOHUPOBAaHHOM
BCKpbITHH [ToMelieHuit;

6) yrBepxaenus npasun gocryna B Ilomemenus B paGouee u HepaGouee
BPEMs, 8 TAKXKE B HELITATHBIX CUTYaLlUsAX;

B) YTBEPXXIEHHS NEPEYHs UL, MMEIOMHX IIpaBo J0CTyna B [lomemerus.

7. lns BBINONHEHMs TpeGOBaHHs, YKa3saHHOTO B NOAIMYHKTe «6» MyHKTa 5
HaCTOSAILEro JOKyMeHTa, He0OOX0aMMO:

a) OCYLLECTBJIATh XpaHEHHe ChEMHBIX MAIUMHHBIX HOCHTENEH NepCOHaNIbHBIX
AaHHBIX B ceiidax (MeTamnmuyeckux Mikadax), 0GOpPydOBAHHBIX BHYTPEHHHMH
3aMKaMH ¢ ABYMs HiK Oosee nybnukataMu KiIO4Yel W MPUCIOCOONEHHSIMH IS
ONeYaThIBAHUS 3aMOYHBIX CKBaXXHH WJIM KOJOBBIMH 3aMKaMd. B ciyyae ecnu Ha
Cb€MHOM MAIUHHHOM HOCHTEJE NEPCOHANBHBIX MHAaHHBIX XPaHATCH TOJBKO
NepcoHalbHble JaHHBlE B 3amMppoBaHHOM c ucnosb3oBanueM CK3U Bune,
MOIMYyCKAeTCs XpaHEHHe TaKUX HocHTeneH BHe ceiidoB (MeTannuyeckux mwkados);

0) OCYLIECTBIAT  MO3K3EMIUIAPHBIA  y4eT  MAlIMHHBIX  HOCHTeJeit
NEePCOHANBHBIX HNAHHBIX, KOTOPBIA NOCTHraeTcs IyTeM BENEHUs >XXypHala ydeTa
HOCHUTENIeH TMEPCOHANBHBIX [JaHHBIX C HCIOJB30BaHHEM PErHCTPALIMOHHBIX
(3aBOACKHX) HOMEPOB.

8. llna BBIMONHEHMs TpeGOBaHUH, YKa3aHHOTO B IMOAIMYHKTE «B» MyHKTa 5
HaCTOALIETO NOKyMEHTa, HEOOXOJUMO:

a) pa3paboTaTh W YTBEpAWUTb AOKYMEHT, ONpPEAENSIONHNA IepeYeHs JIUll,

A0CTyI KOTOPBIX K NNEPCOHAJIbHBIM AaHHBIM, O6pa6aTbIBaeMBIM B
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MHGOPMALMOHHOM CHCTeMe, HeoOXOIMM JNs BBIIONHEHHS HMM CIY)XEOHBIX
(TpyoBBIX) 00S3aHHOCTEN;

0) nofuep>XUBaTh B AaKTyaJbHOM COCTOSHHUH JOKYMEHT, OINpeAeNSIOIN
nepeyeHs JIML, AOCTYN KOTOPBIX K MEPCOHANBHBIM JaHHBIM, 06pabaThIBAEMbIM B
MH(POPMALIMOHHON cHcTeMe, HeoOXOOuM MJs BBIIIOJIHEHHS HMH CIy)KeOHBIX
(TpymoBbIX) 00s13aHHOCTEH.

9. JIna BbIMonHEeHHs TpeOOBaHUS, YKa3aHHOTO B IOMAINYHKTE «I» IYHKTa 5
HacTOAIIEro JOKYMEHTa, HeoOXOAUMO AJs KaXXAOro M3 YpOBHEeH 3aIlUILEHHOCTH
nepcoHaibHbIX naHHbIX npuMmeHeHne CK3M cooTBeTcTByMOIIEro Kiacca,
no3BOJIAIOIIMX obecredrBaTh 6€30MaCHOCTb NEPCOHATBHBIX JaHHBIX I1pH
peanu3alMM lieJICHANIPABIE€HHBIX JAEHACTBHH C HCIONB30BaHUEM aNNapaTHBIX
¥ (M1M) IpOrpaMMHBIX CPENCTB C LENbI0 HapyLIeHUs: 6e30IaCHOCTH 3alIUIIaEMbIX
CK3HU nepcoHanbHBIX AAHHBIX HJIM CO3LaHHS YCIOBUH A 3TOrO (Jajiee — aTaka),
KOTOpO€ JOCTHUIAeTCs IIyTEM:

a) IOJly4eHUs] HCXOAHBIX JHaHHBIX AN (OPMUPOBAaHHUA COBOKYITHOCTH
TIPENTNONOKEHUHA O BO3MOXHOCTAX, KOTOpbIE MOI'YT HCIIOJIb30BaTHCS NPH CO3AAHUH
crnoco0oB, MOArOTOBKE U IMPOBEACHHUH aTakK;

6) opMHpOBaHUA U YTBEPKAEHHS PYKOBOJHUTENEM OIlepaTopa COBOKYITHOCTH
TPEANOJIOXKEHHH O BO3MOXKHOCTSX, KOTOPble MOTYT HCII0JIb30BAThCS IIPH CO3AaHHUHU
cnoco0oB, MOATOTOBKE Y NPOBENEHHUHU aTak, U OINpeIdeeHUe Ha 3TOM OCHOBE M C
Y4EeTOM THIIa aKTyalbHBIX yrpo3 Tpebyemoro kinacca CK3H;

B) HCTIONIB30BaHUs 11 obecrieyeHus TpeOyeMoro ypoBHS 3alIMIEHHOCTH
NepcOHaNBHBIX JNaHHBIX NpU UX oOpaborke B MHPopmauuoHHOH cucteme CK3U
knacca KCI1 u Bhie.

10. CK31 xnacca KCl1 npumensiorcs Ans HeHTpalu3alMM atak, HOpH
CO34aHMM Croco0OB, MOATOTOBKE M MPOBEACHHUH KOTOPBIX HCIOIb3YHOTCS
BO3MOXXHOCTH U3 YHCJIA CJIENYIOIHUX:

a) co3naHue crnocoOoB, MOATOTOBKA M NpOBedeHHe aTak 0e3 NmpHUBIEeYEHHS

clleqHaarcToB B 061acT paspabotku U aHanmsa CK3H;
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6) co3ganue crnocoOoB, NOAroTOBKA H MPOBEJCHHE aTaK Ha Pa3IHYHABIX JTanax
xussenHoro nuxita CK3U';

B) IpOBEJleHHE aTaKH, HaXoIsCh BHE NPOCTPAHCTBA, B IpeeNax KOTOPOro
OCYILECTBNAETCH KOHTPONb 3a mnpeObIBaHHMEM M AEHCTBHAMM JHL U (MIIH)
TPaHCIIOPTHBIX CPEACTB (najiee — KOHTPOJIMpyeMas 30Ha)’;

r) npoBeJileHHe Ha J3Tamax pa3paboTku (MoJepHM3alMH), NpPOU3BOJACTBA,
xpaHenus, TpaHcrmoptupoBkd CK3U u srane BBoga B askcruryarauuio CK3H
(nyckoHanamo4Hble paboThl) CIEIYIOIMX aTaK:

BHECEHMEe HecaHKUMOHHUpoBaHHBIX usMeHeHMH B CK3U wu(unm) B
KOMIIOHEHTB! aNnapaTHbIX M NPOrpaMMHBIX CPEICTB, COBMECTHO C KOTOPBIMH
wratHo ¢yHkIMOoHUpYIoT CK3M M B COBOKYNHOCTH NpEICTaBISAIOLIHE CpELy
¢ynkunonupoBanus CK3U (manee — C®), xoTopbie CnocOOHBI MOBIMATL Ha
BeimonHeHue npeabsaBiaseMblx K CK3M TpeboBaHuil, B TOM uucie ¢
MCIOJIb30BAaHMEM BPEIOHOCHBIX MPOrpamm;

BHECEHHE HECAHKLIMOHHPOBAaHHBIX W3MEHeHMi B nokymeHTauuto Ha CK3M u
KoMnoHeHTEl CD;

I) IpoBelleHHe aTak Ha 3tane skciyarauuu CK3U nHa:

NepcoOHaNIbHBIE NaHHbIE,

KJII0YEBYIO, ayTCHTHOULHMPYIOWYIO U napoisHyto HHpopMmanuo CK3H;

nporpaMmMHsble koMnoHeHThl CK3U;

annapaTHble KoMnoHeHTsl CK3H;

nporpaMMHble KomnoHeHThl C®, Bxmodas mnporpammHoe obecnedyeHHe
BIOS;

annapatHble KoMnoHeHTs CO;

JaHHbIe, NIepelaBaeMble 110 KaHajlaM CBS3H;

MHble OOBEKTHl, KOTOPhlE YCTaHOBJIEHbl IIPU (HOPMUPOBAHUHM COBOKYIMHOCTH

IIpCIlHOIIO)KCHHfI 0 BO3MOXXHOCTSX, KOTOPBIE MOI'YT UCIIOJIB30BATHCA IIPH CO3AaHHUH

'K sranam xmsuenHoro umkia CK3M oTHocaTca paspaboTka (MOAEPHM3ALMA) YKA3aHHBIX CPEACTB, MX
NpOM3BOJACTBO, XPaHEHHE, TPAHCIIOPTHPOBKA, BBOA B IKCIUTyaTalHIO (MyCKOHANA04HbIe paboThl), IKCILTyaTaLus.

2 paHuuell KOHTPONHMPYEMOH 30HbI MOTYT ObITh TEPUMETP OXPAHAEMOH TEPPUTOPHM NPeANPHATHS
(yupexaeHns), orpaxJalollide KOHCTPYKUWHM OXPaHAEMOro 3laHuf, OXPaHAEMOH HacTH 3JaHHs, BBLACICHHOI O
TIOMELLEHUS.
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crnoco6oB, MOATNOTOBKE W TPOBEAEHHM arak C Y4YE€TOM [IPHMEHAEMBIX B
HHGOPMalIMOHHOM cCHCTeMe HHPOPMAIIMOHHEIX TEXHOJIOTHH, anMapaTHhIX CPENCTB
(nanee — AC) u nporpammHoro o6ecrnieyenus (qanee — I10);

€) NoAyYeHHEe U3 HaXOMALIMXCS B CBOOOAHOM JOCTyINe HCTOUYHHKOB (BKIIIOYast
MHQOPMaLHOHHO-TEJIEKOMMYHUKAllHOHHNE C€TH, JOCTYl K KOTOPBIM He
OrpaHMyeH ONpEAEeHHBIM KpPYroM JHL, B TOM 4Yucle HHGOPMaLHOHHO-
TEJIEKOMMYHHKaLIMOHHYIO ceTh «/HTepHer») HHopMauuu 06 HHPOPMALHOHHOM
cucreme, B kotopoi Hcnonbsyercs CK3H. Ilpum 3tom Moxker 6bITh moydeHa
caexyronas uHbopMalus:

obmue cBeneHus 06 HHOOPMaIIMOHHON CHCTEMe, B KOTOPOH HCIOJB3yeTcs
CK3U (nasHayeHHe, COCTaB, ONEPaToOp, OOBEKTHI, B KOTOPHIX Pa3MelleHbl PECYPCHI
MHGOPMalMOHHO! CHCTEMEI);

cBefieHUss 00 UHGMOPMALMOHHBIX TexHONOrusx, Gasax nauueix, AC, I10,
HCIIONIB3YyeMBIX B HH(pOpManuoHHO#N cucreMe coBmecTHOo ¢ CK3HM, 3a
MCKJIIOYEHUEM  CBEIIEHHWH, CONEPXALMXCd TOJNBKO B  KOHCTPYKTOPCKO#
JNOKyMEHTAaUMH Ha MH(QOpPMaLHUOHHBlE TeXHOJoruH, 6asel manHbX, AC, I1O,
MCIIOJIb3yeMBIE B MH(POPMaLHOHHOH cucTeMe coBMecTHO ¢ CK3U;

coJiep)kKaHHe KOHCTpYKTopckor fokymeHTanuu Ha CK3H;

COIEp)KaHHE HaxoAsLIeHcs B CBOOOAHOM JOCTyne OOKYMEHTAalUM Ha
anmnapartsble U nporpamMmmusie komnoHeHTsl CK3U u CO;

obiue cBeAeHHs O 3allMIlaeMoi HHPOpMalMH, HCIOIB3yeMOil B npouecce
skcrutyarauuu CK3U;

CBEJICHUS O KaHalax CBs3H, N0 KOTOPhIM mNepenarorcs 3amumaemele CK3U
NepCoHaNbHbIE JaHHBIE (Haliee — KaHall CBA3H);

BCE BO3MOXKHBIE [aHHBIE, IlepeJaBaeMble B OTKPHITOM BHIE [0 KaHajlaM
CBSI3M, HE 3AIUHIIEHHBIM OT HECAaHKUMOHHPOBAHHOIO AOCTyna K HMHGOpManuH
OpraHU3alMOHHBIMHU M TEXHUYECKUMHU MEpaMy;

cBeleHHs 060 BcexX NMpOSBIAIOUIMXCH B KaHallaX CBS3H, HE 3alHUIEHHBIX OT
HECaHKLUMOHUPOBAaHHOr0 JOCTyna K MHGOpMalMM OpraHU3aLUMOHHBIMH M

TEXHUHYECKUMH MepaMH, HapyueHusx npasui akciutyaTanuu CK3U u CO;



9
CBCACHUA 060 Bcex MPOSBIAIOIIMXCA B KaHAJIaX CBSA3H, HE 3alIHIICHHBIX OT

HECAHKUMOHHUPOBAHHOrO JOCTyna K HWHGOpMalUMM OpraHH3allMOHHBIMH MU
TEXHHYECKUMH MeEpaMH, HEHCIIPaBHOCTAX M cOOAX anmapaTHBIX KOMIIOHEHTOB
CK3U u Co;

CBEJEHHs, IIOJlyyaeMble B pe3yJisTaTe aHauuM3a JIoObIX CHUTHaJIOB OT
annapatHbix komnoHenToB CK3U u C®;

)X) IpUMEHEHHE:

HaxosIUMXCA B CBOOOAHOM J[OCTyne WM HCHOJB3yeMBIX 3a MpeaeiiaMH
koHTponupyemoii 30Hel AC u IIO, Brmoyas ammapaTHele M IpOrpaMMHBIE
komnoHeHThl CK3U n CP;

cnenyanbHo paspaborannbix AC u I10;

3) HCNOJIL30BAHHME Ha 3Tale 3KCIUTyaTaldH B KaueCcTBE Cpelbl MepeHoca OT
cybbexTa k 06beKTy (0T 06BEKTa K CyObeKTy) aTaku AEHCTBHIH, OCYILIECTBAAEMBIX
NpH MOArOTOBKE U (WIH) NPOBEIEHUH aTaKH:

KaHallOB CBsI3H, HE 3allMIIEHHBIX OT HECAaHKLHOHHPOBAaHHOIO [OCTYNa K
MHQOPMaLIMM OpraHU3allHOHHBIMH U TEXHHYECKUMH MEPaMH;

KaHaJIOB pacIpocTpaHeHus CHTHAJIOB, COIPOBOXAAIOUIHNX
¢ynxunonuponanue CK3U u CP;

M) IpOBEJCHME Ha JTane »JKCIUIyaralldd aTakd U3 HHGOPMALHMOHHO-
TEIEKOMMYHUKALHOHHBIX ~ CeTe€H, JOCTyn K KOTOpeIM He OrpaHH4yeH
ONpEAENeHHbIM KPYrOM JIML, €CIM HH(POPMAalHOHHbIE CHCTEMBI, B KOTOPBIX
ucnons3yrorcss CK3H, uMeroT BbIXo B 3TH ceTH;

K) MCTIONIb30BaHHE Ha JTale O3KCIUyaTallMd HaxONAILUMXCS 32 IpeaesiaMH
xontponupyemorr 30Hel AC u IIO um3 cocraBa cpeactB HHGOPMAaLHOHHOM
CHCTEMBI, IpUMEHseMEBIX Ha Mectax dkcmuryarauud CK3W (manee — mratHbIe
CpeacTBa).

11. CK31 xnacca KC2 npumeHsiorcs Ans HeWTpaiu3aluu arak, OpH
CO3MIaHUU CcnocoOoB, IMOArOTOBKE M IPOBEJEHHH KOTOPBIX HCIONB3YIOTCS
BO3MOXXHOCTH M3 YHCJa NEepeyuciIeHHbIX B MyHKTe 10 Hacrosuiero JOKyMeHTa M

He MeHee OJTHOH U3 CJIEAYIOIINUX JOIMOJHUTENBHBIX BO3MOXKHOCTEM:
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a) IpoOBeJIEHHE aTaKK IIPH HAaXOXXAEHUAH B Npefeax KOHTPOJIUPYEMOH 30HEI,

0) npoBezienne atak Ha 3tane dkcrutyaranuu CK3HU Ha cnenyromue 00beKThL:

noxymeHTtanuio Ha CK3HU u xommnonedts! CO;

IMomelneHHs,, B KOTOPHIX HAXOIUTCS COBOKYNHOCTb NPOrPaMMHBIX U
TEXHHYECKMX  JJIEMEHTOB  cucteM  00paboTk¥  JaHHBIX,  CHOCOOHBIX
QYHKLHOHMPOBATs CaMOCTOATENBLHO WM B COCTaBe JPYrMX CHCTeM (Janee —
CBT), na xotopbix peanu3oBaHsl CK3U u CP;

B) IOJlyYeHHe B paMKaX I[IPEeJOCTaBIECHHBIX IIOJHOMOYHH, a Taikke B
pesynbTaTe HabnoAeHUH caenyronei nHpopMauuu:

CBeNEHHH O (QU3MYECKHX MepaX 3alHThl 0OBEKTOB, B KOTOPHIX pa3MelleHE]
pecypcsl HHQOPMaMOHHOH CHCTEME];

CBeeHHH 0 Mepax no obecneyeHHI0 KOHTPOJHpYeMO#l 30HBI OOBEKTOB, B
KOTOPBIX pa3sMelleHbl pecypCchl UH(POPMALIHOHHON CUCTEMBI,

CBEleHHH O Mepax IO pasrpaHHueHHIo JocTyna B [lomelleHHs, B KOTOpPBIX
Haxonsarcs CBT, Ha xotopsix peann3oBansl CK3U u CO;

) HICIIOJB30BaHHE  IUTAaTHBIX  CPEACTB,  OrpaHMYeHHOE  MepaMu,
peanr30BaHHBEIMH B HH(QOpPMaLMOHHOH cucreMe, B koTopoii ucnons3yercs CK3U,
¥ HaNpaBJICHHBIMU Ha IpEJOTBpAllleHHe M IpecedeHHe HECAHKLHOHHPOBAHHBIX
JEeHCTBHIA.

12. CK3U knacca KC3 npuMeHstorcss A8 HeHTpaiu3auuu arak, HpH
Co3llaHMM cnocoG0B, INOATOTOBKE UM TMPOBEAEHHH KOTOPBIX HCHONB3YHOTCS
BO3MOXHOCTH M3 4YMcJia MepedyucieHHbIXx B nyHktax 10 u 11 Hacrosmero
AOKYMEHTA ¥ HE MEHee OJJHOH U3 CIEAYIOIHUX JOMOTHUTENbHBIX BO3MOXHOCTEI:

a) dusnyeckuit gocryn k CBT, Ha koTopbix peanuzoBanbl CK3U u CO;

0) BO3MOXXHOCTh pacnonarath anmnapatHeiMH KoMnoHeHTamu CK3U n CO,
OrpaHHYEHHass MepaMM, peaJu30BaHHBIMH B HHQOPMALIMOHHOH cucTeMe, B
kotopoili wucnonp3yercs CK3M, ¥ HanpaBneHHBIMH Ha INpeNoTBpalieHHE H
IIpece4YeHre HeCaHKIIMOHHPOBAHHBIX NEHCTBHH.

13. CK3U knacca KB npuMeHSIOTCA A1 HEHTpalu3alyy aTak, Py Co3naHuH

CHOCOGOB, TNOATOTOBKE H ITPOBCACHHH KOTOPBIX UCIOJB3YHOTCSd BO3MOXKHOCTH U3
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YKMCIa NepeyrCciIeHHbIX B myHKkTax 10 — 12 HacTosIero NOKYMEHTa M He MeHee
OHOM M3 CIENYIOUIHX AOMOJHUTEIbHBIX BO3MOXXHOCTEH:

a) co3gaHue crnoco0oB, MOATOTOBKA M MPOBENCHHE aTaK C IPUBJIIEYEHHEM
CIELUMATUCTOB B O00OJacTH  aHamW3a  CHUTHAQJIOB,  CONpPOBOXJAAIOIIMX
dyukuronupoanne CK3U u CO, u B obnactu MCnonb30BaHHUs A peau3aluu
aTak HeJOKYMEHTHPOBAaHHBIX (HeAeK/IapUpOBAaHHBIX) BO3MOXKHOCTEH NPUKIALHOIO
I10;

6) npoBenenue naboparopHeix uccnepnosanuit CK3U, ucnonszyeMsix BHe
KOHTPOJIHpPYEMOH  30HBI, OrpaHHYEHHOE MeEpaMH, pEealIn30BaHHBIMH B
MHpOpPMalLIMOHHOH cucTeMe, B KoTopoii Hecrnonb3yetcs CK3U, u HanpasiieHHbIMU
Ha npeJoTBpallleHHe U IpeceyeHHe HECAaHKLIUOHUPOBAHHBIX JE€HCTBHIA;

B) poBeJeHHe paboT Mo co3faHHIo croco00B U CPeACTB aTak B HAay4yHO-
HCCNIENOBATENICKUX LEHTpax, CIELHMaIM3UPYIOLMXCs B 00nacTH pa3paboTkH H
aHanu3a CK3U u CP, B TOM uHcCle ¢ HCNOJB30BAaHUEM HCXOIHBIX TEKCTOB
sxoaswero B CP npuknanHoro 1O, Henocpe CTBEHHO HUCHONB3YIOMIEr0 BHEIZOBEI
nporpaMMHbIX QyHkuuii CK3HU.

14. CK3U knacca KA npuMeHsIOTCS ist HeHTpau3alKy aTaK, py Co3AaHUM
c11oco00B, NOATOTOBKE U NMPOBEAEHHUH KOTOPBIX HCIOJNB3YIOTCH BO3MOXHOCTH M3
YHCJIa NepevYrcieHHble B nyHKTax 10 — 13 HacTosero JOKYMEHTa U He MEHEeE
OIHOM M3 CJIENYIOIIMX AOTOJHUTENBHBIX BO3MOXXHOCTEH:

a) co3gaHue crocoboB, MOATOTOBKA M INPOBEJEHHE aTaK ¢ IPUBJIEYEHHEM
CNeManucTOB B 00NacTM  MCHONB30BaHMUS Ui pealnu3allid  aTak
HEAOKYMEHTHPOBaHHBIX (HEJEeK/IapHPOBaHHBIX ) BO3MOXHOCTEH cucteMuoro I10;

0) BO3MOXXKHOCTB  pacronaraTb  CBEJEHHSAMH,  COAEpPXaIIMMHCS B
KOHCTPYKTOPCKOM JOKYMEHTAlLlMM Ha anmnapatHele ¥ MPOrpaMMHbIE KOMIOHEHTBI
Co;

B) BOBMOXHOCTB pacroJjiaraTh BceMu ammnapaTHeiMi koMnoHeHtamu CK3U u
Co.
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15.B npouecce (GOPMHPOBAHHS COBOKYMHOCTH TPEAMONOXEHUH 0

BO3MOXHOCTAX, KOTOPBIE MOTYT MCIIONB30BaThCsi IpPH CO3JAHHMH CrIocoboB,
NOATOTOBKE M NPOBEAECHHH aTak, AONOJHHTENbHbIE BO3MOXXHOCTH, He BXOASLUHE B
YMCJIO NEPEYHCIIEHHBIX B IyHKTax 10 — 14 HAaCTOAILIEro JOKyMEHTa, He BIUAIOT Ha

nopanok onpeaenexus Tpedyemoro kinacca CK3U.

I11. CocTaB 1 coaepxaHne OpraHM3allMOHHBIX U TEXHHYECKUX Mep, HEOOXOUMBIX
A5 BBINOJIHEHUS ycTaHOBNeHHbIX [IpaButenscTBoM Poccuiickoit @eaepayuu
TpeOOBaHHUI K 3alIUTe NEPCOHANBHBIX AAHHBIX )% 3 YPOBHS 3alMILEHHOCTH

16. B coorBeTrcTBUM ¢ myHKTOM 14 TpeboBaHMi K 3allUTe NEPCOHANBHBIX
IaHHBIX AJIs1 00ecrieueHns 3 YpPOBHS 3alHILEHHOCTH NEPCOHANBHBIX AaHHBIX IIPH
uX 06paboTke B MHPOPMALMOHHBIX CHCTEMAX IIOMHMO BBITOJIHEHHS TpeOOBaHHUH,
NpeAYCMOTPEHHBIX ITYHKTOM 5 HAaCTOSIIEro JOKyMEHTa, HEOGX0AUMO BBIIIOJTHEHHE
Tpe6OBaHHs O HA3HAYEHUH [JOJDKHOCTHOTO JHLA (paGOTHHKA), OTBETCTBEHHOTrO 3a
obecrieyeHne 6e30IaCHOCTH MEPCOHANIBHBIX JaHHBIX B HHPOPMALIMOHHON CHCTEME.

17. Ins BeImoNHeHWs TpeGOBaHHUs, YKa3aHHOro B ITyHKTe 16 HacTtosliero
JAOKyMeHTa, HeoOXOOUMO HasHaueHHe 00Jafarolllero JOCTaTOYHBLIMH HaBBIKAMH
JOKHOCTHOrO juua (paGoTHHKA) onepaTopa OTBETCTBEHHBIM 3a ObOecleyeHHe
0e30macHOCTH MepCOHANIBHBIX JaHHBIX B HHHOPMALIMOHHOM CHCTEME.

18. [lns BBINOJIHEHMS TPeGOBaHMS, YKa3aHHOTO B NOAMYHKTE «I» MyHKTa 5
HACTOSILETO0 JOKYMEHTa, HeoOXOAMMO BMECTO MeEpbl, MNPEeAYCMOTPEHHOM
NOANMYHKTOM «B» MyHKTa 9 HaCTOsIIEro JOKyMEHTa, WCIONb30BaTh [IJIs
ofecneuenus TpeGyeMOro ypoBHs 3allMILEHHOCTH NIEPCOHANBHBIX AaHHBIX NPH UX
0bpaboTke B MHHOPMaLMOHHON CHCTEME:

CK3U knacca KB u Bhile B ciay4asx, Korga Ajsi HHOOPMAaLMOHHON CHCTEMBI
aKTyaJIbHBI yIpO3bl 2 THIIA,

CK3U knacca KC1 u Belme B ciayyasx, Korza X HHGOPMAaLHMOHHOM

CHCTEMBI aKTyallbHbl yIpo3bl 3 THINA.
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IV.CocTaB U coliep)KaHHe OpraHM3aLMOBHBIX ¥ TEXHHYECKUX MEP, HEOOXOMMMBIX
TS BBIIOJIHEHUS YCTaHOBIEHHEIX [TpaBurenscTBoM Poccuiickoit Oenepanun
Tpe6GOBaHUil K 3aIUKUTe NEPCOHANBHBIX AAHHBIX JUIs 2 yPOBHS 3alIMIIEHHOCTH

19. B cooTBercTBUH ¢ MyHKTOM 15 TpeGoBaHMA K 3allMTE NEPCOHAIBHBIX
IaHHBIX 111 00ecredyeHHs 2 YpOBHSA 3aIMINEHHOCTH NEPCOHAIBHBIX JAHHBIX IpH
ux 06paboTke B HHGOPMALMOHHEIX CHCTEMaX MIOMHMMO BBINOJIHEHHs TpeOOBaHui,
NPeAYCMOTPEHHBIX ITyHKTaMH S M 16 HacToslero JOKyMEeHTa, HeoOXommmo
BEINOJIHEHHE TpeGOBaHUSA O TOM, YTOOBI JOCTYN K COIEPXKaHHIO 3NEKTPOHHOIO
XypHajla COOOLIeHH#t OBLT BO3MOXEH HCKIIOYHTENBHO AN JOMKHOCTHBIX JIHIL
(paOOTHHKOB) omepaTopa HJIH YNOJHOMOYEHHOrO JHIA, KOTOPHIM CBEIEHHS,
colepxaliMecs B YKa3aHHOM )KypHane, HEOOXOOMMBI [l  BBIIIOJIHEHUs
cIyxeOHBIX (TpYAOBbIX) 00A3aHHOCTEHH.

20. lna BeINONHEHUs TpebOOBaHMs, YKa3aHHOrO B IyHKTe 19 HacTosiero
HOKYMEHTa, He00X0AMMO:

a) YTBEpXIEHHE DYKOBOAUTENEM ONepaTropa CMNHCKa JHL, JOMYILEHHBIX K
COJIEPXaHHUIO 3JIEKTPOHHOIO XXypHajia cOoOLUeHHH, U nojaep)kaHHe YKa3aHHOI'O
CIIMCKA B aKTyaJlbHOM COCTOSHMHY,

0) obecrieueHe  HHQOPMALMOHHON  CHCTEMBl  aBTOMAaTH3MPOBaHHBIMH
CpeCTBaMH, PETHCTPHUPYIOIUMH 3ampochl TNOJb30BaTeNel HHGOPMALHOHHOM
CHCTEMBI Ha MOJIy4EeHHE NEPCOHANBHBIX AaHHBIX, @ TakKe (PaKThl NPeJOCTaBJICHUS
NepCOHANBHBIX AAHHBIX 10 3THM 3allpocaM B 3JIEKTPOHHOM XKYypHalle COOOIeHHii;

B) obecrieueHHe  MHGOPDMALMOHHOM  CHCTeMbl  aBTOMaTH3HPOBaHHBIMU
CPEACTBaMH, MCKIIIOYAIOIMMH AOCTYIl K COAEPXKAHHIO 3JIEKTPOHHOIO XypHaia
COOOIICHUH 5MLl, He YKa3aHHBIX B YTBEPXKIEHHOM DYKOBOJMTENEM oOnepaTopa
CIIMCKeE JIML, JONYILEHHBIX K COAEPKaHHIO MIEKTPOHHOTO )XypHaJla COOOLIEHH;

r) obecreyeHne NEPHOAMYECKOrO KOHTPOIA paboTOCIIOCOOHOCTH yKa3aHHBIX
B NOANYHKTaxX «O» M «B» HACTOALIEr0 IMyHKTa aBTOMAaTU3UPOBAHHBIX CPEACTB (HE
pexe 1 pasa B nonroaa).

21. lna BoImosHeHUs TpeGOBaHMs, yKa3aHHOTO B MOMIYHKTE «I» MyHKTa 5
HaCTOfIIEero MAOKYMEHTa, HeoOXOOuMO BMECTO Mep, MNpenyCMOTPeHHbBIX

NOAIIYHKTOM «B» ITYHKTa 9un INYHKTOM 18 HacTosero HOKYMEHTa, HCII0JIb30BaTh
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s obecrieyeHus TpeOyeMoro ypoBHSA 3alMIIEHHOCTH INEPCOHANBHBIX MAHHBIX
npu ux o6paboTke B HHPOPMALMOHHOH CHCTEME:

CK3U xknacca KA B cnyyasx, xorga s HHOOPMALMOHHOH CHCTEMBI
aKTyaJpHBI Yyrpo3sl | Tuma;

CK3U knacca KB u BhllIe B Cly4asx, KOrjaa s HHPOpMalMOHHOH CUCTEMEI
aKTyaJIbHbl YrpO3HI 2 THIA;

CK3H xnacca KCl1 u Bellle B chydasx, Korga Ans HHGOpPMaLMOHHOM

CHCTEMBI aKTyaJIbHBI YIPO3bI 3 THIA.

V. CocraB H cofepxaHHe OpraHU3allHOHHBIX U TEXHUYECKUX Mep, He0OXOMUMBIX
AJ1S BBIMOJIHEHHSA YCTaHOBIeHHBIX [IpaBruTenscTBoM Poccuiickoit ®enepanuu
TpeOOBaHMIA K 3allUTE [TEPCOHANBHBIX JaHHBIX AJA 1 ypOBHA 3alIMIIEHHOCTH

22.B coorBercTBHH ¢ myHKTOM 16 TpeGoBaHuii K 3amuTe NMEpCOHAIBHBIX
HaHHbBIX 11 obecrieyeHus | ypOBHS 3aIlHMIMICHHOCTH NEPCOHANBHBIX JaHHBIX ITIPHU
MX 00paboTke B HHPOPMALMOHHBIX CHCTEMaX NOMHMMO BBINOJIHEHUS TpeOOBaHMA,
NpenyCMOTPEHHBIX MyHKTamH 5, 16 M 19 Hacrosmero NOKyMeHTa, HEOOXOAHUMO
BBIIIOJTHEHHE CIIEAYIOIMX TpeOOBaHUM:

a) aBTOMaTH4eCKasi perucTpalus B 3JEKTPOHHOM XXYypHaje 6e30MacHOCTH
H3MEHEHHUs TOJHOMOYMH COTpYJHHMKa oreparopa IO JOCTYMy K NMEepCOHAJIbHBIM
NaHHBIM, COAEpXAIIUMCS B HH(POPMALIHOHHOH CHCTEME;

0) co3nanue OTAENBHOrO CTPYKTYPHOIO HOApa3zejieHHs, OTBETCTBEHHOIO 3a
obecnieyeHne 6€30MacCHOCTH MEPCOHATIBHEIX AaHHBIX B MHGOPMALIMOHHOMN CHCTEME,
nmubo Bo3NOXKEHHME ero (yHKUMH Ha OOHO U3 CYIIECTBYIOILIMX CTPYKTYPHBIX
nojgpasaesieHu .

23. JIns BBIMOJHEHMS TpeOOBaHHUSA, YKa3aHHOTO B MOJIMYHKTE «a» IyHKTa 22
HacTosALIEero 10KyMeHTa, He0OX0 UMO:

a) obecnieueHne  MHPOPMALMOHHONW  CHCTEMBl  aBTOMATH3UPOBAHHEIMH
CpeACTBaMH, IMO3BOJSAIOLIUMH aBTOMAaTU4E€CKH PEruCTPUPOBaTh B 3JEKTPOHHOM
XypHase 06e30macHOCTM H3MEHEHHs IIOJJHOMOYMI COTpYAHHKA OIeparopa I10

AOCTYyIly K INEPCOHAJIBHBIM JaHHBIM, COACPXKALIUMCS B HH(t)OpMauHOHHOﬁ CHCTEME,
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6)oTpakeHHE B OJIEKTPOHHOM JKypHane 6€30IaCHOCTH IOJHOMOYHMIA
COTPY/HUKOB OIlepaTopa NMEPCOHAIBHBIX JaHHBIX MO JOCTYMY K NePCOHAJIbHBIM
JaHHBIM, COIEPXKaLIMMCS B HHGOPMALMOHHOH cHCTeMe. YKa3aHHbIE NOJTHOMOYHUS
JIOJDKHBEI COOTBETCTBOBATh JODKHOCTHBIM 0053aHHOCTAM COTPYIHUKOB Oll€paTopa;

B) Ha3HA4YE€HHWE OMEepaTopoM JIMLE, OTBETCTBEHHOIO 33 MNEPUOAMYECKHH
KOHTPOJb BENEHUS OJJIEKTPOHHOTO >XypHaia ©Oe30IacHOCTM M COOTBETCTBHS
OTpaXXEHHBIX B HEM IIOJHOMOYMH COTPYOHHKOB ONEpaTopa HX JOKHOCTHBLIM
obs3aHHOCTAM (He pexxe 1 pa3a B MecsL).

24. Jlna BBINONHEHHs TPeOOBAaHUS, YKa3aHHOTO B IOAMYHKTE «O» nmyHKTa 22
HacTosLIero JOKyMeHTa, HeoOX0quMo:

a) NPOBECTH aHAJIM3 11e1ecO00Pa3HOCTH CO3MaHHUA OTAENBHOIO CTPYKTYPHOTO
nojpasziesieHHsl, OTBETCTBEHHOr0 3a obecneyeHHe 6e30MacHOCTH MEPCOHANBLHBIX
AaHHBIX B HH(POPMAaLIHOHHOMH CHCTEME;

0) co3maTte OTAECNBHOE CTPYKTYPHOE MOApas3JelieHHe, OTBETCTBEHHOE 3a
obecneyeHre 6€30MaCHOCTH NePCOHANIbHBIX AaHHBIX B MH(OPMALHOHHOM CHCTEME,
00 BO3JNOXKHTh €ro QYHKUMH Ha OJHO M3 CYLIECTBYIOLUMX CTPYKTYPHBIX
noapasjiesieHHi.

25. Ins BbINONHEHHS TpeGOBaHMSA, YKa3aHHOTO B IMOAIMYHKTE «a» MYHKTA 3
HacTOSEro JOKyMeHTa, [uii ofecniedeHus | ypoBHS  3alMIIEHHOCTH
HEe00X0qUMO:

a) obopynoBarh OkHa IlomMelleHui, pacroNOXeHHbIE Ha TNEepBBIX H (HIH)
MOCHENHMX 3TaXkax 34aHMM, a Take okHa [loMemeHud, HaxoafguHecs OKOJIO
MOXApHBIX JIECTHUL M JpYrHX MECT, OTKYAa BO3MOXXHO IPOHHUKHOBEHHE B
ITomMemenyss NOCTOPOHHUX ML, METALIHYECKUMH peElUIeTKaMH HJIM CTaBHAMH,
OXpaHHOH CHTHalM3aUvedl WIH JPYTHMH CpEeACTBaMH, IpENSTCTBYIOIIUMU
HEKOHTPOJIMPYEMOMY ITPOHHKHOBEHHIO TOCTOPOHHUX JIUL| B IOMELIEHHUS;

6) obopynoBats OKHa U JBepH [ToMelienHH, B KOTOPBIX pa3MeLIEHb! CepBEPHI
HHQOpDMAaLlHOHHOH  CHUCTEMBI, METAJUIMYECKHUMH  pellleTKamH, OXpaHHOM
CHrHaju3auuen UK OpyTUMH CpeacTBaMH, NpEensITCTBYIOILHMH

HEKOHTPOJIHUPYEMOMY INPOHHKHOBECHUIO ITOCTOPOHHUX JIMIL B IOMCILICHUA.
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26. [Ins BHINOJNHEHHs TpeOOBaHMs, yKa3aHHOrO B IOAMYHKTE «I» IIYHKTa 5
HACTOAILEro J[JOKyMEHTa, Heo0X0oquMo BMECTO Mep, MNpenyCMOTPEHHBIX
MOANMYHKTOM «B» MyHKTa 9, myHkraMd 18 ® 21 Hacrosiero HOKyMeHTa,
HCTIONB30BaTh M1 obOecrmieueHus TpebyeMOro ypoBHS  3aLIMIIEHHOCTH
NEepCOHANBHBIX JaHHBIX NPH KX 00paboTke B ”HPOPMaLIMOHHOM CHCTEME:

CK3U xknacca KA B ciyyasx, xoraa i HHQOPMAIMOHHON CHCTEMBI
aKTyaJbHbI yrpo3sl 1 Tuna;

CK3H xnacca KB u Brle B ciiyyasx, Korjaa Ay HHGOPMalMOHHOR CHCTEMBI

aKTyaJlbHBI yrpo3bl 2 THIA.



