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006 yrBep:xkaenuu TpeboBanui
K 00ecre4yeHHI0 32aIUThI HHPOPMAIH B aBTOMATH3HPOBAHHBIX CHCTEMAX
yNpaBJieHUs NPOH3BOACTBEHHBLIMM M TEXHOJIOTHYECKHMH NPOLECCAMH HA
KPHTHY€CKM BajKHbIX 00beKTaX, NOTeHIHAJILHO ONACHBIX 00bEKTAaX, 2 TAKXKe
00beKTax, NPEACTABJSIIOIMX NOBbILIEHHYIO GIIACHOCTD [JIS 3KM3HH H 310POBbS
JIro/ied M ISl OKpy Kalouleii NpHUpoaHOi cpeabl

B cootserctBun c Ilonoxenuem o MenepanbHoi Ciryx0e 10 TEXHUYECKOMY H
DKCIIOPTHOMY KOHTpOMIO, YTBEpPXKICHHBIM YkazoM Ilpesunenta Poccuiickoi
®eneparun ot 16 aBrycra 2004 r. Ne 1085 (CobGpanue 3axoHomarenscrBa Poccuiickoit
®eneparun, 2004, Ne 34, cr. 3541; 2006, Ne 49, ct. 5192; 2008, Ne 43, c1.4921; Ne 47,
cT. 5431; 2012, Ne7, cr.818; 2013, Ne26, cr. 3314; NeS2, cr. 7137),
IIPAKA3BIBAIO:

YTBepauTh npHiaraeMeie TpeboBaHuA K oOecrieueHUIO 3auTH HH(POpMALIHH
B  aBTOMAaTH3HMPOBaHHBIX CHCTEMaxX YMpaBlieHHd  INPOU3BOACTBEHHBIMH U
TEXHOJOTHYECKHUMH IIPOLECCAMH Ha KPUTUYECKH BAXKHBIX O0BEKTaX, MOTEHIHAIBHO
OMNacHBIX OOBEKTaxX, a TaKkKe 00beKTaX, NPeCTABIAIOIMX OBBIIIEHHYIO OIIACHOCTb
JULA XKU3HH H 3[0POBbA MOAEH U AJI1 OKpy>Karolleil MpUpOIHON Cpeabl.

JUAPEKTOP ®EJEPAJILHOM CJIYXKEbI
11O TEXHHTYECKOMY 1 3KCIIOPTHOMY KOHTPOJIIO
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YTBEPXJIEHbBI
npukazom OCTIK Poccun
ot « /7 » mapra 2014 1. Ne 37

TpeGoBanus
K o0ecrieyeHHI0 3a1IUThl HHPOPMALHH B AaBTOMAaTH3HPOBAHHBIX CHCTEMaX
ynpasJ/ieHHs! IPOH3BOACTBEHHBIMH H T€XHOJIOrHYECKHMH NPOHECCAMM HA
KPHTHYECKH Ba’KHBIX 00beKTaX, NOTeHIHAIbHO ONACHBIX 00bEKTAX, a TAKIKe
00beKTax, npeacTaBIsSIONINX NOBLINIEHHYIO ONIACHOCTD VIS KH3HH H 3J0POBbS
Jiofei U AJ18 OKpYy’KaloieH NPUpPoAHOM cpeabl

I. O0uue nonoxxeHus

1. B HacrosimeM IOKyMEHTe yCTaHaBIMBAaIOTCS TpeOOBaHHS K 0OecIieuyeHHIo
3aIUThl UHGQOPMALIUH, 006paboTKa KOTOPOH OCYILECTBISETCS aBTOMATH3MPOBAaHHBEIMH
CHCTEMaMH YIIPaBJI€HHS MPOM3BOACTBEHHBIMM M TEXHOJOTMYECKMMH IMPOLIECCAMH Ha
KPHTHYECKH BaXKHBIX OOBEKTAaX, NOTEHIMAILHO OMAacCHBIX O00BeKTax, oOBeKTax,
NPEACTABIAIONINX IOBLIIEHHYIO OMAaCHOCTh AN JKM3HH M 3[0pOBbA JOHEH U Juis
oKkpyXkaroleii NpuUpomHOW cpenbl (nanee - AaBTOMAaTH3MPOBAaHHBIE CHUCTEMBI
yNpaBjieHus), OT HENPaBOMEPHOrO MOCTYNA, YHWYTOXEHHS, MOAM(HULHPOBaHUA,
6JI0KMpOBaHHA, KOIHUPOBAHHUA, NPENOCTABIEHHs, PACIpPOCTPaHEHHs, a TaKXKe HHBIX
HEelpaBOMEPHEIX [EHCTBMH B OTHOIIEHHH Takoii MHQOpMalUH, B TOM 4YHCJIE OT
OEeCTPYKTHUBHBIX MHOOPMALIHOHHBIX BO3AEHCTBHH (KOMIBIOTEPHBIX aTaK), CIEACTBHEM
KOTOPBIX MOXeET CTaTh HapylleHHe (QYHKIHOHMPOBAHHSA aBTOMATH3HPOBAHHOM
CHCTEMBI YTIpaBJICHUS.

Hacrosimue TpeGoBaHus NpUMEHSIOTCS B cllydae IPHHATHA BiadelbLeEM
aBTOMATHU3UPOBAHHON CHCTEMBI YIpaBIeHUs pelleHHs 00 o0ecledYeHHH 3alIMThI
nHbopManuu, o6paboTka KOTOPOH OCYILECTBISETCS 3TOM CHCTEMOM M HapyilleHHe
0€301acHOCTH KOTOpOM MOJXKET TMPHUBECTH K HapylleHHIO (QYHKIIMOHMPOBaHHSA
aBTOMaTH3HUPOBAHHOM CHCTEMBI YIIPaBIEHHUS.

B cny4ae He0OXOAMMOCTH NMPUMEHEHHE KPUNTOrpadUUeCKUX METOMOB 3aIUTHI
uHbopManMd ¥ IHQPOBAIBHBIX  (KpUnNTOrpadU4ecKux) CpeNCTB  3alLUTHI
HHGOPMaLMH OCYILECTBIIAETCA B COOTBETCTBHH C 3aKOHOAATENbCTBOM Poccuiickoit
Qenepaluu.

2. Hactosimue TpeGoBaHus HampaBieHbl Ha obecnedeHHe (QyHKIHMOHHPOBaHHUA
aBTOMAaTU3UPOBAaHHOM CHCTEMBI YNpaBieHUS B ILITaTHOM pEXHME, IPH KOTOPOM
obecrieunBaeTcs COONMIOAEHHWE MPOEKTHBIX TNpEeAeNoB 3HAa4YeHWH MapaMeTpoB
BBITIOJIHEHUS 1IeJIeBBIX (QYHKLUHH aBTOMaTHU3HMPOBAaHHOW CHCTEMEI YIpaBleHHSA B
YCIIOBUSAX BO3[€HCTBUA yrpo3 GesomacHocTH MHGOpMALMH, a TAKXKe Ha CHIDKEHHE
DHCKOB  HE3aKOHHOTO  BMeIIaTeJhcTBa B HpoLecchl  (PyHKIMOHHPOBaHMs
AaBTOMATH3UPOBAaHHBIX CHCTEM YINpaBleHHA KPUTHYECKH BaXHBIX OOBEKTOB,
MOTEHIIMAIBHO OMACHBIX OOBEKTOB, OOBEKTOB, NPEACTABIAIOIIMX MOBLIIIEHHYIO
ONacHOCTb JIA J)KU3HH U 3MOPOBBS JIOZEH U A OKpyXalolllel NpUPOAHOH Cpelnbl, B
TOM 4YHCI€ ONacHbIX TMPOM3BOACTBEHHBIX OOBEKTOB (Hajiee — yNpaBiseMbIE
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(xoHTpOMHpYeMble)  0OBEKThI), 0€30MacHOCTh KOTOpBIX  obecmednBaeTcss B
COOTBETCTBMHM C 3aKOHOAATeNbCcTBOM Poccuiickoii denepauun o 0Oe30macHOCTH
00BEKTOB TOMIMBHO-IHEPreTHYECKOTO KOMIIEKCa, O TPAaHCIIOPTHOH 6e3onacHocTH, 06
MCIIOJb30BaHUM AaTOMHOM 3HEPrHH, O TMPOMBIIUIEHHOH O€30MacHOCTH ONacHBIX
MPOM3BOACTBEHHBIX 00BEKTOB, 0 0€30MacHOCTH TMAPOTEXHHYECKHX COOPYXKEHHH H
MHBIX 3aKOHOJATeNbHBIX akTOB Poccuiickoit denepanui.

3. HeticTBUe HacCTOSALIMX TpeGoBaHUHA pacrnpocTpaHsercs Ha
ABTOMATH3HUpPOBAaHHbIE CHUCTEMEI YIpaBjeHUs, O0ecle4ynBalolle KOHTpPOJIb U
yNpaBli€eHHE TEXHOJOTHYeCKHM M (MIH) TNPOW3BOACTBEHHBIM OOOpYdOBaHHEM
(MCTIOJTHUTENTBLHBIMU YCTPOHCTBaMH) U PeaIU30BaHHBIMH Ha HEM TEXHOJIOTMYECKHUMHU U
(M) TPOM3BOICTBEHHBIMHM TMpoueccaMy (B TOM 4MCIIE€ CHCTEMBI JHMCNETYEPCKOrO
ynpaBiieHus, CUCTEMEI cOopa (repeaun) JaHHBIX, CUCTEMEI, IOCTPOEHHEIE HA OCHOBE
IpOrpaMMHpPYEMBIX  JIOTHYECKHUX  KOHTPOJUIEPOB,  paclpeielieHHblE  CHCTEMBI
yNpaBJI€HUs, CHCTEMBbl YNpaBIEHHUS CTaHKaMH C YHCIOBHIM IPOrpaMMHEIM
yIpaBieHHEM).

4. Hactosue TpeGoBaHus npenHa3HadyeHbl MO JIHL, YCTaHAaBIIMBAKOIIMX
TpeGoBaHMsA K 3aIIUTe WHGOpPMALMU B aBTOMAaTH3UPOBaHHBIX CHUCTEMAaxX YIpaBJIEHHS
(nanee — 3aka3zymk), Jul, 0OeCEYHBAIOUIMX HSKCILIyaTalMIO aBTOMATH3MPOBAHHEIX
CHCTEM YIpaBleHUs (IHalnee — oOlepaTop), a TaKkKe  JIML, HpUBJIEKAaEMBIX B
COOTBETCTBHH C 3aKOHOHaTensCTBOM Poccuiickoit denepal K MpOBENeHUIO paboT
110 CO3J]aHHUIO (IIPOEKTHPOBAaHHIO) aBTOMATH3UPOBAHHBIX CHCTEM YIIpaBIIeHHs M (MITH)
HX CHCTEM 3alUTHl (Janee — pa3paboTuuk).

5. Ilpu 06paboTke B aBTOMAaTH3UPOBAHHON CHUCTEMeE yIpaBleHHA UHbOpMaLKHY,
COCTaBJIAIOLLIEH MOCYIapCTBEHHYIO TaiHy, ee 3amuTa o0ecrneynBaeTcs B COOTBETCTBUH
C 3aKOHOAaTeNBCTBOM Poccuiickoit denepanyu o rocyaapCcTBeHHO# TaiiHe.

6. 3ammura wuHbOpMALMM B aBTOMATH3HPOBAHHON CHCTEME YyIPABICHHS
o0ecrnie4HBaeTCss IyTeM BBIMOJIHEHUS 3aKa3uyMKOM, OIEPAaTOpOM M pa3paGoTYMKOM
TpeOOBaHUH K OpraHM3auMH 3alIUTHI MHPOPMAaLMH B aBTOMATH3MPOBAaHHOM CHCTEME
ynpaBlieHuss U TpeGOBaHMI K MepaM 3allMTHl MH(pOpPMaLu¥ B aBTOMAaTH3HPOBAHHOM
CHCTEME yrnpaBJIeHHS.

II. TpeGoBanus k OpraHu3alyy 3alUTH HHOPMALMH
B aBTOMAaTH3UPOBAHHOH cUCTEME yIpaBieHUA

7. ABTOMaTM3UpOBaHHAas CHCTEMa yMpaBieHHs, KaK [paBHIO, HMEET
MHOIOYPOBHEBYIO CTPYKTYPY:

YPOBEHb ONepaTopCKOro (IMCNETYEPCKOro) ynpasieH s (BepXHUI yPOBEHD);

YPOBEHBb aBTOMAaTHYECKOI0 YNpaBiieHNs (CpeIHHi ypOBEHbD);

YPOBEHb BBOa (BBIBOJA) JAHHBIX, HCIOJHHUTENBHBIX YCTPONCTB (HMXHMIA
(nonéBoii) yposeHs).

ABTOMaTH3HPOBaHHAs CHCTEMA YNPABJIEHHS MOXET BKIIIOYaTh:

a) Ha ypOBHE ONeEPaTOPCKOro (AUCMETYEPCKOr0) YIIPaBIESHHS:
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oneparopckue (AHUCNeTYEPCKHe), HHKEHEpHbIE aBTOMATHU3UPOBaHHbIE pabouue
Mecta, npoMbiinieHHble cepBepbl (SCADA-cepBepbl) ¢ YCTaHOBIEHHBIM Ha HHUX
obImecucTeEMHBIM H NpUKIaJHBIM pPOrpaMMHEIM obecrieyeHueM,
TEeJEKOMMYHUKaLlHOHHOe  obopyJoBaHHe  (KOMMYTaTOpBl,  MapLIpyTH3aTOpBI,
MeXKCeTeBbIE KpaHbl, HHOE 000pyIOBaHME), a TAIOKE KaHAJIBI CBA3Y;

0) Ha ypOBHE aBTOMAaTU4YeCKOI'o yIpaBJieHUs:

IIpOorpaMMHpYeMBbI€ JIOTHYECKHE KOHTPOJJIEphl, HUHbIE TEXHUYECKHE CPENCTBa C
YCTaHOBJIEHHBIM NPOrpaMMHBIM oOfecreueHHeM, MOoJIydalolie NaHHbIE C HH)KHEro
(moneBoro) ypoBHsA, Nepelalollyde OaHHblE Ha BepXHHH YPOBEHb [UI1 TIPUHSATHS
pellleHHss MO YyIpaBieHUI0O OO0BEKTOM M (MiaM) mnpoueccoM U ¢dopMupyrolKe
yupaBiioliMe KOMaHAbl (YImpaBisiomlylo (KOMaHIHYyH) HHOOpMauuio) s
HCIIOJIHUTENILHBIX YCTPONCTB, a TaKXKe MPOMBILIIEHHAs CETh lepelayl JaHHBIX;

B) Ha ypOBHE BBOZia (BbIBO/Ia) JaHHBIX (MCIIOJHUTENBHBIX YCTPOUCTB):

JaTYMKH, HCHOJHHUTENbHBIE MEXAHW3MBI, HHbIE alllapaTHble YCTPOWCTBa C
YyCTaHOBJIEHHBIMH B HUX MUKpPONpOrpaMMaMH U MaIlIMHHBIMU KOHTPOJIJIEPAMH.

KonnuecTBo ypoBHell aBTOMaTH3UPOBaHHON CHCTEMEI YIPaBJIEHHS H €€ COCTaB
Ha KaXIOM H3 YypOBHEH 3aBUCHT OT Ha3Ha4yeHHs aBTOMATH3HPOBAaHHOW CHCTEMBI
YyNUpaBl€HHs M BBINOJHAEMBIX €10 LeneBhiX ¢yHkuumit. Ha kaxmoM yposHe
aBTOMaTH3UPOBAaHHOM CHCTEMBI yIIpaBlIeHHA o (GYHKLUMOHAIBHBIM,
TEPPUTOPHANIBHBIM WIM MHBIM MpPU3HaKaM MOTYT BBIAENATECA AOIMOJHHTEIBHEIE
CETMEHTEI.

B aBTOMaTH3HpOBaHHOH CHCTEME ynpaBiieHus OOBEKTaMH 3alUTEI ABJISIOTCS:

uHbopmalMs  (DaHHBIE) O napaMeTpaX (COCTOSHHMH)  yNpPaBISEMOro
(xoHTpOnUpyeMoro) obbekTa MM mpouecca (BxoAHasd (BeIXoAHas) WHQOPMALH,
ynpasjisiomas (koMaHAHas) HHGOpMaIHs, KOHTPOJIBHO-U3MEPUTENbHAA HHPOpMALHS,
MHas KPUTHYECKH BaXKkHas (TexXHoloruyeckas) vHdopmarus);

TIPOrpaMMHO-TEXHHYECKHH KOMIUIEKC, BKIIOYAIOIIUA TEXHUYECKHE CpencTBa
(BTOM YHCIe aBTOMAaTH3HPOBaHHbIE pabo4yHe MeECTa, MPOMBIIUIEHHLIE CEpPBEPSI,
TEIEKOMMYHHKAallHOHHOE  000OpyllOBaHHE, KaHalbl CBA3H, [pOrpaMMHpYyeMbIe
JIOTHYECKHE  KOHTPOJUIEPHI,  UCIONHMTENBHBIE  YCTPOHCTBa), MpPOrpaMMHOE
obecrieuenre (B TOM YHCJle MHKPOIPOrpaMMHOE, OOLIECHCTEMHOE, NPHUKIAIHOE), a
TaK)X€ CPelICTBA 3aIUTHI HHPOPMALIUH.

8. 3ammra HHOOpPMALMH B aBTOMATH3HPOBAaHHOM CHUCTEME YIIPaBJICHUS
SABJIAETCA COCTABHOM 4YacThiO paboT 10 CO3JAHMIO (MOAEPHM3ALUM) U 3KCILTyaTalHy
aBTOMAaTHU3HPOBAHHOH CHCTEMBI YNpaBICHHA M 0OecledynBaeTCad Ha BCEX CTAOHAX
(aTamax) ee co3maHUA M B XO[€ IKCIUTyaTaliHH.

3ammra uHGOPMANKMM B  aBTOMAaTH3HPOBAaHHOM CHCTeMe yNpaBJieHHs
AOCTHUTAETCA MyTEM MPUHATHA B paMKax CHCTEMHI 3aIlUTBl aBTOMATH3HPOBAHHOMH
CHCTEMBI YNIPaBJIEHHS COBOKYNHOCTH OPraHH3allMOHHBIX U TEXHUYECKHX MEpP 3alLUTHI
HHGOpPMaUMH, HanpaBNeHHbIX Ha GIOKMpOBaHHE (HEHTpalH3alMIo) YTpo3
Ge30macHOCTH HHPOPMALIMH, peann3alus KOTOPhIX MOXET MPUBECTH K HapYIIEHHIO
IUTaTHOTO peXuMa (PyHKIIMOHUPOBAHHSA aBTOMaTH3UPOBAHHOM CHCTEMBI YIIpaBJIEHHA
1 yNpaBlseMOoro (KOHTpONHpyeMoro) o6bekTa U (MIIH) Mpolecca, Ha JOKaIH3alHIo H
MHHHMH3ALMIO TOCIENCTBUH OT BO3MOXHOH pealH3audu yrpo3 6e30mnacHOCTH
HHQOpMAUMH,  BOCCTAHOBJIEHHE  IUTATHOTO  peXMMAa  (PYHKIMOHHPOBAHHUS



aBTOMAaTH3UPOBAaHHOM CHCTEMBbl YINpaBlieHHs B Cliyyae peajlud3allid  yrpos
Oe3onacHOCTH HHGOpMALIUHK.

[IpyuHUMaeMple  OpPraHHU3alMOHHBIE W TEXHHYECKHE  MEpBl  3aLLUTHI
uHpopManuu:

JOJKHBI 00ecreynBaTh JOCTYIHOCTh 00pabaTeiBaeMoi B aBTOMaTHU3HPOBaHHOM
CHCTEME ynpaBiieHHs HHboOpMauuu (HCKIIOYEHHE HelpaBOMEpPHOro OIOKHpOBaHMs
UHpOpMalUH), €€ LENOCTHOCTh (MCKIIIOYEHHE HENpPaBOMEPHOIO YHHYTOXEHHS,
MoAuGHUIIUPOBAHUS HHQpOpMaLIUK), a TaKxe, npH HEOOXOAUMOCTH,
KOHQUIEHIHATBHOCTE (MCKIIIOYEHHEe HENpaBOMEPHOIO [OCTYIa, KONWPOBaHUf,
NIPEeIOCTABJIEHUS WM PAclpOCTPaHEeHH HHPOPMALIUH);

JOJKHBl COOTHOCHUTBCA C MepaMH MO0 MpPOMBILUIEHHOH, (GuU3HYecKo,
MO0XAapHOH, 3KONOTMYecKOoi, pagualMOHHOH Oe30macHOCTH, WHBIMH MepaMH IO
obecneuenuro 06e30MacHOCTH aABTOMATH3UPOBAHHOM CHCTEMBI yNpaBIE€HUS U
ynpaBiisieMoro (KOHTpOJIMpyeMOoro) oobekTa u (UiK) mpouecca;

He JOJDKHBI OKa3biBaTh OTPHLATENBHOIO BIMAHMA HA INTAaTHBIA pPeXuM
(YHKLIMOHHPOBaHUS aBTOMAaTU3HPOBAaHHON CHCTEMEI yIpaBIIEHHUS.

9. IlpoBenenune pabot no 3amure HHGOPMALMH B COOTBETCTBUM C HAaCTOSLLIUMH
TpeboBanusMH B Xome  co3gaHus  (MOJEpHHM3auMM) W OKCIUTyaTalHH
aBTOMATU3UPOBAHHOM  CHUCTEMBI  YNpaBIE€HHS  OCYLIECTBJAETCA  3aKa3uHWKOM,
OnepaTopoM U (Miin) pa3paboTYHKOM CaAMOCTOSATENBHO U (WJIH) MIPH HEOOXOHMOCTH C
MIpHBJIEYEHHEM B COOTBETCTBHHM C 3aKoHoAaTtenbcTBOM Poccuiickoit ®epepauyn
OpraHM3allMi, HMMEIOLMX JHLEH3HI0 Ha JEATENbHOCTh 10 TEXHHYECKOH 3alluTe
KoHGbHAEHINATBHOH HH(OpPMalMK B COOTBeTCTBHHU ¢ DeiepanbHEIM 3aKOHOM OT 4 Masl
2011 r. Ne 99-03 «O nuneH3HpoBaHHH OTAENBHBIX BUAOB AearensHocTH» (Cobpanue
3aKoHoJarenscTBa Poccuiickoit ®Menepauuu, 2011, Ne 19, cr. 2716; Ne 30, c1. 4590;
Ne 43, ct. 5971; Ne 48, ct. 6728; 2012, Ne 26, ct. 3446; Ne 31, c1. 4322; 2013, Ne 9,
cT. 874; Ne 27, ct. 3477).

10. Ins oGecnieueHus 3alUTHl HHPOPMAlLMK B aBTOMAaTH3UPOBAHHOH CHCTEME
YUPaBICHHS  OMNEpaTopoM  Ha3HAa4yaeTcd CTPYKTypHOE  MOApa3jiejieHHe MU
AOKHOCTHOE JIMLO (paGOTHHK), OTBETCTBEHHBIE 3a 3ALMTY HHGOPMALIH.

11.B aBTOMaTH3MpOBaHHOH CHCTEMe yMNpaBileHHs HPMMEHSIOTCS CpeacTBa
3alUUTHl  MHGOPMAlMK, TNpOLUEAILIHE OLIEHKY COOTBETCTBUS B COOTBETCTBHH C
3aKoHozaTebcTBOM Poccuiickoi Peaepanyu 0 TEXHHYECKOM PETYIHPOBAHUH.

12. Ins oGecneyenys 3amuTel HHGOPMALKU B aBTOMATH3MPOBAHHOM CHCTEME
yTpaBleHUs IPOBOIATCS CIIEAYIOIINE MEPOTIPHUSATHS:

¢opmupoBanne TpeGoBanHMii K 3allMTe MHGOPMALMH B aBTOMATH3MPOBAHHOM
CHCTEME yNnpaBlIeHHS,;

pa3paboTKa CHCTeMB! 3aIHTH ABTOMATH3HPOBAHHOM CHCTEMBI YIIPaBIeHHS;

BHEIPEHHE CHCTEMbl 3alUUTHl aBTOMATH3MPOBAHHOM CHCTEMBI YIpaBieHUS U
BBOJ €€ B CHICTBHE;

obecrieyeHne 3alUThI uHdopmanuu B xozne JKCIulyaTaluu
aBTOMAaTU3WPOBAHHOH CUCTEMBI YTIpaBlIeHHUS;

obecriedenue 3alMTHl HHGOPDMAUMM TIpPM  BHIBOAE M3  SKCIUTyaTalluu
aBTOMAaTH3UPOBAHHON CUCTEMBI YIIPaBJIEHHA.



dopmupoBanue TpeGoBaHUH K 3aLuTe HHOOPMALUH
B aBTOMaTH3MPOBaHHOH CUCTEME yTpaBJIeHHUS

13. ®opmupoBanue TpeGoBaHUMH K 3alluTe UHpOpMaLIMH B
aBTOMATH3MPOBAHHOM CHCTEME YTIPaBJIEHUS OCYILECTBIAETCS 3aKa34HKOM.

dopMupoBanre TpeGoBaHUI Kk 3amuTe HHPOpPMAlLMKU B aBTOMAaTU3UPOBAHHOMN
cucreme ynpaBineHus ocymectBigerca ¢ yderom ['OCT P 51583 «3amwura
undopmauun. Ilopsmox co3gaHus aBTOMATH3UPOBAHHBIX CHCTEM B 3alUMILEHHOM
ucnonHenud. O6mue nonoxenus» (nanee - FOCT P 51583), TOCT P 51624 «3amura
uHopMaLUH. ABTOMAaTH3UPOBAaHHbIE CHCTEMBI B 3allMIEHHOM HUcroaHeHuu. Obiue
TpeboBanua» (nanee - FOCT P 51624) u crannapTroB opraHusalyy 4 B TOM 4HCIE
BKJIIOYAET:

OpUHATHE pelleHHS O  HeoOXOJUMOCTH  3alluuThl MHGOpMaUHH B
aBTOMATU3HPOBAHHOH CHCTEME YIIPaBJIEHHA,

KJIaCCH(HKAIIHIO aBTOMaTH3HPOBAHHON CHCTEMEI YIIpaBJIEHHA MO TpeOGOBaHHAM
3alATEl MHQOpManuM (Jasee — KiIacCU(HKAlMA aBTOMAaTU3HPOBAHHOH CHCTEMBI

ynpaBiieHHA);
onpejeneHyue yrpos 6e3onacHocTd UH(POpPMAIHK, pean3alis KOTOPBIX MOXET
IIPUBECTH K HapyIIeHHUIO LITaTHOTO pexxuMa (bYHKIHOHHPOBaHUS

ABTOMAaTHU3MPOBAHHOW CHCTEMBI yNpaBiIeHHS, U pa3paboTKy Ha HX OCHOBE MOMEIH
yrpo3 6e30nacHoCTH HHGOpMaIHH;

onpeneneHrne TpeboBaHHH K CHCTeMe 3alUTHl aBTOMAaTH3UPOBAHHON CHCTEMBI
yIpaBJIEHHS.

13.1. Tlpy OpUHATHA peIleHHs O HeOOXONHUMOCTH 3alUThl WHGOPMaUHMH B
aBTOMAaTH3MPOBAHHOMN CHUCTEME yNPaBleHHUs OCYIECTBIISAIOTCS:

aHaIu3 lieflei Co3[aHusl aBTOMAaTH3UPOBAaHHOM CHCTEMBI yNpaBlieHHs H 33[1ad,
peLIaeMBIX 3TOH aBTOMAaTH3MPOBaHHOH CHCTEMOH yNpaBieHuU,

onpeneneHue HHQPOPMALMM, HapylIeHHe [JOCTYIHOCTH, HEJOCTHOCTH WU
KOHQUAEHIHATPHOCTH KOTOPOH MOXET IPHBECTH K HApyLIEHMIO IITATHOIO peXHMa
(yHKLIHOHMPOBaHMS aBTOMATH3MPOBAaHHON CHCTeMbl YyNpaBjieHHs (OnpeleleHHe
KPUTHYECKH BaXKHOH HHQPOpMALMM), U OLIEHKa BO3MOXHBIX MOCIEACTBHH TaKoro
HapyILIEHHU;

aHaM3 HOPMATHBHBIX [PaBOBBEIX AaKTOB, JIOKAJIbHBIX [PABOBBIX aKTOB,
METOAUYECKHX NOKYMEHTOB, HallHOHAIBHEIX CTAHAAPTOB M CTAaHAAapPTOB OpPraHU3auuii,
KOTOPBIM N10JXHA COOTBETCTBOBATH ABTOMATH3MPOBaHHAs CUCTEMA YIIPABIICHHUS;

NpHHATHE peUIeHUs O HEOOXOAMMOCTU CO3HAHHS CHCTEMBI  3alLMTBI
ABTOMAaTH3HPOBAHHOM CHCTEMBI YNPABIEHUS M ONpedeNieHHe LieNell U 3afay 3alUTh]
HHGOPMALUK B aBTOMATH3UPOBaHHOM CHCTEME yTIPaBIIEHHS.

13.2. Knaccuduxauus aBToMaTH3MpOBaHHON CHCTEMEI yNpaBieHUs! POBOJAUTCS
3aKa34MKOM WJIM OIEpaTopoM B 3aBUCHMOCTH OT YPOBHA 3HAYUMOCTH (KPUTHYHOCTH)
HHpopMaluH, 06paboTka KOTOPOIi OCYLIECTBISETCS B aBTOMATH3MPOBAHHON CHCTEME
ynpasJieHus.

YcTaHaBIMBalOTCSA TpH KJIacca 3alllMILEHHOCTH aBTOMATH3MPOBAHHOM CHCTEMBbI
YNpaBJl€Hus, ONpeAeolye YPOBHH 3alIMILEHHOCTH aBTOMAaTH3UPOBAHHOM CHCTEMBI
ynpasieHus. Camblii HHU3KHA Knacc — TpeTHi, caMblii BhICOKHH — mepBbiii. Kmacc
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3allIMIIEHHOCTH aBTOMAaTH3HPOBaHHOM CHUCTEMBl YNpaBleHHs OIpefeiifeTcs B
COOTBETCTBHH C npuiioxenreM Ne 1 x HactosiumM TpeboBaHUSIM.

Knacc 3ammieHHOCTH MOXXeT OBITh YCTAaHOBIEH OTHAEJIbHO AN KaXIOro W3
YPOBHEH aBTOMaTHU3UPOBAHHOH CHCTEMBI YNPABICHUS WIM HHBIX CETMEHTOB IPH HX
HaJIMYHH.

Pesynprarhl KkjaccubHKanMM aBTOMATH3HPOBAHHOM CHCTEMBI YIIpaBJIEHHS
O0OpMIIOTCS aKTOM KJTaCCH(pHKALIHH.

TpeboBanue k knaccy 3allHIIEHHOCTH BKJIIOYAETCA B TEXHHYECKOE 3aaHHE HA
CO3JJaHHE aBTOMAaTH3MPOBaHHOMN CHCTEMBI yNpaBleHUs U (HIIH) TEXHMYECKOE 3afaHue
(4acTHOE TEXHHYECKOe 3aJaHKe) Ha CO3JaHHE CHCTEMBI 3allIThHl ABTOMATH3HPOBAaHHOM
CHCTEMBI yIpaBJieHus, paspabaTteiBaemsle ¢ yuetom [[OCT 34.602 «ndopmauronHas
TexHoJorusa. Kommekc cTaHnapToB Ha aBTOMaTH3UPOBaHHBIE CHCTEMBI. TeXHHYeCKoe
3afjaHle Ha CO3JlaHHe aBTOMaTu3HMpoBaHHO# cucteMbl» (manee — I'OCT 34.602),
I'OCT P 51583, "OCT P 51624 u cTannapToB OpraHH3al{H.

Krnacc 3auIeHHOCTH aBTOMaTH3HPOBaHHOM CHCTEMBI YIIPaBlEHHs (CErMEHTa)
IMOJUIEXXUT MEPECMOTPY TONBKO B ClIy4ae €€ MOJEPHHU3allWH, B pe3yJIbTaTe KOTOpPOii
H3MEHUJICS YPOBEHb 3HaYHMOCTH (KPHTHYHOCTH) HH(popManuy, obpabaTeiBaeMoil B
AaBTOMAaTH3MPOBAHHON CHCTEME yIpaBJIeHHUSA (CErMeHTe).

13.3. Yrpo3sl 6Ge3onacHocTH HHGOpPMALMH ONpENENsAIOTCS Ha KaXAOM H3
YPOBHE# aBTOMATH3UPOBAHHOH CHCTEMBI YIIPaBJIeHHUA 10 pe3yJibTaTaM:

OLIEHKH BO3MOXXHOCTEH (ITOTE€HUHaNa, OCHAIEHHOCTH ¥ MOTHUBAIVH ) BHEIIIHUX U
BHYTPEHHHX HapyILHTENEH;

aHanu3a  BO3MOXHBIX  YA3BUMOCTEHi  aBTOMATH3HPOBAHHONM  CHCTEMBI
yNpaBJIeHHS;

aHanu3a BO3MOXHBIX CIIOCOOOB (CLiEHapHeB) pealii3aluiM yrpo3 6e30MacHOCTH
uHGOPMalUK M TOCIEACTBHH OT HapyIIEHHs KaK OTAENbHBIX CBONHCTB GE30MacHOCTH
vHopMauuy  (LENOCTHOCTH, JOCTYNHOCTH, KOHOQHUIEHIHMANBHOCTH), TaK MU
aBTOMAaTH3MPOBAHHOM CUCTEMBI YIIpaBJIEHMS B LIEJIOM.

Ilpn onpenenennu yrpo3 6esomacHOCTH HWHGOPMaUMH  yYHTHIBAIOTCS
CTPYKTYPHO-QYHKLHOHANBHEIE XapaKTEPUCTHKM aBTOMATH3UPOBAHHOM  CHCTEMBI
YIPaBJICHHs, BKIIOYAIOUIME HAIHYHE YPOBHEH (CErMEHTOB) aBTOMATH3WPOBAHHOM
CHCTEMBl  yNIDAB/IEHHS, COCTaB aBTOMAaTH3HPOBAHHOH CHCTEMBI YMNpaBlIEHHS,
¢usnyeckue, normueckne, GYHKUHOHAIBHBIE H TEXHONOTMYECKME B3aHMOCBS3H B
aBTOMAaTH3MPOBaHHOK  CHCTEME  YNpaBlieHWd, B3aUMOJEHCTBHE C  HMHBIMH
aBTOMAaTHU3HPOBAaHHBIMH (MH(QOPMALMOHHBIMH) CHCTEMaMH M HH(OPMALHOHHO-
TEIEKOMMYHHKALMOHHBIMH CETAMH, PEKUMBI (YHKLIMOHHPOBaHHs
aBTOMAaTHU3WPOBAHHOM CHCTEMBI YINpaBIEHHSA, a TaKKe€ HHBIE OCOOEHHOCTH ee
NOCTPOEHMSA H GYHKLIMOHHPOBAHHS.

Ilo pesynbratam onpenenenus yrpo3 6e30macHOCTH WH(OPMALHH MOTYT
paspabaTkIBaTLC PEKOMEHJALMH 110 KOPPEKTHPOBKE CTPYKTYPHO-(YHKIHOHATBHBIX
XapaKTEPUCTHK aBTOMAaTU3HPOBAaHHOW CHCTEMBI YIPABJICHHs, HalpaBlieHHbIE Ha
610kHpOBaHHeE (HEHTPANH3ALHIO) OTAENBHEIX yrpo3 6e30MacHOCTH HHpOpMaLUH.

Mogens yrpos 6GesomacHocTH HHGOPMauUMH AOKHA COIAEpXKATh OIMCAHHE
aBTOMATU3HPOBAHHOH CHCTEMBbI yNIPAaBAEHHA U yrpo3 6e30MnacHOCTH HHGOPMALMHU VTS
Ka)XAOro W3 YpOBHEH aBTOMAaTH3MPOBAaHHOW CHCTEMBI YMpaBleHHs, BKIIOYAOLIEe
OMUCaHHWE BO3MOXHOCTEH HapywuTtened (MoZesNb HapylIUTeNs), BO3MOXKHBIX
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yAI3BUMOCTE{ aBTOMAaTH3WPOBAHHON CHCTEMBbl YIpaBIEHHUsd, CrocoOoB (CleHapueB)
peanusanud yrpo3 06e30rmacHOCTH HWHGpOpMauud U MNOCIEACTBHH OT HapylIeHHs
CBOMCTB 6e3onacHoCcTH UHbOpMaLIUH (noctynHocTH, LEIOCTHOCTH,
KOH(HIEHIHATIBHOCTH ) U LUTATHOTO pexxuMa (GYHKLHOHUPOBaHHSA
aBTOMAaTH3MPOBAaHHOM CHCTEMBI YTIpaBJIEHUS.

Js onpenenenus yrpo3 6e3omacHOCTH HHGOpMalUH U pa3paboTKU Momenu
yrpo3 6e3omnacHocTH HHGOpMaLUU NPUMEHSIOTCS MeToaudeckre qokymeHTel ®CTIK
Poccun '

13.4. TpeboBaHM K CHCTEMe 3alIUTBl aBTOMATH3UPOBAHHON CHCTEMEI
yIUpaBlieHHs ONpedeNdloTCs B 3aBHCHMOCTM OT  Kiacca  3alllMIIEHHOCTH
aBTOMAaTU3HPOBAHHOW CHMCTEMBI YNpaBleHHS M Yrpo3 6e30macHOCTH HH(OpMAaIiH,
BKJIIOYEHHEBIX B MOZAENb Yyrpo3 6e30nacHOCTH HHGOPMALHH.

TpeGoBaHus k cucTeMe 3aIUTHl aBTOMAaTM3UPOBAHHOM CHCTEMbI YIpaBlIEeHUS
BKJIIOYAIOTCA B TEXHHYECKOE  3aJaHHe Ha  co3JaHHe (MOZAEpHH3AlLMIO)
aBTOMAaTH3NPOBAHHOI CHCTEMBI YNPaBICHUS W (WJIH) TEXHUYECKOE 3a/jaHue (4acTHOe
TEXHUYECKOe 3aJaHKe) Ha CO3JaHHE CHCTEMBI 3aLIUTE aBTOMATH3HPOBAHHON CHCTEMBI
ynpaslieHus, paspabareiBaeMsle ¢ yuetom I'OCT 34.602, ITOCT P 51583, 'OCT P
51624 u cTan1apTOB OpraHU3alLMHK, KOTOPbIE JOJDKHEI B TOM YHCIIE CONEPXKATh:

uenb W 3amayd obecrieyeHMs 3alMTH MHQOPMALMH B aBTOMATH3MPOBAaHHOM
CHCTEME yTpaBJICHHUS,

KJIaCC 3aIMIEHHOCTH aBTOMaTH3HPOBAaHHOH CHCTEMEI YIIPaBJICHHS;

NEpeYeHpr HOPMATHBHBIX MIPaBOBHIX AaKTOB, JIOKAIBHEIX MPaBOBHIX aKTOB,
METOANYECKUX NOKYMEHTOB, HAlMOHAJILHEIX CTAHAAPTOB U CTaHOapTOB OpraHHU3allMii,
KOTOPBIM NOJDXHA COOTBETCTBOBATh aBTOMAaTH3HPOBAaHHAs CHCTEMA yIPaBJICHHU,;

00BEKTHI 3aIMTEI ABTOMATH3UPOBAHHOM CHCTEMBI YIIPABIEHAS HA KaXIOM H3 ee
YPOBHEI;

TPEOOBAaHMA K MepaM H CDEICTBaM 3alUMThl HHGOPMALMH, MPHUMEHSEMEIM B
aBTOMAaTH3UPOBAHHOM CHCTEME yIpaBJICHNS;

TpeGOBaHHUs K 3alIMTe HHGOPMALKMH NP HHPOPMALMOHHOM B3aHMOJIEHCTBUH C
HUHBIMH aBTOMaTH3UPOBaHHBIMHU (MHQOPMALIMOHHBIMH) cCHCTeMaMH %]
MHPOPMALHOHHO-TENIEKOMMY HUKAIHOHHBIMHU CETSAMH;

TpeOOBAHHS K TIOCTAaBNIAEMBIM TEXHHYECKHM CpEACTBaM, NpOrpaMMHOMY
obecreyennIo, CpeICTBaM 3alUMTE HH)OPMALHH,

(YHKIMH 3aKa34HKa H OMEpaTopa Mo OBEeCHEeYeHHIO 3aIHTHI HHpOpMaLMH B
aBTOMATH3HPOBAHHON CHCTEME YIPaBIICHHS;

CTagMu (3Tanbl paboT) CO3JAHHA CHCTEMBI 3aIUHThI aBTOMAaTH3NPOBaHHOM
CHCTEMBI YTIpaBJIEHHSI.

Ilpu ompenenennn TtpeGoBanmii Kk cucTeMe 3aIIUTHI aBTOMAaTHU3MPOBaHHOIM
CHCTEMBl  yNPABIEHUS  YYUTHIBAIOTCA  [IOJIOKEHUS  [OJUTHK  oObecreyeHHUs
MHOOPMAIMOHHOM 6e30MacHOCTH 3aKa3uhka B ciyyae Mx paspaborku mo 'OCT P
HCOMD3K 27001 «MHdOpMauyioHHAS TeXHONOTHS. Metonst u cpeactsa

! Paspa6orannsie ®CTIK Poccuu B cooTBETCTBUM ¢ noxnyskrom 4 nynkra § [Tonoxenus o
®enepansHoii ciyxxbe 1o TEXHHYCCKOMY M JKCHNOPTHOMY KOHTPONIO, YTBEPXAEHHOro YKa3om
Ipesunenta Poccuiickoit denepaunu ot 16 aBrycta 2004 r. Ne 1085 (Cobpanue 3akoHOnaTENBCTRA
Poccuiickoit ®enepaunn, 2004. Ne 34, cr. 3541; 2006, Ne49. ct.5192;2008. Ne43, cr. 4921: Ne 47.
¢T. 5431: 2012, Ne 7. cT. 818; 2013, Ne 26. cT. 3314: No 52. cr. 7137).



obecrieuenns  OesomacHocTH.  CHCTEMBI ~ MEHEKMEHTa  MHGOPMaLMOHHOH
6esomacHocti. TpeGoBaHus», a Takxke NOMMTHK obecneyeHus HHGOOPMALUOHHON
6e30MmMacHOCTH olepaTopa B YacTH, He IPOTHUBOpeYalleH MONHTHKAM 3aKa3uuKa.

Pa3paboTka cUCTEMBI 3aLL{UTHI
aBTOMATH3UPOBAHHOMN CUCTEMBI YIIPABIIEHUS

14. Pa3paboTka cucTeMbl 3aHIUTHl aBTOMAaTU3UPOBAHHONW CHUCTEMBI YIIpaBJIEHHS
OpraHU3yeTCs 3aKa34MKOM H OCYILECTBIISETCS pa3paboTYNKOM U (UIH) ONepaTopoM.

Pa3zpaboTka cuCTEMBI 3aliUThl ABTOMATH3HPOBAHHOW CHUCTEMBI YIIpaBJIEHHS
OCYIIIECTBIIIETCS B COOTBETCTBUM C TEXHHYECKUM 3aJjaHHEM Ha CO3[aHHe
(MoAepHHM3aLMIO) aBTOMAaTU3UPOBAHHOW CHCTEMEI yINpaBieHUs U (WIH) TEXHHYECKUM
33/laHMeM (YacTHBIM TEeXHHYECKMM 3aJjaHHeM) Ha CO3JlaHHMe CHCTEMBI 3aLUTHI
aBTOMaTU3MpPOBaHHOW cuctemMbl ynpaBiaeHus ¢ yuetoM [OCT  34.601
«AndopmanmoHHas TexHonorus. KoMmiiekc cTaHAapTOB Ha aBTOMATH3MPOBAaHHEIE
CHCTEMBL. ABTOMaTH3MpOBaHHble cucteMbl. Cramuu cosmanusa» (mamee — I'OCT
34.601), TOCT P 51583, TOCT P 51624 u cTaaapTOB OpraHu3alvid U B TOM YHCIIE
BKJIIOYaeT:

IIPOEKTHPOBAaHHE  CHUCTEMBI  3alIMTHl  ABTOMATH3UPOBAHHON  CHCTEMEI
ynpaBieHH;

pa3paboTKy OKCIUIyaTallMOHHOM JOKYMEHTAaUMH Ha CHCTEMY 3allMThI
aBTOMAaTH3UPOBAaHHOM CHCTEMBI yIIpaBJIEHHH.

CucTeMa 3allMTHI aBTOMAaTH3WPOBAHHOM CHCTEMBI YIpaBi€HHWs HE JOJDKHA
NpenaTCTBOBATh IITATHOMY pEeXUMY OGYHKIHOHHPOBAaHUA aBTOMAaTH3HPOBAHHOM
CHCTEMBI YIIPABJI€HHA IIPH BBITIOTHEHHH €€ PYHKIMH B COOTBETCTBHH C Ha3HAYEHHEM
aBTOMAaTH3NPOBAaHHOH CHCTEMBI YIIpaBJIeHH.

IIpu pa3paboTke CHCTEMBI 3allIUTH ABTOMATH3UPOBAHHON CHCTEMBI yTIpaBJIeHHs
YYHTBIBaeTCs €€ MHPOPMallMOHHOE B3aHMOIEICTBHE C HHBIMH aBTOMAaTH3HPOBAHHEIMU
(nHbOPMALMOHHEIMY) CHCTEMaMH ¥ HHGOPMALMOHHO-TENIEKOMMYHHKAIHOHHEIMH
CEeTAMM.

14.1. Ilpu NpoeKTHPOBAaHMH CHCTEMBI 3alMTEI ABTOMATH3HPOBAHHON CHCTEMBI
yTpaBJIeHUA:

ONPEAENAIOTC THNBI CyOBEKTOB JOCTyNa (IOJIB30BATeNH, MPOLECCH W HHbIE
CYOBEKTBI [1OCTyna) WM OGBEKTOB [OCTYNA, ABIAIOMMXCH OOBEKTAMH 3ALUUTHI
(aBTOMaTH3UpPOBaHHEIE paboune MecTa, NPOMBIIILIEHHbIE CEpBEpEI,
TeJIEKOMMYHUKAI[HOHHOE obopynoBaHue, IIpOrpaMMHpY€eMbI€e JIOTH4YECKHE
KOHTpPOJLIEPEI, HCIIONIHUTENIBHBIE YCTPOHCTBA, MHBIE OOBEKTHI HOCTYNA);

ONpPENECIAIOTCA METOAbI YIPABIE€HHS JOCTYNOM (AMCKPELHOHHEBINH, MAHAATHBIH,
POTNEBOH WIH HHBIE METO/EBI), THIIB AOCTYNA (YTEHHE, 3aNIMCh, BHINOIHEHNHE WIH HHBIE
THIIBI IOCTYIIA) ¥ TIPaBWJIA pa3rpaHHYeHys JOCTyna cy6beKTOB JocTyna K 06beKTaM
AocTyna (Ha OCHOBE CIIHCKOB, METOK 6e30MacHOCTH, poned W MHBIX NpPaBUI),
MoJyIeXKallHe pealn3alii B aBTOMaTH3HPOBAHHON CHCTEME YIIPABJICHMUS;

BBIOMPAIOTCS MepBI 3alMThl MHPOPMALIMH, TTOJJIeKANIME PEATH3aALUH B PaMKaX
CHCTEMBI 3aLIUTHI aBTOMATU3MPOBAHHON CUCTEMBI YIIPABIEHNS;

OTpe.eNAOTCA MapaMeTpsl MPOrpaMMUPOBAHUS M HAaCTPOWKH IPOrpaMMHOro
obecrieYeHns, BK/IOYas POrpaMMHOE OBecreyeHHe CPeaCTB 3alUThI nHpopMauuu,
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o0ecrieyrBalolIMe pead3alil0 Mep 3alMThl MHGOpPMalUM, a TaKXKe YCTpaHEeHHe
BO3MOXHBIX YA3BHMOCTEH aBTOMATU3MPOBAHHON CHCTEMBI YIIPaBJICHHUS,

onpeleNsroTcs BUIABI M THUIIBI CPEICTB 3alliuThl HHGOpMalMH, obecrieynBalolme
peaIu3alIo TEXHUYECKHX Mep 3aIlUTH HHPOpMaLUH;

onpenenseTcs CTPYKTypa CHCTEMbl 3alllUTBl aBTOMAaTU3MPOBAaHHOM CHCTEMEI
yhnpaBJIeHH, BKJIIOYas cOCTaB (KOJMYECTBO) U MeCTa pa3MeELICHUS €€ JIEMEHTOB;

OCyLIeCTBJIETCS NPH HEO6X0AMMOCTH BHIOOP CpeACTB 3alUTHl NHOOPMALHMH C
Y4€eTOM HX CTOUMOCTH, COBMECTUMOCTH C [pOrpaMMHBIM oOecrieueHHeM U
TEeXHHYECKHMHU CpeICTBaMH, QYHKIMI G€30MacHOCTH 3TUX CPEACTB H O0coOeHHOoCTEMH
X pealid3alli, a TakXe Kjiacca 3alUIIEHHOCTH aBTOMAaTH3UPOBAaHHOH CHCTEMBI
ynpaBJieHus;

OMpElNeNAOTCs Mephl 3allMThl HHQOpManMM TIpH  HHPOPMALMOHHOM
B3aUMOJEHCTBHH C UHBIMH aBTOMATH3HPOBAaHHBIMHU (MHGOPMAlIHOHHBIMH) CHCTEMAMHU
¥ HHPOPMALHOHHO-TENIEKOMMYHHKAHMOHHBIMH CETAMH;

OCYHIECTBJIAETCS IIpOBEpPKa, B TOM YHCJIE€ TMpPH HEOOXOJUMOCTH C
HCIIONb30BAHHEM MAaKeTOB WJIH TECTOBOM 30HBI, KOPPEKTHOCTH (PYHKLHOHHUPOBAHMS
aBTOMaTH3WPOBAHHONW CHCTEMBI YNPaBIEHHA C CHCTEMOM 3alIMTHI U COBMECTHMOCTH
BBIOD@HHBIX CPENCTB 3allMThl WHQOPMALUMH C NPOrpaMMHEIM OOECIeYeHHeM H
TE€XHHYECKHMMH CPEeACTBAMH aBTOMATH3UPOBAaHHON CHCTEMEI YIIPaBIICHH.

Ilpy nNpoeKTHpOBaHMM CHCTEMBI 3aIUMTHl ABTOMATH3HPOBAHHOH CHCTEMEI
yTpaBJIeHUs AODKHBI YYHTBIBATECA OCOOEHHOCTH (PYHKIIHOHHUPOBAHHS MTPOrPaMMHOTIO
O0ecrieueHHs] 1 TeXHHYECKHUX CPEACTB Ha KaXIOM H3 YPOBHeI aBTOMaTHU3HPOBAHHOM
CHCTEMBI YIIPaBIICHHS.

Pe3ynbraTsl NpOEKTHPOBaHHA CHCTEMBI 3aIIMTH aBTOMATH3HPOBAHHOMN CHCTEMEI
YNPaBJIeHHsl OTPAXalOTCS B NPOEKTHOW JOKYMEHTAUHH (ICKU3HOM (TEXHHYECKOM)
npoekte M (MnM) B paboyedl AOKyMEHTAaUMHM) Ha aBTOMATU3HPOBAHHYIO CHCTEMY
YTpaBJieHHst (CHCTEMy 3alNThl aBTOMAaTH3HPOBAaHHOHW CHCTEMBl YIpaBlIEeHHA),
pa3pabareiBaeMeix ¢ yyerom ['OCT 34.201 «MHpopMaHOHHAas TeXHOJOrUs.
Komriexc cTrannapToB Ha aBTOMaTH3MpOBAHHBIE CHCTEMEI. BHIbI, KOMILIEKTHOCTS H
0003Ha4YeHHe [OKYMEHTOB NPH CO3JaHHH ABTOMATH3HPOBAHHBIX CHCTEM (nanee —
I"OCT 34.201) u craHzapToB OpraHu3aLHH.

14.2. PaspaGoTka sKCIUTyaTauMOHHOH JOKYMEHTALMH Ha CUCTEMY 3aLLMTHI
aBTOMaTH3MPDOBAHHOH CHCTEMbl YMNpaBIEHHS OCYILIECTBISETCA II0 pe3ysbTaTaM
IIPOCKTHPOBaHMA B COOTBETCTBUH C TEXHUYECKHM 3aJaHHEM Ha CO3JaHHe
(MOoEepHH3aLMIO) aBTOMATH3MPOBAHHON CHCTEMEI ynpaBiieHUs U (WIH) TEXHHYECKUM
3aJlaHMeM (YacTHBIM TEXHHYECKHM 3aJaHMeM) Ha CO3aHHE CHCTEMbl 3aIllMThI
aBTOMATU3UPOBAHHOMN CHCTEMBI YIIPaBIECHHUS.

OKCIUTyaTallMOHHas JOKYMEHTALUS HA CHCTEMY 3alLllATHI aBTOMaTU3HPOBAHHOM
CHCTEMBI ympaBieHus paspabareiBaercs ¢ yuetom I'OCT 34.601, I'OCT 34.201,
[OCT P 51624 u crannaptoB OpraHM3aLMp M JOMKHA B TOM HHCIIE coaepKaThb
OnHcCaHue:

CTPYKTYPBI CHCTEMBI 3alLITHI aBTOMATH3HPOBAHHOM CHCTEMBI YIIPABICHHS;

COCTaBa, MECT YCTAHOBKH, [TApaMETPOB M MOpAIKa HACTPOHKH CPEICTB 3aLIHTHI
HH(OPMaIHH, IPOrpaMMHOTO 0GECIIeYeH s M TEXHHYECKHX CPEICTB;

MpaBHJl JKCIIyaTallHd CHUCTEMBI 3alHUThI aBTOMaTH3HpOBaHHOf;I CHCTEMBI
YIIpaBJICHHS.
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BHenpe}me CHUCTEMBI 3alLHUTHI
aBTOMaTHBHPOBaHHOﬁ CHUCTEMEI YIIPaBJICHHA H BBOX €€ B JIeNCTBUE

15. BHeapenue cucTeMbl 3allMThl aBTOMATH3UPOBAHHON CUCTEMBI yNpaBleHHs
OpraHM3yeTCs 3aKa34UMKOM H OCYIIECTBISAETCS pa3pabOTYUKOM U (MITH) ONIepaTOpOM.

Buenpenue cucTeMBI 3alIWTHl ABTOMAaTH3HPOBAaHHOM CHCTEMBI YIPAaBJIECHUS
OCYLIECTBJISIETCA B COOTBETCTBUHU C NMPOEKTHOH U 3KCIUTyaTaLlHOHHOW TOKyMeHTaluei
Ha CHCTEMY 3aIlIUTEl MHOOPMAIMH aBTOMAaTH3HPOBAaHHOW CHCTEMEI YIPAaBJIE€HHMS H B
TOM 4YHCJIE BKJIIOYAET:

HacTpOHKy (3aJaHWMe 1apaMeTpoB IPOrPaMMHPOBAHMA) IPOrPaMMHOIO
o0ecrieyeHNs aBTOMAaTH3UPOBAHHOMN CHCTEMBI YIIPABIICHHS;

pa3paboTKy NOKYMEHTOB, ONpEAENSIOIIMX IPaBiia ¥ Mpouexypsl (OTHTHKH),
peanusyeMple  OmepaTopoM  And  obecrieveHMs — 3allUThl  MHPOpPMAUMH B
aBTOMaTH3HPOBAaHHOH CHCTEME YNpaBlIeHHS B XOAe ee SKCIUIyaTauuu (fJamee —
OpraHU3alMOHHO-PACTIOPAAUTENBHEIE JOKYMEHTSHI 10 3auiuTe HHPOPMAIHK);

BHEJpeHHe OPraHU3alliOHHBIX Mep 3alUTH HHPOPMAIHH;

YCTaHOBKY ¥ HaCTPOHKY CpeJCTB 3allMTEl HHPOPMAIIMK B aBTOMATH3UPOBAHHOM
CHCTEME yTIpaBJIeHHS;

NpeABapuTE/IbHbIE HCNBITAHHS CHCTEMBI  3alUUTHI  aBTOMATH3HPOBAHHOMA
CHCTEMBI yTIpaBJIEHHS;

OMBITHYIO JKCIUTyaTalMi0 CHCTEMBI 3allUTHI aBTOMATH3MPOBAHHOM CHCTEMBI
yTIpaBJICHHS,

aHAIN3 yA3BUMOCTEH aBTOMATH3WPOBAaHHOHN CHCTEMBI YNpPaBIIEHHs ¥ NPHHATHE
Mep 110 UX YCTPaHEHHIO;

[IPUEMOYHBIE HCIBITAHUA CHUCTEMBbI 3allMThl aBTOMATH3MPOBAHHOH CHCTEMEI
yhpaBleHus.

15.1. Hactpoiixa (3ananue napameTpoB NporpaMMHpOBaHWs) IpOrpaMMHOro
obecrie4eHns aBTOMATH3HPOBAHHOM CHCTEMBI yIIpaBIeHHs AOMKHA OCYHIECTBJIATECS B
COOTBETCTBHM  C MNpPOEKTHOM W  IJKCINIyaTallMOHHOM  OOKYMEHTalueid  Ha
aBTOMaTH3NPOBAHHYIO CHCTEMY YIpaBleHHA H obecmeuuBaTh KOHOHIYpPalHMIO
MPOTPaMMHOr0 0becnedeHNs H aBTOMAaTH3HPOBAHHON CHCTEMBI B 1I€IOM, [PH KOTOPO#
MUHUMH3HPYIOTCS PUCKH BO3HHKHOBEHHS YA3BHMOCTEH M BO3MOXHOCTH peaiHM3alliH
yrpo3 6e30nacHOCTH HHQOPMaLIHH.

15.2. Paspa6aTtsiBaeMble OpraHM3aLHOHHO-PaCTIOPSAUTENBHBIE JNOKYMEHTBI IO
3a1HTe MHPOPMALIMH IOIDKHBI OTPEENATh PaBHIIa H IPOLE Ay (nonuTHkM):

pealnsalluil OTAENbHBIX Mep 3allMThl MHOOPMALHMH B aBTOMATH3HPOBAHHOI
CHCTEME ynpaBleHHs B pAMKaX €€ CHCTEMBI 3aLUTHI;

TVIAHNPOBAHHA MEPONpPHUATHH 1O obecrieyeHHIO 3auMTBl HHQOpPMAUUH B
aBTOMaTU3HPOBAHHOM CUCTEME YTIPABJIEHHS,

obecrieueHus OeWCTBUI B HEIUTATHBIX (HempeABUAECHHBIX) CHTYaLUsX B XOHE
SKCILUTyaTalii aBTOMAaTH3UPOBaHHOM CHCTEMBI YIIpaBleHHS;

WHQOPMHPOBaHUS M OOyYeHHs MepcoHaia aBTOMAaTU3UPOBAHHOI CHCTEMBI
yNpaBJieHHs;

dHann3a yrpo3 0e3onacHOCTH HH(OPMaL¥H B aBTOMATH3HPOBAHHOH CHCTEME
YNIPaBJIEHHUA H PHCKOB OT UX peau3alui;
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ynpaBneHds  (aIMUHHCTPUPOBAaHHMA) CHCTEMOM  3amuTel  WHGMOpMaLuU
aBTOMAaTH3UPOBAHHON CUCTEMBI YIpaBIEHUS,

BBISIBJICHHS MHLMAEHTOB (OXHOro COOBITHS WM TIpymNIbl COOBITHI), KOTOpHIE
MOTYT IPHUBECTH K COOSIM UM HapyIIeHHIO GYHKIHOHHPOBAHUS aBTOMATH3UPOBaHHOMN
CHCTEMBI ynpapieHus U (WIH) K BOSHUKHOBEHHIO Yrpo3 0e30MnacHOCTH MHGpOpManuu
(nanee — MHLIMAEHTEHI), U pearipoBaHHUs Ha HUX;

yTpaBiieHHs KOH(Urypauye aBTOMaTU3HPOBAHHON CHCTEMEI YIPABIIEHUS U €€
CHCTEMEI 3alIHThI;

KOHTpons (MOHMTOpMHra) 3a ofecliedeHHeM YpPOBHS  3alIUIIEHHOCTH
aBTOMAaTH3UPOBAaHHOH CHCTEMEBI YIIpaBJIEHHS;

3allMTEl MHQOPMalMH NpU BBHIBOAE W3 OKCIUIyaTallMd aBTOMATU3MPOBaHHOM
CHCTEMBI YIIpaBIEeHHSA.

OpraHn3alOHHO-PACTIOPSAUTENbHEIE JOKYMEHTH [0 3amuTe HHpopMauuu
MOTYT pa3pabaThIBaThCA B BHJE OTHAENBHBIX NOKYMEHTOB ONEpaTopa WM B paMKax
obwed nonuTHKM oOecrieyeHHss HHPOPMALMOHHOM Ge30MacHOCTH B Cilydae ee
paspabotku no 'OCT P ICO/M3K 27001 «HubopManroHHas TexHonorus. Mertosl
H cpenctsa obecrieuenns 6eszonacHocTH. CHCTEMBI MEHEIKMEHTa WHGOPMALIHOHHOM
6e3onmacHocTH. TpeGoBanusm».

153.Tlpu BHeOpeHMH OpraHM3alMOHHEIX MeEp 3allUTH  HWHQOPMAIHH
OCYLIECTBIAIOTCSA:

BBEACHHE  OrpaHHYEeHMH Ha  JelcTBUA  mepcoHana  (Imosip3oBaTesieit
(omepaTopckoro mepcoHana), aIMHHHCTPATOPOB, O0eCNEeYHBAOIEro NepcoHana), a
TaKXE Ha yCIIOBHA 3KCILUTyaTali, U3MEHEHHE COCTaBa U KOH(PUIypallii TEXHUYECKHX
CPENCTB U MPOrpaMMHOI0 obecredeHus;

peannsauusd npaBull pasTpaHWYEHHs [OCTYNa, perjaMeHTHPYIOIIUX TpaBa
HOCTyna CyOBEeKTOB HOCTymNa K 00beKTaM JOCTYNa;

NpoBEpKa MOJHOTHI M  [ETAJBHOCTH ONHCaHUA B  OPraHM3allMOHHO-
PacnopsAAUTENIbHBIX JOKyMEHTax MO 3alMTe HH(OpMaLWHM [AeiCTBHIf mepcoHana
aBTOMAaTH3NPOBaHHON CHCTEMBI YIIPaBIIEHU, HAMPaBJIEHHBIX Ha OOecreuyeH e 3aIlUThI
HHpOpMaLIHH;

OTpaboTKa NPaKTHYECKUX MAEHCTBHN NOIKHOCTHBIX JHMI M TOJpa3ieNeHHit,
obecreuMBaIOMMX JKCILTYaTallMIo aBTOMATU3MPOBAHHOM CHUCTEMBI yIpaBIEHHS M
3alUTY HHPOPMALIHH.

15.4. YcraHoBKa u HacTpo#ika CpeACTB 3aliuThl HHPOPMALMH OCYIIECTBIAETCS
B ClIy4asX, €C/IM TaKhe CPEACTBA HEOOXOMMMBI Ul GNOKHpOBaHHUs (HEWTpaIH3alliM)
YTpo3 0e30nmacHOCTH MHGOPMALUH, KOTOphle HEBO3MOXHO HCKIIOYHTE HacTpOHKOi
(3amaHneM mapamMeTpoB) NPOrpaMMHOTO 0becreYeHus aBTOMAaTHU3UPOBAHHOH CHCTEMBI
yNpaBlenus H (M) peaiusauneit OpraHu3aLMOHHBIX Mep 3aIMThl MHPOPMALHH.

YCTaHOBKa U HACTPOHKA CPEACTB 3alUTE HHYOPMALIHH B aBTOMaTH3UPOBAHHOM
CHCTEME YINpaBJIE€HHs NO/DKHA NPOBOAMTECA B COOTBETCTBUM C 3KCILIYaTallMOHHOM
MOKYMEHTalleH Ha CHCTeMy 3alUMTHI ABTOMATH3MPOBAHHOH CHCTEMBI YNpPaBIeHHS W
AOKyMEHTaLlMeH Ha CpeNcTBa 3alUMThI HHOOPMALHH.

IIpu 3ToM ycTaHoBKa M HacTpoiika CpeCTB 3aLMTEHI HHQOpPMaUUH IODKHA
obecrneynBaTh KOPPEKTHOCTH (YHKIHOHHPOBAHHS aBTOMAaTHU3UPOBAHHON CHCTEMEI
YUPaBA€HH W COBMECTHMOCTb BBIODAaHHBIX CPEICTB 3alIMTHl MH(OpPMALMH C
MPOTrPaMMHEBIM O0O€CIEYEHHEM H TEXHHYECKMMM CpeICTBaMH aBTOMAaTH3HPOBAHHOM
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CUCTEMBI YIIpaBlIeHWS. YCTaHOBIEHHblE U HACTPOEHHBIE CpPEIACTBA  3aLLUTEI
MHOOPMALIUK He JOJDKHBI OKa3blBaTh OTPHLATEIBHOTO BIMSHHUS Ha LUTATHBIH PEXUM
(bYHKIIMOHUPOBaHUS aBTOMAaTH3UPOBAHHOM CHCTEMBI yNIPaBICHHA.

15.5. IlpeaBapurenbHble UCHBITAHHSA CHCTEMBI 3allUTHI aBTOMATH3HMPOBAHHOM
cucTeMbl ympasieHus nposoxastca ¢ yderom I'OCT 34.603 «MudbopMaunoHHas
TEXHONIOTUsA. BuABI MCIBITaHMH aBTOMAaTH3UpPOBaHHBIX cucTteM» (manee — I'OCT
34.603) ¥ craHmApTOB OpraHW3alMH M BKJIIOYAIOT NpoBepKy paboTocnocoGHOCTH
CHCTEMBI 3aIllMThl aBTOMATHU3HPOBaHHON CHCTEMBI YIpaBJIEHUSA, 4 TAKXKE MPUHSATHE
pelleHHss O  BO3MOXXHOCTH  ONBITHOM  OKCIUyaTallid  CHCTEMBI  3alllMThI
aBTOMAaTU3HPOBaHHOMN CHCTEMBI yIIpaBJieHHS.

[Io pesympraTaM npeaBapUTENBHBIX  HCIBITAHHH  CHCTEMBI  3aIUTHI
aBTOMAaTH3NPOBAaHHOH CHCTEMBI YIIpaBlIeHHs MOTYyT pa3pabaThiBaThCs NPEIJIOKEHHS
M0 KOPPEKTHPOBKE IIPOEKTHBIX pEIIeHWH [0 AaBTOMAaTH3UPOBAHHOW CHCTeMe
yNpaBJlIeHNs M (UJIH) €€ CUCTEME 3alllUThI.

15.6. OnpiTHAs 3KCIUTyaTaUUs CHCTEMBI 3aIIMTH aBTOMATH3HPOBAHHOM CHCTEMBI
ynpapieHus npoBoautrca ¢ y4etoM I'OCT 34.603 u craHmapToB OpraHM3aiid M
BKJIIOYaeT NPOBEPKY (YHKIHOHHPOBAHHS CHCTEMBl 3alUTHl ABTOMATH3HPOBAHHOIL
CHCTEMEI YNpaBlIEHUsA, B TOM YHCJIE PEATH30BAHHBIX Mep 3alUThl MHQoOpMauuy, a
TaKXe TOTOBHOCTh [I€PCOHAla aBTOMAaTH3MPOBAHHOH CHCTEMBI YIIPaBICHMUS K
3KCIUTyaTallMd CUCTEMBI 3aIIMTH aBTOMATH3HPOBAHHOMN CHCTEMBI YIIPaBJICHUS.

Ilo pe3ynbTaTam OIBITHOM 9KCIUTyaTal|H CHCTEMBI 3aIIUTHI
aBTOMaTH3WPOBAaHHON CHCTEMBI YIpPaBlIEHHs MOIYT pa3pabareiBaThCs MpPEIJIONKEHUS
N0 KOPPEKTHPOBKE IPOEKTHEIX pEIIEHHH 10 aBTOMATH3HPOBAHHOH CHCTEMeE
ynpaBJleHHUs U (WIH) ee CHCTEME 3aLLUTEL.

15.7. AHanu3  ys3BUMOCTel aBTOMATM3MPOBAHHOH CHCTEMBI  yIpaBIeHMs
NPOBOJMTCSA B LENAX OLIEHKH BO3MOXXHOCTH HpPEOJOJNIEHHS HApPYLIMTENIEM CHCTEMBI
3alMTEl aBTOMATH3HPOBAHHOW CHUCTEMBI YNPpaBIe€HUS M HapylleHHs 6Ge3zomacHOro
(hyHKUHOHMPOBaHHS ABTOMATH3MPOBAHHON CHCTEMBI yTIPABICHHA 32 CYET peaH3aLuu
yrpo3 6e3onacHoOCTH HH(OpMaLHH.

AHaIH3 ys3BUMOCTEH ABTOMATHU3MPOBAaHHOH CHCTEMBl YNpaBJeHHS BKIIOYAET
aHAIN3 YA3BUMOCTEH CpEACTB 3aIUMTH HHPOPMALHM, TEXHHYECKMX CPEACTB U
MPOrpaMMHOr0 00eCreYeH s aBTOMaTH3HPOBAHHON CHCTEMBI YIPABIIEHHS.

[lpu anannse ysa3BUMOCTeli aBTOMAaTM3MPOBAaHHOM CHCTEMBI YIpaBlIEHHS
NpOBEPAETCA OTCYTCTBHE YSA3BUMOCTEH CPEJCTB 3aLUUTH HHPOPMALMH, TEXHMYECKHX
CPCACTB ¥ MpOTPaMMHOTO OOeCmeveHHs, B TOM YHCIIe C y4eToM HH(OpMAIMH,
HMEIOWIEHCS Y pa3palOTYMKOB M IIOJNYYEHHOH U3 JPYrux 001Ie10CTYTTHBIX
HCTOYHMKOB, NPaBUILHOCTE YCTAHOBKM M HACTPOMKH CPEICTB 3aIUuThl HHGOPMALHH,
TEXHUIECKHX CPEICTB H NMPOrpaMMHOr0 obecrie4eHus, a Tak)ke KOppeKTHOCTh paboThI
CPEACTB 3allUThl HHGOPMALNH, TEXHHYECKHX CPEACTB M MPOrpaMMHOr0 obecriedeH s
aBTOMaTH3HPOBAHHOM CUCTEMBI YTIPaBIIEHHUS TIPU UX B3aUMOEHCTBHH.

Ilo pemennio 3akasuuka A0 NOATBEPXKAEHWS BBIABIEHHBIX yA3BUMOCTEH
MOXKET NPOBOIMTHCA TECTHPOBaHME aBTOMATHU3MPOBAHHOH CHCTEMBI YNpaBiieHHs Ha
NPOHNKHOBEHHE. YKa3aHHOE TECTHPOBaHHE MPOBOAMTCA, KaK NMPABHIO, HA MaKeTe
(B TECTOBOI 30HE) ABTOMATH3HPOBAHHON CHCTEMBI yIIPABIEHHS.

B cnyyae BeisBieHMs ysa3BHMOCTel B aBTOMAaTH3UPOBAHHOH CHCTEME
YpaBJICHUA, NPUBOASAIUMX K BO3HUKHOBEHHIO NOMNONHUTENBHEIX yIpo3 6e30MacHOCTH
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MHOopMaLUy, [TPOBOOUTCS YTOYHEHHE MOLEIH Yrpo3 0e3omacHOCTH MHGOpMAaLUH U
NpH HEOOXOIUMOCTH NMPHHHUMAIOTCS HOMOJHUTEIbHbIE MepHl 3alUThl HHbOpMaluHy,
HanpaBlieHHBlEe Ha YCTpaHEHHE BbIABIECHHBIX YSI3BUMOCTEH WM HCKIIOYAIOIUE
BO3MOXXHOCTb 3KCILJTyaTalliy HapylLUUTeseM BbISBIEHHBIX YSI3BUMOCTEH.

AHaJIH3 ya3BUMOCTEH aBTOMaTH3HPOBAaHHOM CHCTEMBI YIIpaBleHHs MPOBOIUTC
OO0 BBOJAa aBTOMATH3UPOBaHHOH CHCTEMBl YNpaBI€HHS B  IPOMBIIUICHHYIO
3KCIUTyaTalMIo Ha 3Tanax, onpenensieMbIX 3aKa34yuKoM.

15.8. IIpemMo4HbIle HUCHBITAaHUS CHCTEMBbI 3alIUTBl aBTOMATU3HPOBAHHOM
CHCTEMBI YNpaBIE€HUs NPOBOAATCS, KaK IpaBUIIO, B paMKaxX NMPHEMOYHBIX UCIIBITAHMHA
ABTOMaTH3MPOBaHHON cHcTeMbl ympaeineHus B IenoM c¢ ydyeroM 'OCT 34.603 u
CTaHIApPTOB OpraHU3alMH.

B xome mnNpHEMOYHBIX WHCNBITAaHUH [OMKEH OBITh MpPOBEOEH KOMILIEKC
OpraHH3alHOHHBIX M TEXHMYECKHX MEpONpHATHHA (UCHBbITaHUH), B pe3yJIbTaTe
KOTOPBIX MOJATBEPKIAETCS COOTBETCTBHE CHUCTEMBI 3alIUTHl AaBTOMATHU3HPOBAHHOM
CHCTEMBI YNPAaBJEHHS TEXHMYECKOMY 3aJaHUIO Ha co3faHHe (MOIEPHH3ALMIO)
aBTOMATH3HPOBAaHHOM CHCTEMBI YNpaBIeHHsA M (UNM) TEXHHYECKOMY 3aJaHHIO
(yacTHOMY  TEXHHYECKOMY  3aJaHMIO) Ha  CO3[aHME CHCTEMBl  3aIlIMTHI
aBTOMaTU3UPOBAaHHOH CHCTEMEI YIIPaBIIEHH, a TaKXKe HacToamuM TpebGoBaHuAM.

B xauecTBe MCXOOHBIX JaHHBIX NMPH NMPUEMOYHBIX MCITIBLITAHUSX HUCMOJL3YIOTCS
MoOJienb yrpos 6e3onacHoCTH uHopmauuwy, aKT KJ1acCHHKaLIH
aBTOMATU3UPOBAaHHOH CHCTEMBl yTpaBiE€HHSA, TEXHHYECKOE 3aJlaHHe Ha CO3[aHue
(MOEpPHH3aLMIO) AaBTOMATH3UPOBAHHOM CHCTEMBI YNIpaBieHHs U (MIHM) TEXHHYECKOe
3aaHMe (4aCTHOE TEXHHYECKOe 3aJaHHe) Ha CO3JaHHE CHCTEMBl 3allUThI
aBTOMaTHU3UPOBAaHHOM CHCTEMBI YIpaBIE€HUSA, INPOEKTHas M OSKCIUTyaTalHOHHAas
AOKYMEHTallUss Ha CHCTEMY 3alllMTHl aBTOMAaTH3HPOBAHHON CHCTEMBI YIpaBieHHH,
OPraHM3alMOHHO-PACNOPSAUTENbHEIE  JOKYMEHTH MO  3aumre HH)OpMaluH,
pe3ynpTaThl aHalM3a YA3BUMOCTEH aBTOMATH3MPOBAaHHOH CHCTEMEBI YINpaBICHHA,
MaTepUaiel IpeABapUTENLHBIX W IPHEMOYHBIX HCHBITAHHA CHCTEMBI 3al(HUTHI
ABTOMaTH3UPOBAaHHOH CHUCTEMBl YMNpaBlIE€HHA, a TaKkKe HHBle JOKYMEHTEHI,
pa3spabaTbiBaeMbie B COOTBETCTBHMH C HacTOAIWMMH TpeGoBaHHAMM H TPEGOBAHHIMH
CTaHIapTOB OpraHU3all|H.

IIpreMouHEIe HCTIBITaHHSA CHCTEMBbl 3alMThl aBTOMATH3HPOBAHHOH CHCTEMEI
YUpaBi€HHsl ITPOBOAATCS B COOTBETCTBHMH C IPOTrpaMMOii H METOAUKOM MPHEMOYHBIX
UCHBITaHUA.  Pe3ynbTaTel  NPHEMOYHBIX ~ HCHOBITAHMHA ~ CHCTEMBl  3aIUTHI
aBTOMAaTH3HPOBAaHHOW CHCTEMBI YINpaBIe€HHS C BBIBOJOM O €€ COOTBETCTBHH
YCTaHOBJICHHBIM TPeOOBaHMAM BKJIIOYAIOTCH B aKT NPUEMKH aBTOMATH3HPOBAHHOI
CHCTEMBI YNPABIEHHUS B OKCILUTYyaTaLHIO.

Ilo pemennio 3akasunka NONTBEPIKIEHHE COOTBETCTBHA CHCTEMBI 3allUTHI
aBTOMATH3HPOBAHHOH CHCTEMbl YNpAaBIE€HHS TEXHHYECKOMY 3aJaHHMIO Ha CO3[aHHe
(MoepHH3aLKMI0) aBTOMATH3HPOBAHHON CHCTEMEI YTIPaBIeHHA H (WJIH) TEXHUYECKOMY
3a/aHAI0 (YaCTHOMY TEXHHYECKOMY 3aJaHHI0) Ha CO3JaHMEe CHCTEMBI 3alUTEHI
aBTOMaTU3HPOBAHHOH CHCTEMBl YMNpaBleHHs, a Takke HactosmuMm TpeGoBaHHAM
MOXET TIpOBOAWTHCS B (OpPME aTTecTallMid aBTOMATH3UPOBAHHOH CHCTEMBI
YNpPaBJICHHS HAa COOTBETCTBUE TpeGOBaHUAM O 3aiuurte MH(popMauuu. B 3ToM ciydae



14

Ul TIpOBEJEHMS aTTECTallMd IPUMEHSIOTCS HAUWOHANBHBIE CTAaHAAPTHI, a TaKXKe
MeTonmueckue nokymentsr ®CTIK Pocenn .

BBop B nelicTBHe aBTOMaTH3MPOBAHHON CUCTEMBI YIIPABIEHHS OCYIIECTBIAETCS
¢ ydyetom I'OCT 34.601, craHmapToB OpraHM3al¥d M IIpH IOJIOXKHTEIHHOM
3aK/IOYeHNH (BBIBOZE) B aKTe INPHEMKH O COOTBETCTBHM €€ CHCTEMBI 3allUTHl
YCTaHOBJICHHEIM TpeOOBaHUAM K 3alluTe UHPOpManuy (UiIM NpY HAJIUYHM aTTecTara
COOTBETCTBHSA).

Obecnieuenne 3anMThl HHGOPMAIIMU B XOZ€ SKCIUTyaTallMU
aBTOMaTU3MPOBaHHON CHCTEMBI YIIPaBJICHHUS

16. Obecieyenue  3amuTel HWHGOPMANMH B XOHe  IKCILIyaTallMH
aBTOMATU3MPOBAHHOM CHCTEMB! YIPpPaBlIE€HUs OCYIIECTBIIAETCS OIIEPaTopoM B
COOTBETCTBHH C OKCIUIyaTallHOHHOM MJOKyMEHTalMeHd Ha CHCTeMY 3alllUuThl W
OpraHU3alMOHHO-PACTIOPAAMTENBPHBIMH JIOKyMEHTaMH IO 3alliuTe HHGOPMalHH WU
BKJIIOYAET CAEAYIOMUE NPOLIeNyPHI:

IIAaHUPOBAaHHE MEPONPUATHH 10 OOECNedYeHHI0 3alMTH MHGOpMalLHMH B
aBTOMATH3HUPOBAHHOI CUCTEME YIIPaBJICHHUS;

obecrieyeHHe AeHCTBUI B HEWITATHBIX (HENPENBUAEHHBIX) CHTYalMAX B XOJe
9KCIUTyaTallH¥ aBTOMATU3MPOBAaHHON CUCTEMBI YIIpaBJIEHHUS;

WHQOPMHPOBaHHE U OOy4eHHe MepcoHalla aBTOMATH3UPOBAHHOM CHCTEMEI
yIpPaBIIE€HHU;

NepHOOuYeCKui  aHanmu3  yrpo3  Oe3omacHocTH — HMHGOpMaLuH B
aBTOMaTH3MPOBAaHHOM CHCTEME YIIPaBIIEHHs U PUCKOB OT MX peain3alliH;

ynpaBjieHve (aIMHHHCTPHPOBAHHE) CHCTEMOH 3aIUMThl aBTOMATH3MPOBAHHOMN
CHCTEMBI yTIpaBJIEeHNS;

BBISIBIIEHHE HMHIMIEHTOB B XOJ€ 3KCIUTyaTalldd aBTOMATH3HPOBAHHOH CHCTEMEI
YTIPaBJICHHS ¥ peardpoBaHUE Ha HHUX;

yTpaBjieHHe KOHQHIypalyeil aBTOMaTH3UPOBaHHOM CHCTEMBI YIIPABIEHHI H €€
CHCTEMBI 3alllUTHI;

KOHTPOJb  (MOHHTOPHMHI) 3a oOf0ecrieYeHHEM YPOBHS  3alIMIIEHHOCTH
aBTOMAaTH3HPOBAaHHOH CHCTEMBI yIIpaBlICHHS.

16.1.B xone miaHUpOBaHMS MEPONPUATHH IO OOECNEYEHHIO 3aLIMTHI
uH(bOpMAaIMK B aBBTOMaTH3HPOBAHHON CHCTEME YIIPABIEHHUS OCYIIECTBIIOTCA:

ONpeAeJICHNE JIUL, OTBETCTBEHHBIX 3a INIAaHUPOBaHHE U KOHTPOJIb MEPOTIPUSTHI
no o0ecne4eHHI0 3amUTBl  WUH(OpPMAUMKM B aABTOMATH3MPOBAHHOH CHUCTEME
ynpaBJIeHHUS;

pa3paboTka, yTBep)KAEHHE M aKTyalu3alWs IUlaHA MEPONpPHATHH [0
00eCIIeYeHHIO 3aIMTH HHYOPMALUK B aBTOMATH3UPOBAHHOM CHCTEME YNPaBIICHHUS;

KOHTPOJIb BBHITIOJTHEHUA MEPOTIPHATHH 110 00ecrniedeHHIO 3auThl HHQOpMAaIHH B

aBTOMaTH3Hp0BaHHOﬁ CUCTEME YINpPAaBICHUsA, INPEAYCMOTPEHHBIX YTBEPXKIACHHBIM
NJIaHOM.

PaspaGorannsie ®CTIK Poccuu B cooTBeTcTBMH ¢ mMOAnyHKTOM 4 nynxta 8 IlonoxeHHs o
PenepanbHOR CIyx6Ge MO TEXHHYECKOMY H JKCHOPTHOMY KOHTPOJIO, YTBEPKAEHHOro YKas’oM
Hpesunenta Poccuiickoit ®eaepaunu ot 16 aBrycra 2004 r. Ne 1085.
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16.2. B xonme oOecnevyeHHs HOeHACTBHI B HEINTAaTHBIX (HENpeIBUAEHHBIX)
CHTyallMsIX TpHd OKCIUTyaTalldd aBTOMATH3HPOBAHHOH CHUCTEMBI yHpaBJieHHS
OCYILLECTBIIAIOTCSA:

[IaHUPOBaHUE MEpONpPHUATHA Mo ofecrneyeHHIO0 3alMThl HHQOpMalMHU B
aBTOMAaTH3UPOBAHHOWH cHUCTEME YNpaBjieHHs Ha ciy4ail BOSHHMKHOBEHHS HEIUTATHBIX
(HerpeABHIEHHEBIX) CHTYALHH;

obydyenne u ortpaboTka IeHCTBHI MepcoHalia MO OOECIEeYEeHHI0 3alUThI
UHQOpPMaIHK B aBTOMaTH3HPOBAHHOM CHCTEME YIIPABIEHUS B CllyYae BO3HHKHOBEHMS
HELUTaTHBIX (HeNpeIBUAECHHBIX) CUTYaLM;

CO3MIaHME aNbTEPHATHBHBIX MECT XpaHeHHWA U oOpaboTku HHGOpPMALMH Ha
Cly4aif BO3HHKHOBEHHS HEIUTATHBIX (HENpeBUIEHHbBIX) CUTYaLHii;

pe3epBUpOBaHKe MPOrpaMMHOro obecrieueHus, TEXHMYECKUX CPENCTB, KaHanoB
nmepefayd JaHHBIX aBTOMAaTU3MPOBAaHHOM CHUCTEMBI YINpPaBIE€HHMs Ha Cly4da
BO3HHKHOBEHHS HEIITATHHIX (HENPEABUAEHHBIX) CHTyaluH;

obecrnieyeHne BO3MOXXHOCTH BOCCTaHOBJIEHHS aBTOMaTU3HPOBAHHOH CHCTEMBI
ynpaBieHHs U (UJIM) ee KOMIIOHEHTOB B Clydyae BO3HHKHOBEHHMS HEIUTaTHBIX
(HenpenBUIEHHBIX ) CHTYALIHM.

16.3. B xone mHpopmupoBaHus U 0OydeHHUs MepcoHajla aBTOMAaTH3HPOBaHHOM
CHCTEMEI YIIPABJIE€HHUs OCYLLECTBISIOTCS:

repuoanyecKkoe WHGOpMHpOBaHHE IlepcoHana 00 yrpo3ax 6e30MacHOCTH
uHGOpMalMH, O TNpaBWIaX SKCIUTyaTalHdH CHUCTEMBI 3alllUThl aBTOMAaTH3HPOBAHHOH
CHCTEMBI YIIPaBJIEHHS U OTACIBHBIX CPEACTB 3alMTH HHGOpMaLIUH; :

nepuoanyeckoe oOydeHHE MepcoHana MNpaBHIaM JKCIUTyaTallud CHCTEMBI
3al0MTEl aBTOMAaTH3UPOBAaHHOW CHCTEMBI YNPaBJIEHHS U OTHENBHBIX CPEICTB 3allHUTHI
vWHpOpMAaLMH, BKJIOYas TpPOBENEHHEe MPAKTHYECKUX 3aHATHH C TEpCOHAJIOM Ha
MAaKeTaxX Wi B TECTOBOH 30He.

16.4.B  xome  anamm3a  yrpo3  6e30macHOCTH  HH(QOpMaLHH B
aBTOMATH3MPOBAHHOM CHCTEME YNPaBIE€HHUS H BO3MOXXHBIX PHUCKOB OT UX peaJIH3alliy
OCYIIECTBISAIOTCS:

NEpUONNYECKUH  aHalu3  yA3BHMOCTEH  aBTOMATH3UPOBAHHOH  CHCTEMBI
ynpaBJIeHHs, BO3HUKAIOLIUX B XOJI€ €€ KCIUTyaTaluH;

NEpUOIMYECKUH aHaIUW3 H3MEHEHHMs Yrpo3 O0e30macHOCTH HWHGpOpPMaLUHUH B
aBTOMAaTH3HPOBAHHOW CHCTEME YIIPaBIECHHs, BOSHUKAIOHIMX B XO€e €€ 3KCIUTyaTaLluH;

[IepHOIMYecKas OLIEHKA IOCIEACTBHA OT pealu3alMd yrpo3 0e30nmacHOCTH
MH(GOPMALMH B aBTOMATH3HPOBAHHOI CHCTEMe yNpaBieHus (aHAIU3 PHCKA).

16.5.B xome ympaBneHus (aAMHHHCTPHPOBaHMS) CHCTEMOH  3ALLUTHI
aBTOMAaTH3MPOBAHHOH CHCTEMBI yNpaBle€HHs OCYIECTBISAIOTCA:

OnpefieleHHe /ML, OTBETCTBEHHBIX 3a YNpaBileHHe (aAMHHHCTPHPOBAHHE)
CHCTEMOM 3allIMThI aBTOMAaTH3MPOBaHHO# CHCTEMBI YIIPaBJICHHS,

ynpaBjleHHe YYETHbIMH 3alHCIMH MOJb30BaTeNled M MOJNEp)KaHHe NpaBHII
pasrpaHMYeHus AOCTyNna B aBTOMAaTH3HPOBAHHON CHCTEME YyIpaBlieHHsS B aKTYaJlbHOM
COCTOSIHHH,;

ynpaBlieHHe CpeACTBAMM 3alUMThl HMHGOpPMAalMH B aBTOMAaTU3WPOBaHHOM
CHCTEME YMpaBlIleHUs, B TOM UYHMCIE [IapaMeTpaMH HAaCTPOHMKH ITPOrpaMMHOIO
obecrnieyeHns, BKIIOYas BOCCTAHOBNEHHE pPabOTOCHOCOGHOCTH CpPEACTB 3alUMTBI
HH(pOPMAaLMH, FEHEPALIMIO, CMEHY ¥ BOCCTAHOBJIEHHE Mapoeil;
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ynpaBieHHe  OOHOBIEHUSAMH  OpOrpaMMHOIo  obecredeHus,  BKIIOYas
nporpaMMHOe obecrieueHHe CPeACTB 3alUThl HHGOPMALKH, C YyYETOM OCOOEHHOCTeH
(YHKUHOHHPOBaHHA aBTOMaTU3HPOBAHHON CHCTEMEBI YIIPaBJIEHHUS;

LEHTPAJIU30BAHHOE YNpaBI€HWE CHUCTEMOH 3alllUTHl aBTOMATU3MPOBAHHOM
CHCTEMBI yIIpaBlieHus (npU He0OXOAUMOCTH);

aHAJIM3 3aperuCTPUPOBaHHBIX COOBITHH B aBTOMAaTH3HMPOBAaHHOW CHCTEMeE
yNpaBJIEHHs, CBA3aHHBIX C Oe30macHOCThI0O HHPOpMauMH (Hanee - COOBITHS
6e301macHOCTH);

CONpPOBOXAECHHE (PYHKIIMOHHPOBAHUSA CHUCTEMBI 3allMTHl aBTOMATH3WPOBAaHHOMI
CHCTEMBI yNIPaBJIEHU B XOZe ee dKCIUTyaTalliH, BK/IIOYas BeIeHHe 3KCIUTYaTallHOHHOM
JOKYMEHTallUM M OPraHU3allHOHHO-PACHOpPAINTENBHBIX JOKYMEHTOB [0 3aHIHTe
HHbOpMaLUH.

16.6. 114 BeIABNEHHS HHUHICHTOB M pEaripOBaHUA HA HUX OCYILECTBIISIOTCS:

olnpefesieHHe JIML, OTBETCTBEHHBIX 32 BBISBIIEHHE HHIMIEHTOB H PearHpOBaHHE
Ha HUX;

obHapy)XeHHe M HUICHTUOHKALMs HWHIMAEHTOB, B TOM WYHCIE OTKAa3oB B
obcmyxusanuy, c6oeB (mepesarpy3ok) B paboTe TEXHHYECKHMX  CpPEICTB,
IPOrpaMMHOro oGecrneyeHns W CPEACTB 3alIUThl WHGOpMAUWK, HapylIeHHi MpaBHII
pasrpaHHYeHHs [OCTyMa, HENpaBOMEPHBIX JeHCTBHHA 1o cOopy wuHpOpMaluH,
BHEJIDCHUS BPENOHOCHBIX KOMIIBIOTEPHBIX MPOrpaMM (BHPYCOB) M HHBIX COOBITHH,
HPHBOAAINX K BOSHUKHOBEHHIO HHIHAEHTOB;

CBOEBPEMEHHOE HHGOPMHpOBAHHE JIML, OTBETCTBEHHBIX 3a BBISBIEHHE
HHLUMIEHTOB M peardpoBaHHE Ha HUX, O BO3HHKHOBEHMH WHLHUAEHTOB B
aBTOMaTH3HPOBAaHHON CHCTEME YIIpaBleHUS IEPCOHATIOM;

QHaIM3 WHLUMICHTOB, B TOM YHCJI€ OMNpEJeNCHHEe HCTOYHHKOB H MPHYHH
BO3HHKHOBEHHS MHLMIECHTOB, a TaK)Ke OLEHKA MX IOCJIEACTBHIA;

MJIaHUPOBaHHE M MPHHATHE MEP O YCTPAHEHHUIO MHIHAEHTOB, B TOM YHUCJE MO
BOCCTaHOBJICHHIO aBTOMAaTH3MPOBAHHOW CHCTEMBI YNpaBlleHHA B Cllydae OTKa3a B
OOCITy)KHBaHWH HIU TOCIe CGOEB, YCTPaHEHHMIO MOCJENCTBHH HAPYIUIEHHS NPABHI
pasrpaHUYeHus NOCTyna, HEeNpaBOMEPHBIX JeHCTBHH no cGopy uHbopMalmy,
BHEJIpEHHs BPENOHOCHBIX KOMIIBIOTEPHBIX INporpamMMm (BHPYCOB) M HMHBEIX COOBITHIA,
NPUBOAALLIMX K BO3HUKHOBEHHIO HHIH/IEHTOB;

NJIaHUPOBAHHE W MpPUHATHE Mep 10 MpPEAOTBPAIUEHHIO IOBTOPHOIO
BO3HHKHOBEHHS HHIMIEHTOB.

16.7.B xome ympaBnenus KoHHrypauueli aBTOMATH3HPOBAHHON CHCTEMBI
YTPaBJICHHs U €€ CUCTEMBI 3alIUThI OCYIIECTBISIOTCS:

NOAAEPXKaHHe KOHQUrypaluu aBTOMATH3HPOBAHHOM CHCTEME] yIIPABIIEHHS U €€
CHCTEMBI 3aLUTE! (CTPYKTYPBI CHCTEMBI 3aLIMThl aBTOMATH3MPOBAHHOM CHCTEMBbI
YUPAaBIICHHS, COCTaBa, MECT YCTAHOBKH M I1apaMETPOB HAaCTPOWKH CPENCTB 3aLLMThI
HH(OPMalHH, IPOrPaMMHOTO O6ECTIeYeHUs! U TEXHUYECKHX CPEICTB) B COOTBETCTBUH
C OKCIITyaTalMOHHOH JOKYMeHTalueil Ha CHCTeMy 3alUMTHI (HOAzepXaHuie 6Ga30BOi
KOH(HIypaluy aBTOMAaTH3UPOBAHHON CHCTEMB YOPAaBI€HHS U €€ CHCTEMBI 3allHTEL);

ONpeLeNeHHE JIHl, KOTOPLIM pa3pellieHbl AeHCTBHUS MO0 BHECEHUIO U3MEHEHHUIT B

6a30BYI0 KOH(HIypaLKIO aBTOMATH3MPOBAHHON CHCTEMEI ynpaBJieHUs U ee CHUCTEMBI
3aIIUTHI;
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periiaMeHTaldss U KOHTPOJIb TEXHWYECKOro oOCIyXHBaHHMA, B TOM 4YHCIe
JMCTAHIIMOHHOrO (YAAJIEeHHOT0), TEXHHYECKHX CPECTB U IPOrpaMMHOro obecnedeHus
aBTOMATH3UPOBAHHOM CUCTEMBI YIIPaBIICHHUS;

ynpaBlieHHe W3MeHeHUsMH 0a30Boil KOHQHUIypalu¥ aBTOMAaTU3MPOBAaHHOM
CHUCTEMBI yNpaBl€HHS U €€ CHUCTEMBbl 3allUThl, B TOM YHCIIE ONpeleieHHEe TUIOB
BO3MOXKHBIX W3MEHEHHH 0a30BOi KOHUIypauMHd aBTOMATU3MPOBAHHOH CHCTEMEBI
yIpaBlNeHUS W €€ CHUCTeMbl 3allMThl, CaHKLIMOHMPOBaHHE BHECEHHs H3MEHEHMH B
6a30ByI0 KOHPHIypalyio aBTOMaTU3UPOBAHHON CHCTEMBbl YIPABIEHHUS U €€ CUCTEMBI
3alIMTBI, AOKYMEHTHpDOBaHHE [OEHCTBHHM I10 BHECEHHIO H3MeHEeHHH B 06a3oBylo
KOHQHIypalHiO0 aBTOMAaTH3UPOBAaHHOH CHCTEMBl YNpaBlIeHUS U €€ CHUCTEMBI 3allUThI,
COXpaHEeHHe JaHHBIX 00 M3MeHeHHusx 6a30BOH KOHQUIrypauuu aBTOMATH3HPOBAHHOIA
CHCTEMB! YIpPaBICHHSA M €€ CHUCTEMBbI 3alUTHl, KOHTPOJIb NEHCTBHUH IO BHECEHHIO
H3MEHEeHHUH B 6a30ByI0 KOHQUIYpalMIO aBTOMATU3HPOBAaHHON CUCTEMBI YIIpaBJIEHHS U
€€ CCTEMBI 3alliThI;

aHaAJI3 TOTEHUHAILHOrO BO3IEHCTBUS IUIAHMpYEMBIX HW3MeHEeHuH B 06a3o0Boit
KOH(HIypallny aBTOMATU3HPOBAHHOM CHCTEMBI YIIPaBJIEHHS M €€ CHCTEMBI 3aLUTHI Ha
obecrieuenne ee  0e301acCHOCTH, BO3HHKHOBEHHME  JONONHHUTENBHBIX  YIpo3
GesonacHocTH HMHGOPMALMU U paboTOCOCOGHOCTH ABTOMATH3UPOBAHHON CHCTEMBI
ynpaBleHHs;

onpezAelieHHe MapaMETPOB HACTPOHKH MPOrpaMMHOro obecrieyeHHs, BKJIIOYast
nporpaMMHoe obecrieyenne CpeCTB 3alUTH HHQOPMALHH, COCTaBa H KOHOUIYpaLyu
TEXHUYECKUX CPEACTB M MPOrpaMMHOr0O oOecrieyeHHs [0 BHECEHHUS H3MEHEHHH B
0a30By10 KOHGHIypali0 aBTOMATH3UPOBAHHOM CHCTEMBI YINIPABICHHS U €€ CHCTEMBI
3alUTEHI;

BHeceHHe HWH(OpMaluM (JaHHBIX) 06 M3MeHeHHsX B 6a30BOM KOHMUIypauuu
ABTOMAaTH3MPOBAaHHOM CHCTEMBl yNpaBl€HHS MW €€ CHCTEMBl 3alllMTHl B
OKCIUTyaTalMOHHYIO  [NOKYMEHTAaUMI0O Ha  CHCTeMy  3alUThl  HMHGOpMALMU
aBTOMaTH3WPOBAHHOH CUCTEMBI YIIpaBJIeHH .

16.8. B xome xoHTpons (MOHHTOpUHra) 3a OOG€CTEYeHHEM YPOBHS
3alMILIEHHOCTH aBTOMaTH3HPOBAaHHOM CHCTEMEBI YIIPaBJIEHHS OCYLUECTBISAIOTCS:

KOHTpO/Nb 32 COOBITHAMHM 6€30macHOCTM M HEHCTBHSIMHM [EpCOHala B
aBTOMaTU3MPOBAHHOM CHCTEME YIpaBJIeHHS,;

KOHTpONb (aHANW3) 3alMINEHHOCTH HHQopMauuu, o6pabaTeiBaeMoil B
aBTOMaTH3UPOBAHHOW CHCTEME YNpaBIE€HHA, C YYETOM OCOOEHHOCTEH ee
(byHKLMOHHPOBaHNS,

aHaJu3 M OLEHKa (YHKLUMOHHPOBAaHHA CHCTEMBl 3allUThl aBTOMATH3UPOBAHHOM
CHCTEMBI yNpAaBI€HHS, BKJIIOYas BBIABJICHHE, aHAIM3 M YCTPaHEHHE HENOCTAaTKOB B
(yHKIMOHHPOBAHHH CHCTEMBI 3aIHTHl aBTOMATH3UPOBAHHOM CHCTEMBI YIIPaBIECHHS;

AOKYMEHTHPOBaHHE TNpOLENYp M Ppe3ylbTaTOB KOHTpPOJs (MOHMTOPHHIra) 3a
obecrie4eHHeM ypOBHS 3allHLICHHOCTH ABTOMATH3HPOBAHHOM CHCTEMBI yTpaBJIeHHA;

NpUHATHE pEIIEHHSA MO  pe3yjibTaTaM KOHTpOJIsA (MOHMTOpPMHIa) 3a
00eCIeYeHHEM YPOBHS 3aLMLUIEHHOCTH aBTOMATH3HPOBAHHON CHCTEMBI YIpaBJIEHHS O
HEOOXOAMMOCTH  MepecMOTpa  TpeGOBaHMH K  3al(uTe uHbpopManud B

aBTOMaTH3MPOBAHHOH CHCTEMe ympaBieHHs H AopaboTke (MOJepHH3aUWH) ee
CHUCTEMBI 3aLMTHI.
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O6ecnedyeHue 3aUTel HHQOPMALUU IIPH BLIBOJE U3
3KCILTyaTallMd aBTOMATH3WPOBaHHOM CUCTEMEI YIIPaBJIEHHS

17. ObecneyeHre 3alUTHl HHQOpPMALIMHM IpH BBIBOLE M3 IKCILIyaTalMH
aBTOMATH3UPOBAaHHOW CHCTEMBI YIpPaBIEHUs OCYILUECTBISETCS OIEpPaTOpoM B
COOTBETCTBHUM C JKCIUTyaTallIOHHOM NOKyMEHTaluMel Ha CHCTEMY  3allMThl
aBTOMAaTH3MPOBAaHHON CHCTEMBI yNpaBleHHs U OpraHu3allMOHHO-PaCOPAAUTEBHBIMH
JOKyMEHTaMH 10 3alluTe MHPOPMALIUU ¥ B TOM YHCIIE€ BKITIOYAET:

apXUBHUPOBaHHE HHPOPMAIHH, CONEpKaIeics B aBTOMAaTU3UPOBAaHHOM cHcTeMe
ynpaBlIeHHUS;

YHHYTOXEHME (CTHUpaHHe) NaHHBIX M OCTATOYHON MHGOpMAaIMU C MAIIWHHBIX
HocuTeNed HHbopMalMK U (M) YHHYTO)KEHHE MALTHHHEIX HOCUTENeH HHDOpMalHH.

17.1. ApxuBupoBaHie HHGOpPMalMH, COAEpXKAILEHCs B aBTOMATH3HMPOBAaHHOM
CHCTEME YIIpaBJIEHHs, NO/DKHO OCYIIECTBIATHCS NPU HeOOXOOMMOCTH NajIbHEHIero
HCIIOJIb30BaHHA HHOOPMALIUH B [IEITEIBHOCTH Ofleparopa.

17.2. YauuToxXeHHe (CTHpaHHe) [OAHHEIX M OCTATOYHOH HH(POPMAIHH C
MallMHHBIX HOCHTeNeH MHGOpMaluM NMPOU3BOAUTCS MPH HEOOXOAHMOCTH IEepenadH
MaIIHHHOTO HOCHTENA HMH(OpMAIMH APYroMy IOJB30BATENI0 aBTOMATH3MPOBAHHOM
CHCTEMBI YNpaBJIEHHs HJIM B CTOPOHHME OpPraHM3alMH I PEMOHTA, TEXHHYECKOIo
00CITy>)KHBaHHUA WITH JaNbHEHUIIEro YHHYTOKEHHUS.

Ilpn BHIBOZIE aBTOMATH3HPOBAHHOW CHCTEMBI YNMpaBAEHHS M3 SKCILUTyaTAaIHH
NPOU3BOIUTCA YHHMYTOXXEHME MAIMHHBIX HOCHTened HHGOpMaUWH, COoAepIKalIMX
HEPrOHE3aBHCHMYIO MTaMSTh.

III. TpeGoBanus x MepaM 3aLUTH HHGOPMALIMH B
aBTOMAaTH3HPOBAaHHOH CHCTEME yNpaBJIeHHs

18. Oprannszauionsble M TeXHWYECKHE Mepsl  3alMTH  HMHOpMAIHH,
peann3yemble B aBTOMAaTH3UPOBAHHOM CHCTEME YNpaBleHHs B paMKaX €€ CHCTEMBI
3alMTEl, B 3aBHCHMOCTH OT Kjacca 3allMLIEHHOCTH, YIrpo3 6e30macHOCTH
MH(GOPMAlUH, HCTIONB3YEMBIX TEXHONOTMA M  CTPYKTYPHO-(YHKLMOHANBHBIX
XapaKTEpUCTHK aBTOMATU3MPOBAHHOW CHCTEMBI ympaBiieHHs M OCOOEHHOCTEH ee
(GYHKIIMOHUPOBaHHUS, HOJKHEI 0GECTIEYHBATE:

HICHTHQUKALHIO M aYTEHTHQHKALMIO CyGBEKTOB OCTYNA H 06BEKTOB JOCTYIIA;

YTIpaBJICHHE IOCTYTIOM CyOBEKTOB JOCTyIIa K OGBEKTaM AOCTYIIa;

OrpaHHY€HHE NPOrpaMMHO Cpe/IbI;

3allUTy MaIUWHHBIX HOCHTeNeH HHOpMaLUH;

PEerucTpaumio cobsiTHit 6€30MacHoOCTH;

aHTHBUPYCHYIO 3aILUTY;

OGHapy>keHue (NpeJOTBpaLIeHHE) BTOPKEHHI;

KOHTPOJIb (aHa/IM3) 3aIIHIIEHHOCTH HHAOPMaLIH;

L€I0CTHOCTH aBTOMAaTH3UPOBAHHOM CHCTEMBI YNIpaBleHNs U HH(OpMalHy;

AOCTYITHOCTb TEXHHYECKUX CPEACTB ¥ MH(GOPMALHH;

3aIIMTY CPEAbl BUPTYAIH3alNH,

3aIIUTY TEXHUYECKHX CPENCTB U 060pyJOBAHHS,

3aUIATY aBTOMaTH3HPOBAHHON CHCTEMBI H €€ KOMITOHEHTOB;
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OezonacHyi0 pa3pa0OTKy NpPHKJIagHOTO M CHEHHAIBHOrO IPOrpaMMHOTO
obecreyeHns;

ynpaBleHHe OOHOBIEHUAMH IPOrpaMMHOI0 00ecrieyeHu;

MIAHUPOBAaHHE MEPOMNPHUATHH 10 obecredeH o 3alUThl HHGOPMaLHH;

obecrieueHye JeiCTBUI B HEIUTAaTHBIX (HENpPeABHUAEHHBIX) CUTYyaLHiX;

HHbOopMUpOBaHKe 1 00yJeHHe NepcoHala;

aHanu3 yrpo3 6e3onacHOCTH HHGOPMALMK M PUCKOB OT UX peau3aliiu;

BBISBJICHHE MHLIHACHTOB ¥ pearupoBaHye Ha HUX (yMpaBlieHHe HHIMIEHTaMH );

ynpaBlleHHe KOH(HTypalueil aBTOMAaTH3UPOBAaHHOM CHCTEMEI YTIPABIEHHUS M €€
CHCTEMEI 3aLIUTEI.

CocraB Mep 3amuTel HHGopMauMM H MX 0Oasosele HaGopel s
COOTBETCTBYIOIIMX  KJacCOB  3AlUMIIEHHOCTH  aBTOMATH3UPOBAaHHBIX  CHUCTEM
ynpaBJICHUs NPUBEAECHBI B IPHIOXKEHUH Ne 2 Kk HacTosuM TpeGoBaHUAM.

18.1. Mephl 10 MIOCHTHOMKAMH H ayTeHTHQUKAUMH CYyOBEKTOB HOCTYNa M
OOBEKTOB JOCTynma MOJDKHBI obecrevynBaTh MPHCBOEHHE CyOBEKTaM H OOBEKTaM
J0CTyna yHHMKaJIBHOrO IIpHM3HaKa (MOEHTH(UKATOpa), CpaBHEHHE TPEABABIAEMOrO
CyObeKkTOM (06BEKTOM) JOCTyNa HAEHTHHUKATOpa C IIEpeYHEM MPHCBOEHHBIX
HCHTH(QHUKATOPOB, a TakKe MPOBEPKY NPUHAUIEKHOCTH CyOBekTy (06BEKTY) JOoCTyna
IPENBSBIEHHOr0 UM HIEHTH(UKATOPA (MOATBEPKACHHE MOTHHHOCTH).

18.2. Mepsl 10 ympaBieHMIO JOCTYNIOM CyGBEKTOB JOCTYa K OGBEKTaM
AOCTyNa JO/DKHBI O0eCreYnBaTh ynpaplieHHe NpaBaMd U TPUBHJIETHAMH CyGhEKTOB
AOCTYyTIa, pasrpaHUIeHHE OCTYNa CyOBeKTOB AOCTyMNa K 00beKTaM AOCTYa Ha OCHOBE
COBOKYITHOCTH yCTAHOBJICHHBIX B aBTOMAaTH3MPOBAaHHO! CHCTEME YIIPaBICHUs MPaBHII
pasrpaHH4eHHs I0CTyIa, a TaK)Ke 00ecreqnBaTh KOHTPOIb COOMIOAEHUS 3TUX MPABHIL.

18.3. Mepsl no OrpaHH4YeHHIO NPOrpaMMHOM Cpefbl JOIDKHBI OBGECTIEYHBATE
YCTAHOBKY W (WJM) 3allyCK TONBKO pa3pelleHHOTO K HCHOJB30BaHHIO B
aBTOMAaTH3HPOBAaHHOH CHCTEME YIpaBleHHS [POrpaMMHOTO oOOecleYeHHus WM
HCKII04aTh  BO3MOXHOCTB YCTQHOBKH M (MIM) 3amycka 3alpelieHHOro K
UCTIONIP30BAHHIO B aBTOMAaTH3MPOBAHHOW CHCTEME YINpaBleHHA IPOrpaMMHOIO
obecneueHus.

18.4. Mepbl mo 3amMTe MAMIMHHBIX HOCHTeJIEH HHoOpMaIUH (CpencTBa
00paGoTKH (XpaHeHHs) HHGOPMALINH, CheMHbIE MAIIMHHbIE HOCHTENH HHbOpMaLIMH)
AOJDKHBI HCKJIIOYaTh BO3MOXHOCTh HECAHKLHOHHPOBaHHOIO JOCTYNa K MaUIMHHBIM
HOCHTC/IAM M XPaHAWIEHCS HAa HMX MHOOPMALMH, a TaKXe HECAHKIHOHHPOBAaHHOE
HCIIO/IE30BaHHE CEEMHBIX MALIHHHBIX HOCHTENE HHPOPMALIH.

18.5. Mepsl no peructpauun co6bITHI 6e30MacHOCTH NOMKHBI 0GeCIIeYHBaTh
cOOp, 3amMch, XpaHEHHE M 3aIIUTY HHPOpManMu o coOBITHAX 6e30macHOCTH B
aBTOMATU3HPOBAHHOH CHCTEME YNPABNEHHS, a TaKKe BO3MOXKHOCTH MPOCMOTPA M
aHaNH32 HH(POPMALIMH O TaKHX COGBITHSX H pearHpoBaHUe Ha HUX.

18.6. Mepe! 110 aHTHBHMpYCHOI 3aIUTe NOMKHBI 06ECIeYHBATD obHapyxeHHE B
aBTOMAaTH3MPOBAHHOH CHCTEME YNpaBNEeHHsS KOMITBIOTEPHBIX nporpaMm nub0 HHOM
KOMIILIOTEpHOH uHGOpMalnuK, NpeNHasHAYEHHOM mJis HECaHKLIMOHUPOBAHHOIO
YHHYTOXKEHHS, ONOKHPOBAaHMS, MOAMGHMKAUMH, KONAPOBAHHS KOMITLIOTEPHOM
HHOOPMAUMH WM HEHTpPANM3alMM CpeACTB  3allyThl MHQOpMalH, a TaKxke
pearnpoBaHue Ha OOHapyXeHUE STHX POrPaMM U HHHOPMALIHH.
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18.7. Mepsl no o6HapyXeHHIO (MPEeNOTBPALLEHHIO) BTOPXKEHUH JOJKHBI
obecnieunBats OOHapyxeHUE NeiicTBHI B aBTOMaTU3MPOBAHHOMN CHCTEME YIIpaBJiIeHHUs,
HalpaBJIeHHBIX Ha MpeJHaMepeHHbl HeCaHKLIMOHUPOBaHHBIHM 10CTYN K MH(pOpMayu
crelyanbHble BO3ACHCTBHA Ha aBTOMaTH3MPOBAaHHYIO CHCTEMY YNpaBIEHHSA M (HJIH)
MHQOPMALIMIO B LieNAX ee NOObIBaHMA, YHUYTOXEHHS, UCKaXKeHHs U ONOKHpOBaHHs
JOCTyIa K HH(POPMALIMY, a TaKoKe pearipoBaHUe Ha 3TH JeiCTBHUS.

18.8. Mepsl 1o KOHTpoMO (aHAIW3Y) 3aLUMUICHHOCTH HHGOPMALHU NOJKHEI
obecrieynBaTh KOHTPOJIb YPOBHS 3alllMIIEHHOCTH ABTOMATH3HPOBAHHOM CHCTEMBI
yOpaBJIEHUsS TMYyTEM IMpPOBENEHHA MEPONPHATHA MO BHIABIEHHIO W  aHANM3Y
yA3BHUMOCTeH, KOHTPOJIO YCTAaHOBKH OOHOBJIEHHII NpOrpaMMHOro ofecredyeHus,
cocTaBa NPOTPaMMHOIO OOECNEYeHNs] M TEXHWYECKHX CPeACTB M INPaBHIBHOCTH
(QYHKIMOHMPOBAHHS CPEACTB 3aIUTH MH(GOPMALMH.

18.9. Mepsl 10 o6ecreueHHI0 LENOCTHOCTH aBTOMATH3MPOBAHHOM CHCTEMBI
yupaBieHuss W MHGOpPMauu¥ NOMKHBI obecreynBaTh OGHapykeHHe (DaKTOB
HECaHKIIMOHMPOBAHHOI0 HapyILUEHHA LEIOCTHOCTH AaBTOMATH3HPOBAHHON CHCTEMBI
YNPaBJICHHUA ¥ COACPKALIUXCS B HEN NAHHBIX, a TAK)KE€ BO3MOXXHOCTh BOCCTAHOBIIEHHS
ABTOMAaTH3HPOBAHHOH CHCTEMBI YIIPaBJIEHHUS.

18.10. Mepel mo obecneveHHIO JOCTYMHOCTH TEXHHYECKHX CPpEACTB H
MHOOPMALIUH  TOJKHBI obecrieynBaTh aBTOPHM3OBaHHBIA [OCTYN MepCOHaa,
MMEIOLLIETO MpaBa 10 TaKOMY AOCTYIY K TEXHHYECKHM CpelCTBaM (HCIONHUTEIBHBIM
YCTPOHCTBaM) H HHQOPMALMHM, a TaKkKe JOCTYITHOCTh TEXHHYECKHX CpeIcTB
(MCHIOJIHMTENBHEIX ~ YCTPOWCTB) IS BXOIHOM (BrIXomHOH)  uHDOpPMaUH,
ynpasJisiomei (xomMaHaHOIH) HHpOopMaLH, KOHTPOJIbHO-H3MEPUTENBHOH
MHOpMAlMH, HHOM KDPHUTHYECKH BaXHOM HHPOPMALUMH B INTATHOM pexume
(QYHKLIHOHHPOBaHUA ABTOMATU3MPOBAHHOMN CHCTEMBI yIpaBieHH.

18.11. Mepsl no 3ammTe cpenbl BHPTYanH3aUMH HOMKHBI  HCKIIOYATE
HECaHKLHOHUPOBAHHBIH OCTYN K HMHbOpMauuu, o6pabaThiBaemMoil B BUPTYaJILHOH
MHQPACTPYKTYpe, M K KOMIIOHEHTaM BHPTYaIbHO# HHQPaCTPyKTyphl, a TaKxKe
BO3JIeiiCTBYE HAa MHOOPMALIMIO M KOMIIOHEHTHI, B TOM YHCIIE K CpEICTBaM YIMpaBJIeHHS
BUPTYaJbHOH HHQPACTPYKTypO#, MOHHTOPY BHPTYaIbHBIX MALIHH (runiepBu3OpY),
CHCTEME XpaHEHHMHd NAaHHBIX (BKJIOYAs CHCTEMY XpaHeHHs o6pa3’oB BHPTYalbHOM
HHOPACTPYKTYphl), CETH Mepefayd AAHHBIX 4Yepe3 JJIEMEHTBl BUPTYAIbHOH WIIH
u3nIecKoli HHAPACTPYKTYpHI, FOCTEBBIM OTICPALIMOHHBIM CHCTEMAaM, BHPTYalIbHBIM
MallMHaM  (KOHTeHHepaM), CHCTEME M CeTH pPeIUIMKalyH, TEPMHHANBHBIM U
BUPTYyalIbHBIM yCTPOHCTBaM, a TaKXKe€ CHCTEME pe3ePBHOTO KOIIMPOBaHUA M
CO31aBa€MBIM €10 KOIHSIM.

18.12. Mepbl 10 3ammre TeXHHYECKHX CpPEeACTB HOJDKHBI HMCKIIIOYATh
HECaHKLIMOHUPOBAHHBI OCTY K CTAUHOHAPHBIM TEXHHYECKHM CpeAcTBaMm,
0OpabaTeiBaIOIMM  MH(OPMALHIO, HCTIOMHHUTENBHBIM YCTpOHWCTBaM, CpeAcCTBaM,
obecrneYnBaOIINM (QyHKUHOHMPOBaHHE aBTOMAaTH3HPOBaHHOM CHCTEMBI yMpaBiIeHHS
(manee — cpenctsa obecrieyenus (DYHKUMOHMPOBAHMs), ¥ B MOMEILEHHS, B KOTOPBIX
OHM TIOCTOSHHO paCrONIOXEHBI, OGecneunBaTh 3aMMTY TEXHAYECKHX CpeACTB OT
BHCLIHMX BO3NCHCTBHH, a Takke 3alMTYy HHGMOPMALHH, MpeACTaBICHHOH B BHIE
MHGOPMATHBHEIX 31EKTPHYECKHX CHTHATOB 1 du3nYecKux nonei.

18.13. Mepsl no 3ammre aBTOMAaTH3UPOBAHHON CHCTEMBI U €€ KOMITOHEHTOB
AOMKHBI 00eCneunBaTh 3aMTy HHMDOPMALHH NpH ee mepenadye Mo KaHaiaam CBA3H,
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B3aMMOJEHCTBUH aBTOMATH3WPOBAaHHON CHUCTEMBI YNPABICHUS WIH €€ OTHEeNIbHBIX
CErMEHTOB C HHBIMH aBTOMAaTW3WPOBAaHHBIMH (MHGOPMALMOHHBIMM) CHCTEMAMH H
HHGOPMALIMOHHO-TEIEKOMMYHHKAIMOHHBIMH  CETMH  IIOCPEACTBOM TNPHMEHEHHUS
APXHTEKTYyphl aBTOMAaTH3UPOBaHHON CHCTEMBI YNpaBJIEHUA W NMPOEKTHBIX PELIEHHH 110
€€ CHCTEME 3allIMTh], HallpaBlIeHHbIX Ha obecrieueHue 3alUUThHl HHPOpMaLMH.

18.14. Mepni no ofbecneyeHHro Ge3onacHol pa3pabOTKH IPHKIALHOrO M
CMEeLMAIbHOrO [POrpaMMHOro obecneueHHs JODKHBI o0ecrne4yuBaTh BBISBIICHHE,
aHalM3 M YCTpaHeHHe pa3paboTYMKOM YA3BHMOCTEH NpPOrpaMMHOrO obecredeHHs
aBTOMAaTH3UPOBAaHHON CHCTEMBI YTIPaBIEHHA, OIPENESICHHOr0 3aKa34MKOM, Ha BCEX
sranax (CTagudx) ero pa3pabOTKH, a Talkke KOHTPONb HpPUHMMAaeMEIX Mep Mo
BBIABJICHHIO, aHAIM3Yy M YCTPAaHEHHIO YA3BUMOCTEH CO CTOPOHHI 3aKa3uvka M (HIIH)
OIepaTopa aBTOMaTH3MPOBaHHOM CHUCTEMBI YIIPaBJIEHHUS.

18.15. Mepbl no ympaBieHHI0 OGHOBIEHHSMM NpPOTPAMMHOTO OOecHeYeHus
JOIDKHBI 0OecreYnBarh Ge30macHoe MoJTydeHre, POBEPKY M YCTaHOBKY OGHOBIEHHIH
NPOTPaMMHOrO  O0€CIeYeHHs Ha KOMIIOHEHTaX aBTOMATH3MPOBAHHOW CHCTEMBI
YTIpaBJICHHsI TEXHONIOTHYECKHMH IPOLIECCAMHU.

18.16. Meprl 10 NIAHMPOBAHMIO MEPONIPUATHH IO OGECHEYEHHIO 3allMTHI
HHbOpMalMK OMKHEI ObecledrBaTh pa3paboTKy, yTBEpXKIEHHE W aKTyalM3alfio
II1aHa MEPOTIPHATHH 1O 00eCNieYeHHIO 3aIMTE HH(OPMALUK B aBTOMATH3UPOBaHHBIX
CHCTEMaX YNpAaBJIEHHA, B TOM YHCJIE MPENyCMaTPUBAIOLIETO MEPONPHATHS IO 3allUTe
HHGOpDMAUMH B XOJ€ CO3[AHMA, OKCIUTyaTaUdd M BHIBOAA W3 3KCIUTyaTalHH
aBTOMATU3HPOBAHHOH CHCTEMBl YNpaBNEHHA, CPOKH BBIIOJIHEHHS MEPONPUATHH U
OTBETCTBEHHBIX 33 UX BBINIOJIHEHHE, a TAK)Xe KOHTPOJIb €r0 BBHITIONHEHHU.

18.17. Meprl no oGecrneueHuo AeiiCTBHII B HELITATHBIX (HernpenBHIEHHBIX)
CHTyauusx [O/DKHBl o0ecreunBaTh TMNAaHHPOBAaHHE MEPONPHATHH, obOydeHHe U
OTpabOTKy  NeHCTBMA ImepcoHala B  cllyyae BO3HMKHOBEHHMS  HELITATHBIX
(HempeaBUIEHHBIX) CHTyaLHi, a TaKke pe3epBHPOBAHHE IIpOrpaMMHoOro obecrieyeHus,
TEXHMYECKHX CPEACTB, KaHAIOB Iepefiaid NaHHBIX aBTOMATH3UPOBAHHBIX CHCTEM
YTPaBJICHHA B Clly4ae BOSHMKHOBEHHs HEIUTATHRIX (HENpPEOBHIEHHBIX) CUTyalu# H
obecneueHne BOZMOXHOCTH €€ BOCCTAHOBJICHHMA.

18.18.Meper mo uHGOpMHpOBaHHIO H  0Gy4eHHIO NepcoHana JOJDKHBI
obecrneynBaTe HHPOPMHUPOBAHHE NepCoHaia 06 yrposax 6e30nacHOCTH HH(pOpMAaIUH,
O [TpaBullax DSKCIUIyaTallMH CHCTEMBI 3allliThl aBTOMAaTH3HPOBAHHOH CHCTEMBI
YUPABICHUA U OTACHABHBIX CPEICTB 3alMTHI HHPOPMALIHH, a TAKXKE TEOPETHYECKOe U
NpakTHIecKoe oOydyeHHe (B TOM YHCIIE MpOBEAEHHE TPEHUPOBOK) 1O 3KCIUTyaTallHH
CHCTEMBI 3allUTB! aBTOMATHU3HPOBAHHON CHCTEMBI YNIPABICHHS U OTHENBHBIX CPEJCTB
3aIIHTH HHPOPMALHH.

18.19. Mepnl mo aHanusy yrpos 6esonacHocTy HMHGOPMaLlUK U PHCKOB OT HX
peaM3auMi  NOJDKHBI 06eCnevnBaTh NEPHOAMYECKHH aHAIM3 H3MEeHEeHHS yrpos
GesomacHOCTH WHpOpMaLMH B aBTOMAaTH3HPOBAaHHOM CHCTeMe YIpaBJieHHA,
BOSHUKAIOMMX B XON€ €e OKCIUIyaTallMM, a TakKe [EPHOAMYECKYI0 OLEHKY
(TlepeoLIeHKy) NPOrHO3UPYEMEBIX MOCHEACTBHI OT peanuzanuu yrpo3 6e30macHOCTH
HHGOPMaLHH B aBTOMaTH3HPOBAHHOMN CHCTEMe ynpaBJieHHUS.

18.20. Mepb! 1m0 BBISBJIEHHIO WHLHMIEHTOB H pearupoBaHuIO Ha HHX JOJKHBI
obecrieynBaTh  OOHApYXeHHe, MACHTHOMKALHMIO,  AHAIH3 HHIMAEHTOB B
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aBTOMAaTHU3UPOBAHHOM CHCTEMe YIIpaBJlIeHHUs, a Tak)Ke NIPUHATHE MeP 110 YCTPAHEHUIO H
npeaynpexXaeHHI0 NHIMIEHTOB.

18.21. Meps! 1o ynpasieHu0 KOHGUrypauueii aBTOMaTU3MPOBaHHOH CHCTEMB
yIpaBJICHHs ¥ €€ CUCTEMBI 3aIlUTh HHGOPMaLMHK JOIDKHEI 00eCIeYnBaTh YNpaBieHHe
W3MEHEHMAMH KOHQMIypallMd aBTOMAaTH3MPOBAHHOM CHCTEMbl YIpPaBICHHUS H ee
CHCTEMBI 3alUTH HH()OPMALIMH, aHAIN3 IOTEHIHAIBLHOIO BO3JEHCTBUA TUIAHUPYEMBIX
U3MeHeHHA Ha  ofecrmeyeHuwe  Oe3omacHOCTH  HMHQOpMaLMH, a  TaKxke
JOKYMEHTHUPOBaHHE dTUX U3MEHEHU.

19.BeiGop Mep 3amuThl  MHPOpMAMM NI MX  pealu3aldM B
aBTOMaTH3MPOBAHHOM CHCTEME YIIPaBJIEHHS B PAMKaX €€ CUCTEMBI 3alIUTHI BKITIOYAET:

omnpenenexue 6azoBoro Habopa Mep 3alUTE HHPOPMALHHU A1 YyCTaHOBJIEHHOIO
KJacca 3alldIEHHOCTH aBTOMAaTH3HPOBAaHHOMN CUCTEMBI YIIPABJIEHHUS B COOTBETCTBHH C
0a3z0oBbIMM HabOpaMHu Mep 3alMThl HHQOpPMaLMH, TPUBEACHHBIMH B PUIOXEHHH Ne 2
K HacTosiuM TpebGoBaHMsAM;

afanTauuio 6a3oBoro Habopa Mep 3alUThl UHGOpPMALUHK NPHMEHUTENBHO K
KaXIOMy YPOBHIO aBTOMAaTH3HPOBAHHOW CHUCTEMBI yNpaBJleHUs, UHBIM CTPYKTYpHO-
GYHKIIMOHAIBHBIM ~ XapaKTEPUCTHKaM W OCOOEHHOCTAM  (QYHKLIHOHMPOBaHHS
aBTOMAaTHU3UPOBAHHOH CHUCTEMBI YIIpaBlieHHA (B TOM 4YHCIE NpelyCMaTpHBAOLIYIO
uckmoyeHue U3 6azoBoro Habopa Mep 3alIMTH HHGOPMAIMH Mep, HEMOCPEACTBEHHO
CBA3aHHBIX C TEXHOJIOTHSAMH, HE HCIOJIb3YEMBIMH B aBTOMAaTU3HPOBAaHHOH CHCTEME
yTIpaBJIeHUA WIH €€  YypOBHAX, WIM  CTPYKTYpPHO-QYHKIIHOHAJIFHBIMU
XapaKTEpPUCTUKaMH, He CBOWCTBEHHBIMH aBTOMAaTU3HPOBAHHOH CHCTEME yIIpaBJIeHHA );

YTOYHEHHE afanTHpOBaHHOro 6a3oBoro Habopa Mep 3alMTHl HHPOpPMAIUHU C
y4eToM He BBIOpaHHBIX paHee Mep 3allUThl HH(pOpMaIUH, NPUBENECHHBIX B
npunoxeHun Ne 2 k HacrosumM TpeGoBaHMAM, B pe3yibTaTe Yero OIpeneNsioTCs
Mepel 3alMThl MHQopMauuu, obecneunBaronie OJIOKMpOBaHHE (HEHTpPAIH3aLHIO)
BCeX yrpo3 6e30nacHOCTH HHGOPMaHH Ha KaXKAOM U3 YPOBHEH aBTOMATH3HPOBAHHOM
CHCTEMBI yIIpaBieHH;

ZOTNOJIHEHHE YTOYHEHHOro afanTUpPOBaHHOTO 6a30Boro Habopa Mep 3aIlMTHI
MHQOpPMalMH MepamH, O00eCNevHBAIOIIMMH BHINOJHEHHE TPeGOBaHMI K 3allUTe
MHPOpMALNH, YCTAHOBJICHHBIMH HWHBIMH HOPMATHBHEIMH IIPaBOBHIMH aKTaMH,
JOKQJIbHBIMM TIDABOBBIMM aKTaMH, HAllMOHAJBHBIMH CTaHAAPTAMM W CTaHAApTaMH
OpraHu3alyH B 00J1aCTH 3alLUTH HHPOPMAIHH.

Hns ppibopa Mep 3amuThl MH(QOpPMALMM Ui COOTBETCTBYIOLIErO Kjacca
3alIMIIEHHOCTH  aBTOMAaTU3UPOBAHHONW  CHCTEMBI  yNpaBIE€HHS  IPUMEHSIOTCS
meroxuyeckue noxymenTst ®CTIK Poceny .

20. B aBTOMaTu3MpOBaHHO} CHCTEME yMpaBJIE€HHs COOTBETCTBYIOILErO Kiacca
3allIMINEHHOCTH B paMKax €€ CHCTEMBI 3allUTHl JAOKHBI OBITh peali30BaHbl MEPHI
3alUTEl HHGOPMaLUK, BHIOpaHHBIE B COOTBETCTBUH ¢ NyHKTaMH 18 u 19 HacTosmux
TpeGoBannii u obGecneunBaroimme GrokupoBaHHe (HEHTPAIM3alMIO) BCEX YIPO3

Paspa6orannsie PCTIK Poccun B cooTBETCTBHH ¢ MOAMYHKTOM 4 myHKTa 8 [TonOXKeHHS 0
QenepanbHolt cnykGe MO TEXHUYECKOMY H SKCIOPTHOMY KOHTPOMIO, YTBEPXKIECHHOro YKazom
IIpesunenra Poccuiickoit denepanyu ot 16 aBrycrta 2004 r. Ne 108S.
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bezonacHocTH MHGOPMaLMU Ha KaXXIOM M3 YPOBHEH aBTOMAaTU3MPOBAHHOHW CHCTEME
yIpaBieHHus.

BriOpaHHble Mephl 3allMThl WHPOPMALMH pPACCMATPUBAIOTCA VIS KaXIoro
YPOBHA aBTOMATH3MPOBAaHHOH CHCTEMBI YMpPAaBIECHHS OTAENBHO M TOJIEXar
peanH3almy ¢ y4eToM 0coOeHHOCTeH HYHKLIMOHUPOBaHHs KaXI0ro U3 YPOBHEH.

[Ipx 3TOM B aBTOMATH3UPOBAaHHON CHCTEME YINpaBIE€HMS HOJDKEH OBITh, Kak
MHHHMYM, peajli30BaH aJanTHPOBAHHbIM I8 Kaxaoro ypoBHs Oa3oBblii Habop mep
3alIMTEl HHGOPMAIMK, COOTBETCTBYIOUIMHA YCTaHOBIEHHOMY KJacCy 3allMIIEHHOCTU
aBTOMAaTU3WPOBAHHOM CUCTEMBI yIIpaBJIEHHS.

21.B uensax WCKIIOYEHUS U3OBITOYHOCTH B peau3allid Mep 3allUTHI
uHQopMauuu M B clydae, €ClId IpPUHATHIE B aBTOMATU3HPOBAaHHOHW CHCTEMe
yNpaBlieHHs Mepsl 10 o0ecneyeHn0 IpPOMBIIUIEHHOH Oe3omacHocTd W (WIH)
du3znyeckoii 6e30macHOCTH JOCTaTOYHBI M OJIOKHpOBaHHA (HEWTpasiM3alium)
OTAENIbHBIX Yrpo3 Oe3ornacHOCTH HHGOpPMAalLHWH, HOMONHHTEbHEIE Mephl 3alUTHI
UHpOpMaLuH, BHIOpaHHbIE B COOTBETCTBHM ¢ MyHkTamu 18 u 19 Hacrosmmx
Tpebosannii, Moryt He npuMeHaThes. [Ipu 3TOM B X0/1e pa3paboTKH CHCTEMEI 3aIIIHUTEI
aBTOMAaTH3UPOBAHHON CHUCTEMBI YIIpaBIEHHs NOJDKHO OBITH MPOBENEHO 00OCHOBAHHE
JOCTATOYHOCTH NPHUMEHEHHS Mep M0 00ecneuyeHHI0 NMPOMBILUIEHHOW 0e30MmacHOCTH
Wi Qusnueckol  GesomacHocTH s OJoOKMpoBaHMs  (HeHTpalH3aluM)
COOTBETCTBYIOIIMX yrpo3 6€301macHOCTH HHpOPMALIKH.

22.Tlpu OTCYTCTBMHM BO3MOXHOCTH pealu3alMd OTIAEJBHEIX MEp 3allHTEI
uHbOpMaUHH Ha KaKoM-11M60 U3 ypoBHel aBTOMAaTH3HPOBAHHON CHCTEMEI YIIPaBICHHUS]
¥ (MNM) HEBO3MOXXHOCTH WX INPHMEHEHUS K OTHAEIbHBIM O6BEKTaM M CyOBeKTaM
A0CTymna, B TOM 4YHCJe BCJIEACTBHE WX HEraTHBHOTO BIIMAHHUA Ha IITATHBIA pPEXHM
(QYHKUMOHNPOBaHUS aBTOMATH3HPOBAaHHOM CHCTEMBI yNpaBIeHHMsA, Ha ITarax
ajantaudd GazoBoro Habopa Mep 3amMTHl HHPOPMAUMHM WM  YTOYHEHHS
aJlanTHpOBaHHOro 6asoBoro Habopa Mep 3alMTHl MH(OPMaUHM pa3pabaTEIBAIOTCA
uHble (KOMIIEHCHPYIOIHE) MepHl, ofecleynBalOLMe afeKBaTHOE OJOKHPOBaHHE
(HefiTpanu3almio) yrpo3 Ge3omacHOCTH HHGOPMALMHM M HEOOXOMMMEBIA YpOBEHB
3aIMIIEHHOCTH aBTOMATU3HPOBAaHHOM CHCTEMBI YTIPaBJIEHHS.

B xayecTBe KOMIEHCHPYIOUIMX Mep, B MEPBYIO O4Yepelb, PacCMaTPHBAIOTCA
MEpBl M0 OOECNEYEHHIO TNpOMBILUIEHHON M (Wih) ¢u3HYeckoil 6Ge30macHOCTH
aBTOMATH3HPOBAaHHOH CHCTEMBl YNpaBleHHs, [OJIEPXKUBAIOIINE HEOOXOIUMBIH
YPOBEHB 3AIIMUIIEHHOCTH aBTOMAaTH3HPOBAaHHOH CHCTEMEI yIIpaBJIeHMs.

B srom cnyyae B xome pa3paGoOTKHM CHCTEMBI 3allHTHI aBTOMaTH3HPOBAHHOM
CHCTEMBl  yINPAaBNE€HHs [JOJDKHO OBITh MNpOBENEHO OGOCHOBaHHE IPHMEHEHHS
KOMIIEHCHUPYIOILKX Mep, a MPH NPUEMOYHBIX HCHBITAHUAX OLI€HEHa AOCTATOYHOCTh U
aIeKBATHOCT JAHHBIX KOMIICHCHPYIOIIMX Mep i GJOKHpOBaHHs (HEHTpalH3alLHH)
yrpo3 6e30macHOCTH HHGOPMAaLUH.

23.BeibpaHHble W peanM3OBaHHBIE B aBTOMAaTH3UPOBAaHHOH  CcHUCTEME
YNIpaBJICHHA B paMKax €€ CHCTEMBl 3alUMThl MEphI 3allUTHl HHPOPMALHH, Kak
MUHHMYM, JOJKHBI 00€CIeYHBaTh:

B aBTOMATH3MPOBAaHHBIX CHCTEMAax ynpaBleHMs | Kiacca 3alUMIIEHHOCTH —
HeliTpanusaumio (610KupoBaHNe) yrpo3 Ge30MacHOCTH MHGOPMALMH, CBA3AHHBIX C
ASHCTBUSAMU HapyIHTENA C BBICOKMM [OTEHLIMAIOM;
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B aBTOMaTW3MPOBAHHBIX CHCTEMaxX YMpaBleHHUs 2 Kjacca 3allUIIeHHOCTH
HeliTpanusaumo (6loKMpoBaHHe) yrpo3 0e30macHOCTH MHGOpPMaUMH, CBA3AHHBIX
NeHCTBUAMHU HapyUIUTENS C IOTEHIINAIOM HE HUXXE CPEAHEro;

B aBTOMaTH3HPOBaHHBIX CHCTEMax YIMpaBleHWs 3 Kiacca 3allHMILEHHOCTH -
HeliTpanu3auuio (610KHpoOBaHKE) yrpo3 0e30omacHOCTH HH(OpMauMH, CBA3aHHBIX C
AEHCTBUAMH HapyIIUTENs ¢ HU3KUM IIOTEHLUAJIOM.

IMoreHnman HapymuTens omnpenensercs B XO[€ OUEHKH ero BO3MOXHOCTEeH M
MOTHBALlMHM, MpPOBOJMMOM IpH aHanu3e Yyrpo3 Oe3omacHocTH UHbOpMaliy B
COOTBETCTBUH C MyHKTOM 13.3 HacTosimx TpeGoBanmii.

OmneparopoM MoXeT OBITh NPUHATO pELIEHHE O TMPUMEHEHHH B
aBTOMaTH3MPOBAaHHOH  CHCTEME€  YNpaBl€HUSA  COOTBETCTBYIOLLEO KJIacca
3aIMINEHHOCTH Mep 3alMTE HHQOpMalMHy, oOecrneyHBaOLIMX 3aIUUTy OT Yrpo3
Oe30nacHOCTH HMH(OpMaUMU, pealn3yeMbIX HapyIIUTeNeM ¢ Oolleeé BBICOKHM
NOTEHINAJIOM.

24, TexHn4eckwe Mepbl 3alMTEl MH(GOPMALMH pPEATH3YIOTCS TOCPEICTBOM
NPUMEHEHHSA CPEeACTB 3allUThl MHGOPMALMH, HUMEIOLIMX HeoOXOmuMble (GYHKIMH
GesonacHocTH. B xayecTBe cpeicTB 3amMTEl MHGOPMALMH B MEPBYIO oOuepelb
NOJJIEXAT PAaCCMOTPEHHIO MEXaHM3MBbl 3alMTHI (ITapaMeTpsl HACTPOMKH) ILTATHOrO
MPOrpaMMHOr0 06ecreYeHHs aBTOMaTH3MPOBAHHOW CHCTEMBl YNpaBIEHHS IIPH HX
HAJIM4UH.

B cmyyae ucnonk30BaHHs B aBTOMAaTH3MPOBAaHHEIX CHCTEMAX YIIpaBJIEHHS
CePTHQHUUMPOBAHHBIX MO TPeGOBaHHAM 6€30NacHOCTH HHMOPMAIHH CPENCTB 3alUTHI
HHPOPMAIIH IPUMEHSIOTCS:

a) B aBTOMATH3HPOBAHHbIX CHCTEMAXx yNpaBieHHs 1 Kiacca 3alHIeHHOCTH:

CpeCTBa BHIYHCIUTENLHON TEXHUKH He HHXe 5 Kilacca;

CHCTeMbl OOHapyXeHHS BTOpXEHHH, CpENCTBA AHTHBHPYCHOH 3allUTHI,
CPEACTBA NOBEPEHHOW 3arpy3KM M CpEeOCTBa KOHTPOJS CBEMHBIX HOCHTENIEH
HHOOpMaLMH He HIXKe 3 Kiacca;

MEXCETEBble JKpaHbl HE HHXe 3 Kjacca B Clyyae B3aMMOJEHCTBHS
aBTOMAaTH3UPOBAaHHOM CHCTEMBI ynpaBileHHsI c UHGbOpMaIHOHHO-
TENICKOMMYHHKALIMOHHBIMH CETAMH MEXIyHapOoJHOTO HH(OpManuoHHOro obMeHa U
HE HIDKE 4 Ky1acca B Clly4Yae OTCYTCTBUS TAKOTO B3aHMOMEHCTBH,

6) B aBTOMaTH3MPOBAaHHBIX CHCTEMAX YIPaBIeHHs 2 KIacca 3alHIEeHHOCTH:

CPEACTBa BEIYHCIIUTEILHOW TEXHUKH He HUXE 5 Kiacca;

CHCTEMBI OOHAapyXeHHS BTOp)KEHHH, CpENCTBA AHTHBHPYCHON 3aLIMTBI,
CPeACTBa [NOBEPEHHOH 3arpy3Kd W CpEACTBA KOHTPONS CBhEMHBIX HOCHTENel
HHpOpMALMH He HUXe 4 Kiacca;

MEXCETEBBIC OJKpaHbl HE HWXe 3 Kjacca B Cliyyae B3aHMOJeiCTBHA
aBTOMaTH3UPOBAHHOIA CHCTEMBI yTpaBJieHHS c HH(OpPMaLIHOHHO-
TENEKOMMYHHKAlIHOHHBIMH CETAMH MEXIyHApOJHOro WHGOPMalHOHHOTO o6MeHa H
He HIXe 4 K/acca B Cliyyae OTCYTCTBHS TAKOIO B3aHMO/EHCTBHL,

B) B aBTOMAaTH3UPOBAaHHBIX CHCTEMaXx ynpaBieHus 3 kjacca 3al{IleHHOCTH
MIPUMEHSIOTCS:

CPeACTBa BEIYHCIUTENBHON TEXHUKH HE HMXeE 5 Knacca;
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CUCTeMBl OOHapyXXeHHS BTOpXKEHUH, CpeAcTBa AaHTHBUPYCHOH 3allUTEHI,
CpeAcTBa IOBEPEHHOH 3arpy3Kd M CpPEACTBa KOHTPOJII CBEMHBIX HOCHTENEH
HMH(OpMaLUH He HIDKE 5 Kjiacca,

Me)KCeTeBbIe SKpaHbl He HIDKe 4 KJacca.

B cnydae ucnonb30BaHKs CepTU(GUIMPOBAHHBIX CPEACTB 3alMThl HHPOPMALHH
B aBTOMATHU3MpPOBAaHHOW cHcTeMe ympaBieHMs | ¥ 2 KJacCoB 3allMIIEHHOCTH
NIPUMEHSIOTCS CpeJCcTBa 3alUUTHl HH(GOpPMALUH, IIpOrpaMMHOe obecredeHrne KOTOPBIX
NpoLUIO TMpOBEPKY He HIbKe, 4YeM MO 4 YPOBHIO KOHTPOJS OTCYTCTBHS
HeJEKIapHpOBaHHbIX BO3MOXHOCTeH. 3aka3uMKoOM (ormepaTopoM) B 3aBUCHMOCTH OT
NoTeHNMaa HapylUIUTeNnst MOXeT ObIThb MPUHATO pelleHHe O IOBBIIIEHUH YpPOBHS
KOHTPOJs OTCYTCTBMS HEIEK/IapUPOBAaHHBIX BO3MOXHOCTEH B MPOrpaMMHOM
obecrieueHHH CpeACTB 3aIUTH HHPOPMALIUH.

25. Ipn ucnonp30BaHHUU B aBTOMAaTH3HPOBAaHHBIX CHCTEMAaX YIIPaBICHHS HOBBIX
TEXHOJIOTHH M BbISABJIEHHH JOIOIHHUTENBHBIX yrpo3 6e3onacHocTH MHQOpMaLHH, L
KOTOPBIX He ONpenesieHBl Mephl 3allUThl HHGOpMalWH, JOKHBI pa3pabaThIBaThCs
KOMITEHCUPYIOILIHEe MEPHI B COOTBETCTBHH C MYHKTOM 22 HacTtosmx TpeOGoBaHHH.




26

IMpunoxenue Ne 1 x

TpeboBanusaM k 0OecCrIeYeHUIO 3aLTUTHI
nHbOpMaIU B aBBTOMAaTHU3HPOBAHHBIX CUCTEMAX
yIpaBieHHs POU3BOACTBEHHBIMH H
TEXHOJIOTMUECKUMH MTPOLIECCAMH HA KPUTHUECKH
Ba)KHBIX O0BEKTaX, IOTEHLHUATIBHO ONaCHBIX
o0beKTax, a TakkKe 00beKTaxX, NpeACTaBIAIOUIUX
TOBBILIEHHYIO OMACHOCTB IS )KH3HH U 3I0POBbS
MoleH U U1 OKpY’KarolleH NPUPOAHOH cpeibl

Onpeneﬂelme KJjacca 3allHICHHOCTH
aBTOMaTHBPlpOBaHHOﬁ CHCTEMDbI YNIPABJICHUSA

1. Kiacc 3alyineHHOCTH aBTOMaTU3HPOBaHHON CHCTEMBI yrpaBiieHus (TepBblit
kiacc (K1), Bropoit xnacc (K2), tperuii knacc (K3)) onpenensercs B 3aBUCHMOCTH OT
YPOBHS 3HAYUMOCTH (KpUTUYHOCTH) 00padaTriBaeMoi B Helt nHpopManyH (Y3).

2. YpoBeHb 3HauYUMOCTH (KpuTHYHOCTH) HHGopmamuu (Y3) onpepensercs
CTENEHBI0 BO3MOXHOTO yllep0a OT HapylueHUs €€ LENOCTHOCTH (HelnpaBOMEpHEIE
YHHUTOXEHHE  WId  MoauduiupoBaHue),  JOCTYNHOCTH  (HENMpaBOMEPHOE
ONOKMpOBaHKE) WM KOHGUIEHIIMAIBHOCTH (HEMpaBOMEPHBIE NOCTYII, KOIIMPOBaHHE,
IpelOCTaBJI€HHEe WIH paclpoCTpaHEHHE), B Ppe3ylbTaTe KOTOPOro BO3MOXHO
HapyllueHHe MITaTHOro pexxuMma (PyHKIHOHMPOBaHHS aBTOMATH3HPOBAHHOH CHCTEMBI
yOpaBJeHUs HIH HE3aKOHHOE BMELIATeIbCTBO B IPOLECCH (QYHKIMOHHMPOBAaHHUS
aBTOMATU3UPOBAaHHOH CHCTEMBI YIIpaBICHHUS.

¥3 = [(uenocTHOCTh, cTemeHb YymepOa) (IOCTYNMHOCTh, CTENEHb YluepoOa)
(KOHOUOEHIIHATBHOCTD, CTEINEHb ylepoa)],

r7ie CTENEHh BO3MOXHOTO yiuepba onpenesnsieTcs: 3aKka3dukoM HUIIH OIepaToOpoM
9KCIIEPTHBIM HIIA UHBIM METOJIOM U MOXET OBITh:

BBICOKOM, €CIIM B pe3ylibTare HapylleHHsd OJHOTO U3 CBOMCTB 0€30I1aCHOCTH
uHdpopMauu (LIEJTOCTHOCTH, AOCTYIMHOCTH, KOHQHIEHLHAIbHOCTH), MOBJIEKILETrO
HapylIeHHe IUTATHOTO pexuMa (GYHKIHMOHMPOBAaHHSA aBTOMATH3MPOBAHHOH CHCTEMBI
yIpaBJieHus, BO3MOXXHO BO3ZHHKHOBEHHE Ype3BbIYaliHOM CUTyalHH deaepalbHOro Wil
MeXpEerHOHaIbHOIO xapaKTepa' WK HHEIE CyIlleCTBEeHHbIE HEraTUBHBIE TMOCIIECTBHA B
COLMANIbHOM, IIOJUTUYECKOH, OSKOHOMHMYECKOH, BOEHHOH WM MHBIX o0O0jacTix
JIEeATEILHOCTH;

cpenHeil, eCIH B pe3yJbTaTe HapylIeHHd ONHOTO M3 CBOMCTB 6€30I1aCHOCTH
uHGOpMAaLUK (LI€JIOCTHOCTH, AOCTYIIHOCTH, KOHOHWIEHLMANbHOCTH), TOBJIEKIIETO
HapylIeHWe I[ITaTHOro pexuMa (GyHKIMOHWPOBAHHS aBTOMAaTH3HPOBAHHOM CHCTEMEI
yIIpaBJIeHHs, BO3MO)XHO BO3HMKHOBEHHE YpPE3BHIYAMHON CUTyaluM PpEruoHaIbHOro
WIH MEXKMYHHLMIIATBHOTO XapakTepa HIM HHble YMEpEHHbie HeraTUBHEIE
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MOCIEACTBHUS B COLMAJILHOM, IMOJUTUYECKOH, SKOHOMHUYECKOM, BOEHHOH WIIA HHBIX
00J1acTAX JIeATEIbHOCTH;

HU3KOM, eciy B pe3yibTaTe HapylUeHHs OJHOTO M3 CBOMCTB 0€30MacHOCTH
nHQopMauun (LETOCTHOCTH, JOCTYNHOCTH, KOHQHIECHUWAILHOCTH), IOBJEKIIEro
HapylIeHUEe IUTATHOIO peXMMa (YHKIMOHWPOBAHHS aBTOMATH3MPOBAHHOH CHCTEMBI
yNpaBlIeHHs], BOSMOXXHO BO3HUKHOBEHHE YpE3BBIYAHON CUTyallMH MYHHOHMNAIBHOrO
(;roxanpHOTO) * XapakTepa WIM BO3MOXHBl HHBIE HE3HAYMUTEJbHBIE HEraTHBHBIE
MOCJIENCTBHSA B COLMAJBHOM, ITOJUTHYECKOH, 3KOHOMHYECKOM, BOSHHON WM HMHBIX
00nacTIX NeATeNbHOCTH.

B cnyuae, ecnu mna mHGopmauuu, obpabaThiBacéMOii B aBTOMAaTH3HMPOBAaHHOM
CHCTEME YTIpaBJieHHs, He TpeOyercs obecrieueHue OJHOTO U3 CBOMCTB 0€30I1acCHOCTH
uHPopManuy (B  YACTHOCTH KOHGHWAEHIMANBHOCTH) YpOBEHb 3HAYMMOCTH
(KpUTHUYHOCTH) OIpenNenarcs A OByX OPYTMX CBOMCTB Oe30macHOCTH MHbOpMaluu
(LIETOCTHOCTH, JOCTYITHOCTH). B 3TOM ciy4ae:

VY3 = [(uenocTHOCTb, CTeneHb ylepba) (AOCTYNHOCTh, CTENEHb YiiepOa)
(xoHUAEHIIHATBHOCTE, He TIPUMeHseTCS)].

Undopmanns, obpadarriBaeMas B aBTOMaTU3UPOBAaHHON CHCTEME YIpaBJICHHS,
AMeeT BBEICOKUH ypoBeHb 3HauuMocTH (kputuuHocTH) (Y3 1), ecnmm xots ObI s
ONHOTO M3 CBOMCTB Oe3omacHoctH HHGopMauuy (LETOCTHOCTH, JOCTYHMHOCTH,
KOH(QHAEHIMATBFHOCTH) OlpeAeNeHa BBICOKas cTeneHb ymepba. HMudopmanmus,
oOpabaThiBaeMasi B aBTOMAaTH3MPOBAHHOH CHCTEME YIIDABIEHHUS, UMEET CpeaHHit
ypoBeHb 3HaUUMOCTH (kputH4yHOCTH) (Y3 2), ecnu xoTa OBl i1 OQHOrO U3 CBOKCTB
OezomacHocTH HHQOpMalMU (LEJIOCTHOCTH, NOCTYMHOCTH, KOH(QUIEHLUAIBHOCTH)
olpefieNieHa CpefHss CTeleHb yuiepba ¥ HeT HH OJHOrO CBOMCTBA, AJid KOTOPOIoO
ompeneneHa Bblcokas creneHb ymepba. HMupopmauus, oOpabGarsiBaeMas B
aBTOMATU3MPOBAHHOW CHCTeMe YIpaBleHUs, UMeeT HHU3KHH ypOBEHb 3HA4HMMOCTH
(xputnmunoctr) (Y3 3), ecim ans Bcex CBOMCTB Oe30macHOCTH  HHQOpMalUUU
(L1ENOCTHOCTH, NOCTYIHOCTH, KOH(HIEHLIUAIBHOCTH) OnpefesieHsl HU3KHUE CTENEHH
yuepba.

Ilpu 06paboTke B aBTOMAaTHU3MPOBAHHOH CHCTeMEe yTpaBleHHs IBYX H Ooinee
BUIOB HH(opMaimu (u3MmepurenpHas HHpopManusd, HHQOpMALMsA O COCTOSHHUH
nporecca) YpoBeHb 3HAYUMOCTH (KpHTHYHOCTH) HMHpopmaunuu (Y3) ompeaensercs
OTHAENBHO UId Kaxporo Buaa uHHbopMmauuu. HMTOroBelii ypoBEeHB 3HAYHMMOCTH
(KpUTUYHOCTH) YCTaHABIMBAETCS N0 HAaUBBICIINM 3HAYEHHSAM CTENEHH BO3MOXKHOIO
yuepba, OIpeNeNneHHBIM IS LENOCTHOCTH, IOCTYNMHOCTH, KOH(QHAECHUHAIBLHOCTH
KaX10ro BuAa HHpopMalu.

*

VcTtaHaBauBaeTcds B COOTBETCTBMM € nocraHoBieHuem  IlpaButensctBa  Poccuiickoit  deapepaumu
or 21 mas 2007 r. Ne304 «O xknaccudukauny vpe3BblYaiHbIX CHTyauuii NPUPOIHOTO U TEXHOrEHHOTO XapaKTepay
(Cobpanue 3akoHoaaTenbcTa Poccuiickoii ®enepaunn, 2007, Ne 22, ct. 2640 2011, Ne 21, cr. 2971).
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3. Kimacc 3auumieHHOCTH  aBTOMAaTH3WPOBaHHOM  CHCTEMbl  yIpaBiEHUS
oIpeznenseTcs B COGTBETCTBUH € TabIuLeH:

Y poBeHb 3HAYMMOCTHU (KPUTHYHOCTH) Knacc 3amummeHHoCTH
uHbOopMaLH aBTOMAaTU3HPOBAHHON CHCTEMEI
ynpaBJIeHUs
V31 K1
Y32 K2
Y33 K3
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[Tpunoxenue No 2 k

TpeboBaHUAM K 00eCIIEYEHHIO 3aLLIUThI
MHGOpMaLUi B aBTOMAaTH3UPOBAaHHBIX CHCTEMAX
yHIpaBJi€HUs POU3BOJICTBEHHLIMH H
TEXHOJOTMYECKUMH NPOLECCaMU Ha KPUTHYECKH
BaXXHBIX 00BEKTAX, MOTEHIIUAILHO ONACHBIX
00BeKTAaX, a TAK)Ke 00BEKTaX, PEACTABISIOLIUX
TMOBBIIIEHHYIO ONTACHOCTH JUIA XKU3HU U 3[10POBBS
MIOAEH U U1 OKpY’Karolei NpupoJIHOU cpebl

CoctaB Mep 3amuThl HHGOpPMALIHH

H HX 0a30Bble Haﬁopu AJIS COOTBETCTBYIHOMICIo KJj1acca 3alliHINEeHHOCTH

a BTOMaTHBHPOBaHHOﬁ CHCTEMbI YNIPABJICHHSA

Y cnoBHOE Mepsi 3aiuTel HHGOpMaLUU Knacch
o6o3Haye- B aBTOMaTHU3UPOBAaHHBIX CUCTEMaX yIIpaBlIeHHS 3aLUIIEHHOCT
HHE U
HOMeEp 3121
MepBI
1 2 314]5
I. Unentudukaiys u ayTeHTHQUKanus
cyOBexTOB JocTyna H 06bexToB foctyna (MAD)
HAD.0 Paspa6otka npaBun ¥ npouenyp (MOMUTHK) HAeHTHGUKamuu | + | + | +
¥ ayTeHTH(UKaUU CyOBEKTOB JOCTYNa U 0OBEKTOB JIOCTYyNa
NAD.1 Unentudukanys W  ayTeHTHOHKaUMsa  Mons3oBateneil, | + | + | +
SIBJIAIOILUXCS pabOTHHKaMHU oeparopa
HNAD.2 Wnentnduxanys 1 ayTeHTHQHUKAIUA YyCTPOHCTB, B TOM YHCIIe + | +
CTAalMOHAPHBIX, MOOMIBHBIX Y NOPTATHBHEIX
NAD.3 YrnpaBineHue uAeHTUGHKAaTOpaMH, B TOM 4ucie co3faHue,| + | + | +
HNPHCBOEHUE, H3MEHEHHEe, YHUYTOXEeHHEe HACHTU(UKATOpOB
NAD.4 VYnpaBneHne cpeacTBaMH ayTeHTHU(UKAaLMHU, B TOM uucae | + | + | +
XpaHeHue, BbiAada, WHHLUaNu3alusa, OJIOKUpPOBAHHE CpEICTB
ayTeHTH(QHKALUN U NIPUHATHE Mep B Cllyyae yTpaThl U (WUIIH)
KOMITPOMETAIMH CPEACTB ayTeHTU(UKAIUH
HNAD.5 Hckmrouenue O0TOOpaXeHHs IS fnoiae3oBarensa | + | + | +
JNEHCTBUTENBHOIO 3Ha4YeHHUs ayTeHTU(OUKANMOHHON
HHpopManuu © (WIM) KOJMYEeCTBa BBOAMMBIX CHMBOJIOB
(3ammra oOparHO#i CBS3M [pH BBOAE ayTEeHTH(PHUKaLMOHHON
HHDOpMALIHH)
HAD.6 Unentnduxanya u ayTeHTUHKanus [onb3oBareneit, He| + | + | +
SABJISIOILIUXCS paboTHMKaMHu omeparopa (BHEIIHUX
NOJbK30BaTeNei)
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NAD.7

Wpentudukauus v ayTeHTUUKanys o0BeKToB (aitnoBor
CHCTEMEI, 3alyCKaeMbIX M HCIONHSIEMEIX MOJIyJieH, 00BeKTOB
CHCTEeM ynpaBieHns 0a3aMH IaHHBIX, 00BEKTOB, CO34aBaEMbIX
NPUKJIAJHBIM M CIIEUHAIbHEIM NPOTrPaMMHEIM OOecrieyeHHeM,
MHBIX 00BEKTOB JOCTYNa

II. YripaBnenue noctynom
cyOBEKTOB JocTyna K o0bekTaM gocryna (YIT)

VIII.0

Pa3zpaboTka npaBui U mnpoueAyp (MOJMTHK) YIIPaBIE€HUS
JOCTYIIOM CyObeKTOB HOCTyIa K 00bEKTaM AOCTyIa

VI

YupasieHue (3aBeleHHe, aKTHBalUsd, OJIOKMPOBaHHE U
YHUUTOXXEHHE) YYETHBIMU 3allMCAMH IOB30BaTeIeH, B TOM
YKCJie BHEIIHNX NOJIb30BaTelIel

VT2

Peanusanus HeoOXOOUMBIX METOAOB (AMCKPELIMOHHBIH,
MaHJaTHBIHA, PONIEBOM WM HHOM MeEToX), THIIOB (YTEHHE,
3aIKCh, BRINOJHEHAE WIIH UHOM THUII) U NpaBUil pasTpaHUYeHUs
JOCTyTIa

VI3

YnpasneHnue (3KpaHUpOBaHHUE, ¢unspTpanys,
MapuIpyTH3aLHUs, KOHTPOIb COEIMHEHHWH, OIHOHampaBJlieHHas
repefaya ¥ MHBlE CIIOCOOBI yNpaBIeHHs) HHPOPMAMOHHBIMH
NIOTOKaMH MEXTY yCTpOHCTBamMH, CerMeHTaMu
ABTOMAaTH3MPOBaHHON CHCTEMBl YNMpPABIEHHSA, a TAKXKe MEKIY
aBTOMATH3MPOBAHHBIMU CHCTEMaMH YNIPaBICHUS

VT4

Pasnenenne  monHoMoumii  (posieil) — moJsb30BaTened,
aJMUHMCTPATOPOB " JTULL, 00ecneunBarOIINX
(GYHKUHOHUPOBaHHE aBTOMaTHU3UPOBaHHOM CHUCTEMBI
yIIPaBJIEHUS

VIILL,5

Hasnauenne MUHUMAaIbHO HEOOXOAMMBIX NpaB U NPUBUIIErHi
TI0JIB30BaTENsIM, aZIMUHHUCTpaTOpam n aunam,
obecneunBaromyM (QyHKIHOHHPOBaHHE aBTOMATH3MPOBAaHHOM
CHUCTEMB! YIIPABJICHHUSA

VII[.6

OrpaHuveHde  HEyCNEINIHBIX  IIONBITOK  BXoja B
aBTOMATH3MPOBAaHHYIO CHCTEMY YNpaBileHHs (IocTyma K
CUCTEME)

YIIA.7

[MpenynpexxneHue 1moib30BaTels I@pd €ro Bxode B
ABTOMATH3HUPOBAaHHYIO CHCTEMY YNPABJIEHHA O TOM, YTO B HeH
peanu3oBaHBl ~ ME€pHl  3alUMTBl  MHQOpMauMH, MU O
Heo6XOAMMOCTH COOJIIONEHUS UM YCTaHOBJIEHHBIX OIIEPaTOpPOM
npaBui 00paboTky MHGOPMaLIUH

VI1A.8

OnoBeliesye NOJIB30BaTeNd IIOCIE YCIENIHOrO BXoa B
ABTOMATU3HMPOBAaHHYI0  CHUCTEMY  YNpaBJI€HHA O  €ro
OpelbIAyllieM BXOAe B apTOMAaTU3MPOBAaHHYIO CHUCTEMY
ynpaBJIeHNs

YIIA.9

OrpaHnueHre 4KCla TapajUylellbHBIX CEeaHCOB JOCTyNa s
KaX[OM Y4eTHO}M 3afUCH MOJIb30BaTeNlss aBTOMaTH3MPOBaHHOMH
CHUCTEMBI yNIPABIeHMS
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VIIA.10

bnokupoBaHue ceaHca AOCTyNa B aBTOMAaTH3UPOBAaHHYIO
CUCTEMY YMpaBieHUA TI0Cje YCTAHOBJIEHHOTO BpEeMEHHU
Oe3nelicTBUA (HEAaKTWBHOCTH) TIOJB30BATENd WIH IO €ro
3anpocy

YIIA.11

Pazpeienue (3amper) JNEeNCTBUMN I10JIb30BaTENEH,
paspelIeHHbIX 10 MIeHTHQUKALMH U ayTeHTUhUKALHH

VIIA.12

[Nomnepkka U coxpaHeHHe aTpuOyTOB 6€30MacHOCTH (METOK
0e30MacHOCTH), CBS3aHHBIX C HHpOpMauuedl B mpolecce ee
XpaHeHus U 06paboTku

VIIA.13

Peanuzaius 3aldIIEHHOTO yIAlEHHOrO JOCTyNa CyOheKTOB
JoCTyma K  OOBeKTaM  JOCTynma  4epe3  BHEIIHUe
HH(QOPMAIHOHHO-TEIEKOMMYHHKAIIMOHHEIE CETH

VIIA.14

Pernamenrtanus U KOHTPOJIb HCIIOJIb30BaHUA B
ABTOMATU3UPOBAHHOM CHCTEME yIpaBlIeHHS TEXHOJOrHH
0ecrnpoBOAHOrO IOCTYyTa

YIIA.15

PernaMeHtanyis M KOHTPOJIb  MCNOJIL30BaHUS B
aBTOMATH3WPOBAHHOW CHCTEME YNpaBIEHWUS MOOMJIBHBIX
TEXHUYECKHUX CPEJICTB

YI14.16

VupasiieHne B3aUMOAEHCTBUEM C aBTOMAaTH3UPOBAHHBIMU
(uHGOPMALIMOHHBIMU) CHCTEMaMH CTOPOHHHMX OpraHu3alui
(BHEIIHHE CHCTEMBI)

YIA.17

Obecneuenue JNOBEPEHHOI 3arpy3ku CpeJICTB
BBIYUCITHTENIBHON TEXHUKH

III. Orpanuyenne nporpammHoii cpensi (OIIC)

OI1C.0

Paspaborka mpaBun U mnpouenyp (MOJNMTHK) OrpaHHYEHHs
IIPOrpaMMHOM Cpebl

OIIC.1

VYnopaBneHne 3amyckoM (oOpallleHHSMH) KOMIIOHEHTOB
nporpaMMHOro obecmedyeHus, B TOM 4YHCJIE ONpelelieHHE
3aIyCKaeMbIX KOMIIOHEHTOB, HAaCTpOWKa MapaMeTpoB 3allyCKa
KOMIIOHEHTOB, KOHTPOJb 3a 3allyCKOM KOMIIOHEHTOB
IpOrpaMMHOro obecrnedeHus

OIIC.2

VYnpaBneHue YCTAaHOBKOM (MHCTaNIsALMed) KOMIIOHEHTOB
NpOrpaMMHOro O0OecredyeHus, B TOM YHCIE OIpelesieHHe
KOMIIOHEHTOB,  NOJUIeXalUX  yCTAHOBKE,  HACTpOMKa
[apaMeTpOB  YCTAaHOBKM  KOMIIOHEHTOB, KOHTpOIb  3a
YCTaHOBKOW KOMIIOHEHTOB IPOrpaMMHOr0 obecnedeHus

OI1C.3

YcraHoBka (MHCTAJUIALMSA) TOJBKO  PaspelieHHOro K
HCIONB30BaHMI0 TIpOrpaMMHOro obecmedeHuss ¥ (WIH) €ro
KOMIIOHEHTOB

O11C.4

VYnpaBneHue BpeMeHHBIMH (aiinamy, B TOM YHCIE 3allperT,
paspelleHue, epeHarpaBlieHue 3afycH, yaaleHHe BpeMeHHbIX
GbaiinoB

IV. 3amurta MamuHHBIX HocuTenel nndopmanyu (3HN)

3H1.0

Paspaborka mnpaBu W npouenyp (TOJHMTHK) 3aUIMTHI
MAIIIMHHBIX HOCUTEJIEH
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3HH.1

YdeT MallMHHBIX HOCHTeNeH HHbOpMaluu

+

3HH.2

YnpaBneHue  JOCTYIOM K  MAlIMHHBIM  HOCHTENSAM
nHbOopMalru

3HN.3

KouTpons nepeMenieHus MAaIIHHHBIX HOCHUTeNer
MHGOpMalUU 32 Npeaesibl KOHTPOJIUPYEMOHN 30HbI

3H1.4

Hcknrouenue BO3MO>XHOCTH HECAHKLMOHHPOBAHHOTO
O3HAKOMIIEHHUS C cojiepxaHueM HH(OopMaluy, XpaHsIleics Ha
MallHHHBIX HOCHTENAX, U (WIH) KCMOJB30BaHUS HOCHTeNeHl
MHGOpMallMd B HHBIX AaBTOMATH3MPOBAHHBIX CHCTEMax
ynpaBJIeHUs

3HH.5

KoHTponb ucrnons3oBaHus WHTEpdelicoB BBOAa (BBIBOAA)
HHGOpMalUK Ha MallIMHHbIE HOCUTENH HHPOpMaLMU

3HU.6

Koutpons BBOAa (BbIBoJa) uH(OpMaLMH Ha MaUIMHHEIE
HOCHUTENHN UHPOpMaLUH

3HU.7

Kontposs HOAKJIIOYEHUS MalUMHHBIX HOcHUTeJeH
nHGOpMauu

3HM.8

YHuutoXeHne (cTupaHue) HHPOpPMALMM Ha MAaUIMHHBIX
HOCHTENIAX TpU HX Iepefaye MeXAy TM[OJIb30BaTeNsIMH, B
CTOpPOHHHE OpraHW3allMH Ajii PEMOHTAa WIM YTWIW3aluH, a
TaK)Xe KOHTPOJIb YHUUYTOXEHUS (CTUPAHHS)

V. Peructpauus cobeituii 6e3onacHoctu (PCH)

PCB.0

PaspaGorka mnpaBun v mnpouexyp (MOTMTHK) perucTpalnyu
coObITH 0€30NacHOCTH

PCB.1

Omnpenenenne  coObITUH  0e30MacHOCTH,  NOAJEXKALIMX
PETUCTPalliH, ¥ CPOKOB UX XPaHEHHsI

PCB.2

Omnpenenedne coctaBa U COAEpXKaHMS MHGOpPMALUH O
COOBITUAX 0€30MaCHOCTH, MOJIEXAIIMX PErUCTpalliu

PCB.3

C6op, 3anmch M XpaHeHHMe WHGQOpMaLUU O COOBITHAX
6e30MacHOCTH B TEYEHHE YCTaHOBJIEHHOTO BpEeMEHHU XpaHEHHUs

PCb.4

PearnpoBanue Ha cOou mpH perucTpalvd  COOBITHMH
Oe3omacHOCTH, B TOM 4YHCIE annaparHele M INpOrpaMMHbIE
omnOkn, cbon B MexaHuaMax cOopa wuHPopMaLMH U
OOCTIDKEHHE Tpejesia WIM TepernojHeHus obbeMa (eMKOCTH)
aMsITH

PCB.5

MOHUTOPHHT (TIPOCMOTp, aHallu3) pe3ylbTaTOB PEruCTpalllH
COOBITHI 6€30I1aCHOCTH U pearpoBaHHe Ha HUX

PCB.6

['enepupoBaHyne BpeMEHHBIX METOK M (MIM) CHHXPOHH3aLUs
CUCTEMHOIO BpEMEHH B aBTOMAaTH3UPOBAHHOM CHCTEME
yNpaBJIeHUs

PCB.7

3amura nHGOpMaIuH 0 COOBITHAX 0€30I1acCHOCTH

PCB.8

Ob6ecnevenue BO3MOXXHOCTH IIpocMoOTpa 41 aHallu3a
I/IHQ)OpMaI.IIrII/I 0 JEMCTBHUAX OTAENBbHBIX MMOJIb30BaTENCH
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VI. AutuBupycHas 3amura (AB3)

AB3.0

PaspaboTka npaBun u npouenyp (MOJUTHK) aHTUBHPYCHOM
3aLIUTH]

AB3.1

Peanuzaius aHTUBUPYCHOM 3aILUTHI

AB3.2

O6HoBnenne 06a3bl JAHHBIX M[PU3HAKOB  BPEIOHOCHBIX
KOMIIBFOTEPHBIX NIporpamMm (BUpYCOB)

VII. O6napyxenue sropxennii (COB)

COB.O

Pa3paboTka mpaBu1 U npouenyp (IOJHUTUK) OOHapyXeHHs
BTOP>KEHHUI

COB.1

OG6HapyKeHle BTOpXKEHUH

COB.2

O6HoBIeHHe 6a3b! peNIaloNHX NPaBUil

VIII. Kontpois (ananus) 3amuuieHsocty nHdopmauuu (AH3)

AH3.0

PaspabGorka npaBun W npouenyp (MOTUTHK) KOHTPOJIA
(aHayM3a) 3alMLIEHHOCTH

AH3.1

BrisiBiieHMe, aHaniuM3  yA3BUMOCTEf M ONEpaTHBHOE
yCTpaHEeHHEe BHOBb BBISIBIEHHBIX YA3BHMOCTEH

AH3.2

Kourpone  ycraHoBkM  OOHOBNEHHH  HpPOTrpaMMHOIO
obecrieuenusi,  BKIO4Yad  OOHOBJIEHHE  MPOrPaMMHOIO
obecrieyeHns CpeCTB 3alIUThl HHPOpMaLUH

AH3.3

KoHTpone paboTOCOCOOHOCTH, MapaMeTpPOB HACTPOHKH H
HIPaBUIBHOCTH (bYHKLIHMOHUPOBaHUS IpOrpaMMHOTO
obGecrieyenys ¥ CPECTB 3alIWTh HHOOpMALIMHY

AH34

KoOHTpOJIs COCTaBa TEXHHYECKHMX CPEICTB, IPOrpaMMHOrO
obecrieueHus ¥ CpeACTB 3alUTH HHPOpMaLUK

AH3.5

KoHTpons npaBun reHepalHH W = CMEHBI napoJiet
MONB30BaTeNeli, 3aBefeHMsl W YAaleHUs YYETHBIX 3amuced
[Ions30Barelied, peanu3aluy NpaBUil pasrpaHu4YeHHs JOCTYIa,
IMOJTHOMOYHH MOJIL30BaTENIEN

IX. O6ecnievenne nenoctaoctd (OLLT)

OLVL.O

Paspa6oTka npaBui1 u npouexyp (NOMMTHK) obecnedeHus
I1€JIOCTHOCTH

OLUL1

KOHTpON: 1EJOCTHOCTH IIPOrpaMMHOro  obecneueHus,
BKJIIOYas IMpOrpaMMHOoe ofecriedeHHe CpencTB  3allMThI
NHOpMaLHU

OLUL2

KOHTpO/Ib LENOCTHOCTH HH(OPMALHH, comepkaliencs B
0azax JaHHBIX

OLJL.3

O6ecneyenre BO3MOXHOCTH BOCCTaHOBJIEHHUS MPOrpaMMHOIO
obecrnieyeHys, BKJIOYas MPOrpaMMHOE oOecreyeHne CpeicTB
3amMTel  MH(pOpMAaLMM, INpH BO3HMKHOBEHMH HEIITATHBIX
CUTyauui
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OLlL.4

OOHapyxeHHe W pearupoBaHHE Ha [IOCTYIJIEHHE B
aBTOMAaTU3UPOBaHHYIO cCUCTEMY ynpaBJieHUs
He3anpalllMBaeMbIX  3JIEKTPOHHBIX  CcoOOlIeHUH  (muceM,
IOKYMEHTOB) U MHOH HHQOpMAallM¥, HE OTHOCSILMXCI K €€
(GYHKLMOHUPOBaHUIO (3alllMTa OT crnama)

OLJL5

KoHuTpons conepxanus uHboOpMaLUuy, IepenaBaeMOd U3
ABTOMATH3UPOBAaHHOW CHUCTEMBI yNpaBieHHs (KOHTEeHHEepHBIH,
OCHOBaHHbBIM Ha CBOWCTBaxX OOBEKTa JOCTyNa, M KOHTEHTHBIH,
OCHOBaHHBIN1 Ha TIOMCKE 3anpeuieHHOH K Tmepenaye
UHGOpPMallMi C HCIOJIF30BaHUEM CUTHATyp, MAacoK M HHBIX
METOMOB), W HCKIIOYEHHE HENpaBOMEpHOH mepenadu
nHbopManu

OLL.6

OrpaHudeHue Ipas M0JIb30BaTesIel Mo BBOY MHPOpPMALIMH B
ABTOMATH3MPOBAaHHYIO CHCTEMY YNPABICHUS

OLJL7

KoHTposnb TOYHOCTH, TOMHOTHEI M MPAaBUIBHOCTU [JaHHBIX,
BBOJMMBIX B @BTOMAaTH3HPOBAHHYIO CHCTEMY YIPaBieHHS

OLL8

KonTpons omboyHbIx JeHcTBUI NONB30BaTeNIed 110 BBOAY U
(wnin)  nmepemave  uHGOpMalMM U NIpeAyNpexIeHHe
MoJib30BaTeNIel 00 OMINOOYHBIX IEACTBUSIX

X. O6ecneyenue nocrynHoct (OT)

OAT.0

PaszpaboTka npaBun Hu npoueayp (NOJHTHK) obecrnedeHHs
JOCTYMHOCTH

OAT.1

Hcnonp30BaHue 0TKa30yCTOMYMBEIX TEXHUYECKUX CPENCTB

OAT.2

Pe3epBupoBaHMe TEXHMYECKHX CPEACTB, MPOrpaMMHOIO
obecrieueHus, KaHAIOB Nepefadyd HHPOPMALHUH, CPEICTB
obecrneyeHns GyHKIIMOHUPOBAHHS CHCTEMBI

OAT.3

KouTpons 6e30TkazHOro ¢QyHKIMOHHPOBAaHHA TEXHMYECKHX
CPEICTB, oOHapy)XeHHe ¥  JOKajJM3allMd  OTKa3OB
(YHKUMOHAPOBAHNA, MPUHATHE MEp M0 BOCCTAHOBIECHHIO
OTKa3aBIIUX CPEJICTB ¥ UX TECTUPOBAHKE

OJT.4

[Nepromnyeckoe pe3epBHOE KONMpOBaHHE HMH(OpPMalUH Ha
pe3epBHbIe MalIMHHBIE HOCUTENH UHPOpMaLIUH

OHT.5

Ob6ecnieyeHre BO3MOKHOCTH BOCCTAHOBJIEHHS HHGOPMALVH C
pe3epBHBEIX MAIUMHHBIX HOCHTeNed MHpopMaluH (pe3epBHBIX
KOMHi{) B TeUeHHe YCTAaHOBIEHHOIO BPEMEHHOTO MHTEpBaja

ONT.6

Knacrepusanus aBTOMaTH3UPOBAaHHON CHCTEMBI yNpaBileHHS
1 (WJIH) ee CErMEHTOB

ONT.7

KoHTpons cocTOosHHST M KayecTBa  INpeAOCTaBJIeHUS
IIOCTABLINKOM TeJIEKOMMYHHUKAUOHHBIX ycnyr
BBIYHCIIUTENBHBIX PECYpPCOB (MOIIHOCTEH), B TOM YHCIIE IO
repenaye HHOOpMaLKH

XI. 3amura cpeasl Bupryanusaiui (3CB)

3CB.0

Pa3spa6oTka mpaBui W npouexayp (MOMATHK) 3aILMTHI CPEIBI
BHPTYUTH3ALIH
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3CB.1

HnenTuouKanus U ayTeHTHQUKaLMA CyOBEKTOB AOCTyNa M
00BEKTOB [OCTYNIAa B BHPTYalbHOH HHAPAaCTPyKTYpe, B TOM
quclie aJIMHHHUCTPATOPOB ynpaBieHus CpelncTBaMU
BHPTYaJIM3aLHHU

+

3CB.2

YnpaBieHHe AOCTYIIOM CYOBEKTOB JOCTyma K OOBeKTam
JOCTyNla B BHPTyanbHOH HMH(MpACTPyKType, B TOM 4HCIE
BHYTPH BUPTYaJbHBIX MALIKMH

3CB.3

Peructpaums coOpiTHi 6e30MacHOCTH B BUPTYyaJlbHOU
MHGPaACTPYKType

3CB.4

Vipasnenne (¢unbTpanusA, MapUIpyTH3aUHs, KOHTDPOJb
COoelMHEHHs, OJHOHANpaBleHHas Ilepefada) IIOTOKaMH
uHGOpMaIH MEXIYy  KOMIOHEHTaMHU BUPTYaIbHOH
HHOPACTPYKTYpEI, @ TaKXe [0 IEPUMETPY BHPTYalbHOH

UHGPaCTPYKTypEI

3CB.5

HosepenHas 3arpy3Ka CEpBEPOB BUPTYyaIH3aLMH,
BUPTyaJIbHOM MallMHBl (KOHTelHepa), CEPBEPOB YIpaBICHUS
BUPTYyAJIH3aLMEN

3CB.6

VopasieHde — HepeMeIleHHEM  BUPTYAlIbHBIX  MAaIlMH
(xoHTeliHepoB) U 00pabaThIBAEMBIX HA HUX AaHHBIX

3CB.7

KOHTpOJIb LIEIOCTHOCTH BHPTYalbHOH HHMPACTPYKTyphI U ee
KOH(UTrypalui

3CB.8

PeszepBHOe  KONMpPOBaHHE  JaHHBIX,  pe3epBUpOBaHHE
TEXHHYECKHX  CPEACTB,  MPOrpaMMHOro  obecrneyeHus
BUPTYaIbHOM HHQPACTPYKTyphl, a TakKXKe KaHaJlOB CBi3H
BHYTpPH BHPTYaJIbHOH MHQPACTPYKTYpbI

3CB.9

Peanusanus W ympaBjeHHe aHTUBHPYCHOM 3alllATOH B
BUPTYaJbHOH MHPPACTPYKType

3CB.10

Paz6uenue BHUpPTyanbHOH HHOPACTPYKTyphl Ha CErMEHTHI
(cerMEeHTHpOBaHHE BUPTyaJbHOH MHQPACTPYKTYpBI) UIA
06paboTku UHGOpMAIWK OTAENBHBIM NOJB30BaTENEM M (WIJIH)
rpynnoil noyib3oBaTenen

X1I. 3amura Texaudeckux cpencts (3TC)

3TC.0

Pazpa6orka mnpaBun ¥ Tnpouedyp (IONHTHK) 3aIlMTHI
TEXHUYECKUX CPENICTB

3TC.1

3ammra uHpopManuu, o00pabaTeIBaEMOM TEXHH4ECKHMH
CpeCTBaMH, OT €€ YTEUKH 110 TEXHUYECKHM KaHajaM

3TC.2

OpraHusalyis KOHTPONHPYeMOi#l 30HBI, B Ipeleax KOTOpoi
MOCTOSIHHO ~ pa3MelIaloTCs  CTal[MOHAapHble  TEXHHYECKue
cpencrTsa, obpabarpiBaollie HHOOPMALUIO, UCIIONHUTENBHBIE
YCTpOWCTBa M CpeACTBa 3alllUThl MHGOpMAIMH, a TaKKe
cpejicTBa obecneyeHns GyHKUHOHHPOBAHHUA
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3TC.3

Kontpone u ymnpaBnenne ¢HU3UYECKUM JOCTYNOM K
TEXHUYECKHUM CpEICTBaM, CpelcTBaM 3alluThl HHGOpManuy,
cpenctBaMm ofecrieueHusi (QYHKUHOHHPOBAaHMS, a Takke B
IIOMEILLIEHUST U COOpYXKEHHsS, B KOTOPHIX OHH YCTaHOBIIEHBI,
HCKJIIOYAIONIE HECAHKIIMOHUPOBaHHBIN Pu3nyecKuit focTyn

+

3TC4

Pasmemenue YCTPOUCTB BBIBOJIA (oToOpaxenHus)
uHpOpMaIy, HCKIIOYalollee ee HeCaHKIMOHHUPOBAHHBIH
IIPOCMOTP

3TC.5

3ammTa OT  BHEIIHWX  BO3XelCTBHI  (BO3medcTBuUi
OKpY)Xaloleld cpeasl, HecTabHUIBHOCTH 3IEKTPOCHaOXeHUs,
KOHAWLIMOHMPOBAHUS M MHBIX BHEMIHUX (DAKTOPOB)

XIII. 3amuTa aBTOMATU3NPOBaHHOI cucTeMbI M ee komnoHeHToB (3HC)

3UC.0

PaspaGoTka mnpaBun © 1npouenyp (TOJUTHK) 3alUTHI
ABTOMAaTH3UPOBAHHOI CHCTEMEI U €€ KOMIIOHEHTOB

+

+

3UC.1

Pa3znenenue byHKIMi o yTIpaBIE€HHIO
(aIMUHHCTPHUPOBAHUIO)  aBTOMAaTHM3HPOBAaHHOM  cucTeMoO#
yTpaBlIeHHUs, YIpPaBie€HUIO0 (aAMUHHCTPUPOBAHUIO) CHCTEMOH
3amuThl, GyHKUMA no obpaboTke WHGOpPMAUMH M MHBIX
GYHKIMA aBTOMAaTU3HPOBAaHHOMN CHCTEMBI YIIPaBIeHHS

+

+

3UC.2

[IpenoTBpauenre 3aJepXXKU UM NpEPHIBAHKS BBIIOJHEHUS
IPOLIECCOB C BBICOKHM IPHOPUTETOM CO CTOPOHBI IIPOLIECCOB C
HU3KUM NPHOPHUTETOM

3UC.3

ObecrieyeHne 3amMTBl  HHPOpPMALUU OT  PacKpHITHS,
MoIubUKalMKd U HaBsA3bIBaHHA (BBOJA JIO)KHOHM HH(poOpMaiyu)
NpH ee nepenaye (MOArOTOBKE K NepeAade) o KaHajlaM CBS3H,
MMEIOIIMM BBIXOJ 32 Npefensl KOHTPOIUPYEMOI 30HEI, B TOM
yucie 6ecrpoBOIHBIM KaHaJIaM CBA3HU

3UC4

OOecrieyeHrie [IOBEpEHHBIX KaHajla, MapuipyTa MEXIy
aJIMUHUCTPATOpOM, TIIOJb30BaTeeM M CpPEICTBAMH 3allUTHI
nHpopMauuy (QYHKIUAMH O0€30MacHOCTH CPEACTB 3alLUTHI
nHbopMaIuy)

3UC.5

3anper HECaHKUWMOHMPOBAHHOM YIAJE€HHOM aKTHBalUHU
BUAEOKamep, MUKPO(OHOB U HHBIX NepH(PEPUIHBIX YCTPOKICTB,
KOTOphlE MOTYT aKTMBHUPOBAThCS YAAJIEHHO, U OIIOBEILLEHUE
noJjbp30BaTeNel 00 aKTHBalMH TaKMX YCTPOHCTB

3UC.6

[lepeqaya ¥ KOHTPONb  IIEJIOCTHOCTH  aTpHOYTOB
Oe3omacHocTH  (MeTOK  0e30MacHOCTH), CBS3aHHBIX C
uHpopMalheit, npu oOmeHe wuHPopManuell ¢ HHBIMU
aBTOMATH3MPOBAHHBIMH (MHG)OPMAIIHOHHBIMU) CHCTEMaMU

3UC.7

KonTtponb CaHKIMOHHPOBAaHHOTO ' HCKJIIOUEHHE
HECaHKIIMOHUPOBAHHOTO HCITOJIb30BAHUS TEXHOJIOTH I
MOOMIIBHOTO KO3, B TOM 4HCIE perucrparus coOBITUH,
CBSI3aHHBIX C UCIIOJIB30BAHHEM TEXHOJIOrHM MOOHIBHOIO KOJa,
MX aHalu3 W pearvpoBaHHe Ha HapyILUEHUS, CBsS3aHHbIE C
UCIIONIb30BaHUEM TEXHOJIOTMM MOOHILHOTO KOa
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3UC.8

KoHTpons CaHKIIMOHHPOBAHHOTO %} HUCKJTIOYCHHE
HEeCaHKLIHOHUPOBAHHOT'O HCIIOJIb30BaHUS TEXHOJIOTU I
nmepefayyl peyd, B TOM 4YHCJIE pEerucTpauus CoOBITHH,
CBSI3aHHBIX C UCMONB30BAHKUEM TEXHOJIOTHI Tepeayu peyu, ux
aHAJIN3 M pearipoBaHUE Ha HapylIeHWs, CBA3aHHBIE C
MICIIOIB30BaHHEM TEXHOJIOT Uit lepeayy peyunt

3UC.9

KonTpons CaHKIIMOHHPOBaHHOH " HCKJIIOYEHHE
HEeCaHKIIMOHMPOBaHHOM Nepeayd BUAEOMH(POpMALUH, B TOM
Yyucle perucTpauys CcoOBITHH, CBS3aHHBIX C [epenaueit
BUAeOMHpOpPMAIMM, HX AaHAIM3 W peardpoBaHWe Ha
HapyIIeHUs, CBI3aHHEBIE C Nlepeadeil BIAeOMHGOpMauu

3UC.10

[TonTBepaeHre MPOUCXOXKACHHUS HCTOYHHMKA HHQOpMaIMH,
MOJIy4aeMoii B Ipoliecce OINpeneeHHs CEeTEBHIX aIpecoB IO
CETeBBIM HMEHaM WM ONpelejieHHs CeTEeBBIX HMEH II0
CETEBBIM aJjpecaM

3UC.11

OGecnieveHne MOITHHHOCTH CETEBBIX COEIMHEHMII (CeaHCOB
B3aUMOJIEACTBHSA), B TOM YHCJE [JIA 3aIIUTHl OT MOAMEHEI
CETEBBIX YCTPOHCTB U CEPBHUCOB

3UC.12

HcknioueHne BO3MOXXHOCTH OTpHIUAHUSA MOJB30BaTeNleM
¢akTa oTNIpaBKU HH(POPMALIUH JPYTrOMY NOJH30BATENIO

3UC.13

Hckmouenre BO3MOXHOCTH OTPHLAHHSA  TIOJB30BaTEIEM
dakra nosyyeHus HHGOpMalHU OT PYroro nojbp30BaTels

3UC.14

Hcnionb3oBaHHe YCTPOWCTB TEPMHHAIBHOTO MAOCTYyNa MAJis
06paboTku HHPOpMAITUU

3UC.15

3amura apXuBHHIX (ailioB, NapaMeTpOB HAaCTPOHKU CPeJCTB
3alIUTHl UHQOPMALUU M NIPOrPaMMHOI0 oOecredeHus] U WHBIX
JNAaHHBIX, HE MOJJIeXallluX U3MEHEHHIO B Ipoiiecce 00paboTKu
MHbOpMaH

3UC.16

BrisiBienne, aHaau3 M ONOKMpOBaHME CKPBITBIX KaHallOB
nepexayy HHGOpMaLHMU B 00X0J peali30BaHHBIX MEP 3aLIMTHI
MHGOPMallUH WM BHYTPH pa3pelIeHHbIX CETEBBIX IPOTOKOJIOB

3UC.17

Pazbuenue aBTOMaTH3HpOBaHHOﬁ CUCTEMBI YNPABJICHHA Ha
CCIMECHTHI (cer MGHTHpOBaHI/Ie) n obecrieyenue 3allIHUThI
NEPUMETPOB CErMEHTOB

3UC.18

Obecnieyenne 3arpy3kd M UCIOJHEHHS NPOTPaMMHOTO
obecrieyeHHss C MAIUMHHBIX HOcUTened  HWHQOpMaLHH,
OOCTYNHBIX TOJBKO IS 4YTEHHS, ¥ KOHTPOJIb LEIOCTHOCTH
AAHHOTO MPOrpaMMHOro obecneyeHus

3UC.19

M3onsums  npoueccoB  (BBUIONHEHHWE  Oporpamm) B
BBLIEJIEHHOH 0071acTH NaMATH

3UC.20

3amura OecnpoBOOHBIX COENMHEHHH, NPUMEHAEMBIX B
aBTOMAaTH3UPOBAHHON CHCTEME YIIpaBIeHHS
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Hcknouenve OOCTyna IONB30BaTeNs K  HHQOpMauuHy,
BO3HMKIIE B  pe3yabrare  ACHCTBUH  IpeablAyLUero
MIOJIL30BATENS Yepe3 pPeecTphl, ONEPATUBHYIO NTaMsTh, BHEILIHUE
3alIOMHHAIOIIMEe  YCTpoWicTBA W  HWHBle obmue 1A
N0JIB30BATENEH pecypCel

3UC.22

3amura aBTOMATM3MPOBAHHOW CHCTEMBl YIpPaBIEHHUS OT
yrpo3 6e30macHOCTH WHQOpMaLUH, HaNpaBIeHHbIX Ha OTKa3 B
o0CTyK1BaHUU

3UC.23

3ammra mnepuMmerpa (pusuyeckux U (UIH) JIOTMYECKHX
rpaHMil) aBTOMAaTH3UPOBAHHOW CHUCTEMB! yIpaBieHHs IpU ee
B3aUMOJIEHCTBUH C HWHBIMA ~ aBTOMaTHU3HPOBaHHBIMHU
(MuHQOpMAIMOHHBIMU)  CHCTEMAaMH W HH(OPMAaIMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIMU CETSMH

31C.24

HperameHne CETEBBIX COEJMHEHHUH MO HX 3aBCPIICHUH HIN
IO UCTCUCHHUH 3aJaHHOTrO OIepaTopoM BpEMEHHOI0 HHTEpBaJia
HCAKTHBHOCTH CETEBOIo COCIAMHCHNA

3UC.25

Vicrions3oBanue B aBTOMaTH3MPOBAaHHON CHCTEME
yTpaBeHus pa3NUYHbIX THUIIOB o011eCHCTEMHOTO,
NPUKIATHOTO W CIELHAJBFHOrO MPOrpaMMHOIO oOecreueHus
(co3niaHmne reTeporeHHoN Cpesibl)

31C.26

Hcnonb3oBaHue MIPUKJIaTHOTO (creuunanbpHOro)
NpOrpaMMHOrO  oOecleueHus, HMEIOIIEro  BO3MOXKHOCTb
GYHKIHOHUPOBaHUA B CpelJaX pa3lWYHBIX OIEePalMOHHBIX
CHUCTEM

3UC.27

Cospnanne (omynanus) JIOXKHBIX KOMIIOHEHTOB
aBTOMAaTHU3HPOBAHHOU CUCTEMBI yIIpaBileHHs,
npefHa3HaYeHHBIX JUI1 0OHapyXeHUs, PErUCTpallui U aHaju3a
OEWCTBHA HapyliuTesneil B Ipolecce peaju3allid  yrpos
Oe3onacHOCTH HHGOPMaLIUU

31C.28

BocnpousBenenue JOXHBIX M (MJIM) CKPBITHE MCTHHHBIX
OTHENbHBIX TEXHOJIOTUH u (nn) CTPYKTYpHO-
QYHKUHUOHANBHBIX ~ XapaKTEPUCTHK  aBTOMAaTH3WPOBaHHOM
CHCTEMBI yTpaBlIeHHS WIH €€ CErMEHTOB, o0ecreuyuBarolee
HaBS3bIBAHHE HAPYINWTENIO JIOKHOTO NpeicTaBieHHus o0
MCTUHHBIX TEXHOJIOTUSAX H (unn) CTPYKTYpHO-
(QYHKIMOHAJIBHBIX XapaKTEPUCTUKAX

3UC.29

[lepeBog aBTOMATH3MPOBAHHOH CUCTEMBI UM €€ YCTPOMCTB
(KOMIIOHEHTOB) B 3apaHee OIpeleSieHHYI0 KOH(Urypaluio,
obecrnieynBalOUIyl0  3aliUTy  HHpOpPMamu{, B  Cilydae
BO3HUKHOBEHHH OTKa30B (cOoeB)

3UC.30

3a1unTa MOOHMIIBHBIX TEXHUYECKHX CpeACTB, IIPUMEHSIEMBIX B
aBTOMaTI/IBI/IPOBaHHOﬁ CHUCTEME YIIpAaBICHUSA
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XIV. Obecneuenue 6e30macHoOi pa3pabOTKU
nporpammuoro obecneuenus (OBP)

OBP.0 Pa3zpaorka mpaBWi MU npouenyp (MOMUTHK) obecmedyeHus | + | +
Ge30macHoi pa3paboTKU NIPOrpaMMHOro obecreyeHusl

OBbP.1 AHann3 ysa3BUMOCTEH U yrpo3 Ge3omacHOCTH UHGoOpMamuu B | + | +
Xojie pa3paboTKy NpOrpaMMHOro obecrnedeHus

ObP.2 CraTvyeckuil aHaJi3 KOAa MNPOrpaMMHOro oOecredyeHus B +
Xozie pa3pab0TKK NpOrpaMMHOro obecrieyeHus

ObP.3 Py4HO#l aHanu3 Koma MporpaMMHOro obecmedyeHus B Xolie
pa3pabOTKH NPOrpaMMHOro obecreyeHus

ObP.4 TecTupoBaHHe Ha NPOHUKHOBEHME B XOAe pa3paboTKu +
IporpaMMHOro ofecnedeHus

OBP.5 Junamuyeckuil aHaJIM3 KoJa MpOrpaMMHOro o0ecrieyeHus B +
X0Jie pa3paboTKy NporpaMMHOro obecredeHus

OBbP.6 HoxymenTtupoBaHne Impouenyp obecrieueHus Oe3omacHoit | + | +

pa3paboTKu MpOrpaMMHOro ofecredeHus pa3paboTUHKOM U
TIpeCTaBjIeHHe UX 3aKa34uKy (oreparopy)

XV. Vnpasnenne 00HOBIeHUAMH IIporpaMMHoro obecrnieuenusi (OI10)

OI10.0 PaspaGotka mpaBun U mnpoueayp (HOJAUTHK) ynpaBieHus | + | +
OOHOBIIEHHAMH [POrpaMMHOro  ofecredyeHus  (BKIrOYas
MOJTy4€eHHE, MPOBEPKY M YCTAaHOBKY OOHOBIIEHHUH)

OITO.1 [TonyuyeHue oOHOBIIEHMH mNporpaMMHOro obecrieyeHuss ot | + | +
pa3paboTurKa WM YIIOJIHOMOYEHHOro UM JInla

OI1O.2 TecTupoBanue 0OHOBIEHUH NMporpaMMHOro obecnedenus no| + | +
€ro YCTaHOBKM Ha MaKeTe WM B TECTOBOH 30HE

OI1O.3 enTpanm3zoBanHas yCTaHOBKa OOHOBIEHHMI NPOTPaMMHOIO
obecnieueHus

XVI. IlnanupoBanue MeponpUATHI
o obecneyeHuo 3aiuThl nHGopmanuu (ITJTH)

[IJIH.O Pazpabotka npaBun U npouexyp (MOJUTHK) MaHUpoBaHus | + | +
MEPONIPHATHH N0 00eCTIeUeHHI0 3alUTH HHPOpMaIH
TJIH.1 OnpeneneHvde WL, OTBETCTBEHHBIX 3a IUIaHUpoBaHue,| + | +

peanM3alM0 H KOHTPOJb MepONpUATHH no obecrnedeHuro
3auMTHl  UHGQOpMAUMKM B aBTOMAaTU3WPOBAHHOM cucTeme
ynpaBJeHus

TUIH.2 Paspaborka, yTBepxaeHuMe W  aKTyaiqusanus IulaHa| + | +
MEpPONpUATHIA 10 00ecneyeHnuIo 3alluThl HHQOpMalHu B
aBTOMAaTH3HPOBAHHBIX CHCTEMaX YIIPaBJIeHUS

TTJIH.3 KoHTpons BHIIONHEHMS MepornpuaTHii no obecnedenuto | + | +
3al0UTHl HMHGOpMalMUd B aBTOMATU3WPOBAHHBIX CHUCTEMax
yHpaBJieHUs, IPeAyCMOTPEHHBIX YTBEPXKACHHBIM MIJIAHOM

XVII. Obecneuenue neiicTBHH B HEIUTATHRHIX
(nenpensuneHnbix) curyauusx (JJHC)

JHC.0 PaspaGorka mnpaBun u npouenyp (monuTuk) odecmeuenus | + | +
JENCTBUH B HEIITATHBIX (HENPeABHIEHHBIX) CUTYaIHAX
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JHC.1

Pa3zpaboTka miaHa JAeWCTBMII Ha cily4all BO3HUKHOBEHHS
HEITAaTHBIX (HeNpeABUAECHHBIX) CUTyaluH

+

TIHC 2

O6yuyenne u oTpaboTka [OeHCTBUM IepcOHana B Clydae
BO3HHMKHOBEHHUS HEINTATHHIX (HeNpeIBUACHHBIX) CUTyaLHH

JIHC.3

Cozfanvie anbTepHATHBHBIX MECT XpaHEHWs U 00paboTKH
uHpopManuu Ha Ciydall BO3HMKHOBEHHS  HELITAaTHBHIX
(HempeBUIIEHHBIX) CUTYalHil

JHC.4

PesepBrpoBaHHe NPOrpaMMHOI0 00eCIeYeHus], TEXHUYECKUX
CPEICTB, KaHajOB Iepelayd AaHHBIX aBTOMAaTH3HPOBAHHBIX
CHCTEM YIpaBJIEHHS Ha Clydail BO3HUKHOBEHHS HEIUTaTHBIX
(HenpeABHIEHHBIX ) CUTyauuil

JHC.5

O6ecneuenue BO3MOXXHOCTH BOCCTAHOBJICHHS
aBTOMATHU3MPOBAHHOH CHCTEMBl YIpaBieHHs W (uWIH) ee
KOMIIOHEHT B  Cjy4yae  BO3HMKHOBEHHS  HEIUTAaTHBIX
(HenpeIBHIECHHBIX) CUTYaIHi

XVIIIL Uudopmuposanue u o0y4enue nepconana (MI10)

HII10.0

Pazpabotka NpaBui 5 npoLenyp (nomUTHK)
nH(pOpMUpOBaHUs 1 00ydeHHs IepcoHala

+

HIIO.1

WupopmupoBanie mnepcoHasa 00 yrposax 0€3011aCHOCTH
HHbOpMaLMK, O NpaBUIAX IKCIUTyaTalUd CHCTEMbl 3alLUTEHI
aBTOMATH3UPOBAHHON CHCTEMBl YNPABJICHUS M OTAEIBHBIX
CpeJICTB 3aIlUTHl HHGOpMaluU

.+.

HIT10.2

OO0yyeHue nepcoHana IpaBUIaM OJKCIUIyaTallMH CHCTEMBI
3alIMTEl aBTOMATHU3UPOBAHHOW CHUCTEMBI YIpaBIEHUs H
OTJIEJBHBIX CPEJCTB 3aUIUTHl HHPOPMALHHU

HI10.3

ITpoBeneHne mNpPaKTHYECKUX 3aHATHH C MEPCOHAIOM IIO
npaBHjlaM SKCILTyaTaluuH CHCTEMEI 3AIMTHI
ABTOMAaTU3UPOBAHHON CHUCTEMBl YNPABNEHUS U OTHAEIBHBIX
CpeZCTB 3alUThl HHGOpMaLH

XIX.Ananu3 yrpo3 6e30nacHOCTH HHPOpMALIUH
¥ pUCKOB OT ux peanusauuu (YbH)

YBN.0

Paspabotka mpaBwi U mpoueAyp (NONMTHK) aHAIU3a Yrpo3
0e30MnacHOCTH HHOOpPMallUK U PUCKOB OT HX peajlu3aluu

YbU.1

Ileproauueckuii aHalu3 H3MEHEHHMA Yrpo3 0e30MacHOCTH
MHpOpMaNy, BO3HHKAOIIMX B  XOJ€  JKCILTyaTalluu
aBTOMaTH3UPOBAHHOH CHCTEMBI YIIPaBJIEHUS

IMepuonuueckas nepeoueHKa NOCIEACTBUH OT pealu3aly
yrpo3 6e30macHOCTH HHGopMaLyK (aHAJIH3 PHCKA)

-+

XX. BoisiBlleHHe HHIMAEHTOB U pearnpoBaHue Ha Hux (HMHII)

HHIIL.0

PazpaGotka npaBun 1 npouenyp (TONUTHK) BHISBICHUS
MHIMIEHTOB U pearupoBaHus Ha HUX

+

WHIT.1

Onpeneneune JIMI, OTBCTCTBCHHBIX 3a BBISIBJICHHC
WHIMACHTOB ¥ pe€arnpoBaHue Ha HUX

+

VHIL.2

ObnapyxeHue, USHTHPHKALMS " perucTpauus
MHLUJEHTOB
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MHIL3 CBoeBpeMeHHOe HHGOPMUPOBAHHE JHL, OTBETCTBEHHEIX 3a | + | + | + |
BBISBJIEHHE WHUUJGHTOB U peardpoBaHue Ha HHUX, O
BO3HMKHOBEHHUH MHLUICHTOB |
VHIL 4 AHanu3 MHLUAEHTOB, B TOM 4Hciae onpeneneHue | + | + | +
MCTOYHHUKOB M NPUYHMH BO3HUKHOBEHUS WHLHJEHTOB, a TaKXKe
OolleHKa UX MocjeaCcTBUi
MHIL.S [TpuHsATHE MEP N0 YCTPAHESHUIO NMOCIEICTBUN HHIIUACHTOB + | + |+
HHIIL.6 [TnanupoBanve ¥ NpPUHATHE Mep IO NpefoTBpallleHuto | + | + | +

ITOBTOPHOI'O BOSBHHKHOBEHH HHIIUACHTOB

XXI. Yopasnenue koHGUTypalLlieil aBTOMaTU3UPOBAHHOM CUCTEMBI YIIpaBICHHS U

ee cucteMsl 3auThl (YK®)

YK®.0

PaspaGotka mpaBun 4 mpouenyp (IIOJUTHK) YHpaBlIeHMs
KOH(Urypaiyeil aBTOMaTU3NPOBaHHOM CUCTEMBI YIIpaBleHUs U
€€ CHCTEMBI 3aIIUThI

+

+

+

YK®.1

OnpeneneHue JHl, KOTOPHIM pa3spelleHbl AEHCTBUS IO
BHECEHHIO U3MEHEHHH B KOHQUTYPaLMI0 aBTOMaTH3UPOBaHHON
CUCTEMBI YIPaBJIECHHUS 1 €€ CHCTEMBI 3aIlUTHI

YK®.2

VYnpasneHue W3MEHEHUSIMU KOH(pUTypalHu
aBTOMATH3MPOBAHHOM CHCTEMBI YNPABICHHS U €€ CHCTEMBI
3aIUTHI

YK®.3

AHallu3 TNOTEHUUAIBHOIO BO3JCHCTBUA IJIAHUPYEMBIX
U3MEHEHUH B KOHGUIypalMHd aBTOMATU3WPOBAaHHOW CHCTEMEI
yOpaBlieHuss ¥ CHCTeMBI 3aluThl Ha oOecrneueHue 3aluThi
HHpoOpMallMd U COIJIaCOBaHHME H3MEHEHUH B KOHQUIypalHH
aBTOMATU3UPOBAHHOH CHCTEMBI YIPaBJI€HUS C AOJKHOCTHBIM
nunoMm  (pabOTHUKOM), OTBETICTBEHHbIM 3a oOecnieyeHue
0€30MacHOCTH aBTOMAaTU3HPOBAHHON CUCTEMBI YIIPaBJICHUS

YK® .4

JoxymentupoBanue nHbOpMaLIUK (naHHBIX) 00
M3MEHEHUAX B KOH(HIrypalul aBTOMaTU3HPOBAaHHOI CHCTEMBI
yIpaBlIeHHUs U €€ CUCTEMBI 3aILUTHI

YK®.5

Pernamenrtanus n KOHTPOJIb TCXHHYECKOT'O 06CJ’IY)KPIB€1HHSI,
B TOM 4YHCJICE AOHUCTAHIIMOHHOTO (ynaneHHoro), TEXHUYCCKHUX
CpeacTB U MNpOrpaMMHOIoO obecrieueHns aBTOMaTI/BI/IpOBaHHOﬁ
CHCTEMBI YIIpABJICHUA

yTIpaBIICHHS.

«t» - Mepa 3alMTHl MHQOpPMalMM BKIIOYeHa B 0a3o0BhIi Habop Mep Wi

COOTBETCTBYIOLICTO KJjiacca 3alIMUICHHOCTH aBTOMaTHSHPOBaHHOI;’I CHCTEMBI

Mepm 3alIUThI I/IHCbOPMaHI/II/I, He 0003HaYeHHBIe 3HAKOM «ty, IPUMEHAIOTCA

IpH aZanTalfdy ¥ YTOYHEHHH aJanTHpoBaHHOTro 6asoBoro Habopa Mep, a TakXe Mpu
pa3paboTke KOMIEHCHPYIOUIMX Mep 3aluThl MHGOpPMAalU¥ B aBTOMATH3HPOBAHHOM
CHCTeMe YITpaBJIeHHs COOTBETCTBYIOLLETO KJlacca 3alIHIIEHHOCTH.




