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06 yrBepxkaenun TpeGoBannii
0 3amKuTe HHPOPMALIHH, He COCTABJAIOLLEH rOCYyAAPCTBEHHYI0 TalHY,
coiepxaleiica B rocyAapcTBeHHbIX HH(POPMALHOHHbIX CHCTEMaX

IIPUKA3

B coorBerctBHM ¢ uacThl0o 5 cratbd 16 ®epepanbHOro 3akoHa oOT
27 niona 2006 r. Ne 149-d3 «OO6 nudopMaunu, HHPOPMALHOHHBLIX FEXHOJIOIHAX U O
sawnTe MHpopmauun» (CoOpanue 3akoHoparenbcTBa Poccuiickoit denepaunu,
2006, Ne 31, c1. 3448; 2010, Ne 31, c1. 4196; 2011, Ne 15, ct. 2038; Ne 30, c1. 4600;
2012, Ne 31, cr. 4328) u Ilonoxernuem o degepanbHoi cyxOe No TEXHHYECKOMY H
3KCIIOPTHOMY  KOHTpOJtO, yTBepkAeHHbIM Ykazom [lpesupenta Poccuiickoii
®enepaunu ot 16 aBrycra 2004 r. Ne 1085 (Cobpanue 3akoHonatesibcrBa Poccuiickoii
®enepaunu, 2004, Ne 34, ct. 3541; 2006, Ne 49, ct. 5192; 2008, Ne 43, cr.4921; Ne 47,
cT. 5431; 2012, Ne 7, c1. 818), IPU K A 3 bl B A 10O:

|. YTBepauth mnpunaraempie TpeboBaHHs o 3awMrte WHOpMauuu, He
COCTaBNAIOUIEN TOCYAapCTBEHHYIO TailHy, COAepXalleicss B rocyaapCTBCHHbIX
HH(OPMALIMOHHBIX CHCTEMaX.

2. YcTranoBuTs, 4TO yKka3laHHbic B nyHKTe | Hactosuicro npukasa Tpedosanus
MPUMEHSIOTCA Ul 3alWMTbl MHPOpPMALKMHU B roCyAapCTBEHHbIX HH(MOPMaLMOHHBIX
cuctemax ¢ | centabps 2013 r.

JAUPEKTOP ®EJEPAJILHOU CJ1YXBbl
MO TEXHUYECKOMY H 3KCITOPTHOMY KOHTPOJIIO

W B.CEJIUH



YTBEPXJEHbBI
npvkazom GCTIK Poccuu
oT « 77 » denpans 2013 r. Ne 77~

TpeboBanus
0 3amHUTe HH(POPMALHH, HE COCTABJIAIOLLEH rOCYAaPCTBEHHYIO Taliny,
CO/CPHKAUICHCH B 1'0CY AAPCTBCHHbIX HHPOPMAUHOHHBIX CHCTEMAX

I. O0wHe nosoxeHus

I. Hactosummne TpeboBanus paspabotaHbl B cooTBeTcTBUM ¢ (DeaepanbHbim
3akoHoM oT 27 uions 2006 r. Ne 149-®3 «O6 uHdopmauuu, nHOpMaLMOHHBIX
TEXHONOrUAX M O 3awurte MHpopmauun» (CobpaHue 3akoHoaarenbcTsa Poccuiickoii
Mepepaumnn, 2006, Ne 31, cr. 3448; 2010, Ne 31, ¢T. 4196; 2011, No 15, ¢r. 2038; No 30,
ct. 4600; 2012, Ne31, cr. 4328), a Takke C y4YeTOM HALMOHAIbHbIX CTaHAapToB
Poccuiickoit eaepaunn B obsacTh 3alwnTbl MHPOPMaUMK M B O0NACTH CO3QAHUA
AaBTOMAaTH3UPOBAHHbBIX CUCTEM (f1anee — HallMOHaNIbHbIE CTaHApPThl).

2. B nokymenTe ycraHaBnuBaioTCs TpeOOBaHHA K 00€CNEHEHHIO 3alUThI
HHPOPMALMK OrpaHMYEHHOro [OCTYNa, He COAepXalued CBeAEHHs, COCTaBSIOLIHE
rocy1apCTBEHHYIO TaiHy (aanee — HHPOpPMALHSA), OT YTEUKH MO TEXHUUYECKHUM KaHanaMm,
HECaHKLIHOHUPOBAHHOTI'O 10CTYMa, CrEUHalbHbIX BO3AEHCTBUI Ha Takyio HHpOpMaLHIO
(HocuTenu uHdopmauru) B uUensX ce J00bIBAHHA, YHHUTOKEHHMS, WCKAKCHUS WM
Onokuposanus joctyna K neit (aiee — saumra undopMainu) 1ipu oGpaborke
yKa3zaHHOH WH}OpMauKrK B rocy1apcTBEeHHbIX HHPOPMALMOHHBIX CUCTEMAX.

Hacrosiune TpeboBaHus MOryT NpHMEHSTBCS IS 3aUMThl OOUICAOCTYNHOM
HH(pOpMaLKy, colepxalleiics B rocyJapCTBEHHbIX MHPOPMAUMOHHBIX CUCTEMAxX, AJs
NOCTHXKEHHUA Liejied, yKazaHHbiX B NyHkTax | # 3 vactu | crarbu 16 depepanbHoro
3akoHa ot 27 uwoaa 2006 r. Ne 149-03  «O6 undopmaunu, HHPOPMALHOHHDBIX
TEXHOJIOMMAX M O 3aluTe HHOPMALUHY.

B 1nokyMeHTe He paccmatpuBaloTcs TpeOOBaHMs O auwluTe MH)OpPMALIUHK,
CBA3aHHbIE C MPUMEHEHHEM KPHUIITOrpaPUUYECKUX METONOB 3ALUUThI HH(POPMALHUU M
IUPppoBabHbIX (KpUNTOrpaUyecKux) CpeAcTB 3aLLUUTbI HH(OPMALIHH.

3. Hacrosiuume TpeboBaHus sBasioTcs  obOs3aTeNbHbIMM - fipH  06paboTke
MH(pOPMALMH B 1'0CY1aPCTBCHHBLIX WH(OPMALMOHHBIX CUCTCMAX, (PYHKIIHOHHPYIOLIMX
Ha Ttepputopud Poccuiickoil  eaepauuMd, a Takke B  MYHUUMMNAIbHBIX
HHOPMALIMOHHBIX | CHCTEMAX, €CIM HHOE HE YCTAHOBJIEHO 3aKOHO/AATEJbCTBOM
Poccuiickoi Meaepauru 0 MECTHOM CamMOYyIpaBJl€HHH.

Hacrosiune TpeboBaHWs He pacrnpoCTpPaHAIOTCS Ha  rOCyaapCTBEHHbie
uHpopMaLHoHHble cucTeMbl AamuHucTpauuu [lpesmaeHta Poccuiickoit denepaumu,
Coseta be3zonacHoctu Poccuiickoit Mepepaunn, ®enepanvhoro Cobpanus Poccuitickoi
benepaunu, [lpaButenbctBa Poccuiickoi deaepaunn, Kouncruryumonnoro Cyna
Poccuiickoii ®enepaunn, BepxosHoro Cyna Poccuiickoit deaepaumu. Boicuero
Apbutpaxtoro Cyna Poccuiickoii Denepaunn n Mdeaepainbioh ciyxOnl OesonactocTu
Poccuiickoit ®denepauuu.

4, Hacroswue TpeOGoBaHus npenHasHauyeHbl ans obJjazartesedt MHGQOpPMaLMH,
3aKa34MKOB,  3aKIIOUYMBIUMX  [OCYAapCTBEHHbIH KOHTpPakKT  Ha  coO3laHHe
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rocylapCTBeHHO! HMH(OpPMALMOHHON CHCTEMBI (Janee — 3aKa3yMKH) U OINEpaTopoB
rocyJapCTBEHHBIX HH()OPMALMOHHBIX CUCTEM (Jajiee — OnepaTopsl).

Jluno, o6pabarsiBaroliee MHQOPMaLMIO, SBIAIONLYIOCS TOCYIapPCTBEHHBIM
MH(POPMALIMOHHBEIM PECYPCOM, IO INOpY4eHHIO obnajarens HHpOpMalMH (3aKa3dMKa)
WM OIlepaTopa U (WIIH) IpeJoCTaBIIsIoOLIee UM BEIYHMCIUTENBHBIE PECYPCHI (MOIIHOCTH)
s oO6paboTku HMHGOpMALMKM Ha OCHOBaHMM 3aKIIOYEHHOTO Joroeopa (majee —
YIOJIHOMOUYEHHOE JIUI), obecredyuBaer 3alIMTy WHGOpPMAalMM B COOTBETCTBUU C
3aKoHoJaTenbcTBOM Poccuiickoit ®enepanun 06 uHPopManuu, HHPOPMALMOHHBIX
TEXHONOTUAX M O 3amuTe MHPopMauuu. B moroBope momkHa OBITH MpeaycMoTpeHa
0053aHHOCTb ~ YIIOJJHOMOYEHHOr0 JMLa oOecrevuBaTh 3alUUTy HWHGOPMALUH,
ABJAIOMIENCS TOCYAapCTBEHHBIM HHPOPMALMOHHBIM PECYPCOM, B COOTBETCTBHM C
HacrosmmMH TpeGoBaHHAMHU.

5. Ilpu ob6paboTke B rocyjapcTBeHHOH MHGOPMAaLUOHHON cHcTeMe HHGOPMAIIHH,
coziepKalleli IepcoHaIbHbIE AaHHBIE, HacTosuMe TpeOoBaHHS NPUMEHSIOTC HapALy C
TpeOOBaHMAMHM K 3allldTe NEpPCOHANBHBIX [JaHHBIX MOpU HMX o00paGoTke B
MH(OpPMaLIMOHHBIX cucTeMax MEPCOHAIBHBIX JaHHBIX, YTBEP)KIEHHBIX
nocradosieHueM IlpaButensctBa Poccuiickoit ®emepauuu ot 1 Hos6ps 2012 r.
Ne 1119 (Cobpanue 3akoHomarenscTBa Poccuiickoii ®epepammu, 2012, Ne 45,
cT. 6257).

6.Ilo pemenuio obnamatens wMHQoOpManMM (3aKa34yMKa) WK OmepaTopa
HacTosimue TpeGoBaHMA MOTYT TPUMEHATBCA IS 3alMTHl  MHQpOpMauuH,
cofiepkalleiics B HerocyJapCTBEHHBIX HHOOPMALIMOHHBIX CUCTEMAX.

7. 3amura HHPOpPMALIMK, COAEpXKAIIEHCA B rOCYyJapCTBEHHOW HHGOPMaIIMOHHOM
cucreMe (naysee — MHQpOpPMALIMOHHAs cHcTeMa), obecrieudBaeTcsl MyTEM BBIMOJIHEHHS
obnagarenem wuHPopMamuu (3aKa3yuKkoM) W (WJIH) omnepatopoM TpeOoBaHMi K
OpraHM3aluy 3alMThl HHGOpMaLUH, colepxalleiics B HHPOPMALMOHHOW CHCTEME, U
TpeOOBaHUH K MepaMm 3aUIMThl HHPOpPMaLUH, comepxaileics B HHGPOPMaLIMOHHOM
CHCTEME.

II. TpeGoBaHuA K OpraHH3alMK 3alMTH HHGOPMALIUH, CoepXKalleiics B
AH(POPMALIMOHHOH CUCTEME

8. B uH(popmaLMOHHOH cHCTeMe OOBEKTaMH 3aIliUTHI ABJIAIOTCS HHOpMAIu,
colepKaliaicsi B HHQOPMAIIMOHHOM cCHCTEME, TEXHMYECKHE CpPeACTBa (B TOM 4HCIE
CPeACTBa BBIYMCIMTENbHON TEXHHKH, MalIMHHbIE HOCUTENH WH(QOPMAaLUH, CpeICTBa H
CHCTEMBI CB3M U MNepejavd IaHHBIX, TEXHH4YECKHe cpeacTBa o6paborku OGykBeHHO-
uudpoBoi, rpaduyeckoit, BHAEO- H peuyeBOH HHPOpMalHH), OOLLECHCTEMHOE,
NpUKIagHOe, CIeUHalbHOe MporpaMMHoe  obecrieueHue, HHGOpPMALIUOHHBIE
TEXHOJIOTHH, a TAKXKe CPEACTBa 3alUTH HHPOpMaIUH.

9. [lns obecnieyeHns 3aluThl HHGOPMALIUH, cofepikalieics B HHPOpMaLlMOHHOM
CHUCTEeMe, OINepaTOpOM Ha3HavaeTcs CTPYKTYpHOE MNoApasfelieHHe MU JODKHOCTHOE
nuLo (pabOTHHUK), OTBETCTBEHHBIE 32 3AILUTY HHPOPMaLIUH.

10. Ins mpoBeneHuss paboT mo 3amiuTe WHPOPMALUMH B XOAE CO3AHUA H
IKCIUTyaTalMi HHGOPMAIIMOHHOM CHCTeMBI obsiafareneM HHGOpMaLuH (3aKa3qyUuKOM) U
ONepaTopoM B COOTBETCTBHM C 3aKOHOJATeNbCTBOM Poccuiickoi Denepauuu Mpu
HEOOXOAUMOCTH TPUBJIEKAIOTCS OpraHM3aliH, UMEIOHIMEe JHLEH3HUIO Ha JeATENbHOCTD
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0 TEXHWYECKOW 3amuTe KOHPHUIACHIMATPHOH HHQOpMAalMd B COOTBETCTBMH C
®enepanpueiM 3akoHOM OT 4 Mas 2011 r. Ne 99-03 «O nuueH3upoBaHHM OTAENBHBIX
BuI0B gestenbHOCTH» (CoOpanue 3akoHozaatenbcTBa Poccumiickoit ®enepanuu, 2011,
Ne 19, ct. 2716; Ne 30, ct. 4590; Ne 43, ct. 5971; Ne 48, ct. 6728; 2012, Ne 26, ct. 3446;
Ne 31, ¢T. 4322; 2013, Ne 9, cT. 874).

11.lna  obecrmeuenwus  3alMTel  MHGQOpMAalMH,  COAEpXalllelics B
MHQOPMALIHOHHOM CHCTEME, TMPUMEHSIOTCA CPEACTBA  3allMThl  MHQOpMaLuy,
NpOIIEAIIME OLIEHKY COOTBETCTBUS B (opMe 006s3aTenbHOM cepTUPUKAIMU Ha
COOTBETCTBHE TpeOOBaHMAM MO 0Oe€30macHOCTH HH(OPMALMM B COOTBETCTBUH CO
cratbeit 5 ®enepansroro 3akona ot 27 aexabps 2002 r. Ne 184-®3 «O TexHuueckoM
perynuposanun» (CoOpanne 3akoHozarenscrBa Poccuiickoit ®enepauun, 2002, Ne 52,
cT. 5140; 2007, Ne 19, ct. 2293; Ne 49, ct. 6070; 2008, Ne 30, ct. 3616; 2009, Ne 29,
cT. 3626; Ne 48, ct. 5711; 2010, Ne 1, ct. 6; 2011, Ne 30, ct. 4603; Ne 49, ct. 7025;
Ne 50, ct. 7351; 2012, Ne 31, ct. 4322; 2012, Ne 50, cT. 6959).

12. 3amura uHpOpMauMH, cojepkaileiics B HHGOPMALMOHHOH CHCTEME,
ABJISETCS COCTABHOM 4acThiO paboT MO CO3JAHUIO M IKCILTyaTalM¥ WHYOPMAaIMOHHOM
CHCTEMBI M oOOecleyuBaeTCs Ha BCeX CTaauAXx (dTamax) €€ CO3JaHus U B XOAe
IKCIUTyaTaM IyTeM MPUHATHSA OPraHU3allMOHHBIX M TEXHHYECKUX MEP 3alllUTHI
HHQOpPMAalMH, HaNpaBleHHBIX Ha OJOKMpoBaHME (HEHTpalM3aLMIO)  yrpos
0e30MacHOCTH HHGOpPMaUUMH B WHGOPMALHMOHHOM CHUCTEME, B DPaMKaX CHCTEMbI
(moacucTeMBI) 3aIUTHl MHGOpMaUMK WHGOPMAIIMOHHON CHCTEMBI (Jaliee — cucrema
3aIUUTH HHPOpMALHK HHPOPMALHOHHON CUCTEMBI).

Oprasu3aiioHHbIe ¥ TEXHHYECKHE MEPHI 3allMThl HHYOPMaLHH, peajiu3yeMbie
B paMKax CHCTEMbl 3allMTBl WHOOPMAlMU HHGOOPMALHOHHOW CHCTEMBI, B
3aBUCHMOCTH OT MH(OpMALMH, coaepxamencs B HHGOPMALIMOHHON CHCTEMe, LieneH
co3faHus WHQOPMALIMOHHON CHCTEMBI M 3a/la4, pellaeMBIX 3TOH HMHQOpPMaLMOHHOH
CHCTEMO#, TOJKHBI OBITh HaNpaBl€Hbl HA HCKIIIOYEHHE:

HeTpaBOMEPHBIX JOCTYyTa, KOMHUPOBAHUS, Npef0oCTaBICHUS WITH
pacnpoctpadeHus HHhopMmaiuy (obecriedeHne KOHPUASHIMATBHOCTH HHPOPMaIHH);

HEMPaBOMEPHBIX ~ YHHYTOXXEHHS WIH  MOAMGHLHUPOBaHHA  HHGOpMALUH
(obecrnieueHue LIETOCTHOCTH UHGOPMALIUH);

HerpaBOMeEpHOro OlOKHpoBaHUs UHpopManuu (oOecnedyeHHe NOCTYMHOCTH
HHpOpMaLIUH).

13. lna ~ oSecmedyeHus  3alIMTBl  UHGOpPMALWH, cozepxarerncs B
HHPOPMALIMOHHOM CUCTEME, ITPOBOIATCS CACTYIOLIUE MEPOIIPUSATHS:

¢dopmupoBanue TpeOOBaHMI K 3amuTe HHGOpPMalMM, COAepXalleics B
HHPOPMALIMOHHOH CHCTEME;

pa3paboTKa CHCTEMBI 3aIUTHl HHPOpMaKd HHGOPMAIIMOHHON CUCTEMBIL,

BHeJpeHHE CHCTEMBI 3alUThl HHGOPMAHK HHPOPMALIMOHHONH CHCTEMBI;

artectauus MHGOPMAIIMOHHOM CHCTEMBI 10 TPeOOBaHHUAM 3alllUTHI HHPOpPMaLMH
(manee — aTtecTauys UHGOPMALUOHHON CUCTEMBI) H BBOJ €€ B JIE€HCTBHE;

obecreyeHre 3alIUTHl HHGOPMAlMM B XOJA€ OKCIIyaTalMH aTTeCTOBAaHHOH
HH)OPMaLIHOHHOMN CHCTEMBI;

obecriedenre 3alMThl  WHQOpPMAmWM [pH  BBIBOJE K3  OKCIUIyaTallUH
aTTeCTOBaHHOM WHGOPMALIMOHHOW CHCTEMbI WJIH TIIOCIE€ NPHUHATHSA pelleHHs 00
OKOHYaHUHU 00paboTKU MHPOPMALIKH.
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dopmupoBanue TpeGOBaHHUI K 3auuTe HHPOpPMALMH, CoAepKalleHcs B
MH(OPMAIIMOHHOM CUCTEME

14. ®opmupoBanne TpeOOBaHHN K 3allldTe HHQPOpPMALUH, COACpIKAIICHCA B
MHQOpMALlMOHHOH  CHCTeMe,  OcCyllecTBisgeTcs  obsnagateneM  MHGOpMaLUH
(3aKa34uKoM).

dopmupoBanne TpeOoBaHMH K 3amuTe UWH(POpPMAUUH, CoOAEpXKalIehHcas B
MHpOpMalMOHHOW cucTeMe, ocyuiectBiagerca ¢ yuetom I'OCT P 51583 «3ammura
uHbopMmaiuu. [lopsajok co3paHMs aBTOMAaTU3UPOBAHHBIX CHCTEM B 3alllHILIEHHOM
ucnonneHud. O6mme nonoxenus» (natee - FTOCT P 51583) u 'OCT P 51624 «3amura
vHGOpMalMU. ABTOMAaTU3UPOBaHHbIE CHCTEMBI B 3alIMIIEHHOM KCHoiHeHHH. OOuue
tpeboBaruss» (nanee - TOCT P 51624) u B TOM 4HCIIe BKIIOYAET:

NPUHATHE PEIIEHUS 0 HEOOXOOUMOCTH 3aIlUTHl HHQOPMALUH, COAEepXKaIlIeHCs B
MHGOPMALIMOHHON CHCTEME;

K1accuukanuio HHOOPMALMOHHOM CHCTEMBl 10 TpPeOOBAHUSAM  3AIIKUTEHI
nHpopManuu (anee — Kiaccupukauus HHYOPMALUOHHOH CHCTEMBI);

ompezeseHde yrpo3 6e30macHOCTH WHGOpMAIMH, pealu3alus KOTOPBIX MOXET
NIPUBECTH K HapylleHUIo Ge30macHOCTH HHpOpMaluKu B HHQOPMALUOHHON CHCTeMeE, U
pa3paboTKy Ha HX OCHOBE MOJeH yrpo3 6e30MacHOCTH HHPOpMALIUY;

omnpezeneHrde TpebOBaHM K CHCTeMe 3alUThl HHGOpManuu WHPOPMAIIHOHHOH
CHCTEMBI.

14.1.TIpy npuHATHM pemeHHss O HEOOXOAUMOCTH 3alOMThl HMHGOpPMaIUH,
cofiepxallencs B ”HPOPMAaLlMOHHON CHCTEME, OCYIIIECTBIISETCS:

aHaiu3 Lienei co3JaHusa WHQOPMalMOHHOM CHCTEMBI U 33/la4, PEeLIaeMbIX 3TOMH
HMH(OPMaLIMOHHOMN CUCTEMO};

onpejeneHde HMHboOpManuHM, mnoxexamed o6paboTke B MHPOPMaMOHHOH
CHCTEME;

aHaIM3 HOPMATHUBHBIX MNPAaBOBBIX AaKTOB, METOJUYECKHUX [JOKYMEHTOB H
HallMOHANBHBIX CTAHAAPTOB, KOTOPHIM JOJDKHAa COOTBETCTBOBAaTh HH(GOpMalMOHHas
CHCTEMA;

NpHHATHE pelIeHHs O HEOOXOAUMOCTH CO3JaHHs CUCTEMBI 3allMThl MHPOpMALUH
HHPOPMALMOHHOM CHUCTEMBI, a TaK)Xe OmnpeAesieHne Lened U 3aJad 3allUThl
uHpopMaLud B HHGOPMALKMOHHOM CHCTEMe, OCHOBHBIX JTallOB CO3JaHHS CHCTEMBI
3alMTEl  MHQOpMaUUMHd WHGOPMALMOHHONH cHCTeMbl U GYHKUHH MO obecredeHHIo
3alMTHl MHQOPMALKH, cojepikamieiics B HMHGOPMAaLMOHHON cucreMe, obmaparens
uHbopManMy (3aKa34yMKa), oreparTopa i ynoJIHOMOYEHHBIX JIHIL.

14.2. Knaccudukauus nHPOpMALUMOHHON CHCTEMBI IIPOBOJUTCS B 3aBUCHMOCTH
OT 3HAYMMOCTH 0OpabarsiBaeMoii B Hell MHGPOpMaLuu 1 MaciuTaba MHGOPMaLHOHHON
cucteMmsl (peaepaibHbIN, perHOHANBHBIN, OO BEKTOBbIN).

YcTaHaBIUBAKOTCA YEThipe Kjacca 3alHIIEHHOCTH MHGOPMALMOHHON CHCTEMBI,
onpeJensiollie YPOBHU 3aIUUILEHHOCTH coaepkalleiics B Hed uH@opmauuu. CaMbii
HU3KHMH KiIacc — YeTBEpTHIH, caMblil BbICOKMM — mnepBblif. Knacc 3ammmeHHoCTH
MHQOPMAIIMOHHOM CHCTEMBI OMpelelisieTcss B COOTBETCTBMM C mpuioxeHueM Ne 1 k
HactosmuM TpeboBaHuAM.

Kracc 3amuineHHoCTH onpeaenseTcs Ui HHQOPMALHMOHHON CHCTEMBI B LIEJIOM
H, NpH HEOOXOAMMOCTH, MJIi €€ OTHEJIbHBIX CerMeHTOB (COCTAaBHBIX dacTeh).



TpeGoBaHne K Kiaccy 3alWIIEHHOCTH BKJIOYaeTCs B TEXHHYECKOE 3aJaHHe Ha
co3gaHve HHOOPMALMOHHOW CHCTEMBI U (MJIM) TEXHUYECKOe 3aflaHHe (YacTHoe
TEXHMYECKOE 3aJaHHe) HA CO3IaHHe CHCTEMBI 3alIUTH MHGOpMaLuK UHPOPMALIMOHHOM
cucTeMsl, paspabateiBaeMsle ¢ yuetoM 'OCT 34.602 «lHbopMaLlMOHHAsA TEXHOJIOTHS.
KoMiiekc CTaHIapTOB Ha aBTOMAaTH3UPOBaHHBIC CHUCTEMBI. 1€XHMYECKOEe 3aJlaHue Ha
co3naHue aBToMaTtusupoBaHHoi cucteMbd (manee — OCT 34.602), TOCT P 51583 u
T'OCT P 51624.

Kiacc 3anuineHHOCTH WHGOPMAIIMOHHON CHCTEMBI NOMJIEKHUT NEPECMOTPY NpH
H3MEHEHHH MaciuTaba HHPOPMAIHOHHOW CHCTEMBI WM 3HAYUMOCTH 00pabaTriBaeMoif
B He#l HHGOpPMaLIUU.

Pe3ynpTaThl KiacCH(UKALMHA HHOOPMALMOHHOH CHCTEMBI OQOPMIISIOTCS aKTOM
K1acCU(HKAIIH.

14.3. ¥Yrpo3sl Ge30macHOCTH HWH(OpPMAaIHK ONpEAENAIOTCA [0 pe3yJbraTaM
OLIEHKM BO3MOXHOCTeH (IIOTEHLHala, OCHALICHHOCTH M MOTHBALUWHM) BHEIIHHUX U
BHYTPEHHHMX HapylUWTesied, aHanu3a BO3MOXHBIX YS3BUMOCTeH HHGOPMAaLMOHHOM
CHCTEMBI, BO3MOXHBIX CIIOCOOOB peanu3alldd Yrpo3 0e3omacHOCTH HHpOpMaluu U
NOCNEeICTBHHA oT HapyuleHUs CBOMCTB Oe3omacHOCTH MHbOopMaLH
(KOH(HIEHIIHATBHOCTH, LEJIOCTHOCTH, JOCTYITIHOCTH).

[Ipu onpenenenur yrpo3 Oe3omacHOCTH HMHGOPMAlMH  YYUTBIBAIOTCA
CTPYKTYypPHO-(DYHKLIMOHAJIEHEIE ~ XapakTePUCTHKM  WHOOPMALMOHHOM  CHCTEMBI,
BKJIIOYAIOI[ME CTPYKTYpy H cocTaB HHGOPMAalMOHHOM CHUCTEMBI, (U3HYECKHE,
JIOrH4YeCKHe, PYHKIHOHAJIBHBIE U TEXHOJOTHYECKHE B3aMMOCBA3H MEXIY CErMEHTaMH
UHQOPMALIMOHHONM CHCTEMBl, C HHBIMM HMHQOPMALMOHHBIMM CHCTEMaMH H
HH()OPMALIHOHHO-TEIEKOMMYHHKALIMOHHBIMH CEeTSAMH, PEXXUMBI 00paboTku
HHpOpMauKd B MHPOPMALMOHHOH CHCTEME M B €€ OTAENBHBIX CErMEHTaX, a TaKxke
HHBIE XapaKTEPUCTUKH HH()OPMALHOHHOM CHCTEMBI, TPUMEHAEMbIE HHYOPMAIIHOHHBIE
TEXHOJIOTHH ¥ 0COOEHHOCTH ee PYHKLIHOHUPOBAHHSI.

[To pesynsraTaM ompefeNieHUs yrpo3 06e30macHOCTH HHGOpMALUM MU
HeoOXOAUMOCTH pa3pabaThIBAIOTCS PEKOMEHAALMM O KOPPEKTHPOBKE CTPYKTYPHO-
(YHKUHOHANBHBIX XapaKTEPUCTHK HHGOPMAlLMOHHOHW CHCTEMBI, HanpaBieHHbIE Ha
6J0KMpOBaHHeE (HEUTpAIU3aLINIO) OTASNBHBIX YTpo3 6€30MacHOCTH HHQOPMaLHH.

Mogens yrposz OGe3zomacHocTH HHGOpPManMH OOJDKHA COJIEPXKATh OIMCaHHE
MH(POPMAIIHOHHON CHCTEMBI M €€ CTPYKTYPHO-(QYHKIHMOHAIBHBIX XapaKTEPHCTHK, a
TaK)Xe OMNHMCaHWe yrpo3 0e30macHOCTH HHGOpPMALKH, BKJIIOYAIOLIEE OIHCAHHUE
BO3MOXHOCTEM HapyluuTeaed (MoOZenb HapyLIUTENs), BO3MOXHBIX YA3BHMOCTEM
MH(QOPMALIMOHHON CHCTEMEI, CIIOCOOOB peany3alyy yrpo3 6€30macHOCTH HH(OpMaLKH
¥ [IOCJIE/ICTBHI OT HApYIIEHHS CBOMCTB 6€3011aCHOCTH MHPOPMALIHH.

Jlns onpenenenus yrpo3 Oe3omacHocTH WH(OpManMH M pa3paboOTKM MOJEIH
yrpo3 Ge3omacHOCTH HMHGOpMAaLWK IPUMEHAIOTCS METOAMYECKHE IOKYMEHTBHI,
paspaborannbie 1 yrBepxaeHHble ®CTOK PoccuM B COOTBETCTBUHM C MOAMYHKTOM 4
nynkta 8 Ilonoxenuss o PenepanbHoil ciyk0e MO TEXHHYECKOMY U IKCIOPTHOMY
KOHTPOJIO, yTBepxaeHHOro Ykasom [Ipesunenta Poccuiickoii ®@epepauuu oOT
16 aBrycra 2004 r. Ne 1085 (CoOpanue 3axoHomatenscrsa Poccuiickoi Penepauu,
2004, No 34, ct. 3541; 2006, Ne 49, ct. 5192; 2008, Ne 43, ct. 4921; Ne 47, ct. 5431; 2012,
Ne 7, ct. 818).
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14.4. TpeboBauus K cucTeMe 3aIUTHl HHGOpMAaNKH HHPOPMALIHOHHON CHCTEMBI
ONpENENAIOTCA B 3aBUCHMOCTH OT KJIacca 3allMIIeHHOCTH MHPOPMAIIMOHHON CHCTEMBI
M yrpo3 6e30macHOCTM HH(OpPMAIMH, BKIIOYEHHBIX B MOZENb yrpo3 0e30macHoCTH
nHdopmaruu.

TpeboBanus k cucreme 3amMThl HHGOPMAUWM HHOOPMALUMOHHOM CHCTEMBI
BKJTIOYAIOTCS B TEXHUYECKOE 3aJlaHHE Ha CO3AaHie HHPOPMALIMOHHON CUCTEMBI U (MIIH)
TEXHHYECKOE 3alaHue (4aCTHOE TEXHHYECKOe 3a/laHKe) Ha CO34aHHE CHCTEMBI 3aIMTHI
vHbopMalHy HHPOPMALIMOHHON CHCTeMEI, pa3pabaTsiBaeMsle ¢ yyetoM 'OCT 34.602,
['OCT P 51583 u I'OCT P 51624, u 10KHBI B TOM YHCIIE COIEPKATE:

ueab W 3amauydM  obecreueHHs 3alUTHl UHQOpMauMH B HH()OPMALMOHHOM
CHCTEME;

KJ1acC 3alUIICHHOCTH HHPOPMAaLHOHHOH CHCTEMEI,

nepeYyeHb HOPMATHUBHBIX IIPABOBBIX aKTOB, METOJMYECKHX [IOKYMEHTOB U
HallHOHANBHBIX CTaHJApTOB, KOTOPBIM JO/DKHa COOTBETCTBOBAaTh HH(OpMAIMOHHAS
CHCTEMa,

nepevyeHb 0OBEKTOB 3aILUThl HHPOPMALIMOHHOM CHCTEMBI;

TpeOOBaHHA K MepaM M CpeACTBaM 3aliuThl WHGOPMALMM, IPHUMEHSEMBIM B
MH(OPMaLIHOHHOM CHCTEME;

TpeOOBaHHUs K 3alIuTe WHPOPMALMH NpH HHOOPMALIMOHHOM B3aHMOAEHCTBHH C
HHBIMH HHGOPMAIIMOHHBIMH cCHCTeMaMH " MHPOPMaLIMOHHO-
TeJICKOMMYHUKALMOHHBIMH CETSAMH, B TOM YHUCIIe ¢ MHOOPMALMOHHBIMH CHCTEMAaMH
YNOJIHOMOYEHHOIO JIMLA, a TakKe IpH IPUMEHEHUH BBIYMCIIUTENBHBIX PECYypCOB
(MomHOCTEH), mNpPefOCTaBIsAEMBX YIIOJHOMOYEHHBIM JIMIOM Ui 06paGoTKu
uHbOpMalKH.

[Ipu  ompenenenuu TpebOBaHMiT K  cHcTeMe  3aWMTHl  MHOOPMALMH
MHQOPMALIMOHHOH CHCTEMBI YYHTBHIBAIOTCA IOJIOKEHHS TMOJUTHK OOeCIeueH s
HMHQOPMaLMOHHOM Ge3omacHOCTH obyiaaaTens MHPOpMaUMH (3aKa34MKa) B CIydae HX
paspabotku no FOCT P UCO/M3K 27001 «HMudopMaLHOHHas TEXHOJIOTUA. MeToasl 1
cpeactsa obecrnedyeHus OezomacHocTH. CHCTEMBI MEHEIDKMEHTa HMHGOPMAaLHOHHOM
GesonacHocTH. TpebGoBaHHA», a TakXe MONUTHK obecreyeHHs HHGOPMALMOHHOM
0€30MacHOCTH OnepaTopa U YHONHOMOYEHHOrO JIMIa B YacTH, He MPOTHBOpPEYalleH
HOMUTHKaM obafatens uHdopManuu (3aKa3uHKa).

Pa3paborka cucTeMsl 3alIUThl HHPOPMALIHH
HH)OPMALMOHHOM CHCTEMBI

15. PaspaboTka cucTembl 3amuThl MHGQOpMaUMH HHYOPMALHOHHON CHCTEMBI
opraHusyercs obianareneM HHPOpMaLUH (3aKa3uuKOM).

PaspaGoTka cucTeMsl 3amMTBl HMHGpOpMAaUMH WHGOOPMALHUOHHOM CHCTEMBI
OCYUIECTBAAETCS B COOTBETCTBHM C TEXHHYECKMM 3aJaHHEM Ha CO3JaHue
HHQOPMALUMOHHOH CHCTEMBI U (UAH) TEXHUYECKUM 3aJaHHEM (YaCTHBIM TEXHHYECKHUM
33[]aHMEM) Ha CO3JaHHE CHCTEMbI 3aIUTH HHPOPMALMH HHPOPMALIMOHHON CHCTEMBI C
ydetoM I'OCT 34.601 «UHbpopManmoHHas TexHojorus. KoMmIuiekc cTaHAapTOB Ha
aBTOMAaTH3HPOBAHHEIE CHCTEMBl. ABTOMaTU3UpOBaHHbIe cCHUCTeMbl. CTaguu CO3aHUS»
(nanee —I'OCT 34.601), TOCT P 51583 u 'OCT P 51624 u B TOM 4HCJIE€ BKJIIOUAET:

[POEKTHPOBAHHE CUCTEMBI 3AULMTH HHGOPMaLHH HHHOPMALIHOHHON CHCTEMBI;



paspaboTKy SKCIUIyaTaMOHHOW  JNOKYMEHTallMd Ha CHCTEMY  3allUThI
HHpOpMaLKY HHPOPMAIIMIOHHOH CUCTEMEI,

MaKeTHpOBaHME€ H  TECTHPOBaHHE  CHUCTEMBbl  3aUIMTHl  HUHPOpMaLMH
MH(OPMALHOHHOM CHCTEMEI (TIPH HEOOXOIUMOCTH).

CucreMa 3amuTHl HHGOpManuud HWHGOPMALMOHHOH CHCTEMBI HE JOJKHA
NpEeNATCTBOBATh NOCTHXKEHHIO Iiefell co3JaHus HMH(POPMALMOHHON CHCTEMBI U ee
(GYHKIIMOHHPOBAHHIO.

ITpu pa3paGoTKe CHCTEMBI 3aIUTHl MHGOPMAaLWH WHPOPMALMOHHON CHCTEMBI
YYHTHIBAaETCA €€ HMH(OPMAIMOHHOE B3aUMOJEHCTBHE C HHBIMH HHQOPMallMOHHBIMH
cUcTeMaMM M HMH(OPMAaIHOHHO-TEIEKOMMYHHUKAI[HOHHBIMUA CETAMH, B TOM YHCJE C
MHQOPMALIHOHHBIMH CHCTEMaMH YIOJIHOMOYEHHOIo /ML, a TaKXe INpHUMEHEeHHe
BBIYHCIMTENBHBIX PECYpPcOB (MOIIHOCTEH), MpPEJOCTaBISIEMBIX YIIOJTHOMOYEHHBIM
nMuoM it 06paboTku HHGOPMALIUH.

15.1. Tlpy mpOEKTHPOBAaHHH CHUCTEMbI 3aIUUTH WH(OPMAIMH HHPOPMALMOHHOM
CHCTEMBIL:

OnpeNeNsloTCs TUMbI CyOBbEeKTOB AOCTyIa (IONB30BAaTeNH, MPOLECCHl U HHBIE
CyOBeKTBl J0CTyra) U OOBEKTOB JOCTYMNa, SBISAIOIIMXCA OOBEKTaMH 3allUTHI
(ycTpoiictBa, 00BeKTHI (paitoBOl cHUCTEMBI, 3allyCKaeMble U HCIIOJHSAEMble MOJIYIIH,
O0OBEKTHI CHCTEMBI YIpaBieHHS 0a3aMH JaHHbBIX, OOBEKTHI, CO3[1aBaeMble PUKIIAJHBIM
NIPOrpaMMHBIM O0ecriedeHreM, HHblE OOBEKTHI JOCTYIA);

OnpenensaoTCs METOABl yNpaBieHUs JOCTYNOM (AMCKPELMOHHBIH, MaHIATHBIH,
POJICBO# WJIH MHBIE METOJBI), TUIIBI JOCTyNa (YTE€HHE, 3aKCh, BBITIONIHEHHE MM HHBIE
THNBl JOCTYINa) M NpaBHia pasrpaHHyYeHHs AOCTyNa CyOBEKTOB JOCTyna K oObeKTam
Joctyna (Ha OCHOBE CIHCKOB, METOK ©€30MacHOCTH, pOled W HHBIX IIpaBHIl),
NoAJIeXAIUe peaT3aliy B THHOPMaLMOHHOH CHCTEME;

BLIOMPAIOTCA MepHI 3alUThl HHGOPMALlUY, MOMIeKAIINE PEATH3alud B CHCTEME
3aLIMTHl HHPOpMaIK HHPOPMALIMOHHOM CUCTEMBI;

OMNpeeNsioTCs BUABI U THIBI CPEACTB 3allUThl HHPOPMALUH, 0OecreunBaroLHe
peanu3aluo TEXHHYECKHX Mep 3allUThl UHPOPMAaLHH;

onpenenseTcs CTPYKTypa CHCTEMBI 3allUThl MHPOpPMalUH HHPOpMaIMOHHOM
CHCTEMBI, BKJIIOYas COCTaB (KOJMYECTBO) M MECTa pa3MeLLEHH €€ IEMEHTOB,;

OCYIIECTBISETCS BHIOOP CPEICTB 3alIMThHI HHPOpMaLMY, CEpTHPHLUPOBAHHBIX Ha
COOTBETCTBHE TpeOOBaHUAM MO OE30MacCHOCTH HHQOpPMALKH, C Y4ETOM UX CTOMMOCTH,
COBMECTUMOCTH C HH(POPMAILMOHHBIMH TEXHOJIOTHSMHU M TEXHHYECKUMH CpeICTBAaMH,
dyHKUMiT 6e30TaCHOCTH 3TUX CPEICTB U OCOOCHHOCTEH MX peanu3allH, a TaKXKe Kjiacca
3alUIIEHHOCTH WH(GOPMALIMOHHON CHCTEMBI,

OmpeNeNIAIOTCs MapaMeTphl HaCTPOHKH HPOrpaMMHOro oOecreveHHs, BKIIOYas
IporpaMMHOe  oOecrieueHre CpeacTB 3alluMThl  HMHOOpMauuu, obecTeurBaionHe
pealM3aliMil0 Mep 3alUldThl HMHGOpPMAalMH, a TaKKe YCTPaHEHHEe BO3MOXHBIX
yA3BUMOCTE MHGOPMALMOHHONW CHCTEMBI, IPHBOASAIIMX K BO3HMKHOBEHHIO YIpo3
Ge3onacHoCTH HHGOPMAIHH;

ONpeneNsAioTCs  Mepbl  3aluThl  HHQOpMauu¥ NpH  HMHGOPMALMOHHOM
B3aMMOJIEUCTBUM C HHBIMH HH(OPMAIMOHHBIMU CHCTEMaMH H HH(OpPMAaLHOHHO-
TEJIEKOMMYHHUKAIIMOHHBIMH CETAMH, B TOM 4HCIe C HMHOOPMALMOHHBIMU CHCTEMAaMH
YIOJHOMOYEHHOIO JIMI@, a TaKXKe MpH NPUMEHEHWH BBIYMCIHMTEIBHBIX pPECypCOB



(MOLIHOCTEM), MPEIOCTaBIAEMBIX YMONHOMOYEHHBIM JIMIOM Aid  oOpaboTku
uHdOpMAaIIKH.

Pe3ynbTaThl MPOEKTUPOBAHUS CUCTEMBI 3aLIMTHl UHPOPMALUH MHPOPMALTHOHHON
CHCTEMBI OTPAXAIOTCS B MPOEKTHOM JOKYMEHTALMH (3CKU3HOM (TEXHHYECKOM) MPOEKTE
u (unu) B pabodeld JOKyMeHTaUUH) Ha UHOOPMALIMOHHYIO CUCTEMY (CUCTEMY 3aIlUThi
uHbopMaLK MHQOPMALIMOHHOH cUCTeMBI), paspabaTeiBaeMbix ¢ yaetoM ['OCT 34.201
«IapopmaninoHHas TexHojorusa. KoMIiulekc cTaHAapTOB Ha aBTOMAaTU3HMpPOBAHHBIE
cucTeMbl. BuIbl, KOMIUIEKTHOCTP H 00O3HaYeHHE JOKYMEHTOB IPH CO3HaHHUH
aBTOMaTU3upoBaHHbIX cucteM» (Aanee — [OCT 34.201).

ITpoekTHas nOKyMeHTauus Ha WHPOPMALMOHHYIO CHUCTEMY U (MJIH) €€ CHCTEMY
3alIMTHl MHGOpPMAaLUW TOAJIEXKAT COIVIACOBAHUIO C ONEPATOpPOM HHQPOPMALIMOHHOM
CHCTEMBI B CIIy4ae, €CJIH OH OIpe/ie/ieH TaKOBBIM B COOTBETCTBUH C 3aKOHOAATEILCTBOM
Poccuiickoii Penepanii K MOMEHTY OKOHYaHHS MPOEKTHPOBAHUS CHUCTEMBI 3QILUTHI
vHpopManu WHGOPMALMOHHOK CHCTEMBl W He SBISETCS 3aKa3yMKOM JaHHOM
MH(POPMALIHOHHOM! CUCTEMBI.

IIpuy  oTcyTcTBMM  HEOOXOOUMBIX  CpEICTB  3allUThl  HHQOpMaIMH,
CepTUPULIUPOBAHHBIX Ha COOTBETCTBHE TPeOOBaHMAM MO Oe30MacHOCTH MHGPOPMAaLIKH,
opranusyercs paspabotrka (mopaboTka) CpencTB 3alUTHl HMHQOpPMALMH M HX
cepTuHKalMsg B COOTBETCTBUH € 3aKOHOAATeNbCTBOM Poccuiickoii ®exepanuu wiu
MPOM3BOJUTCS KOPPEKTUPOBKA IMPOEKTHBIX pelIeHUi Mo MH(GOPMALUOHHON CHUCTEME M
(unu) ee cucreMe 3amUTHl HHGOPMALKK C Y4eTOM (YHKIHOHAIBHBIX BO3MOXHOCTEMH
HUMEIOLINXCS CepTUGHULMPOBAHHBIX CPEACTB 3aILUThI HHOPMAIIHH.

15.2. Pa3pabotka 3KCIUTyaTalldMOHHOM OOKyMEHTAalliM Ha CUCTEMY 3allUTHI
uHbpopManuu HMHQPOPMALIMOHHOH CHCTEMBI OCYLIECTBISAETCS B COOTBETCTBHH C
TEXHUYECKUM 33laHHeM Ha co3JaHde HWHQOPMAHUOHHOM CUCTEMBI M  (MUJIH)
TEXHUYECKUM 3aJaHHeM (4acCTHHRM TEXHUYECKHUM 3aJaHHEeM) Ha CO3aHHE CHCTEMBI
3aLIMTHl HHPOpMalU HHPOPMALMOHHOMN CHCTEMBI.

OKCIUTyaTalMOHHAs JOKYMEHTAllMsd Ha CHUCTeMY 3alluThl  HHpOpMaLUu
uHdopMaHOHHO#H cucTeMbl paspabatsiBaercs ¢ yuetoM I'OCT 34.601, TOCT 34.201 u
I'OCT P 51624 u nomkHa B TOM YHCJIE COAEPXKATH OMMHUCAHKE:

CTPYKTYPBI CHCTEMBI 3a1UTHl HTHGOPMaLUU HHHOPMALIHOHHOW CHCTEMBI,

COCTaBa, MECT YCTAaHOBKH, NapaMeTPOB M TMOPAIKAa HACTPOUKH CPEACTB 3aLUTHI
uH(OpMaLIUH, IPOrpaMMHOr0 o0ecredeHusi U TEXHUYECKUX CPelCTB;

MpaBUJI JKCIUTyaTalldd CHCTEMBI 3aIMTBl HHpoOpMauMu WHPOPMALUHMOHHON
CHCTEMBI.

15.3. Ilpy MakeTHpOBaHHH M TECTUPOBAHUM CHCTEMBI 3AILUUTHl HHGOpMALUU
UH()OPMALIMOHHOH CUCTEMBI B TOM YHCJIE OCYIIECTBIISIOTCS

npoBepKa pabOTOCIIOCOOHOCTH U COBMECTHMOCTU BBIODAHHBIX CPEACTB 3alL{UThI
HMHGOpPMALIMU C HH(POPMALIMOHHBIMHM TEXHOJOTHSIMH U TEXHUYECKUMH CPEACTBaMU;

OpOBEpKa BBINOJHEHUS BLIODAaHHBIMH CpPENCTBAMH 3allMThl HUHGOpMaUMH
TpeboBaHMH K CUCTeMe 3alUThl HEGOpMaLIMH HHPOPMALIMOHHO! CHCTEMBI;

KOPPEKTHpPOBKAa TMPOEKTHWX peIleHHHd, pa3pabOTaHHBIX INpPU  CO3JaHHUHU
UHGOPMALIMOHHOM CHCTEMBI U (M) CHCTEMBI 3alUTHI HHQOPMaUH HHPOPMALHOHHOH
CHUCTEMBI;

KOPPEKTHPOBKAa NPOEKTHOM U IKCILTyaTal[AOHHON JOKYMEHTALHH Ha CHUCTEMY
3alUMTH HHGOPMaLUH HHOOPMALIROHHONH CHCTEMBI.
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MakeTHpoBaHHe CHCTEMBI 3aILUTHl HH(GOPMALUUH UHGOPMALUOHHOH CHCTEMBI U
ee TECTHPOBaHHE MOXXET NPOBOAUTHCS B TOM YHCIE C HCMOJIB30BAHHEM CPEICTB H
METOI0B MOJIETUPOBaHUS UHPOPMALMOHHBIX CHCTEM M TEXHOJIOTHHA BUPTYalu3allkH.

BHenpeHue cCUCTEMBI 3aUIMThI HHPOPMALIUH
UHGOPMALTMOHHOW CHCTEMEI

16. BHempeHrne CHCTEMBI 3alllUThl HHPOpPMalM¥M HHPOPMALUOHHOH CHCTEMBI
opraHusyeTcs obnaznareneM HHGopMalUH (3aKa39HKOM).

BHenpeHHe CHCTEMBbI 3allUThl HHPOpPMauMK WHPOPMALUOHHOK CHUCTEMEI
OCYIIECTBIAETCS B COOTBETCTBUHM C IIPOEKTHOM ¥ IKCIUTyaTallMOHHON JOKyMEHTaluen
Ha CHCTeMy 3allUThl HWHpopManuu HHOOPMALMOHHON CHCTEMBI U B TOM YHCIIE
BKJIIOYAET:

YCTaHOBKY M HACTPOMKY CpEeACTB 3alUUThl MHGOpPMalHMH B HHGOPMALMOHHOM
CHUCTEME;

pa3paboTKy TOKYMEHTOB, ONpENEAIONIMX paBUia U MpoLUeayphl, pealu3yeMble
orepaTopoM s obecreveHus 3alUThl HHPOpMaUUHd B UHPOPMALMOHHOK CHUCTEME B
X0ie ee IKCIUTyaTauuH (anee — OpraHu3aLuOHHO-PACIOPAAHTENbHBIE JOKYMEHTHI MO
3alUTe HHPOPMALIUH);

BHEJpEHHE OpraHM3allMOHHBIX Mep 3aIUUThI HHPOPMALIHH;

npeaBapuTebHbIE HCTIBITAHUS CHCTEMBI 3aLIUTEHI MHpOpPMaILIUH
MHGOPMaIHIOHHOH CUCTEMBI;

OMBITHYIO JKCIUTyaTalldi0 CHCTEMBbI 3allUThl MH(OpMauuu HHGOPMALIMOHHOMH
CHCTEMBEI;

aHaM3 ys3BUMOCTEH MHQOPMAIIOHHOM CHUCTEMBI U IIPUHATHE MeEp 3allUThI
HHGOPMALIUH 110 UX YCTPaHEHHIO;

PHEMOYHBIE HCOBITAHUS CHUCTEMBI 3alIMTHl HH(OpManMM HHGPOPMALHOHHOM
CUCTEMBI.

K BHeApeHHIO CHUCTEMBI 3alMThl HH(GOpMaLMH HHPOPMAIMOHHOK CHCTEMBI
MIPUBJIEKAETCA OmepaTop HHPOPMALMOHHOM CHUCTEMBI B Cily4yae, €ClId OH OIpezesieH
TaKOBBIM B COOTBETCTBHH C 3aKoHOAaTesbcTBOM Poccuiickoit Penepauuu K MOMEHTY
BHEJIpEHHSA CUCTEMBI 3aIUUTHl HHGOPMaIMK HHPOPMALIMOHHON CUCTEMBI U HE SIBIETCS
3aKa34HKOM JaHHOW HHPOPMALIMOHHOH CUCTEMBI.

16.1. YcraHoBka M HAcTpoOiika CpeACTB  3aUMThl  HMHGOpMauuu B
MHQOpMALIMOHHOM  cHUCTeMe  JOMKHA  MPOBOAMTECA B COOTBETCTBHM €
IKCIUIyaTallMOHHOW  JOKyMEHTalHWel Ha  CUCTeMY  3alllMThl  HHGOpPMALHUH
WH()OPMAIMOHHOM CHCTEMBI M JOKyMEHTaIUeil Ha CpeACTBa 3alHThl MHGOPMALIUH.

16.2. PaspabaTeiBaeMble OpraHU3alMOHHO-PACIIOPAAUTENbHBIE NOKYMEHTBI II0
3ampTe MHGOPMALMHU NOJDKHBI ONPEeNsaTh IpaBUuIa U IpoLeaypsl:

ynpaBieHus  (aIMUHHUCTPUPOBAHMA)  CHCTEMOH  3alUMTBl  WH(OpPMALKMH
HHQOPMALMOHHOHN CUCTEMBI;

BBISIBJIEHHS HHIUAEHTOB (OZHOTO COOBITHUS WM TIpYyNNbl COOBITHI), KOTOpEIE
MOTYT MPUBECTH K COOSM WIM HapyleHHIO (YHKIHOHHUPOBaHUSA HHPOPMALMOHHOH
cucTteMbl M (WJIM) K BO3HUKHOBEHHIO yrpo3 0e30MmacHOCTH  HUHGOPMaLHH
(1anee — MHIKAEGHTHI), § pEaripoBaHUs Ha HUX;

yrpaBleHHss KOHQHUrypauueid aTTecTOBaHHOH HHGOPMAlHOHHOM CHCTEMBI H
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CHCTEMBI 3alIMTHI HHQOpMaLMY HHPOPMALIMOHHOW CHCTEMBI,

KOHTpoNss (MOHMTOpPHMHIa) 3a oOecriedeHHEM YPOBHS  3allIMIIEHHOCTH
uH(opManuy, coxepxaineiics B UHGOPMAaLMOHHON CUCTEME;

3aIUTHl HHGQOPMAIIMH TP BBIBOJE U3 IKCILTyaTallud HHPOPMAIIMIOHHON CUCTEMBI
WITH [TOCIe TIPHUHATHUS pelieHust 06 OkoHYaHUU 00paboTKu UH(OpMAaLKH.

16.3.1lpy BHeOpPEeHHWH OPraHU3aLMOHHBIX Mep 3aIlUUTHl  MHPOpMaIUH
OCYHIECTBJISIOTCS

peaqu3alMs IPaBHJI pa3rpaHUYeHUs JAOCTyNa, perIaMEeHTHPYIOIUMX IpaBa
focTyna cyOBEKTOB AOCTyna K oObeKTaM JOCTyna, ¥ BBEJCHHE OrpaHHYCHHH Ha
JeHCTBHS IMONB30BaTENeH, a TaKXKe Ha U3MEHEHHUE YCIIOBHUM JKCIUlyaTalluM, COCTaBa U
KOH(Urypaluu TEXHUYECKHUX CPEACTB U MPOrPaMMHOr0 obecrieyeHus;

NpOBEPKAa TMONHOTHI U  JETAIBHOCTH OMNHMCAaHUST B  OPraHU3alHOHHO-
pacropsAUTENbHBIX JOKyMEHTax Mo 3alluTe UHPOpMaluu AeHCTBUI MONb30OBaTENEH U
aAMUHUCTPATOPOB MHGOPMAMOHHON CUCTEMBI TI0 pean3alii OpraHu3allHOHHBIX Mep
3alUTHl HHPOPMALIHH;

oTpaboTKa JeicTBUH JOKHOCTHBIX JUI U MOJApa3ZesieHHi, OTBETCTBEHHbIX 3a
peau3ainuo Mep 3alUThHl HHPOPMAaLHH.

16.4. IlpenBaputenbHble  HMCIBITAHHS ~ CUCTEMBI  3allUTHl  MHGOpMAaLUU
nHpopManoHHo# cucteMsl npoBoarca ¢ yderoM ['OCT 34.603 «MudopmauunoHHas
TexHoJorus. Buapl ucneiTaHuid aBTOMaTu3upoBaHHbIX cucteM» (nanee — 'OCT 34.603)
U BKIIOYAIOT TMPOBEPKY pPabOTOCMOCOOHOCTH CHCTEMBl 3alUTHl  MHGOpMaLKUH
NHGOPMALIMOHHON CHCTEMBI, a TAaKKe MPHHATHE PEIIEHHS O BO3MOXXHOCTH OIBITHOM
SKCILTyaTallMy CUCTEMBI 3alUThl HHpOopMaruu HHGOPMALIMOHHOMN CHCTEMBI.

16.5. OnpiTHAs KCIUTYaTaMs CUCTEMBI 3alIMTHl HHPOpMaLMi HHPOPMALIMOHHO#
cucteMbl mnposoautrcs ¢ ydetoM [OCT 34.603 u BriIro4aeT MpPOBEPKY
GYHKIMOHHPOBaHUSA CHUCTEMBI 3aIIMTHl WHGOPMALMH HH()OPMALMOHHOH CHCTEMBI, B
TOM YHCIIE€ pEaN30BaHHBIX Mep 3allUThl HHQOpPMaLMH, a TaKXKe TOTOBHOCTh
noyib30BaTeNel U aJMMHHUCTPATOPOB K JKCIUTyaTallMd CHCTEMbI 3allMThl MHGOpMaLUH
MHGOPMALIMOHHON CHCTEMBI.

16.6. AHanu3 ys3BUMOCTeH WH(OPMAIMOHHOW CHUCTEMBbI TMPOBOJUTCA B LEJAX
OLIEHKM BO3MOXHOCTH TNPEOAOJIEHHS HApYLIUTEJIeM CHUCTEMBl 3allUTHl HWH(pOpMaLMH
MHOOPMALMOHHOM CHUCTEMBI W NPENOTBPAILIEHHS peaM3aldd Yrpo3 0e30macHOCTH
UHpOpMaIHH.

Ananu3  ya3BUMOCTe HH(POPMAUMOHHOM CHCTEMbl BKJIIOYAeT aHalIu3
ySA3BUMOCTEH CpPEACTB 3alllMThl HHPOpPMALUH, TEXHHYECKUX CPEACTB U MPOrpaMMHOIO
obecneyeHus HHPOPMAUHOHHON CHCTEMBI.

[Tpu aHanu3e ys3BUMoCTed HHGOPMALIMOHHONW CUCTEMBI TPOBEPAETCS OTCYTCTBHE
M3BECTHBIX YSA3BHMOCTEH CpeACTB 3aIlUThl MH(OpPMALUH, TEXHUYECKHX CPEICTB M
pOrpaMMHOro obecredyeHusi, B TOM YHCJIE C y4eToM HH(pOpMaluH, UMEIoUIeHCc y
pa3paboTUYUKOB M MONYYEHHOMN U3 APYTUX OOIIeTOCTYIHBIX MCTOYHHUKOB, [IPaBHJIBHOCTD
YCTAaHOBKM M HaCTPOHKH CpEICTB 3alIMTHl HH(POpPMALMH, TEXHUYECKHX CPEIACTB H
NpOrpaMMHOr0 oOOecTeyeHusl, a TaKXe KOPPEKTHOCTh paboTbl CpeACTB 3allUThl
MHGOpMAaLWH MPH UX B3aMMOJECHCTBUH C TEXHHYECKUMHU CpeACTBAaMH U NPOrPaMMHBIM
obecrnieueHueMm.

B cnyuae BbIIBIEHUS YA3BHMOCTEH WH(GOPMALMOHHON CHCTEMBI, NPHBOIAIIMX K
BO3HMKHOBEHHIO [ONOJIHUTENBHHWX Yrpo3 Oe30macHOCTH HHpOpManuu, MpPOBOAUTCS
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YyTOYHEHHE MOJeNH Yrpo3 0e30macHOCTH HHGOpPMaLUWH W TPH HEoOXOAUMOCTH
NPHHUMAIOTCS JONOJHUTENbHBIE MEphbl 3allUTHl MHGOpPMAalMM, HanpaBlIeHHLIE Ha
YCTpaHeHHe  BhIABJICHHBIX  YSI3BUMOCTEH MJIM  HCKIIOYAIOUIME  BO3MOXXHOCTD
HCIIOJIb30BAaHHsl HAPYyLIUTENEeM BbIABICHHBIX YA3BUMOCTEH.

16.7. Ilpuemounsie HCTIBITaHNA CHCTEMBI 3aLUMTEI HHbOpMaIHH
uHOOpMaMOHHOR cHucTeMbl mpoBomaTrcs ¢ yuetoM ['OCT 34.603 u Brmouvaror
MPOBEPKY  BBIMOJIHEHMsI  TpeOOBaHMM K  CHCTeMe  3allUThl  WHPOPMALUH
MH(POPMAIIMOHHON CHCTEMBI B COOTBETCTBHH C TEXHHYECKMM 3aJ[aHMEM HA CO3JaHME
MH(POPMALIMOHHON CHUCTEMBI M (MIH) TEXHUYECKUM 3aJaHueM (YaCTHBIM TEXHUYECKUM
3aJlaHHEM) Ha CO3]aHHe CUCTEMBI 3aIUTHl HHGOPMAaLMH HHPOPMALIHOHHOM CHCTEMBI.

Artrectanus MHQOPMALIMOHHOM CUCTEMBI M BBOJ €€ B IEHCTBHE

17. ArrecTauuss HMHQOPMAlMOHHOH CHCTeMbl OpraHusyercs obJjagarenem
MHpOpMaLKK (3aKa3YHKOM) WM OMEPaTOPOM H BKIIIOYAET IPOBEAEHHE KOMILIEKCA
OpraHW3alMOHHBIX M TEXHHYECKUX MEPONPHATHH (aTTECTALHOHHBIX HCHBITaHMii), B
pe3yNbTaTe KOTOPBIX MOATBEPXKAAETCS COOTBETCTBHE CHUCTEMBI 3alUTH HHOPMAIMU
HH(OPMAIIOHHOI cHCTeMBI HacTOAMMUM TpeGoBaHHsIM.

17.1.B kayecTBe HCXOOHBIX [aHHBIX, HEOOXOOUMBIX MUIS aTTeCTAlHH
MHQOPMALMOHHOH  CHCTEMBI, HCIONB3YIOTCS  MOZAENb  yrpo3  0e30MmacHOCTH
MHQOpPMAIIMH, aKT KlacCHpUKauUd MHOOPMALMOHHON CHCTEMBI, TEXHHUUYECKOE 3aJaHue
Ha co3JlaHHe MH(OPMALMOHHONW CHCTeMBl U (MJIH) TEXHHYECKOe 3ajaHue (4JacTHOe
TEXHMYECKOE 3a[aHUE) Ha CO3/laHHe CHCTEMBI 3alUThl HHPOpMaK HHHOPMALIMOHHOH
CUCTEMBI, MPOEKTHAas M JKCIUTyaTallMOHHAs JOKyMEHTalUs Ha CHCTEMY 3alIUThI
uHpopMaumu  HMHQOPMALIMOHHOH CHCTEMBI, OpraHW3allMOHHO-PACMIOPAAUTENbHbIE
JIOKYMEHTBl MO  3allUuTe HWHQOpPMALWH, pe3yJbTaThl aHaluW3a YA3BUMOCTEH
WHQOPMALMOHHOH  CHCTEMBl, MaTepHaibl MNpeABapUTEeNbHBIX W  NPUEMOYHBIX
HCIBITAHUH CUCTEMBI 3alllUThl HH(POpMaALIMK HHPOPMALIMOHHON CUCTEMBI, @ TAK)XKE UHbIE
JIOKyMEHTBI, pa3pabaTeiBacMble B COOTBETCTBHH C HACTOSIIUMHU TpeGoBaHHAMH.

17.2. ArTrectauus MHGOPMAIMOHHON CHCTEMBI MPOBOJUTCH B COOTBETCTBHM C
NporpaMMOH W METOAWKAaMHM aTTECTALIMOHHBIX HMCIBITAHWH [0 Hayana o0paboTKH
uHpOopMauuH, nojrexaieil 3amure B HHGOpManHMOHHON cucteme. s npoBeaeHHs
aTTecTalli¥M MHOOPMALMOHHOH CHCTEMBI NMPUMEHSIOTCS HAllMOHAJIbHBIE CTAHNAPTHI, a
TaK)Xe METOIUYECKHE IOKYMEHTHI, pazpaboTtannsie U yTBepxxaeHHble DCTOK Poccun B
COOTBETCTBHU C NOAMYHKTOM 4 myHkTa 8 [lonoxenus o PepepanpHoii ciayxbe mo
TEXHHYECKOMY M JKCIIOPTHOMY KOHTPOJIO, YTBEpKACHHOro Ykazom [lIpesuaenra
Poccuiickoit ®enepauuu ot 16 aBrycra 2004 r. Ne 1085.

[To pe3yneraTaM aTTECTALlMOHHBIX MCIBITAHHH OQOPMISIOTCS MPOTOKOIMBI
aTTeCTAUMOHHBIX HCIBITAaHUHM, 3aKIIOYeHHE O COOTBETCTBUHM HMH(DOPMAIHOHHOM
cUcTeMBbl TpeOOBaHUSAM O 3alliuTe MHGOPMAUUH M aTTECTaT COOTBETCTBHA B Clydae
MOJIOXKUTENBHBIX PE3YJIbTaTOB aTTECTALlHOHHBIX UCIBITAHU.

17.3. lonyckaercs arrecrauus HWHPOPMALMOHHOW CHCTEMBI Ha OCHOBE
pe3ynbTaToB  aTTECTALlMOHHBIX MCOBITAHUM  BBIZJEJIEHHOrO Habopa CerMEHTOB
MHQODPMAIIMOHHOH CHCTEMBl, pPEaTU3YIOLUIMX [MONHYI0 TEeXHOJOTHIO 06paboTku
HH}OopMaLHH.
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B 3TOM cnyyae pacnpocTpaHeHHE arTecTaTa COOTBETCTBUS Ha APYTrU€ CErMEHTHI
MHQOPMALIMOHHOM CHCTEMBI OCYLIECTBISETCS IIPU YCJIOBHHM HX COOTBETCTBHUS
CerMEeHTaM MH(OPMAIIMOHHON CHCTEMBI, ITPOLIEAIINM aTTECTAIMOHHbIE UCTIBITAHMS.

CerMeHT cuMTaeTCs COOTBETCTBYIOLIMM CErMEHTY HH(GOPMAIIHOHHONH CHCTEMBI, B
OTHOLUEHUH KOTOPOro OBIIM MpOBEAEHbl AaTTECTAllMOHHBIE MCMBITAHHUSA, €CJIH IJIs
YKa3aHHBIX CErMEHTOB YCTAaHOBIIEHBI OJWHAKOBBIE KJIAaCChl 3aILHUILEHHOCTH, YTPO3bI
Oe3omacHOCTH HMHGOPMaLUM, peaM30BaHbl OAWHAKOBBIE IPOEKTHBIE PELIEHHS 10
MH(QOPMALMOHHON CUCTEME U e€ CUCTEME 3alUThl HHPOpMaIHH.

CooTBeTcCTBHE CErMeHTa, Ha KOTOPBIH paclpOCTPaHAETCS aTTECTAT COOTBETCTBHUS,
CErMEHTY HMH(OPMALIMOHHOM CHUCTEMBI, B OTHOIIEHHH KOTOPOro OBUIH NPOBENEHBI
aTTECTAlMOHHBIE HCIBITAHUS, NOATBEPXKIAETCS B XOAE MPHEMOYHBIX MCIIBITAHUMN
MHGPOPMAIIMOHHOMN CHCTEMBI HJIH CETMEHTOB HH(POPMALIHOHHOM CUCTEMEI.

B cermeHTax HMHQOPMaLMOHHOW CHCTEMBI, Ha KOTOpbIe paclpOCTpaHIETCs
aTTeCcTaT COOTBETCTBHUS, ONIEpaTopoM obecreunBaeTcs: COOMIOIeHHE IKCILTyaTallMOHHON
JTOKyMEHTallHM Ha CHUCTEMY 3amMThl HHbOpManuu HHPOPMALMOHHON CHCTEMBI MU
OpraHH3alHOHHO-PACIIOPAAUTENBHBIX JOKyMEHTOB IO 3aIuTe HHYOpMaIIHH.

OcobenHocTH aTTecTalMd MHQOPMAIIMOHHONW CHUCTEMbl Ha OCHOBE pe3YJIbTAaTOB
aTTeCTAlIMOHHBIX MCNBITAHUH BBIACICHHOTO Habopa ee CerMeHTOB, a TaKXe yCJIOBUA H
NOPANOK  paclpoCTPaHEHUs] aTTecTaTa COOTBETCTBUS Ha  JPYyrde  CErMEHTBI
HHQOPMAlLlMOHHOM  CHUCTEMBI  ONpPEAENSIOTCS B INpPOrpaMMe€ M METOIUKaX
aTTECTAllMOHHBIX MCIIBITAHUH, 3aKITIOYEHUU H aTTeCTAaTe COOTBETCTBHA.

17.4. TloBTOpHast aTTecTauuss HMHPOPMAIIOHHON CHUCTEMBI OCYILECTBISETCS B
Cily4ae OKOHYaHHS CpPOKa JEHCTBHS aTTecTaTa COOTBETCTBUS WIIM TOBBILIEHHS Kiacca
3ALHMILIEHHOCTH HMHGOPMALMOHHOM cHCTeMbl. [IpM yBENMYEHHH COCTaBa yrpo3
6e3onacHOCTH MHGOpMalU¥ WIA H3MEHEHHS MPOEKTHBIX pELICHHH, peald30BaHHBIX
Npy¥ CO3JaHMM CHUCTEMBI 3alUTHl HMH(OpPMALMM HUHYOPMALUOHHONH CHCTEMBI,
MPOBOJATCS JOMOJHHUTENbHBIE aTTECTAllMOHHBIE UCIIBITAHUSA B paMKax IeHCTBYIOLIETO
aTTecTara COOTBETCTBHUSL.

17.5.Beon B neiictBHe HHOPOPMAIMOHHOH CHCTEMBI OCYILUECTBISETCS B
COOTBETCTBMM C 3aKoHojatenbctBoM Poccuiickoit ®enepauun 06 HHbOpMaUHH,
MHOOPMALMOHHBIX TEXHOJIOTHSIX M O 3aiuTte HHpopMauuu U ¢ yuetom TOCT 34.601 u
IPH HAJIUYHH aTTeCTaTa COOTBETCTBHS.

Obecneuenue 3aUThl UHPOPMALMK B XOJ€ IKCILTyaTallMH
aTTeCTOBaHHON MHGOPMAaLlHOHHON CHCTEMBI

18. Obecneuenue 3aumTsl HHQOPMAIMK B XOA€ IKCIUTyaTallUd aTTeCTOBaHHOM
MHQOPMAalLlMOHHON CHCTEMBI OCYHIECTBISETCS OMNEPaTOpOM B COOTBETCTBHH C
3KCIUIyaTaMOHHOM  [OKyMEHTanuell Ha CcucTeMy 3amuThi  HHQOpMauMH U
OpraHU3allMOHHO-PACTIOPAAUTEIBHBIMU JOKYMEHTAMHU M0 3alUTe HHOOPMALIUK U B TOM
yycie BKIIIOYaeT:

ynpasieHHe  (aAMHHUCTPUPOBaHHME) CHCTEMOM  3alluTel  HHG)OPMAaLUH
MHQOPMALIMOHHON CHCTEMBI,

BBISIBJICHHE MHLIUACHTOB U pearupoBaHie Ha HUX;

yhnpaBieHue KoH(QuUrypauued aTTeCTOBaHHONH HWHGOPMAIMOHHON CHCTEMBI U ee
CHCTEMBI 3alIUThI HHpOpMaLIH;
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KOHTpONb  (MOHUTOPHHI) 3a  o0ecrneuyeHHWeM YpOBHS  3allMIIEHHOCTH
uHGOPMAIUH, CONEpKaLIeNcs B UHPOPMALIUOHHOMN CUCTEME.

18.1.B xome ympaBneHus (aOMUHHUCTPUPOBaHHS) CHUCTEMOM  3aILMTHI
HH(popMauuu HHGOPMAITHOHHON CUCTEMBI OCYIIECTBISIOTCA:

3aBeleHHe W YJaJleHHEe YYeTHbIX 3alliceid Mosb3oBareNied, YIpaBlieHHE
NOJIHOMOYMSIMH TIONIb30BaTeseil MHGOPMAIMOHHON CHUCTEMBbI U MOJJEpKaHHE MPaBUII
pasrpaHMYEHHUs A0CTyIa B UHQOPMALMIOHHOH CUCTEME;

ynpaBlIeHHe CPeACTBaMU 3alUThl HHQOpMaLUKd B HHGOPMAIHOHHOW CHCTEMeE, B
TOM YHCJIE [apaMeTpaMH HacCTPOWKHM IPOTrpaMMHOIO oOecHmedeHus, BKIOYas
nporpaMMHOe ofecrieueHue CpeACTB 3alIUThl MHPOpMalHH, YTpaBI€HHE YUETHBIMHU
3aIHMCSIMH  T10JIB30BaTeNIel], BOCCTAHOBJIEHHE pPabOTOCIOCOOHOCTH CPEACTB 3alLHTHI
HH(pOpMAaLMU, F'eHepaLUIo, CMEHY ¥ BOCCTaHOBJIEHHE Mapoiei;

YCTaHOBKAa OOHOBNEHWH MpOrpaMMHOTO oOecrieyeHus, BKIIOYAs [POrpaMMHOE
obecrieueHue CpeICTB 3alUWTHl HH(OPMALUH, BBITYCKAaEMBIX pa3paboTynKamu
(Ipou3BOMTENAMH) CPEACTB 3AIIUTH UHPOPMALIMK HIIH 10 HX IOPYYEHHIO;

LIEHTPAJIN30BaHHOE yIpaBJieHHe CHUCTEMOH 3aIIMTHI UHpOpMaLK
HMH(OPMALMOHHOM CHCTEMBI (TTPH HEOOXOIUMOCTH);

periucrpanys ¥ aHanu3 coObITHH B MHPOPMAIMOHHOM CHCTEMe, CBA3aHHBIX C
3amuTor MH(popMauuu (ganee - coObITUS 6€3011aCHOCTH);

nHGOpPMUpPOBaHHE MONB30BaTeNeil 06 yrpo3ax Oe3zomacHOCTH HHGOPMAlMHU, O
TIpaBUJIax 3KCIUTyaTallM¥ CUCTEMBI 3aLUTH HHPOpMali HHOOPMAaMOHHON CHCTEMBI H
OTJENBHBIX CPELCTB 3alIUTHl HHQOPMALIUH, a TAKXKe MX 00yUeHHE;

COTPOBOXJAeHHE  (YHKIMOHMPOBAaHHA  CHCTEMBI  3aIIUTHl  UHGOPMALMH
MHPOPMALIMOHHON CHCTEMBl B XOJe ee SKCIUTyaTalld, BKIIOYas KOPPEKTHPOBKY
JKCIUTyaTallAOHHOM IOKYMEHTAallMH Ha Hee M OpraHU3alMOHHO-PaCHOPAAMTEIBHBIX
JOKyMEHTOB I10 3aIuTe HHPOpMaLuy;

18.2. B xoae BeIBICHHUS HHIMACHTOB H pearupoBaHusi Ha HUX OCYILECTBISIOTCS:

ornpeaesieHue JHH, OTBETCTBEHHBIX 3a BBISBICHHE WHIMICHTOB M pearpoBaHUe
Ha HUX;

oOHapyxeHue W uIeHTHQUKAUUA WHIMAEHTOB, B TOM YHCJIE€ OTKAa3oB B
obciy>x1BaHHH, cO0€B (nepe3arpy30Kk) B paboTe TEXHUYECKHX CPEACTB, IPOrPaMMHOI0
obecrieueHUss U CpeACTB 3aIIUTHl MHGOpPMALMU, HAPYyUIEHHA MpaBHJl pa3TPaHUYEHHS
JIOCTyNa, HEMPaBOMEPHBIX AedcTBUH N0 cOopy UHGOpMaLIUK, BHEAPEHHH BpeTOHOCHBIX
KOMIMBIOTEPHBIX INporpaMM (BUPYCOB) M  HHBIX COOBITHH, NPUBOAAILIKMX K
BO3HHKHOBEHHUIO WHIUACHTOB,;

CBOEBpEMEHHOE MH(OpPMHpOBaHHE JIML, OTBETCTBEHHBIX 732 BBIABIEHHE
MHIMIEHTOB U pearupoBaHMe Ha HHUX, O BO3HMKHOBEHMH WHLHIEHTOB B
MH(QOPMAIIMOHHOH! CHCTEME I0JIb30BATESIMH U aIMUHHCTPATOPaMH;

aH&JIM3 HWHIUAEHTOB, B TOM 4YHCJIe OINpeAesieHue HCTOYHHUKOB M MPHYUH
BO3HUKHOBEHHS HHLIUACHTOB, a TAK)K€ OLIEHKa UX MOCeACTBUH;

TUIAHUPOBaHWE M MPUHATHE MEP MO YCTPAHEHHIO MHLHUIEHTOB, B TOM YHCIE IO
BOCCTaHOBJIEHHIO HMH(OPMAI[MIOHHON CHCTEMbl M €e CerMeHTOB B Ciyyae OTKa3a B
oO0C/Ty>)XKHBaHMM MM Tiocie cOOeB, YCTPaHEHHIO MOCHENCTBHI HapyllIeHWs IPaBuIl
pasrpaHU4eHUs [OCTyIla, HENpaBOMEpPHBIX JAeHcTBHA M0 cOopy uHbOpMaLUH,
BHEJIPEHUS BPENOHOCHBIX KOMIIBIOTEPHBIX IIpOrpaMM (BHPYCOB) M HHBIX COOBITHIA,
MPUBOISAIIMX K BOSHUKHOBEHHIO HHIIMACHTOB,
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IJIaHUPOBaHME W MNPHHATHE Mep [0 NPENOTBPAIUEHHIO ITOBTOPHOIO
BO3HHUKHOBEHHS HHIIMJIEHTOB.

18.3. B xozme ynpaeneHus KoHOQHIrypalueit aTTecTOBaHHOH HH(GOPMALIMOHHOM
CHCTEMBI U €€ CUCTEMBI 3alUTHl HHGOPMAIHK OCYLIECTBISIOTCS:

nofjepxaHue KOH(Urypauud HWHPOPMALUOHHOM CHCTEMBI H €€ CHCTEMBI
3aIIMTEl MHQOpMaLMHU (CTPYKTYpPBl CHCTEMBI 3aLUTH HHPOpPMaUHUH HHGOPMALMOHHOM!
CHCTEMBI, COCTaBa, MECT YCTAHOBKM M I1apaMeTpPOB HACTPOWKHU CPENCTB 3aIIMTHI
HUHGOpMAaNUH, IPOrPaMMHOr0 o0ecIieyeHuss U TEXHHYECKUX CPEACTB) B COOTBETCTBHH C
IKCIUTyaTalHOHHOW JOKYMEHTallMeH Ha CHCTEMY 3alliMThl HHOOpMAIMH (TIOALEpKaHHE
0a30Boi KOHGUrypalud HMHPOPMALMOHHOH CHCTEMBI M €€ CHCTEMBI 3alHThl
UHpOpMaIHH);

OIpefeIeHHe UL, KOTOPBIM pa3pellleHbl AEWCTBUSA 110 BHECEHHIO W3MEHEHHil B
6a30By10 KOHQHrypauuro HHOOPMALMOHHOM CHCTEMBI M €€ CHCTEMBI 3allHThI
uHpopManuy;

ylpaBlieHHe U3MEHEHUSAMH 6a30Boil KOoHGUTYypa HHGOPMALIMOHHOM CHCTEMBI
M ee CHUCTeMbI 3alUMThl MHGQOpMAUUH, B TOM YHCIIE OMpeAeeHHE THIIOB BO3MOXKHBIX
U3MEHEeHUH 06a30Boi KOHGUrypauuu HHPOPMALMOHHOW CHCTEMBI U €€ CHCTEMEI
3alUTEl  HHGOpMalMK, CaHKUMOHHPOBAaHHE BHECEHHS W3MEHEHHt B 6a30Bylo
KOH(uUrypauuo HHGOPMALMOHHOA CHCTEMBI M €€ CHCTeMBI 3alIUThl WHGOpPMALUH,
NOKyMEHTHPOBaHUE JNEHCTBUH MO BHECEHHMIO M3MEHEHHMH B 6a30BYI0 KOH(HUIypalmio
MH(POPMALIMOHHON CHCTEMBI U €€ CUCTEMBI 3aIUTHl MHPOPMaLIMH, COXpPAaHEHHE JAHHBIX
00 u3MeHeHMAX 0a30BoH KOHGHUrypauud HHGOPMAIHOHHON CHCTEMBI M €€ CHCTEMBI
3alIMThl MHQOPMalKH, KOHTPONb NEHCTBHH MO BHECEHHIO H3MEHEHHHt B 6a30Byio
KOHQHUrypai#o HHOOPMAILMOHHOR CHCTEMBI U €€ CUCTEMBI 3aIUTHl HH)OPMAIIMK;

aHAJIM3 TOTEHUUAIBHOIO0 BO3ACHCTBUA [UIAHMPYEMBIX H3MEHEHHH B 6a30BOM
KOH(QUrypauuu MHGOPMALMOHHOH CHCTEMBbI M €€ CHCTEMbI 3aIUTHl HHGOPMAaLMH Ha
obecrneyenue 3alMTEl  MHQOPMAlMM, BO3HUKHOBEHHE MONOJHHUTENBHBIX YIpo3
Ge3onacHocTH HHGOPMaLKK U pabOTOCTIOCOGHOCTE HHPOPMAIIMOHHOH CHCTEMEL,

oIpeJeNeHUe MapaMeTpoOB HACTPOMKH MPOrpaMMHOro oOecreuYeHHs, BKIIIOYas
nporpaMMHoe obecredeHHe CpeACTB 3alUThl HH(POPMALIUH, COCTaBa U KOHPUIYpaLUH
TEXHUYECKUX CpEACTB M INpPOrpaMMHOro oOecrnedeHuss OO BHECEHHs W3MEHEHuiM B
0a30Byl0 KOHGUrypauuilo HHPOPMAIMOHHOH CHCTEMBI H €€ CHCTEMBl 3allMTHI
pHpopMalny;

BHECEHHE MHGpoOpMauuHu (JaHHBIX) 00 M3MEHEHHAX B 0a30BOH KOHQHUTrypalHu
MHGOPMALIHOHHOH CHCTEMBI ¥ €€ CUCTEMBI 3aLUThl HHGOPMAIUH B 3KCIUTyaTallHOHHYIO
JOKyMEHTaLHIO Ha CUCTEMY 3aIlUThl HHPOpMaLIii HUHPOPMALIMOHHOMN CHCTEMBI;

IIPUHATHE pELIeHHs 10 pe3ylbTaTaM yMpaBlieHUs] KOH(HUrypalyeid o MOBTOPHO
aTrecTaud HHQOPMALMOHHOH CHCTEMbl WM TPOBEJEHUH [OTOJHHTEIBHBIX
aTTeCTAllMOHHBIX UCIIBITaHHUH.

18.4. B xone koHTpOIs (MOHUTOPHHTA) 32 00ecrieyeHNEM YPOBHS 3allMIEHHOCTH
uHbopManuH, conepxaileics B HHPOPMALIMOHHOM CUCTEME, OCYILECTBIISIOTCS:

KOHTPOJIb 33 COOBITHSAMH 0€30MacHOCTH M JEHCTBUAMM TIOJb30BaTeNlell B
HH(POPMALIMOHHOI CHCTEME;

KOHTpOJNb  (aHaNIM3) 3aUIMINEHHOCTH WHGOpMauuH, colepxkallueics B
MHQOPMAHOHHOM CHUCTEME;
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aHaI¥3 M OIEHKA (YHKIMOHUPOBAHUS CHUCTEMBI 3alUTHl  MHGMOpPMaLHUH
MH(OPMAIIMOHHOW CHUCTEMBI, BKIIOYas BHISABICHUE, QHAINM3 U YCTPaHEHHE HEOCTATKOB
B (OyHKIIMOHHPOBAHHWHM CUCTEMBI 3aIUTH HHPOpMaLUH HHHOPMALMOHHOH CHCTEMEI,

NEPHONMYECKU aHaTW3 H3MEeHeHHs yrpo3 Oe3omacHOocTH HHMOpMaUUU B
WH(OPMALIMOHHON CHCTEME, BOSHUKAIOLIUX B XOJE €€ IKCIUTyaTalluH, H IPUHATHE Mep
3aMMTEl MHGOpMamMu B Cilyyae BO3HUKHOBEHHS HOBBIX Yrpo3 0Oe3omacHocTu
HHbOpMaLH;

IOKyMEHTHPOBaHHE TMpPOLEAYp U pe3yabTaTOB KOHTPOJsA (MOHUTOpPHHIa) 3a
obecrieyeHHeM  YPOBHS  3alMIIEHHOCTH  MHQOpMamuu, conepxaiueics B
HHGOPMALHOHHON CUCTEME;

IPUHATHE PELUEHHS 110 pe3yibTaTaM KOHTPOJs (MOHUTOPMHTIaA) 3a o0ecrieyeHHeM
YpPOBHS 3alllHIIEHHOCTH HH(pOpMaLUK O JopaboTke (MOAEPHHU3AIMH) CUCTEMBI 3allIUTEHI
uHdopMaH WHGOPMAIIMOHHOW CHCTEMBI, IOBTOPHOM aTTecTaud MHGOPMAUOHHON
CHCTEMBI WJIM NTPOBEJECHUH JOTIOHUTENbHBIX aTTECTAIlHOHHBIX UCTILITAHUH.

ObecrnieueHye 3alMTH HHPOPMALIMK IIPH BBIBOJE U3 IKCIUTyaTaluy
aTTeCTOBaHHOH HH)OPMALIMOHHON CUCTEMbI UJTH [10CJI€ IPUHATUS pEUICHHS 00
OKOHYaHHH 00paboTku HHPOpMaLH

19. Obecnieuenne 3ammTel HHGOPMALMM IMPH BBIBOAE U3 OIKCIUTyaTallHH
aTTECTOBAaHHONH WHPOPMAIMOHHOW CHCTEMBl WM IIOCJIE€ [MPHUHATHS peleHus o0
OKOHYaHHH 00paboTKU HH(pOpPMAIUU OCYLIECTBIAETCS ONEPATOPOM B COOTBETCTBUHU C
OKCIUTyaTallAOHHOW  JOKYMEHTauued Ha  CHUCTEMY  3alMThl  MHPOpMaLMH
WHGOPMALIMOHHON CUCTEMBI U OPraHU3allMOHHO-PACIIOPSIAUTENBHBIMH JOKYMEHTaMH 1O
3aluTe HHPOPMAIIMK ¥ B TOM YHCJI€ BKIIOYAET:

apXuBHpOBaHHe HHPOPMALUH, coaepxalleiics B HHPOPMALIMOHHO CUCTEME;

YHUYTOXeHHE (CTHpaHHe) NaHHBIX U OCTaTOYHOM HMH(OpPMaLMU C MalIHHHBIX
HocHTeNlel HHpOopMaLUY U (WIH) YHUUTOXKEHHE MAIUMHHBIX HOCUTENEH HHPOpMaLIUH.

19.1. ApxuBupoBanne HHGOpPMAIUK, COJAEpXKaWEHCsI B HHPOPMAIMOHHOM
CHUCTEME, JODKHO OCYIIECTBIATHCS MPH HEOOXOAUMOCTH JaJIbHEHIIETr0 UCIONb30BaHUS
HHbOpMalMHY B AEATEILHOCTH ONIEepaTopa.

19.2. YuuuToxkeHUe (CTUpaHHE) [JAaHHBIX W OCTAaTOYHOM HHGpoOpMamuu C
MalLIMHHBIX HOCHTENeH HMH(pOpMalMHu NPOU3BOAUTCHA NPH HEOOXOOMMOCTH MNepenaqu
MAIIMHHOTO HOCHTeNA HHGOpMAalMK ApPYyroMy IOJb30Bareiai0 HHGOPMALMOHHOK
CHCTEMbl WM B CTOPOHHHE OPraHU3allMH A1 PEMOHTa, TEXHUYECKOro OOCTy>XUBaHHUA
WJIH JAIbHEHILIErO0 YHUYTOXKESHHUS.

[Tpu BEIBOZIE M3 BKCILTyaTallMi MALIMHHBIX HOCUTENeH HHGOPMALIUH, Ha KOTOPBIX
OCYIIECTBIUIMCHh XpaHeHHe U o0paboTka MHpOpMaLMK, OCyLIECTBASETCS (HU3NIecKoe
YHUUYTOXXEHHE 3THX MAlIMHHBIX HOcUTeNel HHpOopMaliy.

[II. TpeGoBanus K MeEpaM 3alUTHI HHPOPMaLUU, coepxalileics B
MHGOPMaIIMOHHON cUCcTEME

20. OpraHu3allHOHHBIE M  TEXHHYECKHe Mepbl 3alluThl  WH(OpMaLHH,
peain3yeMble B WH(POPMALIMOHHOW CHCTEME B paMkaX €e CHCTEMbl 3alllUTHI
nHpopMalK, B 3aBUCHMOCTH OT yrpo3 6e30macHOCTH WHGOpPMALUHU, HCMOJb3YeMBbIX
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HH(QOPMALIMOHHBIX TEXHOJNIOTHM M CTPYKTYPHO-(QYHKLHOHANBHBIX XapaKTEPHCTHUK
HH(OPMALIMOHHOH CHCTEMBI 0JDKHBI 00€CIeYHBaTh:

UAEHTAPHUKALUIO U ayTeHTU(UKALHUIO CyOBEKTOB JOCTyNa U 00BEKTOB AOCTYIIa;

yIpaBJieHHe JOCTYIOM CyOBEKTOB AOCTYIa K 00BEKTaM J0CTYIa;

OorpaHH4eHUe POrpaMMHOM Cpelibl;

3aIMTY MAalIHHHBIX HOCUTENIeH HHGOpMalUH;

perucTparuio coObITHI 6€30MacHOCTH;

aHTUBHPYCHYIO 3aILUTY;

obHapy xeHue (MpeloTBpallleHUe) BTOPKEHUH;

KOHTPOJIb (aHAJIM3) 3aIUIIEHHOCTH HHPOPMALIH;

LEJIOCTHOCTH HHPOPMAIIMOHHON CHCTEMBI ¥ HHPOpMaLUH;

JOCTYMHOCTh HH(POPMAaLIUH;

3alUTy Cpeabl BUPTyaIU3alliy;

3alUTY TEXHHYECKUX CPEICTB;

3alIMTY MHGOPMALMOHHOK CHCTEMBI, €€ CpeJCTB, CHCTEM CBS3M M Iepenayu
JIaHHBIX.

Cocras Mep 3amuThI HHGOPMALMK U UX 6a30Bble HAOOPHI ISl COOTBETCTBYIOLIUX
KJIaCCOB 3alIUIEHHOCTH HH(OPMAIIMOHHBIX CUCTEM NPUBEAECHB! B MPUIOXKEHHUH Ne 2 k
HactosluM TpeGoBaHUSM.

20.1. Mepsl M0 HIAEHTUQHKALMHA W ayTeHTU(GHUKAUUH CyOBEKTOB JIOCTyHa M
00BEKTOB JOCTyNa IOJKHbI obecredyuBaTh NPUCBOEHHE CyOBeKTaM H oObeKTam
JIOCTYIa YHHUKQJBHOIO TNpu3HaKa (UAEHTU(HUKATOpa), CPABHEHHE MPELbIBISIEMOTO
cyobekToM (0OBEKTOM) HOCTyna HACHTUQHKATOpa C TIEepeYHEM MPHCBOCHHBIX
MIEHTH(PHUKATOPOB, a TaKXe MPOBEPKy MPHUHAATIEKHOCTH CyOBeKTy (00beKTy) AOocTyna
MpedbsBJICHHOr0 UM UIeHTUUKaTOpa (MOATBEPXKACHHUE TOATUHHOCTH).

20.2. Mepsl 110 yHpaBJeHHUIO JOCTYIIOM CYOBEKTOB AOCTYIA K 06beKTaM JOCTyTa
JOJDKHBI 00ecrevnBaTh yIpaBieHHe MpaBaMH U NPUBHIIETHAMH CyOBEKTOB IOCTYyINa,
pasrpaHMyYeHHe JOOCTyna CyOBeKTOB JAOCTynma K OOBeKTaM [0CTyna Ha OCHOBE
COBOKYITHOCTH YCTAHOBIIEHHBIX B MH(QOPMAIIMOHHOH CHCTEME IPaBUN pa3rpaHUYEHHMs
JIOCTYIa, a TaKXke o0ecrieynBaTh KOHTPOJIb COOJIOIEHUS ITUX MPaBUIL.

20.3. Mepsl WO OrpaHHYEHHIO MPOrpPaMMHOM Cpelnbl JOJDKHBI 00ecrnedMBaTh
YCTAaHOBKY H (MJIM) 3alyCK TOJNBKO pa3pelieHHOro K HCIIONB30BaHUIO B
MHQOPMALIMOHHOW  CHCTeMe MpOrpaMMHOIO  oOecredeHHs MM MCKIIIOYaTh
BO3MOXKHOCTh YCTAHOBKM M (WJIM) 3allycKa 3alpelieHHOr0 K HCIOJb30BaHHIO B
MH)OPMALIMOHHOW CHCTEME MPOrpaMMHOro obecnedeHus.

20.4. Mepsl MO 3amMTe MALUMHHBIX HoOcUTeneid uHbopManuu (cpeacTsa
00pabGoTku (XpaHeHus) UHGOPMAIMH, CheMHbIE MalIMHHBIE HOCHTENIM HHGOpPMALIMH)
JIOJDKHBI HCKJIIOYaTh BO3MOXHOCTh HECAaHKLIMOHHPOBAHHOIO AOCTyNa K MalIMHHBIM
HOCHTEJISIM M XpaHsllelcs Ha HUX HH(QOpPMALMH, a TaKXKe HECaHKLHOHUPOBAHHOE
HCIOJIb30BaHUE CheMHBIX MAIIMHHBIX HOCHTENeH HHpOopMaLUu.

20.5. Mepsl o perdctpanuu coObITUH 0e30MacHOCTH JOJKHBI 0Oecre4MBaTh
cOop, 3amuch, XpaHEHHE M 3aIUTY HHPOpMamHu O COOBITHAX Oe30macHOCTH B
HH(GOPMALIMOHHOM CHCTeMe, & TaKkKe BO3MOXXHOCTh IPOCMOTPA M aHAIN3a HHPOPMaLIMH
0 TaKMX COOBITHSIX U pearnpOBaHHE Ha HUX.

20.6. Mepsl N0 aHTUBHPYCHOM 3alllUTe NODKHBI 0OecreyrnBaTh OOHApYXEHHE B
HH()OPMALIMOHHOM CHCTeMe KOMIBIOTEPHBIX MporpaMm JuO0 HHOH KOMIIBFOTEPHOH
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MHQOpMalUMH, [pefAHA3HAYEHHOHM [UIs HECAaHKUMOHUPOBAHHOTO  YHHYTOXXEHHSA,
OMOKHpOBaHHA, MOAU(UKALUKM, KOIMHUPOBAaHHS KOMIIBIOTEpPHOH WHQOpMaLMKM WM
HeHUTpaM3allMd CPEACTB 3alUThl HH(OpPMaLUH, a TaKXKe pearupoBaHHe Ha
oOHapy)XeHHe 3TUX IPOrpaMM M HHGOpMaLHH.

20.7. Mepsl 10 OOHapyXeHHIO (MPEJOTBPAIEHUIO) BTOPXKEHUA JOJIXKHBI
obecrieynBaTh OOHapy)XeHHe AEHCTBHI B HHYOpPMAHOHHOW CHUCTEME, HalpaBlIEHHBIX
Ha TIpeJHaMEpPEeHHbI HEeCaHKIIMOHMPOBAHHBIM NOCTYN K HHPOPMALUH, CIEIHaIbHBIE
BO3JIEHCTBISA Ha WHGOPMAIMOHHYIO CHCTeMYy U (Miad) HHQOpPMAaLHMi0 B LEnsIX ee
JO0ObIBaHMS, YHUUYTOXKEHHS, UCKaXXeHUs M OJOKMpOBaHHS AOCTyna K MHGOpMauuH, a
TaKXe pearipoBaHKe Ha 3TH JeHUCTBHUS.

20.8. Mepsl 0 KOHTpOJIIO (aHAMK3y) 3AUIMIIEHHOCTH HH(QOPMALMH JOJKHBI
obecnieynBaTh KOHTPOJIb YPOBHS 3allMILEHHOCTH WHGOpMALMH, colepxkalleics B
MHQOPMALIMOHHON CHCTEME, MyTeM [IPOBEAEHHA MEPONPHATHH 1O aHaNMU3y
3alIMIIEHHOCTH WHQOPMAalMOHHOH CHUCTEMBI M TECTUPOBAHHUIO €€ CHCTEMBI 3allHThI
HHOpMAILMH.

20.9. Mepsl mo obecrne4eHHIO LEJIOCTHOCTH HHGOPMAIIOHHOH CHCTEMBI U
nHdopMaMu NOJDKHBI obecrieyrBaTh OOHapyKeHHE (AKTOB HECAHKLMOHHPOBAHHOI'O
HapyHIeHHs LEeJOCTHOCTH WHGOPMALlMOHHOW CHUCTEMBI M COAepXkalleidcs B Hel
UH(pOpMalK, a TaKkke BO3MOXHOCTbH BOCCTaHOBIEHHS WHQOPMAIMOHHOM CHCTEMBI M
coJepxallencs B Heil ”HPOpMaLIKH.

20.10. Mepsi mno ofecneyeHUI0 JOCTYMHOCTH  HHQOpPMALMH  JTOJKHBI
obecrieuynBaTh aBTOPU30BaHHbBIN JOCTYT MONB30BaTeNeH, UMEIOMUX IIpaBa MO TaKOMY
OCTyMy, K MHpOpMaLHWH, coaepkaiueics B UHOOPMALMOHHON CHUCTEME, B LITATHOM
pexuMe GYHKUHOHUPOBaHUS HHPOPMAILIHOHHOM CHCTEMBI.

20.11. Meppl 0O 3amiuTe Cpedasl BUPTyalM3aldH JOJDKHBI  HMCKIIIOYaTh
HECaHKIIHOHUPOBAHHBIA JOCTyn K WHpopMmauuu, obpabaTbiBaeMoil B BHUPTyalbHOM
UHDPACTPYKType, M K KOMIOHEHTaM BHUPTyallbHOH HHOPaCTpyKTYpbl, a TakKxke
BO3/eiicTBHE Ha HHAOPMAILIMIO M KOMIIOHEHTBI, B TOM YHCJI€ K CPEACTBaM YIpaBJICHHS
BUPTyaJIbHOH HWHQPACTPYKTYpOH, MOHUTOpPY BHPTyaJlbHBIX MALIWH (CMIIEPBU3OPY),
CHCTEME XpaHEHHWS [aHHBIX (BKJIOYas CHUCTEMY XpaHEHHUs 0Opa3oB BHPTyaJIbHOU
UHOPPaCTPYKTYphl), CETH Ieperadd AaHHbIX 4Yepe3 JJIeMEHThl BHUPTYaJIbHON HIH
¢dusznueckoit MHPPACTPYKTYyphl, TOCTEBBIM OIEPALIOHHBIM CHCTEMaM, BHPTYaJbHBIM
MaliiHaM (KOHTelHepaM), CHCTeMe M CETH pelUIMKauuh, TEePMUHAIBHBIM |
BUPTya&JIbHBIM YCTpPOHCTBaM, a TaKke CHCTEME pEe3€pBHOIO KOMUPOBaHHUS |
CO3/1aBaéMbIM €10 KOIHSM.

20.12. Mepsl 1o 3alMTE TEXHUYECKUX CpEIACTB JOKHBI  HCKIIIOYaTh
HECaHKLIMOHUPOBAHHBIA JOCTYN K CTAalUUOHApPHBIM TEXHHUYECKHM  CpEICTBaM,
obOpabaTsiBaloiiuM MH(OpPMaLIUIO, CpeAcTBaM, oOecrneynBaronMM (GyHKIHOHHPOBaHHE
HH(GOPMALIMOHHOM CUCTEMBI (fajiee — cpeacTBa obecneyeHHs: QyHKLIHMOHUPOBaHUS ), U B
[IOMEILIeHHUSs, B KOTOPBIX OHU MOCTOSHHO PacIOJIOKEHBI, 3alUTY TEXHHYECKUX CPEICTB
OT BHEIUHWX BO3JAEWCTBUH, a Takxe 3alqUTy HHQPOpMAaIiH, NpEeACTaBIeHHOW B BHIE
WHGOPMATHUBHBIX 3JIEKTPHYECKHUX CUTHAJIOB M QU3NUECKUX MONEH.

20.13. MepsI 1o 3amure HHOOPMALIMOHHOW CUCTEMBI, €€ CPEeACTB, CHCTEM CBS3H
W [nepemayd JaHHBIX JODKHBI obecrnedMBaTh 3alUUTy HMHGOpMaUUH  [IpU
B3aUMOJICHCTBUH HH(DOPMALIMOHHON CHUCTEMBI WIIM €€ OTAENbHBIX CETMEHTOB C MHBIMHU
HHOOPMALMOHHBIMA ~ CHCTEMaMH M HWH(GOPMAaIHOHHO-TEIEKOMMYHHKAIIHOHHBIMH
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CeTAMH MOCPEJCTBOM TNPUMEHEHHUS apXUTEKTyphl HHGOPMALMOHHOW CHCTEMBI,
NPOCKTHBIX pELIEHUHA 10 €€ CHUCTeMe 3allUThl UHGOpMalMH, HAMpaBEeHHBIX Ha
obecrieyeHne 3alMThl HHGOPMAIHH.

21. Berbop Mep 3amuThl HHGOPMALUH UL HX pealn3alii B HHPOPMAIHOHHOM
CHCTEME B paMKax ee CUCTEMBI 3allIMThl HHPOPMAIH BKIIFOYAET:

onpeaeneHue 6a3oBoro Habopa Mep 3allUThl HHGOPMALMHU UIS YCTAaHOBJIEHHOIO
Klacca 3alIMIIEHHOCTH HH(POPMALUOHHOW CHCTEMBI B COOTBETCTBHH C 0a30BBIMH
HabopaMH Mep 3alUThl HHGQOPMAalMH, NPHBEAECHHBIMH B TPHIOKEHHH Ne2 K
HacTosiuuM TpeboBanusm;

azanrauuio 6a3oBoro Habopa Mep 3alUUTBl HHQOPMAaUHUH MPUMEHHTEIBHO K
CTPYKTYPHO-QYHKIIMOHAIBHEIM ~ XapaKTepHUCTHKaM  HH(POPMALMOHHOM  CHCTEMBI,
UHGOPMAIIMOHHBIM TE€XHOJIOTHSIM, 0COOEHHOCTSAM (YHKLUHOHUPOBAHHS
MHQOPMALMOHHONH CHCTEMBI (B TOM YMClE NPEIyCMAaTPUBAIOIIYIO HMCKIIOYEHHE |3
6azoBoro Habopa Mep 3alMTBl HHOOPMAUMH MEpP, HENOCPEACTBEHHO CBS3aHHBIX C
MH(POPMALIMOHHBIMH TEXHOJIOTHSMH, HE HCHIOJIB3YEMBIMH B HHGOPMAIMOHHOM CHCTEME,
UIH  CTPYKTypHO-(GYHKUHOHAJbHBIMH  XapaKTEPUCTHKAMH, HE CBOHCTBEHHBIMH
MH(OPMaLIHOHHOI cHCTEME);

YyTOYHEHHE aJanTHPOBaHHOrO 6aszoBoro Habopa Mep 3aumTel HHQOPMAUMH C
Yy4YETOM He BBIOpaHHBIX paHee Mep 3allUThl HH(POpMALMH, IPUBEIECHHBIX B IPUIOKEHHH
Ne 2 x nacrosummm TpeGoBaHHsSM, B pe3yJbTarTe 4ero ONpenesroTCs MEPhl 3allMThI
uHpopMaluM, obecneunBaomue OlOKHpOBaHHe (HEMTpalM3auMio) BCeX YIrpo3
Oe3onmacHOCTH HHGOpPMAaLUM, BKIIOYEHHBIX B MOJENb yrpo3 0e30MacHOCTH
MH(pOpMaUuH;

NOMNOJIHEHHE YTOYHEHHOIO aJallTHPOBAHHOIO 0a30BOro Habopa Mep 3allUTHI
MHbOpMALMM MepaMH, O0ecleyHBaIOIIMMU BBITNIOJIHEHME TpeGOBaHMI O 3aLMTe
HMHOpMALMY, YCTAaHOBIEHHHIMM HWHBIMM HOPMATHBHBEIMH [PABOBBIMH aKTaMH B
obnacti 3amMThl MHGOPMALMH, B TOM 4YHClie B OOJAacTH 3aLUMTHI II€PCOHATBHBIX
JaHHBIX.

Jna BeiOOpa Mep 3amuTel MHGOPMAanMH IJs COOTBETCTBYIOLIETO Kjacca
3aIIMILEHHOCTH UHGOPMAUMOHHOA CUCTEMBI IPUMEHSIOTCA METOMYECKHE JOKYMEHTBI,
paspabotansdble H yTBepxkAeHHble PCTOK Poccuu B COOTBETCTBHH ¢ MOMIYHKTOM 4
nynkra 8 Ilomoxenus o epepanbHOi cinyxbe MO TEXHHUYECKOMY U IKCIHOPTHOMY
KOHTPOMIO, YyTBepxaeHHoro VYkasoM IIpesunenta Poccmiickoit ®Penepamuu ot
16 aBrycra 2004 r. Ne 1085.

22. B uHQOpMalMOHHOH CHCTEME COOTBETCTBYIOLIErO KJlacca 3allMIIEHHOCTH B
paMKax ee CHCTeMBl 3alIMThl UHGOPMALIMK JOJDKHBI OBITH pEATH30BaHbl MEPHI 3aLIUTHI
HHbOpMalMHY, BEIOpaHHBIE B COOTBETCTBHHM C MYHKTOM 21 Hactosmux Tpe6GoBanuit u
obecrneunBaromue OJOKHpoBaHHEe (HEHTpalW3alMIO) BCEX yrpo3 0e30MacHOCTH
UH(OpMAaIIUH.

IIpy >TOoM B HMHPOPMALMOHHOH CHCTEME MHODKEH ObITh, KaK MHHHMYM,
pealu3oBaH aJanTHPOBaHHbIH 0a30Bbii HaGop Mep 3amuTel  HHGOPMAaLHUH,
COOTBETCTBYIOIIMM yCTAaHOBJIEHHOMY KJlacCy 3alIMIIEHHOCTH HH(OPMaLMOHHON
CUCTEMBI.

23. Ilpy HEBO3MOXHOCTH pealu3allii B UHGOPMAaUHOHHON CHCTEME B paMKax ee
CUCTEMBI 3aIMTHI HHPOPMAIIUU OTAENBHBIX BBIOPAHHBIX Mep 3aluThl HHPOpPMaLUKd Ha
3Tanax aganTauuu 6aszoBoro Habopa Mep 3amuTel WHGOPMALIMH WK YTOYHEHUS
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aJanTHpOBaHHOro  Ga3oBoro Habopa Mep  3alMTBl  HMH(OPMAMHM  MOTYT
pa3pabareiBaThCsi HHBIE  (KOMIEHCHpPYIOIIKME) Mephl  3auMThl  UHGOpMaLMH,
obecreunBaroiye afekBaTHoe OiokupoBaHue (HeHTpanu3auuio) yrpo3 6e30macHoCTH
UHOPMALIHH.

B orom cimyyae B xome pa3paboTKM CHCTEMBbI 3allUThl UHGOpManuu
MHGQOPMAIMOHHOM CHCTEMBI JOJDKHO OBITH TIPOBENE€HO OOOCHOBaHHE MpPUMEHEHHS
KOMITEHCUPYIOIIIMX Mep 3alUThl MH(QOpPMaluH, a NpU aTTECTALMOHHBIX HCIBITAHMAX
OLICHEHA JOCTATOYHOCTh M AaJEKBAaTHOCTh JAHHBIX KOMIIGHCHPYIOIIMX Mep s
OnokupoBanus (HeWTpaiM3aluK) yrpo3 6e30macHOCTH HHPOpMaLIMHU.

24, Mepbl  3ammThl  WHQPOpMAaUMH  BBIOMPAIOTCA W pealu3yloTcs B
MHQOPMAIIMOHHOHM CHCTEMEe B paMKax €€ CHUCTEMbI 3allluThl MH(QOpPMaluu C y4eToM
yrpo3 6e3omacHocTd MHGOpMalUU MPUMEHUTEIBHO KO BCEM OOBEKTaM U CyOBeKTam
IOCTYyIa Ha annapaTHOM, CHCTEMHOM, IPUKJIAJHOM U CETEBOM YPOBHSX, B TOM YHCIIE B
cpeZe BUpTyalu3aly U 001avHbIX BEIYUCIECHUH.

25. BeibpanHble U pealM3oBaHHblE B MHGOPMAallMOHHOM CHCTEME B paMKax ee
CHCTEMBI 3aLUTH HHPOpPMaLK MEpbI 3alUTH HHPOPMALMK NODKHBI 00eceYnBaTh:

B HMHQOpManMOHHBIX CHUCTEMax | Kiacca 3alIMIIEHHOCTH — HEHTpaIM3alHIo
(6bnokupoBaHue) yrpo3 Oe3omacHOCTH HMH(OpPMALMM, CBA3aHHBIX C AEWCTBHAMH
HapYIIUTENS C BBICOKMM IIOTEHIHAJIOM;

B HUH(QOpPMAUMOHHBIX CHCTEMaxX 2 KJacca 3alIMIIEHHOCTH — HEeWTpaIu3alHio
(6bnoxupoBanue) yrpo3 Oe3omacHOCTH HMH(pOpPMALMM, CBS3aHHBIX C JEHCTBHAMHU
HapyUIUTENs ¢ MOTEHIHAJIOM He HUXKE CPEHETO;

B HHPOPMAIIMOHHBIX CUCTEMAX 3 U 4 KJIACCOB 3aIUUIIEHHOCTH — HEHTPATU3aLIHIO
(6bnoxupoBanue) yrpo3 Oe3omacHOCTH HWHQOPMAIMH, CBA3aHHBIX C JEHCTBHAMM
HapyUIUTENS ¢ HU3KUM MOTEHIIUAIOM.

[ToreHiman HapyIIUTENsl ONpeeNseTcs B XOHe OLEHKH €ro BO3MOXHOCTEH,
NIPOBOAMMON NpH OMNpeleeHUH yrpo3 0e30nacHOCTH MH(GOPMaLMU B COOTBETCTBHH C
nyHkToM 14.3 Hacrosimux TpebGoBaHui.

OnepaTopoM MOXeT ObITh IPUHATO pEIIEHHE O MPUMEHEHHUH B HH(OPMAIIHOHHOMH
CHCTEME COOTBETCTBYIOILIEIO Kiacca 3alMILEHHOCTH Mep 3allUThl HH(OpMaLuy,
o0ecrevnBaoIUX 3alUTY OT Yrpo3 0e30macHoCTH HHGOpMAINH, pealn3yeMbIX
HapyluTeneM ¢ 6ojee BHICOKUM IMOTEHIIHAIOM.

26. TexHu4ecKre Mepbl 3allUThl HHQOpPMALIMM peau3yIoTCs MOCPEICTBOM
NPUMEHEHHs CpPeACTB 3allUThl HWHPOPMALKH, HMEKIINX HeoOXOoAuMble (GYHKIHH
Oe3onacHoOCTH.

B stoM cnyyae B uMH(pOpMaUMOHHBIX cHCTeMax | M 2 Kjacca 3alMLIIEHHOCTH
MPUMEHSIOTCSI:

CpelCcTBa BHIUUCIMTENbHOM TEXHUKHU HE HUXE 5 Kiacca;

cUCTeMbl OOHapy)XeHHs BTOPXKEHUH U CpeICTBAa aHTHBUPYCHOM 3alIUTHl HE HHKE
4 knacca;

MEXCeTeBble DJKpaHbl He HHWXe 3 Kilacca B ClOy4yae B3auMOJEHCTBUS
MHOGOPMAIMOHHONH CHCTeMBbI C HH(OPMALHOHHO-TEJIEKOMMYHHUKALMOHHBIMH CETSMH
MEeXIyHapoaHoro uHbopMalHOHHOro oOMeHa M He HIKe 4 Kiacca B Cliydyae
OTCYTCTBHSI B3aUMOJACHUCTBUS HWHGOPMAlMOHHOM CHCTEMBl C HH(OpPMAIMIOHHO-
TEJIeKOMMYHHUKAIIHOHHBIMU CETSIMHU MEXIyHapOIHOro HHPOPMALHOHHOIO OOMEHa.

B undopmammoHHsix cucteMax 3 Kiacca 3allldIIeHHOCTH NPUMEHSAIOTCS:
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CpeACTBa BBIYMCIIUTENBHON TEXHUKH HE HIXKE 5 KIlacca,

CHCTeMbI OOHApYKeHHs BTOPXKEHUIN U CpeICTBa aHTUBUPYCHOM 3alLUTHI HE HUXKeE
4 Knmacca B cilyyae B3aMMOJEHCTBHA WH()OPMALHOHHON CHCTEMBI ¢ UH(GOPMAIOHHO-
TEJIEKOMMYHHKAIIHOHHBIMA CETAMH MEXIIyHapOIHOr0 HHPOPMALIMOHHOTO OOMeHa U He
HIDKE 5 Kjlacca B CiIydyae OTCYTCTBHUS B3aUMOAEWCTBUS MH(POPMALMOHHOM CUCTEMEI C
HH(POPMAIIMOHHO-TENIEKOMMYHUKALIUOHHBIMH CeTSMHU MEXYHapOIHOro
UHPOpMaLMOHHOTO OOMEHa;

MEKCETeBble JKpaHbl He HWXe 3 Kilacca B Clydae B3auMOJEHCTBHS
UH(OPMALIMOHHON CHCTEMBI C HH(POPMAIMOHHO-TEIEKOMMYHHUKAIIMOHHBIMH CETAMM
MEeXIYHapoJAHOro HHGOpMaUHMOHHOro oOMeHa M He HMXKe 4 Kiacca B Ciydae
OTCYTCTBUS B3auMOJEeHCTBUSA HHGOPMALIMOHHON CHCTEMBI C HH(OPMALMOHHO-
TEJIEKOMMYHUKALIMOHHBIMU CETAMH MEXAYHapOAHOTO HHPOPMALHOHHOTO 0OMEHa.

B nHpopMaIoHHBIX cHcTeMax 4 Kiiacca 3aIlUIIeHHOCTH IPUMEHSAIOTCS

CpeACTBa BEIYUCIIUTEIPHON TEXHUKH He HUXKe 5 Kiacca,

CHCTeMBbI OOHApYKeHUs BTOPXKEHUN U CPeACTBA aHTUBHPYCHOM 3all[UTEl HE HUXKE
5 knacca;

MEKCETeBbIE IKPaHbl HE HUKeE 4 Kiacca.

B mHdopManuoHHBIX cucTeMax | M 2 KIacCOB 3aLIMIIEHHOCTH INPUMEHSIOTCS
CpencTBa 3allMTHl HMHGOPMaUHH, [POrpaMMHOE oOecneyeHHe KOTOPBIX IIPOIILIO
MIPOBEPKY HE HHXKE YeM 110 4 YPOBHIO KOHTPOJIS OTCYTCTBHS HeAeKIapHUpPOBAHHBIX
BO3MOXXHOCTEH.

27.B caydae o6paboTkH B HMHGOPMAUUOHHON cHCTeMe HWH(POPMALHH,
ColiepiKallled NepCOHAIbHbIE JaHHbIE, peallu3yeMble B COOTBETCTBUHU C MYHKTaMu 21 u
22 nacrosmux TpeGoBaHuit MepH 3aMTHI HHPOPMALIHH:

AJs. WHQOPMALMOHHOM CHCTeMBl | Kiacca 3allMIIEHHOCTH O6EeCeYrBaroT
1,2, 3 1 4 yPOBHH 3aIIHIIIEHHOCTH [IEPCOHATBHBIX JAHHBIX ;

I AHQOPMAIlMOHHON CHCTeMBl 2 KJlacca 3allMIIEHHOCTH 00eCMeYrBaroT
2, 3 1 4 ypOBHH 3AIMIIEHHOCTH NEPCOHATBHBIX JAHHBIX |

11 MHQOPMAIMOHHON CHCTeMBI 3 Kjacca 3allMIIEHHOCTH O00eCcnedHBaoT
3 ¥ 4 ypOBHH 3aIMIIEHHOCTH NEPCOHATBHBIX JaHHBIX |

A1 MHQOPMAaLMOHHOW CHCTEMBI 4 Kiacca 3alliMIIEHHOCTH, O0eCIeYHBaloT
4 ypoBeHb 3aLIMIIEHHOCTH [IEPCOHATBHBIX IaHHbIX .

28.1lpy  ucrnonp30BaHWEK B HHPOPMALMOHHBIX  CHCTEMAaxX  HOBBIX
WH(OPMAUOHHBIX TEXHOJIOTHH H BBISBICHHH AOMOIHHUTENBHBIX yrpo3 6e30MacHOCTH
HUHOOpMaLMH, U1 KOTOPHIX He ONpelesieHbl Mephl 3allMThl MHGOPMALMH, JOKHBI
pa3pabaThIBaThCS KOMIIEHCHPYIOIMHE MEpBl B COOTBETCTBHH C IyHKTOM 23 HaCTOSILMX
TpebGoBanwuii.

*
YcTaHaBnuBaeTcas B COOTBETCTBMM C TpeBoBaHMAMHM K 3allMTe MEPCOHANBHBIX NAHHBIX NpH KX o6paboTke B

MH(POPMALMOHHBIX CHUCTEM4X NEPCOHAILHBIX EAHHBIX, YTBEPKAEHHHIMH NOCTaHOBIeHHeM [lpaBuTenscta Poccuiickoit
Denepauny ot 1 HOsOpsa 2012 r. Ne 1119,
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[Tpunoxenne Ne 1

TpeboBanusM o 3amuTe HHGOPMALIHH, He
COCTABJIAIOLIEH rOCYAaPCTBEHHYIO TaiiHy,
cojiepxxallencs B roCyapCTBEHHBIX
MHPOPMAILIMOHHBIX CUCTEMAX

Onpe,ue.uemle KJjacca 3aHIHIICHHOCTH mn]:opmaunonnoii CHCTEMbI

1. Knacc 3amumeHHoCTH HWHGQOpMalMOHHOH cucTeMsl (mepBeiii knace (K1),
sropoit knacc (K2), tperuit xnmacc (K3), uyerBepthiii knacc (K4)) onpemensercs B
3aBUCHMOCTH OT YPOBHs 3Ha4yMMOCTH HH¢opMamuu (Y3), oO6pabGaTeiBaeMoil B 3TOit
uHGOPMALMOHHOHN CHCTeMe, H MacmTaba UHGOPMALHOHHON CHCTEeMBI ((eaepanbHBIi,
PErMOHANIbHBIN, OO BEKTOBEIH).

Knacc 3ammmenHoctd (K) = [ypoBeHb 3HauyuMOCTH HMHGOpMAalMH; MacIITaO
CHCTEMBI].

2. YpoBeHp 3HAaYUMOCTH HH(GOPMALMHM OIpeAesseTcss CTENEHBI0 BO3MOMXKHOTIO
ywiep6a ana obnanarens nHpopMauuy (3aka3dyuka) U (WIM) OMepaTopa oT HapyIIeHHS
KOHOHIEHIMAIBHOCTH (HeNpaBOMepHbIe AOCTYI, KOMHPOBAHME, NPENOCTABIEHHE HIH
pacrnpocTpaHeHHe), LEIOCTHOCTH (HenpaBOMepHbIE YHUUTOXEHHE HITH
MOAM(HLIMPOBaHKE) UIIH JOCTYTHOCTH (HeIpaBoMepHOe GIIOKHPOBaHKE ) HHPOPMALIUH.

Y3 = [(xoHbHaEeHIMaNEHOCT, CTENEHb yiep6a) (LeI0CTHOCTE, CTENEHb yiep6a)
(moctynHoCTb, CTENEHb yuiep6a)],

rIe CTelneHb BO3MOXHOIO yuepba ompegensercs obnagaresneM HHOOPMaLMU
(3akasuMkoM) M (MIM) ONEPaTOPOM CaMOCTOSTENBHO OKCIIEPTHBIM MM HHBIMH
METOJaMH U MOXKET OBITh:

BBICOKOM, €CIIM B pe3ylbTaTe HapyLIeHHUS OOHOTO U3 CBOMCTB 0€30MacHOCTH
uHpopManuu  (KOHQUAEHLUHATBHOCTH, LIEJIOCTHOCTH, JOCTYITHOCTH) BO3MO>KHBI
CYLIECTBEHHBIE  HETaTUBHBIE  IMOCIEACTBUS B  COLMAIBHOM, IOJIUTHYECKOM,
MEXIYHApOJHOH, JKOHOMHYECKOH, (PMHAHCOBOH WJIM MHBIX 001acTIX AEATEILHOCTH H
(nnu) mHGOpMauMOHHas cucTeMa M (W) oneparop (oGnamartens WHGOPMAlMH) He
MOT'YT BBINOJHATH BO3JI0XKEHHbIE HA HUX (PYHKIHH;

CpeOHEH, €CiH B pe3ysbTaTe HapylIeHHs OJHOIO M3 CBOWCTB 06€30MacHOCTH
uHpopMalMy  (KOHQHUAEHIHANBHOCTH, LIEJIOCTHOCTH, JOCTYITHOCTH) BO3MOXHBI
yMepEeHHbIE HETaTUBHBIE MTOCTIECTBHUS B COLIMAJIBHOM, MOJIUTHYECKOH, MEXIyHAPOIHOH,
DKOHOMHYECKOH, (GHMHAHCOBOH WM MHBIX OOJAcTIX [JEATENBHOCTH M (MIK)
MH(pOpMalMOHHas cucTeMa H (W) omepatop (oOnanarens WHGOpMaLK¥) HE MOTYT
BBIIONHATE XOTs OBl OZIHY W3 BO3J0XXEHHBIX Ha HUX (YHKIIHH;

HU3KOH, €CJIM B pe3yJibTaTe€ HapyIIeHHs OJHOIO M3 CBOMCTB 0e30MaCHOCTH
naopmanyy  (KOHOHIEHUUANBHOCTH, LENOCTHOCTH, HOCTYNHOCTH) BO3MOXKHBI
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HE3HAuWTeNbHblE HEraTUBHBIE I[OCIEACTBUS B  COLMUAIbHOH, IOJIUTHYECKOM,
MEXIYHApOIAHOM, SKOHOMUYECKOH, QUHAHCOBON MJIM MHBIX 00JacTAX NEATENBHOCTH U
(unu) nEQOPMALMOHHAs chcTeMa U (uiH) onepaTop (obnagarens HHQOPMALIMH) MOTYT
BBITIOJIHATh BO3JIOKEHHBIE HA HUX (QYHKUHH C HEZOCTATOYHOH 3Q(EKTHBHOCTHIO WIH
BBIIIOJJHEHHE (PYHKIUH BO3MOXKHO TOJIBKO C NPHUBJIEYEHHUEM [ONOJHUTENbHBIX CHII U
CPEeICTB.

Hndopmauus umeer BbICOKHI ypoBeHb 3HauuMocTH (Y3 1), ecid XoTs OBl 18
OIHOI'O U3 CBOMCTB Oe30macHOCTH HH(popMalK (KOHPUIEHIIMATBHOCTH, LEJOCTHOCTH,
JOCTYITHOCTH) OIpeJesieHa BBICOKas cTemneHb ymepba. MHdopmauus uMeeT cpenuuii
ypoBeHb 3Ha4uuMoOCTH (Y3 2), ecnu X0t OBl I OAHOIO M3 CBOWMCTB 0€30MacHOCTH
MHGOpMaluH  (KOHQUISHIMANBHOCTH, LEJOCTHOCTH, JOCTYITHOCTH) OIpe/e/ieHa
CpenHsAs cTereHb ymepba M HET HU OIHOTO CBOMCTBA, Ui KOTOPOrO OMpejesieHa
BeICOKas cTeneHb ymepba. Mudopmanus nMeer HU3KHH ypoBeHb 3HauuMocT (Y3 3),
€CIM  JUI1  BCceX CBOMCTB OesomacHocTH uWHGopManmuu (KOHGOUIOCHUHAIBLHOCTH,
LIEIOCTHOCTH, JOCTYNHOCTH ) OTIpeeNIEHbl HU3KHE CTENeHH yiepoa.

HMudopmanus uMeer MHHHMaNbHBIA YypoBeHb 3HayuMocTHd (Y3 4), ecnu
obnagareneM HHOpMalMU (3aKa3YMKOM) M (MJIM) ONEpaTOpOM CTeleHb yuepda oT
HapylleHuss  CBOHMCTB  Oe3omacHOcTH  HMHGpopMauuu  (KOH(PHIEHIHAILHOCTH,
LIEJIOCTHOCTH, AOCTYIMHOCTH) HE MOXET OBbITh ONpelesieHa, HO NPH 3TOM HH(OpMAalMs
TOJVIEXHUT 3alLUTE B COOTBETCTBHH C 3aKOHOAaTenbcTBOM Poccuiickoii denepanum.

ITpn o6paboTtke B HHPOPMALMOHHOM cUCTeMe IBYX U Oollee BUAOB HHGOpMALIUH
(cmyxeGHast TaliHa, Hanmorosass TaiiHa M WHBIE YCTAQHOBJIEHHBIE 3aKOHOAATEILCTBOM
Poccuiickoii ®enepauuu BUIB HHPOpPMALUM OrPaHHYEHHOTO [OOCTyNa) YpPOBEHB
3HaYUMOCTH HHpopmauuu (Y3) ompenensTcs OTAENBHO IS KaXAOro BHIA
uHpopmanuu. HTOroBblif ypoBeHb 3Ha4MMOCTH HHQOpMalmH, oOpabaThiBaeMoi B
MHQOPMAIIMOHHOH CHCTeMe, YCTaHABIIUBAETCS [0 HAMBBICIINM 3HAYEHHSIM CTEHEHH
BO3MOXHOro yiuep0ba, ONpeNeaeHHbIM Uil KOHQHUACHUUAIBHOCTH, LENOCTHOCTH,
JIOCTYITHOCTH HHGOpMaLMK KOKAOTO BUIa HHGOPMAIHH.

3. UnpopmaiionHas cucreMa umeeT ¢elepalbHBI MacuTab, ecaM OHa
GyHKUHOHHpYeT Ha TeppuTopuH Poccuiickoit ®enepaunn (B npeaenax denepaibHOro
OKpyra) ¥ MMeeT CerMeHThl B cyObekTax Poccuiickoit @enepauun, MyHHIMIATBHBIX
0o0pa3oBaHusAX U (WIH) OpraHU3amusx.

WHdpopmaninoHHass cHcTeMa UMeeT perHoHaJBHBIA Macwrad, ecid OHa
GbyHKUHMOHUMpPYeT Ha TeppuTOpuH cybbekTa Poccuiickoit Pesepaiii ¥ UMEET CErMEHTEHI
B OJIHOM MJIM HECKOJBKUX MYHUIHIIANbHBIX 00pa30BaHHUsX U (WJIK) MOIBEIOMCTBEHHBIX
Y MHBIX OpraHU3alusaX.

HudopmanrionHas cucteMa uMeeT O0OBEKTOBBIM Macmrtab, ecid OHa
GyHKLMOHMpPYeT Ha 00BbekTax oHOro ¢hefepanbHOro OpraHa rocyAapCTBEHHOM BJIACTH,
opraHa rocyJapCTBeHHOH BiacTu cyOnexta Poccuiickoit @enepaund, MyHHLIMITAIBHOTO
obpa3oBaHMs W (WJIM) OPraHM3AUMH M HE HUMEET CErMEHTOB B TEPPUTOPHAIBHBIX
opraHax, NpeJCcTaBUTENbCTBAX, PHIHANAX, TOABEIOMCTBEHHBIX U MHBIX OpraHH3alUsiX.
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4. Knacc 3amMIIEHHOCTH WHGOPMALMOHHOM CHCTEMBI ONPEAEIAETCS B
COOTBETCTBHH C TaOJIULIEH:

YpoBeHb Macmtab nHpOpMalOHHON CUCTEMBI
3HaYUMOCTH ®enepanbHblit PeruonanbHbIi O6BeKTOBEI#
HMHbopMauu

y31 K1 K1 K1
y32 K1 K2 K2
Y33 K2 K3 K3
Y34 K3 K3 K4
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[Tpunoxenue Ne 2

TpeboBanusaM o 3amuTe UHGOPMAIIH, HE
COCTaBIIAIOILEH rOCyJApCTBEHHYIO TaliHy,
cofepXalleics B roCy1apCTBEHHBIX
MHQOPMAIMOHHBIX CHCTEMaX

CocraB MeEp 3alIuThbl mubopmaunn H HX 0a30Bbie Haﬁopu AJId COOTBETCTBYOILEro
KJiacca 3alllHINCHHOCTH ﬂHq)OpMaHHOHHOﬁ CHCTEMBI

YcnoBHoe Meps! 3amuTel HHGOPMaLUU B HHQOPMALIMOHHBIX Knaccei

06o3Haye- cucremMax 3aILUAIUEHHOCTH
HUE U UHGOPMaALUOHHOM
HOMED CUCTEMBI
MephI 41 3] 2] 1

I. UnenTudukauus u ayreHTuduKanus
cyOBekTOB fAocTyna u o6bekToB gocryna (MAD)

HUAOD.1 Wnentudukanus v ayTeHTHUPHUKALUA Noiab3oBaTened, | + | + | + | +
ABJISIOLIMXCS pabOTHHKAMH ornepaTopa

NAD.2 Wpentudukanus u ayTeHTHGUKAIUSA YCTPOHCTB, B TOM + | +
YUCJIe CTalMOHAPHBIX, MOOMJIBHBIX U IOPTaTHBHBIX

NAD.3 VnpaBnenue wuaeHTugukaropamd, B TOM uucne| + | + | + | +
CO3/1aHHue, NPUCBOEHHE, YHHUYTOXEHHE
UACHTU(DHKATOPOB

NAD.4 Ynpaenenue cpeacTBaMd ayTeHTHukamuv, B ToM | + | + | + | +
qucie XpaHeHHe, BbI/Iaua, MHULMaTN3alus,
OJIOKHUPOBaHHE CPEINCTB ayTeHTH(UKAIMK M HPUHATHE
Mep B Ciy4ae yTpaTsl H (MJIM) KOMIIpOMETaLMU CPEICTB

ayTeHTH(hUKALUU

HAD.5 3aiura obpaTHO# CBSI3U npH BBOgE | + | + | + | +
ayTeHTU(hUKALUOHHOI HHPOpMaLIUU

HAD.6 Unentuduxauus v ayreHTHUUKaLus nonp3osarenei,| + | + | + | +
He SBIAIOLMXCA paboTHUKaMH ornepaTtopa (BHEIIHHX
NOJIb30BaTeIeH )

HAD.7 Unentuduxaums o  ayTeHTUPHKAUUMA  OOBEKTOB

¢aitnoBoil cHCTEMBI, 3alyCKaeMbIX M HCIOIHAEMBIX
Moayiei, OOBEKTOB CHCTEM YIpaBiieHUs Oa3aMu
JaHHBIX, OOBEKTOB, CO3JaBaeMbIX IIPUKJIAOHBIM U
CNEeUHATBEHBIM IPOrpaMMHBIM  OOecrieYeHreM, HWHBIX
00BEKTOB AOCTYNA

II. Ynpasnenue qoctynom
cy0BpexTOB JocTtyna k oobextam goctyna (YI1/1)

YIIA.1 VYnpasnenue (3aBeeHue, akTUBaLus, OnokupoBanue u| + | + | + | +
YHUUTOXEHHE) YYETHBIMM 3allUCSIMHU IOJb30BaTenei, B
TOM YHCJI€ BHEHIHUX NOJNb30BaTeNel

VIIA.2 Peanuzanuus HeOOXOAMBIX METOJIOB (IUCKPELMOHHBIH, | + | + | + | +
MaHJIaTHbIN, POJIEBOI MAM MHOM METOX), TUNOB (UTEHHE,
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JANWCH, BLIOOJAHEHHE HAK HMHOH TH[’I) H  1Ipasuli
pa3rpasyueHus Iocna
YrnipaBiesue ( qm xmpaum, MapuIpyTH 3a1d A, KOHTPONh
COEUMHCHUH. OIHOHANPABNICHHAS Iepe/ayd U UHbIE
Cnocobpl YNpag.icHHs) HAGOPMALMOHIILIMK [10TOKAMY
MEXIY YyCTpoifcTsaMu, CerMeHTaMM UH(opMalvOHHON
CHCTEMBI, 4 1aKKE MEXAY HUHGHOPMALHOHHBIMYU
cucreMamu

— —— —— — — - - —— -._-......_.-_...._.-_..—-_-

Pasnenende  10.1HOMOTAR (poneit) mnoansosarenet,
aIMHHHUCTPATOPOB U JIiu, odecrnevu BAOUIMX
d)-XHKU.HOHMROBdHHe HH@OQM&HHOHH()H mc-:evu,;

Hasiauesne \HHMaIBHO HEOOXO/MMBIX NHPAB K
UpyBUernit  noas3osarensaM, aIMHBICIPATODAM #
Unam, 06&C 11U BAIOLIM Dy HRUMOTIUPOBAHNE

Orpanyderre  HOYCMEMMbIX  HOMBITOK  BXOJ@ B
UHPOPMaLHOHHY 1O cucTeMy {tocTyna K

HMH(POPMAIMOHHON CHCTEME) o
+ pM: _ -

Hpenynpex\_mme IOB30BATCAA IPH €0 BXOAE B
BHGOPMALIMOHHYID  CHCTEMY O TOM.  HTO B
YH(OPMALIHOHTION CHCTEME PEaTM30RAHbl MEPHI 3ALUUTH
ugdopMaluyg. i O HCOOXOMMMOCTH COOIIOIEHHUSE UM
YCTaHOBIIEHIIBIX  OTepaTopoM  npasiit  06paboTicn

| UHpOpMALHK . _

——— e — ]

_jTL_

R

_
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+

+

OrnopelwgHue DO1b30BATENA OCaE \cneumoxo BX01a B
HHQOPMALMOHAY IO CHCTEMY O €T0 Hpe LIy IIEM BXOAE B
HHHDOPMANMOHIY K CUCTEMY o

Y019

Orpannyenue 4ucla NapavIeNbHBIX CeaycoB 10CTyna
MO KAOKTOI YYETHOM  3a1cH  [0Ab30BaTeNs
HH(OOPMAUNOHHOH CHCTEMBbI

T VILLIO

broxuposamie ceaHca JocTyna B HHOOPMALKMOHHYIO
CUCTCM)Y MTOC.IC M CTAHOBJIGHHOTO BpeMeHM O¢3aehcrBus
(1meakrMBHOCTH) M01b30BATENA WY NO ¢ro 3411pocy

VITI1]

Paspcinenyte  (sanpet) amelictsuii  no.b3oBarene,
Pa3peIlCHHbIX 10 HISHTUHMKALIMU U Q) TCHTHDHKAUKY

T VI 12

llopaoepxka 1 coxpaHeHHe aTpudyVTOB HCIOACHOCTH

(MeToX Ge30iactiocTH), CBA3AHHBIX ¢ HHQOpMALKCH B

npouecce ce XxpaHeHus u obpaboTki

VIO 13

Peannsaums  3aILMINEHHOrO  YIATCHHOTO  A0CTYNa
CyOnLeKTOB J0CTY1Ia K 00BeKTaM J0CTy 1A Yepes BHEIlIH1E
HHOOPMALHOIT1HO-TEIEKOMMYHHKAUMOHHBIC CETH

VI 14

PersamenTartis W KOHTPO.1b HCTTOIB30BAHUA B

HUPOPMALIMOHHOH CHCTEME TEXHO10!'HH GeCnPOBOANIOrO
JOCTYyIa

V.15

PernavicHranns  u KOHTPO.Ib  HCHOILIOBAHUS B
Hllg)o_p.\lal.!}‘.(')::iit‘i'. CHCTEME MO0 in-hIN  :@NHHHECKHX
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CpeACTB

VIIJL.16

YnpaBnenue B3anMopeicTBHEM ¢ WHGOPMALUOHHBIMH
CUCTEMaMM  CTOPOHHMX  OpraHuzaniii  (BHeIIHHE
MH(OpMaIIMOHHbIE CHCTEMBI)

YIA.17

ObecnieyeHne  OBepeHHOW  3arpy3Kd  CpeICTB
BBIYMCIIUTENBHON TEXHUKH

II1. Orpanunyenue nporpammuoii cpeasl (OI1C)

OIlC.1

YnpagieHue 3amyckom (0OpalleHHAIMH) KOMIIOHEHTOB
NpOrpaMMHOro obecreyeHus, B TOM YUCe OlpeaesieHue
3allyCKaeMbIX KOMIIOHEHTOB, HAcCTpoika MapaMeTpoB
3aIlyCKa KOMIIOHEHTOB, KOHTpOJIb 3a  3allyCKOM
KOMIIOHEHTOB ITPOTPaMMHOI'0 o0ecrieYeHus

OIIC.2

YnpasneHue YCTaHOBKOM (MHCTANIIALIMEH)
KOMIIOHEHTOB IIPOrPaMMHOr0 o0ecrieYeHus, B TOM YHCIIe
olnpezesicHHe KOMIIOHEHTOB, MOJJIEXAIIUX YCTaHOBKE,
HACTpOKa MapaMeTpoB YCTAaHOBKM KOMIIOHEHTOB,
KOHTPOJIb 332 YCTAHOBKOH KOMIIOHEHTOB ITPOrpaMMHOI0
obecnieyeHust

OIIC.3

YcraHoBKa (MHCTAUTALMA) TOJNBKO pa3pellieHHOro K
MCIIOJIb30BAaHUIO IIPOrpaMMHOro obecriedeHus W (WiIH)
€ro KOMIIOHEHTOB

OI1C .4

YnpaBieHHe BpeMeHHbIMH (aiijlaMu, B TOM YHCIIE
3alpeT, paspelleHde, [epeHanpaBlieHUe  3allkCH,
yJaJleHHe BpeMEHHBIX (aitJioB

IV. 3amura MammuHbIX HocuTesied nHpopmauuu (3HH)

3HU.1

YueT MalIMHHBIX HOCHTENeH HHQOopMaluu

+

3HH.2

YnpaBneHHe AOCTYNIOM K MAIIMHHBIM HOCHTENAM
nHpOpMan K

+

3HN.3

KoHTpone mnepeMemeHusi MalIWHHBIX HOcUTeNel
MHGOpMaLMH 3a Npefiesibl KOHTPOIMPYEMO 30HBI

3HU.4

HcknoyeHne BO3MOXHOCTH HECaHKLIMOHHMPOBAHHOTO
03HaKOMJICHHS c coep>KaHHEM uHbOpMaIH,
XpaHsilleiicss Ha MalMHHBIX HOCHUTENAX, U (HIIH)
HCIIO/Ib30BaHUA HOcuTesled HHGOpPMAaLMM B  HMHBIX
MHPOPMALMOHHBIX CHCTEMAX

3HN.5

Kontpons wucnonb3oBaHuss  uHTepdeiicoB  BBOAa
(BpIBOAA) MHpOpPMALMH Ha MAaIIMHHBIE HOCHUTENH
HH(pOPMaIHH

3HH.6

Kontpons BBoma (BbIBOma) uWHbOpMauMHd  Ha
MallIMHHbIE HOCHTEIH HHPOpMaLHH

3HA.7

KoHTpons mNOAKIIOWEHHS  MAIIMHHBIX  HOCHTEJIEH
MH)OpMaLHU

3HU.8

YHunutOXEHne (ctupanue) HHQOpMaLH Ha
MAllMHHBIX HOCUTEIAX IMpH HMX I[epelade Mexay
NONb30BATENsIMH, B CTOPDOHHHME OpraHW3alWH s
pPEMOHTA WJM YTHWIH3ALMHM, a TaKXe KOHTpOJb
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| yHuuTOXeHns (cTHpaHus)

|

V. Peructpauus co6situii 6e3onacHocts (PCB)

PCb.1

Onpenenenue coOBITUH 0€30MaCHOCTH, MOAJIEKAIIUX
PErHCTpaldH, K CPOKOB UX XpaHEHUS

PCB.2

OmpeneneHne cocTaBa U cogep)kaHus WHPOpMALUH O
COOBITHSIX 0€30MaCHOCTH, MOUIEXAIINX PErHCTPalvU

PCB.3

C6op, 3anuce U XpaHeHHEe WHPOPMALMH O COOBITHAX
0e30MacHOCTH B TEYEHUH YCTAaHOBJIEHHOTO BPEMEHH
XpaHeHUs

PCb.4

PearnpoBaHue Ha cOOM Npu perucTpauuv COOBITHMA

0e30mMacHOCTH, B TOM YHCI€ amnmaparHele |
nporpaMMHbie ommMbOku, c6om B MexaHm3Max cOopa
uHpOpMalMM U JOCTHXKEHHE  Ipelena Wi
niepenoaHeHus o0bema (EMKOCTH) NaMATH

PCB.5

MonutopyuHr  (ITPOCMOTp,  aHaNW3)  pe3yJbTaTOB
perucTpauuy COOBITHI 0€30IacHOCTH U pearupoBaHHe
Ha HUX

PCB.6

['eHepypoBaHHEe  BpPEMEHHBIX METOK W  (WJIH)
CUHXPOHU3ALH CHCTEMHOTI0 BpEMEHHU B
MHQOPMAIMOHHOH CUCTEME

PCB.7

3amuTa uHGOopMauu 0 coOBITUAX O€30MacHOCTH

PCB.8

ObecnieyeHne BO3MOXHOCTH IIPOCMOTpa U aHaNIM3a
nHGOpMaLMK O NEHCTBUAX OTAENBHBIX [TOJB30BaTENEH B
MH(OPMAIIIOHHOHN CHCTEME

V1. AutuBupycHas 3amura (AB3)

AB3.1

Peanuzauus aHTHBHPYCHOM 3alLMTHL

AB3.2

Ob6HoBneHne 6a3pl JaHHBIX NMPU3HAKOB BPEJOHOCHBIX
KOMITBIOTEPHBIX NPOrpamMM (BHPYCOB)

VII. O6napyxeHue Bropxxenuid (COB)

COB.1

O6HapyeH1e BTOpXXeHH

COB.2

O6HoBeHre 6a3bl penialolrX MpaBHil

VIII. KonTposns (aHanu3) 3amuieHHocTd nHGopMauud (AH3

AH3.1

BeisiBiieHHe, aHAIW3 YS3BUMOCTEH HHQOPMAIMOHHOM
CACTEeMBl W  ONEpaTUBHOE  YCTpaHEHHE  BHOBb
BBISIBJICHHBIX YSI3BUMOCTEH

AH3.2

KoHTposib yCTaHOBKHM OOHOBMEHUH MPOrpaMMHOIO
obecrieyeHus, BKJIIO4Yas OOHOBIEHHE MPOrPaMMHOIO
obecrneyeHus CpeCTB 3alUThl THHOPMALIMH

AH3.3

KoHxTtposns paGoTocnocobHOCTH, napaMeTpoB
HAaCTPOWKM W  TPaBWIBHOCTH  (PYHKIHMOHHUPOBAHHUS
NpOrpaMMHOrO OOecrieueHuss M CpPEACTB  3alllUThl
MHbOpMaIUU

AH3.4

Konrposns COCTaBa TEXHUYECKHUX CPEICTB,
IporpaMMHoOro obecneyeHus M CpPEACTB  3alUThI
uHOopMaluu
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AH3.5

KoHTpons mnpaBuil TreHepalliM M CMEHBl [apoiei
nonb30BaTeNnei, 3aBelCHWS U YAANEHHS YUYETHBIX
3anmMcedl  Mosib30oBaTeNel, — peanu3alMH  [PaBUII
pasrpaHU4YeHUs] JOCTYIIOM, TIOJIHOMOYHI MOJNb30BaTeNe
B MH(QOPMAIIMOHHOM cHUCTeMe

IX. ObecneyeHue 1enOCTHOCTH
MHPOpMaLIHOHHOH cHcTeMbl U uHGopmauuu (OL1

OLJL1

KOHTpOIib LI€NIOCTHOCTH NPOrpaMMHOr0 0becrieveHH s,
BKJIIOYasi IIPOrpaMMHoOe obecriedeHHe CpelncTB 3alUThI
nHpOpManuu

OL1.2

KoHTpolip 1enocTHOCTH MHOOPMALIUK, coaepKallencs
B 0a3ax JaHHBIX HHGOPMAIIMOHHON CHCTEMBI

OLJL3

Obecneuenue BO3MOJXXHOCTH BOCCTaHOBJICHHS
MporpaMMHOro obecnedyeHus, BK/IKOYas IIPOrpaMMHOE
obecrieueHHe CpeACTB 3aIllUTHl HHGOpPMAIMH, [IPH
BO3HHMKHOBEHHH HEIUTATHBIX CUTYaIHH

OLJL.4

OOHapyXeHHe W peardpoBaHHE Ha IIOCTYILUICHHE B
UH()OPMALIMOHHYIO CUCTEMY He3anpalliBaeMbIX
3JIEKTPOHHBIX COOOLIEHHI (MUCeEM, TOKYMEHTOB) U MHO#
HHGOpPMaLlUH, HE OTHOCAIIMXCA K (YHKUHOHMPOBAHHIO
MHGOPMALMOHHOM CHCTEMBI (3aIMTa OT CIIaMa)

OLJL5

KonTpone conepxaHus HWHGOpMauUUH, NepeaaBaeMoit

M3  HMHQOPMALMOHHOW CcHcTeMbl (KOHTEHHEpHBIH,
OCHOBaHHBIA Ha CBOHCTBaXx oOO0BEKTa JOCTyma, H
KOHTEHTHBIH, OCHOBaHHbI Ha IMOMCKE 3ampelleHHOH K
nepeaade HHGOpPMALMH C HCIONB30BAaHHEM CHTHATYP,
Macok M MHBIX  METOJAOB), M  HCKIIOYEHHE
HeMpaBOMEPHOH nepeaavu UHpOpMaLHH 13
MH(GOPMALIMOHHOH CHCTEMBI

OLL.6

Orpannuenye TMpaB MONB30BaTeNiell MO  BBOAY
HH(POpPMaLMH B MFHOOPMALIHOHHYIO CHCTEMY

OLJL.7

KoHTponb TOYHOCTH, MOJHOTBI M MPaBHIBHOCTH
JaHHBIX, BBOAUMBIX B HHPOPMALIHOHHYIO CHCTEMY

OLVL8

KoHTponp oummbo4HBIX NEHCTBHI MNOJb30BaTeNeH MO

BBOJY ¥  (uam) nepepsaye  uHbOpMAlMH M
npeaynpexacHie roab3oBareied 00  OmHOOYHBIX
NEACTBUSAX

X. O6ecneuenne aocrynHoctu uHGopManuu (OJ1T)

ONT.1

Hcnonp3oBaHue  OTKa30yCTOMYHBBIX  TEXHHYECKHX
CpEICTB

OJIT.2

PesepBupoBanue TEXHHYECKHX CpEeICTB,
MpOorpaMMHOro  ofecrmeyeHHs, KaHAJIOB Ilepeaayu
uH(OpMaLKH, CpeacTB obecrnieyeHus
(YHKIIMOHHUPOBaHHS HHPOPMALIHOHHOM CHCTEMBI

OJIT.3

Kontposs 0e30TKa3HOro (GYHKUIMOHUPOBAaHHUS
TEXHHYECKHX CPEICTB, OOHapyxXeHHe M JOKaTU3alHusi
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OTKa30B (YHKUHOHMPOBaHWUS, MpPUHATHE Mep IO
BOCCTAHOBJIEHHIO  OTKa3aBIUMX CPEeACTB M MX
TECTHPOBaHHE

OJIT .4

[lepuoauueckoe pe3epBHOe KONUPOBaHUE
MHQOpMallMM Ha pe3epBHbIE MAaIlMHHBIE HOCHUTENU
uHQopMauu

OAT.5

Obecneuenue BO3MOXHOCTH BOCCTaHOBJICHUS
HHGQOpPMallUM C pe3epBHBIX MAIIMHHBIX HOCUTeJeH
uHopMamu  (pe3epBHBIX  KOMHMHA) B  TEYEHUH
YCTaHOBJIEHHOIO BPEMEHHOTO HHTepBaJia

OAT.6

Knacrepuzauus unpopMannoHHON cuCTEMBI U (WIH) ee
CErMEHTOB

OAT.7

KOHTpons COCTOSHUSA U KadecTBa IPEeNOCTaBIICHHS
YIOJTHOMOYEHHBIM JIMLOM BBIYMCIHTENBHBIX PECYPCOB
(MomHOCTE#), B TOM YHCIE [0 epeaaye uHdopMauu

XI. 3amura cpeasl Buptyanusanu (3CB)

3CB.1

Unentupukauus ©  ayTeHTHPHKAUUs CyOBEKTOB
AocTyna ¥ OOBEKTOB JOCTyla B  BHPTYaJIbHOM
MHGPaCTpyKType, B TOM 4YHCIEe aJMHHUCTPATOpPOB
yIpaBleHHUs CPeCTBaMH BUPTYaIH3allHH

3CB.2

YmpaBneHue J0CTynoM CyOBEKTOB JOCTynma K
o0beKTaM JOCTyna B BHPTYaJbHOH HHPACTPYKType, B
TOM YHCJIe BHYTPH BUPTYJIbHBIX MAllHH

3CB.3

Peructpauus cobbiTHii 6€30MacHOCTH B BHPTyaJlbHON
MH(PpacTpyKType

3CB.4

Ynpasnenue (bunprpanus, MapiIpyTu3aLus, KOHTPOJIb
COeVHEHHUS, OJHOHANpaBieHHas IepeJaya) [MOTOKaMH
uHbopMa MeXIy KOMIOHEHTaMHd BHPTYaIbHOM
MHQPACTPYKTYypHl, @ TaKXKe M0 EPUMETPY BHPTYaTBHOH

MHOPaCTPYKTYpHI

3CB.5

JloBepeHHass 3arpy3ka CepBEpOB BUPTyalH3alLHH,
BHPTYaJIbHOH  MammHbl  (KOHTeHHepa), cepBepoB
ynpaBlieHHs BUpTyalu3aluei

3CB.6

YrpaBieHde mepeMelleHHeM BHPTYaJIbHBIX MAIlMH
(KoHTelHepoB) U 00pabaThiBaeMbIX Ha HUX JaHHBIX

3CB.7

KonTpons LI€JIOCTHOCTH BHPTYaJIbHOH
MHGPaCTPYKTYp5l U €€ KOHOHUrypauuii

3CB.8

PesepBHOe KomupoBaHHE [OaHHBIX, pe3epBUpPOBaHUE
TEXHUYECKUX CpEeACTB, NPOrpaMMHOro olecreyeHus
BUPTYalIbii0i HHGPACTPYKTYpHI, a TaKXKe KaHaJIOB CBSI3U

BHYTPH BUPTYaJIbHOH HHPPACTPYKTYPBhl

3CB.9

Peanuzauust v ynpapieHue aHTUBHUPYCHOHM 3allMTOH B
BUPTYQJIbHOI HHOPACTPYKTYpE

3CB.10

Pazbuenue  BupTyanbHOM  UHQpPACcTPYKTypel  Ha
CEerMEHThI (CerMeHTHUpOBaHHUE BUPTYaJIbHOMN
MHQpacTpyKTypsl) mis  obpaboTku  MHGOpMaIuu
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OTHENBHBIM  TMOJb30BaTeieM W (WiIM)  TPyNIo#
MIOJIb30BaTeIeH

XII. 3ammura Texuuyeckux cperacts (3TC)

3TC.1

3amura HH(pOpManuH, o6pabaTsiBaeMOi
TEXHHYECKHMH CpEACTBAMH, OT €€ YT€YKH II0
TEXHUYECKUM KaHAJIaM

3TC.2

OpraHuzanys KOHTPOJHpYeMOH 30HBI, B Mpenenax | +
KOTOPOM TIOCTOSIHHO pa3MeIlaloTcs CTalOHApHbIE
TeXHUYECKUE CpencTBa, obpabarsiBaroLye
uHQOpMalMIO, U CpeacTBa 3allUThl HHbOpMaluu, a
TaKke cpefcTBa obecneyeHns QyHKIMOHUPOBAHUS

3TC.3

KonTponp u ynpaBieHHe (U3HYECKUM AOCTYNIOM K| +

TEXHUYECKHM  CpelCcTBaM,  CpeACTBaM  3allUTHI
HHpOpMaLHH, cpelacTBam obecneyeHus
GyHKUHOHHpOBaHHSA, a TaKKe B [IOMEUICHHS U
COOpDYXXEHHS, B  KOTOPbIX OHH  YCTaHOBJEHBI,
HCKIIIOYAIOIHE HECAHKLIMOHUPOBAHHBIA  (HU3UIECKUH
JROCTym K cpeactBaM  oOpabotrku  HHGpopMmanuwy,
CpeAcTBaM  3alUTBl HHQOpPMaUKM M  CpencTBaM
obecneueHnss (QPYHKUUOHUPOBAHUA HHGOPMALOHHON
CHCTEMBI U TOMEILIEHUS U COOPYXKEHHS, B KOTOPBIX OHH
YCTaHOBJIEHBI

3TC.4

Pasmemenre yctpocTB BbiBoga (0oToOpaxkeHus) | +
nH(pOpMaLUH, HCKJIIoYaloliee ee
HECAaHKIIHOHMPOBAaHHBIH IPOCMOTP

3TC.5

3amMTa OT BHEUIHHX BO3AEHCTBUH (BO3MEHCTBUI
OKpYy>Xarouiei cpensl, HeCTaOUIBHOCTH
3NIEKTPOCHA0XXEHHUs, KOHAMLMOHUPOBAHUS M  HMHBIX
BHEIIHUX (aKTOpOB)

XIII. 3auuta HHGOPMALIMOHHOMW CHCTEMBI,
€€ CpeACTB, CUCTEM CBs3U U nepenaun aaHHbx (3UC)

3UC.1

Pa3znenexnue B nHQOpMaIMOHHOM cucTeMe QYHKLHM 1O
ynpaBleHHI0 (aAMHHUCTPHPOBAHHUIO) WH(GOPMaLMOHHON
CHCTEMOM, yTpaBJeHUIO (aIMUHHCTPUPOBAHHIO)
cucTeMod  3amuThi  WHpOpMaimH, QyHKUME 1O
obpaboTtke  uHpOpMAUMH W  HHBIX  QYHKIUH
MHQOPMaIIMIOHHOM CHCTEMBI

3UC.2

HpCI[OTBpaIlIeHI/Ie 3aI€PXKXKH HITH NpECpbIBaHUA
BBITIOJIHEHHUS TIPOLECCOB C BBICOKHM IIPUOPHTETOM CO
CTOPOHBI ITPOLECCOB C HU3KUM ITPHOPHUTECTOM

3UC.3

OGecneueHne 3alMTH UHPOPMALMHU OT PACKPBITHSA, | +

MoavuKauMd W  HaBsA3bIBaHHA (BBOJA  JIOKHOH
uHpopmaui) Tmpu ee Hnepemgade (MOArOTOBKE K
nepefade) IO KaHajlaM CBSI3H, MMEIOIIUM BBIXOJ 3a
npenenbl  KOHTPOJMPYEMOH 30HBI, B TOM YHUCIe
OecrpoBOIHBIM KaHaJlaM CBS3U
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3UC.4

Ob6ecrieueHue OBEpeHHBIX KaHalla, MapIIpyTa Mexay

aAMHHHCTPATOpPOM, TMOJIb30BAaTeleM W  CpeICTBaMH
3alUTel  MHQopMauuK  (QYHKUMSAMH ~ Ge30MacHOCTH
CPEACTB 3alIUThl HHGOpMAaLIMH)

3UC.5

3anpeT HeCaHKIMOHUPOBAHHOM yJANeHHON aKTHBALMU
BHJIEOKaMeEp, - MUKPO(OHOB ¥ HUHBIX MepudepHtHBIX
YCTPOMCTB, KOTOpBIE MOTYT AKTHBHPOBAThCH yIAIECHHO,
U OIIOBEIIICHHWE I0/Nb30BaTeNed 00 aKkTHBALMH TaKHX
YCTPOMCTB

3UC.6

Ilepenayua ¥ KOHTpPONb IEJIOCTHOCTH AaTpHOYTOB
6e3onmacHOCTH (METOK O0e30MacHOCTH), CBA3aHHBIX C
HH(popMauueld, npu obMeHe uHPOpMaNKEH ¢ HMHBIMH
MHGOPMAITHOHHBIMH CHCTEMAMH

3UC.7

KOHTpOpP CAaHKLUMOHUPOBAaHHOIO U  HCKIIOYEHHE
HECAHKIIMOHUPOBAaHHOTO HCIIOJB30BaHUSA TEXHOJOTHi
MOOHIIBHOIO KOJ]a, B TOM YHCJIE PETHCTPALUA COOBITHIA,
CBSI3aHHBIX C MCIIOJIb30BAHUEM TEXHOJIOIHH MOOHIBHOIrO
KOJA, MX aHalM3 M peardpoBaHHWEe HaA HapylIEHHS,
CBSI3aHHBIE C UCIIOJIB30BAaHHEM TEXHOJIOTHH MOOHIILHOIO
KoJ1a

3UC.8

KOHTpONIb CaHKUMOHHPOBAaHHOTO W  HCKIIOYEHHE
HECAHKI[HOHUPOBAaHHOIO MHCIOJIb30BAaHUSA TEXHOJOTHM
nepefayd peyd, B TOM 4YHCJIE perucTpauusi COOBITHH,
CBA3aHHBIX C HCIIONB30BAHUEM TEXHOJIOTHH mepenavd
peyd, MX aHaJM3 M peardupoBaHHE HA HapYIIEHHMS,
CBA3aHHBIE C HCIIOJb30BAHHWEM TEXHOJIOTHH Mepenavu
pedu

3UC.9

KoHTponb  CaHKIMOHMPOBaHHOW M  HCKIIOYEHHE
HECaHKIHOHMPOBAHHOM Mepeaay BuAeouH(popMaliu, B
TOM UHCII€ pErucTpaius COOBITHI, CBS3aHHBIX C
nepepayed  BUACOMHPOpPMALMHM, HX  aHaIUW3 U
pearpoBaHMe Ha HapyLICHHMs, CBS3aHHBbIE C mepenavei
BHIEOHHbOpMaLIUU

3UC.10

HonTBepxcneHne NPOUCXOXKXACHHUS HCTOYHHKA
PIH(bOpMaIIPII/I, HOquaeMOﬁ B IIponecce OoMnpeaciceHus
CCTCBBIX aAPECOB 110 CETEBBIM HMCHAM HJIH ONPEACITICHHUSA
CCTEBBIX UMEH 10 CETEBBLIM aapecaM

3UC.11

ObecrieyeHe NOMIMHHOCTH CETEBBIX COEIMHEHHH
(ceaHCOB B3aUMOJIEHCTBHS), B TOM YHCJIE [UI 3aLUTHI OT
TIOAMEHBI CETEBBIX YCTPOWCTB H CEPBHCOB

3HC.12

UckmoyeHne BO3MOXXHOCTH OTpULIaHHUA
nosnp30BartesieM (pakTa OTIPaBKH WHPOPMAIHH IPYroMy
HOJb30BATENIO

3HC.13

HckmoyeHue BO3MOKHOCTH OTpHULIAHHA
nonp3oBaTeneM (¢akra TNOJy4eHHS HHGOpMAIMM OT
APYroro MoJIb30BaTeNs




32

3UC.14

Hcnone30BaHle YCTPOWCTB TEPMHUHAIBHOIO HOCTYMNa
1Jis 06paboTKH HHGOpMaLIU

3UC.15

3amura apXxdBHBIX (PailyioB, mMapaMeTpoB HACTPOMKH

CPeACTB 3amMThl HHGOPMALMH U MPOrPaMMHOIO
oOecrieyeHHMst W UHBIX [JaHHBIX, HE MOIEXAIINX
M3MEHEHHI0 B Ipolecce 00paboTku HHGOPMaLHU

3UC.16

BrisBnenue, aHaJu3 " OnokupoBaHue B

MH(QOPMAaIIMOHHON CHCTEME CKPBITHIX KaHAJIOB MepeaayH
MHQopMaii B 00XO0J peaTH30BaHHBIX Mep 3alHThI
MHQOpMallMM - WIM BHYTPU pa3pelleHHBIX CeTeBbIX
IPOTOKOJIOB

3UC.17

Pa3buenne MHPOPMAUMOHHON CHCTEMBI Ha CErMEHTHI

(cerMeHTHpOBaHHEe WH(POPMALMOHHOW CHUCTEMBI) H
obecrieueHHe  3alllUThl  [EPUMETPOB  CErMEHTOB
MHGOPMALMOHHOM CHCTEMBI

3UC.18

Obecnedenne 3arpy3kd U UCIOIHEHHUS MPOrpPaMMHOIO
obecnieueHUsi ¢ MAIMHHBIX HOCHTeNeH WHGOpMaLWH,
JOCTYMHBIX TOJBKO [UIS 4YT€HHS, M KOHTPOJb
LIEJIOCTHOCTH JAHHOT'O MPOrPaMMHOT0 00ecIieYeH s

3UC.19

W3onsauus mnpoueccoB (BBIIOJIHEHHE MpOrpaMm) B
BBIJIEJICHHOM 00J1aCTH HAMSTH

3HC.20

3awmuTta 6€CIIPOBOAHBIX COEIMHEHH, TPUMEHSEMBIX B
1MHQOPMaIMOHHOMH CHCTEME

3UC.21

Hckmouenne moctyna mosib3oBarenss K WHGOpMaLUH,
BO3HUKILIEH B pe3yibraTe MAEHCTBUH MpeablayIIero
N0/IB30BATENs 4epe3 peecTphl, ONEPaTUBHYHO MaMsiTh,
BHCILHUE 3allOMUHAIOLIHE YCTPOKMCTBA M HHBIE 00LIUe
Vi Tonb30BaTenell  pecypchl  MH(OpPMarMOHHON
CHCTEMBI

3UC.22

Jamura HMHQOPMALMOHHON CHCTEMBI OT YIpo3
Oe30macHOCTH HH(OpMalHH, HaNpaBJIEHHBIX HAa OTKa3 B
00cy)KMBaHHH HHOOPMAIMOHHOMW CHCTEMBI

31C.23

3anmrta nepuMeTpa (GH3NUECKUX U (M) JTOTHYECKUX
rpaHul)  MHGOPMAUMOHHON  CHUCTEeMBI [pU  ee
B3aUMOJEHUCTBUH € HMHBIMH  HH(GOPMaLHOHHBIMHU
CUCTEMaMH H HUH(QOpPMaLIMOHHO-
TEJIEKOMMYHHMKaALOHHBIMHU CETSIMH

3UC.24

IIpekpaiienne  ceTeBRIX  CO€AMHEHHH IO  HX
3aBEPLUICHUH WIH 110 UCTEYECHUH 3aJaHHOr'0 ONEepaTopoM
BPEMEHHOIO  HMHTEpBajla HEAaKTUBHOCTH  CETEBOrO
COCOUHEHUS

3UC.25

Hcnonp3oBaHne B UHGOpPMALIMOHHOM CHUCTEME HIIH €€
CerMEHTaxX  Pa3IM4YHBIX THUIMOB  OOIIECUCTEMHOTO,
NPUKJIAJHOITO M CHEHUAIBHOTO  TPOrPaMMHOIO
obecneueHus (co3gaHue reTeporeHHol cpebl)
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3UC.26 Hcnonp3oBaHue MNpPUKIAAHONO M CHELHAIBHOTO
MPOrpaMMHOro ofecreyeHusi, UMEIOMUX BO3MOXHOCTD
GYHKIIMOHUPOBAHUS B cpenax pa3NUYHBIX
OIePaIMOHHBIX CHCTEM

3UC.27 Coznanue (OMyJsUMs) JOXHBIX HH(QOPMAIMOHHBIX
CHCTEM WIN MX KOMIIOHEHTOB, MpelHa3HauYeHHBIX IS
oOHapy)eHHs, perucTpaldd W aHajiu3a [JeHCTBUH
Hapyuiirened B  Ipolecce  pealu3aludd  yrpo3
0e3onacHOCTH HHGOpPMALIUH

3UC.28 BocnpousBenene JOXKHBIX U (WIM)  CKpBITHE
MCTUHHBIX OTAENBHBIX HHOOPMAIMOHHBIX TEXHOJIOTHH H
(M)  CTPYKTYpPHO-(PYyHKIIHOHATIBHBIX  XapaKTepHUCTHK
MHQOPMAIIMOHHOW CHCTEMBl WM €€ CEerMeHTOB,
obecneunBaroilee HaBsA3bIBAHUE HAPYUIMTENIO JIOXKHOTO
npencTaBleHdss 00 HCTHHHBIX  HWHGOPMAIMOHHBIX
TEXHONOTHAX U (WIH) CTPYKTYPHO-QYHKIMOHAIBHBIX
XapaKTepUCTHKAaX HHHOPMALIHOHHOM CHCTEMBI

31C.29 [lepeBony  MHPOPMalMOHHON  CHCTEMBl MM  ee
YCTPOHMCTB (KOMIIOHEHTOB) B 3apaHee OIpeAesICHHYIO
KOHQUTYpalHIo, ofecrneynBaroLLy0 3aIUATY
UH(pOpMaLKHK, B Cilydae BOSHUKHOBEHHH 0TKa30B (cOoeB)
B CHUCTEMe 3alluThl HHPOpMauUMd HHOOPMALIMOHHOK
CHCTEMBI

31UC.30 3amnura MOOMJIBHBIX TEXHUUYECKUX CpeICTB, + | + | +
NpUMEHSIEMbIX B MTHQOPMAIIMOHHOMN CUCTEME

«t+» - Mepa 3alwUTHl HHpOpMaluM BKIIOYeHAa B 0a30Bblii HabOp Mep ans
COOTBETCTBYIOLIETO KJIacca 3alUILIEHHOCTH HHPOPMaIMOHHON CUCTEMBI.

Mepb! 3aumThl HHGOPMALUH, He 0603HAUYECHHBIE 3HAKOM «+», IPUMEHSIOTCS MPH
ananrtaiuu 6a3oBoro Habopa Mep U YTOYHEHMH aJanTUpOBaHHOro 0azoBoro Habopa
Mep, a TaKkKe IpH pa3paboTke KOMIIEHCHPYIOIIMX Mep 3alllUThl HHGOpPMALHMH B
WH(OPMaLIMOHHOH CHCTEME COOTBETCTBYIOILIETO KJ1acca 3alUILEHHOCTH.




