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O TpebGoBaHusAX K 06ecneYeHHIO 3aUTHI HHpOPMANHH
NPH OCYLeCTBJIEHHH NMepPeBOI0B J€HEeKHBIX CPEACTB H 0 MOPAIKE
ocymecTBaeHns bankom Poccuu koHTpoJIs 3a cobiioneHnemM
TpeOGoBaHuH K o0ecneyeHHI0 3alINTHI HHPOpMALTUH

IIpH OCYII€CTBJICHHH NMEPEBOAOB JCHEKHBIX CPEACTB

Hacrtosinee ITonoxenne Ha ocHOBaHMM 4HacTH 3 ctaTtbu 27 DenepalbHOrO
3akoHa oT 27 utons 2011 roga Ne 161-03 «O HauMOHANIBHOH ILIATEXHOM CHCTEME
yCTaHaBJIMBAET TPeOOBaHHA K 00ECIIEUEHHIO ONIePaTOPaMH IO MEPEBOY ACHEMHBIX
CpeAcTB, OaHKOBCKMMH IUIATeXHBIMH areHTaMH (cy0areHTamu), OrepaTropamu
yclIyr HMH(QOpPMAalMOHHOrO OOMeHa, MOCTaBIIUKAMH IUIATEXHBIX MPHIOKEHUH,
OIlepaTOopaMH  IUIATEXHBIX  CHUCTEM,  OIepaTopaMH  YyCIyr  IUIATeXHOMH
MHQPaCTPYKTYphI, OllEpaTopaMy 3JIEKTPOHHBIX ILIATHOPM 3aIIUThl MHGOPMAIUU
IpA OCYIIECTBICHHM IEPEBOJOB JEHEXHBIX CpPEACTB, a TaKkxke IOpAAOK
ocywiecTBieHuss bankom Poccuum koHTpons 3a cobmromeHueM TpeGoBaHHIA
K 00€CIIeYeHHIO 3aLUThI HH(GOpPMaIHY IIPY OCYIIECTBIEHHH IIEPEBOAOB JEHEXHBIX
CpelICTB B pamKax ocyliecTtBiseMoro bankom Poccum Hag3opa B HalMOHAIBHOMN

IJIATEXXHON CUCTEME.



I'nasa 1. O0mHe MoJI0KEeHHS

1.1.  OnepaTopsl 1O TnepeBOLy HEHEXHBIX CpPEACTB, OaHKOBCKHUE
TUIATEXKHBIE areHThl (Cy0areHThl), OrepaTophbl YCIyr WHGOPMALMOHHOTO OOMEeHa,
OlepaTophl YCIYr IUIATEXHOW WHQPACTPYyKTyphbl, ONEPaTOPhl 3JIEKTPOHHBIX
IIaTGOPM B LIEJIAX pealn3aluy TpeGoBaHui K 06ecreue MO 3alUThl HH(GopMaLuy
pu OCYLIECTBIEHHH IIepeBOIOB JEHEXXHBIX CpeAcTB
(manmee — TpeGoBaHUA K oOecHeueHHIO 3alIUThl MHPOPMALMH), PUMEHIEMBIX B
OTHOLIEHMH aBTOMATU3UPOBAHHBIX CUCTEM, IIPOrPAMMHOr0 O0ECIIEYEeHNUs, CPEICTB
BBIYUCIIUTEIBHON TEXHHUKHY, TEJIEKOMMYHHUKAIIMOHHOTO obopynoBaHus,
IKCILTyaTallisd W WCIIOJIh30BaHHE KOTOPBIX 00ECreunBaeTcs NPH OCYIIECTBICHHH
IIEPEBONIOB JEHEXKHBIX CPEACTB OIepaTopaMy IO INEepeBOAY IEHEXHBIX CPEACTB
(mamee — 06BEKTH MHOOPMAIIMOHHOW UH(PPACTPYKTYPHI), JOJKHBIL:

INPUMEHATh Mephl 3alUTHl HH(OPMAIMH, IOCPEACTBOM BBIIIOJHEHUS
KOTOPHIX  o0ecreyrBaeTcss pealW3alns YpOBHEH 3alluThl  HHGOpPMAaIUH
s 00beKTOB HMHGOPMAIIMOHHOW HMHQPPACTPYKTYphl, HCIOIB3YEMBIX  JUIA
00paboTku, mepefayd, XpaHEHHs HHQOpMAIMH, yKa3aHHOH B ab3ale NepBOM
nyakta 1.3 Hactosuiero [lonoxeHus, B LeNSAX OCYILIECTBICHHUS IE€PEBOJOB
JEHEXHBIX CpECTB, YCTaHOBJIEHHBIX MYHKTOM 6.7 pazfena 6 HallMOHAIBHOIO
crangapta Poccuiickoit ®emepaumn I'OCT P 57580.1-2017 «besomacHOCTB
¢uHaHCcOBBIX (0aHKOBCKMX) omepanuil. 3ammra HHQOpMalUM (QHHAHCOBBIX
opranu3aumii. ba3oBbli C€OCTaB OpraHU3allAOHHBIX M TEXHHYECKUX MeEp»,
yTBEpXKAeHHOro mpukazoM DelepanbHOro areHTCTBa 10 TEXHHYECKOMY
peryIHpOBaHHIO U MeTposorun ot 8 asrycra 2017 roga Ne 822-cr'! (manee — 'OCT
P 57580.1-2017);

IPOBOJUTH €XEroJHOE TECTHPOBaHHE Ha NMPEAMET HaIMYMs BO3MOXHOCTH
IIPOHUKHOBEHHUS B MH()OPMALMOHHYIO HMHOQPACTPYyKTYpPy M aHAIU3 YA3BUMOCTEH
MHGOPMAIIHOHHOM Ge30IacHOCTH 00BeKTOB HUHPOPMALMOHHON HHPPACTPYKTYPBHI, B

TOM YHCJIE B COOTBETCTBUH ¢ MMyHKTaMu 3.8 1 3.9 Hactosuero [lonoxenus;

I'M., ®I'VII «Crannaptundgopmy», 2017.



[POBOANTL OLIEHKY COOTBETCTBHS YPOBHSAM 3allUThl HMHGPOpPMaLUH
(manee — OIEHKA COOTBETCTBUS 3alMThl HMHGOpPMALUM) B COOTBETCTBHH C
NOJIOKEHUAMU paszfena 6 HalpoHanpHOro craHzapra Poccuiickoil denepanuu
'OCT P 57580.2-2018 «be3omacHOCTh (UHAHCOBBIX (DaHKOBCKMX) OIEPAIHH.
Bamura uHQOpMauMHd (UHAHCOBBIX  OpraHusanuid. Meroguka  OLEHKH
COOTBETCTBHA», YTBEPXKAEHHOro mnpukazoM DenepalpHOro AareHTCTBa II0
TEXHHIECKOMY PEryJIMpPOBAHHIO U MeTposoruu ot 28 mapra 2018 roga Ne 156-ct!
(manee — 'OCT P 57580.2-2018), u nynkramu 2.3, 2.4, 3.6-3.9,4.4,4.5, 6.7 u 6.8
HacTosiero Ilonoxenus.

OrneHKa COOTBETCTBHA 3allMThl HWHPOpPMAIMKU [ODKHA OCYILIECTBIIATHCS
C IpHUBICYECHUEM OpraHW3alvi, HMEIOMUX JHUIEH3UIO Ha OCYIIECTBIEHHE
JEATEIbHOCTH II0 TEXHMYECKOM 3alure KOHOUIAESHIMATbHOW HH(pOpManuu s
NpoBefieHHs paboT W YCIYT, NPEAyCMOTPEHHBIX MOAMYHKTAMH «O», «I» UIH «e»
nyHkTa 4 TTooKeHHs O TUIEH3UPOBAHUH JIETEIBHOCTH 110 TEXHUYECKOH 3allUTe
KOH(pHUIEHIIMATBHOM uHGbOpMaLUH, yTBEPXKICHHOTO IIOCTAHOBJICHHEM
IlpaButensctBa Poccuiickoit ®enepaupu ot 3 despans 2012 roma Ne 79
(manee — npoBepsIONIasl OpraHu3alys).

B nemsax obecrnedeHus 3aIIWThl MHPOPMAIMK OINEPaTOpbl MO IEpeBOILY
JEHEXHBIX CPEJCTB, OAHKOBCKHE IUIATEXHBIE areHThl (CyOareHTBI), ONEPaTOpE
yciayr  mHbopMandoHHOro  oOMeHa,  ONepaTopbl  YCIYr  IUIATEXHOM
MHQPACTPYKTYpPbl, OIEpaToOpbl 3JIEKTPOHHBIX IIaTQPOPM [ODKHBI XPaHHUThH
pe3yJbTaT OIEHKH COOTBETCTBUSA 3aIUThl HH(OPMAlUH, IIOATOTOBICHHBIH
TIPOBEPSIONIEl OpraHu3alliell B BUAE OTYETA, HE MEHEE IATH JIET HAYUHAS C JaThI
€ro BblAa4M MMPOBEPSIOLICH OpraHU3aLUeH.

1.2. Omeparopsl [0 @epeBOLy MAEHEXKHBIX CPEACTB, OaHKOBCKHE
IIaTEXHBIE areHThl (CyOareHTsl), OmepaTopsl yCIyr HHGOpMaLUOHHOrO oOMeHa,
OIIepaTOpbl YCIOYr IUIaTeXXHOH WHQPAaCTPYKTyphl, OIEPaTOphl 3JIEKTPOHHBIX
miatdopm, ykasanusie B noanyHkre 1.4.3 nynkra 1.4 ITonoxenuns banka Poccun
or 20 ampens 2021 roma Ne 757-I1 «O6 ycTaHOBICHHMH OO0A3aTENBHBIX A

HEKPEIUTHBIX (PMHAHCOBBIX OpraHu3aluil TpeGoBaHMI K OOECIEYEHHIO 3ALUUTHI

' M., ®T'YTI «CrannaptuHdopm», 2018.



UH(OPMALIMHU TIPH OCYIIECTBIEHUH ACATENBHOCTU B chpepe PHMHAHCOBBIX PHIHKOB B
LeJIsIX IPOTUBOJICHCTBUS OCYIIECTBICHUIO HE3aKOHHBIX (PMHAHCOBBIX Ornepauuin’
(nanee — ITonoxenne banka Poccun ot 20 anpens 2021 roga Ne 757-11), nomxHel
BBIITOJIHATh TPeOOBaHMs K OOECIEUSHUIO 3alllUThl HH(POpMAaLMH, IPUMEHIEMBIE B
OTHOLIEHWH MPHUKIATHOTO MPOrpaMMHOIo OO€CIeYeHUs] aBTOMAaTU3MPOBAHHBIX
CHCTEM U IPHIIOKEHHI, B TOM YHCIIE B COOTBETCTBUH C IyHKTamu 2.5, 3.8-3.10, 4.6,
6.9 u 6.10 HacTosimero [TonoxxeHus.

OmepaTopsl 10 NEPEBOAY HEHEXHBIX CPEACTB, OAaHKOBCKHE ILIATEXKHBIE
areHTsl (CyOareHTHI), OIMEPaTOpsl YCIYr HHpOpMamuoHHOro oOMeHa, ONepaTopsl
YCIIYT IUIATEXXHOM HHPPACTPYKTYPHI, a TAKXKE ONepaToOphl 3JIEKTPOHHBIX IIaThopM,
yKa3aHHble B a03alle MEepBOM HACTOSINET0 IyHKTa, JOJDKHBI HCIOJIb30BaTh
npolneqine ceprudUKalnio B cucreMe cepTudukamuy PenepanpHoil CIyObl
[0 TEXHMYECKOMY M 3KCIIOPTHOMY KOHTPOJIIO B COOTBETCTBUH C IOPSIKOM,
yCTaHOBJIEHHBIM moctaHoBleHUueM [IpaButensctBa Poccuiickoii ®Dexepauuu
ot 26 urons 1995 roga Ne 608 «O ceprudukallii CpeCTB 3aILUTHI HH(OPMALHK
(manee — cepTudUKALKA), WK MPOIICALIHE OLEHKY COOTBETCTBUS 10 TPEOOBaHUAM
K OIleHOYHOMY ypoBHIO noBepusi (manee — OV]l) He Hmxe uem OV] 4,
NPEAYCMOTPEHHOTO0 MyHKTOM 7.6 pa3fena 7 HaLMOHAIBHOIO CTaHAapTa
Poccuiickoit ®enepaunun 'OCT P UCO/MDBK 15408-3-2013 «MupopmanuoHHas
TexHosorus. MeToabl U cpencTBa obecrnieyeHus 6e3onacHocTH. Kpurepun oLieHKH
Oe3omacHOCTH HH(pOpManuOHHBIX TexHonorui. Yacts 3. KoMmoHeHTHI noBepus
K 0e30macHOCTH», YTBEpXKAEHHOro mnpukasoM @enepaJbHOr0 areHTCTBA
0 TEXHUYECKOMY pPeryJIHMpOBaHMIO M MeTpojorud oT 8 Hoa6ps 2013 roxa
Ne 1340-ct® (nmalee COOTBETCTBEHHO — OLIEHKA COOTBETCTBHS IPHKIATHOTO
pOTpaMMHOT0 o0ecreueHUs: aBTOMATHU3UPOBAaHHBIX CHCTEM H IIPUIIOKEHUI,
a TaKxKe OTIEeNIBHOTO IIPOrpaMMHOT0 obecnieueHus,
I'OCT P HCO/MDK 15408-3-2013), u obpabarbiBaromie HHQOpPMaLUIO,
yKa3aHHYO B ab3aue nepBoM nyHkTa 1.3 Hacrosmero Ilonoxesus:

NPUKIagHOe TNpPOrpaMMHOe obecriedeHHe aBTOMATU3UPOBAHHBIX CHCTEM

¥ TPUIOKEHWH, PpacnpocTpaHsIeMbIX KJIWEHTaM OIEpaToOpoOB II0 IIEPEBOAY

! 3aperucTpuposano Munioctom Poccuu 15 mons 2021 roaa, peructpauronHslit Ne 63880.
2 M., ®T'VII «Crannaptangopm», 2014,



JEHEXHBIX CPEJACTB I COBEPIICHHs NeWCTBHIA, HEMOCPEACTBEHHO CBA3aHHBIX
C OCYILECTBJIEHHEM IIEPEBOIOB JIEHE)KHBIX CPEACTB;

nporpaMMHoe obecrieueHne, SKCIIyaTUpyeMoe Ha y4acTKax, HCIIOIb3YEMBIX
I TIpHeMa JOKYMEHTOB, CB3aHHBIX C OCYIIECTBIEHHEM II€PEBONOB JEHEXKHBIX
CpPEICTB, COCTABIEHHBIX B JJIEKTPOHHOM BHJie (Janee — 3NeKTPOHHbIE COOOLIEHNs),
K HCIOJIHEHHIO B  aBTOMATH3UPOBAHHBIX CHCTEMax M  MPUIOKEHHAX
C KCIIONB30BaHKeM HH(OPMAIMOHHO-TEIEKOMMYHUKAIMOHHOM ceTu «HHTepHET»
(manee — ceThb «HTEpHETY).

[To pelIeHHIO OMEPATOPOB IO IMEPEBOAY AEHEXHBIX CPEACTB, OaHKOBCKHX
IJIATEXKHEIX areHToB (Cy0areHTOB), OIEPaTOPOB YCIIyT HHGOPMALMOHHOTO 0OMeEHa,
OIEPaTOPOB YCIYyr IUIATeXHON HHGPACTPYKTYphbl, OIEPATOPOB 3JEKTPOHHBIX
atgopM, ykazaHHbIX B noanyHkTe 1.4.3 mynkra 1.4 Ilonoxxenus banka Poccun
or 20 amnpens 2021 roma Ne 757-II, omeHka COOTBETCTBHS IPHUKIATHOTO
IIPOrPaMMHOI0 OOECTIeYeHHsI aBTOMATHU3UPOBAHHBIX CHCTEM U IPUIOXKEHUMH
IIPOBOIUTCS CAMOCTOSATENIBHO WITH C TIPUBJIEUYEHUEM MTPOBEPSIOLLEH OpraHU3aLluy.

1.3. Omeparopsl 10O TMepPeBOAY HEHEXHBIX CPEACTB, OaHKOBCKHE
IUIATE)XXKHBIE areHThl (CyGareHThl), ONepaTopsl YCIyr HHPOPMALIMOHHOIO 0OMeHa,
oOlepaTropbl YCIYr IUIATEXHOW WHPPACTPYKTYphl, ONEpaTOpbl JIEKTPOHHBIX
11aT$hOpPM IOJIKHBI BBITIOIHATH TPeOOBaHHUS K 00eCeUeHHIO 3aIlUTh HHPOpMalKHy,
NMpAMEHsiEMble B  OTHOIIEHWHM  TEXHOJOTMH  oOpabOTKH  MH(pOpManuH,
HIOATOTAaBIMBAEMO, 00pabaThiBaeMO M XpaHMMOW Ha yyacTKax MACHTH(UKALHKH,
ayTeHTHU(HUKAMHA U aBTOPH3ALMK KJIUEHTOB OIEpaToOpOB II0 NEPEBOLY INEHEXHBIX
CPEACTB IIPU COBEpLUIEHUHM JeHCTBUH B LENIX OCYILICCTBIEHHS IE€PEBOIOB
JICHEXHBIX CpencTB; (QopMUpoBaHUS (NOATOTOBKM), IepeJadyd U IpHeMa
ONMEKTPOHHBIX COOOIICHUH; YIOCTOBEpEHHs IIpaBa KIHMEHTOB OIEPAaTOPOB
10 MepeBOAy OEHEeXHBIX CpPEACTB pPaclopsKaTbCsd [NEHEKHBIMU CPEICTBAMM,
OCYIIECTBJIEHHS  I[EpeBOAOB  ACHEXHBIX  CPENCTB; ydeTa  DPe3yJbTaToB
OCYILIECTBJIEHHUs II€PEBOJOB [CHEXHBIX CPEACTB; XPAaHEHHUS DJIEKTPOHHBIX
coobueHnid 1 HHGOpMaMU 00 OCYIIECTBICHHBIX NEPEBONAX ACHEKHBIX CPEACTB
(mayee COOTBETCTBEHHO — 3aluinaeMasl HH$opMalus, TEXHOJIOTMYECKHEe Y4acTKH).

OnepaTopLI Ino nepeBoay ACHEKHBIX CPEACTB, 0aHKOBCKHE IIJIaTE€XKHBIE



areHThl (Cy0areHThI), OmepaTophbl yCIyr MHGOPMALMOHHOTO OOMeHa, OnepaTopbl
YCITYT [JIaTe)KHOH HMHPPACTPYKTYPHhI, ONIEPATOPHI JNEKTPOHHBIX MIaTGOPM B LIEAX
peanu3auuy TpeOOBaHMH K OOECIeYeHMIO 3aIlMTHl 3allMINAaeMON HH(pOpMaLuu
Ha TeXHOJOTHYECKUX YIacTKaX JOJKHBI 00ecIeqnBarh:

KOH(QUASHINATBHOCTb, LENOCTHOCTh, [JOCTYNHOCTh M JIOCTOBEPHOCTH
3aluiaeMoi HHpopMaIuy;

periliaMeHTallMio, pealu3alio, KOHTPONb (MOHHTOPUHI) TEXHOJOTUU
00paboTKH 3aIUIaeMoi HHOPMaIIUY;

PETHUCTpalMIO  pe3yJbTaTOB  COBEpIIEHHS  OeMCTBUN,  CBS3aHHBIX
C OCYILECTBJICHHEM JOCTYIIA K 3allUIlaeMoi HHPOpMAaLIUH.

1.4. OmnepaTopsl MO MEPEeBOLY ACHEKHBIX CPEICTB, OaHKOBCKUE IIJIaTeKHbIE
areHTsl (cybareHTBI), OmepaTopsl YCIyr WHGOPMALlMOHHOTO OOMEHa, OIepaTopsbl
YCIIYT IJIaTeXXHOH HHPPACTPYKTYPBI, ONEPaTOPHI FNEKTPOHHBIX ILTATGOPM JOIDKHBI
pPETUCTPUPOBATh pPE3yJIbTAaThl COBEPIICHUS CIEAYIOIIUX AeHCTBUM, CBSI3aHHBIX
C OCYIIIECTBJIEHHEM JIOCTYIIa K 3alIHIIaeMoi HH(pOpMaIUu:

UAeHTHDUKAIINY, ayTeHTU()UKALMK 1 aBTOPU3ALMY KIIMEHTOB ONIEPaTOPOB IO
TIepEeBOAY JEHEKHBIX CPEJICTB IIPH COBEPIIEHUH JSHCTBUIL B LIENSAX OCYIIECTBICHUS
HEPEeBOJIOB IEHEXHBIX CPE/CTB;

npreMa JJIEKTPOHHBIX COOOINEHUH OT KIIMEHTOB ONEpPaTOpPOB IO MEPEBOIY
JEHEXHBIX CPEJICTB;

npuema (mepejgadd) OdIEKTPOHHBIX COOOIIEHUM @pU B3aUMOJAEHCTBUU
OIepaToOpOB IO MEPEBONY ACHEXHBIX CPeACTB, OAHKOBCKMX IIATE)KHBIX areHTOB
(cyOareHTOB), OMEPaTopoB yciIyr UHGOPMAMOHHOTO 0OMEHa, OIepaTopoB yCIyT
TUTaTeXHONM  MH(QPACTPYKTYyphl,  OIEpPaTOpPOB  JJIEKTPOHHBIX  ILIAaTGOpM
IpU OCYUIECTBICHUH IIEpPEBONOB JAEHEXKHBIX CpeICTB, B TOM 4uciae Mid
YAOCTOBEPEHUS IpaBa KJIHMEHTOB OIEpaTOpPOB IO NMEPEBOJY ACHEKHBIX CPEACTB
pacropsbKkaThCsl JEHEXKHBIMU CpPEeICTBAMHM M IS ydeTa pe3yslbTaTOB IIEPEBOIOB
IOEHEXHBIX CPEACTB;

peau3alii Mep, YCTaHOBJIEHHBIX MOAMTYHKTOM 1.9 myHkTa | mpunoxenus 1

K HacrosweMy IlonoxeHuro;



OCYINECTBIIEHUS [OCTylla pabOTHHUKOB K 3allMIlaeMoil HHQOpMaluy,
BBITIOJIHSIEMOI'O C UCIIOJIb30BaHUEM aBTOMATHU3UPOBAHHBIX CUCTEM, IIPOrPaMMHOIO
obecneyeHus;

OCYILIECTBJEHUS NEHACTBUIA KIIMEHTOB OIEPaTOpPOB IO MEPEBOLY AECHEXHBIX
CpeACTB C 3amumaeMoil MHpoOpMaluel, BBINOJHAEMBIX C HCIONB30BAHUEM
ABTOMATHU3HPOBAHHBIX CUCTEM, IPOrPAMMHOI0 00eCIIeYeHHUS.

1.4.1. Peructpauum nojjiexar cleAylOlIMe [OaHHbIE O OEHCTBUAX,
BBINIOJIHAEMEIX PabOTHHKaMH C HCIIOIB30BaHHMEM aBTOMATU3HMPOBAHHBIX CHCTEM,
IIPOrpaMMHOro odecredeHus:

nara (meHb, Mecsl, rof) U BpeMs (Y4achl, MUHYTBI, CEKyH/Ibl) COBEPILICHHUS
paGOTHHKOM IeHCTBHH ¢ 3aIIUILaeMoil HHpOpMarel;

IPUCBOCHHBIH pabOTHUKY HIOSHTU(UKATOP, IO3BOJSAIOLIMA YCTAaHOBHUTH
pabOTHHKA B aBTOMATU3UPOBAHHOW CHCTEMe, IPOrpaMMHOM O0€CIIEYEHHH;

KOJI, COOTBETCTBYIOIINHA TEXHOJIOTHYECKOMY y4acTKy;

pe3yapTaT  COBEpLIeHHS pabOTHUKOM  JEHCTBHS € 3alIMILAEMOM
uHpopMaryedt (YCIIEIIHO HJIM HEYCIIEIIHO);

uHpOpMaLIKs, UCTIONb3yeMast 115 UASHTU(UKALMY YCTPOUCTB, IIPH IIOMOILY
KOTOpBIX  JUOO B OTHOLIEHMH  KOTOPBIX  OCYIIECTBJIEH  HOCTYI
K aBTOMAaTH3MpPOBAHHOH cHCTeMe, IpOrpaMMHOMY OOeCledYeHHI0 B LEelIX
COBepIleHUs] paOOTHUKOM JEUCTBUH C 3alyliaeMoi HHGOopMaLKeEn.

1.4.2. Peructpauum mno[uiexar CIEAyIOLIWE JaHHBIE O JEHCTBHSX,
BEIMTOJTHSAEMBIX KJIMEHTAaMH OIEepaTopoB IO MEPEeBOAY OEHEXHBIX CPEACTB
C MCIIOJIb30BaHHEM aBTOMATU3UPOBAHHBIX CUCTEM, IPOrPAMMHOI0 00€eCTIeYeHHs:

nata (meHs, Mecsll, rof) u BpeMs (4achl, MUHYTbI, CEKyYHABI) COBEPLICHHUS
KJIHEHTOM OIlepaTopa IO MepeBoAy JSHEXHBIX CPeICTB IASHCTBUM C 3alUILAaeMOMn
UH(popManyen;

IPUCBOSHHBIM KIHMEHTYy oOllepaTopa IO MEpPeBOLY MACHEXHBIX CPENCTB
UAEHTU(DUKATOP, MMO3BONISIONMM YCTAHOBUTH KIMEHTAa OIEparopa IO IEPEBOLY
JIEHEXHBIX CPE/ICTB B aBTOMATH3MPOBAaHHOMN CUCTEME, IPOrpaMMHOM 00€CTIEYeHN Y,

KoM, COOTBCTCTByIOI.HI/Iﬁ TEXHOJIOTHYCCKOMY YYaCTKY,



pe3yJbTaT COBEPUIEHUs KJIMEHTOM Oleparopa IO NEepPeBOAY ACHEXKHBIX
CpeICTB AeHCTBUSA C 3alMinaeMoi nHdopMalyei (YCIenHo K HeYCIeIHO);

uHbOopMaNys, UCIIONb3yeMas I UACHTU(PHUKALUY YCTPOUCTB, PU TOMOLIH
KOTOpPhIX 100 B OTHOILIEHMHM  KOTOPBIX  OCYIIECTBIE€H  JOCTYII
K aBTOMATH3HPOBAaHHON CHCTEME, IPOrpaMMHOMY OOECHeueHUI0 B ILeNX
COBEpIIEHHS KJIMEHTOM OIllepaTopa IO MEPEeBOAY ACHEXHBIX CPEINCTB ACUCTBHH C
3aIIuIaeMoit vHpopMaIuen.

1.5. Omeparopsl 1o mnepeBOoAy IAEHEXHBIX CpPEACTB, ONEPATOPHl YCIYT
IUIATeXXHOW MH(PACTPYKTYphl B LIENAX peau3alud TpeOOBaHUI K 00ecledeHUIo
3amMThl MHGOpPMALKK, MPUMEHSAEMBIX B OTHOLIEHHH WH(popMupoBaHus baHka
Poccun 00 wuHImIeHTax (COOBITHSAX), CBS3@HHBIX C HapylleHHeM TpeOoBaHWit
K 00ecIeYeHHIO 3alIUTh HH(POPMALIHH NPH OCYIIECTBICHUH [1€PEBOIOB JEHEKHBIX
CpeACTB, B TOM 4YHCIe BKJIIOYEHHBIX B TME€PEYECHb TUIIOB HHUHUICHTOB,
COTJIaCOBaHHbIM dbenepanbHBIM OpraHom HCIIOJTHUTELHOMN BIIACTH,
YIIOJJHOMOYEHHBIM B 0071aCTH obecredeHus (GyHKLUOHUPOBAHUS roCy1apCTBEHHOM
CHCTEMBI OOHApY)XEHHUs, MNPEAYNPEKACHUS ¢ JHUKBUAAUUU IOCIEACTBUMA
KOMITBIOTEPHBIX aTak Ha HHpOpMalMOHHBIE pecypchl Poccuiickoil Penepaunu
B COOTBETCTBHM C IyHKTOM 5 dYactd 4 cratbu 6 DenepanbHOro 3aKoHa
or 26 wurons 2017 roma Ne 187-®3 «O 06e30MacHOCTH KPUTHUUYECKOIA
HHGPOPMAITHOHHOU UHGPACTPYKTYPBI Poccuiickoi ®Denepauuny
(manee — @enepanbHbi 3akoH oT 26 wuroas 2017 roma Ne 187-@3),
U pa3menraembiii bankom Poccuu Ha odunuansHoM caiite banka Poccuu B cetu
«HTepHeT» (manee COOTBETCTBEHHO — WHIMJEHTH! 3allUThl HHPOpMaLUHY,
nepevyeHb TUIIOB MHUHMAEHTOB), JOJDKHBI OCYLIECTBIATh MHGOpMHUpoBaHue baHka
Poccuu:

O BBISBJICHHBIX HHIMIEHTAX 3al[UThl UHQOPMALIUU, BKIIFOUEHHBIX B [IEPEYCHb
TUIIOB HHLMACHTOB, IMPUHATBIX MepaX U I[IPOBEICHHBIX MEPONPHUATHAX IO
pearupoBaHMIO Ha BBISIBIICHHBIE OIIEPAaTOPOM IO IEPEBOAY IACHEKHBIX CPENCTB,
OIIepaToOpPOM YCIIYT IUTATeXXHOH HHPpacTpyKTyps! M bankom Poccun HHUMACHTEHI
3amuThHl HHGOPMALMK, BKIIOUEHHBIE B NEpeUeHb THIIOB MHLUIEHTOB, & TaKXE O

IUTAHUPYEMBIX MEPONPUATUSAX MO PacKpbBITUIO HHOpManuu 00 HHUUACHTAX



3al(UTEl MH(pOPMAIMK, BKIIOYas pasMelleHne HHPOpMaIu Ha OQUIHAIbHBIX
caiitax B cetn «VHTepHET», BBIMYCK MpPECC-pEIH30B W IPOBEACHUE IIpecc-
KoH(epeHIUHA He To3AHee ogHOoro pabouero OHSA OO OHA INPOBEACHUS TaKOro
MEpOIIPUSTHS;

o caiitax B cetu «VIHTEpHET», KOTOpPHIE HCIIOJIB3YIOTCS OIEpPAaTOpaMHU II0
IIepeBOAY AEHEXHBIX CPEACTB, OllEpaToOpaMy YCIyr IUIaTeXHOH HHOPacTPyKTyphl
IO OCYIIECTBICHMS WX JOEATEIBHOCTH, MpUHAIeXalMx uM H©  (uin)
NpHHANJIeXKAIIMX HHOMH OpraHM3allld, HO aJMUHHCTPHPYEMBIX B MHTEpecax
OIEpaTOpOB IO MEPEBOAY HECHEKHBIX CpPEACTB, ONEPaTOPOB YCIYr ILIATEKHOH
MHPPACTPYKTYPHI HA OCHOBAaHUU JOr0OBOpPa BO3ME3HOI'O OKa3aHUS yCIIYT.

HNubopMupoBanue omnepaTtopaMd II0 IEpEBOLY JAEHEXKHBIX CpPEICTB,
OmepaTopamMM yCIyr IJIaTeXHOH MH(PacTPyKTyphl OCYIIECTBIISETCS IOCPEACTBOM
npeacraBienus B bank Poccuu cBenieHnid, ykazaHHBIX B ab3aliax BTOPOM U TPETHEM
HacTosiero nyukra. Mudbopmanus o ¢opMe u Cpoke MpencTaBICHUs yKa3aHHBIX
CBEJIEHUHN MOMJIEKHT COrJIacoOBaHHIO ¢ (hedepallbHBIM OPraHOM HCHOJHUTENbHOM
BJIACTH, YIOJIHOMOYEHHBIM B o0nact obecriedeHuss (QyHKIMOHUPOBaHHS
rOCyJIapCTBEHHON CHCTeMBbl OOHApy)XeHUs, MPeNyNpeXIeHus M JHUKBHAALMH
HOCJIEACTBUM KOMIIBIOTEPHBIX aTaKk Ha MH(OpMalMOHHBIE pecypchl Poccuiickoit
denepauud, coriacHo nyHKTy 6 wactu 4 cratem 6 @eaepalbHOro 3aKoHa
ot 26 utonsa 2017 roma Ne 187-®3 u pazmerniaercs Ha opuIanbHOM caiite baHka
Poccun B cetu «HTEpHETY.

1.6. B cioyuae ecnu 3amuiaemMasi HHpOpMaLus COAEPKUT [1EPCOHAIBHBIE
JaHHBIE, OTEPaTOpPhl MO MEPEeBOAY AEHEXHBIX CPEACTB, OAHKOBCKUE IIATEXHBIC
areHTsl (CyOareHThl), OIEPaTOPhl YCIyT MHGOpPMalMOHHOrO O0OMEHa, OIepaTopsl
YCIIyT IUIATeXHON HHPPACTPYKTYpPHl, OIIepaToOphI 3JIEKTPOHHBIX MI1aTGHOPM JOIKHEI
IPUMEHATHh MePBI M0 obecnieyeHnIo 6e30MacCHOCTH MEPCOHANBHBIX AAHHBIX IIPU HX
00paboTke B COOTBETCTBUM cO crartheit 19 denepanpHOro 3akoHa ot 27 oI
2006 roga Ne 152-®3 «O nepcoHalbHBIX JaHHBIX» (Hanee — MenepanbHbIit 3aKOH
ot 27 uronsa 2006 roga Ne 152-D3).

ObecneueHye 3alUThHl MEPCOHAIBHBIX JaHHBIX ONEPAaTOpaMH IO MEPEBOLY

AC€HCKHBIX CpPCACTB, OAaHKOBCKHMH IUIATE)XXHBIMH areHTaMu (CYGaFeHTaMI/I),



ollepaTopamM yciayr HHPOPMAIHOHHOr0 0OMeHa, orepaTopaMu YCIyT IUIATeXHOH
HHGPACTPYKTYpPBI, OINEpPaTOpaMH 3JIEKTPOHHBIX IUIATGOPM OCYIIECTBIAETCS B
COOTBeTCTBHMH ¢ mpukazom DenepanpHON CiyXO0bl IO TEXHUYECKOMY U
3KCIIOpTHOMY KOHTposto oT 18 despans 2013 roma Ne 21 «O6 yTBepxaeHUH
CocTaBa U coepXaHHUs OPTaHU3ALMOHHBIX H TEXHUYECKUX Mep MO 00ECIeUeHHIO
0€30aCHOCTH IEPCOHATBHBIX OaHHBIX NMPH MX 00paboTke B WHPOPMAIMOHHBIX
CHCTEMaX IePCOHANBHEIX JaHHBIX» .

1.7. ObGecneuenre 3amuThl HHGOPMALMKU NIPH OCYUIECTBJIEHUU IEPEBOIOB
JIEHEXHBIX CPEACTB C HCIIOJB30BaHMEM CpPEACTB KpUNTOrpadUuecKod 3allUThl
uapopmanuu (nanee — CK3U) oneparopamu Mo nepeBody ACHEXHBIX CPEICTB,
0aHKOBCKMMH IIIATEXHBIMH areHTaMu (cybareHramu), OmepaTopamMH YCIyr
HH(GOPMAITMOHHOTO O0OMeHa, olepaTopaMM IUIaTEXHBIX CHCTEM, OIllepaTopamu
YCIAyr IUIATEXHON HWHPACTPYyKTYpHI, OMEpaTopaMd 3JIEKTPOHHBIX ILI1aThopM
OCYIIECTBIIAETCS B COOTBETCTBHH ¢ PenepansHbIM 3akoHOM OT 6 anpens 2011 roga
Ne 63-®3 «O6 anektporHO# oamuck» (manee — OenepanbHbIi 3aK0H 0T 6 anpens
2011 roga Ne 63-®3), [Tonoxenuem o pa3paboTke, IPOU3BOACTBE, pealln3alvu U
SKCILUTyaTalldd  IMHGPOBANBHBIX  (KpunTorpadu4eckux) CpeACTB  3alllUThI
uHpopmaiuu (ITonoxenne I1K3-2005), yreepxaeHHbIM npukazoM DenepainbHOU
cyx6b1 6e3onacHocT Poccmiickoii ®enepaunn ot 9 despans 2005 roga Ne 662
(manee — [Monoxxenue I1K3-2005), u rexaudeckoit nokymeHtauueir Ha CK3U.

Obecneuenue 3alUThl MEPCOHANBHBIX AaHHBIX ¢ Mcnojb3oBaHueM CK3U
OCYILECTBJISETCSA B COOTBETCTBUU ¢ noctaHosieHueM [IpaButenscrsa Poccuiickoid
®enepanuu ot 1 HOsOps 2012 roma Ne 1119 «O6 yTtBepxaeHnu TpeboBaHUI K
3alliTe NMEPCOHANBHBIX AaHHBIX MpU UX 00paboTke B MHPOPMAILMOHHBIX CUCTEMAaxX
TIepCOHANIBHBIX JaHHBIX» U InpukazoM DenepanpHoit caykObl 6e30macHOCTH
Poccuiickoit ®enepanuu ot 10 uronst 2014 roxa Ne 378 «O6 yrBepxaenun Cocrasa

H COHCpXaHHA OpraHU3allUOHHBIX HU TEXHHUYECKHX MEp IIO obecrneueHunO

I 3apeructpuposan Muniocrom Poccun 14 mas 2013 roma, peructpauuoHsbiit Ne 28375, ¢ H3MeHeHHAMY,
BHeceHHuIMu npukazamu OCTIK Poccun ot 23 mapra 2017 rona Ne 49 (3apeructpuposad MuHioctom Poccun
25 anpens 2017 rona, peructpaunoHHblii Ne 46487), ot 14 mas 2020 roma Ne 68 (3apeructpuposad Muuioctom
Poccuu 8 utons 2020 roaa, perucrpauroHusiif Ne 58877).

2 3apeructpupoBaH MuHioctom Poccuu 3 mapra 2005 roma, peructpauuoHHsiif Ne 6382, ¢ u3MeHeHuAMH,
BHeCeHHbIMU npukazom ®CB Poccun ot 12 anpens 2010 ropa Ne 173 (3apeructpupoBaH MuHioctom Poccum
25 mas 2010 roaa, peructpaunonubiii Ne 17350).
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6€30MacHOCTH IIEPCOHANBHBIX AaHHBIX MPHU WX 00paboTke B MH(OPMAIMOHHBIX
CHCTeMaXx IIEPCOHANBHBIX JIAHHBIX C HCIIOIB30BAaHUEM CPEJICTB Kpunrorpaduieckon
3alMThl  HH(QOpMAlMK, HEOOXOOUMBIX /ISl BBIIOJHEHHS YCTAHOBJICHHBIX
IMpaButenscTBoM Poccutickoit Penepanuyn Tpe6oBaHMH K 3alMTE MEPCOHAIBHBIX
JaHHBIX IJIS KaXIOro M3 ypoBHeM 3ammumenHoctw»' ¢ mpumenenmem CK3H,
HMEIOLMX TOATBEP)KACHUE COOTBETCTBHS TpeOOBaHMSAM, YCTaHOBJIECHHBIM
desepanbHEIM OPraHOM HCIIOJHHTENILHOM BIACTH, YIOIHOMOYEHHBIM B 001acTH
obecrnieyeHus Ge30MaCHOCTH, IPH OCYLIECTBIEHUH PETYIMPOBAHHUS B COOTBETCTBUU
C IDYHKTOM «II» 4YacTH nepBoil crateu 13 @DenepanbHOro 3akoHa OT 3 ampers
1995 roma Ne 40-®3 «O odenepanpHOit  cimyxbe — Ge3omacHOCTH»
(nanee — TpeGoBaHMs, YCTAHOBICHHEBIE (peaepaTbHBIM OPraHOM HCIIOJIHHTEIBHOM
BIACTH, YIOJHOMOUYEHHBIM B o0jactu obecreueHnss 06e30MacHOCTH), H
obecreynBaONMX HeHTpaU3alrio Yrpo3 0e30IacCHOCTH NEPCOHANBHEIX JaHHBIX,
onpeneneHHBX bankom Poccur B COOTBETCTBHM € 4YacTbio 5 crated 19
denepansHoro 3akona ot 27 urons 2006 roga Ne 152-D3.

B caydae ecnu omeparopbl IO NMEepeBOAY ACHEXKHBIX CPEACTB, OAaHKOBCKHE
IUIaTe)XHBIE areHThl (CyOareHThl), OoIepaTopsl YCIyr MHPOPMAalMOHHOIO OOMEHa,
OIepaTophl IUIATEXHBIX CHCTEM, ONEpaTOpPhl YCIYT IUIATEXHOH MHPPACTPYKTYypBHI,
omeparopbl  3JMeKTpoHHBIX Itar¢popm npumensior CK3M  poccwuiickoro
npousBogutens, ykasanusle CK3W nomKHBI UMETh CepTUOUKATHI COOTBETCTBHS
TpeGOBaHUAM, YCTAHOBJICHHBIM (peAepanbHBIM OPraHOM HCIOJHUTEIBHON BIACTH,
YIIOJTHOMOYEHHBIM B 001acTi obecriedeHns 6€30MacHOCTH.

1.8. Omneparopsl 1O IepeBOAY [AEHEXKHBIX CPEACTB, OaHKOBCKHE
IIaTeXHbIE areHTHl (CyGareHTsl), omnepaTopsl yCIyr MHGOpMalUOHHOTo o6MeHa,
OIepaTopbl YCNIYr IUIaTEeXXHOW HMHQPAaCTPYKTYphl, OINEPATOPhl IJIEKTPOHHBIX
aTdopM MpH B3aUMOAEHCTBUM B LENAX OOECHEeUCHUs] KOHTPOJS LEJTOCTHOCTH
3JIEKTPOHHBIX COOOILEHUI U MOATBEPKACHUS MX COCTABIICHUS YIOJIHOMOYEHHBIM
HA 9TO JIMUOM JOJDKHBI MCIIOJNB30BaTh YCUIEHHYIO JJIEKTPOHHYIO HOIIKMCH B
cooTBeTcTBUH ¢ TpeGosanmsMu DenepansHoro 3akoHa ot 6 ampens 2011 roxa

Ne 63-03, co3maHHYIO C MCMOJNB30BaHUEM CPEACTB IJEKTPOHHOM MOAMHUCH U

I 3aperucrpuposan Munioctom Poccnu 18 asrycra 2014 rona, peructpaunonnbiii Ne 33620,
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CPEICTB YIOCTOBEPSIOIIEr0 LEHTPa, HMEIOIIUX CepTU(UKAT COOTBETCTBUS
TpeOOBaHHUsAM, YCTAHOBIICHHBIM (De/iepaibHbIM OPraHOM HCIIOJIHUTEIBHON BIACTH,
YIIOJTHOMOYEHHBIM B 00J1acTH obecreueHus: 6e301acHOCTH.

1.9.  TlpusHaHue 3JIEKTPOHHBIX COOOINEHHH, MOAMUCAHHBIX 3IEKTPOHHOM
IIOIMCHIO, paBHO3ZHAYHBIMH JOKYMEHTaM Ha OyMa)XHOM HOCHUTENE, IOANKCAHHbIM
cOOCTBEHHOPYYHOH MOJIMUCHIO, OIepaTopaMH IO IMEPEeBOJY ACSHEXHBIX CpPEeICTB,
OaHKOBCKHMH IUIaTEXXHBIMH areHTaMu (cyOareHTamu), omeparopamMd YCIyT
MHGOpPMaIIMOHHOTO 00MeHa, omepaTopaMé YCIYTr ILIaTeXHOH HHOPacTPyKTYphI,
orepaTopamMH 3JIEKTPOHHBIX IUIATHOPM JOMKHO OCYILECTBIATHCS B COOTBETCTBUU

co cratheit 6 OenepansHoro 3akona ot 6 anpens 2011 roga Ne 63-D3.

['mapa 2. TpeGoBanuss K oOecmedeHHI0 OMepaTOpaMH 10 IEPEeBOAY
JAeHEeKHBIX CPEeICTB, MOCTABINHKAMHY IJIATEXKHBIX NPHI0MKEeHUTH
(nMpu MX NMpHBJIEYEHUH ONEPATOPAMH MO MepeBOAY JAeHEe:KHBbIX
cpeacTB) 3amuThbl  HHpOPMAIMM NPH  OCYLIeCTBJIEHHH

nepeBoa0B ACHEKHBIX CPEACTB

2.1. OnepaTopsl TO NEPEBOAY JACHEXKHBIX CPEICTB IOJKHBI BBHIMOJHATH
TpeOOBaHHSA K OOECIEeYEHUIO 3allluThl HHGOpPMAaNWHd TMpPH OCYLIECTBICHUU
OaHKOBCKOH [EATEIbHOCTH, CBSI3aHHOM C OCYIIECTBICHUEM I1€PEBOJIOB JAEHEXHbIX
cpenct, B coorBeTcTBUU C [lonoxenunem banka Poccun ot 17 anpens 2019 rona
Ne 683-I1 «O6 ycraHoBieHHM 00f3aTeNbHBIX [N KPEIWTHBIX OpraHM3aLMA
TpeOoBanuift k oOecreueHNIo 3alIUThl MH(QOPMAIMM TPH  OCYIIECTBICHHU
OaHKOBCKOH NEATEIBHOCTH B LIEJIAX IPOTUBOAECHCTBHS OCYIIECTBIECHHUIO IIEPEBOIOB
JEHEXHBIX CpefCcTB Oe3 cornacus Kiuentay' (manee — [lonoxenue Banka Poccun
ot 17 anpens 2019 roga Ne 683-I1).

2.2. Oneparopsl 10 NepPeBOAY AECHEXHBIX CPEICTB B ILENAX peanu3alyy
TpeboBaHMiA kK 0OecleueHUIO 3aIlUThl HHGOPMALMK AODKHBI O0ECTIEUUTh 3aIlUTy

clieAyIoLIeH 3aIrIIaeMoi HHGOPMAaLUH:

! 3apeructpuposano MuHioctoM Poccun 16 mas 2019 rona, pervictpauuoHHbit Ne 54637, ¢ u3meHeHUsMu,
BHeCcEeHHbIMU Ykazaunem banka Poccuu ot 18 despans 2022 ropa Ne 6071-V (3apeructpruposaHo MuHioctom Poceun
20 uvroHs 2022 roaa, peructpauMoHHblit Ne 68919).
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ykazanHo# B nyHkre 1 [Nonoxenus banka Poccun ot 17 anpens 2019 roxa
Ne 683-I1,;

00 ocTaTkax JI€HeXXHBIX CpeACTB Ha OaHKOBCKMX cHeTaX KIHEHTOB
OIIEpPaTOPOB I10 IEPEBOTY ACHEXXHBIX CPEACTB;

00 ocTaTKax 3JEKTPOHHBIX ACHEKHBIX CPEJCTB KIMEHTOB OIIEPATOPOB IIO
TIEPEBOY AEHEXHBIX CPEICTB;

0 KOHWTrypauuu, ompejenstomeli mnapaMeTpsl paboTBl OOBEKTOB
UH(POPMAIHOHHOM HHPPACTPYKTYPHI, TEXHUUECKHMX CPEJCTB 3alIUThl KH)OPMAIIHH.

2.3. Oneparopsl MO TEPEeBOAY ACHEXHBIX CPEACTB JOJDKHBI 00ecrneynBaTh
IIpOBe/IeHrEe OL[EHKH COOTBETCTBHUS 3alUThl MH(QOpMAIMU HE peXe OAHOTO pasa B
IBa roza.

2.4.  Omeparopsl 0 MEPEBOJY NEHEKHBIX CPEICTB JODKHBI 0OecTIedUBaTh
ypOBEHb COOTBETCTBHS  3aIlMTHl MHPOpPMAUWKM HE HHXKE UYETBEpPTOro,
IpeIyCMOTPEHHOr O TIOAMYHKTOM «» myHKTa 6.9 paznena 6 'OCT P 57580.2-2018.

2.5. Omeparopbl IO TEPEBOAY MACHEXHBIX CpPEICTB, SBISIOLIMECS
CUCTEMHO  3HAUMMBIMH  KPEAWTHBIMH  OpraHu3alusM{,  KpeAUTHBIMH
OpraHu3alysAMH, TpU3HaHHBIMU bankoM Poccuu 3HaUMMBIMU Ha phIHKE IIATEXHBIX
YCIIyT, B Cllydae MPUHSATHUS pellIeHHs O HEOOXOIUMOCTH NPOBEICHUS CepPTUDHUKALIIH
IPHMKJIAIHOrO IPOrpaMMHOro obecredeHus aBTOMATHU3UPOBAaHHBIX CUCTEM U
MPUIOKEHHHA, a TaKkKe OTOENBHOr0 MNPOrPaMMHOIO OO€cledeHus MOJIKHBI
o0eCreynTh CepTHPHUKALMIO NPHUKIATHOIO TNPOTrpaMMHOro  obecredeHus
aBTOMATH3HPOBAaHHBIX CHCTEM W IpPUJIOXKEHHe, a Takke OTAEIbHOIro
IpOrpaMMHOro ofecredeHuss He HibKe 4 YpPOBHS JOBEpPHs B COOTBETCTBHHU C
npukazoM DenepainbHO CIIyXKObI 10 TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJIO OT
2 utons 2020 roga Ne 76!,

OmnepaTopbl IO NEPEBOAY IEHEXHBIX CpPEeACTB, HE yKa3aHHble B ab3ale
IIEPBOM HACTOSALIErO0 ITyHKTa, B Clydae NPUHATHUS PEUICHHs O HeoOXOAMMOCTH
IpOBeIeHUsT  CepTH(UKAIMKM MPUKIATHOTO  IMPOrPaMMHOro  obecrnedeHus

aBTOMAaTU3HUPOBAHHBIX CUCTEM U HpHJ’IO)KCHHﬁ, a TaKXX€ OTACJIBHOI'O IIPOrpaMMHOIO

! 3apeructpuposan Munioctom Poccuu 11 centsnibps 2020 rona, peructpaunonnsiii Ne 59772, ¢ n3amMeHeHuamMm,
BHeceHHbiMU nprkazom OCTIK Poccuu ot 18 anpens 2022 ropa Ne 68 (3apeructpupoBan Munioctom Poccun
20 wions 2022 ropa, peructpaunoHHblit Ne 69318).
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obecrieueHus JOKHBI 00eCIeYUTh CepTH(HUKAIMIO MPUKIALHOTO IPOTPaMMHOTO
obecrieueHus ABTOMATH3HUPOBAHHBIX CHUCTEM 7 NIPUITOXKEHUH,
a TakXe OTJEeJBHOTO IPOrPaMMHOI0 oOecreueHuss He HUXKE 5 YPOBHS JOBEpHUs
B COOTBETCTBHH ¢ npukazoM DexepanbHOd CiyXObl N0 TEXHHYECKOMY
¥ 9KCIIOpTHOMY KOoHTpoutto oT 2 moHs 2020 rozga Ne 76.

2.6. Omneparopsl MO IEPEBOAY ACHEXHBIX CPEACTB HOJDKHBEI YCTaHOBMTH
MOPANOK UX MHOOPMUPOBAHUS NPUBIECKAEMBIMA UMH OaHKOBCKUMH IIIaTEXHBIMH
areHtamMd (cyOareHTamu), oOIepaTopaMH YCIyr HH(OpMaLMOHHOIO oOMeHa
O BBISIBJIEHHBIX UMH HHIMAEHTaX 3aIuThl HHpopManuu. OnepaTopsl 10 NIEPEBOLY
JIeHEKHBIX CpeACTB 110 3anpocy banka Poccuu nomkHs!l HanpasiaTh B bank Poccun
CBeleHMs 00 MHUMIEHTAX 3aIlMThl HHPOpPMALKU, IOIy4deHHbIe OT IPHUBIIEKAEMBIX
UMM OaHKOBCKMX ILIATE)XHBIX areHToB (cybareHTOB), ONEpPaTOpPOB YCIYT
HHGOPMAITHOHHOTO OOMEHa.

2.7. Omepartopbl MO TEPEeBOAY [AEHEXHBIX CpPEACTB B  Clly4asx,
Ipe1yCMOTPEHHBIX JIOTOBOPAMH C KIIMEHTAMH, COJIEPXKALIMMH YCJIOBUS YKa3aHHOTO
B yacth 1 crareu 9 ®epepansHoro 3akoHa oT 27 uroHa 2011 roma Ne 161-®3
ZIOroBopa 00 MCIOJIb30BaHUH JIEKTPOHHOTO CPECTBa MIIATekXa, YCTaHABIMBAIOT B
OTHOILIEHUM OIEPAaLUi MO OCYIIECTBICHUIO NEPEeBONOB [JCHEXKHBIX CPEJICTB,
OCYLIECTBIISIEMBIX C MCIIONB30BaHHEM ceTH «VIHTepHeT», yKa3aHHbIE B 3asBJICHUAX
KJIMEHTOB OTPpaHHYCHHs MO NapamMeTpaM OIepaluii, B TOM YHUCIE OrpaHUYEHUS,
yka3aHHble B myHKTe 2.10 nacToswmero Ilonoxenus.

2.8. Ilpm ocyllecTBIEHHHM TE€PEBOAOB  JEHEXHBIX  CPEICTB €
HCIIOJIb30BaHMEM CeTH «VIHTepHET» U pa3MeIleHUH MPOrpaMMHOro obecredeHus,
HCIIOIb3YeMOr0 KJIMEHTaMH OIEpaToOpOB IO NEPEBOAY ACHEXHBIX CPEACTB IIpU
OCYIIIECTBJICHUU NIEPEBOJIOB IEHEKHBIX CPEICTB, HA CPEACTBaX BBIYHUCIUTEIBHOM
TEXHHUKH, AIA KOTOPHIX OIeparopaMd [0 IEPEeBOAY JEHEXHBIX CPEICTB HE
obecreunBaeTcss HEMOCPEACTBEHHBIH KOHTPONb 3aIlUThl HHOOpMALMH  OT
BO3JEUCTBUS BPEIOHOCHOIO KOZa, OIepaTophl IO INEPEBOAY AEHEKHBIX CPEICTB
JIOJKHBI peaii30BaTh TEXHOJNOTMYECKHe MEphI U (MJIK) pean30BaTh OrpPaHUYEHHs
TI0 TIapaMeTpaM OIepalyil 10 OCYILLECTBIECHUIO N1EPEBOIOB JACHEKHBIX CPEJICTB Ha

OCHOBAHHHU 3asBJIEHUNl KJIHEHTOB B OTHOLUEHUU onepaunﬁ o OCYHICCTBJICHHUIO
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IIEPEBOJIOB JICHEXHBIX CPEICTB, B TOM 4KCJIe B COOTBETCTBUM C 4YacThlo 9
crateu 20 ®enepansHoro 3axona ot 27 urons 2011 roga Ne 161-D3.

2.9. TexHomoruueckue Mephl, yKa3aHHble B IyHKTe 2.8 HaCTOSILIETo
ITomoxeHus, NOJDKHEI [IpelycMaTprBaTh:

MeXaHU3Mbl HAEHTH()HUKAMA M ayTeHTU(OUKAWMK KIHEHTa oleparopa IIo
IIEPEBOAY JEHEXKHBIX CPEeACTB IpH (GOpPMUPOBaHUM (IIOATOTOBKE) H IIPH
MOATBEPXKIECHAM WM  JJEKTPOHHBIX  COOOILEHMH B  COOTBETCTBHH  C
3aKoHoAaTeascTBOM Poccuiickoit Deaepanuy;

MEXaHU3Mbl IBYX(aKTOpHOW ayTeHTHU(UKALUM KJIMEHTa oleparopa IIo
IIepEeBOly [JEHEKHBIX CpPENCTB IIPY COBEpPIIEHWH UM JeHCTBHM B 1LeIax
OCYILIECTBJICHHS IIEPEBOAOB ACHEKHBIX CPE/CTB;

MEXAHHU3MbI U (HJIM) TPOTOKOJIBI (POPMUPOBAHUS U OOMEHA 3IEKTPOHHBIMU
COOOIIEHUSAMHY, OOECIIEYMBAIOIINX 3AIIUTY OJIEKTPOHHBIX COOOLIEHUH OT
ucKaxeHus,  (anpcudurauny, — Nepeajpecallid,  HECAaHKIHOHHPOBAHHOI'O
O3HaKOMJIEHUS M (WIM) YHHYTOXXEHHS, JIO)KHOW aBTOpPHU3alLMH, B TOM YHCIE
ayTeHTH()HUKAIMIO BXOJHBIX YNEKTPOHHBIX COOOILEHHIH;

B3aUMHYIO (IBYXCTOPOHHIOI) ayTeHTU(GHUKAIMI0O YYacTHUKOB oOMeHa
CPEICTBAMH BBIYHCIIUTEIBHOW TEXHUKH OIEpaTOpOB IO IEPEBOAY JEHEXKHBIX
cpencTB, OAaHKOBCKHMX ILIaTE€XHBIX areHToB (cy0areHToB), ONEpaTopoB YCIYyr
HH()OPMAIIMOHHOTO OOMEHa, OIepaTopoB YCIYT IIATEXHOM HHQPACTPYKTYpH,
OIepaToOpOB JJEKTPOHHBIX IUTATGOpPM, KIHEHTOB OIEPAaTOPOB IO MEPEBOAY
JICHEXHBIX CPEICTB;

BO3MOXXHOCTB MCITIOJIB30BAHUSI KJIMEHTOM OIIEPaTOpa [0 EPEBOAY ACHEXKHBIX
CpEeICTB HE3aBHCHMBIX MPOTPaMMHBIX cpell Ui (GopMHpoBaHUS (IIOATOTOBKH) H
TIOATBEPXKAECHUS ITIEKTPOHHBIX COOOIICHHM;

BO3MOXHOCTb KOHTPOJIS KJIMEHTOM OIEparopa IO IEepeBOAY IEHEXHBIX
CPEACTB PpEKBHU3UTOB DAaCIOpPSHKCHHH O IIE€PEeBOAE [EHEKHBIX CpEICTB IIpU
dopMupoBaHHK ([TOTOTOBKE) 3NEKTPOHHBIX COOOINEHMH (MaKeTa 3JIEKTPOHHBIX

COOOLIEeHUH) ¥ UX TIOATBEPXKICHUH;
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BO3MOXXHOCTh YCTAHOBJIECHHS BpPEMEHHBIX OTrPaHWYEHHH Ha BBIIIOJIHEHUE
KJIMEHTOM OIllepatopa II0 IMEepeBOAy JEHEXHBIX CpEeICTB IOATBEPXKICHHS
3JIEKTPOHHBIX COOOILEHH;

(GyHKLUN IepefaBaeMOro KJIMEHTY oIeparopa [0 NepeBOAy AEHEKHBIX
CPEJCTB MPOrpaMMHOIO OOECIIEYECHHUS, HCIIOJIB3yEMOI0 IIpH OCYLIECTBICHUH
IIEPEBO/IOB JAEHEKHBIX CPEICTB U IIPeJHA3HAYSHHOTO AJIS yCTaHOBKH HAa MOOMJIBHBIE
YCTPOMCTBa KJIHMEHTa omepaTropa IO NEepeBOAy ACHEXHBIX CPEICTB, CBA3aHHEIE C
BBISIBIEHHMEM MOIMGbHUKAIMM MOOMIBHOIO YCTPOMCTBA KIHEHTa oOIepaTopa IIo
IIEpEeBOAY  JEHEeXHBIX CpeACTB C  HCIONB30BaHMEM  HENEKIapUPYEMBIX
BO3MOXHOCTEM, B TOM 4HCJIEe JeakTUBAalMK (OTKIIOYEHHS) MEXaHH3Ma
pasrpaHHYeHHs JOCTyIa (Hanee — HeAeKnapupyemas MOAU(UKAIsI MOOHIBHOTO
YCTpOMCTBA KJIMEHTa), 8 TAaKXKe yBeIOMJIEHHEM KIIHMEHTa OIeparopa I0 IEPEeBOaY
JEHEXHBIX CPEACTB O Cly4asx HeaekiapupyeModl MoAu(UKalu¥ MOOUIBHOrO
YCTpOMCTBA KJIHMEHTa C YKa3aHHEM PHCKOB HCIIOJIb30BAaHMs TAaKOIO YCTPOMCTBa
(Mpy HAJTMYUK ~TEXHUYECKOHM BO3MOXKHOCTHM peaM3allid  COOTBETCTBYIOLIMX
(bYHKIMIA).

2.10. Ilpu peann3zaumd OTpaHMYEHWM @O MapaMeTpaM oOIlepalyil 1o
OCYILECTBIIEHHUIO TIEPEBOJOB JIEHEKHBIX CPEJCTB IPUMEHSIOTCS OIPaHUYEHUS Ha!

MaKCHMAJIbHYIO CyMMY IepeBOJia IEHEeXHBIX CPEACTB 3a OAHY ONEPALUIO U
(unK) 3a onpeieNICHHBIN [TEPUOJ] BPEMEHHY;

repeueHb BO3MOXKHBIX MOJIy4yaTesieil IeHEKHBIX CPEACTB,;

BPEMEHHOM IIepHoJ, B KOTOPBII MOTyT OBITh COBEPIUCHBI IIE€PEBOJBI
JIEHEXHBIX CPELICTB;

reorpaU4ecKkoe MECTOIOJOXKEHHE YCTPOHCTB, C HCIIOIB30BAHUEM
KOTOPBIX MOJXET OCYILECTBIAThCS ¢(opMupoBaHue (MOATOTOBKA) H (WIH)
MIOATBEPXACHHE KIMEHTOM OIlepaTopa IO IEpeBOAY MHEHEXHBIX CpPEICTB
3JIEeKTPOHHBIX COOOIIECHU;

nepedeHb HAEHTU(UKATOPOB YCTPOMCTB, C UCIIOIB30BAaHUEM KOTOPBIX MOXKET
OCYIIECTBIATHCS (popMHUpOBaHKE (OATOTOBKA) U (MIIH) IOATBEPKACHUE KIHEHTOM

oreparopa Io MepeBO/y AEHEKHBIX CPEJICTB EKTPOHHBIX COOOIIECHHUH;
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MepeueHb MPeJOCTaBIsEMbIX YCIOYT, CBSI3aHHBIX C OCYLIECTBICHHEM
IIEpEBO/IOB ICHEXKHBIX CPEJICTB.

Ormnepatopsl 10 MepeBOLy ACHEKHBIX CPEJICTB B CIIydasiX, IPey CMOTPEHHBIX
JIOTOBOPAaMH C KJIMEHTAMH, COAEPIKAILMMH YCIIOBUS yKa3aHHOro B 4acTH 1 crateu 9
denepansHoro 3akoHa ot 27 wmroHs 2011 roma Ne 161-®3 morosopa 06
HCIIONB30BAHMH 3JIEKTPOHHOTO CPEJCTBa ILIaTeXa, Ha OCHOBAaHHMU HX 3asBJICHUM
BIIpaBE YCTAHOBUTH HHBIE OrPaHW4YEHUs 10 [apaMeTpaM OIepalui 1m0
OCYIIECTBJIEHHUIO NIEPEBOJIOB ACHEXHBIX CPEACTB.

2.11. KouTtpoas 3a cobmoaeHreM 0aHKOBCKUMH ILIATEXHBIMH areHTaMu
(cybarenTamu) TpeGoBaHMit K oOecredeHMIO 3amUThl HMHQOpPMAalLUM IIpH
OCYIIECTBJIEHHH [TEPEBOIOB JCHEKHBIX CPEJCTB OCYILECTBISIETCS ONEPATOPAMHU 110
IIEPEBOY MIEHEXHBIX CPEICTB Ha OCHOBAaHHMH JOTOBODA, 3aKIIOUEHHOIO MEXKAY
oneparopamMd IO IepeBOJy MACHEXKHBIX CpPEACTB M IPHBIEKAEMBIMH HMH
0aHKOBCKMMH IUIATEXHBIMH areHTaMH B COOTBETCTBMM 4YacTbhlo 2 craThd 4
denepanpHoro 3akona ot 27 utoHg 2011 roga Ne 161-D3.

OrnepaTopsl 10 IEPEBO/ LY AEHEXKHBIX CPEJICTB MPH NPHUBIEYEHUH OaHKOBCKHX
IUIATEXXHBIX areHToB (Cy0areHToB) JOJDKHBI Ha OCHOBE CHCTEMBl YIIPAaBIICHHS
PHCKaMH OMpPENENUTh AT HHUX KPUTEPUH HEOOXOJUMOCTH M IEPUOAMYHOCTH,
TeCTHPOBaHMWsS HAa NPOHMKHOBEHWE M aHaNM3a YS3BUMOCTEH HH(OPMALOHHOM
6e30macHOCTH 00bEKTOB HHPOPMAIIMOHHON HHPPACTPYKTYpBhI, NPOBEAEHUS OLEHKH
COOTBETCTBHA 3alUTHl WHGOpPMALMM, CEPTU(PUKALMN HIX OLEHKH COOTBETCTBHS
IPHKJIAJHOTO TIPOrPaMMHOro oOecnedeHHs aBTOMATH3MPOBAHHBEIX CHCTEM H
NPUIOKEHUM, a TAKXKe OTIAETBHOI0 IPOrpaMMHOTO 00eCTIeYeHH sl

[TonyueHHe OmepaTopamMy IO MepeBOAY IEHEXKHBIX CPEACTB HHYOPMALMH O
cobroneHun orepaTopamu ycIayr UHGOPMaIMOHHOTO oOMeHa,
PeJOCTABIISIOIIMMY YCIyTH HHGOPMaLMOHHOrO 0OMEeHa OIepaTopaMm I10 IIEPEeBOLY
IEHEXHBIX CPEeNCTB, TpeCoBaHUM K OOecrnedeHMIO 3alluThl MHQOpMalUH IpH
OCYIIECTBJIEHUU TEPEBOJOB IEHEKHBIX CPEICTB OCYILECTBIACTCS HA OCHOBAHMH
3aKJIFOYEHHOr0 JOroBopa MeXIy OIepaTopaMu IO IIEPEeBOIYy AEHEXHBIX CPEACTB U
onepaTtopaM# YCIyr HHGOPMAlHOHHOTO oOMeHa B COOTBETCTBMM C IyHKTOM 33

crateu 3 MenepansHoro 3akoHa ot 27 mioHs 2011 roga Ne 161-@3.
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2.12. TIpyu OCYIIECTBIEHUH OIepaTOpaMu IO MEePEeBOLY JACHEXHBIX CPEICTB
MIOATBEPXK/ECHHUS COBEPILIEHUSI NEPEeBOJOB JEHEXXHBIX CPEACTB C MCIIOJIb30BAHHUEM
3JIEKTPOHHOM MOYTHI, B TOM HYHKCIe NP NIPEJICTaBICHNH KIMEHTaM OIEpaToOpOB I10
IepeBOy NEHEXXHBIX CPEACTB CIIPABOK (BBIIHMCOK) [0 OAHKOBCKMM OIIEPAlMsaM M
O0aHKOBCKHM CYETaM, OINEpaTophl IO INEepPEeBOAY MAEHEXHBIX CPEICTB JOJUKHBI
peann30BbIBATE MEXaHU3MBI IOATBEPXKACHUS NPUHAIJIECKHOCTH KIHMEHTY ajapeca
3JIEKTPOHHOM IMOYTHI, Ha KOTOPBIH ONEpaTopoM IO NEPEeBOAY ACHEXHBIX CPEICTB
HAITPaBJISIOTCSA YBEAOMIIEHHS O COBEPIIEHHBIX NIEPEBOAAX ACHEXHBIX CPENICTB.

2.13. Tlpu mpuBJeYEeHUHU OllepaToOpaMu IO IEPEBOAY HEHEXKHBIX CPENCTB
IOCTABIIMKYM  IUIATEXKHBIX  MPWIOXKEHHK, INPEAOCTaBIAIOIIMAE  IUIATEKHBIE
IPUIIOKEHHUS 1JIs KX MPUMEHEHHS KIIMEHTaMU OIIePaTOpPOB 110 IEPEBOY AEHEKHBIX
CPEJNCTB, HOJDKHBI 00ECTIEYUTh COOTBETCTBHE YKa3aHHBIX IIATEXHBIX MPHIIOKEHUH
TpeGOBaHUAM K 3alIUTe WH(OPMALNH, YCTAaHOBJICHHBIM B OTHOIUEHHMHU IIPOBEIECHHUS
paboT 1o paspaboTke, cepTH(UKALNK U (MIH) OLIEHKE COOTBETCTBHUS IPHUKIIAJHOIO
IPOrpaMMHOTO O0ecrieueH s aBTOMAaTH3NPOBAHHBIX CHCTEM M IPUIIOXKEHUH, a
TaK)Xe OTAEIBHOrO IPOTPaMMHOro obecredeHus, MpU HAIMYUMH YKa3aHHBIX
TpeGOBaHMiA B JOrOBOpax, 3aKTIOYEHHBIX TOCTaBIIMKAMH IIATEXHBIX IIPHIIOKEHUHA
C omepaTopaMy II0 TEPEBOLY ACHEXKHBIX CPEICTB B COOTBETCTBHM C IIyHKTOM 29

cratbu 3 ®enepansHoro 3akoHa ot 27 utonst 2011 roga Ne 161-D3.

I'naBa 3. TpeGoBaHusi Kk oOecnme4eHHI0 O0AHKOBCKHMH IJIATeKHBIMH
areHTaMH (cybareHTaMH) (IpH HX NPHBJICYEHHH /ISl y4ACTHS
B OCYLIECTBJIEHHH MEPEBOJOB AEHEKHbIX CPEACTB) 3aLUHThI
nHpopManMH NpPH OCYLIECTBJIEHHH IE€PEeBOJOB JA€HEeKHbIX

cpeacTB

3.1. baHKOBCKHE ILIaTeXHbIE areHThl (cyOareHThl), 3a HCKIIOYCHHEM
0aHKOBCKHMX IUIATEXHBIX areHTOB, OCYIICCTBIISIOIIMX OIEPALMM ILIATEXHOIO
arperaropa, JOJKHBI oOOecleuuBaTh 3aIUUTy HHPOpMAUMM IIPH Y4acTUH B
OCYILIECTBICHHH IIEPEBOJOB JEHEKHBIX CpPEACTB B OTHOIUEHHMH CIIEHYHOIINX

onepanuii:
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NPUHATHE OT (PU3UYECKOTO JIUIA HATUYHBIX AEHEXKHBIX CPELICTB, B TOM YHCIIE
C IpUMeHeHHeM 0aHKOMATOB;

BeIZIaYa (PU3NYECKOMY JIHMIly HAJMYHBIX J€HEXHBIX CPEICTB, B TOM YHUCIE C
IpHUMeHEeHHeM OaHKOMATOB;

IPUHATHE OT IOPUANYECKOrO JIHLA, UHAUBUAYAIBHOTO IPEANPUHUMATENS U
UHBIX JIMII, YKa3aHHBIX B yacTu 12 crarten 14 DexepanbHOro 3akoHa oT 27 HIOHA
2011 roga Ne 161-d3, HaTHUHEBIX JE€HEXHBIX CPEACTB C IIPUMEHEHIEeM 6aHKOMATOB
B LIEJIAX 3a4YMCJICHHS NMPUHATHIX HATMYHBIX JACHEKHBIX CPEJCTB HA OTKPBITHIE MM
OaHKOBCKHUE CUeTa.

3.2. baHkoBCKHEe IUIATEXXHBIE AareHThl, OCYIIECTBIAIOLIKE OIEepaLuU
IUIATEXKHOIO arperaTopa, J0/DKHEI 00ecreynBaTh 3aluTy HHGOpMaLuH B IIPOLECCE
¢opMupoBanuss  (TIOATOTOBKM)  DJIEKTPOHHBIX  COOOLIEHMH TIpU  IIpHEMeE
3JIEKTPOHHBIX CPEJCTB IUIATeXa IOPUAMYECKUMM JULAMM, HHIUBUAYAIbHBIMH
MpeANPUHAMATENSMH ¥ HHBIMH JMLAMH, yKa3aHHBIMH B 4actu 13 crareu 14!
®depnepanbHoro 3akoHa ot 27 uronst 2011 roga Ne 161-D3, npu yyacTuu B niepeBojie
IEHEeXXHBIX CPEACTB B  MONB3Yy IOPUIMYECKUX  JIHML, HHAMBHIAYAJIBHBIX
NpeqpUHAMATeNeil 1 MHBIX JIMLI, YKa3aHHBIX B 9acTd 13 crateu 14! ®epepansroro
3ako”a ot 27 wuroHsa 2011 roma Ne 161-®3, no omnepauusiM ¢ HCIOJIBE30BAHMEM
IJIEKTPOHHBIX CPEACTB IIATEXA.

3.3. baHKOBCKHE IUIaTEXHbIE areHThl (cyOareHThl), 3a HCKIIOYCHHEM
OaHKOBCKHX IUTATEKHBIX AreHTOB, OCYIIECTBIAIOIIMX OIEPALMHA IIATEXHOrO
arperaTtopa, IIpd COBEpIICHHH OIepalliii, yKa3aHHbIX B IMyHKTe 3.1 HacToslIero
[TonmoxxeHusi, B IENIX peanu3aluy TpeOoBaHWN K OOECIIEYEHMIO 3allMThI
MHOOPMALIMH JO/DKHBI 00€CIIeYHTh 3alIUTy 3alynaeMoi HHGOPMaNUy, yKa3aHHOH
B rpade 3 cTpok 1 u 2 npunoxenus 2 kK HactosaueMy IlonoxeHuro.

3.4. bankoBCKHME IUIaTeXHbIE areHThl, OCYLIECTBIIAIOIIME OINEpaluy
TIIATEXXHOTO arperaTropa, IPW COBEpLICHHU OINepaluii, YKa3aHHBIX B IIyHKTE 3.2
Hactosmiero IlomoxeHus, B ILensx peanuzaurd TpeGoBaHUN K oOecredeHHIo
3aIMTEl HHPOPMAIMK TO/DKHEI 00ECIIeUUTh 3alUTy 3allUInaeMoil HHPOpMaLuH,

yKa3zaHHO# B rpade 3 cTpoku 3 npuioxeHus 2 K HacTosmeMy Ilonoxenuro.
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3.5. BaHKOBCKHE IIATEXHbIE areHThl (Cy0areHThbl) MODKHBI OOECIeYUTh
peaNn3alii0 MHMHUMAJIBHOTO YPOBHS 3allUThl HMHGOpPMAlMU A1 OOBEKTOB
MHGOPMAIMOHHON HH(PACTPYKTYPbI, IPEAYCMOTPEHHOIO ITyHKTOM 6.7 pasaena 6
I'OCT P 57580.1-2017.

[To pemiennio GaHKOBCKHMX IUIATEXHBIX areHTOB (CyOareHToB) YpPOBEHB
3aI0MThl MHGopMauuy O18 O0O0BEKTOB HHGOPMANMOHHONH HHQPAaCTPYKTYpBHI,
npenycMoTpeHHsI# myHkToM 6.7 pasgena 6 TOCT P 57580.1-2017, moxer 6b1Th
TIOBBIILIEH Ha OCHOBE aHAJIN3a PUCKOB.

3.6. BaHKOBCKHE ILIaTeXHBIE arcHTHl, OCYILUECTBISIOUIUE OIEpaluy
IJIATEXXHOrO arperaTopa, IO/DKHBI INPOBOAMTH OLIEHKY COOTBETCTBHS 3aIIMTHI
HHGOpPMAIIH He peXke OJHOr0 pasa B [Ba rojia.

3.7. baHkoBCcKHMe IUIaTE)XHBIE areHThl, OCYLIECTBIIIOIIME OlEpALMH
IIATE)XXHOTO arperaTopa, JO/DKHBI pealli30BbIBaTh YPOBEHb COOTBETCTBUS 3alUTHI
uH(pOpPMAIIMK He HIDKE YETBEPTOTro, MPelyCMOTPEHHOIO MOJIIYHKTOM «JI» ITyHKTa
6.9 paznena 6 'OCT P 57580.2-2018.

3.8. BaHKOBCKHE IIIaTeXHblE AareHThl (CyO0areHThbl), 3a HCKIHOYEHHEM
OaHKOBCKHX IUIATEXHBIX AareHTOB, OCYIIECTBISIOMIKMX ONEpald IUIATEXHOIo
arperaropa, JO/DKHbI Ha OCHOBE KPHUTEpPHEB, YCTAHOBJIECHHBIX OIEpaTOpaMu IIO
IIEPEBOJYy NEHEXHBIX CPEACTB, MPOBOJAUTH TECTUPOBAHHUE HA NPOHUKHOBEHHE M
aHaIu3 ySI3BUMOCTEH MHQOPMALILOHHOM 0e30macHOCTH 00BEKTOB
MHGOPMAIIMOHHOM HH(PPACTPYKTYPHI, OLIEHKY COOTBETCTBHSA 3aLMTEI MHPOPMalHH,
cepTH(HKAMIO MO OLEHKY COOTBETCTBHS MPHKIAZHOIO IPOrPaMMHOIO
obecrieyeHns aBTOMATU3UPOBAHHBIX CUCTEM M IPUIOXKEHUH, a TAKKE OTAEIBHOIO
IpOrpaMMHOro obecreqyeHusl.

3.9. BaHKOBCKHE [UIaTeXHbIE areHThl, OCYILECTBIAIOLIME ONEpaLlyy
IUIATE)XHOrO arperaropa, HOMKHBI HA OCHOBE KpPUTEPHEB, YCTAHOBICHHBIX
oIepaTopaMy IO IEPEeBOAY IAEHEXHBIX CPEICTB, IPOBOAUTH TECTHPOBAHHE Ha
NPOHUKHOBEHHE M aHAINW3 YA3BUMOCTeH HH(POPMAIMOHHOH 6e30MacHOCTH
00BEKTOB MH(OPMALHOHHOM HHPPACTPYKTYpHI, CEPTHOHUKANMIO HIM OLEHKY
COOTBETCTBHS MPHKIAIHOTO IPOrpaMMHOTO 00ECIeYeHUs] aBTOMATU3UPOBAHHBIX

CHCTCM U npnnoxcem/lﬁ, a TaK)XX€ OTACIIBHOT'O IIPOrpaMMHOTIO obecrieyeHus.
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3.10.B cnyyae UOpHHATHA pelIeHHS O HEeOOXOJUMOCTH IIPOBEACHUS
cepTH(UKAIMK IPUKIATHOTO MMPOrPaMMHOI0 00ecriedeHHs aBTOMAaTU3UPOBAHHBIX
CHCTEM M IIPUIOKEHHWH, a TaKXe OTAENBHOrO INPOrpaMMHOro obecrneveHus
0aHKOBCKHE IIJIATEXKHBIE areHTHI (CyOareHThl) JOMKHBI 00CIIEYUTh CEPTUPHKALIHIO
IPUKJIAHOrO IPOTpaMMHOro ofecleueHus aBTOMATU3UMPOBAHHBIX CHCTEM M
TIPUJIOKEHUIA, 4 TAKXKe OT/JETbHOrO IPOrpaMMHOro obecrieueHus He Hike 6 ypOBHs
J0BEpHs B COOTBETCTBHUHU C IpukazoM PenepainpHOi CIyX OBl 110 TEXHHYECKOMY H
3KCIIOPTHOMY KOHTpOIo oT 2 uioHs 2020 roxa Ne 76.

3.11. BaHKOBCKME IIaTEXHbIE areHThl (CyOareHThl) JOKHBI 00ecneduTh
IpY OCYLIECTBJIEHHH Olepaluii, yka3aHHBIX B IyHKTax 3.1 u 3.2 HacTrosiiero
[TonoXeHH s, pealu3aldi0 TEXHOJOTHYECKUX Mep MO OOECHEYEeHHIO 3ALIUTHI
MHPOpMALMH B COOTBETCTBHM C MPWIOXKEHWAMH | H 2 K HacTosleMy

[Tomoxeuuro.

I'naBa 4. TpeGoBanussi Kk  o0ecrme4yeHHI0O  omepaTopamMd  yCiayr
uHpopMaUHOHHOrO o0MeHa (P OKa3aHHM  YCJIyr
nHpopMaALHOHHOTO o0OMeHa) 3alHThl HHpoOpMaUHH TpH

OCYLIECTBJICHHH NNEPEBOA0B J€HEKHBIX CPEACTB

4.1. Onepatops! yciyr HHGOpMalMOHHOTO 0OMeHa AOJDKHBI 00ecIeunBaTh
3aIIUTy HHOOPMaIK PU OKa3aHUU ONIEPaTOpaM II0 IIEPEBOAY ACHEXKHBIX CPEACTB
yciyr nHGOpPMaLMOHHOTO 0OMeHa B OTHOIIEHHH CIIEAYIOIINX ONEPalltid:

OCYIIECTBJICHWE MEpPEeBONOB JECHEXHBIX CPEICTB C MCIOIb30BAHHEM
3JIEKTPOHHBIX CPEACTB IUIATEXa Ha OCHOBAHUH JIEKTPOHHBIX COOOILECHHH KIMEHTOB
OIIepaTopoB I10 MepeEBOY ACHEXKHBIX CPE/CTB,;

OCYIIIECTBJICHHE [1€PEBOJOB [EHEXKHBIX CpPEACTB C MCIIOJIb30BAHHEM
37IEKTPOHHBIX CPEACTB IUIaTeXa HAa OCHOBaHMM OJJIEKTPOHHBIX COOOIIECHM
MHOCTPAHHBIX MOCTABIIKUKOB IIATEXKHBIX YCIIYT.

4.2. Oneparopsl yciyr HHGOPManMOHHOTO oOMeHa IpH OCYILECTBICHUH
orepanuii, ykazaHHsIX B yHKTe 4.1 Hactosmiero [TonoxeHus, B LeIIX peann3aliu

Tpe6oBaHui K 00ecnedeHHIO 3auThl HHGOPMaLUU JOJDKHBI 00ECIIEYHTh 3ALUTY
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3amMiaeMoi nHopMalum, ykasaHHoi B rpade 3 cTpok 4 u 5 mpusnoxeHus 2 K
HacTosiemy Ilooxenuro.

4.3. Omneparopsl yciyr uHGOpManMOHHOro oOMeHa HOJDKHBI O0ECIeYHTh
peanu3alMio CTAHAapPTHOTO YPOBHS 3aUIMThl HMHQOpMalMu Ui OOBEKTOB
MHGOPMAIIMOHHON MHPACTPYKTYPHI, IPeAyCMOTPEHHOTO IyHKTOM 6.7 pasjena 6
I'OCT P 57580.1-2017.

[To pelLIeHHIO ONEPaTOPOB YCIYr HH(POPMALKMOHHOTO OOMEHa YpOBEHb
3aIIUTEl  MHQOpMaluK [Uis OO0BEKTOB HH(OPMAIMOHHON HHQPacTPyKTypBl,
npenycMoTpeHHbli nmynkroMm 6.7 pazgena 6 TOCT P 57580.1-2017, moxeT 6bITh
MOBBIIIEH Ha OCHOBE aHaJIn3a PUCKOB.

4.4. Omneparopsl yciyr HHGOPMAaMOHHOTO OOMEHa IOJDKHBI IIPOBOIUTH
OLIEHKY COOTBETCTBHS 3allIUThI MHGOPMAIUK HE peke OJHOro pasa B [[Ba roja.

4.5. Oneparopsl ycryr HHGOPMAIMOHHOTO OOMEHa JOJDKHBI pealn30BaTh
YpOBEHb  COOTBETCTBHs  3alUThl HHQOpPMAalMd HE HUXKE YETBEPTOrO,
TIpelyCMOTPEHHOIO IMOIYHKTOM «1» myHKTa 6.9 paznena 6 'OCT P 57580.2-2018.

4.6. B crnyyae [pHUHATHS peElleHHs O TPOBEAEHUU CepTU(DUKALUU
NPUKJIAIHOTO TPOrpaMMHOr0 oOecredeHnss aBTOMAaTU3HMPOBAHHBIX CHCTEM H
IPUIIOKEHHUH, a TAKXKE OTJIEIEHOTO IPOrPaMMHOI0 00ECIIEYEeHuUs OIIEPAaTOPBI YCIyT
HH()OPMAIHOHHOTO OOMEHa IOJDKHBI 00eCIeYuTh CEepTUOHUKALMIO MPUKIIAIHOIO
IpOrpaMMHOr0 o0OecreueHHs aBTOMATH3UPOBAaHHBIX CHCTEM M NPUIOKEHHH, a
TaKXKe OTAEIBHOIO MPOrpaMMHOI0 OOECIedYEHMs HE HIDKE 5 YypOBHS JOBEpHS B
COOTBETCTBHH ¢ npukazoM DenepanbHOR CIoykOBl IO TEXHHYECKOMY H
3KCIIOPTHOMY KOHTpoutto ot 2 utoHs 2020 roaa Ne 76.

4.7. OmepaTopsl ycmyr HHPOpMaUHOHHOTO oOMeHa AODKHBI 00eCIIedUTh
IIpH OCYILECTBIICHUY Ollepallnii, yka3aHHBIX B IyHKTe 4.1 HacTtosero [Tonoxenus,
pean3alyio TEXHOJOTHYECKHX Mep IO 0oOecredeHuIo 3aluThl HHQOPMalMd B

COOTBCTCTBHUH C ITPHUIIOXCHUAMHA lu2xk HaCTOsLIEMY [Tonoxenuro.
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I'maBa 5. TpeGoBanus Kk obOecrnedeHHIO ONEPaTOPaMH IIATEKHBIX
CcHCTEM 3aIUUTHI HHPOPMALMH NPH OCYILECTB/ICHHH NEPEBOAOB

ACHEKHBIX CPeaACTB

5.1. OmepaTophl IUIATEXHBIX CHCTEM B LENAX pealu3alud TpeOOBaHHM K
00€eCIeYeHHIO 3alMThl HHGOPMAIMK JOKHEI OMpPENeIUTh OPAAoK obecrieueHus
3aIMThl HHPOPMAIMHK B IUIATEXHON CHCTEME B COOTBETCTBUY C ITyHKTOM 11 dacTu
3 crateu 28 ®enepanpHoro 3akoHa oT 27 wmtoHs 2011 roma Ne 161-®3, npu
OMpefeeHNd KOTOPOro YYacTHHKH ILIaTe)KHOH CHCTEMBI JO/DKHBI PEajln30BaTh
CJIeIyIOIIHE MEPOIIPHATHS:

YCTAHOBJIEHHE COCTaBa M MOPOrOBLIX 3HAYEHUN IOKa3aTeleld ypOBHs PHUCKa
NH(POPMAaIIMOHHOM 6€30MacHOCTH Y9acTHHKA IJIaTeXHON CUCTEMBI,

peau3alys ornepaTopaMu Mo MepPeBOIy ACHEXHBIX CPEJCTB, SBISIOIIUMHCS
YYaCTHUKAMH I[UIATEXXHOH CHUCTEMBI, W OIEepaTopaMH YCIyr IUIATEXHOM
MHPPACTPYKTYPbl MEXAHH3MOB, HalpaBICHHBIX Ha COONIOAEHHE TpeOOBaHMU K
obecrneyeHuro 3auMThl HHHOPMAIUU NPU OCYIIECTBIIEHUN NEPEBOJIOB JIEHEKHBIX
CPEACTB, M KOHTPOJb HMX COOJIIOJIEHHs OIepaTopaMH IO NEPEBOLY IEHEKHBIX
CpPENCTB, ABIAIOIUMHUCS YYACTHUKAMH IIAT€KHON CUCTEMBI, U ONIEPATOPaMH yCIIyT
IUIaTeXXHON HHPPACTPYKTYpHI,

peai3anus ornepaTopaMy Mo NepeBoay ACHEXHBIX CPEACTB, SBIISIOLIMMUCS
YYaCTHUKAMH TUIATE)KHOHW CHUCTEMBI, W OIEpaTOpaMU yCIyr IUIATEXHOM
MHQPAaCTPYKTYphl ~ IPOLECCOB  BHIBICHUS U UACHTUQHMKAMM  PHCKA
HH()OPMAIMOHHOH 0€30IIacCHOCTH YYacTHHKA IUIATEXXHOHW CHCTEMBI, a4 TaKXe €ro
OIICHKH;

peaM3aLys OolepaTopaMy 10 NepeBOAy ACHEXKHBIX CPEJCTB, ABIAIOILUMHC
y4acTHHKaM{ IUIATeXKHOW CHUCTEMBI, M OIEpaTopaMd YCIyr ILUIaTEXHOH
HH(PaACTPYKTYpHI IIPOLIECCOB pearupoOBaHUs Ha MHIMCHTHI 3alUThl HHOOpMALHK
M BOCCTAHOBJEHHUS IITATHOTO (DYHKLHOHHUPOBaHUS OOBEKTOB MHGMOPMAaLMIOHHOM
HHQPACTPYKTYPHI B ClIyyae peald3alliil HHUHASHTOB 3allIUThl HHpOpMaIiH;

peanu3anys ornepaTopaMH 0 NepeBOAY ACHEXHBIX CPEACTB, ABJIAIOIMMUCS

yY4aCTHUKaMH TJIATeXXHOU CUCTEMBI, H OIf€paropaMu YCJIyr IJIATEXKHOU
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HH(PPACTPYKTYPhl B3aMMOMEHCTBHS NpH oOMeHe uHGpOpMmanueii 006 HHLUUAEHTaX
3alIMThl KH(OPMALIHY;

peanuzanys onepaTopamy I0 IEepPeBOAY AEHEXHBIX CPEJCTB, SBISIOLIMMUCH
yJaCTHUKAaMH IUIATeKHOM CHCTEMBI, M OleparopaMyd yCIOyr ILIaTeXHOM
UHGPACTPYKTYPH MEPOIIPUSATHI 110 MPOTUBOAEHCTBUIO OCYIIECTBICHHUIO IEPEBOIOB
IOEHEXHBIX CpeAcTB 0e3 coriacus KIHEHTa, ONpeAeieHHbIX MyHKTamu 3.2 u 3.4
Vxazauns Banka Poccun ot 9 suBaps 2023 roga Ne 6354-V «O dopme u mopsiake
HalpaB/IeHUs. OINEpaTopaMy II0 TEpeBOAY [JEHEXHBIX CpEICTB, OIlEpaTopaMu
IUIATEXXHBIX CHUCTEM, OIlepaTopaMd YCIyr IUIaTeXHOW HHGPacTpyKTYpBHI,
oreparopamMu JJEKTpOHHBIX IUiaTdhopMm B bank Poccum wmHpopmanuu o6o Bcex
coydasx ¥ (WIH) IOMBITKaxX OCYIIECTBICHUS IEPEBOJOB ICHEXHEBIX CpencTB Oe3
cormacus KiueHTa, (opMe M Tmopsake MmomydeHus umMu oT banka Poccun
uHpopmaluy, codepkaiiedics B 0a3ze [JaHHBIX O CIydasX H© IOMBITKax
OCYIIECTBJIEHUS TIEPEBOJIOB JACHEKHBIX CPelICTB O€3 COorjacus KIMEHTa, a TaKkke O
HOPsAKE pealn3allid OlepaTopaMHy 110 NIepeBOAY ACHEXXHBIX CPEACTB, OllepaTopamMu
IUIATEXXHBIX CHUCTEM, OIEPAaTOpaMH YCIYr IUIATE)XHOW HHQPACTPYKTYpHI,
oreparopamMi 3JIEKTPOHHBIX IUIATHOpPM MEpONpPUATHHA [0 NPOTHUBOAEHCTBHIO
OCYILIECTBIICHHIO IEPEBOIOB ICHEKHBIX CPECTB G€3 COrIacUs KIIMEHTay

5.2. OrmepaTopbl IUIATEKHBIX CHCTEM JIOJIXKHBI OTPEAETUTh MEPOIIPUATHS TI0
KOHTPOJIIO 3a COOJIIOJIEHHEM YCTAaHOBJIEHHBIX MOPOTOBBIX 3HAYEHHI MOKazaTeneit
YPOBHS pucKa HHPOPMaLMOHHOM 6€3011acCHOCTY y4acTHHKA MJIATEXHON CUCTEMBI U
peayu3alMy MpPOLECCOB IPUMEHEHHs B OTHOLICHUH OIepaTopoB IO IEepPEeBOIdY
JNEHEeXHBIX CPEJCTB, SBIAIOIIMXCS YYAaCTHUKAMHM IUIAT€XKHOM CHUCTEMBI, W
OIlEpaTOpOB YCIYT IIATeXHOW HHQPAaCTPYKTYphl OrpaHMYEHHM IO Napamerpam
oreparyii o oCyIIecTBICHUIO IEPEBOIOB JEHEKHBIX CPEACTB B CIIy4ae BBIABICHUSA
¢akTa INpeBHIIEHHS IIOPOrOBBIX 3HAUEHWM IIOKa3zaTelell YpPOBHS pHCKa
HHPOpMaIIMOHHON 0e30IaCHOCTH Y4acTHHKA IUIATEXKHOW CHCTEMBI, B TOM HHCIIE
YCIIOBUI CHSTHUS TaKUX OIpPaHUYEHHUH.

5.3. OmepaTopsl IUTaT€XHBIX CHCTEM B IENAX CHIDKEHUS pHUCKa

HH(i)OpMaIII/IOHHOﬁ 0e30macHOCTH yY4JaCTHHKa IJIATEXXHOH CHCTEMBbI JOJIKHBI

| 3aperucTpuposano Muntoctom Poccuu 25 mas 2023 roaa, peructpauoHHbii Ne 73472,
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COBEPIIIEHCTBOBATH MEXAHU3MbI PeaTU3allii TpeOOBaH!UH, YKa3aHHbIX B IIyHKTE 5.5
gacrosiiero ITojaoxxeHus, IpeIycMaTPUBAIOUIMX B TOM YHCJIE€ HAKOIUICHUE U y4YeT
OMBITA peardpoBaHUs Ha HHIMIACHTHI 3aIllUThl MHQOPMAlM¥M H BOCCTAHOBJIEHHUA
(GYHKIIHOHMPOBAHUS IIJIATEXXHON CUCTEMBI I10CJIE MX PEaIU3alivH.

5.4. Omeparopsl IUIATEXHBIX CHCTEM JODKHBI YCTaHOBHTH TpeOOBaHHS K
CoJepKaHuIo, GopMe U MEePUOJUIHOCTH HAIIpaBIECHHUS OIEPaTOPaMH II0 IIEPEBOAY
JEHEXHBIX CpPEACTB, SBISIOIIMMUCS YYaCTHHKAMU IUIATEXXHOM CHCTEMBI, H
oIepaTopaMi ycayT INIATeXHOM UHGPACTPYKTypbl ONIEpaTopy IIaTEKHOM CUCTEMBI
uHpOpMalK Uil Ieneit aHamu3a obecniedeHHs B IIIATEXKHOM CHUCTEME 3allUTHI
HHGOPMAaLHX [IPH OCYILIECTBICHIH N1€PEBOIOB ACHEKHBIX CPECTB.

OmnepaTopbl HAlMOHANBHO 3HAYMMBIX IUIATEXHBIX CHUCTEM JIOJDKHEI
YBEIOMJIATH (e/iepallbHBI OpraH HCIIOMHUTEIBHON BIACTH, YIIOJHOMOYEHHBIA B
obmactu obecredeHuss 0€30MaCHOCTH, B COOTBETCTBUM C TpeOOBaHHAMY,
YCTAaHOBJEHHBIMH  (elepaJbHBIM  OpPraHoM  HCIIONHHMTENBHOM  BIACTH,
yIOJIHOMOYEHHEBIM B 001acTH obecniedeHns 6€30MacHOCTH, 00 yCTaHOBIECHHBIX HMH
TpeGOBaHMAX K COAECPIKaHUIO, PopMe U IEPUOANYHOCTH HANPABICHHS YKa3aHHOM B
ab3alle IepBOM HACTOAIIIEro MyHKTa HH$opManuu B yacTy npuMeHeHus CK3H.

5.5. OnepaTopsl IUIAaTeXHBIX CHCTEM [JIOJDKHBI OOECHEeYUTh Y4YeT M
JOCTYIIHOCTB JUISl ONEPATOPOB IO MEPEBOLY [EHEKHBIX CPEACTB, SBIAIOLINXCH
y4aCTHHKaMH I[JIaTeXXHOH CHCTEMbl, M OIEpaToOpoB yCIyl  IUIaTEXHOM
UHpacTpyKTypsl HHbOpMALIUU:

O BBISIBJIEHHBIX B IIATEXXHOM CHCTeMe MHIM/IeHTaX 3alliThl HH()OPMALIUH;

0 crocobax pearupoBaHys Ha HHIMAEHTHI 3allIUTEl UHOOPMALIKH.

5.6. Omepartopbl 3HAaYUMBIX IUIATEXKHBIX CHCTEM HOJDKHBI OOECIIECUHTH
HCII0JIb30BaHUE:

B allllapaTHBIX MOIYJAX 0e30MacHOCTH MHGOPMALMOHHON HHPPACTPYKTYPHI
nnarexHoit cuctembl CK3U, peanu3yromux KpUNTOrpapuyecKye ajlropuTMbl, He
OlpeleNieHHBle  HALMOHANBHBIMU  craHaaptamu  Poccuiickoit  Denepanyn
(nanee — UWHOCTpaHHBle KpunrTorpaduyeckue  alropuTMBbI),  HMMEIOIIHX

TIOATBEPHKAEHUE COOTBETCTBHSL TpeGOBaHMSAM, YCTAHOBIEHHBIM (eepabHbIM
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OpraHOM HCIIOJIHUTEIbHOM BJIACTH, YIOJHOMOYEHHBIM B 00JacTH oOecredeHHs
0€e30MacHOCTH;

B alMapaTHbIX MOIYJIsIX 6e301acHOCTH HH(GPOPMALMOHHON HHPPACTPYKTYPhI
mnatexxHoi cucremsl CK3Y, peanusylommx HWHOCTpaHHbIe KpUITOrpaduYecKue
ANITOPUTMBI U KpUOTOrpadUuecKUe alrOpUTMBI, ONpe/eleHHble HallMOHAIbHBIMU
cranaapraMu Poccuiickoii @enepauuu (gajnee — KpUNTOrpaduIecKUe alrOpHTMBI
Poccuiickoit ®eaepariyn), MMEIOIIUX IOATBEPKICHUE COOTBETCTBHS TPEOOBaHMUAM,
yCTaHOBJIEHHBIM denepanbHEIM =~ OpraHOM  HCIONHUTEIBHOH  BJIACTH,
YIIOJIHOMOYEHHBIM B 00J1acTé obecriedeHus: 6€3011acHOCTH;

CK3HU, peanu3ylIIux HHOCTPaHHbIE KpHITOrpadhyUyecKue ajrOpUTMbl U
Kpunrorpapuyeckue  anroputMbl  Poccumiickoit — ®Denepanud,  HMEIOLIMX
MIOATBEPXKIEHHE COOTBETCTBUS TpPeOOBAaHUAM, YCTaHOBIEGHHBIM (penepanbHbIM
OpraHOM HCIIOJIHUTE/ILHON BIACTH, YIMOTHOMOYEHHBIM B 00acTH obecrneueHHs
0e30MmacHOCTH, B  HHBIX  TEXHMYECKHX  CpeAcTBax  HH(GOpMalMOHHOMN
HH(PACTPYKTYpbl IUIATE)KHOW CHUCTEMBI, HCHOJNb3YEMBIX IPH OCYHIECTBICHUU
IIEPEBOJIOB JICHE)KHBIX CPENICTB, MO COTJIACOBAHMIO C (elepalbHbIM OPraHOM
UCOOJHUTENBHOM  BIAacTd, YMNOJIHOMOYEHHBIM B  obOmacTd  obecnedeHus
0€e30MacHOCTH, B COOTBETCTBUH C IIYHKTOM «II» 4YacTH MepBoil cratbu 13
®eiepanbHoOro 3akoHa oT 3 anpens 1995 roga Ne 40-03 «O denepansHoil ciyxbe
6e3011acCHOCTIY.

B  wmemsx  obecreveHuss ~— OecmepeOodHOCTH  (QyHKUHOHHMpPOBAHUS
NHQPOPMAIIHOHHOH HHPPACTPYKTYPH! IUIATE)KHONW CHCTEMBI U €€ yCTOWYHMBOCTH K
BHEIIIHUM BO3JEHCTBHAM ONIEPATOPAM HAI[MOHAIBHO 3HAYUMBIX IIIATEXHBIX CUCTEM
HEOOXOAMMO OIpPeNeNiaTs MO0 TEXHMYECKHX CpeACTB HH(MOPMAaLHOHHOH
HHOPACTPYKTyphl HALMOHAIBHO 3HAYMMOM IIIATEXHOH CHUCTEMBI, B KOTOPBIX
obecneunBaercs wucnons3oBanne CK3M, ykasaHHpIXx B a03alle 4eTBEPTOM
HACTOSIIETO NMyHKTa, HA OCHOBaHMM TpeOOBaHWH, yCTaHABIMBAEMBIX YKa3aHUEM
Bauka Poccum or 25 wmions 2014 roma Ne 3342-YV «O TtpebGoBanusax K

HH(GOPMAIHOHHBIM TEXHOJIOTHSIM, UCIIOIB3YEMbIM OTIEpaTOPaMH YCIIyT IUIATEXKHOM
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UHQPPACTPYKTYPbl, OIS Ilejiedf NMpU3HAHWS IIaTeXXHOH CHCTEMBI HAlMOHAJIBLHO
3HAYMMOI1 IJTATEXXHOU CHCTEMOI» .

OmnepaTopsl IO TI€PeBOAY MACHEXHBIX CpPEACTB, ONEpPaTrophl YCIyr
HH(OPMAILHOHHOTO 0OMeHa, OIepaTophbl YCIyr IIaTe)XXHOH MHGPACTPyKTyphl s
obecreyeHus 3alMThl UHGOPMAIMK IPU OCYIIECTBICHHU IIEPEBOJOB JEHEXKHBIX
cpeacTs BipaBe Mcnons30BaTh CK3M MHOCTpaHHOrO IIPOM3BOACTBA B CIyYasx, He
NIPOTHBOPEYAILHX TPeOOBaHMUIM, YCTAHOBICHHBIM B ab3aliax BTOPOM — YETBEPTOM
HaCTOSALIETO IIyHKTA.

PaspaGotka wu okcmtyatauus CK3M, ykasaHHelx B ab3amax
BTOPOM — YETBEPTOM HACTOSIILETO IIyHKTa, JOJDKHBI IIPOBOAUTECSA B COOTBETCTBUH
¢ Ionoxenuem ITK3-2005.

5.7. Omnepatopsl [UIATEXHBIX CHCTEM B COCTaBe TpeOOBaHMi K 0becrnedeH o
3amuThl MHGOPMAlUUMH B IUIATEXXHOH CUCTEME JOJDKHBI ONpPEAEIATh IOPSAIOK
MpoBeJieHHs: paboT mo pa3paboTke, cepTrduUKaluy U (M) OLEHKE COOTBETCTBUSA
B OTHOIIEHMH MPUKIAJHOrO MPOrpaMMHOro obecrnedeHusi aBTOMAaTH3HPOBAHHEIX
CHCTEM U MPHUIONKEHUH, a TAK)KE OTJENBHOrO MPOrPpaMMHOIr0 00ECIIEYEHHUs], B TOM
YKCJIe TUIATEXHBIX NMPHIOKEHUH, NMPeIoCTaBIsIeMbIX MOCTABIIMKAMH IIIATEXKHBIX
OpUIOKEHUH KIHEHTaM OIlepaTOpoB IO IIEPEBOAY JEHEXHBIX CPENCTB,

SABJISIOIUXCS YHaCTHUKAMU lIaHHOﬁ IJIaT€XKHON CUCTEMBI.

I'maBa 6. TpeGoBaHusi k o0ecneYeHHIO ONMEPATOPAMH YCIYT NUIATEKHOM
uHppacTpykTypbsl (IPH  OCYIIECTBJACHHHM [AeATE/JbHOCTH
ONEepPAIHOHHOI0 LEeHTPa, IUIATEKHOI0 KJIHPHHIOBOro HEeHTpa
H Pac4yeTHOro LeHTpAa) 3alllUTHI HHGopMan UK

IIPH OCYIIECTBJ/ICHHH NIEPEBOA0B N€HEKHBIX CPCACTB

6.1. OnepaTopsl yCJIyr IIaTe)XHOH HHOPACTPYKTYphl, OCYLIECTBIIAIOIIME
JeATENBHOCTh OINEpallMOHHbIX LEeHTpoB (nanee — OLl), mpu npenocTaBieHHH
OIEpaLMOHHBIX YCIyT ZODKHBI 00ecHevnBaTh 3alUTy UHPOpMalUK Npu oOMeHe
3JIEKTPOHHBIMH COOOILIEHUSIME MEXIY OIlEpaTopaMH I10 IEPEBOMY ACHEKHBIX

CpeACTB, MEXKy OIlepaTopaMH IO IEPEBOAY ACHEKHBIX CPEACTB U UX KIIMCHTAMH,

! 3apeructpuposano Munioctom Poccuu 9 oktsiops 2014 rona, peructpaunonHblii Ne 34269,
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omeparopaMH  yCJIyr  IUIATeXHOH  MHQPPacCTPyKTYphl,  OCYIIECTBISIOIIUMU
JeATeIbHOCTD IJIaTEXHbBIX KIMPUHTOBBIX LeHTpoB (manee — ITKL]), onepaTopamu
yCIOyr IUIaTe)XKHOM  HMHQPACTPYKTYphl, OCYLICCTBISIOIIMMHU  AEATEIBHOCTh
pacdeTHsIX LeHTpoB (nanee — PLY), mexxay ITKL] u PLI.

6.2. IIKL] npu mnpemocTaBleHHM YCIYr IJIATEXKHOTO KIHUPHUHIA JOJKEH
o0ecrnieunBaTh 3aUIUTY HHOOPMALMHU IIPU OCYILIECTBICHUH CIeIyIOIIMX ONepalii:

BBITIOJIHEHME TIPOLEAYP IpHEMAa K HCIOJHEHUIO JJIEKTPOHHBIX COOOIIEHMI
OIEPATOPOB IIO NEPEBOAY AEHEXKHBIX CPEACTB, BKJIIOUAs [IPOBEPKY COOTBETCTBHS
BJIEKTPOHHEIX COOOILIEHW OnmepaTopoB IO IEPEBOAY HOEHEXHBIX CpEICTB,
OIpeie/IEHHE JHOCTATOYHOCTH JIEHEXHBIX CPEACTB Ul MCIIOIHEHHUS 3JIEKTPOHHBIX
COOOILIEHHI OIEPaTOpOB IO TIEPEeBOAY JEHEKHBIX CpEACTB U ONpEIEIcHHE
IUTATEXXHBIX KJIMPUHTOBBIX MO3UIIUIA;

nepeaaya PL[ mis ucnonHeHus 3neKTpoHHbIX coodmennd [TKL], mpuHAThIX
3JIEKTPOHHBIX COOOIICHUH ONepaTOPOB M0 NEPEBOAY ACHEKHBIX CPEJICTB;

HamnpaBjIeHHe OIleparopaM IO TMepeBOJY IEHEXHBIX CPEACTB M3BELLECHMI
(MOATBEPXkAEHHMH ), KACAIOIIMXCS IPHEMa K UCIIOTHEHHIO JIEKTPOHHBIX COOOILEHU
OIepaToOpOB MO TEPEBOAY IEHEXHBIX CPEICTB, a TaKXe Iepeaayda H3BELICHHH
(moaTBEpPXKIEHMH), KACAIOIIUXCSH  UCIIONHEHUS  JJIEKTPOHHBIX  COOOILEHHH
OTIepaTOPOB MO NEPEBOIY JEHEXKHBIX CPE/CTB.

6.3. PI] gomxeH obecnieuwBaTh 3alUTy HH(POpPMAIUWH IIPU HCIIOJIHEHUH
noctynuBumx ot [TKI] anextponnsix coobmenuit I1KLI, onepatopos 1o nepesoay
JEHEXHBIX CPeJCTB IIOCPEICTBOM CIIMCAHUS U 3a4UCIICHHUS JE€HEXKHBIX CPEJCTB I10
0aHKOBCKHMM (KOPPECTIOHIEHTCKMM) CYeTaM OIIEpPaToOpOB 110 IEPEBONY AECHEXKHBIX
CPELCTB.

6.4. Omnepatopsl yCiIyr IUTaTeXHOH MHPPacTPyKTyphl NpH OCYILECTBICHUU
onepaiyif, ykasaHHbBIX B NyHKTax 6.1-6.3 Hactosmero IlojoxeHus, B LeIiX
peanu3anuyd TpeOOBaHMN K OOECHEeYeHHIO 3aluThl HMHOOPMALUM AOJKHBI
obecrieunTh 3aIMKUTY 3alninaeMoil nH$opMaluy, ykazaHHoit B rpage 3 crpok 6—10
npuioxeHus 2 k HactosueMy [lonoxenuro.

6.5. Omepartopsl ycIyr IUIaTeXHON MHPPaCTPyKTyphl B LEIAX pealu3alyu

TpeOOBaHUIl K OOECIEeYeHHMIO 3allUThl MH(OOPMAalUH AODKHBI IPUHATH MEPBI
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3aMThl MH(OPMALMH, TOCPEICTBOM BBIMONTHEHUS KOTOPBIX OO€CIeYnBaeTCs
peanusanus ClAEIYIOIMX YpOBHed 3ammrel HHQOpMaluM A1 OOBEKTOB
MHPOPMALOHHON MHPPACTPYKTYPHI, IPEIyCMOTPEHHBIX MyHKTOM 6.7 paszena 6
I'OCT P 57580.1-2017:

OIlepaTophl YCIAYr IUIATeXHOW HHOPAcTPyKTyphl, OKa3bIBAIOLIHE YCIyIH
IIATEXXHOW HMHPPACTpyKTyphl B paMKaX CHCTEMHO 3HAUMMBIX I[IIATEXHBIX
CHCTEM — YCUJIEHHBIH YPOBEHB 3aIlUTH! HHPOPMAIIIH;

OIepaTopsl yCIyr IUIaTeXHOW HHPPACTPyKTyphl, HE yKa3aHHbIe B ab3ale
BTOPOM HACTOSILETO IIYHKTa — CTAHAAPTHBIM yPOBEHb 3aIlUTHl HHOOPMALIHH.

6.6. OnepaTopsl yCIyr ILIATE)XHON HH(PACTPYKTYpHl, YKa3aHHbIe B ab3ale
TpeTheM MyHKTa 6.5 Hactosmiero IlomoxkeHus, CTaBIIME OIEpPaTOpaMM YCJIyT
IIaTEeXXHOH WHOBPACTPYKTYpsl, YKa3aHHBIMH B a03ale BTOpOM IyHKTa 6.5
Hacrosiero ITomoxxeHus, He MO3[HEE BOCEMHAIIATH MECALEB IOCJIE TOro, Kak
CTaJld OIEPaTOpaMH YCIIyT IUIaTeXXHON HHOPacTPyKTYphl, yKa3aHHBIMU B ab3alle
BTOPOM IyHKTa 6.5 Hactosiero [TomoxeHus:, TOMKHBI IPUMEHATh MEPBI 3aIIUTHI
WH(pOpMaIMH, TOCPEICTBOM BEBITIONHEHHS KOTOPBIX O0€CIeYMBAECTCS peayu3alius
YCHUJIEHHOTO YPOBHS 3aIUThI HHGOpMALIUH.

6.7. Onepatopsl YCIyr IUIaTe)XHOH HHPPACTPYyKTYphl JOJDKHBI IPOBOAMTH
OLIEHKY COOTBETCTBHS 3aLIUTH HHPOPMALK HE peXe OJAHOro pa3a B JBa roja.

6.8. OnepaTopsl ycIyT IUTaTeXHON HHPPaCTPYKTyphl AOJDKHBI PEalM30BaTh
ypOBeHb COOTBETCTBHMS  3aIlUThl HHGOpMan¥MM HE HHXKE YETBEPTOrO,
TIIpeNyCMOTPEHHOTO MOAMYHKTOM «A» myHKTa 6.9 pazaena 6 TOCT P 57580.2-2018.

6.9. OmepaTops! yCIIyr MIaTeXHOH HHQPACTPYKTYphl, yKa3aHHBIE B ab3alle
TpeTheM myHKTa 6.5 Hacrosmero IlonoxeHus, MOMKHBI CaMOCTOATEIBHO
ONpenenATh HeoOXONUMOCTh CEepPTU(QUKAIMK HMIM  [POBEACHHS  OLEHKH
COOTBETCTBHS TNPHKJIAIHOIO MPOrpaMMHOIO OOecCredeHUs aBTOMAaTHU3MPOBAHHBIX
CHCTEM M MPUIOXKEHHH, a TaKkkKe OTHAENbHOrO0 NPOrpaMMHOTO OOGecCledeHHus IO
tpeGoBanuaM k OV]] we mmke dem OV]l 4, mpexycMoTpeHHOro IyHKTOM 7.6
pasmena 7 TOCT P UCO/M3K 15408-3-2013.

6.10. B cny4ae nOpHUHATHS pemIeHUs O HEOOXOAUMOCTH MpPOBEAECHHH

CepTI/I(i)I/IKaI_II/II/I NPHUKIaJHOTO IMIPOrpaMMHOIO obecrnieueHUs ABTOMATU3HPOBAHHBIX
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CHUCTEM M TNPUIOKEHHH, a TakXe OTHEJbHOTO IPOrPaMMHOrO O0eCneHeHUs
oIeparopsl YCIyr IJIaTeXHOW HMHOPACTPYKTyphl, yKa3aHHble B ab3ale BTOpOM
nyukta 6.5 Hactosmiero IlomoxkeHus, AODKHBI 00€CHEYUTh CEepPTHOHKALHUIO
MPHUKJIATHOTO MPOTrPaMMHOI0 OOeCHedYeHHs] aBTOMATH3MPOBAHHBIX CHCTEM H
TIPUIIOKEHHUH, 2 TAKKE OTAETIBHOTO IPOrPaMMHOT0 obecIeueH s He HixKe 4 ypOBHA
JIOBEpUS B COOTBETCTBUHM ¢ mpuka3zoM DenepanbHoit CiIykOBI IO TEXHUYECKOMY U
3KCIIOpTHOMY KOHTpouio oT 2 utoHs 2020 roza Ne 76.

B ciyuae MpUHATHUS pELIEHHs O HEOOXOAUMOCTH NIPOBEIEHHS CepTUDUKALMH
MPUKIAJHOTO MPOTrpaMMHOro o0OecredeHusl aBTOMATH3MPOBAHHBIX CHCTEM H
IPHUJIOKEHHUHM, & TAKXKE OTIETHHOIO IIPOrPaMMHOT0 00€ECIIEYEHHsT OIIEPATOPBI YCIyT
IJIaTeXHOH MHQPACTPYKTypHl, YyKa3aHHble B ab3ale TpeTbeM IyHKTa 6.5
HacTosmero ITomoxeHus, JOJKHBI OOECHeudTh CEePTUOHUKALUIO IPHUKIAJHOTO
IpOrpaMMHOr0 00eCredyeHHss aBTOMATU3UPOBAHHBIX CHCTEM M IPHIOXKEHWH, a
TaK)Xe OTAEILHOr0 MPOTrpaMMHOT0 oOecriedyeHus: He HWXe 5 YpOBHsA [JOBEPHS B
COOTBETCTBUH ¢ 1mpukazom DemepanbHOW CIoykObl 10 TEXHUYECKOMY U
SKCIIOPTHOMY KOHTpoJr0 OT 2 utoHs 2020 roga Ne 76.

6.11. Omepatopsl yciIyT IUIaTe)XXHOW HH(PACTPYKTypsl IIPU OCYIIECTBICHUH
omnepaldif, yka3aHHbIX B IyHKTax 6.1-6.3 Hactosuero IlonoxeHus, TODKHBI
peaIn30BaTh TEXHOJOIHYECKHE Mepbl 10 O0eCHedeHHIO 3alUThl MHPOpPMaLUK B

COOTBETCTBHU C ITPHIIOKCHHUIMHA lu2k HaCTOALLIEMY Ilonoxxenwuro.

I'naBa 7. TpeboBaHusi K o0ecne4eHHI0O ONEPATOPAMH 3JIEKTPOHHBIX
miargopm 3amuThl HMHPOPMANMH NPH OKA3AHHH YCJIyT
pacdyeToB MO cIelKaM, COBEPIICHHBIM € HMCIOJb30BAHHEM

3J1eKTPOHHOH 1J1aTGOPMBI

7.1. OmnepaTopbl 31€KTPOHHBIX IIATGOPM, OCYILECTBIAIONINE AEATENEHOCTD
ormeparopa (UHAaHCOBOM mIaT(GOpMbl, IOKHEI OOECIEYMBATh BEHINOJHEHHE
TpeGoBaHMi K O0OEeCHeyeHUIO 3aIUTHl MHQOpMALMH NPH OKA3AHUM YCIIyT,
CBA3aHHBIX C OCYILIECTBJIEHHEM NEPEBOIOB JEHEXKHBIX CPEICTB, B COOTBETCTBUH C
rinaBoii 2 IMonoxenus Banka Poccun ot 20 anpenst 2021 roxa Ne 757-I1.

7.2. Omneparopsl 3J€KTPOHHBIX IIATPOPM, OCYUIECTBIAIOIHUE JEATEINEHOCTD

omeparopa HH(OPMALMOHHOW CHUCTEMBI, B KOTOPOH OCYILECTBJISETCS BBIITYCK
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uM(ppOBLIX (PUHAHCOBBIX AKTHBOB, OlepaTopa oOMeHa LM(POBbIX (HHHAHCOBBIX
aKTUBOB, JOJDKHBI 00€CleudBaTh BBHIOJHEHHE TpeboBaHUH K 0OOecreueHUIo
3alMTEl MHGOPMalMKd TPH OKa3aHWU YCIYI, CBA3aHHBIX C OCYIIECTBICHHEM
IIEPEBOIOB JEHEXHBIX CPEACTB, B COOTBETCTBHM C rnaBoi 3 Ilonoxenus banka
Poccum ot 20 ampess 2021 roga Ne 757-11.

7.3. OnepaTopsl 31€KTPOHHBIX MIATGHOPM A 00BEKTOB HHPOPMALIMOHHOH
MHGPACTPYKTYPhI JOJKHBL IPUMEHATh MEPhI 3a1UTh HHYOPMALUH, PEATU3YIOLIHE
YPOBHHM 3alUThl HHGOPMAIMY, YCTaHOBJIEHHbIe IyHKTOM 6.7 pasgena 6 I'OCT P
57580.1-2017, B cootrsercTBUM ¢ mnoamyuktamd 1.4.3 u 1.4.4 nynxra 1.4
ITonoxenus bauka Poccuu ot 20 anpens 2021 roxa Ne 757-1I1.

7.4. Oneparopbl 3JIEKTPOHHBIX IUIATGOPM JOIKHBI 00€CNEeYNBaTh 3AIHUTY
HH(OPMAIHH [IPH OCYIIECTBISHHH OIepaliii 10 HOMUHAJIBHOMY CYETY, YKa3aHHBIX
B4YacTAX 4 u 5 cratey 14° ®enepansroro 3akona ot 27 urons 2011 roga Ne 161-03,
B paMKax pacyeToB IO CJeJIKaM, COBEPIIEHHBIM C HCIIOJIb30BAHUEM 3JIEKTPOHHOK
1aTHOpPMBI.

7.5. Onepatopsl 3JIEKTPOHHBIX M1aTHOPM IPH OCYIIECTBIEHUH OIEPALHii IT0
HOMHUHAJIBPHOMY CHETY, YKa3aHHBIX B 4acTsax 4 u 5 cratsu 14° GesepaibHOro 3aKoHa
or 27 wroHs 2011 roma Ne 161-®3, B memsx peanu3aiyuu TpeOOBaHUM
K 00eCeYeHHIO 3aIIUThI HHGOPMALIMY JOJDKHBL 00€CHeUnTh 3alUTy 3alIUIIaeMOM
nHpopMalun, ykazaHHO# B rpade 3 crpoku 11 mpunoxeHus 2 K HacTOAIIEMY
ITonoxenuro.

7.6. OnepaTopbl 3JIEKTPOHHBIX IIaTPOPM IIPH OCYILECTBIEHHH ONlEpalltii 110
HOMHHAIIEHOMY CUETY, YKa3aHHBIX B yacTsix 4 1 5 crateu 14° OenepanbHOro 3aKoHa
ot 27 urons 2011 roga Ne 161-®3, nomxHbI pealn30BaTh TEXHOJIOTHYECKHE MEPBI
10 06eCIeYeHnIO 3allUThH HHGOPMALHK B COOTBETCTBUHU C NPUIOXKEHUAMH | U 2

K HactosueMy [lonoxenuro.

I'naa 8. IMopsinoxk ocymecrBieHdss bankom Poccum  KOHTpOJS
3a  coOuoeHHeM TpeGoBaHHH Kk o00ecneYeHHI0 3alIHThI
MH(pOPMALHH TNPH OCYIIECTBJICHHH MEPEBOAOB JIeHEeKHbIX

cpeacTB
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8.1. Ilpu OCYyIECTBIEHHH KOHTpPOJS 3a COONIOJEHHEM OIEPATOpaMH 110
IIepeBOly JAEHEXHBIX CPEICTB, SBISIOMMMHCS KPEIUTHBIMM OpraHHM3allUsAMH,
omeparopaMd  IUIATEKHBIX  CHCTEM,  OleparopaMd  yCIyr  ILIAT€XHOW
MHQPACTPYKTYpsl,  ONEpaTopamH  JJIeKTPOHHBIX  IIaTdopMm  TpeboBaHHM
K 00ECIIEUEHMIO 3aIUTH HH()OPMALMU [IPU OCYIIECTBICHUH IIEPEBOJOB AEHEXKHBIX
cpeacts bank Poccuy B pamkax Haja30opa B HAaIl[MOHAJIBHOM ILIATEXXHOH CHCTEME
OCYIIECTBIIAET CIEAYIOIINE MEPOIIPUSTHS:

8.1.1. AnanuzupyeT uHdopmanuio (B TOM 4YHCIE AAHHBIE OTYETHOCTH)
O JIEATEIBHOCTH OIMEPATOPOB IUIATEXXHBIX CHCTEM, ONEPAaTOPOB YCIYT IIATEKHON
MHPPACTPYKTYPBI, ONIEPATOPOB NIEKTPOHHBIX IIaTGOPM, OIIEPATOPOB I10 [IEPEBOLY
JIEHEXHBIX CPECTB, SBISIOLUIMXCS KPeAUTHBIMY OpTaHHU3alMsAMH, B LENAX KOHTPOJIS
32 cobmojeHneM TpeOoBaHMii K 0OecHedeHHI0 3aIllUThl HMHQOpManuu IpH
OCYIIECTBJIEHUH MIEPEBOIOB JEHEXXHBIX CPEJCTB.

8.1.2. BampammBaeT ¥ Moay4aeT AOKYMEHTHI U MHQOpMALHUIO, B TOM YUCIIE
COJIEpIKAIIIME TIEPCOHANIBHBIC IaHHBIE!

y OIIepaTopoB IUIATEXHBIX CHUCTEM, OIEPaTOpOB YCIYr IUIaTE)XHOH
MH(PACTPYKTYPHI, ONIEPATOPOB INEKTPOHHBIX MIATHOPM, ONIEPATOPOB 110 IEPEBOAY
JICHEXHEBIX CPEJCTB, SBJSIOMIAXCS KPEAUTHBIMH OpIaHM3alUAMH, — B YaCTH
BBINIOJIHEHMs  TpeboBaHWii K  OOeCHevYeHHIO0  3allUThl  MH(OpManuu
IPH OCYILECTBICHUH IIEPEBO/IOB ICHEXKHBIX CPE/ICTB;

y OIEepPaTOpoOB IO MEPeBOAY ACHEKHBIX CPEACTB, SABIAIOIIMXCSA KPEAUTHHIMU
OpraHHU3alUsIMH, — B 4aCTH 00ecIiedeHHs] KOHTPOJIA 33 COOIOAeHHEM:

OaHKOBCKHMMH IUIATEXHBIMKA areHTamu (cy0areHramu), IpUBIEKAeMBIMU
IJIs y4acTHsi B OCYLIECTBJIEHUH IEePeBOJOB ASHEXHBIX CPEJICTB, — TpeOOBaHHA
K 00€eCIIeUeHHIO 3aIMTH HHGOPMAlLKMU IPU OCYIIECTBICHUH IIEPEBOLOB AEHEXKHBIX
CPEICTB;

oneparopamMd YCIyr HH(pOpMaIMOHHOr0 OOMeHa, IPeNOCTaBIAIIIHNMH
yCIIyrd HHQOPMAILIOHHOTO 0OMEHa OIIepaTopaM II0 NEPEeBOAY ACHEKHBIX CPE/ICTB,
ABIAIOIMMCS KPEAUTHBIMH OpraHu3alusaMU, — TpeOoBaHMH K 0O€CIEeYEHHUIO
3aIUThl KHPOPMAIIMH IIPU OCYIIECTBIEHHU IEPEBOAOB IEHEXHEBIX CPEJICTB,

NOCTAaBIIMKAMH IUIATEXXHBIX MPUIIOKEHHH, IPeIOCTABIISAIOIIMMY OIepaTopam

o nepeBoAy ACHEXHBIX CPEACTB, ABJIAIOIHUMCI KpCAWTHBIMHU OopraHu3alusiMy,
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[UIATE)XHBIE TNPWIOKEHWS JUIA WX WCIOJB30BAHUS KIMEHTAMH YKa3aHHbIX
OIIEpAaTOPOB IO MEPEBOJY IEHENKHBIX CPEICTB, — TpebOBaHMH K obecredeHHIo
3aIUThl KHPOPMAIMH [TPH OCYILECTBICHUH NIEPEBOAOB JIEHEKHBIX CPEJICTB.

8.1.3. IIpoBOOUT TMpOBEpKH SABJIAIOIIUXCS KPEIUTHBIMU OpraHM3aLHAMH
OIEPaTOPOB ILIATEXHBIX CUCTEM, OIIEPaTOPOB YCIYT MIATeXKHON HHOPACTPYKTYPHI,
OlEepaTopoB II0 TEPEBOAY HEHEXHBIX CPEACTB, OIEPAaTOPOB 3JIEKTPOHHBIX
m1athopM ¥  HHCIEKIMOHHBIE TIIPOBEPKM HE SBIAIOIIMXCA KPEIAUTHBIMU
OpraHU3allisIMH OIEPATOPOB ILIATEKHBIX CUCTEM, ONEPATOPOB YCIYT ILIATEIKHOM
HHOPACTPYKTYPBL.

8.2. bauk Poccur NPOBOAWT IIPOBEPKU SABISIONIMXCS KPEAUTHBIMH
OpraHU3aLHUsIMH OIEPaTOPOB IUIATEXHBIX CUCTEM, ONEpATOPOB YCIYI ILIATEKHOM
HH(PACTPYKTYpPhI, OMNEPaTOPOB IO IEpEeBORY ACHEKHBIX CPEACTB, OIEPAaTOPOB
3JIEKTPOHHEIX IIaT(GOpPM B MOPSIKE, YCTAHOBIEHHOM B COOTBETCTBHH C YaCTBIO
yeTBepTOii cTaTh 73 DepmepanpHoro 3akoHa ot 10 mions 2002 roma Ne 836-@3
«O llentpansHoM OGauke Poccmiickoit @epepaunu (banke Poccunm)»
(manee — @enepansHbiii 3akoH ot 10 urons 2002 roga Ne 86-D3).

Bank PoccuM TPOBOJUT HWHCHEKIMOHHbIE NPOBEPKH HE SBIAIOIIUXCS
KPEIUTHBIMU OPraHU3aIMIMH ONIEpaTOPOB ILIATEXKHBIX CUCTEM, OIIEPATOPOB YCITyT
IUIATEXHONH HHOPACTPYKTYpbl B TMOpS/IKE, YCTAaHOBIEHHOM B COOTBETCTBHHU
¢ yacTeio 3 crathu 33 ®enepanbhoro 3akoHa ot 27 utoHs 2011 roma Ne 161-03.

bank Poccur TNpPOBOAUT TPOBEPKH HE SABISIOMMXCA KPEAUTHBIMH
OpraHu3aLUsIMH ONIePaTOPOB NEKTPOHHBIX MJIaTHOPM B IOPSKE, YCTAHOBIEHHOM
B COOTBETCTBMM C 4YacCTBIO BTOpOH cTatbu 76° @emepalbHOrO 3aKoHa
ot 10 mrons 2002 roga Ne 86-D3.

8.3. Bauk Poccuu rmnpuMeHseT Mepbl K ABISIOIIMMCS KPEIUTHBIMH
OpraHU3al{sIMHU OIepaTopaM IUTATEXHBIX CHCTEM, ONIEpATOPaM YCIIyT MIATeXHOH
MH(PaCTPYKTYpHI, OIeparopaM IO NEPEBOLY ACHEKHBIX CPEACTB, Oleparopam
3NIEKTPOHHBIX IIaTGOPM B MOPSJIKE, YCTAHOBICHHOM B COOTBETCTBHH C YaCTBIO
TpUHaauaToit crateu 74 @enepansHoro 3akoHa oT 10 mrons 2002 roma Ne 86-@3.

Bank Poccun oCylecTBIAET ASHCTBUS U IPUMEHSET MEPBI IIPHHYKACHHUS B
paMKax HaA30pHON AEATEIBHOCTH B OTHOLICHHM HE SBISIOIIUXCH KPEIUTHBIMU

OpraHu3alMsIMH OIMEPAaTOPOB MJIATEIKHBIX CHCTEM, ONCPATOPOB YCIYyTr IUIATEXHOM
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MHQPACTPYKTYPhl B MOPSIJIKE, YCTAHOBIEHHOM B COOTBETCTBUH C 4acThlO 4 CTaThu
32 ®enpepansHoro 3akoHa ot 27 uroHs 2011 roga Ne 161-D3.

Bauk Poccun HampaBiseT —omepatopaM  JJIEKTPOHHBIX — maTdopwm,
He SABJAIOLIMMCS KPEeOUTHBIMU OpraHM3allisMH, INpeANUCcaHus 00 yCTpaHEHUH
HapyLIEHUs C yKa3aHHEM CpoKa €ro YCTpPaHEHHs M OrpaHM4YMBaeT OKa3aHHe
OlepaTopaMH JJIEKTPOHHBIX IUIaTGopM, HE SBIAIOIMMHUCA KPEAMTHBIMH
OpraHU3alMAIMHU, YCIyT pacdeToOB IO CAEIKaM, COBEPILICHHEIM C MCIOIb30BaHHEM
ANMEKTPOHHOM muaTdopMbl, Ha CpOK, HE IMPEBBIIAIOIIMNA IIECTH MECAIEB,
B TIOPAJKE, YCTAHOBIECHHOM B COOTBETCTBHH C 4acThio 3° crarsu 32 defepalbHOTO

3akoHa oT 27 urons 2011 roga Ne 161-D3.
I'maa 9. 3akaouuTe/ibHbIE MOJOKEHHSA

9.1. [lpu obecrmeyeHurt Oe30mMacHOCTH OOBEKTOB  MH(MOPMALMOHHOM
HH(QPACTPYKTYPbI, IKCILTyaTalHs ¥ HCIIOIb30BaHHE KOTOPBIX OCYLIECTBIISIOTCS [IPU
OCYIIECTBJIEHHH [EPEBOJIOB [EHEeXXHBIX CpPEJACTB OIEepaTopaMM [0 IIEPEBOMY
JEHEXHBIX CPEACTB, OaHKOBCKMMHM I[UIATeXHBIMH areHTamu (cyOareHTammu),
orepaTopaMu yciayr WHGOpPMaIoHHOro 0OMeHa, onepaTopamMM yCIyT IUIATEXKHOM
MHQPACTPYKTYpHI, OMEpPaTOpaMy 3JIEKTPOHHBIX IIaTGOPM M KOTOpbIE SABIAIOTCSA
Oo0beKTaMHM KpHUTHYeCKOW uHGOPMALNOHHOK HHOPacTpyKTypsl Poccuiickoii
Mdenepallii, IPUMEHSIOTCS B TOM YHUCIIE TpeOOBaHUA M IOPSAJOK, YCTaHOBICHHBIE
opraHamMu rocyAapcTBeHHOW Brnactu Poccuiickoii @exmepammu B obnactu
obecrieyeHus 6G€30MACHOCTH KPUTHUYeCKONM HHGQOpMAaIOHHOH HHQPACTPYKTYphI
Poccuiickoii ®enepauuu B COOTBETCTBUM cO cTaThelt 6 PenepanbHOro 3akoHa ot 26
uronst 2017 roxa Ne 187-03.

9.2. Hactosimiee IlonmoxeHne MOMIEXHUT OGHULIMAIBHOMY OITyOIMKOBAaHUIO
U B cooTBeTcTBUH ¢ pemeHHeM CoBeta aupekrtopoB banka Poccuu (mporokoin
sacenanuss Cosera mupekropoB banka Poccum or 28 ampens 2023 roza
Ne TICZ1-17) Berymaer B cunny ¢ 1 anpens 2024 roga, 3a MCKIIOYeHHEM ab3aleB
TPETBEro — MATOro MyHKTa 5.6 HacTosmero IlomoxeHus.

AG3anpl Tpetuil — nATHIA nyHKTa 5.6 Hacrosero IlonoxeHuss BCTymaroT

B cuay ¢ | saBaps 2031 roaa.
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9.3. Co mus BeTymuleHHs B CHiIy Hactosiumero [losokeHHus NpU3HATH
yrpatuBiiuMm cuiy [lonoxenue banka Poccuu ot 4 umrons 2020 roma Ne 719-T1
«O TpeboBaHHAX K 00eCHEUEHHIO 3allUThl MH(DOPMALUU IPU OCYILIECTBICHUU
IEepeBOIOB IEHEXHBIX CPEACTB U O MOpsAAKEe OCyllecTBiIeHUs bankom Poccum
KOHTpOJIA 3a cobmoieHreM TpeboBaHui K 06eCcIedeHUIO 3alUTh HHpOopMauu npu

OCYIIIECTBIECHHH IIEPEBOIOB JEHEXHBIX CPENCTBY .

IIpencenarens
LenTpansHoro 6anka

Poccuiickoit Oenepanuu 3.C. Habuynnuna

CornacoBaHo:;

Hupextop

®epepanbHO# cyX0bI 6€30MaCHOCTH
Poccuiickoit Penepanuu

A.B. bopTHHKOB
2023 r.

Hupextop
denepanpHOit Iy ObI 10 TEXHUYECKOMY
U 3KCTIOPTHOMY KOHTPOIIIO

B.B. Cenun

2023 r.

| 3apeructpuposano Munioctom Poccun 23 centsbpa 2020 rona, peructpauronnsiii Ne 59991,
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[Ipunoxenue 1

K [Tonoxxenuro banka Poccun

ot 17 aBrycrta 2023 roga Ne 821-I1

«O TpeboBaHHUIX K 00ECTICYCHUIO 3aIIUTHI
HH(OPMANUH IIPH OCYIIECTBICHHH
HEePeBOAOB JCHEXKHBIX CPEACTB H O IMOPIKE
ocyiecTBieHuss bankom Poccun KoHTpos
3a coOmonenneM TpeboBaHuit K
o0ecneueH o 3aIUTE HHOpMAaIUK IPH
OCYIIECTBIEHUHU ITEPEBOIOB JEHEXHBIX
CPEICTB»

TexHoIOrHUeCKHe MEPHI IO 00ecedeH IO 3alUThl HHPOpMaLUH IIPH
OCYIIIECTBJIEHUH [1€PEBOAOB AEHEXHBIX CPEACTB

1. B memsx ofecrnedeHus 3alluThl HHQOpPManmuM TIpHd COBEPLICHHH
OIepaiiii, CBA3AaHHBIX C OCYIIECTBICHHEM II€PEBOAOB JCHEXHEIX CPEJCTB,
OaHKOBCKMMHM IUIATEXHBIMH areHTamu (cyOareHTamu), OINEpPaTOpaMU YCIyr
MH()OPMALIMOHHOr0 OOMeHa, OllepaTopaMy YCIIyr IUIATeXHOH HHQPACTPYKTYpE,
orepaTtopamy JJeKTPOHHBIX IUIATGOPM JOJDKHBI INPUMEHSATBCS  CIEAYIOIIHE
TEXHOJIOTUYECKHE MEPHIL:

1.1. Peanuszanus MexaHwsma WACHTHOUKAWH, ayTeHTUQUKALMK H
aBTOPHM3allid KJIHEHTOB OIIEPATOPOB IO MEPEBOLY AECHEXHBIX CPEACTB IIPH
COBEPLIEHHMA HMH JCHCTBUI B LENAX OCYINECTBIEHHMS NEPEBOJOB JCHEXHBIX
CPEICTB.

1.2. Peanusanus MexaHusMa ABYX(akTOpHOH ayTeHTH(HUKALKUH KIHEHTOB
OTIEPaTOPOB IO MEPEBOAY IEHEXHBIX CPEACTB IIPH COBEPIIECHUH MMH NEUCTBUH B
EJISIX OCYLIECTBIIEHUS IEPEBOLOB ACHEXHBIX CPEACTB.

1.3. TIlpumeHeHHe MeXaHM3MOB H (HIM) IIPOTOKOIOB (OPMHMPOBAaHHS H
oO0MeHa 2JIeKTPOHHBIMU COOOIIEHHSIMH, 00€CTIeYNBAIOLIMX 3aIUTy 3JEKTPOHHBIX
coo0mmeHui oT HCKaXXeHHS, danbcudukanumy, nepeagpecani,
HECAHKI[MOHHPOBAHHOI'O O3HAKOMJICHHS M (MIM) YHHYTOXXEHHMS, JIOXKHOM
aBTOpU3al[MM, B TOM YHCJIe AayTeHTHOHKALUIO BXOJALIMX 3IEKTPOHHBIX
coOOILIeHUH.

1.4. B3aumnas (OBYXCTOpOHHSISI) ayTeHTH(HKalUs Y4YaCTHHKOB OOMeHa
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CPEeNCTBaMHM BBIYHCIIATEIbHOW TEXHUKH OIEpaTOpPOB 110 MEPEBOAY IEHEXHBIX
CpelCcTB, OGAHKOBCKUX IUIATEXXHBIX areHTOB (CyOareHToB), OIEPATOPOB YCIyT
MHGOPMALHOHHOTO OOMeHa, OIepaTopoB YCIYT IIaTeXHOHW HHQPacTPyKTYpE,
KJIMEHTOB OIIEPaTOPOB IO IePeBOAY ACHEXHBIX CPEICTB.

1.5. Ucmonp3oBanue  3J€KTPOHHOW IOANMMCA B COOTBETCTBUH €
denepanbubM 3aKk0HOM OT 6 ampens 2011 roga Ne 63-@3.

1.6. Wcnonb3oBaHue YCHJIEHHOH OJNIEKTPOHHONM TNOANKMCH B ILEIAX
obecrieueHns LEIOCTHOCTH OJJIEKTPOHHBIX COOOIIEHHM M TMOATBEPXKICHHS HX
COCTaBJIEHHS YIIOJHOMOYEHHBIM Ha 3TO JIULIOM.

1.7. TlonydeHve MOATBEpPXIEHMS OT OIepaTopa IO NEpPEBOLY IEHEXKHBIX
CpENCTB TpaBa KIWEHTa OllepaTopa II0 TEPEeBOAY AEHEXHBIX CPEACTB
PAacIOpsKAThCA IEHEXKHBIMU CPEJCTBAMH.

1.8. IlpoBepka coOTBeTCTBUS (CBEpKa) pe3yJbTaTOB OCYILECTBICHHUS
olepalyii, CBA3AHHBIX C IIEPEBOJOM JCHEXHBIX CpeACTB, ¢ HHOOpMaLueH,
CojiepKaIleics B 3JIEKTPOHHBIX COOOIIEHHUSX.

1.9. Peanmzanuss Mep, HampaBlIeHHBIX Ha MPOBEPKY IIPaBHILHOCTH
dopmupoBanus (TOArOTOBKH) IEKTPOHHBIX COOOLIEHHUH (BOHHOM KOHTPOIIb).

1.10. OGecnieuenne XxpaHeHHs 3allUINaeMoi WHPOPMAIUK, UHOOPMaLMHU O
COOBITHSAX, MOMIEKAIUX PETUCTPAlMK, WHOOpMalUu 00 HHIMICHTaX 3alliMTh
uHGOpMAIMd B TeYeHHe IITH JeT ¢ Jarsl (opMUpoBaHHA HHGOpMAlUH B
HEU3MEHHOM BHJE.

1.11. BoccTaHoBiieHre 3amuiaeMoil HHGopMaIluy B CIIy4ae YMBIIIIEHHOTO
WM CIy4alfHOrO paspylleHus JUOO0 BBIXOJA M3 CTPOS CPEeICTB BHIYHCIIUTEILHOM
TEXHHUKHU.

2. BankoBckue mIaTexHble areHTHl (CyOareHThI), ONIepaTopbl YyCIyr
MHPOPMALIMOHHOTO OOMeHa, OIepaTophl YCIyr ILIATEXHOM HHQPacTPyKTypHI,
OIEpaTOPhl 3JIEKTPOHHBIX IIAT(GOPM IIPH COBEPLICHWUH ONEpalUH, CBA3aHHBIX C
OCYLUECTBJIEHHEM [IEPEBOJOB JCHEXHBIX CPEACTB, JOKHBI 00OecleuynBaTh
BBINIOJIHEHHE TEXHOJOIMYECKUX MEp MO 0OeCneueHUIo 3alUThl HHGOPMalUK [Py

OCYIICCTBJICHNH NepeBoaoB JCHCXKHBIX CpeaCTB Ha COOTBCTCTBYIOIIIUX
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TEXHOJIOTUYECKUX YIaCTKaX.

3. B pamkax CHCTEMBI yNpaBIeHHS ONEPAlMOHHBIM PpHCKOM HpHU
HEBO3MOXHOCTH TEXHHYECKOMH peaNn3allii OTAEIbHBIX TEXHOJIOTHYECKHX MEp IO
obecrie4eHHIo 3aIIUTEl HHPOPMAIMK NIPU OCYILIECTBIEHUH NEPEBOAOB JCHEKHBIX
CPEZCTB, a TaKXe C y4EeTOM ODKOHOMHYECKOH IeNecoo0pa3sHOCTH OaHKOBCKMMH
IUIaTeXXHBIMH areHTaMu (cybareHTamu), orepaTopaMy YCIyr MHGOPMAIMOHHOIO
oOMeHa, OIepaTopaMH YCIOYyr IUIaTeXHOM MHQPacTpyKTypel, Ol€paropaMu
37IEKTPOHHBIX I1aTGOPM MOTYT pa3pabaTblBaThC HHBIE (KOMIIEHCHPYIOIKE) MEDHI,
HalpaBlCHHBIE Ha HEWTpantu3aluio yrpo3 6e30MacHOCTH  3alIMILAEMOH

I/IH(I)OpMaI_II/II/I aKTyaJIbHBIX IIPH OCYIIECTBJICHUH IIEPEBOAOB NCHEKHDBIX CPEACTB.
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